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The present invention generally relates to methods and systems for

securing computer systems. The present invention more particularly relates to
methods and devices for securing information in a computer system wherein the

computer system may be connected to a networked environment.

10 Description of the Related Art

With the advent and widespread deployment of the Internet, conventional
computer security systems have been found to be deficient. A disadvantage of
the Internet is that it permits many ways to infiltrate conventional computer system
perimeter defense systems. Damaging virus programs, for example, can be

15 injected through firewalls and into a computer system. This can compromise data
and computer programs, and therefore derivative capabilities such as digital rights
management.

This deficiency in computer system perimeter defenses creates the need to
position security defense systems in the local computer system. A conventional
20 example of such localized computer system security is virus detection software.
Virus detection software, however, can be susceptible to many exploits including,
but not limited to, "spoofing” or “wrappering” strategies. Consequently, virus
detection software may be made to appear operational when it is not properly
operating.

25 Perhaps the greatest fundamental problem with conventional computer
security systems is that their operation is common to the environment of the
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Other conventional computer security systems may include a security

15  device connected to an SCSI bus that protects storage devices on the bus. This
type of security system recognizes that the storage device is more secure while
not operating in an environment common to the operating system. However, the
SCSI bus of this system exposes all devices on the bus, including the storage
devices, to access and therefore requires intimate operating systems involvement.

20 It would be an improvement over this technigue to put the security measures in
the attached storage firmware and data storage. The same solution could also
then he applied in SCSI environments and other environments such as ATA
storage device environments.

Still other computer security systems recognize the benefit of guarding the
25  storage device at the controller level but are based on shared private keys,
Shared private keys are well-known to provide less security than securing and
concealing elements of public-private key encryption, because authentication keys
are shared and not private to a single device. This type of system is also directed
to madification of the file management system of the computer operating system

30 and therefore suffers the same problem of operating system dependence
illustrated above for SCSI security. An improved computer security system could
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afforded by using the storage device for hiding and securing public-private key

operations.

Security afforded to a computer system by the ATA Host Protected Area
security protocol can be provided by a method used in connection with readying a
20 storage device during the boot phase of a computer system. In this method, the
storage device can be declared to the operating system to have less storage
space than the storage device actually has ready for use by the operating system.
Special BIOS firmware or other special code can have exclusive access to the
undeclared portion of storage space. As an additional security measure, the ATA
25  Host Protected Area can require passcode access to this additional amount of
storage space. The ATA Host Protected Area was originally designed to provide
security assurance in the form of enhanced operating system and application
crash recovery efficiencies. A known good version of the system or application
software could be cached in a location outside the capability of the operating

30 system to address. In practice, this restricts access to a portion of the storage
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approaches are needed in the storage device environment that provide resistance

to unauthorized access and use of computer programs and data. Methods and
systems are needed that permit sections of the storage device to store data that

20  are not available to the file system or operating system in a computer system for
reading or writing operations, except under controlled and cryptographically-
guarded conditions. Such controlled conditions should include device
authentication and user authentication of secured datasets performed externally to
the operating system of the computer system. Methods and systems are also

25 needed that provide firmware and storage devices with controls on access,
storage and retrieval of data. These contrals should not be able to be written by
any process available to the computer system and should be localized in the

attached storage device.
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device to a conmputer programrunning either in the main device firmvare or
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System and computer-readable medium embodiments structured in

accordance with the method embodiments discussed herein are aiso provided.

20 BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a diagram showing a system configured in accordance with
methods and systems for promoting computer security;

Figure 2 is a schematic showing details of the storage device of Figure 1;

Figure 3 is a schematic illustrating the interaction between a storage device
25 and an operating system file system of a computer system in accordance with
methods and systems for promoting computer security;

Figure 4 is a schematic showing details of the authority records and

security partition data shown in Figure 3;




for pronoting security in a conputer system In one enbodi nent of these
nmet hods and systens, a sinple file systemis concealed in the co'gButer
system 5 and is nanaged with a processor and sinple non-wri { 2AHNRARGZROS

oper at i ng vagoskioéxbor age device. This sinplicity of desigpcRosithsias the
present conputer security nethods and systens with neans for securing data

on the storage device. In one nethod enbodi nent, a conputer systemis
provided with an operating systemin operative association with at |east
one storage device, 10 wherein the storage device includes firmvare and a
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I ncl udes creatin east one secur partition , restricting
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i nt er act i onwiliethewessent commderesedanity cethods aaddystemsper ati ng systemfile

system of a conputer systemin accordance with nethods and systens for
pronoting conputer security; Figure 4 is a schematic showi ng details of the

authority records and security partition data shown in Figure 3; r 5 19
JANUARY!®006 WO 03/ 010643 Pﬂﬁéiﬂﬁv@@mlféﬂ@ﬂ 5 is a tabul ati on show ng
portions of an authority record provided in accordance with the present

conput er security methods and syst eR¥eViEWgure 6 is a tabul ati on showing a

artition header, proyjded jn accordance . with the present, co ter securit
Pret hods and sysf‘é%ﬁ‘ec\( here%, “‘computer systems” incfuc}e, but are%ot I?mited to, crigzsﬁtop y

computer systems, laptop computer systems, networked computer systems,
wireless systems such as cellular phones and PDA's, digital cameras including

15 self-contained web-cams, and/or any reasonable combination of these systems
and devices.

As used herein, the terms “storage device” and “disk drive” or “disk” are
interchangeable, except where otherwise noted, and include any device for
storage of data in a computer system in accordance with the computer security

20 methods and systems discussed herein. Notwithstanding the use of the term
“disk” the storage device need not necessarily incorporate a physical “disk” but
preferably incorporates a place for storage managed by a controller with firmware.

It can be appreciated that the term “partition” is used in certain
embodiments herein to mean a contiguous grouping of 512 byte blocks as
25 allocated by the low-level formatting of the storage device.

Special security partitions and the structures and processes that support
these security partitions are included in the present computer security methods

and systems. A primary objective of the present methods and systems is to




5 Figure 7 is a tabul ation show ng basic storage device procedures provided
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15  storage device firmware 14 that can be written can be considered writeable
firmware ("“WF"). In contrast, at least a portion of the storage device firmware 14
is written by using one or more of a plurality of conventional hardware methods
that resist this firmware from being written by the operating system 10. This
portion of the storage device firmware 14 that cannot be written can be considered

20 non-writeable firmware (“NWF"), In one embodiment, the storage device 12 can
also include a separate central processing unit 18 (“CPU") for directing the
firmware 14 to access and otherwise manipulate data in the data storage portion
16 of the storage device 12. It can be made a requirement that no data can be
transported to or from the data storage portion 16 of the storage device 12, except

25  in connection with execution of the NWF or WF.

For purposes of illustration, some examples of NWF and WF firmware can
be derived in connection with the ATA and SCSI disk controlier protocols. At least
portions of these protocols relate to connectivity between the operating system
and the data storage components of a computer system. The ATA protocol, for

30 example, permits customization of commands, such as controller commands, by a

user. Inone embodiment, the present computer security methods and systems




which relies at least in part on software and data obtained froma storage
device 12. 10 Referring nowto Figures 1 and 2, a nore detailed schematic

of the storage device 12 is shown in Figure 1. The storage 1340NHARY 2006
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and effective enhanced security protocols. The methods and systems include a

storage device 30 having security partition (“SP") data 32 and at least one
authority record, such as authority record 34, associated with the security partition
20 data 32. These security parition data 34 and authority records 34, 36, 38 are
contained in a security partition of the storage device 30. The present methods
and systems provide a relatively simple file system located on the low-level
formatting of the storage device 30. The growth of data added to the storage
device 30 proceeds from top to bottom, as shown In Figure 3, so that a query of
25 the storage device 30 contents can readily reveal how much data storage space

remains for use.

Operations involving the authority records 34, 36, 38 are managed by the

firmware of the storage device 30. In one embodiment, all authority records 34,

36, 38 can be governed by a single master authority record 40. As shown, an
30 operating system (*OS"} file system 42 is not permitied to access the security

partition data 32 contained in the storage device 30. This independence of the




controller specification. Data storage, as applied herein, can be provi ded
I n connection with a conventional disk controller prot ocol such as ATA
SCSI. One type of security 10 protocol available to ATA in ﬁd‘?‘WﬁﬁYaﬁ’Oé | s
known to tf\@§fuigdss! | €d in the art as ATA Host Protect edpdygd225pPed- out
storage, as applied herein, is storage space that is mapped-out by tables
in the NWF and WF to i ndi cate bad sectors. It is wunderstood that other
data can be nmapped out of the witeable storage by the disk controller for
t he storage device. 15 Referring now to Figure 3, the present conputer
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wher e i nf orassdxaoplesuch as a secret can be effectively conceal ed. Referring
now to Figure 4, a schematic of an authority record 52 is 5 presented in
accor dahZe wit hiticas baisehothat therecaremeirny3uivatgges3g agflofedguene 3. The

expandable, storage and authority system as described herein. The storage
device can define, for certain data on the disk, a structure for authorization and
authentication that can be readily inspected and audited. If authorization and
authentication functions are not provided in a closed system, then a computer

20 sysiem is generally more vulnerable to attack and infiltration. It can be
appreciated that 63 user-definable authority records and one master record are
likely to suffice for most practical applications of the present computer security
methods and systems. Because these methods and systems are storage device
specific lines of security defense, a single authority can translate to a group

25 authority in the operating system environment or an entire domain authority.
Since the authorities can be created and deleted by the user as needed, with the
understanding that a master authority record can govern these user modifications,
the present methods and systems provide an appropriate line of defense for the

computer system.




authority record 52 can include data, conputer prograns, and other |ike
I nformati on and functionality in association wwth the SP data 54
corresponding to the authority record 52. The contents of f?‘lﬁ“%ﬁ%?qo?y

record S52yanghoidies SP data 54 (elenents 56 through 84) ag@Erfiqbaiogsd to
i nformati on for which conceal nent is 10 desired and/or functionality that

pronotes secure data processing in a conputer system Types of information
that can be stored in SP data 54 and types of secure processing functions
performed by the authority record 52 in connection wth the SP data 54, as
i ndicated in elenents 56 through 84% arﬁsoresent ed bel ow as exanples. 15

It can be seen that there are nmany ges to a closed, non- expandabl e,
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syst ens ar exgMplea i £an beiappreciatrddnat apariicitar chpice etpmenclale®delse, a singl e
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envi ronment or I re domal n autho I'nce the authorities can be
creat ed andengetysteats arg farfilusifation paspases ged arefiat itended te M tharseABR A that a
nmaster gyt Qg btebeh@f@logan govern these user nodifications, the present
nmet hods and systens provide an appropriate |line of defense for the

conput er syst enFiglres® thAfgARB YouRiNatuéPalitivs bt HeddhtPEant&iBQRna 2806Wrexanpl es The
ended to,.illustra otentia ntations of

follow ng exanples are in e l.. i nple

the pr esantORBBIRSERad el £ crden R N Rict PP RS R PR aan. bo
appr eci at ecsytleais. such exanples are intended primarily for purposes of
illustration. 5 No particul ar aspect or aspects of the nethod and system
enbodi nents  de§tguidh®dhdve tbe fields ef & ningledwithority retori folloved by dyedate t he

present 15 V85484 vJﬁﬂ the authority record. An authority record defines one authority
(e.g., a user, group, domain, or other agent) and a data set for which the authority
record administers access protections.

Figure 6 shows the header for the partition containing the master authority
record and its data, which comprises all other authority 'records for the storage
20 device. This header provides information to the computer system for efficient use
of the security partition, authority records and their associated SP data.

Figure 7 shows the basic storage device procedures associated with the
present computer security methods and systems. These basic procedures
include methods for setting up new authority records, deleting data and/for

25  modifying previous authority records. Aiso shown are procedures for using the

security features built into one or more user applications.

Figure 8 shows sample error codes that may result from application of the

various procedures described in Figure 7.
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exanple, it can be appreciated that a particul ar choice of nonenclature for
security partition commands executed by the present conputer securi:%v?
nmet hods and systens are for illustration. purposes and are HotANUARY 2006 t o

limt thewgrBRss?f 10 the present invention. Figures 5 gdirgdesed; outline
il lustrations of the data content and structure, basic procedures, and

error codes for the present conputer security nethods and systens. Figure
5 shows the fields of a single authority record followed by the data 15
associated with the authority record. An authority record defines one
authority (e.g.,.a_user rou domai n. or .oth ent n a set for
whi ch the aut hoﬁstaypﬁerdet%lf’edprgggﬁtﬁP@PgtIags%f:gg Srgﬁé?cgﬁg@&%ygﬁgng, %"’gﬁ’ e 6 shows
t he header drarwiting datrtbiatsecnredalatappartiting ceh e seaetventional readivtrige record and

its data, | i t her ' . t orage 20
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ef fici ent usetteropted hibe secuity partifosrdantbieapenadiosiog a sgcurigeparttionaopent hei r
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basi ¢ pr oceehgnawtil dored (gushrasttyags of the SRSilesegpmimpanthwr uiil lggpifation pecor ds,

del eting daf eree-a@mhe@ﬁmg;aﬂ'g&xﬂ % @é@ﬂénoe&nrﬁéﬂdwniwt 68§ Qhd!drite SO shown

are procedures for using security features built into one or nore user
appl i cat i orRecess ifanyavayp gl asdmprdatite secugiydurctionaneeded ferdbal ¢ from

appl i cati onygh J;-B@vicé(ahiaﬁamepé@sméﬁssd%mﬁéd@ﬁ._ﬂxedfér@w&dﬂecérg- 19
JANUARY 2006 V\% 03/ 010643 PCT/ US02/ 23907 As applied to the present conputer

securi t 1P netrighisd. read 289 kg ererationaarg peraitpdithatidonet leave ope Wesecur ed dat a

partition GaRIHRCOfERPYRIHity @R thd @asH) @PUpen coMmfandcanperiitl protocols. In one
aspect, if aread or wite of a security partition 1s attenpted, the

secEri ty ﬁart I t ingoneembedinpets sttle SHOPEN ans SPQIdske\copridnids iaegngtpen 5 cal |,

t . . . .
int 11 ol oo B TR o By Cpeb SRR BRI MR T expiration of
a predet er mpeeations aw perfognediihroudh tiEPayadable SReniBeadand SRPotWeted and wite
access {1 TS UsB Bt d"SprrIRRAH 3Rk SPRrARRY LdnimbMRAdnBeRoRsged for the

internal, hidden, SPOpen functionally equivalent action without exposing the
secure data to user interaction.

In certain embodiments, the present computer security methods and
systems can use, for example, ANS| X.509 certificates that can employ trap-door
20 cryptographic algorithms such as the well-known RSA algorithm for
authentication. Each authority record can contain one public-private key pair for
authenticating data that originates from the security partition of interest. A second
public-private key pair is provided to ensure that data can only be sent to the
particular security partition and no other location for storage. These key pairs are
25  associated with X.509 Cert-In (i.e., the data are only transmitted to the desired
partition) and X.509 Cert-Out (the data are signed and thereby authenticated to
come only from the desired partition). A symmetric key can be used in a way
substantially similar to SSL and other equivalently secure streaming protocols to
encrypt the data. In this embodiment, the public-private keys are used primarily
30 for the hashes associated with the certificates, although a private key can decode

a passcode directed to an authority.
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storage device. In another enbodi ment, specialized SP, fixed-length and
record 10 oriented, read and wite operations are permtted that do not
| eave open the w ndows of opportunity that the gl obal SP@WW@%%

permt. |weRmResbodi mrents, the SPOpen and SPC ose conm@hdssofiiRonot
avai l abl e due to security or efficiency considerations and read and wite

operations are perfornmed through the avail abl e SPProt Read and SPProtWite
15 conmands. Use of the SPProtRead and SPProtWite conmands can perform an
i nternal, hidden, SPOpen functionally equival ent action w thout exposing
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PCT/ US02/ 23907 Th&@\r ese éstems can require that the

above- ment | BRSHtING Va3 r}tﬁﬁﬁnﬁkmﬂ‘dg‘r%‘?rﬁ% gl enbedded in the firmuare or
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The SP system a provi encrypting art I'tion.
SP data so that a key can be acquired and applied from an external source.

In this embodiment, there is no accessible method for decrypting the data

from the storage device based on information available in the storage device.
This method and system involves securely transmitting the public key and

20 symmetric key. The private key is provided to decrypt the symmetric key when
the symmetric key is needed for use in encrypting or decrypting data. This public
key / symmetric key / private key arrangement is a conventional method for
providing file encryption. The present computer security methods and systems
improve this conventional method by providing for security methods and systems

25 contained only in the storage device and not as part of an operating system or file

system.

Another feature of the authority record that controls the reading and writing
of data in a security partition is that certain fields of the authority record can be
hidden. “Hidden" typically means that the values in these fields cannot be read by

30 any external process, i.e., the values cannct be read either by a call to the
firmware or by direct examination of the contents of the storage device. There are

12




The encryption utilizes the symmetric key. If encryption is turned off,
then the data in the storage device are plain text even though the
symretric encryption may not have been enpl oyed in transm 1% {ANARY20061 a

to and frqméshegeat Orage 10 location. If encryption is tusd@gkedmaoeet hen the
data in the storage device are encrypted even though the symetric

encryption may not have been enployed in transmtting the data to and from
its storage location. If the SP data are encrypted and the authority source
is external, a nmethod and system can be provided to encrypt data on the
storage devi
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There are 12 19 é@R%ARY 006 WD 03/010643 PCT/ US02/ 23907, a plurality of
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I'n additi Orkey generator), the data are not read by any external process, because they are

defined as hidden, It is important that the same “Write but Not Read” capability

can be afforded data in any security partition that is a “Write but Not {external)

20 Read" partition. Therefore, a user application external to the storage device can

employ the storage device as a reliable place to conceal information and to

perform cryptographic operations with a relatively high degree of security and

secrecy.

One embodiment of the present computer security methods and systems
25  provides for declaring SP data to be write-once. One illustrative use of this
embodiment is in PKI (public key infrastructure), wherein a problem exists in
validating public keys for a particular authority. The security partition of the
present methods and systems can verify the source of the public key dynamically.
This overcomes one of the fundamental problems in PKI known as key revocation.
30 ltis possible with the present methods and systems to have a secure means of
dynamically keeping public keys current with a relatively high leve! of assurance.
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anot her technique is to hide a symmetric key by encrypting the key with an
authority's public key, such that only the hidden private key can decode
it. In practice of the present conputer security nethods antf {4N{ARYs200

di stincti Qp aedes Made between an external authority soiggsedsdeRn
internal 10 authority source. If a security partition is an internal
authority source, then the public-private key pairs and symmetric keys are
generated internally by the NWW and WF of the storage device. If a
security partition is an external authority source, then the

publi c-pri Ik Rif d by a
secure net hocf?h%i)%%éf)ans"rgﬁ?g@ﬂgr‘&"%’%'?%r%}%o%ﬁ%dﬁ%ﬁﬁ%ﬁ@%ﬁ "Ei(g com{"rqta%d for
exanpl e) t csysteen ertdisloare aeate toys taticanmd dasepudiatedibr dazessadivithoutiat a,  such
as a pri vat g, %ﬁﬁaﬁ?h&ag tﬂ'ﬁs %b&& ﬁ?nl( ﬁ'l%gé? rgﬁe QXVI&J] an%:) %Io éd m'eé e internal
key gener at or ta are not fea % any erna cess, ecause t hey
are defi nehe g wWhichieay cmtaansredrtwardmnchashamfomrrm:osafneexamnlee but Not Read"
capability can_be afforded data in any security partition that is a "Wite
but Not { ext er ndh§ PrESeRiamPUlRtSesuritoembodiments dyrically use a fixedhaMP¥Ht i on

ext er nal t%f*sBé‘céés%Bé‘Qt%dQﬁtWe%@h g@tﬂont?'f@o?d’aﬁd‘éss%&iﬁfeﬁi%téj?é&' ¢¢ as a reliable

pI ace to conceal information an formcr ‘stogra hi c operatlons wth

a rel ati vel3pdiiegrPRechpEes %ﬁh%ﬁt@@ﬁdfaﬁﬁﬂma@éb? aehorityyiecosdmiBarheReT of t he

present Congadli@y pAdilsHS. thbr Bﬁélﬂﬁlésea%ﬂ%uﬁ%ﬁiﬁe’éord %5n Qéé’%ﬂ?@yté@éf glecl aring SP
data to be wite ustrative use of this Is in PKI

(public key™ Wf’?kaépf%atgﬂ@?"’”mﬁ'@rta?rﬁ can bed FE’ﬁF'BB‘?laé’f'lo"tynreCVQP'l f85%i ng public

keyﬁ L O10 a ol éfi106lean b@fté%hﬁ)ﬂiets)écurwlﬁarﬁmhﬂcuc@ﬁéthslHe(HlltIQ:fntji ha%ordl@r esent
et hods an

f |
e P ee s 3L it e S b g am 2! 1
revocati on.deﬂﬁablé secmngqmltlmhe Wb teltet izt apthestg id pemitieddecesxdndyist ens t o have

el at i vel v BRIy EHOBT =S Beinea R SHeRe e o s bt s
PCT/ US02/ 23895, Thiotrieans thapbmig ah aothooty rédoed defirteg-cartbe serdgediaviertcans appl i ed
to |ock SOfbteVéﬁ{a%tﬁo‘P.Srf%erﬁMfetﬁqH‘reoa'dau t Or?@P?tﬁére&hrforﬁfr%%oid%f&%{ém be

repudi ated Or acce odi nent
st or age dewetdt cambehapmregiated dut ao aliewance iheatol the peliicyergadane, and cr edl t

card pur chagg.dip R0 utnbRY r&o A Mdder to expand or reduce this closed

system of authority to more than or less than 64 total authority records.

In embodiments of the present computer security systems that maintain a
20 finite number of authority records with a fixed-space utilization for the master
authority record, the performance penalty associated with having an SP-enabled
storage device can be regulated. In general, any read or write operation on the
storage device checks to determine whether low-level storage addresses (e.g,
cylinder, head, sector, block and the like) are protected by a security partition.

25 In another embodiment, the security partition region is modeled like an ATA
Host Protected Area region. The partition containing the master authority record
and the other authority records has a known, fixed size and uses storage hidden
even from an ATA Host Protected Area call. Any partitions below the master
authority record can use the top portion of the ATA Host Protected Area space.

30  Since write and read operations in the ATA Host Protected Area space are
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5 The present conputer security enbodi ments typically use a fixed anount

of space associated with each authority record and associated data set. In
addi tion, one master authority record can contain the authof? {ANVARGA9S f or
all other woemHbdasy partitions. For exanple, each authorpdypseesng can use
2633 bytes of a six block (3072 byte) region, and there can be 64 possible
authority records, for a 10 total of 196,608 bytes in the security
partition which contains the authority records for all security
partitions. In this illustrative system there can only be 63 user-
definable s L riiti . : t | | 1 tted access
im this  enpBuPiRe Beehbe YReurkio B ETJRIGEISIREL of sPooRElE

privat e/ pubtegohsymetric keys. This means that only an authority record
defined on the storage device can 15 be an authority permtted to read or
wite any ot her !manétben aspeetad drecbrasent rethpuls and sustems tancdiAwBHaMR  eci at ed
that an all I Sy; ' b d G| N : VA y
factory-set @%ﬁf(ﬁﬁn&s‘ﬁ[{:{f@f@rg})@t dﬁ% er réts% re%%ﬁﬁ?géégggggggea_E‘I%%Hs&gohsed
system of aefithesloragetdevisetebe Hgrared whereSR éria revidasothgl fupgiionsf i ty recor ds.

| n enbodi MegdeakiRh fdriberdited Ante Mdsmbfte%ﬁg&g&ar&%eay%s@pxuhmea@af ntain a 20

finite nunber of "authority recor | xed-space utilization for the

mast er aut healiretimsa@iies sypthasizad anst siegd i thegxlengedadbenityPadtioh t h havi ng an

SP- enabl ed heddar. 2@ el ff tHisBallls réRBLdontiQsbus IregiGR¢fitRe storige deciad or write
operation on the stora evi ce checks to determ ne whet h«%\ | ow | evel

e d r
st or age add‘thégﬁ"&ssp('%ﬁo&‘:%de)“‘ thigianneleuser sBNqre can B yEaed i {he 1ike) are
prot ect ggl bMtef'mpﬁ@@Qddré%s t}ﬂafaé T@L@@witaé#lzapﬁ.?ﬂétbgp@ﬁnmigﬁim, the securT |h ty
partition r on, i s, nodel e e an. st. Protected Area. region. e
partition cg'g&‘%ﬁﬂﬁﬁﬁfbefPﬂ@mﬂﬁgf’ﬁfﬁpﬁaﬁgﬂi’?f$5$eéé8HH"C el ARCINEPY Ut hor i ty
records hasagekfiown, fixed size and uses storage hidden even froman ATA

Host Protected Area call. Any partitions below the master authority record
can use the t op lfmantieappaiciatédrbthAllAusdrsiefiredR datachartition capaecrsume30 Si nce

it d ' i . ; 14 19
SanuaRY 20058 SBEGARRAE R S eipYicr TRhER bifeuMiphion ShRRAIRA D
ef fecti Ve thy thedNViF Bod Y F.ofhis is anegeasander restrighing adhasdy torread apswriten anot her
aspect of tigg ﬂs?ﬁpgﬁﬁﬁrggéﬁﬁ t@&%ﬁﬁé%ﬁ?@ne%‘ﬂsé@p‘%@ béﬁgﬁ S_ys@g{ tarf BLUTNS 2

list of protecte ress reglons. esignating a fixed region
provide authentication of these predetermined users and minimize the number of

users who have administrator-tevel control over the authority records.

An important function of the SPAuthHeader call is to return the public key

20 for communicating to the master authority record. This function is important
because the master authority record requires public-key encryption for the
passcode needed to access the master authority record. A factory distributed
storage device can have a passcode structured so that software attempting to
initiatize the master authority record must know the passcode. The passcode is

25 also structured so that it cannot be “sniffed” or otherwise inspected in transit
because of the passcode’s encryption with the master authority record’s public
key.

it is known that publishing a public key for éncrypting passcodes can make
use of the public key susceptible to a replay attack. To resist such attacks, one
30 embodiment of the present security methods and systems includes SPNonce
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S of the (storage device to be the area where SP data resides, the function
of checking for permtted wite operations can be perforned, The
SPAut hHeader call returns val ues synthesized and. stored i n 'Y HNUARGC29E 4

aut hori t yyRigsldidds®n header. 1t is useful for this call gonaRRIh7
contiguous regions of the storage device that are SP-protected. In this

manner, user software can be warned not to 10 attenpt to address those
regi ons without appropriate SPOpen calls. An SPAut hHeader call may not
report disk addresses to which a user does not have access. It can be

appr eci at ed, t hat seradef . | L entire
st or age cap(é'\}gﬁ%yco%]ta I'fshge S ﬁ Sér gg'gd %@&@%&?#%%Ldé H'I] g‘% n%@%ﬁﬁgf%ﬁ%nggﬁﬁi tted 15
by the NWF autborityheaders The nomee capde@Tandem numben wp forkpéiytdsdn ieangtht o read and
wite the A hoY g erm hihe present
syst om can 1o oGt sauh R Tn sh BRbkaRiehl HeE B el S

m ni mi ze t hibe publisckeyass a partionsofibepassoeden ditiimensiurest that the sendec ohtheol over t he

authority r i f L0 is to
Foturn the GRS it ipBisstite, HHono dhadd FpatbhnBiEREAG Bl ° L0 o
Thi s funct i #nthakthe mooee can behrasged to the bWkl Rautepermjtstea oentet@qui r es

publi c-Kkey iGdeiRtbigaih duiorfty® re8RSR85 AR hbAgRESRESIdsRatREL €r
authority record. factory distributed storage device can have a passcode

st ruct ur ed SeoredPgd hidden imper autherityiesaids o initialize the master authority
record nust knOﬁ_(PitEge assco The passcode,is 25 also structured so that

e.
it cannot be "s ratign qg?‘ﬁ’ésrwdélé’”F?%ﬁéﬂ?@(ﬁ“ Pympergeoefatongandese of the
passcodgj s wbdadamini the NWE Bnd W, nBaitain serddeQidvicks,'sepad harddiddsi ¢ key. It is

Kk t hat bl i shing.. blic k f ti d Kk

of the publ T1oaFPaBERTA" essyinrapdgs BFcharica oF oGS PLer Bl eRMat « acks,
30 enbadsh euttivatenlf ast hsoupteefderind beys. dsentoompytet ityncl ud

SPronce 15 3 é@;ﬁﬁ% é’@% 10,03 010645 BT 102 %804?5%?% aptains a

"nonce") an tg h 2% 720 458 TR CPRE IR 150 ?'P)Pu cor g gv authority

header . Thesenumecioregertdstorrgedrademissionirecreatp one-tiritpdupt €mertimé padt h that i s

I nt endegk f ’e%ﬁ*hg‘”ﬁgﬁ?ig%ﬁhﬁ}'&[bﬁ'e&g%@%’gﬁg‘]ﬁ"%&? nonce i s encrypted with

t he publl c key as 'S ensures that the sender
of the It can be appreciated that since an authority record can have SP data that

have start times, end times, and/or instructions to remove or transfer SP data at a

predetermined time, then a reliable source for clock time is needed. Benefit can

be obtained by having a clock inside the storage device that can be synchronized

20 to an external clock through a secure authorized transmission. This necessitates

an additional call that has an authority record set aside or that needs use of the

master authority record. By reducing the amount of time the nonce is considered

to be valid, then the error in the transmitted clock time can be bounded.

A common use of a secure partition is to store the public keys of other
25  secure partitions on other devices. In this embodiment, a secure network of
storage devices can be achieved, because the passcodes that permit access to
other authority records on other devices are themselves encrypted inside the
storage devices. For example, it is possible to create one or more master
registries that can securely manage the security partitions on a number of other
30 storage devices.
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5 passcode knows the passcode. The nonce is nade a part of the authority
record so that the nonce can be passed to the NW and WF. This Berm’ts t he
nonce to be used to gain authority to renote storage devi cd®JANYARYR006

passcodes ‘{,g?;, @#48 stored and hidden in user authority peggk Essmior
generation o ?<eys and nonces, a random nunber generator can 0

provided in the NW and WF. Certal n storage devices, such as hard di sks,
af ford opportunities for neasuring random mechani cal or electronic error
that can be cultivated as a source for random nunbers. The present

conput er securit net hods n us this.continuous random
nunber, for exanpf& bwqpﬁec@gzgwgﬁ@tp&sﬁn cqrgeee roﬁ,egbrtytepﬁ)ﬁglmegsl on to create
one-tinme paduist daat with oall patntitstionrte sealré cbdwand ¢eta frethie operating system
encryption- L ues can_be [eqiat ed t. since an
authority rg {%H‘ Pn%%Fae%ﬂ EEPQ htar%SNOQ% %I%ggasrﬁntopﬁﬁgég]gﬁ% times, and/or
i nst r uct i onsetessaryrtwwethentichtecthatfecon§iitetgiregram, for exaraplef thatis nallkdtis ne, then a

o bl o5 SOk Bleohl R kit T S SHBE co RSN dcefllhy PRuR RS DY

havi ng a cl ock 1 nsi can ronrzed 20 to an
ext ernal cl thekthetpregrgi an raidioe that aalisibe coreputer prognainsis |tftm:0rfmt s‘ogi@masm tates
an additlon?,lr ftd. that has an authority record set aside or that needs use
of the masfer authority record. By reducing the anount of tine the nonce

i s considered t@an%tﬁéﬁhéﬂnonb%ﬁhe@&‘ﬁ‘e Sasifor babutd\Gorbinameslions BlwebACk tine
can be bounded. A commpbn use of a secure partition is to store the public

keys of ot heqde ugniag i the operating systeen ard heisigragrdeviceautharity. nthe enbodi ment, a

secure net wgsker@fcass filr BALOPEPMInG 8Fstemlis RenaAe JﬂMﬁﬁ{y oPREdetARKBE passcodes
that permt_access to  other aut Ol‘lt% recor on ot her devices are

t hensel ves EPRSSASE RETRHRY Fystanharogeamsy halreae Gpdatcom siorager 839 it is

possi bl e t OsyhisAt ViU 2R phYRIcal ARBésRES; nﬁlﬁ‘ﬂizéﬁvélue§ |dderthe cade mecur el y manage
titions on 30 storage devices. |. 16 19

52&3&5“265%‘%%6’1?8@43"% %@7"?%9??5‘% Ief‘e‘é’é ANbe appreciated that the
o secur o code aibruaplent(FEHES BT el gt Bioctish ey o1 "
aut hent i at Howeveasoncedegifemade adbdecia sethenticatath) adad end linkedgsintrusive code

can maodify the legitimate code during execution. Introduction of intrusive code

can be readily performed if the code that is linked and loaded can read data from

the storage device and interpret that data as a program code. Many programs

have the capacity to introduce intrusive code accidentally in this manner.

20 However, even without this capacity, there are schemes such as a conventional
buffer-overflow exploit that can replace code known to be authentic with intrusive

code.

Code authentication is nevertheless useful at the loader/linker level. If all
reads of data that are to function as code are authenticated reads, then much of
25  the benefit of code authentication can be realized. If buffer-overflow and similar
exploits are eliminated through good programming practice, then code
authentication can be an effective technique. !t is well known, however, that code
running in an open operating system environment often fails to conform to good

security practices.
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necessary to authenticate that a conputer program for exanple, that is
called is 5 the correct conputer program In the other caseII it is
necessary to authenticate that the program or routine that 'THMEARY D06

conput er KW@aHAN4ES the correct program or routine. Calpc@idodgivoycation
provi des the basis for secure conmunications between code running in the

operating system and the storage device authority. The 10 general case for

the operating systemis to have a plurality of |oader/linkers. These are

operating system prograns that read code from storage; assign synbolic,
code into

irtual and physjcal ; initiall |l ues: load th
\é;(tracﬂ'? i oﬁnneﬁoyﬁh%}ﬁﬁsaeg‘gé&ﬁ@% ﬁ‘%?p’%‘t?h{%é#“idg&\égﬁ%%ﬁ'? icgﬁp r%'dc%o%vent I onal
practice i sctropgrent oo dedesautthamicationt ilwone embbdimeotadee bt mokeauthdilly However ,

l egiti [ t ti | inked,. | i d
can oty (o Ean Bese eI 80 iRt e leRBBRAE S sblRoahte R R risi ve
code can béataeiadiChgckpbebodmming: foatértfoc autbenticdy. The loaddrdidkentan| oaded can
read datg fgfron/ie SHARINR HEYIAE k8] thd RIABILE! add b H3barAS @ program

n he capacrty to

code. Many prograns have Introduge rntrusive code
acci dent al | guthentichiTse leadeelinkep Coddosap\berstored immon-witieahle sphace isapeci ty, there

ar e SCheres, sl Ao GUNGAH AN s ML G Wi aMgexpl of t that can

repl ace code e authentic w I'nfrusive code. Code

aut henti cation i@d@%\ﬁﬁfehf?@dti%ﬁ%ah‘ﬁﬁd-l’é thatcall BEthbARARSH bnio!BKe?r{ orhﬂ'@ll- I'f all
reads of data that are to function as code _are authenticated reads, then

much of 25 & afMane o Frperlyruthanicaied peda: | Thkreemans 2 eagsiibythal 1

buf f er - gy er inlrediverdsla 8aMbé RitrodGedd Rt cause 8 cal foranadRfbct &4 meapd
progranmm ng, practi Cﬁ,; si‘gen code authentication can n erfective

be a
t echni que. 1@ Pejg BRrhere priaRNication s defiggd through mEssage RASHMEn
oper ati ng syrsdirmitor @bject-oriemtsit methb@¢) c}alﬂ:hd is dofe bp;\émerialrhanrge.om?]e security
practices. 17 19 JANUARY 2006 WO 03/Q10643 PCT/ US02/ 23907 The, present
omput or s cBI YRR HTOP R Ao PG BUTORISS: B RARER 1 or - code
aut hent i catautimenticated pallscrdtweldmesdle, seginenter ifrallicod@sédments yre records can be

enpl oyed. by . | / LS.l )| data and
Check cho. enBReRuEbell e el s coltBiicyy b AbA- Pl shipdh B oot
In this case, the call-path is authenticated and is unlikely to have a security

breach.

Another method for providing call authentication involves the well-known
principle of wrappering code segments. In this method, a code segment is

20 executed within the memory space of another code segment that has been
introduced either by the code compiler or the ioader/linker. An example of this is
the debugging function in a conventional compiler. Another example is in
interpreted byte code systems. Assuming that the wrappering code is available
directly from protected disk authority space, then it can provide for fully call-

25 authenticated action by a code module. The method confirms that calls external .
to the code are calls to the symbolic, virtual, or physical addresses originaily
authenticated. For example, if a code set should not open a port to the Internet,
then the wrapper provides an alarm if such a port opening was attempted. The
data that records the calls permitted within the wrapper are preferably stored in a

30  secure, non-writeable authority record.
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5 therefore be certain that the public key, the hash val ue, and the code
are authentic. The | oader/linker code can be stored in non-witeable space
in one authority record to ensure that its essential code 'SJANYARG2Q08(.

Code aut heg@d pH@bds@n can handl e the call authentication ppopbeansyeby if all
calls are nade to properly authenticated code. There remains a possibility

that 10 intrusive data can be introduced that cause a call to an incorrect
code segnent. In an operating system where conmunication is defined through
nmessage passing or simlar object-oriented nethods, calling is done by

nane or handle. Jhe authority recor an. be enployed ip a
"write-once-no-d e&e@er%ﬂﬁt"{'ﬁoF@lgﬂ‘ftgen%ﬁﬁtf%"ﬁ‘ﬁ]q@@ﬁé’aes(?aP?Oén%?rvxleen code
segman]tls. | §ecukity rﬁ@tdgdssagi@fﬁtﬁnfaérﬂald;& taﬂthaqyeidmtced% stbi‘mumdflfﬁy?]tame ﬂjded )
typically t roper, boynd- checking standards. .In this case the call-pat
|2 aut hent | IBA e 1 guihqglirsyof somRyator. die (7 Fete sHErBERSH anot her et hod
for providi segnesaitd framtwhiahi rootof bastimthelopesating systerh lenkiroowwent pan oesi pl e of

wr apperi pg . . thi | S ecut ed

W thn the TERDE)SEERsRar et il bRbaR Snadele MerR T B 4ot BT e
ei t her by t astabiist érusborppdriicularicotidepdratirdewifHin thieeperafing syderpl e of this is.

t he debuggi . | O d . v ' Il er anple is in

I nterpret edglgiﬁogggé{dgﬁééylgtagr'r@&a@%ﬁr#ggﬂ ?tﬁ%{%tp L%C\f/‘v?é?&g{ea? %S%P(iode S

avai |l abl e didicatly dlterihg 8 file systent edsatiughg thetehntite apgratipgsystemhen it can

provi de for_f} | | SURA The net hod
confirnms th%%wggﬁ%fegﬂg'ﬁﬁrérﬁ%a P@%ﬁg&@égﬁgglgﬂggpwgm@ %}g syn@& I C,

vi rt ual 10 or piehsrticoriputed deassieembmdinge ma ployide kay ot thateaade qmaplovedanpl e, if a

code set shpulda%deRLELBoR Rithin R 65&%tﬂn@ts?£tﬂﬁtenvir6m5httah§tNgré\‘BFéer provi des
an alarmif such a port opening was atteipfed. The data that records the

cal | s per ni Piodige @iscaleable salutipis s callavthandicationmIrobleored in a 30 secure,
non-writeable authority record. 18 19 JANUARY 2006 WD 031010643

PCT/ US02/ 238&vwfidveadyanened sol ution to call authentication within the
present conputer security nethods and systens enpl oys the storage device
to store authentTheabethaods ahaitsystetns dizeufsedetdie pavideasignifcant on conput ati on;

and to ore specia e, _Seque L r i . in the
oper at i gg S@go,{rée)vr%nbe \k/sl %nﬁargélﬁfltag%srﬁ érot‘no?lr% %‘@mﬁﬂelr :-Wg{t-ﬁn Qécuh(yl{ﬁét
include the following benefits:
» Internal security is provided for a computer system that uses a local or
remote storage device for program and data. The storage device can be
one or more storage devices that can reside in a single computer system.

20 The computer systems can be connected by a bus or a network.

e Protection of a computer system from network-originated attacks,
particularly where the computer system relies on storage devices.

« Protection of data and computer programs against unauthorized use and
copying within a computer device and/or system.

25 + Permit a storage device to secure and conceal private keys and also sign
and check messages in a hidden but authenticated manner.

» Upgrade of existing computer security systems in a local area or wide area
enterprise that depends on electronic or electro-optic data and computer

programs.
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5 established. In general , key linker/loaders and code interpreters are
sufficient to establish trust on particular code operating wthin the
operating system environnent. This is an inprovenent over (5?1’1‘%'?‘”%'%?%0%5

~that propesgosdiasizcal |y altering the file system or secupifigsd:isecentire
operating system environnent when that environnent cannot usually be

conpletely secured. The 10 present conputer security enbodi nents provide
key tools that can be enployed to secure code execution within the
operating systemenvironnent and therefore provide a scaleable solution to

the call authenticati.on proplem Benefits /_ Adyantages The t hods and
systens di scu§se+a'ﬁ°'é?'§ﬁ'?fp?f(r)°%\tﬂwﬁ"&ﬂtqri%%?mi f ec#é’l‘??gﬁrgH advant ages
for pronoting cdmrdbend aydoemradand Lyswitthed andlol sydiehedipetivotidspse ng

benefits: Interpal j i i r t hat uses a
| ocal or renot etn%ta ?’i"géeg"&@sf{é‘% s%‘% 5@%?%%‘33&’@9? QF ﬁ"?h@%’ﬁ rge devi ce
can be one or momputer prageengiethe esmpuiern system carsiedprovided si ngl e conput er
system 20 The conputer systems can be connected by a bus or a network.

Protecti®dn of *a Teangittieg. storetyemd mamay ing tublidkeys faiarmubécike t acks,
particularly wh 0 L1 e |
Prot eoti on of | day ouguRCRHE ke, d G EndBadhe BRIEKARTS o
copyi ng w t hi n &nwtgsarhigusgevi ce and/ or system 25 Pernit a storage device
to secure and conceal private keys and also sign and check nmessages in a

hi dden but authdéffanagiag &t inteariyrand righlgroh auiltivtediaaudio ard Wdeperdentsecuri ty

systems in a | 0Galosd iRy QloradfedRvRES BothGElaPhiealand WidPdredepends on el ectronic
or electro-optic data ahd conputer prograns. . 19 19 JANUARY 2006 WO

03/ 01064 PCTa UW&/@@%Q&aggrsé&%ﬂ@ WhiteOibt Abmpading ﬁ&dgsaawé pérfdPi@BEaANs t0 a
storage device throu broadband andl or narrowband unsw t ched andl or

swi t ched net wor K70 lU$erat an indication of t he secure and accurate

be. rovi ded. & "ePsRoRTEe Prge ANDATAG: SR HERLANE T B eys 1 or a publi c

key e Providing assurance to the operation and integrity of an operating system
across a plurality of networked computer systems; an applications system

15 in a computer system; an applications system across a plurality of
networked computer systems; a backup and recovery system in a
computer system; and, a backup and recovery system across a plurality of

networked computerized systems.

+ Permitting creation and use of one-time pad cryptography between and/or
20 among a plurality of storage devices and/or computer systems.

Whereas particular embodiments of the invention have been described
herein for the purpose of illustrating the invention and not for the purpose of
limiting the same, it can be appreciated by those of ordinary skill in the art that
numerous variations of the details, materiais and arrangement of parts may be

25 made within the principle and scope of the invention without departing from the
invention as described in the appended claims.

20




infrastructure; and for transmtting, storing, and managi ng private keys
for cryptographic use. Managing the integrity and rights of nultinedia
audi o and video content across many storage devices both | d2dANHARY 2804
wi de area. 10 Providing storage security while not hanpering storage
device performance in normal use. Inproving use of the ANSI ATA-4 and
ATA-5 Host Protected Area, Providing assurance to the operation and
integrity of an operating system across a plurality of networked conputer
systens; an applications system 15 in a conputer system an applications
syst em acpQssT f5 BLWidED 8: of networked conputer systems; a backup and
recovery systemin a conputer systenm and, a backup and recovery system
across a plurality of networked conputerized systens. Permtting creation

and use of one;ti ad c t ography between and/or 20 anong a plurality
of stor agL‘ deﬁ@é@egﬁ%r&%@%‘g?@ﬁ" 'S')gsterrs. Wher eas particul ar enbodi ments
of the inventia)aath@\f@ra@_geﬂedjgm@ri bed herein for the purpose of

illustrating the invention and not for the purpose of limting the sane,
it cah be appresfGuredred definsonthesiala stargge madiumnthersecare afegat  numer ous

vari ations of the j rRES t e 25
made within the pr?:ﬁ)@?d6+ltﬁaggn gg%@%%o@wﬁﬂqnvenﬁ?g#caé?ﬁgJ%%gg%é? ing from
the invention as datcanthte assockateddatanded cl ai ns. 20 19 JANUARY 2006 WHAT

IS CLAIMED IS: 1. A . dat t.Qr evice conprising., a.data sto e nmedi um
r a secure ar eaacodggqll%gwﬁgfq tﬁﬁggg%%gr e ey ﬁ%%‘?tﬁﬁ]to ?%r‘?@gﬁ?%s @’ﬁgﬁ

cont ai ni ng at | eastasgtdatedciita bhssd detied A lBhSihracrResal.t 0 associ ated data
and the associated data; and a controller within the data storage device

adathCéd to control access to the associated data based on the at | east one

record. ) 2. THeRudlashorabe tavige SPYlaif 10insehl HeeoiBliér 8 abifreaqgt rol ler is
P secure the entire data storage medium.

3. The data storage device of claim 1 wherein the controller prohibits access
15 to the associated data by a file system of an attached computer system.

4, The data storage device of claim 1 wherein the at least one record
comprises: -
a security partition name identifying the secure area;
20 a passcode for accessing the secure area; and
access rights defining permissions for accessing the associated data based
on the passcode.

5. The data storage device of claim 1 wherein the associated data comprises:
25 public keys for secure partitions of other data storage devices.

6. The data storage device of claim 1 wherein the controller comprises:
firmware comprising computer readable instructions stored in a memory of
the data storage device for managing the at least one record; and
30 a processor adapted to perform the computer readable instructions.
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secure the entire data storage nmedium 3. The data storage device of claim
1 wherein the controller prohibits access 15 to the associated data by a
file systemof an attached conputer system .4. The data st ol AifANYRARY 2006 of
claiml1l wherein the at | east one record conprises: a security partition
name identifying the secure area; 20 a passcode for accessing the secure
area; and access rights defining permssions for accessing the associ ated
data based on the passcode. 5. The data storage device of claim1l wherein
t he associ ated data conprises: 25 public keys for secure partitions of

ot her data storage devices. 6. The data storage device of claim1l wherein
the controller conprises: firmavare conprising conputer readable

i nstructifons Jiherdada storagerdevicg obtlairh & fudher saropagieg.devi ce for managi ng t he
at | east one record; .an 30 a .processor adapted tq performthe conputer
readabl e i nst AUct |°gFFst'.°"g(fy orfﬂl\%mﬁmuﬁe %f?a.téma. The data storage

devi ce of cl aienmchyption bperationsrintsidded in e Bitwaretdrenadeptedicémshypi thei n t he
secure area; and encryptiaon operations enbedded in the firmvare and adapted
to ertrypt the as88R9%ated daia HSINGRYCRHIPENEKSDti on key. 8. The data
storage device of claim1 wherein the at | east one record conprises: a
master record for determ ning access to other records within the secure
area, thé. nasilée datz stodagodevice phglain taghareinthe st tabst ons senardt ed nast er
dat a, ang0 ¢Ras perm ssions to the associated naster data. 9. The data
storage device of claim8 wherein the nmaster record governs creation and
del etion of thaenastberecoat furdietarifing atbesssecsther miceads within Thesslaira st or age

device of claim8 wherein the master record translates to a group
aut ity within aﬂ’e@pﬁ“rea'ﬂaﬁlj‘-fé%qf RPEPrSHNgA MASIRL PaSETRAR éussg'iléfteé’m

master data, and access permissions to the associated master data.

9. The data storage device of claim 8 wherein the master record governs
creation and deletion of the other records within the secure area.

15
10.  The data storage device of claim 8 wherein the master record translates to
a group authority within an operating system of an attached computer system.

11.  The data storage device of claim 8 wherein the associated master data
20  comprises other records of the at least one record for determining access to
associated data within the secure area of the data storage device.

12.  The data storage device of claim 1 wherein the controller allows only write
access to the secure area for concealing information, the controller adapted to
25 prohibit read access to the information, the secure area for concealing a secret.

13.  The data storage device of claim 12 wherein the secret comprises an
encryption key.
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11. The data storage device of claim8 wherein the associ ated naster data
20 conprises other records of the at |east one record for determ ning
access to associated data withi.n the secure area of the datd?dANPVARE2006
device. 12. The data storage device of claim1l wherein the controller
allows only wite access to the Secure area for concealing information,
the controller adapted to 25 prohibit read access to the information, the
secure area for concealing a secret. 13. The data storage device of claim
12 wherein the secret conprises an encryption key. 22 19 JANUARY 2006 5
14. The a f adapt ed
to perfgfém Cfl;t%{g%?asgtﬁr\c‘lgg%eglrcgfof%Lagﬂnvja%’t%&reﬂfh a&f't'%g& '?%éjlgﬁgfev?ce usi ng
tj he key bgs eqaamrmectrfwubgﬁtptacb tpgne:laamsr witicialths data storagedevitat asisg theage
evice and s rit eat ilt to one plications. t
15" A et hod 1Y astd i taniens propeiecalicwale i frticbriBineiy. ot or | ng
one or nore r%?ﬂrst%uh@rfedﬁir@é Buitiimg ﬁ@ﬁﬁﬁoﬁ@uﬁ%@ﬁh@ét%sdata and the
associ ated data in one or nore secure partitions on a data storage
medi ut of the data storage device; and 10 control ling with a controller in

the data i or a0l o7 sBEFRPaAA 1 Bl A SRARICHEN S BbApRY gD OPer a1 g

system of an attached co upon ast one record.
16. The net ho@t@fnmd)rmmmﬁre/\tmedsﬁor uetamimrmaCCMormocidtMaiasrds: 15 a
sscode for

security partition_nang i t he secur arti

accessing the secuf® g geéﬂay%ﬁg)ngcgéggrere %pa@ 'PH?’ F@"nga‘?ﬂ 2sions for

accessing the asso@amgdreq;@tmem%egf the 4t etap g@ﬂ@e aHy 17. The met hod of

cl ai m 15 wherein before the step of stori n%ﬁ@ 6 met hod further conpri ses:
Jhee

par t}4i oni ng Pﬁ@"ﬂ&f‘&“ﬁt@(ﬂ%ﬁemﬁﬂlwmtﬁé Yee aceessrtedhe 18. The
method of claim 174068k dabehy BRRORTathAY alstérﬁg'f 8 ARGEHES cBfpter O 25

| evel formatting portion of t
system based upon the at least one record.

16.  The method of claim 15 wherein the at least one record comprises:
15 a security partition name identifying the secure partition;
a passcode for accessing the secure partition; and
access rights defining permissions for accessing the associated data based
on the passcode.

20 17.  The method of claim 15 wherein before the step of storing, the method
further comprises:

partitioning the data storage medium to form the secure area.

18.  The method of claim 17 wherein the step of partitioning occurs on a low-
25  level formatting portion of the data storage medium.

19.  The method of claim 15 wherein the step of controlling further comprises:

controlling access to any data stored within the secure area.

30 20. The method of claim 15 wherein the step of restricting comprises:
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19. The nmet hod of claim 15 wherein the step of controlling further
conprises: controlling access to any data stored within the secure area.
30 20. The method. of claim 15 wherein the step of restricti A§JANHPRY 3 23
19 JANUARY 2006 hiding with the controller selected fields of the at |east
one records so that the selected fields are inaccessible to processes
external to the data storage device. 5 21. The nethod of claim 15 wherein
the record conprises a public-private key pair and a symetric key, the
met hod further conprising: encrypting data associated with the secure

partition usi ; : | ; ' %mg%' 1th a
public key of r'??]'fa‘a&i@tﬁg-%%ﬁ@ée{ﬁe%w%&g???%%Jﬁgaﬂi di ngégﬁgﬁ% e key of
t he publi c- pri vat e thegelpated fieldsaarei idalenessible th processesadhxernabitortbe aata of t he
at | east one record, the er.i vate key for decoding the symetric key. 15
22. A data storagesﬁcﬁe%g E’Bﬁ'pri sing: a data storage nediun a secure area
defined on the data storage nedium the secure area containing at | east
one record for_determ ni n(rzj_access to associated data and the associated

dat a,® andh0 hednetnediad clajin 1 wheneén herrgcandsiomprrisgs\a eeblicdiptadaikey, cont r ol
access t ?3%%51%&,%"%% REY, thé mﬁhé@ﬁgﬁﬁfg?ﬁ'r@iﬁ%ba“d on the at |east one

record. ta storade device m erein the at | east one
record conprieneypting datsasaociatgd pdthtthe securegartitictharrding thengymmetricecur e

area; a passcode %gn accessing the secure area; and access rights defining
perm ssions for ac Lsi ng the associ ated data based on the passcode. 30 24

19 JANUARY 20@@mcrypting the symmetric key with a public key of the public-private key
10 pair; and
hiding a private key of the public-private key pair in a hidden field of a
selected record of the at least one record, the private key for
decoding the symmetric key.

15 22. A data storage device comprising:

a data storage medium;

& secure area defined on the data storage medium, the secure area
containing at least one record for determining access to associated
data and the associated data; and

20 a controller within the data storage device adapted to control access to any

data stored within the secure area based on the at least one record.

23. The data storage device of claim 22 wherein the at least one record
comprises:
25 a security partition name identifying the secure area;
a passcode for accessing the secure area; and
access rights defining permissions for accessing the associated data based
on the passcode.

30
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The data storage device of claim22 wherein the controller conprises:

24. firmnare conprising conputer readable instructions stored in a nenory of
the data storage device for managing the at |east one recor ¥ JANARY 2006
processor adapted to performthe conmputer readable instructions. 5f The
data storage device of claim24 further conprising: 25.an encryption key
stored within the secure area; and encryption operations enbedded in the
firmvare and adapted to encrypt the associ ated datausing the encryption
key. 10 26. The data storage device of claim22 wherein the at |east one

record coppri 9@z dﬁa%ﬁé@%déﬁ&@%ﬂcfaﬂﬁ ﬁ%ﬁr@?nﬂh@%ﬁ%ﬁéf%o%br&b??r records

within the secure area, e nmaster record conprising a master passcode,
associ at ed 15hmyivare demprising dompubryepaable srstactonostohed s pwinwrgdf nast er
data. 27. The data stara devi ce. of, cl aim26 wheHei n the nmaster record
translates to a ddfafHaRRHEIRIEYICKifPHngnaging e at leagt WL IEEHE@YMh at t ached
conput er syst enprbeéssod a8apletiitb peoRAtH® EmPORIrSadatile Fitruthienglat a st orage
device of claim 26 wherein the associated nmaster data conprises other

records of the at |east one regoord for determ ning access to associated
8

data wit '5n t%esﬁ#gﬁ)ﬁq %aaﬂée pﬁaﬂﬁgggﬁﬁﬁé@&%&%\mée. 25 29. The data

storage device of ¢ er el I'east 'one fauthority record
conpri ses: a @nenaryptipnddeyfstered svithimthet secuge ardapandt i on f or det er mi ni ng

Focess L0, NecofH96h BhBHON Bl u irtharBThE SRASEMEBIN, oL o0
25 associated datausing the encryption key.
10
26. The data storage device of claim 22 wherein the at ieast one record
comprises:
a master record for determining access to other records within the secure
area, the master record comprising a master passcode, associated
15 master data, and access permissions to the associated master data.

27. The data storage device of claim 26 wherein the master record translates to
a domain authority within an operating system of an attached computer system for
use within a network domain.
20
28. The data storage device of claim 26 wherein the associated master data
comprises other records of the at least one record for determining access to
“associated data within the secure area of the data storage device.

25 29. The data storage device of claim 22 wherein the at least one authority
record comprises:

a plurality of fields containing information for determining access to the
associated data, wherein one or more of the plurality of fields are
hidden from any process external to the data storage device.

30
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