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MONI TORI NG DEVI CE AND ASSCCI ATED METHOD FI ELD OF THE | NVENTI ON The present

i nventi orwoekBésss generally to network usage nonitoring ampdT/UsDi/@4493
particularly, to a network usage nonitoring device and associ ated usage
nonitoring nethods that operate to capture usage data at a point of network
access. 5 BACKGROUND COF THE I NVENTI ON Conmuni cati on networ ks, such as the

Internet, corp intranets and the |i ke, have becone the chosen form of
i nformation di ﬂlﬁ t he wor kpl ace, as wel | \“orre. Wth the
need to access In from such networks 1 “ﬁ@%&\w\m so to is the
need to provide a f4w9s for nonitoring the infor ton distributed by such

comuni cati on networks. Monitoring of this nature hef&fOfore referred to as
"usage nonitoring", can provide valuable information, statistical or

otherwi se, to network service providers, network users or network

" beneficiaries, such as nefVioF WORK BSAGRMONIEORRIGRESE ser vi ce

provi ders can benefit from usagdeNPBRSIQCIAED MEBHPDI f f er ent appl i cati ons;
for instance, it will provide the capability to create network user
profiles based on the information that the user has accessed acid the

information that the user has prmipesF tTOEINS/ TN K. User profiles are
beneficial to the service provider In nany applications, such as,

intelligently cachiThg piesent invensionzelates genarally pneswordiusags menitorpegad,

accessed by the er. r.pr t chi b r.edi ¢ti future

net wor k page g&‘gg??‘%ﬁ%ﬂg{ %r% 1%:6\% é%c‘%%éyﬁggﬁﬁ%cé%?v cf, &Sggégogalrtr%ﬁfsfl gri ng

i nformation i sndniteiihg festiicis that opaar: tocagturteisaps Hata acapoinyofictacdt. actéss.

provi des val uabl e post-breach information that can be used to trace the

hi story of °the breaching party. 25 Conmunication networks, such as the

I nt ernet have provi ded anot M@@ % #slMgHN sers can distribute
information and solicit cus'?%xC - o il ~~b / U SO01 /1-4-493
Because of the vastCommnbeicati@f ngpeagiscsushas thel Iptenypb cotpueatt mteana@tand thea
frequent, if not daily, basis, advertisers have j.nvested enornpus anounts
of money to dg%Fv@YeQGW?%&h@?ﬁ“ﬁwaffﬁmmo& gflgmlﬁﬁ]f‘B }P%W%F%‘ieffﬁr
advertisers, adyeld ReiRi Swhillahe A6&Q1 BRESSY iffbahdtlRUAGH sh RtWBRS basis are

not typically cost effective since many, if not the majority, of the
r eci pi ent $0hawecreasingsseteistthé neediie pravide acmeans for vwnderieg theerfoiraaidsei ng

advertised. As.su dvertisers .conmon rk.to. tar .4 dvertisenents
to a subset ofdl%lg%%?%%M%C%?‘)@“B'érflfagk?@dw%or\gg %(s’lptc?nn g’?@?ﬁ g%ul%n t he product
or service beingtefdverefdriito akOlisagX MivRlt6rindYe varhsaRReralusb By fobRatits t

interested in secuyrity systens and, as a result, residential security
conpani es may Stabistieal & ptherwise, ta agiBork ssrige PEOSES, IS HE MSFRREREWOT) he abl e
to target theij.potantd alohCNSERMRE a erd he advertisers nust be able to
access usage nonitoring cfata In area I'me fashion and be provided with
dat a t hat 16s f or matThethetworkesertiee proeidedscah bemeftt tfietn utage acohitessg tiaany

denogr aphi cs to_which their rticul ar. product is addressed. 15

Addi (1 onal Iy, BEERt HONPRRIShE At FOLPBRHeBe FrBbRLRres eehedh:

Di stribution NebWabkfesbaidSan @8 idiBearR@tNa thOuPhhdhz8ssbghd thei Stri bution
network on the basis of usage information and provide better services to

their clients infegmaten thabtheniserdias pravidedde khameswerk. sseh peodilese bersifiginl or
corporations, can benefit fromusage 20 monitoring inkfor | on b .
mon! ori ng- ¢ hdd TRAGEVet PIonIe) PR SR e Ao HE oo hbRRIg e deca e
corporati @o. SeHhdBHidsVTindBvdrk phged ticéRd Byh@ieiuseh) vhdloppefotuhengdita ACessi ng
i nappropriate informati on or spending an inordi nate amount of tinme browsing
_the Internet diredipingfstre ngiyors pegmangesscad istingsugly KddittaneHy.alsaghe
I nternet, provj - redium_ 25 over which.an [ . Rheapl e
communi cat e, nﬁé&\ﬁéoﬁngggto\%ngéé%}%vsltlalg}egga? H%f%g;& ga%gﬁz??g@ﬁyeﬁs}e%%dﬂfhe users
. thensel ves havgogideevdhible begibrébdR M BrrhQichah sy dihbe ukdtbtoarae thertdstoryeofof t he
users, the con eEt of, the information accessed by the users, the
denogr aphi ¢ br'é& HeGRngPthe users and ot her usage related information. For
exanpl e, t wor k ad@@?ﬁﬂ' d.diffi kM SOhARLSE AN ADther N
real -ti mefﬁboth det al eﬁ?@ﬁ%‘g?ﬁ’ﬁ?@ésﬁﬁgﬁﬁb t he usgr?s and

medium over which advertisers can distribute information and solicit customers.
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information relating to the actual content requested by the users. Network
service providers have had difficulty tracking, in real tine, the

i nf or mat iwo oa8esessed by any one user so as to provi de nor egmishhigsent
caching and prefetching capabilities, security breach investigation
capabilities d the_ like. Additiopally, the network -2 WO Q1/ 81877

PCT/ USOL/ 1. 1~9%$°R%08 the vagt RRs P%P@)ffo}vﬁ%s%ap%n thGtemes 0B afsaueRieh
provided with aniadeguad 8dreaRss fhvd s\ Gohibudifodths sNfoh&do et S
(i.e. famly nenbers or "enpl oyees) in ternms of content accessed or duration
of the access adegssamentd via thd kteraefaléhfotunatay fortady bitiseps.eslvertissmerite that

nmoni toring networkusage at_ different. discrete l.ogatiops. .wWwithin a

- conmuni cati on aﬁ%’?’\ﬁ?ﬁ%&‘“ﬁ%ﬁ%ﬁéﬁﬁﬂ“@?é 1??8’?\)%‘? {%Otzg?lﬁagﬁ’_scoéﬂﬁff?ﬁw?SWP%F?HV’QCat ed
Wi thin t hesst eadtRd maRkNR lof tHORBIIENEARdve fo Gter<8IRi th@parts @ pPYudi@ePi Ng

| ogs of access requests for the content hosted by the server. These | ogs

“ provi de i nf or matvigsrpeiigoadyertised. ndfisesh, edvariserscanmaenlyovek o targrithe cul ar page
or a set of p . nay.l i enge t-hrou he. Rages.

Sof tuare |5 artdocnpalels {45 atrphR: xISHEPAE e Rl R RaP B
server |ogs. lprédist s€sertSEBing advdltsadD Fot exfablainelWigorieéRindreémal be inogt ,  at
an individual's conputer, by keepi n%;j in menory, a log of the content
accessed by t Hatergsted in seepEtY Higteprsoviddesa Teulb rapdantial spsButy qompapics gwy
patterns t LNdivi o [erl i e G \ .

navi gat i oggl ggr h@g@éb&%ﬂgﬁ%@% tf%lg %glgﬁ}%éﬂrﬁ% “;é]%% ?g)rl{eh%ﬁ%érr’t}%fﬁse?@g frtp %’%gm%lpe nt
on each page. dustoieebasestheadvertissryatussiey able® e udegesmbhifitig daaniniancl ude a
proxy-caching server that stores the npst frequently requested information.

These proxy- cAEHitHRe Benoraad beproyidedawiydaiy thabisfprmatind. eheanfiseadibt ent
usage of those,Hssted fohalired fe'd pmstt@@vh%tmafgaﬂﬁhéla}Bﬁoda&%y-C.ach' ng

server. Unfortunately, proxy-cachifng servers requite user Intervention by a
20 networ k admddiessedat or or the like in order to appropriately configure

th he. F t ly all.client t directed t
the br oy 8achi g cuidiEhaisBs fomindes infyianen (S E TR T M IRG: e and
nuch | ess val uautifs NeWdrkOECORE LS thePsivdlo dpfifisife MeirWistLiBRIVA MFUeSHd S

associated with and nonitors the usage of a discrete device or portion of
the web. For evdhpbesis osagminfermiatigniahd pravadechstidussreidesto theie cliantsand | evel
and at the uset[_l uvel.beosl:)vi ously only identifies usage occuring at the
server and by hé ﬁg%r, ‘respectively. In addition, nonitoring conducted via

a proxy-cachi ng serN@wofiuserd, sedt dsfHoRsehdli¥ir @brpbhitionk,| caf beh €l fRmi Gsagdr a
particul ar_ I SP network. Wil e these various types of, usage nonitoring are
of some ag¥i stBAETING AR Remenierng e usgeol ndtyidealr Withibiges i ci ari es

and networ k UusghSehold1§iSifie Bpbiate. $8sh MenHSRULInSRES HAE HRANEPida U L dr oader

scal e covering many different users attenpting to access I nfornation hosted
by many dif f eraen¢ssmgrinappsqpriate isfirivatioy onspentimgraetimandkstedmonn pf dinkf er ent

service provi a)er S.. - Y\,O t11/ 86877 SUMVARY OF THE | NVENTI ON PCT/ U S(1111
~~93 A net wor rﬁgi%‘gaﬁolﬁ T ORGP UB8ul e is therefore provided for monitoring

network usage at a Wail¥esknRakaasn Retwakks, buch as BRS MBdrket! prahideG BEFHAIAt i on
point, typically at a gateway device or a simlar network interface device.
As such, t23e over which an enormous number of people communicate, network service

providers, network beneficiaries and the users themselves have generally been

unable to determine the exact nature of the users, the content of the information

accessed by the users, the demographic breakdown of the users and other usage

related information. For example, network advertisers have had difficulty

30  determining, in real-time, both detailed demographics regarding the users and
information relating to the actual content requested by the users. Network service
providers have had difficulty tracking, in real time, the information accessed by

arty one user so as to provide more intelligent caching and prefetching capabilities,

security breach investigation capabilities and the like. Additionally, the network
2



5 network usage nonitoring nodule of the present invention can nonitor the

usage of a nunber of network users who are attenpting to access vari ous

net wor k sgpwiBes7provi ded via the gateway device. Thus, themusdai493

information coll ected by the usage nonitoring nodul e of the present

invention is considerably nore robust than that offered by conventi onal

nmoni t ori ng t eusars (iuee Sousaholds encorperations)ihavenetderd nravidedonidh apaddgugtenor e

val uabl e to network.servi c oV Sy r er r i.ciaries

and the 11 ke, TIABALREHE Be B AE LRy AE RS SRR s hpRRREN AT e

present i nventdrar oFlcbetest cetasdber divhtigiosf the dbaks degdibnir es to i nprove the

moni toring process _as well as the value of the usage_ information that is

.collected. 15 In one tsirsardyewrent tachniguss exipioar Mepiterangatwerk usae abpar at us
captures I of: . i, qf - - d services

and recor 3% u?gé%gl?tné%cg%ﬁc%ﬁ&%m#gsc é)g[ﬁé\nwﬁﬂlr?gﬁl \%f)‘?’%ﬂaggr?é%g@sie’(i .e.,

* Uni f or m Ref er aeork eeatis@nd/of kddtars Jocatedpyitieih ftlys stichs afsepeortoni t ori ng et hod

and apparatus will limt the storage of informatign to instances where a

user gains acERSEIHCAINE cARIABIE Ui RY krerinslogs A ACETSIEAUH 5 HGe

i nformat i on a8 Ghd¥idle 8405 1RSe fo@é%r@ri& i RIRLIRE50: freifimber of

i naccessi bl e, thereby reducing the size“of the resulting database and

i nprovi ng subssersdrt aseeas € hartigulef pageer dachbmecandl thaohvigetiah] sduysentst abase.

The usage nitoring netho nd apparatus. al.so permits the .nonitoring of
st r eam ngl%ontERpsh ﬂ"erné‘ﬁf:s' Sﬁ@é"a‘é‘?‘n% a?%?cl?rloﬁdﬁ@ g%r &H%W%ISWH%PFWSW
web- based uselordn, ey fys: Ll V%ﬁéb??t%e%ﬁ'b%%drﬂl@réﬁe&tH%s%f‘ﬂ:v@l?f?@.[ atdss of the

present invention further allo or the nonitoring of user query strings
as wel |l as i nfindimeiualbncomguier, by keepirsg in menwry adep of therpontenpancessad by the he
usage nonitorin t.hod and. apparatus of the prese i nventign.captures
navi gat i onal é‘é%ugﬁk!%g’gtm%‘fld?sﬂgg’%éu%gb%}t %‘%@g%%%fe&?aquge 5‘8“’6‘3?%?%

addr esses. | n jiQii§ing BeAdchtent AR c6RE, 4B AL GdaRsHAl SEBefcthRuih &ie ddRtdeshdnat ed
in advance or determned on the fly by the usage nonitoring nodule to be
the nost pdpultbe amewtad sime spaptiasrqagl poeg. yFurthss spmgdatermshsarsics REPVAdYhod and
appar atus can i . S . I i

desi gnat ed net(mf%r}' kE&a}gl %iehgg %%g%x;f%ﬂ%glsn?@g#ve? Egat %tgaegéﬁegfgg%??ﬁ]g@g Il%fﬁu%ﬁ?dch t he
addr esses ar e infon@stsi@t. Thase prox4-cacMy CHiv8(s& 4l bPAdditifsd k6 natHdr therwdbar

fashion to the techni que by which the usag ni toring nethod and .apparatus
of the pr esentcop?‘i’%ﬁ%aigﬁﬁfﬁﬁﬁﬁ pssrssthatare éﬂﬂ?‘g?snigg nFtWOFlﬁglanE‘? QWESQST"F}S)}BHE of the

desi gnated ad : (e SN aTo] sTalolt ARRA s b moaut or
t he domai ns t%gﬁ%grg%ggﬁﬁgﬁgﬁlegfr&?ol o1h aeﬁglfssi gﬂ"e]lte edomali n. Fu??ﬂer nor e,
the 5 usagé nowriwakiadginstrétodorahellikppeomeus aparopnetelt emfmuretbs poixyt ed

address that is .jn the neighborhood. of a designated,address, i.e., an
associ at ed URLCaF]?%tIE lﬂﬁ’fr’&pgﬂ%@é% Cglren{ ’iﬁ;’ﬂ}l%%e?fgglra‘gtg‘ii g)ntglf'@ﬁm‘a)(éﬁffgglg by no
nore than a pregetansiehettnbeiiieihe 8bagRdriLmsenplefeafriiddsisssOfahiabte. par ti cul ar
navi gati on sequence. The associ at ed address can_be defined in, man% ways and
i's typically defineds Byl be neted. cach of thaga iénTiedBiaues Sassacirteq Bitha@sfhtify
other associ alg AdIRESRER. oaiGRRL WLV Y PoBREE of R, ST Rmbfaf OF MBLi on
related to the uSage of e Conmmunt Cat 1-on: Retwor , the usage nonftoring

met hod an@5appacsitotingahattieoranesént theseert ievel adnt freaisedievslabyiqusbfonly
information taq us%ge noni toring ig{qornati on clients. For, eg}arigl ..t he usage
moni t or i ng metASHITEES AsagsPePWTIng 2k s SerVEr anbby HedisetaresBeriyshy éﬁ@‘é‘f’a’phi cs
and infornmati ; ' 1.8 Rer BRRAESRTS sbiBs oPtheiichat i Ve
stream ng rrediqg(.)ﬁlﬁdr{magdﬁg)?gl?cgerﬁag;?%?r%krf?%rh?{rgg&t hé usage a% tshle gat gvval)? to the
| nternet, i.e.reqidsts foon partiohlat ISH ddtworky gWhdathesnyaridve typeagd usagei t or i ng

nmet hod and appar at us can ponitor. t he usage of a.lar e.dnunb%rﬁ f users
* request i ng acCBRRITHERIRY! RS Eisitce I AR RITaRIPECBORERPRE DESCR PTI ON
OF THE DRAW NGRnEli&idfiss dnd retviorR @6k, ﬂb@l@%@fbs‘h@%s@%ﬁ&qim&kﬂd mdch

_apparatus according to one enbodi ment o present  invention. Figure 2 is
a bl ock di agr drroaderispale oeegiag menytdffenagt wsepeatizmpsing teancdsngiorgationt her

enbodi nent of the j.nventi 25 Figure 3 .is a flow. chart . 3 i.ng the
general oper atl?ogﬁeg WM%@%IG‘B%W%S@&%‘@XHW T O%Stoﬁoagn g?lﬁd{f%%fﬁ)tgr at us
of one enbodi n@pticOprovitRryr esent invention. Figure 4 is a flow chart
illustrating the navigational sequencing operations perforned by usage
nonitoring nethod and apparatus, in accordance with another 30 enbodi nent
of the invention. Figure 5 is a diagramillystrating a rel ational database
that could be utilized by one enbodi nent of the usage nonitoring nethod and
apparatus of the present invention. -5




VNO (11/81877 PCT/L1S(11/1.t~93 DETAI LED DESCRI PTI ON OF THE | NVENTI ON The
present invention now wll be described nore fully hereinafter with

r ef er encevod 01/8d8e7 acconpanyi ng draw ngs, in which preferredcemsodiszents of
the invention are shown. This invention may, however, be enbodied in many
different 5 forns and shoul d 2 ijated to the enbodi nents
set forth herein; rather, the 6 e oF € v-ded so that this

di sclosure will beatekeudRagHokifsitl e duld ithiekdre brvidedodPHRYithREg SCOPe
of the invention to those skilled inthe art. Like nunbers refer to like

el enent s t hr ongwetk usage Ak pWRIkIcespncaitehe-inghvark Ageicageregstion goint,n
accordance w h.tne iLO resegt .1 nvent.i Cﬂé igtwdglpil égd iQ.Fi g, % Ttt'hee usage
- nonitoring no U3¢ 8§ SYVQK ?Vé%ef?/r%w At ed Thoore |‘§16%'s‘é‘8 }lﬂl’

conmuni caty onp¥vobk Bsagahinayrisleriogglelof.thd fresdx aiviehion édh MbniesrReiggat in
whi ch the usage nonitoring nodule is inplenmented in a gateway device, the
+ gat eway devi cef eapmber of nghyork pacss Waigrse pltarantingde aoreps Weﬁnsa@é"mﬁ Nonadi x,

appi i ot on SSTiSt RisBRE 3t AE o9 g8 le o PRED MR ekn bl Sh PR 77 ¢ e
contents of wby gle wage mbaisRR Mbdde BY tHeghredeaniaeemibonii§ comidepatilnfort | y
herein. Alternatively, the gateway device can be any, of a nunber of other

gat eway devi cEbustihabihat offerpdpy epmsrantigpal sronstoangisrlniaat 4% suek. isown to

t hose of di Ll dn. i

ot emont L oty g b e idktBL bre huSho Sl Ahie P R O |1
usage noni t or useys, metvdrk bexxficthrize andniiedikentle ddditibh, the¢ heage denitoeiag aretlosl an

i ndependent devjce so |l g as the nodul efor devi.ce jnpl.e n%i ng the nodul e
i s posi ti onedhIRPGEANEIIBT RICSE IRATLPE OFigiSE RAEDCE OF PHBEHES a1 ERRPi es from
a plurality Ofmﬂx%% ﬁm@ﬁ&’rﬁfo%ﬁ%‘p‘l@c%s@éé wéﬁﬁﬁ%%ﬁle%@m%aéé RifvMdtioh igatnet wor k
services that conprise the network (i.e., a point of 25 network traffic
aggr egat i on) . isydoblecné enbodi nent of the invention, the gateway device

i npl enentjnhg the usage nitoring module will be positioned within the
network bEtween a B ghrToAgeit herviaes Potitorng HrfT md PR ( he
comuni cat i ongji BoteWor Hath traBsmifted betwebB usded nefvdk eMvites asdribRX uddbeand

I nternet 22). Thus, the usage nonitori ngﬂd nodul e i s inplemented at a network
poi nt of 30 atwfeswationpssosiatedewithsetyvoslpddregses {icaffniforamRelersacs bacations a1l
network servi a [ | thing ' ' : rk. The
net wor k users %@g%gﬂbm?“ d?@ %qgﬁ %&%ﬁ? glvé\g?ﬁgig’g}dg’é&%gg‘gﬁ rlflq}ﬁ rr%e(‘g{[r8 of

di f f erent usestosi@¢iof @foffatiofits nstamchawiiael ahseogainsaccadsitothederworks, portabl e
-6 WD (11/8Gs77 P /USO%/ 1.1~93 ¢omunijcation d vlgea %i .e. laptops),

per sonal ¢bnpSEEIcs A disAards PReUSARR IRTAROT 35S Witk AEfGF RN athe gat evay
devi ce via anJagRRmed Bibd hﬁéc%éﬁﬁle?ﬂlereﬁg‘i‘é&dcﬁ{gathé Yize QP&%@S@u‘R&{dhtéﬂ&@e means
of comuni cation between the user and the network, the network architecture

may incl ude aanéimprokingrsubsefinend searohing of NieRlatabagevond cablumg of theRlatabbase. 1 )

that serves tqQ.,link the .variou ans of co ni cat.i qn, such. as .DSL, cabl e,
LVDS ( Local  MIPE RtieboroBne e b Caporabibchlse herdfes iy mietisg 4% e

wirel ess or tReedrhikg coMbhd i r&dl Giiecantl f6ittdsShé itpleMBRMAbE 81 Weth-bARHWREK
users comuni cating with the network through a single access mnultipl exer,

in a typidal ecwiayhi Baysage menifpring mathor gné appasetasohie ProsPebisYatign| | 10 be
i mpl t ed, | i : i i al l.aw. f
expanded user TAallpfE e fBh o St L0 GR o EUN B Prforb Bl ity O

users to conmbyiaasteintd 4 el form.

Importantly, the usage monitoring method and apparatus of the present
invention captures navigational sequences that include one or more designated
30  network addresses. In this regard, the designated address can either be designated
in advance or determined on the fly by the usage monitoring module to be the most
popular addresses. Alternatively, the usage monitoring method and apparatus can
monitor the addresses that are in a neighborhood of a designated network address

regardless of the sequence or order in which the addresses are accessed. Ina
4



variety of IP network services, offered either by the ISP (Interet Service
Provider) or an enterprise network (i.e. corporate intranet or the like).
As shown wo orisggmre 1, 15 the gateway device may be in conmgnygsuili9pszwi th
router 18 that serves to route network comunication to the service

provi der server conplex 20, the Internet 22 or any Qther network service
(not shown in Sw@ﬂ??éﬂ&oq fo tbchémmlaﬁw %Iéﬁi“é‘i%é’ naorgtowgénmv@ﬂd ina
Lypi cal - commuihahhe ik Ghihtiny hldl Bbfiedro iceioar 30 i eTith LB de Vi Ces
will be in co nication wth the gateway device tor properTy 20 routing
net wor k comurihedgsigmisdtaddichgithe wige exwatdrine stethvdtand mppaisime cei mgnitar t he
present inventjon, the _ usage nitord nodul e captures. al acket s

Dr anem 1 ad bAtCARRAEH A SRR FHeRE ARSI LE] BpBeE: Terte Rt s
performed s0 exhgeAtbnitding IBEBYRRAA ﬁiﬁfalf:ﬁhjﬁcatnhgéniidﬂ‘ﬁn%@ﬁﬁtém&&E hpgisc! i ent

prefers to nonitor (such as HITP requests and responses, DNS requests and
' responses, et dntheagighbiothobdofiaddsigatet addressni. esapassediaidd UB-gthahhasi t ori ng

dat ab . Th b f k ' h
fromtne met wareeesift fiblotta R s Blpt R 9 Bk e Bt elied apbce. o
The usage nDNidueibenof takéles egarileRfEhd ieficil MRk dation SequbficedeMiece

i npl ementing the usage nonitoring nodule or external to the device so |ong
as the usage rmssficiased aigress cambe eelineddn manyiveaysapd sdipisel vdeBmdiy auser usage

nmoni t ori ng,no . ' . ' ' he usage nonitoring
dat abase gtoorg)gIn:gtrﬁégirgr?glg?%%@é}g%g‘?éﬁtlggg%te{]ﬁssbﬂéﬁwg?sg%uests and responses

and processes the iBy edpilingamate @dasisebetinfoemetisiafeled tokhgusape df depi cts a
schematic representati on of a network inmplenenting usage nonitoring having
a series of d&cEFAEHetionRefQrk,thaHerscIReHtcameaniihrs srdAPparatygplhfspresent
PC.T/ 11501/ 1~~%§Vé?1ftiohr6§n g{o.%&{%%# Gsﬁa?ﬁ'ltihfb'?mal s é’llnt)m%riﬂ% iﬁlf&'ﬁﬁﬁl‘)ﬁ on at a
point of traffic aggregation inm the network architecture, e gat eway

devi ce 14 recalients. Fegerenipde, fthomage monitering inethddsad iapparatu @ean imetudenet or

PR, Rt SN S M S RGeS
packets since dBeoOaft RMRY sE@vhifg nfiaed. ahQJditidnabPheitSraiboms ushdet izl the

Fi gure 2 enbodi ment thﬁ I;}:age 'rront:htor! ngédaé_abase i's |n113nlenen ed by a usage
nmoni t ori ng datgstrrey todhe/laterast, tdiathe pamt af redic aggregatxon, ke ysagamabiemng

S T e T o A o RS8OSR T B
accordance W tdecéeo ampgaiff@éntisb®idymeaidersi nvention. If the captured packet
represents a request or query fromthe user, the request is stored in the
request database 34. In addition to capturing user request packets, the
usage monixyyoring modul e W ghyge E@@IP‘PF@IQ@F T-g@rﬁﬁgmresponses and

ot her nmessages transmtted by the netWwork services. ftn this regard, the
usage trroni '|[ ?rit Eg 15Figoctdl ie a\htlcbdkdiwgraimdf_hbe u@gpmw?elling' _aﬂpardtteéhaccoﬂifx@m{( ive
requests. e user,.requ or ery is successful, i.e. e networ
service grant S & glla?nc@(g?ﬁgrwsseg IYEHY s to the query, then the response
is matched wi th therjgsRn iaWiekidifam dTehd a@k MRhiteind ipafdti Moﬁcﬁ’n% fi s

mat ched set of request/response is forward to either a tenporary database
36 or the pri remothed smhbdiswenef the invehtion.esponse fromthe 20 network service
i ndi cates .f:hat a val.i d respaonse (i s not forthcom ng, such as access i.S

deni ed, agcsess is 3#1‘%%3] BBeY gxagg{lﬁﬁt&g@&t %gerﬁéag oBﬁréﬁ??SeQﬁr%E?S& Ewheif a
t une-out occurgaei@dnRorng @eMhoRSAd hfpdrasby e erﬁﬁtﬂﬂnéﬁt%f!ﬂﬁ_lﬁyﬁﬁnt dat abase
del etes the as_somt_at ed request fromthe database. In a simlar fashion, if
t he response fIR¥PRUORe net wor k service can not be matched with a user
.request or if the rﬁg&%’hsﬁ a‘}fcﬁw&’;ﬁar?ﬁ[ug&étﬁloqﬁe Bvi ZatRNSORL GBI SheRldoguabl e
time window, then t response fromthe °

performed by usage monitoring method and apparatus, in accordance with another

it

30 embodiment of the invention.
Figure 5 is a diagram illustrating a relational database that could be utilized
by one embodiment of the usage monitoring method and apparatus of the present

invention.
5.



network service is discarded. This aspect of the invention, which provides
the capability to discard requests that can not be matched with valid
responseswend/ss§7ce versa, allows the usage nonitoring appa@tushitigogonserve
storage, thereby mnim zing the storage space required to support the usage
nonitoring apparatus. 30 By not permanently storing requests/queries that
do not result in successful responses, the primary database 38 can
intelligently provide superh@IERESCRENGON OFtTes IeE&NHDY cachi ng
operations. Once the usage nonitoring nodul € has nmai ched the user request
to the network serviheeresssponemiontins will be desciibed moranfilly hetdmmfieewitbst s and

responses is 1/81877 PCT/LSO0L1/1..1-493 stared i .t her e
emporary dat AREEEeSR B PR oA R fehy B oteng

nodul e wi || dehenfion ard shothe ThSEmvERHASLy, hdweié, B eBbsdied SEmesPilipRHpuUNber
of inital requests to a particular network service, such as a web page. If
't he det er nPnatfpms 4ns shauld nob he constiued as limitad émthie shthodimendsysas Sarthoereing
pre-determ ned n er of .initial re st t.hen.the inf.ar ion found in
Phe request aneiehaeseemBnamnls B picito i WO Miss iy Wil SheB et L, e
net wor k ser Vi Genipde, 20 il Feles @i efftlicSscopesf thb enwhtosl & Bbse etkdaker of
tinmes, the information is transferred to and stored in the prinmary database

38 and subsequEntlikenyehers refestodieedenends trepghert-t o and stored in the

pri mary dat abase. T, L iRl ! . § accounts
for the fact that ﬁgﬁfﬁ‘%gfmgg&rﬁmégegl{ﬂé%gsa %3@?@%@%&2@‘%‘%@?2?’?5?e time or
a m ni mal l8nouyreseof invention iadehicteti én Bigod £ The heagetmdriitiing ahodulekkizce of t hese
m ni mal use requteﬁa)f/_r e}ag_gnseg_ may . not (i),e requi red, when processing of the
usage data i nflof oL grpted in of dispose @@&PE’?“‘I%%‘%W%?‘W‘G&’P&S%@@ is

m nimzed so t 145 : Lng of the
dat abase by evant CLP e A A O B R i AnBRRRERS, 00,

servi ce provi dempemaenéddrnrakgabevef deicer thegatewayaewoe kanbes shivekhiesubsather

nonitoring nodule can h n{j gured.so t .th edet ermi ned nunber  of
initial r _eques&a%ewaé' Pg%‘flg%‘fgﬂﬁ‘)%‘aﬂgﬁf&?&é tl@@ﬁéﬁ{agﬁ(ﬁ%&qﬂéﬂ%ﬁ drgé?ﬁ?"ﬂi ng
all activiisy af (S USént phlishtiRASErial NAS. 08781 et Daaes b1 BRI FBSES,
however, the predeterm ned 20 number is set to 1. Additionally, the network

usage noni t or i (SHpPdrthe centerts phwhishaseincoipavasest bioreierayes asdf salorth faldy abase
of designated N0, S The .desi e [ re re
typically f req%g%W9hS%gﬂ?§§’ tﬁxglg\%%pvﬁyg!gv (réggérggea%ﬁg?ﬁaéu\%%gggﬁ%éﬁg‘g?a he
network usage deitet Odpably cfditiplensdntiaf @rogrintidingabiulediss Rowgailakay offevi ce
adm nistrator or_the_|ike. The desi?nat ed network addresses are nost often

1K L
addr esses t hator@gary skl thearty & sheyld bernatedthatowhils maplemertatien War ti cul arl y
i nportant .haTh i i I Vi r;}%% es to
be stored 2|On toeﬁ%gﬁ% agléta(cgak e%ﬁ%g%ﬂﬁgﬁ?%ggégf&erggéy Y %Cﬁlgég%@ﬂ&étmrk
addr esses pr edsfimpéamaded @eb ioreatiedtes ok beamiigdapendalt dsecrisnioag as the 30

typically include.a predef.ined nuynb of .iymedi at el y.precedi ng and/ or

| ronedi at el sHeeuEa FE eriir Rt aes Bod it cedidha P e Sl
exanmpl e, a netditesRENeidstsAfubrics oM ASlumliEPSTRER Al rackyedstalisponsy desire
that a particular Internet site be designated for usage nonitoring

pur poses. As stahng fineralhthgaetwirk seveges Swe eersprse the nefewirly Gl adpoinitadr net

7 ccagni 26 The AV tih AR ERARES, 1t ope QiR e in ety St or o

the precedi ng @vitesnplepaiing tiuwagainoahomhatmetele witddipogitioped Witkindhe
follow ng the access of the desjgnated network address. |t should be noted
that the navi eifverdetwesiapuerlitnof wepdeviers 19amd the rwmainder f théer sessi on

- provi ded the i&&ﬁ;&gka&%%&r&ﬁ SS ARG 185 sl ippoquarc‘aﬂﬁegiﬂ BRAnfgss! on

wi ndow. I n one enbodliment of t I'nvent1on the‘usage no ori1 ng appar at us
isin 22). Thus, the usage monitoring module is implemented at a network point of

30  access that serves as a point of traffic aggregation for all network services that are
included within the communications network.
The network users can communicate with the gateway device via a number

of different user devices 16, such as handheld communication devices, portable
-6-



comuni cation with a processing engine 42 (i.e. database front-end), such
as a PC or the li=ke. The processing engine is in conmunication with the
usage nonwbanisegy7dat abase and accesses the database in corpamgsoiamosi th a
QU (G aphical User 10 Interface) inplenmented on the processing engine. The
processi ng engi ne accesses the database in accordance with the conmand of
the usage noni®sERHYcationdsyices (igr fptans), meesonal sgEpiins enthi Afecuigh aredbr di ng
to specific Usarod GRHIIATRR fire doflvicSRROM AERL A miRE REPEENT | NVEntion

t he proceSS|ng engine 1s 1n nse |on Server 44
(shown in Fi guAedlﬂbna11I§pde;enajmlcmthé h&anmﬁfﬁfohu@lmweefdnﬂd’et\ﬂtéenﬁhyumﬁm tiee a
targeted advertisenment insertiqn server or a targeted su vey i.nsertion
-server. The pr %%%@H@?TK@T‘F%P@H%W%WWG e iptesgpERace D)

deter m ne what oBehehh!if i) B Ye¥eo B il (PRI nidifs BELARNtnIBERY der or
the network b I ciary base upon col l ected usage nonitoring of a
‘target ed adverduchesBSL, cablg LMBB ((ﬂeba:lrMuhtlabmoﬁtstrsbutmdleSeavmeehrhaidlp,s sent to

the insertion 20 a rver. and an a a&? (tisement or survey is
o rded t o ReeR Bnasr i Tos BRE oVHIA Fias L dehicRine RemguRIHidn dovi ce 14.
The adverti Se%o&rusél‘érc\ﬁﬁﬂnﬂﬂleitl gWPi'tI?ﬁileltﬁthﬁl\ 'ttﬁoﬁ%l‘?a Ei‘ﬂ 10 REes@ POP- UP

control panel sent to the user’'s cConmunication gure 3 illustrates
a flow diagr ammltlphax:reum@tlytﬁmi cogagmigatinn nctwoﬂgmuﬂt[pIQEGcasmmuH@tmerSVWiﬂlh an

enbodi nent, of the i nv nt|o t e. usa |tor|ng
modul ety cts ST A BT SRR TR U Ptee RIS RSP byt g of
i nformation th@itpagdeglig@w@a[,ﬂl@%m tted fromthe pI urality of users who
access the network via the gat evva;/ device and the bytes coming fromthe
network services. THee @é@\é&tﬁa@c‘a@/ 4apigally pergisdhe pserdiveraammaupipatg with a

prom scuous s of
destination adaa(?1 QP 09112?%%‘@?%‘?35%3 %1%8-{:, wa&bgéh%gf {hg%%dnegg%cfgﬁggﬂg%it ep

110, the usageormtntepristchaieik @ ectetrp&m ihtheresbethe 110E). ans oW iqHygae Text
Transfer Protocol) header in the TCP (Transm ssion Control Protocol) flow.

-10 WO O 8 B9 zaipwey deyics mey|bedd Sompuinicatio With Apisy mglaﬁfﬁmSéo e be

opt i onal |y des Cifs ronl e who
hgve accegsed frlregté‘tr;elglq‘t(%an amg%ie ettoglrlm neggﬁm}{gﬁ &?glgcoﬁ elg)’e% Worits;z2
addr esses, sucér ay oflirdr eetvedrk SBitvie (fbinshbenrin R@mt):eWﬂnde:Ehma 1dapiib1rsgt a

session. This Vld s for a.reduction j.n the d tab wi t hout
significantly ?ﬂ%&rﬁ“’r g™ %pre%fg@?mwwatwltswg gh@%&%‘%é‘t%’wo only
access a m ni n@kitdhEERviRE val Be8s sORmIRIcaioh wﬁh@t\{é Sfewhy advied B pﬁbbﬁﬁ' data
to the usage nonitoring client. Therefore, at optional step 120,

det er mi nat3®bn fouting tetwesk cemupsicatipns thdhaivaddeessedsdestinatior. | ow f or the user

has exceeded the prfeggorglrn g?&r £e%?ﬁ%'89no n%‘erﬂgg% %&Eﬁ&e u&g&ulgggpt{}r%g

accessed nore than e pré? m ned Sessi on

the usage noni §lbpachetsidesthitted et dtndhe herd@id thohetwiik Sérefeed. 1®1ttet~tlng is equest S
transmtted by the user, but does not further analyze and store the

requests unti | PerfRsmse i ertrast al selevasi packetsdbal theesage BMmitering AlsHt PRREES IR d.
Once the user &%&t&ﬁﬁ?ﬁ%@t@%@l@s& Q&dﬂ{s %rsggmr@?eg;u@étg@ﬁ& reSpo s@&@f%%t s 15

during a session or 1 e usage nDnltorl oes not enent this
optional f29 t eand foheards stchstbep a&ﬁﬁ;at&dqmageagmtmmg daabasg 3ﬂDﬂ‘hd: eeqdedtebyn nes

if the packets represent r equest ares se,, typically by anal yzi ng
the HTTP headef® fqrﬁgt‘ﬁgrgck@{\ﬂcqsfanpﬁ%e@m%&e@o élé?é‘%)twrogb?%?é‘%/ﬁ a8 request,
then at step 14Qwnthsy tt%h%gé moRitstiRg §latdie IR UsEshPShitSlRl se ddn tehe

captured packet represents 20 response, then at step 15 the response is
checked to det eitter ernl tofibe devieeisnplodenting thtvasage SpBHeBng snaguleadriedtestal

invalid stat us, e _nmnitorin er accesses or
other request ' RRaeHEEEY (kies ALl AelRoh Gite F R B R A 0RE
the servicgp f ofo the (Bage@aG B ringtmodule. In one embodiment of the invention, the usage

monitoring database stores information associated with the HTTP requests and

responses and processes the information as described hereinafter.
Figure 2 depicts a schematic representation of a network implementing

usage monitoring having a series of databases, in accordance with an embodiment
-7



may have been a dead |ink or the server may have been down tenporarily) is
not 25 taken into account. )ii one aspect of the invention, however, the
response woatigss7godes fromthe requested network service af@yesaq4ienitored
in order to record only the addresses of the network services that the user
actually gains access to with the other requests being deleted fromthe

dat abase. Thi 9Ithapresestinventiony As gresplteAis PeHiPmal 4 Poist ofrizaffic aggregatioressi ng
conput at i on. T t . i - Al ojt r r ed by
herequest ed SRSy Rfe, e Bk ik Bpbe]d ek BVERRLUAIRGE o B
class of the rofspaofibers fonitcrhetioh @t hewoaltsaicsd. ainthisGoges, thetdapaed are: 1
) 200 OK 2) 301 Moved Permanently -11 =~ WO 01/8f877.3) 304 Not Mdified 4)
401 Unaut hor i Zeepitpyingaodnle implgagntsy iythe sristvay danige 55 apabloef patwingall Ser ver
Error 8) 5Q1 | AR EH%)CJV/ ~= || d 200

i ndi cat es ?haﬁq&%&eﬁd\%&ﬁ%t&ﬂ%ﬁ% Vi sfctjeeog,%%tt%?ghgﬁ)ﬁgtp%tgta%#u%s]&d%bg%g{ﬁ ndi cat e
“that the web figeeQambudimbnt thé asdee chonitbrind datnbesp dndeplsmantad bg o deages
determined to be . invaljd, i.e. a_status code other, than 200, then, at 10
step 160, the PYUpsHEdatabash sepver aéahaéﬁlas RaFESSHRAERIIAYY JaleRaset 255iaied et ed
fromthe requeghy gt onitSlslig pr88@L! ¥, a user request may be del eted from
the request database I'T a predetermned tinmeout period is exceeded prior to
recei ving an associBteasagemanittringspodulsd?2 witl captera pagiots sed stut hemdode i s

determned.to pe valid the at.step 170, the networ esponse is.nmatched
w th the: d0sodh ibedist Yl i ReBihitet Bt eveSt e bE BESAR Fvefim: ch i s
found for the fgleWapReediSicHel tepfeSSROR sRUEHGR &y fibr MENARE ¥ fefudshisch an
excessive anmount of the time passed between the'request and the response,

then, at step st@ed int the remtesiodatabass b nlneaddifionite captunug user request prokets, the
usage nonitoring nethod.and ar.atus,_ optipnally determnes if .t mat ched
e st 1 es onBaed oS A oARR YR i RIS et TS RsfiSRed dnd'dlfieTht <0
Wil e all requaessdds@apanaad Bibe hatorsdriioss. AnI0ie ireded te hdags HORiteaAg be
stored in the primry database, the usa%e nonitoring nethod and appar at us

of one aspect Bedulewilhmasadnihe respanses 3nthi their respesjive seqrestst Liohapsey reqiedr es
data in a tenpgr : E : r r Vi ce: n
requested for (?@E%l?%%&??%@l E)'%',th?ﬁetg%%?%&?géﬁg&ssvﬁs%ﬁgﬁﬁP\e/l%qeg\glssggegp(?fgg | ess
t han a predet epnhequer Shenuthbaespohsd is mesched watheth ieer, request areighest / r esponse

information is transferred to and/or recorded in ri mary. dat abase once
the networ k saPIFRBIPEPPEIBESHS T Brchey & OR mauP BoRout SoMAHOR SORbBr of

times. As previpusiayy diacdse 38%r ﬂ%'c]mﬁar{m%b@ge_ Isher Mt WBbkseatd goses, e. 0.
Internet URL's, are only requested a single tine the size of the prinmary

dat abase 4n beetwonki seivaesindiviates thad mtviahid rasgonse isnalrfertBming, sith ahaccasstisor k
servi ce request s/ respons.es tha]EaB%re visited g%re t user.

ha nce. by. an
Thi & can be. acidisth TeRpro by utbafh Faivis CHOuBR BRS8N uRR e
dat abase for nelcuRiefsiehvegRBsd Ratceded, theh (RGeSt Yatbingedslerd tHeess than a
predefined associated request from the database. In a similar fashion, if the response from the
network service can not be matched with a user request or if the response occurs
25  outside of a predetermined allowable time window, then the response from the
network service is discarded. This aspect of the invention, which provides the
capability to discard requests that can not be matched with valid responses and vice
versa, allows the usage monitoring apparatus to conserve storage, thereby
minimizing the storage space required to support the usage monitoring apparatus.
30 By not permanently storing requests/queries that do not result in successful
responses, the primary database 38 can intelligently provide superior performance
in the searching/caching operations.
Once the usage monitoring module has matched the user request to the

network service response, the information found in the requests and responses is
-8-



m ni rum nunber of tines. -12 w0111/ 86877 PCT/ USOL/ 1. 4-493 Thus, if no
entry is found in both the permanent database and the tenpoaray database
(or if theomimsgmm threshold limt has yet to be exceeded d@arusatiijogs i n
the tenporary database) then, at step 200, the request/response info is
stored in the terg)orary database If an entry is found in the permanent

dat abase t hen stoatd Bt aifhestheIempotaey gaabrmandaor thetpaiveary datebasedi@t ddetusagendi cat e
a new request/res onse entr s found.in the
enpor ary. dat LIRS Wit ffeting Hbe e ke BREh e pro a1 ¢ ne

per manent dat aRaber 6f inftial rédiRsth 1@ 8l phiticlaP REWINsHARE L NER 8N QWb Ehg@ trfi s
bei ng exceeded) then, at step 210, the entry or entries fromthe terrporary

-dat abase are tthexdeiemrinaipn is made thatritiamthin aihinatiel sequesoonthe piseletarmietidnent  of

-

the i nvent on.. e, 4eaac FONELEr 003 ADARG LRSSy ISed il Gl 01 T eauest

and associ at ed response. gener a e praotocol

prefix, the paedponsyieatored iethe ampdraryaiarabase Ohdealé AstwoRase@sic@hsk weehi | €
name. In alternate enbodi ments of the present invention, the usage

moni t ori ng dat3§eessed pre thap dredreideiprgingd aumper offemes; thedpfprmationisse, a

variety of ot r t onse. In this
regar d?/ t he fﬁsgﬁ%@tég{d’ﬁb ‘?ﬁltﬁecpr Mrydgﬁlﬁg%t:;e rsﬁjlﬁqget Hgﬁfequest/response
and stored in rbc‘(l&smpﬁsmnsesairepﬂﬁtﬁhaaﬂd s@yedSuhbeprimeary datsatd. fTiwat i on (This

i dentification be anonym zed befaqre being provided to the usa noni t or
client by% .dmﬁ tnqptatonpTIe (emnany AaRBRE A5FRIN 1oF tsclarhRtTea s ks
profiles that SBF s %@Elﬁ I ncone,
etc.) b) URL (URL's %?ﬂpgém%ﬂe??asﬁ My a?%gﬁaggﬁlﬁl}lﬁgﬁ%g?te%?g%) '(Ii" | mestanp -
i ndi cati ng t héhg¢refore,dhe mmgti@ahbresqmach’éthemnpmbwseqhdsgﬂ/remmmaw not

itori le. .2 Ref dd d f t HTTP d
VPt cal . RGeS At B AE <P ALy JUPTTRIET 5o Tie LEbERts
address. e) Cand fifnaty@Rataky B Iﬁﬁﬁﬁl&eelaé @é {be&!: ﬁlaﬁmc&&ﬁnidﬁaﬁ’ngﬁﬁagsgehué&t
Content |length g) Response Status User Query String (usually

sent as arSar queqsssing of ﬁle@ab@l{ﬁ)bmﬂfenml @sngy maniter indom)atigpsliemafiicon or as a

result of the g (‘)Arﬁrslérvli'cseeprroe%se}sl chwork gen@imanes or network users). The usage

monitoring module can be configured so that the predetermined number of initial

requests 1s selected to balance the competing goals of recording all activity of a

user and streamlining the database. In some cases, however, the predetermined
20 number is setto 1. !

Additionally, the network usage monitoring apparatus of the present
invention may include a database of designated network addresses 40. The
designated network addresses are typically frequently visited network addresses
that are predefined by the network usage monitoring administrator, typically the

25  gateway device administrator or the like. The designated network addresses are
most often addresses that the usage monitoring information client deems
particularly important. The usage monitoring module allows for navigational
sequences to be stored in the database of designated network addresses for those
network addresses predefined as "designated". A navigational sequence will

30 typically include a predefined number of immediately preceding and/or
immediately succeeding network addresses accessed by the user. For example, a
network beneficiary, such as a commercial advertiser, may desire that a particular
Internet site be designated for usage monitoring purposes. As such, when a

network user accesses the designated Internet site, the usage monitoring module
-9-



WD 0118C>877 PCT/ USOL/ 1~-t93 The preceding listing is not to be construed
as exhaustive, other information may al so be extracted for the

request s/'wequgsd7s as is dictated by the application for wrahudongss93
information will ultimately be used. Wiile the information included in the
user requests and network responses 5 can be stored in different nmanners,
the primary datibisesognize thaaetsivtoriidsesaes being desippated apdiill recerdragf starenal
dat abase as depicted,.in _Fig. 5 .which r. cthve
addr ceses) L3 rissrescoid atd st el Piple RotBEUB S BL KRG
storing data $eisss bhitle dEBgnitel activdkiabdd@ashi PshoMld Be @oreh tigdt gy navigatibhals

i nstance, each network user and each accessed address are stored one tine
only instead &equssehcadiexiend bprandg single Beer sossion Rrpwiked thednigpiakbetween
accesses the . . : then be represented as a
node (ref ergre g%?:)oq%zsgﬁﬁ%@%ﬁﬁéﬁﬁgé%%ﬁgggt%% rel ati onal databases) that
"joins the entry of Ihbaeesdodmomestihadotehtonmdinessge moditdrives gpparayusas it he
address being accessed. This node will then inc|lude additiopal .info tion
related to t h&PMEREEGAORHELE BROCET g cRgIneiAadl 1 %@3@@% 9%@@3&8%@5% 15
access, cont eng gl gl Aol aBie ofibific ifiRlcofhHdtion it fiE ubAi3Af@ribg Whi ch
user 11 accessesﬂe?glg% ess/ U&L 25gte% 3 ?%asllatcioona da’?gbase spodrkzs use?1 gl in
Tabl e 1 and adidtabssy dAndRiccessesTthbldetaBaseiin borgumaitba wiithn & iGRE (Gnaphéoal Ugerf r om
Table 1 and the entry from Taple, 2. This form of . data storage. provi des for
case i aaba AREHReR P STRC e ProrEsSRE g Hon DO PTG CHS SHICCRTe B es
all the nodes ¢hd@ltaiShst$:hedoddnb MR thePcdnfingsUTHRE udaBe GRMRbARG EIEnOEJTAL i ON.
I n accordance with the flow diagramof Figure 4, an alternate enbodi ment of
t he present i mvegess the ussgalingyitermeiatdancormesiol specifiggecrrogiiramanisg Inene he

et work bene? il aet SIS EEE B s DRIPR, 8 6% BBLidpl

knowi ng not ORkivh i idsertionReivepak (shewH i€ Bigudd B). M lexhmplapetinyrtvacessed and
how nmuch tine is spent accessing them but al so the navi gati onal sequences
that incl dde tm@s@mpwweﬁatgepeda?%&@@%aera&eﬁeét%mméa#Eg%ql RIr@dhi ni st r at or
and/ or the gat; ] 01 ST . e, e i der or
metvior k. bener 1o ALY S lonsfl i HAAUERs B BB otk O
addresses for desermimd whiataldveriging ot singeyaouldbanafit thdGetek achviider ot that or wi | |
store the designated ngﬁworl;l&gd resses in the designated ngﬁwork addr ess
dat abase. The IWQW%M GHPLY: vRog godpcied Ysasg mPHRENg dakae Prse pigBRdddr ess
Wi Il conprise gyphRaathingdufieyRlennafiet WohkiA0dRRassissBalo YRS ifsde&essed
by the user imedi ately preceding and/ or succeedi ng the access of the

desi gnat e@0netasoiek andian appropiiste gdicamtisenizat oosuadet is dorwendddgo dhe natwerkl user

navi gati onal - detoo WO QMLSERIE ECTLUPOIIAAaPS BRONRAGRWEL o QEGHT ofliT I N9 2
si ngl e user sesdFyRmuY EM évé’i hat e‘g@ﬁuence ey ex end ]tr)‘eyoné e Vs ngl e
user session nryﬁvhlgﬁae iM@eifein@ bV apod b VAR kel SESIb @iSusess ¢oiaainidation
specified threshol Additionally, a designated network address nay be part
of nore than oH¥iSgavi gati onal sequence; therefore, the usage nonitoring
nodul e of the pres i i : i
information: All ?ﬁgu}nean%//ﬁ%g{ﬁ&gsngﬁgvgeq %%g)sf%?ﬂeetﬁ%dégﬂﬁé%%%e%&#gg %’? E addr ess
is a part 2% . acCuoidgnéchwithan enboginieat ofthe pgstintdnedntoag e sepd 00)yhe atagexceed a
certain threshold of visits) t_hglﬁ a network address is ,part%‘ff %0 The
frequency of ampafQrngnadulg-ypigally mplrmenied,endetenay dewse.deadsglidhe byt wor k

address is a pafihfoPnatiéR Ha Qx!érbﬁﬂgqghn%ﬁt{eﬁ%d]ﬁiﬂ}@%hfa@iwfL?s%ﬂ%@l{bcﬁcgs%ttﬁ@as91

typically included in the primary i e at” the option of the

at abase w
net wor k admi nistwatkovia the gratwaredevardrand itlst bydesoecoming fimen themstwdl servizse  of
~ordinary skill_Jin the art,. Zipfs L states that the nunber, of o rrences
of “aMword i n araisarerElivicd Bl Gl fadhgin p Bimie B RaEDs HeuBIRL e
order of tiie fHREVSNATRREUABHGElessFAAdefidiBhaddiehs alddirBed¥Bstbyf thedsgiet word
. occurs exactly 10 tinmes | ess frequently than the nost frequent word. Wile
a pure Zipfs |meniteningmedelki ptdepd10she peaggineniigeing modyingdatedisifs sieiltidr e t he

20,1 Lt OnehL By bl M BB g RERMSROGF AR e

situations, supftasl)fdwork service access frequency. One consequence of
this is that a small nunber of network addresses accounts for nost of the
user accesses (e.g. 5% of the avail abl e network addresses account for 95%
of network accesses). These assunptions 25.igply that statistical data,
i.e. navigational sequencing and the like, for only a snall



per cent age of network addresses (e.g. 5% needs to be readily captured and
stored within the usage nonitoring database. In this regard, the network
servi ce pwowides7s and/ or the network beneficiaries are praadeshitiip@sopti on
of either predefining the designated network addresses that will be

navi gati onal sequence 30 nonitored or allow ng the usage ni toring nodul e
to navigational se ﬁ@ég%lﬁmtwn&lﬁed%g’tay}ﬁwgﬂ@ﬁﬁlﬂsﬁ%ﬁg@sgg%as Y Wor k
addresses as qefjifapehdab b 6r AakBRASRrs I Ez]ixfe'dages%&ﬂn@rétﬂaﬁ Qgrédkﬁ%gfeagram

of Figure 4, the usage nitoring nodul e of the present I1nvention nonitors

t he navi gat i omaimbsegfidifitcesnt oétwidile addirBsses, Wikt0dy IB€87at URITS ISGiforin ResdBree
desi gnat ed networ k addresses .in,_generally, real-tine. |t shoul d be noted
that steps 108‘-°i57t6r) UT 2R $E5Y 0o T BIS PF %f@r?ﬁgﬁfl%ﬂ Q‘%E‘%tﬁléasgf”étﬁguﬁ n the
Figure 3 fhow giae-am aRdlairBehein®otity SHHht B8 WSk 280 WnBlonh1REEssSE €PS

wi Il not be necessary. Navigational” sequence nmonitoring is acconplished
~accor di ng to mheimalesierticr ofeddreisenmby nét kewide vifal stattsticalfdatate tirwagous k

net wor k addr esses, accessed ch user i.n thejr current .sessiaon. The
nunber k- speci TR AR TRt ion& PRAR R A0, 8 S ERRtAT S B s R ceedi ng
t he desi gnat edylit@ieM@dciastsht 8&Sion ktsy for wa) wier K exCedeReid pre@slediinddhe net wor k
or gateway admi nistrator and_can differ over different designated network
addresses. Al tthigshyfld pninuras & thp pses has nefiacegssed mez thep thegpaedeterminednber of
net wor k addre [ W@m : . af. esi gnat ed

net wor k aggr Q’?ﬁ’fﬂf erge(?\‘?{n\%gq %g&@%i?ﬁ%ga %g}%g‘#gﬁhg %nrotdp %é’%%ﬁ%% i ng and
succeedi ng netmétitor 24l diepSH®OS thel rbquites iafishnitiell b ttEPust?bhut U6 nos agtheroni t ori ng
nodul e determ nes whether the network user has accessed a desi gnated

net wor k addr esBalygae anbstaretip semickts yaiihibe Rumber ofgequests exeecddbes. I1f a

det ermi nati on i SiiBAen s @t networ k user has accessed a desi gnated

net wor k addregéé(}‘:ﬁC Héé preevsl}lg@'s k accesses then, at step 230, the current
accessed networ k adOmeesthe userthae isseeddedretthart the paeidetgminedmaimbsecfuegesstdei ng

construct i(g Isqf a determ nation is made that e networ.k user has not
accessed a’desi"ji Fé&s%%%fﬁhea‘éfﬁg%g’gnﬁtwqwoé? E\?‘P%’_émllma RS t hen, at
step 240, the Jhei884 At MR R &lep Q3URHé‘h§ag€| A BHAE Snddhld dMferfiitiek §fthe aCcCcessed
network address is a designated network address by attenpting to locate an
entry in the deskgnrapsesenea wgnkst audrespensdatynisally by lahalyhing thedd ETPrbeadenr i ng

et wor k. adar o<d gty IO ER! pRREGRRG R ELRleh: B ChBp i Ty VT LS

k network addregsssisatsies setheyquchiaiatibase. A5 tlrscaptiiedpaRtt repabenkaguence. | f
t he usage nonitoring nodul e determ nes that the current accessed network

addr ess i $0notregponse ithgruatsternidOnhe respanieds shadked to deterspingifippstatupeodayr r ent
accessed net . t i of k"",x network addresses
for that par}tl\ﬁéﬁ}il%r%g%cg%}r%lgaﬁﬁﬁﬁgqgfaggsﬁgeéov%\%ik address in the kmax list is
di scarded if the k"Usully, shilahoaadynghagwkrknervioe kceeskds o5 sthsr redinstskthear | i st

is stored 30 ls)tgca se it is npt knownbbef 8{ehand i ch network addresses
wi Il be accessi@tf Byt the UsHIRIRBT ROt Haks begh F0lertR G5cess e SEREGE 1OF SPMGHIEHES f or

a listing of pheeRbeN2LdeRl KnRALHRIESEr nhy hhve PRLWRWG tHBBsraARS BSARS a
desi gnat ed networ k address and a navi gational sequence is requifed. -16
25  taken into account. In one aspect of the invention, however, the response status

—
-

codes from the requested network service are also monitored in order to record
only the addresses of the network services that the user actually gains access to
with the other requests being deleted from the database. This can result in a
significant saving in storage and processing computation. |
30 The status code is a three-digit integer number returned by the requested

server. The first digit of the status code represents the class of the response. Some
of the more common status codes returned are:

1) 200 0K

2) 301 Moved Permanently

-11-



VWO UL/ SG77 PCT/USOL/1.t-193 In addition to nonitoring user access
requests and network service responses, the usage nonitoring nethod and
appar at uswofo1sbsz7pr esent i nvention can nonitor usage of stregawsong+pent ent,
in accordance with yet another enbodi nent of the present invention. The
stream ng content can either be live or recorded and the 5 capture w ||
occur, as the stredki HYf NohMedifieds delivered fromthe native stream ng
medi a server to theyn via the gateway device. Stream ng content
is typically high g?)l‘%r%\ﬁ%%ﬁ#%%{edso it is not possible or practical to
store the informt B?)Mwﬁl?@bﬁldleﬁo all stream ng content data packets.
Therefore, while all streami ng content packets are captured at the usage
-noni toring nodul e & 1404NghF9indant portion of the packets will be filtered
out to accgunt for 7§1h$<®mém ltsreﬁ{ LEgr0¥oI ume. Constant nonitoring of the
stream ng content packets WA or significant filtering to occur and
“wi || provide inforght 5@ Npehtememedt o t he anount of data transferred

duri th t i | ti , he ti d ti f th treanj
RTINS TR IS AR - L
i npl ementing Ly kﬁﬁg%oﬁmhhﬁﬁie%tg?@gtbl??aéd&h%k by yi%it&ﬁtﬁ‘ﬁ?eYrer‘%YlE&e’ will

need to allocate a certal n anount ate in nenory to keep track of the
current or | astkisexic &t dtermindd tbibe istalidang. nagtatonteietotheddaint 300nthkeh,yat t he

usage nonitorin dule or, alternatjve a St processi | ication,
w1t ackd Usaied 180 e Respphaecs dSesti! ikt e mrdlghus Fradatt s ¢l R FF om i ch
the stream ngy B&t%&ab‘a&;{. ﬁﬁelﬁ'&liﬂgna?i@, £ﬁ§€”ﬂrec{d&§’t rﬁﬁ@Hé‘Heletfed%hiith‘é& ferred

during a connection and ast fine a streamng content packetl was
observed for datpbaseiifapradeigsmmed timsan payiodos exgeedghpnior tSrgreying@r e i s no

explicit connection ternipation i he case of stream cont.en t.he usage
moni tor i ng. mo AR o e et Scresoonss s sp e dBrEHTE b et | he
content st eamihud, Atestép I, @b netWEkGedporsKisHatENSUGHHID T 8501 BELiber Alquédte
usage 25 nonitoring nodule or the unformatted data can be sent on a per

st r eani nglpacketheagyest dasakaspolinoprajele ispwey f53he retrneshnatyodarsonsne t he
E Lac King par agehel S, ihf.yel %r?\ﬂﬂitcﬂ &h eRORQIL gx?l%ntocff tﬁpﬁmg ?%s%{i‘ Bcat'vs%&? B¢ on.

e usage nonitorrng apparatus can be used to provide targeted surveys to
net wor k user s reqiestndhotespynsd) then s eidp 480,iths astotlaresponselis disoarded.

i npl enented to send targeted surveys to, 30 network users based_upon usage
moni toring data. THY S élg'gwdﬁ9g°d€f’%l_é‘?ﬂngtr8‘?‘gﬂ%aPFti‘HRﬁ‘F%“%%’Pn&]llﬂéplicited or
the network UgferfiBgs $MAORRdRA PafuksiRtRRhE fs@n%ﬁbeprﬁﬂiry%ﬁélbaéefbrfﬂm s regard,
network users may be sel ected randomy "and a pop-up sctreen will appear at
randoni y 2@l ederapprafyndatatase.t Wlile all geqmenistesponsesdod inferm$m, asfosiateskwithl e,
U. S. Patent Appldcation Serial No. 09]5 8 entitl.ed "I nforyation -17
Vit0 01/ 8ee77 B s i Piagy et Rl st eine AR AL wor k

Gat eway | nt er fapg@atuk iolf 68e Apletd ofIhe FHEEN iventiBieinidlEy, @id opticaalpistopkort et al
and assigned to the sane assignee as the present invention. The contents of
the ' 877 appl idetatin gricrperapedaiphase Hdbe prapettedmelyorkesesyienbas besn requseed or t h

fully herein. g th@?itr.ﬁltfc?% Bate ARk '3?E'&eh?xfﬁqhg'&ec?fo??&Qﬁhah%"p%'&ét9 hindd'®
usage nonitoring nmethod and apparatus nay’ al’so noni tor “queri es that a
networ k uggr swhbet sf timeq Tiedreditel, theraquest/regpphseciaforontions isatansferrad sear ch
engine or the |like. B nitoring . the query.a network user subm to a
net work servi éﬁd)ébchpg‘ﬁ’gﬁﬂﬁ PEYRARY é%tg'aasgé?a? ﬁeé‘ﬁﬁi’%\g,seré(&&i‘f TeGH%ﬂteij%wl edge

about the usemgre A RE BRASENRAR REmBEE G 1R, AVBeoidlsi) AidhlsB@dmel usage
nmoni toring do not provide for the capability to nonitof, in real tine,

net wor k user auanyicdshe Retwiorlt advzessesy eigohitergetdfRbist avo oklyurseuestpdersingde r i ngs
_provides netwgrk beneficiaries, su as network advertisers and the |ike
Phe bt 1y, 1 oy BEATAE o HEF RrGh ool v TP e Rote SO oot o
targeted spf oramBfitkmetiolk sdivieRgBests/fesPorse@ihab HaNEHRE ndRE tHa SnBOBEhny
TaurusT Mon the Fords website, a 15 network advertiser can use this

i nf ormati on t aset rldus cambeabeomplisheddytestablishang a separate, albeit temporary,

database for network services that are infrequently requested less than a predefined

minimum number of times.
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conpeting product to the user. Another formof user input which can be

noni tored by the usage nonitoring nethod and apparatus are the web forns
post ed bywe ouges7y such as network service registration forpeyussakiogati on
forms and the like. Current 20 nmethods do not capture information in forns
that are submtted by the user on the web. As previously stated, the

net work usage noni fldws.ri§neppay stfowndmdotiethieqerminenh database end therteraperiagn

provi des for the capabidity.to nonitor..and. store.a wde ectrum of network
User related FRABFTDT Brve TR i RelEim: PREY s Sissedidon et ' { e
to, the contefie teipbfiRy DSEYREKLSE Y sep 20008 s&fhestirBsHode B RRIredidhet he
user population (i.e. user popul ation age, ﬁ%gnder, geogr aphi cal | ocati on,

.servi ce pl an, temporyry databashelf@uenlry sforndin the pawrdncsiedajabassthancat gispessed.
In this regar t.he net wor k ryi i der.. | Cl will be able to
det er ni ne %eaﬁ!?’it pg}?%atnlersxtt cllagagqas plfsglggzlgt?%f 4§ ﬁld};c%Ee abEéW iécqc e&frgslgonse entry.

es O users accessi ng any

‘particul ar newaittoraly Mif 66 ety RTYurdDiniBe tangpdraty databBse dndrthé agterbacsess How
many wonen between the ages . of, 34 and 55 are currently accessing a specific
web- sit e?" or 9uaiHias ihfos peslysigninghe pemagent databasd-ep heprpdgieringdr cl assi cal
musi c station . 2 LSy | [ t be
provided to né’?{\%g’%‘?iﬂg@rﬁ%lf“?%?{gﬁlgg%éﬁg&%%&g?%}’SP%t%rm tﬁ?rgmﬁﬁg%st o]
benefit their fioar thedadperaceddtabaanaefifansieired tortherpermanchBdataly8e.01/ 8G377 Mai n
Menory Reg(gi rements PCT/USUL/ 1. 1- 193, The .fol ] ow ng di scusshé)tgb serves to

hypot het i 881 1y est ilAQPE SRREFBLAL G INVFRIAM TRHBTESC MOGUPTRY BHEOESe t he
usage nonitori i i } i
g k Wiihe fe'aP@s‘% aﬁ’cg]gsgﬁﬁgte‘&‘ré onsd. NR sggfiéi-gle amm\égmﬁgﬁme tP’r%er of

Assumi ng that the average | engt an address | ytes a e nu
active cust ompratocd prefixhéhespmtmimiodr, the doagen game, lsebdisctuy atees asl Sile
(Storage ire bytes The wor.st st orage requirenment

S| * 2k T %~
Chen 225 e et Al Smbglimmats gifthd Bresonriey gy, the boted HamiSHBE Lor k. ¢

this particul ahtaB&sesSl Refefibly fore; i ik Priadey dikabask asvariety of oterddata , X * N
| SP (Internet Service Provi del;é studies indicate that at any tinme only 10
25% of t héS useelstedrie thecequast anskthe respanger In ke raggpsd, g foBewhwglataisqui r enent

Cengt h of " a ¢ ypiedly SsTieeted ol R efiRBrts s e 4 SERHA B Bhr e (RE s o
extend to nor@atabage:twi ce this I ength. The longer URL's typically result
frominfrequent queries and as a result do not occur very frequently. Thus,
for the a) Subscriber Identification (This identification may b€ anonymized
before being provided to the usage monitor client by mapping it to a
20 random number and will be indexed to user profiles that provide
information about the user’s age, gender, income, etc.)
b) URL (URL's will be logically arranged in clusters)
c) Timestamp - indicating the time at which the packet was processed by
the usage monitoring module.
25 d) Referring address (obtained from the HTTP header) - typically, the
address that provided the hyperlink to the accessed address.
e) Content-type (typically obtained from the HTTP header)
f) Content length
g) Response Status Code
30 h) User Query String (usually sent as an argument to a CGI (Common

Gateway Interface) application or as a result of the network user posting

a form).
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purpose at hand, it can be assuned that the average value of | is 100
bytes. The typical length of a user session varies from55 mnutes for

di al -up 2@oaustemers to 95 mnutes for DSL custoners. And wimosniip@zaver age
time spent on a webpage by a user is approximately 2 mnutes, it is fair to
estimate that the nunber of network addresses visited by any user in one
net wor k sessi on i s Theyaededingflistingisgradée beeomstoed Fhgxdagstivesother an upper

o e oot o8R8 ebfacie R IR SRE HRe AT Bublasillee
i dentified acap;sldiaﬁgntf@r\bhiicﬁtlfmhﬂmlaamdwﬁlmaltﬂ@dtu?befusé@i s 100 and | is 100

bytes, the usage nonitoring nodule wll be capable of nonitoring nearest
.nei ghbors for 12, 30¥hile Begnioppatipincufed s asedequesiaand Resvork refpensse al es
well in tegens ) at i 01l f

precedi ng gndcglfﬁg%:g%drl nlgi%#ef?r%tr'ﬁ&rg?ggsf (Ea}% eéﬁggélta{agfgseeor?aopgte g*.%gg’g‘?engﬂﬁthfo t he

‘i N Menory reekentieNiyy felatioaslotidaye 43t dupaged Myl 3, avtieH wlatéretho ugee indf
navi gati onal sequences stored in the PI’I mary_ database will typically
1

i ncrease wi t hresPRgiiveaddrgssesddRks. A delptionn] daighaseripa welrestehtighed veayef k
dd th i i gat | . -
et caces - 10 t0ihetatd SISk BAYRAR Y ANBHIRRRNERR o IR Bk,

navi gati onal setwmkass dndeastebocesed addnass dro nipesd onEhemeomdy éndtead ofdpth t o
reduce the_ stora requi red without 1osing val uable informafion about the
navi gat i oNAT SeEURREoreR ity fen B HaHtiet AcoRP AHArRSe] B a5EY i ¢ h
each navigati gQake éﬁﬁﬁ?%t@‘ﬁipres@ﬁieﬁ ak la Bt {oRertendh &k BH1d ngh% aSitetddre the

sequence was visited. | sequence has not been visite or a specified

time period i trelatonal detdbangs) thatdoins thtedndtyeaf. the Eer atavating thefaddmsemid the

sequences: Zipfs | agai n indicates that only .a snall. gropaor.tiqn of
sequences areep&ﬁ’g#éﬂl .éesfh?mﬁﬂ%ctes%qd't S’é‘b‘%’é@é_ N Tﬁluaﬁﬁg lfl?mﬁs possi bl e
to weed out thefoRauiiGptdlAStElo tRAGMLEREREcERsud & t1hs b fdeds BBqidABY of

speci fied nunber of times. In accordance with an alternate enbodi nent of

the presed® i moesssiontent lragihsmddynmaict dior syaraplganibeinstaner wevihekiusay 1be
used to captur Thﬁe i r es] Kk

addr esses. Inafg %?%g‘%ea?gg%?nen ?Sl&ﬁgglgg%qggﬁg%ﬁ%hrfgsc%éﬁggﬁgnﬁgaeﬁngﬁ\(%8{1he or der
i n whi ch net waddreasiUREsicRabiy Ewith aarde dinkingtthe entBefrom T leoh byd thefeatryrat i on
stored in the database is .the network addresses that occur within a

speci fi ed nuntfEm deblsayckhis @rrmtqfﬁjésa %?raﬁ?]@mdéjseﬁ fraesniBiagsinevabdress. The
number of net WgkyRYEEESHERidrhgdiEntBh QB8RS BAPEL Alflks B BSerks linked to in

20  order to compile information.

In accordance with the flow diagram of Figure 4, an alternate embodiment
of the present invention is diagramed that entails usage monitoring in the form of
navigational sequence capturing. Network service providers and network
beneficiaries, such as network advertisers, are interested in knowing not only what

25  network services are most frequently accessed and how much time is spent
accessing them but also the navigational sequences that include these frequently
accessed addresses. The network administrator and/or the gateway administrator,
at the bequest of the service provider or network beneficiary, may predefine or
"designate" specific network addresses for navigational sequencing monitoring.

30  The administrator will store the designated network addresses in the designated
network address database. The navigational sequence related to a designated
network address will comprise a predefined number of network addresses that were
accessed by the user immediately preceding and/or succeeding the access of the

designated network address. It should be noted that while a typical navigational
-14-



20 usual ly increases as the user accesses nore network addresses. The
nunber al so increases with the value of k. Simlar to the secondary storage
requi r enewp1@de§7rned above there are two ways to reduce thaSUQ1A983
required wi thout |osing valuable information about the nei ghborhood. Aging
t he nei ghborhood: A tinestanp . is stored with each network 25 address entry
that is part @&fquenee Well gedves dhBagla smelesuser sassipp.rfondvightionalssquanee magt time
the network a LS : - WO ' t._been .
Visited for astisal ey b Robfdorpsliph pRRIREE BRERADEE B8 eeBESRin ¢ e
nei ghbor hood. unfitr agpenidied thresHold qadditionsliyg AdesighsteZhgfvorit addresganay bendi cat es
that only a 30 small proportion of network addresses in the nei ghborhood
are responsi biPartiosmoge tangne pgvigptionak sequence; fhgefore, theaspepmpytring, del et e

the network a r: e . L1 mes
fromthe ngi ggﬁ%ﬁﬁgﬁk EEB g%eﬂ 11\?/\’16\{1%6%%(%%&%%% %@%ﬁt#@l@% Yg%‘gésrtlﬁglg t he
“previous nethod dezcr Abkthe aavipatidnel segpéndee thehdesigabtad nétwatkl addressss a part

nei ghbor hood of a desi gnated network address; it is also possible to
capture the donmain nePghbor hood of a designated donmain. The advertiser can
desi gnate the donmaians I tfae; & (wiRE, i.for.
The 5 usage nonitor rmdéllli}ﬁgleP%ogﬁﬁ%%%sﬁﬁ%gta?ﬁg%g&ér evi ;gl}ge%dgamrl{ ns
that a user has accesthcshald efivsits) that a Waiswork hédrassas part ofsses a desi gnat ed

donmi n the usage mpni tor modul e stores the previous k dompins accessed by
Che user 38 welT as 't Fe FORTSRT Ah2 RUGGHIT AV ERAmS] Saveres gt SRt
Again it is possible hewopdhdRedshea ph@ofge required by aging out domains as
well as elimnating infrequently visited 10 donai ns. Capturig(g entire

tlwm

navi gati onal damfigneasionsf thenayigatipeal geguegoa detabases typickllyinghdsd inathd a
specified |ist_of Lat rk..addresse re part aof . may be
consi dered tod 1'121}35??%%8%3%3’%@& %Sa{tjﬁ%ﬁ éﬁggﬁﬁen%e?vgr.k a|d 1{11ﬁ§r%[olt %rg%\%%}yayan

al ternati ve neihagisirstopr ovi ded for that tracks an associ ated set of network
addresses _in the 15 nei ghborhood of a designated network address, within a
large tinedut peri ot MnQymbythose elprdinapy ekill prtherarte Z0's Layestptesibipt Gfent s and
state informt]j - i : associ at ed
set of netmrwugg)gféggée@ﬁ%g%%%&.?ﬁgé Fglll geL Egg&%sn{%ﬂ:g °‘g§%’*§&?§@gor net wor k
admi ni st r at or .rediprogalneft the videndivthe fiegeencyoenatémet Eblsemm;ﬂmitladﬁﬂ‘mett of

net wor k addresses may, for exanpl e, belon o 20 c etitors, of the

desi gnat ed net%ﬁlﬁma‘}d/%ﬁdﬁg‘?r_s% lﬁfeltov%?‘ﬁs lﬁgevf.té‘?‘t“ieg%ﬁ‘ &ggg,hwlgﬁ ffeﬁuf'mﬁ’t"irér i f
prospective CW]Q@E?%r@Zi%fé’law lreuﬁgnéhig B6&d hdt eehdily D! pArGash ke dlr esses
(such as the General Mtors, Volvo, or Mercedes vve%smes), whi | e

browsi ng 20 t hrelatenshiih betvsenlthgforder @é thegfedusticnef eusnirenegdnd she freqnencwef t he
Ford website). I J l.e w vi de ility to
search the 25 Oﬁgl?/’?%%f% ?gﬁcét%s%{%g;élﬁ{g@sa@%i ‘%ﬂ%\#}JnAcqsﬁgégloﬁl esuggg? %%glg%eﬁ net wor k

addresses and sehfceReos fidgaendyetOwR donselfiefSsefhidislthat Oahalg nihBeradverti ser
with statistics of custoners visiting network addresses of associ ated

sites. As a resiverkgrdressesgeequpfsoar Bost ofehetess agtestaide-sotmh thearvagable
networ k., e YA QL BC P HH!o8y A6 AL HbAGd: skl S TREESSMmbgREN! | On_can

monitor the 30 requests Issued by a plurality of users and the responses
provi ded ¢ a imphpthat sthtislichf dateg k. meviguiokalsequenceg and tloy klles, farantph bmall a

canoni cal set of netrics that s useful for netwark service ovj der s,
network users f&ﬁ‘if“ﬁ@?\ﬁg Pﬁt"‘fﬁ’gﬁ é‘%‘fr‘éﬁsgﬁ {ee%_ %fﬂ?gﬁt&t\l\q& rﬁ%ﬂﬁlytfé‘pﬂlﬁ%@ S(S‘Pfﬁét ~and
can i nclude wabitgRGhd@dao¥ fronltbSRTHAAON IR Mis Aol e REwbESerd@TOgr aphi cs
and navi gation sequences. Based upon the robust set of -21 WO (11/8C877
providers and/or the network beneficiaries are provided the option of either
predefining the designated network addresses that will be navigational sequence
30  monitored or allowing the usage monitoring module to navigational sequence
monitor the most frequently accessed network addresses as defined by the
database.
Referring again to the flow diagram of Figure 4, the usage monitoring

module of the present invention monitors the navigational sequences of the
-15-



PCT/US(I'1 /1-t.193 data collected froma plurality of users who are
accessing a wde variety of network services and other entities over the

I nt er net ,wpha/segage noni toring nmet hod and appar at us of thep@resgniie3

i nvention can provide substantial anobunts of valuable data to network
service providers, network users, network beneficiaries and the 5 |ike.
Many nodi fi catdedigratedhaetyoderddseasesiinneenesalbs reahréimenJbshoubhbewmated hehsterso ni nd
to one skilledj [t ' LS. 1. nyenti e A V|

benef 1 ¢ of t ndOPaZNT ALYk A drd Wefidam L sB; B Hilthe P RO Habrd o
associ at ed dr awilthsreforbeughardiscukdion 81 thesdepsnoidglrst 6o deddigiry t Navigai@al i on
Is not to be limted to the 10 specjfic enbodi nents discl osed and that

modi fi cat i ons SadHeNE? Menitepbigiaseemplished apoording &eithe present in¥eni®BdYwi t hi n t he
scope of the j QU o SPRGS] -herein,
they are uged%?%ﬂggggﬁlg%%ggﬁ%& E‘SQCI’I p?;ﬁ‘ve g‘%#\isétcgéns%d%%cﬁgﬁ? é@%ﬁﬁeﬁﬁrposes
~of Iimtation.curré@t session. UFhesmanber kdpdciibl ik nufsibet &ff dtworkPAdlrddSdsl 1/ 1- 4- 41 3
1. An apparatus fqr nonitoring conmunpi cation network usage conprising: a
usage noni t or PRYFCABBANE SBERSFADE %Sl%la%tr\ﬁm%ﬁé?@r@g% P hralenean eapt ur es
al | request pagkefiss by RSIENSRrishRMaS B SibYadf cal S v chftfefennd al |
response packets transmtted froma plfurality of network services; wherein
t he usage nonidesighatgd metshorle addresses. sAttheughdbtswiesaiptian kmdisatesatheixthe sape usage

nonitoring.data thergefro and a usage noni tori dat abase_ i n, co i cation
W th Sal 0 10 agUmRGRPL BT HEAERE TR BB DELOTRE FRRAET L drdagued

moni toring dattéRAERSs, dSREEredOvdNE dndel 36 ghROMSE Bttty £19 T he data
associated with the user request packets and network response packets. 2.

The appar at us suéceetimgmebwork addiessesabdpsitedi ng a gat eway devi ce t hat

I npl ements the usag ny4or.i ng nodul .wherein the gate device i

i Sposed 15 vt hi n SHIREAE BB Bgnoritly RRAVE drRop i FABRE B o889 <o

that it recei iger RabhcE RGPS dssidral et Pbitradliidsy intthe PRIVISUsK HebRork s8Rbke

recei ves all responses from network seances. 3. The agparat us of Caima1l,
g

wher ei n t A8 uskeRssHorif e deieApinatem isamads thyf the pewopleusss et recasss@eket s to
extract net mrci%s%qglre& ﬁé%rﬁggdrte&(%nlfﬁ@ﬁ%vfgﬁgkta%e's&g then, at step 230, the current

accessed network address is then added to the navigational sequence being

constructed. If a determination is made that the network user has not accessed a
designated network address in the previous k accesses then, at step 240, the usage
20  monitoring module determines if the current accessed network address is a
designated network address by attempting to locate an entry in the designated
network address database. If the usage monitoring module determines that the
current accessed network address is a designated network address then, at step 250,
a command 1s sent to store the previous k£ network addresses accessed by the user
25  asanavigational sequence. If the usage monitoring module determines that the
current accessed network address is not a designated network address then, at step
260, the current accessed network address is added to the list of &y network
addresses for that particular user and the oldest network address in the &, list is
discarded if the k.qx list already has k& network addresses. The k. list is stored
30  because it is not known beforehand which network addresses will be accessed by
the network user and, thus, the £, list provides for a listing of preceding network
addresses if the network user accesses a designated network address and a

navigational sequence is required.

-16-



dat abase stores the network addresses. 4. The apparatus of Claim 3, wherein
the network addresses further conprise URLs (Uniform Resource Locators). 25
5. The apwar@ases7of C aim 1, wherein the usage nonitoring moouse/ifidt ers
the captured packets to extract usage nonitoring data conprising at |east
one type of data chosen fromthe group consisting of user identification,
net wor k addr esses, lpadedisionte mositampe uses pegops Wguwgamr}@t‘a@l@;r@g\gf;e

cont ent -t ype, t 0

ctring. 25 reRRhEE) s e RaE R BRI D AT b |
wherein the usaggtomsddeafistieaniingebatept id ascorianes/wightyeanthes egibedimiengodHn
captured packets so as to . nonitor a sequence of ,netvvoi',k address(?s &cessed
-by a user. S #he migeenippenten s herstrepmimg cpnichesmesither Pelive argecardRt et ihag
Verify {hat o RarS WISt 28 T AR R IR SIoN R ESRARS SupaRtE S '
"that only dat analissavattedhemdiWworkoses siabhegatewawddvicerStreaasng som¢mdised i n t he
usage nonitoring database 10 8. The, gpparatuys of Caim1l, wherein the
usage noni toritﬁ@"%gf]élﬁ yelumg gomsnt é‘bﬁ’d? \g@é’&sﬁglﬁé’éﬁ’?ﬁcg&%}égﬁt%ﬁf base t hat
temporarily StffmaliSPoldafdet silahinPlimint i pSRkY drRolcCaRRNAP 1 oM 2
requested network service. 9. The apparatus of Caim1l, wherein the usage
moni t ori ng dats@basmgi®nfant pdrdetscohpapteed attht apgemagnitodiag abadde ¢ hat

tenporarily stores user_noni.t.oring inf. ion f net wor ddr. es. t hat
have only léeer?%’éﬁ%zg’igﬂmﬂﬂ) Oghlfsp@tcgﬁt Wﬁ@&gﬁtﬁlﬁﬁ oét‘?{f’raé’(‘j‘%&‘ﬂrfﬁf ﬁ’?&“ﬁﬁ?%m

nunber of ti mMgluké. CIMRarRRAREHS 0P theGh@aMing, conlear fidkels RAlIRNIBASHE M ned
m ni rum 20 nunber of tinmes is one. 11. The apparatus of Claim1l, wherein

t he usage nonisignfieant litermatoecodcur akkvilbprapide seformatinagiegtatning totbe apernt
addr ess dat aba at__stares .n I re . 1h > [ ted
for navigati onOZﬁatag[&%?éﬁe 'eﬂg}mﬁgtﬁ%tr%g&acﬁ%ggé{ohsﬁgft ﬁ%v(glfr%\&%g?ﬂ\g\i;?g?net he

usage nonitor idﬁ@aﬂﬁ@do@nécﬁion, etc. For this constant monitoring to occur the device

15  implementing the usage monitoring module, typically a gateway device, will need

to allocate a certain amount of state in memory to keep track of the current or last-
known status of the streaming content. Additionally, the usage monitoring
module or, alternatively a post processing application, will track users currently
accessing streaming content, the site from which the streaming content is coming

20  from, the amount of data transferred during a connection and the last time a
streaming content packet was observed for a particular user/streaming content pair.
Since there is no explicit connection termination in the case of streaming content,
the usage monitoring module will need to implement a timeout to determine when
the content steaming terminated. These tracking functions can occur at the usage

25  monitoring module or the unformatted data can be sent on a per streaming packet
basis to a post processing application to determine the tracking parameters.

In yet another embodiment of the present invention, the usage monitoring
apparatus can be used to provide targeted surveys to network users. As previously
discussed an insertion server may be implemented to send targeted surveys to

30  network users based upon usage monitoring data. The surveys may be sent to the
network user unsolicited or the network user may choose to participate in the
surveys. In this regard, network users may be selected randomly and a pop-up
screen will appear at randomly selected times on their communication device. See,

for example, U.S. Patent Application Serial No. 09/541,877, entitled "Information
-17-



adapted to receive the network addresses that have been designated for
navi gati onal sequencing froma usage nonitoring client. 30 13. The
appar at uswofoi8bssrm 11, wherein the usage nonitoring nodul eciefsorassolhe
net wor k addresses that have been designated for navigational sequencing

based on the frequency that a user_accesses the network address. -24 WO
111/ 8877 PCT/AugFentirol {9psdlg Forhige ¥pgnAdieiwods Gaewpmninterfoges fidsdhApnl3.usage

ata assoct at GR0G AN Hung erR PGt She &8, bIEEschel YR8 Bobi B bRt B ke

5 15. The apparékntSin@éntichaiTie bonfelfstoTelie 'SP RSplizhiich &6 hertb@litdopforaed ber i n
communi cation with the usage nonitoring database that provides network
users with tarefsreage pnifsetierth BRIYJERB- on network user usage monitoring

data. 16. ghe appangbisyghald labfentaltshiBLARE! HARas Y Shoddy  her

10 conprises an adverti senent 1 nsertion server that provi net wor K users
"W th target ed meh@t dndsapparitis ha eldo aronitet sumrics time b natsagk us@Bubmaits ttga dat a.
17. The apparat us ﬁf Claim 5,,vvher%i n the jnsertion server further
conprises a sUCPEIKSHYEEAPgACAony gic taﬁ&tseﬁf’gx‘ﬂl%}%%OHQFilg’Fk%XéEﬁmét%“Bﬁhe

targeted 15 s %&g?@n%ﬁﬁ\‘j‘us@p sihiOoka MEGEURRIS AR i9h 9k giar&?heA

met hod for providing usage nonitoring In a conmunication networ
met hod conpri snpme, akitional kngpveledgaatioat healkset sypréferanges caarterobtdinal. fCwnana

plurality of users 20 and a pluraljty of network servi.ces at .a network
boi nt of > d0cedBetheds QaRT P RITEEAA A Fropada Y i GORPILY Qameror B LR
moni toring datifne dBfAvetk AbdrfheliBe REAG RN BBhH T ndah ik BerPqueBPdfings

moni toring database. 25 19." The nethod of C aim 18, wherein cdapturing all
dat a packets lpzpvides neaworki heneficibriesysuchpdsimetvorkypdedrtisgre pid thedika the abilyi ty of

net wor k servi ges network point of..access further. conprises capturing
211 data packdo oy HEARi Byl mrBi R EETR tthonis 1 A8) LiGRER
plurality of reiriatdncsdr Y us@Seaiches PatRWAYddTwite™ 3R trFord Mewemitos of
Claim 18, wherein filtering the captured packets to provi de usage

. | . g
noni t or i ndSdatigtwerktadeertisesfsn juse g inferaratiag te fisect ap edyesdsomank&rd t o extract

usage nonitori a l.Si t | east one type of data chosen fromthe
group consi sticr@glpgﬁhﬁglcegraw&g???%egation, net wor k addr esses, packet

ti mestanp, -25 Another form of user input which can be monitored by the usage
monitoring method and apparatus are the web forms posted by a user, such as
network service registration forms, application forms and the like. Current
20  methods do not capture information in forms that are submitted by the user on the
web.

As previously stated, the network usage monitoring apparatus and method
of the current invention provides for the capability to monitor and store a wide
spectrum of network user related information. This information includes, but is

25  not limited to, the content of the network service accessed, the demographics of the
user population (i.e. user population age, gender, geographical location, service
plan, etc.), and the duration that network services are accessed. In this regard, the
network service provider or beneficiary will be able to determine real-time
statistical properties of users accessing any particular network service at any

30  particular time. For instance, "How many women between the ages of 34 and 55
are currently accessing a specific web-site?" or "What proportion of users listening
to a particular classical music station are under 35 years of age?" This information
can then be provided to network beneficiaries, who can exploit 1his information to

benefit their core audience in an effective manner.
-18-



WO 0118G877 PCT/US(11/1-t.493 referring network address, content-type,
content |ength, response status code and user query string 21. The net hod
of C ai mwoSy/seéwerein storing the usage nonitoring data 5 par/esiifaags

noni toring dat abase, further conprises storing the usage nonitoring data in
a tenporary database prior to storing the usage nonitoring data in a
primary database. 22. A nmethod for providing usage nonitoring in a

comuni cations 10 t conprising: capturing a transmtted
data packet at a ngﬁw%ﬁﬁ?e&ﬁm futesss; determining if the transmtted
data packet is a uskie fotiowingtdistussonestectathgpphetiilly estithatetthé amngurithe
transmtted data packet in_ a first database If the 15 transmtted data
-packet is det SRR HEANQTY reghized i apergisibe Usags mapiguag mesule ipaekadance yithrhe
nmet hod of ¢ aitﬂ%aéseme lippcapturing a transmtted data packet at a
networ k point of "access further conprises capturing a transmtted data
'packet at a networ kAgahengthatiheiacerag® ngth of Bhenddesdhizd bytesGhaitha @Znbenbér ei n
storing the transmtted data packet in a first database if the transmtted
data packet i <CHEEEVSIRTHES %% tg%a‘&(’%té)& spagercap &g crlsylrad asqat a packet
further conprises storing the ¢r, )t taspacket,in a first tenporary
database if the transnitted da%"a(g%z&c%eg%%?geg)gt?e%’ﬁted"to be a 25 user
gener at ed request dEtcawpatdest stopdge rqeremenh tetn depd@idaiom? 2he fotal nhwaber of
conprising; transferrin he transm.t.ted .data packet fromthe first

dat abase 38 algsgr&}ﬁfg aﬁﬁ‘%ﬁhﬁsréet\”?rktaﬁéhlf Paarﬁ"gﬁliaf? G55 RYMY packet is mat ched
with an accessibl e 30 network :95Migde ih@pRONS ¢ *dat,a. packet . 26. The method
of Caim 25, wherein the second database conprises a tenporary database
that stores the trd®Srintermgt Servige Paewdar) studies inslicate diabat anggime only 10-

25% of the users are active. As a result, the typical storage requirement S, is only

about 25% of the worst case storage requirement Sy.

15 The length of a typical packet is usually under 100 bytes though some
URL's do extend to more than twice this length. The longer URL's typically result
from infrequent queries and as a result do not occur very frequently. Thus, for the
purpose at hand, it can be assumed that the average value of / is 100 bytes.

The typical length of a user session varies from 55 minutes for dial-up

20  customers to 95 minutes for DSL customers. And since the average time spent on
a webpage by a user is approximately 2 minutes, it is fair to estimate that the
number of network addresses visited by any user in one network session is usually
of the order of 100. This gives us an upper bound on the value of k.

Thus, if it is assumed that 128MB of RAM in the primary database is

25  dedicated to storing navigational sequences identified according to this method and
the value of £ is 100 and / is 100 bytes, the usage monitoring module will be
capable of monitoring nearest neighbors for 12,800 users. One can thus conclude
that this method scales well in terms of the amount of state required, i.¢., the
number of preceding and succeeding network addresses that are maintained, and

30 the main memory requirements.

Secondary Storage Requirements
The number of navigational sequences stored in the primary database will
_ typically increase with time as the users visit more of the designated network

addresses through different navigational sequences. The number also increases
-19-



WO (11/81 877 PCT/USULl/ 1~. 193 network service response data packet if a
determ nation is nmade that the user has not exceeded a predeterm ned nunber
of networwosgmus;ce address accesses 27. The met hod of O aipuiZésoimipesei n t he
second dat abase conprises a primary database that stores the transmtted
data packet and the matched network service response data packet if a
det er m nat i on With thgaeluetpdk asiae payégational seemsercdienselyesiacemgilonggr.-nunber  of

net wor k servi d : . P rther
conpri si ng: 181%5% ere(r?nélﬁi“ﬂaégﬁ(??et%%‘éeﬁl?as}log tr?@%peﬁ?gﬂ%uagé e@%%%agfééc;s a session
flow limt so iafrheticwibcun thesivigagendfsequracdsi r st transmtted data packet in
the first database. 29. A nethod for providing usage nonitoring.in a
comuni cations 15 et #6f1g, ¢ fegusitatod ERAPIMBIhYOredaptiurachgayetionibni t t ed
data packets at the neg rehceporlﬂ%(tiﬂ{est@ﬁlEQﬁéicatEpﬁletl%@ﬂﬁfé‘thé sdudiledvpacket

bei ng determ ned to be network serviCce generated response packet;
-verifying user networ kisited.eHshdsdqueycedfas nhebessousited tfoemsrecificd dintateaiod0
packet; matching the transm.tted dat cket with a user generated request
data packet; and stor rgy i Qd’é‘tﬂ%ﬂﬁstdﬁa]ref%g information fromthe matched
transm tted data packey, il \ioriy ORnegmee: ERNeRly HAlRiRBRAICE th B a

dat abase. 25 30. The nethod o aim?29, wherein capturing a transmtted
dat a packet at a net wsmkll popurtiod ofbeqessed aretréspongibledor mest of dlpt accesses. a
transmtt dat a pack at .a ne r k te devi ce. .30 31. The nethod of
3 aim 29, Wher er nver s fid RESTA fo At s iovigptisal Shuichpenibihons ed_dat a
packet further conpri sgstednaskiang dpbefisd aimbecsidingf the transmtted data

packet to verify user network accessibility. -27 WO 01/ 86877
PCTIUSOL/ 1. 1-t 93

In accordance with an alternate embodiment of the present invention, the
usage monitoring apparatus and method may be used to capture and store the

15  neighborhood of designated network addresses. In this embodiment, there is no
significance given to the order in which network addresses are accessed by the
user. The only information stored in the database is the network addresses that
occur within a specified number of pages (or time) of the designated network
address. The number of network addresses in the neighborhood defined as £,

20  usually increases as the user accesses more network addresses. The number also
increases with the value of k. Similar to the secondary storage requirements
defined above there are two ways to reduce the storage required without losing
valuable information about the neighborhood.

®  Aging the neighborhood: A timestamp is stored with each network
25 address entry that is part of the neighborhood. This timestamp indicates
the last time the network address was visited. If the network service
has not been visited for a specified time period it is timed out and is
deleted from the neighborhood.
= Eliminate infrequent neighbors: Zipf's law again indicates that only a
30 small proportion of network addresses in the neighborhood are
responsible for a majority of accesses. Thus it 1s possible to delete the
network addresses that are visited below a specified number of times

from the neighborhood.
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32. The nethod of C aim 29, wherein storing usage nonitoring information
fromthe matched transmtted data packet and user generated request data
packet i nyg dgkgbase further conprises storing usage noni tgyigghhfo@r mati on
fromthe matched transmtted date packet and user generated data packet in
a 5 tenporary database if a determ nation is nade that the user has not
exceeded a predet erfustasdhe prayequs sfethet dasembos erwatle capreths ngboekses. 33.

The net hod of aim 29 rei;n.staorin sage .moni t ori ng.,i hf or.opt.ion from
(he ot ched 1 AR ERie Ao 3 A aph et REP SRR b R BB o0, o
packet in a d%@ﬁ@@&efdéiﬂdih@ﬁeigmm)c&ﬁ@fa%d@fghﬁ@d'd%ﬁﬁﬁl.”B{Hatd%ttia& dafif or mat i on
fromthe matched transmtted date packet and user generated data packet in
.a primry dat #isaigeatethederaeiap Hahitvasks the usagd snaniter madalefeanomigs Bhceeded a
predet erm ned d?&lkégé%%nﬂ& SN2 "tﬁ%ﬁ%%ﬁ(ét t?ﬁ:kaoqgﬂeﬁﬁr%vfaﬁgﬁﬁ8ﬁ§ints 0t 3tiserhalEt hOd
for navi gati onal®sequence usage nonitoring im a conmunicati ons network, the
met hod conpri sicogssedigtsingnihé. NG hee touskr adedsess dssigeted dondn fdeisggd | onal
sequenci ng; capturing,. at a network pojnt of access, a user trapsm tted
data packet 2SRRI RTINS F1Ared CHRRIRBIORS & Homas acesgsedRydhaPHfr A ekl Hhe

net wor k addr esgj 895G WMt Ptddead it {3 ble! packet

I s a designated net r%&g%grésst; gﬁe storlEng g&%g{nédeter%b%égg%%%g}e of

net wor k addr esseragd tegtired by aging osedompaioxaswtle at éiemihating imditegdemigtvasitekd
address as .a ngvi gational sequence if a determ nation is made that network
address as@oci %ith the captured user 25 transnitted data packet is a
desi gnated networ k Egflies enti®nayipsidthl eflafles 6 #hithife cMELBIRAIAL Ng 2
pr edet er m ned nunbecrqggf ne%r\l/\orl?aalgd;ess%g %r%a% are acceesse aprofﬁn&te t he
desi gnat ed netaddrdss auitia eperified kst nfeisgeinicd natwak gddmsses frerpanicrf, manbe i ses
storing a pred(?t e.rdm' gzd ntunber gf 30 ngtv\m[k addreﬁses t hat af. & e%ccessed
subsequent to HIIEEHLAQSIGFaeE RRd GRmPYRHQTLIMNSIG, I g FReawl, an alterative

navi gational seemedeSprostled ThahimtdiRelamiss6diaiedsstbs noesrR ialdiBtses intlle a
predet er mi ned nunber of network addresses that are accessed proximte the

desi gnat ed Snetwghborineded s depignatedynetvprl gdgggss, within a large timeout period T
(this is to ensure that the storage requirements and state information are reasonable

and implementable) and with the associated set of network addresses being
typically defined by the gateway or network administrator. In a network advertiser
scenario this associated set of network addresses may, for example, belong to

20  competitors of the designated network address. The network advertiser may wish
to monitor if prospective customers are visiting a specified list of associated
addresses (such as the General Motors, Volvo, BMW or Mercedes websites), while
browsing in the neighborhood of a designated network address (such as the Ford
website). The usage monitoring module will provide the capability to search the

25  navigational sequences, which include the designated network addresses and the
associated network addresses and provide the advertiser with statistics of
customers visiting network addresses of associated sites.

As aresult of its position at the edge of the communication network, the

usage monitoring module according to the present invention can monitor the

30  requests issued by a plurality of users and the responses provided by a number of
different network services in order to collect a canonical set of metrics that is
useful for network service providers, network users and network beneficiaries.
This data can be quite robust and can include web and native streaming content as

well as user demographics and navigation sequences. Based upon the robust set of
21-



PCTI U SO1 /1.1-t93 as a navigational sequence further conprises storing a
predet er m ned nunber of network addresses that are accessed prior to the
access ofwbheg/seersi gnat ed network address as a navi gati onalpEegagne®s 5 37.
The nethod of C aim 34, wherein storing a predeterm ned nunber of network
addresses that are_accessed proxi mate the desi gnated netwrk address as a
navi gati onal Sa@gseHeded fiephepluraity Pl dssss who prefgcessgaduide vanif¥ @ nunber  of

net wor k addre " L PRLAY f pgpat ed
et vor k addr oogrirk Savichh EnfGREPARNCELL At By, BROREE. Sonk I oRNOT 52
wher ei n st ori agd apgradebEitheipaesdntinvdigionehn pedvade dobaiddiia saemntshdtvalmable
accessed proximate the desi gnated network address as a navi gational

- sequence f urt 19ate te BRYOrE SETVIGedY P HECTS, NSrweIk USETS PRIWORhARshCiaTes - 187 K
addresses that;gre accessed subsequent to and prior to the access of the 15
desi gnat ed network address as a navi gational sequence. 39. The nethod of
Claim34, further Mamprmsdifigaticistand wiher ampbbflinidnés ofdbe invieatiorseiil cdneetouser

transmtted dat.a_ packet, . . accessed, a, desi.ghat.ed networ k .address jn_.a
br edt er m ned HIAGEP O EL BEST SOvHERBF KPS 2 HEs LA aE e BREFth 941 ng
the network a%@:?&iﬁé%ééﬂf‘edqﬁ%e fofARIP &&&%tﬂﬁ%%@ﬂ@%&o&&e@d@@ﬂg@?“ onal

sequencing list if a determnation is nmade that the user has accessed a
desi gnat ed addihesdorienit it henwdenstoodithas dhenimwbiironaf npt te\bedimitadgbwor k addr ess

PR T M R
wher ei n desi gRgkhdeal t0 e W IKdROMRE $IRSscdPe bEMRIapp&EicAMIBAL AGB@lghsequenci ng
i s based upon determ ning the nost frequently accessed network addresses.
-29 WD 01/ 8EBFifipETMESfa apployeddiogeinothey ake tped Hoel geriencland detiptivher ei n
designating n r LLEPg - | gati onal sequencing is based
upon net wor k gé#r%é)sgg@%@ﬁi%ﬁ%%?e@%ﬁ%ﬁ#'ned nunber of tines. 5 43. The
met hod of C aim 34, wherein designating network addresses
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requiring navigational sequencing is based upon usage nonitoring client

sel ected network addresses. -30

. A{ 9. AL. Aylon1As®7Ah | . AhL. Ah Y. AA Y. A E. A{ Y. A{L. A{LI . AU ZpA&n1Alkd;. ASE. A
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0. The apparatus of Claim 1, wherein the usage monitoring database
15  further comprises a temporary database that temporarily stores user monitoring
information for network addresses that have only been accessed by a user no more

than a predetermined minimum number of times.

10.  The apparatus of Claim 9, wherein the predetermined minimum

20  number of times 15 one.

11.  The apparatus of Claim 1, wherein the usage monitoring database
further comprises a designated network address database that stores network

addresses that have been designated for navigational sequencing.

25
12.  The apparatus of Claim 11, wherein the usage monitoring module is
adapted to receive the network addresses that have been designated for
navigational sequencing from a usage monitoring client.
30 13.  The apparatus of Claim 11, wherein the usage monitoring module

defines the network addresses that have been designated for navigational

sequencing based on the frequency that a user accesses the network address.
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capturing all data packets being transmitted from a plurality of users

20  and a plurality of network services at a network point of access;
filtering the captured packets to provide for usage monitoring data;
and

storing the usage monitoring data in a usage monitoring database.

25 19.  The method of Claim 18, wherein capturing all data packets being
transmitted from a plurality of users and a plurality of network services at a
network point of access further comprises capturing all data packets being
transmitted from a plurality of users and a plurality of network services at a
gateway device.

30

20.  The method of Claim 18, wherein filtering the captured packets to
provide usage monitoring data further comprises filtering the captured packets to
extract usage monitoring data comprising at least one type of data chosen from the

group consisting of user identification, network addresses, packet timestamp,
25-
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10 network, the method comprising:
capturing a transmitted data packet at a network point of access;
determining if the transmitted data packet is a user generated
request data packet; and
storing the transmitted data packet in a first database if the

15  transmitted data packet is determined to be a user generated request data packet.

23.  The method of Claim 22, wherein capturing a transmitted data
packet at a network point of access further comprises capturing a transmitted data
packet at a network gateway device.

20

24, The method of Claim 22, wherein storing the transmitted data
packet in a first database if the transmitted data packet is determined to be a user
generated request data packet further comprises storing the transmitted data packet
in a first temporary database if the transmitted data packet is determined to be a

25  user generated request data packet.

25. The method of Claim 22, further comprising:
transferring the transmitted data packet from the first database to a
second database if the transmitted data packet is matched with an accessible

30  network service response data packet.

26.  The method of Claim 25, wherein the second database comprises a

temporary database that stores the transmitted data packet and the matched

26~
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29. A method for providing usage monitoring in a communications
15  network, the method comprising:
capturing a transmitted data packet at the network point of access,
the transmitted data packet being determined to be a network service generated
response packet;
verifying user network accessibility of the second transmitted data
20 packet;
matching the transmitted data packet with a user generated request
data packet; and
storing usage monitoring information from the matched transmitted

data packet and user generated request data packet in a database.

25
30.  The method of Claim 29, wherein capturing a transmitted data
packet at a network point of access further comprises capturing a transmitted data
packet at a network gateway device.
30 31.  The method of Claim 29, wherein verifying network accessibility of

the transmitted data packet further comprises checking the status code of the

transmitted data packet to verify user network accessibility.
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15 34, A method for navigational sequence usage monitoring in a
communications network, the method comprising:
designating network addresses requiring navigational sequencing;
capturing, at a network point of access, a user transmitted data
packet associated with a network address;
20 determining if the network address associated with the captured user
transmitted data packet is a designated network address; and
storing a predetermined number of network addresses that are
accessed proximate the designated network address as a navigational sequence if a
determination is made that network address associated with the captured user

25 transmitted data packet is a designated network address.

35.  The method of Claim 34, wherein storing a predetermined number
of network addresses that are accessed proximate the designated network address
as a navigational sequence further comprises storing a predetermined number of

30  network addresses that are accessed subsequent to the access of the designated

network address as a navigational sequence.

36.  The method of Claim 34, wherein storing a predetermined number

of network addresses that are accessed proximate the designated network address
28-
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39.  The method of Claim 34, further comprising:
determining if the user that sent the user transmitted data packet has
accessed a designated network address in a predetermined number of previous
20  network address accesses; and
adding the network address from the user transmitted data packet to
a navigational sequencing list if a determination is made that the user has accessed
a designated address in the predetermined number of previous network address
accesses.
25
40.  The method of Claim 34, further comprising storing the designated

network address in a database.
41.  The method of Claim 34, wherein designating network addresses

30  requiring navigational sequencing is based upon determining the most frequently

accessed network addresses.
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5 43,  The method of Claim 34, wherein designating network addresses
requiring navigational sequencing is based upon usage monitoring client selected

network addresses.
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