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COMVUNI CATI ONS PROTOCOLS | N A PROTECTI VE RELAY BACKGROUND OF THE | NVENTI ON

The present invention generally relates to digitﬂmwmmmmmmmmmﬁ rel ays and
protective control of electrical power distributi Mor e
particularly, the present invention relates to digitalsgkotective relays
havi ng co nlcatlons capabilities. Intelligent protectlve relays are known

whi ch i ncor'pol%f&a di YB&itive control
of power distribution mﬁﬁ%&w&ﬁ%%oﬁf’g&& protective rel ays

t hat have communi cations capabilities. However, the conmunications
capabilities are typically reMiPR@WCTWrﬁRFé@Y and ni ght include, for
exanpl e, an application layer protocol such as Mdodbus RTU or ASCII for 10
conmmruni cation over a Universal Asynchronous Receiver Transmtter (LJART)
data |ink | a§ACKGRONVNENORBHBINVESPEIN or ot her fiber optic physical |ayer
interface. Typical digital protective relays having a comruni cations

capabi l ity suppor, Wt iV GHPERhd SR 1R loAWRE prREIE YR dn@NS Prot ocol , even
where the rel ay |n%€£4c?esl rrultl er gém‘rusnl c%ag?l gns portsé‘SI fS u. S. Patent

S, 680, 324 di @eqe@yegonaowﬁ#atﬁpféatwm@trﬁ’ﬂWéx%ms Mare artiseialy-chepower

subst at i ons. prddaft iRTBARLIEES fo AR IPr SRS RIayd HAGhY RSN @tagBCL I ONi C networ k
systemw th sevent een individual comrunications ports, four quadrature UART
devi ces, eackP®tighi ch serves four of the ports, and a nicroprocessor which
processes and control the flow of data under the control of stored control
progr an®, comrandtédigeserotestiys relays ere knonwrawldch ingirorateRedigitab, neters) or ot her
intel | i gent rﬁicﬁ;ﬁ;o'ééggurq’or%%tﬁr?gspra@&xvg%ﬂgl%tfsgnetr B Bon QfuudiC 1RO LS, and
renote termnal units) l'ocal conputers, or a nobdem are’ connected to naster
ports. The c%ﬁﬁ?ﬂhdwltpldﬁotfﬂ*ld@:@%bﬁhaﬂlaze emawpiadiiony qapabilities dhaveMércat i ng wit h

the various ROEImmlRYhGES c&ﬂ%xﬁﬁ&'&:&?pn&ﬁﬂéiatﬁ@frﬂ?dﬁécﬁ%d'nﬂ@htfx&[ﬁ@tfor The
processor is capable of supporting sinultaneo comunication with 25

mul tiple de\ﬁxé@%le’éﬁdpﬁﬁ‘%‘r%‘ layiRfgfoe such ﬁ%Mafibaﬁ%E‘éa? ASGl forcentral i zed
cgrmum wat i pdammumlzﬁhoﬁldhéf amw?erﬁﬁﬂdgﬁ&}on%ﬁ Keiles g&aﬁﬁ&at(ammﬂdagh st ncr:]t fg gzn
the protective.re ot evi ces rdi ng the

pat ent does lﬁ‘gtlayfb‘ﬁ’i\/}bmo({?“%ﬁéi% ef: tfeir ‘é’p YSirAer 'c“fcééc &W‘Ff’é rel ays or
ot her port d&gtatmmt‘l&mélayshhmg mhﬁﬂm&attoh&apihlllty ttyp@foxmydtegl tal protective
relay, and t Vi getive f power

di stributi on?’gﬁca 19)% c%mmuxﬁc[agp sg) S(gcs%! r‘ge 9/518% ren‘p?'rlmﬁ‘?cg% {‘119 tlElgn’rmnl cations
capabi liti escomﬁnumcglonaboﬂpr otective relays. Mre particularly, it wuld be
desirable for a protective relay to support multiple comunications

prot ocolss and rmUts' Pht€ntCHIVBIY G@lds@NiTonBluNBikndPrétedsbieidr eldctricwoul d al so be
desirabl e for gg otective relay to conmmuni.cate concurrentl%lfover di fferent

types of corPRYS; PaiUgRS TherapPrtcatgns arocsson Ralydes g o & ea net wor ks
(LANs)) wi desyaéxeaqmeémmeéﬁSn((ivimn\lso)xnmlmMndnhﬁodsnm)afqnedratanamm comuni cat e

sequentially,in di roto over t ations port. It
woul d f urt helFVE GRLP rqﬂ?tpsefv(%sr ° °§élfe§ g 8" Wrﬁceé?or WBF BOFBif of the
prot ocol s armiﬂoqsntxoumﬂmoﬁdatmﬂerphtecmnthesfstd{mnrqjlpmgamowmmami ays do not

SUFT i BNt Y, AR 5% 0hESE10BECRSaysBRIEE SHMARY: Q5 JEoLOWENT] ON

are connected to some of the ports, and remote terminal units, local computers, or a

modem are connected to master ports. The communication processor has a capability
of communicating with the various port devices through an ASCII communication
format. The processor is capable of supporting simultaneous communication with

25 multiple devices and users. However, the processor is a centralized communication

O
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The present invention overcones the problens described above, and3&ckLe\29§2
addi ti onal advantages, by providing for a protective relay which includes
connections for operatively coupling the relay to an el ectrical

di stribution system at |east one conmunications port for conmuni cating
relay informati on over a conmunications network and processing circuitry
for nonitoring the electrical distributionsystemvia the connections, where
the processing circuity provides protective control for the electrical
distribution system generates relay information to be comruni cated over

t he communi cati ons .net wor k nd Vi a .c ications capability adapted
to suppor c‘gccplv{gwcil‘ffe‘?a%tf %P@%Pﬁ%ﬁé“ﬁ“%&%@% ,a?‘ﬁéncg?fgﬁuni cations
capabi | i t pohdevigesf Wctdidinglgaaptiedpiiant dedsant foved on thecdtunichtonse! ay
information i R2ne (Bfm%}e |]p| ur al ié%:’. of comuni cation protocols. In a
further a itics pfehe rrlavs of oher Borb9YEES & nethod far communi cating
information froma protective relay to a renote device over a

comuni cat i ons Todtrter &nhasostienitiityrnud atdipital [otegtive aélay emko piokidg nogd ay

informatiqgn in.,the protectiv | a LN rocessin jrcujty to identify
and di st | RoTPEReEe ity eonfof abaever R Hon pyplenp it By be desraple

aijt omlaU cad ;nyprsed (ﬁeb?tﬂ@u:ﬂ&afibﬁh&:apﬁiﬁﬁ@&dmpﬂ%Jr?hﬁ%’M&% | east one of ah
plurality of. uses .se able co ni catio rotocols fqr comunicating the
relay inf 6’?‘??&?‘%@% ‘gv%‘ﬁgi‘%‘gesMR’SW‘bW§aF£ww“éf{l“ﬁﬁe relay selectively
for mat t i n@otniiinfcaticti piotdcals iR nGKipR ¢6RindhiBdichd n@RerilofldieitMoufqal i ty of

user sel edabl corrlgﬁgi cation protocols; and transmtting the relay

i nf or mat i jdgs for2 Bfetive it Popiicate coppyreenflyoxerdifferentt ect i ve rel ay,

over the apyesontdiithinifioaichRils, ubh hi\RellBRmICE SO (PAR), | N anot her
aspect , the, I nventi on EI’ ovides a pr otective rel ay, conprising connecti1 ons

di sposed 9%t AE2 Betwere ( NANS).and the interaet agd ipcommmicatls seqscutially inhe rel ay to be
oper at i veldyffGefpetbts dver Bllsaile@6thmbfitdtiont Sdrl. iIPWhbul® Purh¥Ye @GRl | €ast one

comuni cattj on eEpg(H connectable to a digital conmunication network, the
comuni catPohraastislior eshslsstionof thegroteqoliand/ar epmminicsons pefileshe di gi t al

COMTUNI Catiuwhn f6lediive felayl 6 GO BnGy 4daktsd th¥seGRBdsal ned within the
protective relay) the processing circuitry being progranmed to nonitor and

provi de pré)éﬁ%t' ctrical distribution systemvia the
connecti ons, O§Wé9moq@§§ﬁéﬁf ormation, to support a plurality of °
‘communi cation protocols, and to selectively format the relay information in
one of the pl urfkeipregentinverdivmomiraates the ppoblansalebaibed sboy tndanittdesr aspect, the
i nvention i t%&l d far co i | i [ ion froma protective
relay to aﬁidfe&rég%gﬁ‘é%w cégjggrg‘rd&é‘g gocgwgr%c%g‘% éleg%s?\l' llléléehtqn\/\?oi r!tlgs,co Fsi ng the
steps of : fgepparativielyponpming sheirelfiyoto ma tlectrical didribationaystah, olast are nore par aneters
of an el ecﬁ]iﬁ . o i Qut i netaor ' i he .orotective rel ay;
automatically @é géﬁ‘{r?gt}%tco%ﬁlgm rer 37&36& ~9[ﬁ%tg°g1t% qgr#e&@fuhlélcfugﬁ urality of

user - sel eciciidd, dpmeassgcirainpoononititag theclecwicahdistrbationsgstedneiar el ay

i nformati r gg\"&f icatkon.n . . el ectively
formatti ngﬂ%%&r e °§§f"|ﬁ‘n orér:da ?ﬁr&%&‘%‘gﬁﬁfﬁg‘@o@%‘%gﬁ‘&p‘?ﬂ?‘& ity of

comuni cat ¢lentdcab distiboidnssystemgetaraiesaaiay tufngratiducto be baymunivhied owetr i on over at

| east one of a plurality of communication ports-connected (o the
communi c3t¢ sermnications feteorkoAML RREad iaoﬁ"'wg't"\“ﬁijﬁnscﬁ?f’a%@waa‘{aﬁﬁ? Ran, the
i ntemet) suppat belurakly of bdmintsatlioiskprotbbels, dbencomimuaications cgrabilitpdeing can - be
sei ect ed u)éi&é[r{haedaé{gcf to seﬁe%gveﬁ I&F}gt [hglrngY MmN T DL 8t e 'dftalitdd ofi' fferent
pr o nmu

conmmuni cat| ONs_ pr 0t 0cOl'S S| aneousl y over separate communi cation ports)
and seri aFPPUBEtigns PRIt mmuni cati ons port. 2a 30 JULY 2002 WO

00/ 4%_2?_2t|8@d1k11§99h%6&€ Jul7e iﬁ\)éngﬁrﬁﬁwid’esi d\fxé@a&ion ?grh«h&nmm&hﬁﬁbh (T .
capabilities, of rel ay, resent invention can provide greatly

i npr oved % PEEtYs (Fiayctﬁr‘i’téfgg\"geo‘?e"@? oLer ? ﬁgﬂ‘mwgﬁl?“sdf@wrg‘bﬁ’ﬂpgﬂ"gg Stens. BRI EF
DESCRI PT| €4RpsCHt gameptimratay iesnatinein teaseertivg mios Yeingpopiingiduity &t ur es and
advant agerlestiynaddedistiglicheQRen HRIfGmat FpIsIf diceteyeitsyl dateaditewplitaliie f ol | owi ng
Detai | ed [¥s6td fdeCN i N conjunction with the acconpanying draw ngs, in
which |ike reterence nunerals designate |ike elenments, and in which: FIG 1
is a diagram show ng the comuni cati-@ns protocols supported in some known

i ndustrial comunications systens; 10 FIG 2 is a diagram show ng the
comuni cations protocols supported by sone




known Profibus-based comunications systens; FIG 3 is a di agram $hdWkh@oo2
t he communi cati ons protocols supported by sone known Ethernet-based

comuni cations systens; FIG 4 is a diagramshow ng the present invention's
support of seven layers of 15 communications protocols; FIG 5 is a block
di agram of a relay according to one enbodi nent of the present invention

whi ch supports the conmunications profile of FIG ~lI; FIG 6 is a diagram
showi ng an exenpl ary breakdown of conmunication classes and subcl asses; 20
FIG 7 is a diagram show ng an exenplary protocol layering in a relay; FIG
8 is a diagram showing a top-level data flowin and out of the

conmuNi CgétaP ratSieasty sherafod plality edfaysestselepi@bles communication grolosoly fget ai | ed

di agram of the.internal . pr i 0O idnB Enet Q 5. -3
30 JuLY S6B9S? ng‘c?zﬁ??gp%ﬂaéf)d&/ 8‘%3?@9 %‘E@WE@%@ 3 “?éﬁﬁ,a &It ﬁga E
| N\VENTI OeRetivelyr fangattingitieoretayanformation gespuling) tosang of e gt R U8R ons
profile Qhekapined kb (wah&&hﬂ\m&ncjl}t&t ey inferadionnvia Soe lor kgogmo
systens support an_application |ayer. protocol, . .0, a
dat a | i niNSeSEBEBINcatans Pogs "ﬁﬂﬁeﬂ%{m"% ﬁe?‘i}'s 8%6%‘*%%@%@%”%%% "’éf?d no

parity DbithsyserdR@cedplpystosl | ayer protocol, such as RS232, RS485, or fi ber
optic comuni cations. As shown in FIG 1, the remaining | ayers of the |ISO
7-1ayer OSI nodel for generic comruni cations systens éﬂpr_esent ation |ayer,

sessi on |tayarother raspespotie invepion pravidee ik Pioterle) felive cABPIT eRedioBr
| P! eMeNtihdsBd GAANE Protdciiadidy, the G&tRINS Allowding Hyestobiyrio hgg-gﬁz&relﬁ s a
i agram show ng the conmuni cali gn rofile .

conmuni c&angaged ot é‘?ne'elfm‘??lf{z?é"\glh‘l’ﬁ%@sﬁyﬁtﬁﬁ"wagplg%tsaﬁ% appl |'calft%| o ayer
prot ocol ddnnbdtabteoren af digitds eom@Rnicatiodatngtworlfk theayeemmpinepticio| nefitk which s
achi eved by a chi ' RNt RRmdRRatsisaddidtk; @B&sdinghysi cal
| ayer pro?%‘%‘g?mféﬁggagﬁ'ﬁﬁ&@ragﬂ g\lrjésr tg stéem al so. supports .t he@LLI g?ot ocol
(for pr esermuiltyi contained withis sheprolegierrely. fae BRECSFRE R RregranEgd
transpor t gamdnit MM frotidd Protdctivd Bentil & Groblectticnt kistibui@nsystem vinche Et her net
(i.e., according to the | EFE 802.3 stand ' ' ; S
shown in gqnEeckpo Sqﬁﬁ’@eﬂF‘B{%E&‘e‘é{’ Waﬁ&(h' S(Ejg&sp "g_ﬁ@;gg'faﬁtgg ?@ﬁmﬁlﬁ%{rgﬁgrot ocol
such as MpausisorandNP sictively tamat thentelay aiplormaioptiBcesie alcthsrelvmaly 1% t he | EEE
802. 2 stag?gg, . %%hc s CSMW CD), and a physical |ayer 20 protocol
according to tqwé&f KE,P OSS.SS standard (al so known as | OBaseT/5/2/FL). The
transport and network layers are supported by the TCPIIP or UDP protocols,
and the presaniraticpaspatt t5e aweation| paydites aamethnd forj eepinumisatioadinfrmatiequi red i n
an Ether mtertt::mbz‘z\fjl %reo ediVe Pe?ar)'? to a remote device over a communications network, comprising

the steps of: generating relay information indicative of one or mare parameters of an

electrical distrdbution network agsooiated with the protective relay; automatically selecting

at the relay at feast one of a plurality of user-selectable communication protocols for

communicating the relay information over the cowmnications networkjat the relay
selectively formatting the relay information acconding to one of a plurality of
communications protocols; and transmitting the relay information over at least one of a
plurality of communication ports connected to the communications network.

The communication network can be a LAN, WAN, the Internet, or ather suitable network.
The communications protacols can-be selected by the user, and-the relay can
communicate using different communications protocols simultaneously over separate
communication ports, and serially over a single communications port.
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It wll be appreciated that none of the exanples shown in FIGS. 1- §05‘Uﬁﬁo?902
25 separate comruni cations formats in all |ayers of the Industrial

St andards Organi zation (1SO open systens interconnect (OSI) 7-1ayer

network nodel. Referring nowto FIG 4, the protocol stack of a relay
according to an enbodi nent of the present invention is shown. The protocol
stack incl YRWA48R2 application |ayer format MVS, a presBERENVGHT| ayer for mat
RFC1006- Present ation) a.session |ayer .-4 30, JULY 200 001 48282

PCT US00) 03417 £ AP Rtet B3 ae e Siinicaons RKLIt ¢ B gey e BRAEL Tha, a

net wor k | ay einvémionedn peiviig grestig atpmovted protdcayeaontfad pfi@éctriceflow802. 2) and a

physi cal |ayer. format | EEE 802. 3. By supporting all seven | ayer of the

| SO Csl node?l,smsoﬁneon%srtﬁ’r'%hi cations potential of each individual protective
relay, and the protective control functions of the networked relays, are
greatly enha ' DESGRIPFIONORSWERRAVBIGS, 2 bl ock di agram of an exenpl ary
relay suitable for conmmunicating over any one or nore of the protocols of
FIG 4 is shown. THa@resenk myention amiGtsifebtigesaad nivaitagensanba vhdrtstapderost | vel y
coupling.the rel 0 _an electrical, di.sfribution system1 The relay 10
further 1ncl ﬁ%fré"s}g%lﬁéyﬁe?é}%irhg?oté%%rﬂegag %%eﬁ'gnpl nlﬁbcf)%{’ém 80 FEB B o rmuni cat i ng
rel ay i nfor matcompanyiag drawings,nn wbick kengfereacetnuamedisvedigragpdikpelements, er s, or ot her
power systemaﬁlﬁh%ic&ver a comuni cations network 18. Wile the

comuni cations network 18 is preferably a peer-to-peer communications
network) it will be appreciated that other suitable comunications networks
can be used. The H€| ki 2 fperamyshening the compuucationsipeqtengls SuRPeER in 5aG\hi ch i s

sui tably progremmaistialcohmuiRatiohsys®@s;var i ous paraneters derived fromthe
electrical distribution systemvia the connections 12, for providing

protectijye contr . 1cal di 3 [ ( ., to
operatelg circui '?J Iﬁ%‘éégg‘g‘glﬁ‘%ﬁ%‘?‘? grﬁlﬁc%@r%&%p ﬁrgasrp?%?%t%éﬁ%éeﬂgég?gn), and for
gener ati ng akubwndireftbus-based eomimupicadng systemison t o be conmuni cated over the
conmmruni cations network 18. The mcroprocessor formats the relay information
in 20 any one of RiGe3 Bhdiagta!sfiowihg e EbfkRAItELibRPrasRis@isPofted WaBHEf i €d in
FIG 4. The mcr rocegso is further suitably progranmed to provide
concurrent cg;‘ﬁﬂi‘(rﬁﬂbeﬂef' 376d PIRRCAUSSYSESYi f f er ent communi cati on channel s;
that is, the mcroprocessor 20 can: 1 ) format data for transm ssion over a
si ngl e communi catFlgn ipediagiam shewing hie ereseat mvintenasupporhwfisetendayers g€l ect abl e by
the usen; 2) cg&ﬁﬁhéﬁgoﬂ?;@ocgger a 25 single comunications port in nmultiple
data formats by 1dentifying and distinguishing between the format types of

t he received data; _.and mt or receive.data over nmultiple

comuni cat i ons pgjtli:"sg1 @F&F{Y??%ﬁggﬂé?r anaf“l‘f@"@é?rﬁ“eoer’“%ﬁﬁf"te?t&fg‘edata formats.
An addi t i onalpresaviandnedgewltith supporp tiesseminuhivationd profile p&FIGCHI eved by t he

m croprocessor 20's support of the TCP/IP protocol. As this well-known
protocol is 30 usgg Q% dFa-ngg%lex@Mgmé&eﬂﬁla&fbréiﬁ&o%%‘f@Jnuh&}ﬁcali&I ernet, the

support of the TCP/IP protf
classes and subclasses;

20 FIG. 7 is a diagram showing an exemplary protocol layering in a relay;

FIG. 8 is a diagram showing a top-level data flow in and out of the

communication subsystem of the relay of FIG. 5; and

FIG. 9 is a detailed diagram of the internal processing components of the relay
of FIG. 5.
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30 JULY 2002 WO 00l 48282 PCT/ | TS00/ 03417 in each relay allows any P@l&gY 2002
associated with the power distribution systemto be accessed from any

devi ce capabl e of Internet conmunication. As a result, power system data
can be collected renotely fromany or all of the protective rel ays
associated wth the power distribution system Further, the settings and
operation ovoewsszrel ay can be adjusted renptely from agpudipitaminet

conmuni cati on devi ce. That IS%\I t he conmuni cation network 18 in FIG 5

i ncl udes t he PERAILERDESCRIPHONSYSEE DVENGIONr k integrity, a security
firewall (e.g., password-protected authentication schene) many of which are
wel | - known} can bRefeﬂ‘IthBﬁltﬁHG 1,1 pkdistol stdcR¥r BfARShs profilRio€ ki

unaut hori zed .cha to the rela tin nd o ratlon 10 The ports 16
of “Lhe r el ay BFeRAGertaon ety et SriarE REeEs R o support

di fferent comwMaﬁatlnmprompﬁltsnemiss\docmmm m]ddﬁtb!dﬁltlﬁraﬂocdl,ay&rasl nt er f aces,
such as Ether de oncur.r ent e processor 20
manages Ehe c@%ﬁ% ‘7}3 htuse%'bles ebnt éarﬁ%gus; gap}sz?l r|pzn£to d?he vari ous
transport nemhetmsmwﬁsﬂmenﬁeﬂ(pecgommmmmagslawmsmEMeﬂ,,ﬁ\él'CP socket) so
that they car}e,nsmi,glayérsahﬁéﬂlses; ﬂ?&@ﬁ?ﬁhd&%%&n@é&nﬂﬂnﬁ%&?&%&ﬁf onous seri al
protocols to operate over Ethene ccording to one exa conceptual ly
shown in FI G@GSCUW@PIHVY%GH%WMW&‘E {ransporidayer, petwpﬂﬁimﬁemrearealyteﬁgr subcl asses

of two base GhgRseHed HAYidafbusARoHAMndRMInisgdnsOn. Toget her, one instance
of each of these classes is 20 selected via processor 20 to inplenment a

pr ot ocol CO\/I Por bcl asses defi ne b | cal la nt s for

speci fi d%eri al g’rcfsj\%ésr% 1agggm St{?w?"tgd}éel P‘i“‘%ﬂ"“b‘ﬁfgﬁg {‘sﬁ(?h sf%\,P or

host ports). cbmeuniostens geemt Qhis hmo“(a@w&msltppmisassp;genehadybwra@cml ms ponds to
t he standard ang i b entitled
"1 SO Transpor Ffp%er 3@@%&%%%%#% ﬁeériﬁg)%ﬁrdnl“ %g"gh & a?h 1cve§Hy o \)/\,hl chis

i ncor por at ed seyavpibblerfenciiemens Corpdutienendta lxﬂedi%hbseraromcalrww The

connect i on- orp. e gysleﬂlta%ro s@]ﬁ)grtst e EHM&B&OI é&?r&gg alltfgﬁ) ]@19{ s%s%(?%/gr;j t also

supports connectionl ess via a node settin onman rom processor 20. Wile
in a "vilt ualand SeFM prgtoeel (for wsrorirag nefwork dayesshl  prot ocol | ayers

i npl enented in the COM Port (e.g. TCP/IP/Ethenet as in RFC 1006), these
protocol |ayers amke ﬂs}btddeetaclaxﬁc&dvainohdm&ﬁhjct(EelacB@dlappemIEEE(soi1s users to
be a sinple serl aI Bort mmss tOmEJU Yw%%?ﬁxc{‘f? J4§t28£ tacgrnc'lJ 00/ 03417 COMm
Application sualS‘C‘Tr sses uﬁ’e?l hetfie RiEgher 1 5 PR Ss ecitre prot ocol s.
There may be aeemdrcationdp@rmtpmswyssMndhumbtdmﬂla@@, a(cmlll)lklaetmcsc)@efl ned in a
COM Appl i cati g, @9% ﬁﬁe IEEE@@?%&%@M‘H'}? kﬁb%%?é%ﬁé@%ﬁt g,%?é.caf Rydhe

i npl enented. Pre Ication and asses are
written 30n sdretosst @CPfﬁm&tWﬁﬁW &Oﬁaﬁtaeﬂarmlso kneynap FBased{YHRLX dhpe used on

any port. Al ttehgbealaa{@ﬁevworﬁ%&@m@ sn&?@&éﬂ%?lthetmﬁ of BDPRRIRERVERE as a
separate comuni cations |ibrary ts protocol stack, which can thus

be i npl ement étﬂesegatenewewlw@etaredwt mplementedonreqyired inB Ethemigthesad to a port.
I n general, sg&em. and initialization for the physical ports 16 is done

t hrough t he 10 COM Port classes. Each COM Port object attaches itself to a

COM Appl i cati on It will be appreciated that none of the examples shown in FIGs. 1-3 support

25 separate communications formats in all layers of the Industrial Standards
Organization (ISO) open systems interconnect (OSI) 7-layer network model.
Referring now to FIG. 4, the protocol stack of a relay according to an embodiment of
the present invention is shown. The protocol stack includes an application layer

format MMS, a presentation layer format RFC1006-Presentation, a session layer
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obj ect whenever a protocol is designated (in the settings) for the‘q’Bo‘i[LfL.Y £p2
the process, it identifies itself to the COM Application object so that
there is a cross-reference between the two objects. The COM Application

obj ect can therefore use functions in the COM Port class, and vice-versa.

15 As shown in FIG 6, the COM Port comrunication class i ncl udes t he

fol | owi ng {MEMU88%es: COM Com Port (whi ch comuni cat esP@YIS@R#MIT RS485) ; COM

0P socket 5) PONRACIRG TS CR GNP E BV ATE D ertosk BOEVBRE. os doscr bed

in RFC 20 10@iNP, addda KxRNySRARPGERE §02cmmdniphpsicablaygen famatXBEBR0SEr i al port) .

The COM Appl i catl on. cl ass i subcl.ass
ModbusAppl i ¢ °FW68@EFSV°% 5‘?8@2‘? é&%ﬁng% ‘éﬁ“fagﬂns pﬁ%ﬁ’tla Pot ocol ); and
COM MrsAppl i emllmlqm,ﬁoq@ctufemm jnd thd fEotective sonaoloﬁuwgmamftﬂaatmﬂdemst rates the

protocol | ay relay,y that is, the 25 layers of the COM Application
cl ass. For a?‘%ﬂl garé Sﬁﬁaw né t wo phyS|caI ports 16, the m croprocessor 20

can configure the ports 16 as Ethernet ports or physical serial ports, and
t he ni cr opr ocessoRefng ey BIFG 5 o hlprkdiresan plancgsmplary glay spitablsif %‘ate over the

configured phyfinGftatingbées ankfond 6868 bfble 518tob8 et i b showal TRINRlag. 0. It wil |
of course be appreciated that _the present mvent%on is not limted to the

i npl ement at | dRINcldes ?WE‘W“?%@IVW"G‘U‘F Iy gophinesperelagtppnsieativalor ¢ he specific
communi cat i ora&mn@&maérﬁ 15 hThanelaynl (Hlufther ikluddd@nd srafioré Esenrinidagéng! es of t he

present .fnvention can applied tpo other co at i ons | rot ocol s.

Ref er nng” nowPPH ‘%f&: °°§muﬁﬁ%ﬁglr§§ilp§wa&ﬂ“ Gre- ’t"ggm?rS Yrgptapd g‘?ﬂaﬁe flowin and

out of the ccpﬂrametme,adrloonarmlasgystbmrdnta)‘ovbheconmiuayat(ohhmdtwmls Wiwhité n or under

the control gr]:e ctogfen&{‘n czhlogéaréf%o ﬁ?@fs 8 C?Qgrab?y zhpeer gerlcgmx%\umcatlons ne [ocesses in

this diagramare &t Sng correspondirig to the
base cl asses it(vdiDke mmcwtesltthamﬂuamdmmu)atwlamdt“fochstctrebe u}@t Tba t he

sections for réxmosfhmg} ARRES an{xgoﬁtrb@esééai@wﬁlmwsﬂeaag ?ﬁg}aﬁxfmeﬁlf& 8, the "event

signal s" flow can 1 nclude t | ow n ecitic § Rx Frame signal,
Tx Done 18 gnanonitqringyarigus mrgn«avrs desiyed @am ﬁ@@wtwl §’Fk§;‘h‘&l°ﬁ syenRép B¥nng now t o

FIG 9, a rm'b@nng&foﬂé 12 ¢br gtoaﬁrx@[fg}&éctﬁmnﬁm%@ahctﬂ@crap&aaﬁ&mag syseponent s of
the relay of FIG is s he rel ay receives current, transformer and

vol tage tr anéf&’r&vé? OREEHH} gitcult Breakegorperforgysoms pihierprotertive atigly andyfett om cycl e)
from current gedenifiag Qfdrfﬁlﬁna&ﬁhﬂ rél&) ihfogfatibii RS kaffRiicatadPuérshe22. The sanpl es are
processed in di | taI I essor for f undament al

cal cul ati ons °3 é@&oél?ﬂ%r 0[% B’é?‘%?ﬁ%cteg?ywn%alféﬁe%gy R 0 ¢ requency,
RVS val @és, cah)Con,e oaﬂnd plukalighof pemmanicatiocprotoenid idemtified/io[FGQ.gle si gnal acqui sition
and calibration. The DSP 24 exchanges various data with the m croprocessor

20 (which can be, THeRniBBFrobddiRt R TaHeAdubtly x@grBQM&@JB HRfS cHAchH&RT OCcessor) ,
such as DSP firmnare, configuration data) sanple hol d data, oscillography

sanpl es, et c°°“H'1ém’fﬁ“8%§'i‘frsa'29°f|d1‘€?f?‘tﬂé%m‘r}'t“b‘ta&?ft‘ihé‘ﬁleéntﬁa‘d%ﬂler ol of the

microprocessor 20 can: 1) format data for transmission over a single communication

port in multiple data formats, which are selectable by the user; 2) receive data over a
25 single communications port in multiple data formats by identifying and distinguishing

between the format types of the received data; and transmit or receive data over

multiple communications ports simultaneously in the same or multiple data formats.

An additional advantage of the present invention is achieved by the
microprocessor 20's support of the TCP/IP protocol. As this well-known protocol is
30 used for the transmission of data over the intemnet, the support of the TCP/IP protocol
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20 associ ated power system) programmabl e |ogic, metering, event rec8rdifg2002
osci | | ography, and ot her appropriate functions. The m croprocessor 20

provi des digital output data to digital outputs 26) and received digital

i nput data fromdigital inputs 28. The m croprocessor 20 further receives
synchroni zation signals, such as those according to the well-knowmn IRIGB
25 st andar YF488% ti ne code generator 30, can conmuni kUS4 an ext er nal
personal conputer or a supervisory contrql and data _ acquisition (SCADA}
syst em 32 usithgiR W@Yﬁﬂmy&?‘aymﬂ@c‘ﬁﬁet‘JWE813:1,’0‘(7?’;5“3{‘}%’8“?@1??8‘“6‘%"% her net
comuni cat i ORgcessed frém hfdy dedieel capable af ifmedIBRIAhiGALoR. Wk b Fesilg pB4&@ | nput / out put
nodul es 34 via th& RS4§5&(§ort 16. The renote inputl out u} nodul es can be
ot her pr ot ectYSR 4484 39 be eQllseied-remptely jrom aggy of h‘fﬁ@?ﬁpﬂfﬁf‘iu& Cetwork. g 30
JULY 20n2 WOaf0tidSPB8ith REPo4pa3dDadch ystéie. Figthery th2 Settirigk hdiiperatist dfdes a user
interface pan

eeI grogce socpug% tha%tl %rec%invl%c U &rmntlju%t .Q\é{ji%vian 'hg ut keypad
38) and provi 6%% P QA ATy R AN € (r)nprocessbc?l i%e Ns@r interface
panel pr ocesstercodtuaicaon neweikviésn BIGs p irgindesthe infeec dlot puoposebaifa from t he
m Cr opr ocess . . di ' a ] b ME’QF and
al phanuneri c%é?égﬁlg@gﬁg.a%%ﬁaﬁéﬁr% éls(f:gl’ é%%‘%"%‘é%%&%??‘%‘ﬁ%%“. nc ?Jrgegs numer ous
details, theynaay ef yridharelwell-known) ¢anbs implernanéed pithp tebay pragedsyr to predentr e not
intended to |, ﬁ'tﬁog%a%héfeégs%tf@frel&;ﬁ‘%gfln?yﬁﬁgbgﬁiohn any way. The specific

exanpl es di scl osed above can be led Tn many ways by those of ordinary

skill in the art w thout departing fromth scage-and spirit of the 10

i nventi R, as def Thegrinip ¢iile relgy PP my2re Forfigirabln iaprersson Qg8 equi val ent s.
_9_ 30 JUL ¥uppoR difidkAdcommuticAMubprofocold, stackh, anp phyisRalllhpéLintegth@y, 0Ot npt ~si c~
connections fat operativ coypl i the relay. to.an el ectyrical

di stributi ons"&é?f’f’ gﬁ’]emﬁttmﬁggsst mgﬁ’gmga’ i uﬁ‘ﬁﬁ?'&cﬁ?%/ngﬁ'srr% ?cefSSrr{dco% ununi cat i ng
rel ay i nfor naangges the esmraurgationsports Batndoas alpe'tvintnkize” e darpos teaesst ng
Clrouitry fo j i I i i FL| ja the
connecti ons, q?cgi?amﬁ&géélgiﬂﬁégg?%tg%% ?%/‘ggq%“ég‘%"rﬁch. n tl%g sgﬁggﬁ%pccab%i stn' bution
&yst er n)5 and teded agehysicat porg atlewing asyndhaonens Jensl protechle toapansigdverat ed over the

oonr nti ni oat igRs,eNOt Work, the processing circuitry haying a conmunications
capaG lity adapted to support a plurality of eoautiunl Gations protocols;

i hc oommuni eat zons capabi lity being further ada to selectively format
the el ay. | nf or nebTORRIE HEAERIE A AP BF GGt EBiiai cabl ans
protocol s. 2 .conifenifutiohsaah be/ienpleaieatyd adingtsubdlaised of miodnichsdeie communi cat i ons
network i ncl W_P%rttat?& 861\/65\.88109&%. Jgiéthgrl,‘éllecl:ﬁstance of each of these classes is

20 selected via processor 20 to implement a protocol.

COM_Port subclasses define physical layer requirements for specific serial
hardware, or "virtual" serial ports (such as TCP or UDP host ports). The interface to
the COM_Port class generally corresponds to the standard known as RFC 1006, and is
described in a2 document entitled "ISO Transport Service on Top of the TCP", the

25 entirety of which is incorporated by reference. This document defines a standard
connection-oriented interface to support the TCP/IP protocol. It also supports
connectionless via a mode setting command from processor 20. While in a "virtual"
serial port, there may be several protocol layers implemented in the COM_Port (e.g.
TCP/IP/Ethemet as in RFC 1006), these protocol layers are hidden, so that the object

30 appears to its users to be a simple serial port.
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3. The protective relay of claiml, wherein the comrunications net WOr LY 2002
I ncl udes a wi de area network (WA2~. 4. Theprotactive relay of claiml,
wherein one of the comunication protocols is the TCfIIP protocol. 5. The
protective xelay of claim4, wherein the comruni cati ons network incl udes

the interact. 6. The protective relay of claimt) wherein there are at

| east two ¥OPUAEHSR catioas poets, and wherein the rel apcrrustasges rel ay

i nfornmati on over the at | east two comruni cati on goets simul t aneously. '7.
The protective ret@Y-Opplicpinnsntslasith defioe fhepigherienelap! hRsFINEL i on exchanged

over each 00pBistoRattefindyWe seviefal bpRidiing §yedmanterieé a)smaj«das defifddih er ent
conmuni cati ons_pr nt gool cct |4/c rel ay of

claim1, whel&N-A89 °af)‘P‘b?:l%!%"§'|dﬁ‘§f“8‘f‘$8‘h FF‘?”@%@HQF\‘S&""‘P *MAt-or mati on over

one of the at |east one comrunications ports using different comrunications
protocol s. 9. ThePrefetably, thé COMaiApplicationvad EON_Pbie clpsseceswritey iti rcuitry al | ows

a user 19 Sel.gply NG B as bl Bl bb¥ 0l of GFRAI CaL T ons pr ot ocol s.

' 0, Ane conmmunl oat 1 ng rnation rarr pnot cctive belaytoa
renote devi ceklwemvch/, exgiginporidcoblypasicarsberpeqvintsd ks 2 ssparpiel stnamypiceliens st eps of -

gener ati ng 1 gl i@l YRIphAG:ol fack B a8 leiared /10 Pr 0CESSi NG

olrarifry to identify aa~d di sti~ui sh between tire fonp$t types of the
recei ved. datGOM.AppBratien elassiipt dass BRECOMGCLR2AFe rel ay at !cast oae of a
plurality of user~doctabl c comunication protocols far conuwai cating the

relay infarruati Om ganeedl, sbtlilﬁ amﬁmmﬁﬁawfbmphyabalvaﬁdsdﬁ isdont ﬂﬁoug&ﬂﬂy
sekxt Vclby f%dﬁtl’tort cgs a acﬁbBX/I k’ ]ec?ttkac es1 b7 Ot Ocop&( Aé)gd:a Of the

plurality of "User~el"cC ST et Aun I'oa Fansmi t xi ng the
rel ay i uf or n-ebjeet whegeveragprapcohisdesignated (m thtnsct@tgsmsthpmrt #n theypriobess, ~r ot eeave

relay, over ?ﬂ@eln%%%%&f ur@gﬁrn@ﬁwﬁ{oh obJQct'sd ﬁﬁt&?@x@a%&% Sdgghpy ot ocol . 11.

The nmethod o onpri recerving rel ay
i nformation fbpwmrtthet“@cﬂmtﬁl"@aﬁ%hs\mtﬁw@}ﬂm @n ﬂh@fore use functions in

the COM_Port class, and vice-versa.

15 As shown in FIG. 6, the COM_Port communication class includes the following

subclasses:

COM_Com1Port (which communicates on COM1 RS485); COM_Com2Port
(communicates on COM2 RS485); COM_UdpPort (communications using UDP
sockets); COM_TcpPort (communications using TCP sockets, as described in RFC

20 1006); and COM_RS232Port (communicates on an RS232 serial port). The
COM_Application class includes the following subclasses: COM_ModbusApplication
(Modbus protocol); COM_DnpApplication (DNP protocol); and
COM_MmsApplication (MMS protocol).

FIG. 7 is a diagram that illustrates the protocol layering in a relay; that is, the
25 layers of the COM_Application class. For a relay 10 having two physical ports 16,
the microprocessor 20 can configure the ports 16 as Ethernet ports or physical serial
ports, and the microprocessor 20 can also configure the relay to communicate over the
configured physical ports 16 according to MMS, Modbus, or DNP 3.0. It will of

course be appreciated that the present invention is not limited to the implementation

-7-



one or more communi cations ports; determining a comunication protc@ofUidf 2002
the received relay information; end acfing on the recdved rel ay

iinfotmation. 12. The nethod of claimtO, wherein the plurality of

user - sel ect abl e Commexni cati oas protocols includes the TCPIIP protocol. 13.
The met hod of claim10, wherein the communications network includes the

i nternc>A 1%O04§B2pt hod of cl ai m 10) wherein the comuRETESMAOME net wor k

i ncludes a Local Area Network {L.Ahly. -1 i 30 JULY 2002 15. The net hod

of claim 10, Hbsersifispmmugications bRl o NR P HEPdRePTRoRHE Ar e

Net wor k  (VWAN) the pfesentl in€enfibl 0 Ge afplied BlotRerldmntarat@indplotdeolst ep of transmitting
Is perfornmed by sinultaneously transmtting relay information over

di fferent comuni |_or | . in the
relay informati onﬁggérr&l}ﬁlgggé ﬁ?}er8 é%tllluEQM%@g@Pg%seﬂaa @v]]lggn (%L??rgt ted

a: coor di ng t othdpdriravnigationswbsysieh of the ralaydihatds watbincy h@decthnnmlﬂot@fttheons
protocolss 18 m?prJcE ?]Xﬁléefl @Xhowﬁ Ibookd3g'in Y ﬁmqérsposed on the
protective re ay, e conhnections allow'ng the rel eoperatlvely
connected tp ¢agompased injthesectighsqorrpspondingrio Sy base glassag ( %és‘tppb%%mmm cation

port _connect abhfy béPaflinitioPes RURBAICAAo! @B sIbERMEL n rlds ggTAI cat ] 0
net wor Kk commani c=< |n |nforarat|on over |taI comruni cati ons

net wor k; proc‘é‘é%’i“ﬂ@ %l}f‘/ft ¢ Henals) ﬂ%‘HC%‘P%‘Pq?t‘terféll%Y"éﬁ@E‘i‘fW’\aJél ay, the

pr Oceslsi ng CiRﬁFfaIn'éXlgbﬂ,lM%@@ﬁa%m&lﬂs@nﬁ%ﬂE&ﬁw@Bﬂs@ﬁ&V' de protective
control to

10 Referring now to FIG. 9, a more detailed diagram of the internal processing
components of the relay of FIG. 5 is shown. The relay receives current transformer
and voltage transformer samples (at, e.g., 64 samples per power system cycle) from
current transformer and voltage transformer inputs 22. The samples are processed in
digital signal processor 24, which performs fundamental calculations of power system

15 parameters, such as phasors, frequency, RMS values, etc., and which performs current
and voltage signal acquisition and calibration, The DSP 24 exchanges various data
with the microprocessor 20 (which can be, in one implementation, a PowerPC 860
microprocessor), such as DSP firmware, configuration data, sample & hold data,
oscillography samples, etc. The processor 20 provides protection and control of the

20 associated power system, programmable logic, metering, event recording,

oscillography, and other appropriate functions.

. The microprocessor 20 provides digital output data to digital outputs 26, and
received digital input data from digital inputs 28. The microprocessor 20 further
receives synchronization signals, such as those according to the well-known IRIG-B

25 standard from a time code generator 30, can communicate with an external personal
computer or a supervisory controf and data acquisition (SCADA) system 32 using the
Modbus or DNP protocols via the RS485 or Ethernet communications ports 16, and
can also communicate with remote input/output modules 34 via the RS485 port 16.
The remote input/output modules can be other protective relays connected to a

30 communications network.



the electrical distribution systemvi.a the connections) to gener at gmﬁ]zooz
relay irtfom-ati o~, to support a pl ural ity of canrnunication protocols, and
to selectively format the relay information is ode of the plurality of

comuni cation protocols. 19. The protective relay of claim 18, wherein one

of the pl uylehksys0f comuni cations protocols is the T ' oool . 20.
The protective relay of claim 18, wherein there are agpjlr/ég@{“ﬁlln%/\o

conmmuai cat i on  pofye felayR0duiiLinbludes b Ser irtdrfYe &asafis%a&@& 36 atdecdivt Or mat i on
over the at Iea‘gat two conmuni cation ports sinmultaneously. 21. The

protective rBieH t"o‘f‘a("H‘&PW‘%"d%é‘f‘dé?f?l‘"qq%gmr“éqréﬁiaF%F‘EJ‘PWE’LPF%?FS@QQhar 4ged over
each of the @he dseAsterficePareProaeEtot 36 dlutedebed Esplsy ah@LBDt:mﬂh atLeemli Ng to a
different co ni cat i onswo gt 000L g 30 JULY 22, A method for
communi cat i ng;mJ RO s o A Sﬁi’léysﬁl?lﬁ A toi s qs 8414 enot e devi ce ovar a
conmuni cat i oniphanemeiatdiplay@@npri sing the steps of generating rel ay
information indicative of one or nore paraneters of au electrical

di stribution net .1 h. tically

sel ecting at the%%ﬁé‘g%gaf R%&gc nlze’pg%ln@esglplﬁ%ra \é&k'r?ﬂ g ?oge &engt abl e
communi cat i ofer ﬁ’r“@tfat%wlgpqs@ronb’ommrﬁ I@atniqn@edtthbmﬁ&ea‘ppp af tb? mgienitiom over the
communi cat i ORSinPREYVOFHE spific eiaﬁn,néldﬁmo&@uﬁwewae mddfied i hilg dHEny €l aY

i nformation according to one o uralit comuni cat ron”prootocols; and
transmittingthewet P@P‘é‘? s?“rlilf“bﬁ‘ﬁa‘t‘PVHHN\SGWE%P’@é@tSCWé“‘b#P“& oftharal ity of
Communi At | Ofhy@fRibh, 3s SFREEG] BEfolIQwihp BlamRTRVMEE BREdl @fgvalaiswor K. 23. The net hod
of claim 22, whcrcin the step of transmtting I's performed by transmttuig
pel ay i nf or mation over simultaneousl y over at least two of the plurality of
communi cation parts. 24. The nethod of claim 23, wherein the relay
information transmtted over a first one of the at |east two conmunications
ports is in a first data. format corresponding to a fast comrunication
protocol, and wherein the relay information transmtted over a second one
of the cotnmnunicatiops ports is is a second data format corresponding to a
second conmmuni cations protocol. -13 .Ay. A AA AR A& A?. A A AL Ay. A

. A3. A5Yr. A? 1Si "o}
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1Si ~
1098 () oo ()-|910Wo<%<& ()-f1tgl0%Iu& ()-f9' 10%& ()-" o}
[ dE109& () - S@LO0% () -
3109& ()-f 109 () - SOMLO%& () - f MLO%& () - [ RnCdEy, 10%& () - Sf &10%& () - $f 10%& ()
-5 109’ () - SL! 10%&' () - Ss10%& () - @ dYNC 10 10
10610%: () -y 310% ()- SsO10%’ () - SS/ 10%& () - S- 10%& () -
A" "?2YNCE- Z10% & ( )Tl{Bp'r&eoﬁwm%f ¢hin8f; wherein the communications netw:

iég%g& (o 10%ge’ (e 2000 ()i§810%0& ()-% *+, 9bCT .109&! 0)- K100aa ()- 10g

3. The protective relay of claim I, wherein the communications network
includes a wide area network (WAN).

4, The protective relay of claim 1, wherein one of the communication
protocols is the TCP/IP protocol.

5. The protective relay of claim 4, wherein the communications network
includes the infernet.
6. The protective relay of claim i, wherein there are at least two -

communications ports, and wherein the relay exchanges relay information over the at
least two communication ports simultaneousty.

7. The protective relay of claim 6, wherein the relay infonmation
exchanged over ¢ach communication port is formaftted according to a different
communications protocol.
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11.  The method of claim 10, further comprising the steps of:

receiving relay information from the communications network via the

one or more communications ports;

determining a communication protocol of the received relay
information; and
acting ou the received relay information.

12. Themethod of claim 10, wherein the plurality of user-selectable
communications protocols includes the TCP/IP protocol.

13.  The method of claim 10, wherein the communications network

includes the intemet.

14. The method of claim 10, wherein the communications network
includes a Local Area Network (ILAN).
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17.  The method of claim 16, wherein the relay infonmation for the different

communications ports is formatted according to different ones of the user-selectable

communications protocols.
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18. A protective relay, comprising:

connections disposed on the protective relay, the connections allowing

the relay to be operatively connected to an electrical distribution system;

at least one communication port connectable to a digital
communication network, the communication network communicating relay
information aver the digital communications network;

processing circuitry contained within the protective relay, the
processing circuitry being programmed to monitor and provide protective control to

the electrical distribution system via the connections, to generate the relay
information, to support a plurality of commuaication protocols, anq‘ to selecfively format
the relay information in one of the plurality of communication protocols.

19.  The protective relay of claim 18, wherein one of the plurality of
communications protocols is the TCP/IP protocol.

20.  The protective relay of claim 18, wherein there are at least two
communication ports, and wherein the relay exchanges relay information over the at
least two communication ports simultancously.

21.  The protective relay of claim 20, wherein the relay infonmation
exchanged over cach of the at least two communication ports is formatted according
to a different communications protocol.
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23.  The method of claim 22, wherein the step of transmitting is performed
by transmitting relay information over simultancously over at least two of the

plurality of communication ports.

24.  The method of claim 23, wherein the relay information trénsmittcd
over a first one of the at least two communications ports is in a first data format
corresponding to a first communication protocol, ind wherein the relay information
transmitted over a second one of the communications potts is in a second data format

corresponding to a second communications protocol.
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