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WD 2005/ 021283 PCT/ AU2004/ 001166 1 DOCUMENT

VERI FI CATI ON SYSTEM FI ELD OF THE I NVENTI ON 5 The
w@e@sont283 nvention rel ates generally to the  PCT/AU2004/001166

verification of docunents, nd in particular to a

system and net hod for providing enhanced security with

respect to the issuance and use of identification

document s such as passports or docunents that are

i ntended to be ppedMENT MERIFICATIONESYSVENhave an

identification™Tunction such as cards that are used to

access accounts. 10 BACKGROUND OF THE | NVENTI ON The

id identify individuals, especially.
Fm%-{%?ilﬁy%\?ﬁq%avi ng a country across national
bor dEis présentaasemish relatesagakratip do tthe oerificatiore of rdocuments,
years due to the increasjng thrgat of .terrorism

angbii Paticularetopdi SyaisM BNEiEod o PERIING yankigngRe security with

re%h@&ﬁ‘t'onﬂwe; f@@ué’i‘?é’eegﬁ(ﬁ‘hsefof 'id?éﬂti‘ﬁb%t‘i@{ So@FheRE LRI Sadsports or
thé use of "paper docunents, such as passports.

dddunhentg htiabearendmteaded toc depwisedi fat ptheropuposesnbut have an

..procedures has inproved t ability to track the

ORB R RN RO ah Gils e, el P agoBEs PPCalits: as
reliable as the docunents presented by travellers at
custons desks. 20 Theft and fraudul ent use are nmmjor

BACKGBOUNR Qfc THEINVENRIONport ant i dentification
SoC B8 g 555 A, gy bR ererng o

leb{if W 8o@ntBatR@Eaionkl Bolkiers dasthdwiméd ditrédsed importance in
pasSport's ‘origi nal owner and/or a new passport

resanbyearsTHEe gor then inseasing rhreah of plesrosigimapHoweyeredhe primary

S T BB PAGRAGE e 00 G 0 Pt B s

thewnse ehglaper adsutmnétentsiicy. aghpasspayts. enaltheugh (ke simoreased
known to the authorities in a ﬁarticul ar  count

1o, . ry to
coreRvigrisRiiah Ok rcUSioRE RIGGRENIESURBRIBHrRYEd Therqbilly fo track the
u N

moEihls SEHAadas, TRspsiah ROSHIBAYCad PaRAUIS 4 e documents
preseglealrly wivalleroaheustomsldesksof residence. In 30 sone

i nstances, the ef may not be i di atel y aware .fhat

t hei ThefhebgoraudHiBEl nERa Roritb Rt nshe it falh hportant
: Hal i el e

ARRTaoR AUy, gl PRt o PleCa ptglon passport can
be mdsifietbby fi skilleahforger todecdude a photograph of a person other than the

passport’s original owner and/or a new passport number. The person shown in

the photograph is then, for all practical purposes, able to travel using the passport
under the assumed identity of the original owner and/or a new identity. This may
enable a person known to the authorities in a particular country to leave or enter
that country undetected.

Theft of identification documents or documents that have an identification
function may occur as a result of a burglary of an owner’s place of residence. In
some instances, the owner may not be immediately aware that their passport or
other important documentation has been stolen, providing the thief with ample
opportunity to sell the stolen documents, and for them to be modified and/or used

fraudulently.
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fraudul ently. WD 2005/021283 PCT/ AU2004/ 001166 2
Furt her exacerbating these problens is the fact that,
WO poosazsxases, new identification docunents BETAU2004/001166
docunments with an identifi cabl on function are sent
out to their owners in the mail. These docunents may

t her e he | I C S I

t he T i slRoB Ao BoEe artRRmEe ik Lh ot el R8s, new
idEntiFlcakien - doiFdrite aldl documérytsl Witle rdralientitieatiort tunctlon are sent

docunents have rel ati vel ﬁ@egi%c peri ods of validit

outde theismyimers én theamajl. ol ermentse Bgynthegeiors, P@ irtercepted
o] B DR T RO o161 3PS Suflngy ve e
stbl@hhboth thiodzcurrent hol der and the issuing
t t ff _
ncoMRIR. | 9o mPa A R RSN EohaFSaairirely long
péfzﬁfds d;ﬂ "EFBF e%’t‘h suc f‘érs PRGB! (t)hg‘?eéﬁrﬁfdﬁhﬁ is that the

tage ong periods of validity is
O\IelnlaeaddwemspmaMhWMn reissuingear vevalidating damaentananey presently
traff

iS4 LR 8, U8 PSHIBRL S, A oy
A&ﬁir&ﬁg g‘;gt i® iReffleileRRTRE RRIOAYBNIEAL 6 MRiIGhIrgadbeLirkéni’ Ablders to

many rs after their death, unless sone action is
reaaplsrnfor seplanement Hecureoisnanskoriertiree inteavalsi rg disadvantage

of, ULl p4iBBr oG R i Paic S PleBRE B EhfEitelf Whdow of

op{ﬁﬂﬂm‘it? fOf GRS Sraficking tia id docuraehiscidrdraudulesti tise. It is, for
cards. "Fradul ent use of <credit cards is a significant

eXAORIP eRPSTRIador @@@urngnfémqi@mgmg &2 arfigreasafl dersqrejrsrepain valid

d
o oy ST BT ! My SRSl UGS B v
dwwmts,rameﬁmammysalimmngItberartomplreat| on process

to be executed f th
Howelia Sar ero&?%e%é@% 1 JVtrcsgery  piRer dipctgents sueh s cards

thfaf‘ﬁré g&éd’{dﬁﬁéc éd&%uﬁ%réjrh fh ﬁéﬁlbu@?‘ K88t 8hRYs. aFQadu#ent use of

SOITE e user such as their
crdeut e:ard;hfsoa tsmgmficmny prolendeBairle issyingr authosties have dkkan steps

in;«'Frf\ SRR Retettge' hen Btipnce o, ERSabfiof A Helilipppse of

g @%Eédaérbafﬂ &rat h¢=d|‘faé>@br’ﬁiﬂlea domeidubests HsRlire an activation
ordingly, there is a need for a nore secure nmeans

pranelssrm h@@xe¢uted miefgrertheoaed will be effediéva. vidpy/eyan this process is
o399 e o eERE 8 RSy o g B provic
SCAE WeRilL 6f tﬁ@chser such as their birth date. Unfortunately, the detail required
is usually information that is relatively easy to obtain thus allowing theft of a newly
issued card from a mailbox and activation of the card by a fraudulent user.

Accordingly, there is a need for a more secure means and method of
verifying the correct delivery and possession of important documents, and in
particular for limiting the circumstances in which identification documents and
documents with an identification function may be fraudulently used.

It is also desirable to provide a means and method by which the legitimate
holder of a document may conveniently and securely effect certain actions with
respect to the document, such as renewal, cancellation and revalidation, thereby
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30 documents with an identification function may be
fraudulently used. It is also desirable to provide a

wore@sm®2szl net hod by which the legitimate hol PEr/AUL008/001166
docunment may conveniently andssecurely effect certain
actions with respect to the docunent, such as

o RS 155 R, PR LB SR E Yo over e

nectenance bbindaedociimidntgr eat er i ndi vi dual control over
the mai ntenance of the docunent. Additionally, it
desi Agditienally. pit osi desirablerip; pravide mflasificient mﬁ%da”d method

Fv!h ydd?:%%?ﬁ”hofc‘jglréjeér% ‘?é iF&AUb" &d ﬁaeg%su ttﬁleslssumg

he 1'ssul ng a thor| y on a nore reque
auﬂmmty en armsmwtréquemtdoamﬁianps goesardly the usudepraoatice, in order to

' ncrea & th@ﬁ%ﬂﬁébﬂ ﬁprﬁ;&ﬁm H%qrb%gilf <¥ th?r%ts 2 under the

cbrﬁ%ltdf‘ﬂﬁélﬁle%wﬁét% oWitsdi scussion of docunents,
devi ces, act's or knowl edge in this specification is

i ncl Adgddtsaue&lpnauqh theumentsexdedtes, hactmvent krowletige in  this

ken. h f
PRaaion s 4R6ngod sb BRI 1nd o} SEHREraBlial™Y: Shopta not be
takeATay arg aafTisdion iaMapglast the nidterialsbaren padl (Bf tﬁ@ fior art base or
before t?geeprl OI{Ity date of the clains here

N thggeiﬁy@nm[tp@oord?efpfﬂgthe priority date of

tHené'iglﬂji Rbyein.! N one aspect, the present invention
provi des a nethod for enabling a user to effect an

action with respect to records pertaining to an
' ification docunent or docunent that has an
Sbﬂ'ﬁﬂk\ﬁ\ﬂ@iﬂmﬁ INYERNT Y including the steps of:
associ ating a tel ephone nunber with the docunment; 20

ThEMethed ScthalhvaAtiBg @ comuni cations |ink whi ch
Identifies the tel ephone nunber; verifying that the

tel emagpmeme%kbemhlhvénﬁ&ﬁpmmr& Brfdthed Sorl ébling a user
co

est abl i she rresponds with the tel ephone nunber

tofant i aion Wikh ferpeCH it [aReRIS Pareiniy teraibidendfieation document
ol S5t ahetds 8 ANERU WchERRRSL gL eCoE FACBr

I s saszoeatingla tefepiond mghper \tvhleth@docwmenﬁl y able to

eff et te L?s%r%%gcaitﬁghmgtg c[)ﬁwslﬁgr%attlgnst link which identifies the telephone
number;

verifying that the telephone number with which the communications link is
established corresponds with the telephone number associated with the
document; and

enabling the user to effect an action with respect the records pertaining to
the document only if the verification is successful.

Accordingly, the user is only able to effect an action with respect to the
records of a document by calling from the telephone number associated with the
document, thus providing a relatively high level of confidence that the user is the
person that was the intended recipient/user of the document.

In a particularly preferred embodiment, a personal identification number

(PIN) is associated with the document and in addition to the step of identifying the
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records of a docunment by calling fromthe tel ephone
nunber associated with the docunent, thus providing a

wo edoaneeed y high | evel of confidence that the BPGEAUR®4/001166
the 30 person that was the i,ntended recipient/user of
the docunent. In a particul a41y preferred enbodi nent,

RS SIA hBTE 0 o Sy B Ao
n'tﬂ%ﬂbaﬁ}tuw dritsodfRcRfOR/ LRSS tdP(@Viiag vt QR4 16lephéne number

t el ephone nunber, a PINis obtained fromthe user ove
cartespeogmwithc tat srnbernxeviously agsocipied wéth the document, the PIN

t dP [
o e e € A T8 PR SB IR i e PIN prviousty
ag¥oeidiedislith thesdecurhent. Wrhé RINeptdmmimeam additndl Kvel of security
obtained fromthe user is also ve

sughr thak goarig anlx Ablento @ﬁf@@t;ﬁréwm Wﬁgregg%uoaﬂ@drecords of a
d#&%ﬂtt}fy ng‘ﬁHg‘.affc;m t-ﬁge%a%pwo%oﬂurﬁ%r aBs8ddidd @ngltthg document

SEcuri suc t a user 1s only a
aref providirg trecPIN previously esgesiateti ovithhidier dmamndisntof  a

2es 0B e GRARIMe RS thr ARument 6 HAR30PH: A5 e cpmunications
link" |§Vé§é{§|s}ﬁeascﬁgﬁéé“o¢@hé‘”télepﬁé}%/ ﬁ@WntAltdrﬁaﬁ\V@y the document

nmbodi nment docunent is a passport and t
memmanw@theohme qfo:ldqumentih@tqs iende@ep l@gﬁan@lgeﬂ“@fuseﬁesuch asa

%gp %2(?/59?;%\25 Sd@‘%t G n ri% yg%ﬁtt}ﬁtagﬁﬁ e %neﬁ[ia¥01b %ecurlty

purpesds b d d6cuifét thatiRds @f-he?;1 pudtdse’rbut is iohBN$ttended to be used
pilot's license or any identification docunent for

bys &c lagitinpatep gwpeE sxichr as Lradit BRI oF reardader Aggessing cash.  In
arfbggé’lo%ﬂ'f‘qéﬂi%eh? L HHe‘?ngleg1% od&% dasQ%irds by the issuing

timate ownér SUC as cre car or cCa

aL&ho S& rgs e esquirddnfrdm m@wd‘wrbém@omm alflbeoraffdzemny action
t he docunent assi %ned bgethe issuing authority is

W'HT' Esneshia eeards entainingedhe geEWMENt-ney are able to
effe ,@&vaf?ﬁé(%é’&}élf ri%\;%génc%}dé ?%{i}‘s%@né ﬁ}ﬂ?é@é&ﬁg@ﬁf k2l B dccessed

- to the docunent e recor
bypantaithongpd petsoa dmomgmr&atnaynimdac@%@mlbq the staius of the
aut hori sed rﬁé)rson or ,organi on

AR AR ahe! & Brosedre oret (astrss nBRes 409 dopumpnt s being
uSOCEGILIENHE € ot BxATPRS TuMRhBfficldIe wiRid ﬁéﬂiblé 9:0 Retifjdthat an

used fraudul ently. For exanple, custons officials

issuwad r:awoaﬂdn@ beew eotregtiy validated by eswasdherésachuser inggcordance
heen e Vs ted by an authorised user in

W'ﬁ%ﬁ@r é]%WFHﬁYé{g Ot hod of the invention.
Identify| ng the Calling Nunmber 25 The step of

IdedfinjingtheCdlliagtNuiapeene nunber preferably includes
obt ai ni ng
The step of identifying the telephone number preferably includes obtaining

the telephone number using a calling line identification service. Alternatively, the
telephone number may be obtained using a calling number display service.

As a further alternative, the user may provide the telephone number to the
verification server via the communications link, and the verification server
confirms that the user is actually calling from the number provided by
disconnecting and calling the user back, referred to as a “call back” service. In a

preferred method, prior to disconnecting, the user is provided with a temporary
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t he tel ephone nunber using a calling line

identification service. Alternatively, the telephone
woenbee128my be obtai ned using a calling nunberPdi/apheay/001166

service. As a further alterngtive, the user may

provi de the telephone nunber to the wverification

cotie’ rf ék}ﬁ M HE 0 Con{;}ﬁpbfeﬁyﬁ&@ tljé%luested Provision of

verl Ion S ver e user

thadémpblary cadel pvovidesra highensued of ponfidersse that the user providing
di sconnecting and call.in

thaoge ighe yseivhe ereyie yfpﬁlf%?lﬂsﬁ{ee?%ﬂﬁ’@ag Hog iiggohore number
th [ i ded th
UG 16 eV RREBBASS %, per/ Alzooas bo1166. 5 code and
upomMr‘ttagEg)usne pusdic, switchedetghephony pelorks provide a relatively
gl A FlesetirdY. DRGSR TRl 3 yfrdgSSa ser to
fafsh? é%ﬂldgs nbiRfbe¥ S8EN{HtALIBH GFi Stk oPtisdigAvéntetreakécurity of a

fromthe tel ephone nunber provided to the
methodiafdbe inengienver . 5 Advant ageously, public switched
t el ephony networks provide a relatively high |evel of

NGRS oTEERBERe NFPEFCTTY 2 il Fing number
'der]fﬂef]érgBM ﬂﬂ%bfépoé {84 oofatifi é%&%né H@m%%?W’ﬂht’r}ﬁleocument

e I nvention. m nat Ing a Tel ep one
mMudbserthéOushferepmvahng thehteleghemeo husbes casitpay oé the process of

oS BAIRS lh52eE E Do AR g5 ssing

alﬂﬁorl’tze Ay la@@odlé’tead‘téléﬂﬁﬁrf&mﬂfhb@pmth Yhé doetrhannbasesd upon other
docu Alternatively, an issuing authorjty may

peisemajmtallsaot teeysrirrovided et the tine e aae&ai@ntf%ﬂ%%aocument

ot BEBlR -85 0Bk St g P 88t upon

use¥8irte BhE ddiiesd)9TREWUBF iy meqbteatm be dllelveritorzhange the
nunber based upon the _user's nanme and address. The

te@@?ﬂnﬁwn@%ﬁéeﬁlﬁﬁ@wﬂﬂ the fecwmenb change the

te t

L AEBETG AP 1% RS el ASoRUSil bl s
nurhieerdesespundirg arfu@‘deterresmaé@eplubmrglme dAdviaxéaeously, this

CSTRTES P B B S MBIk ey 1
léﬁ&? %Wﬁa@ﬁﬁ i® REHEI Wotof.lgh%o%é@%ew tﬂ%d&al tor faIS|fy their

unaut orised users to conceal or falsif

idemiiies. i dentities. is particularly preferred, in
ordﬁ{ is partncuLiar(?y prelgelrraetdI Velé{rder Q xleﬁesvuerle Ofrelatlvely high level of
security, that the telephone number associated with the document is the user’s
own home telephone number. However, the telephone number may alternatively
be the users mobile telephone number, business telephone number, the
telephone number of a trusted friend or relative, or any other telephone number

nominated by the user and acceptable to the issuing authority.

Nominating a Personal Identification Number (PIN)

The step of associating a PIN with the document preferably includes the
user providing their chosen personal identification number as part of the process
of applying to obtain the document. This provides the advantage that it is then
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security, that the tel ephone nunber associated with

the docunent is the user's 25 own hone tel ephone
woersber128However, the tel ephone nunber may PCT/AU2004/001166

alternati-vely be the user's bil e tel ephone nunber,

busi ness telephone nunber, the tel ephone nunber of a

eﬁ{?ﬁélﬁddlfffgkﬁqg{ %ﬁé@hb?@ed f5ef o%'ienﬁrth%eéeerggﬁ%ﬁdentlflcanon

e user an accepta

nuraseit g crdéih oo IdimurrNem tiad isegurityPef Slwahethod Alternatively, the
Identifjcation Nunber (PIN) 30 Thetlfsq?iﬁnm a soc atl n

isaUIRENAUINORYL MBYBIARene. RATEPRR PR UIGP Ry PRE TopcaAple at
raﬂHBPﬂ %‘nﬂq][érﬁfhlf it §& ﬂ'?eeﬁ‘sé’rqﬁ&gé@r}dén%grﬂf ifhd Bééurﬂﬁnﬂuf"fﬁ’@bser may

e process pplying to obtain
sulhsequen’ﬂy b@lEllsweddviatesge tiee parsomazh pentifieationt nimbehaasociated
&P 005/ 021283 PCT/ AU2004/ 001166 6 extrenely
Wil 1he defYMeBE an unaut hori sed user to obtain the

per sgnal Fa@ﬁﬂﬂéﬁy Cpﬁ*éfe‘?x‘éd RABRimiRt, OfHEE TPIND |ﬁ¢m§émf©m digits.
the secufity of the method. Alternativel

Howe\@mg will tieoappreciatsd bhbmse %lll@@h@dhg@% tﬂ@ﬁmffeir@@tt nwnRbers of

OB AT 5B R OBBRLL i kb orsone

idshFfRAivA HUMbdshuldrethd Pmité@ g eohtat Ol sunadric characters.
identification nunber associated wth the docunent.

In_a particularl referred enbodi nent, the PIN
V‘F"rﬂﬁF‘éﬁé@é%\ﬁ?rbﬁ\é fewayyever, it will be appreciated

3?9?'?’208%@%% 58{-]”'@%} S,ttﬁg t?1 g@iq';c'; {@%Sftﬁgg?qeéﬁf Blfoviding a
véih’ﬁ’ﬁﬁén séﬂﬁértcfb@ihebfé@ P4 wéﬁﬁorﬁpnéﬁ\%ﬁk' et ieprofestiisishing a

shoul d not be Iimted to contai'n only nuneric
carhaaicadions linkemay daclude tBer veer dialive eatelaplome number that

referred e i ncl udes the
c él"&ﬁ?o‘#‘e %S&qgggﬁ%ﬁ‘g&% %Y%ﬁ{cggﬁ ggf\&é‘r connected to
a t ebepdranly, thé Warriicaildre sehep intluges a irsbiatgve voice response
communi cations_link may include the user diallin

gatewaphorddenvgificatioRaserves neaniRelude thdajahase In’a" particularly
pr{aﬁirﬁfw SRBoLnERE tW@Hh{d %@% c%ﬂt£ﬁ§ ordg rﬁélﬁ&lﬁgl%éféa 50€h as the

ver |on Server es an eract ive v
tet%nneammlg@dsmmaﬂsw\Amhrddowaéntsramiameedatﬂmsénnalmténed by

a .dat abas In a particularly preferred enbodi ment,
theigsuing éldﬁboéﬂbont ains records including data such as

the ntipke ]hAHUEH i ﬁscﬁcé IQ Ak 8 r%‘?%‘dﬂ@@&s?uﬁ"iﬁe method
5

is a database mai ntai ne e issuing authority.

man mhledevananghamf optiorfs dapemlmgfumy thre ttypé fi @rroroduring the
verfication proc&est he ﬁtgx%orlnple, when a PIN is incorrect, the user may be
informed and advised to re-enter the PIN. However, in the instance that a more
serious verification failure occurs, further details of the document may be
requested such as the document number as issued by the issuing authority and
the details of the attempt to effect actions with respect to the document may be
passed to a relevant law enforcement agency.

In any event, once a verification failure occurs, an entry in a database,
referred to as a “seize” database, occurs and further actions with respect to

entries in the “seize” database may be decided by a relevant authority.
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may i nclude a range of options dependi ng upon the type
of error during the verification process. For
wex@sptess when a PIN is incorrect, the user naRChaU2004/001166
informed and advised to re-epter the PIN. However, in
the instance that a nore 25 serious verification
Pl,fl\'g‘h e occurs, further details of the docunent may be
‘a ted such as the docunent nunber as issued by the
| ssyin r hehed 2t It Sbtalrs tFﬂNPﬁ‘rohP the user
effgtlgt g?@?l%ﬁsé'\b\nﬁ?ﬁﬂ%engéeg}éjt o@q he docune ag
inpladeedhéovenfrcatrervaaarverawoemmmg:dl&amzseager&nter Ihle anmynber The
event ce a verific n failure occurs ntryoidn
prampl a4 be, 2 Vaise P ovelticalion Ener Thay St & PIN by the
uéé?“ér'ﬁ@n@“%ef dig&@%f tr@cﬁurﬁﬁér Wihg tIﬁ@Wﬁ:‘H—to‘n@ ke%tdf'tﬁé télBphone.
seize tabase may be deCided by a rel evant
Almabvely,ya vmeoespmmqsrﬁwtemmawom campleged 7in iheNverification

o8 4R L4 SRRE B o 05 Rl R AR uroe,

pronpti ng the user to enter the nunber. The pronpt

Cheicebef Actiohce pronpt. The verification server may
obtain a PIN by the 5 user entering the digits of the

nunbEme astrmg thétethecuseh-is @ainde kmyeﬁeoif nlalyencledemrmer more of the

foflousiigy ua it b, e irent EaiColing ad Rsthelly ad rginstating the
ddtiPherto Rﬁﬁﬁfﬁcdlﬁﬁagv&thge Qff th@enwRHtRANA! its referred forms is that
Identification nunbe Choi ce of Action The action

thehdocyrhenuseay ike amlailyt invefitlefor wsss hawpvere upar taceipt by the

fBBeter 80 Bt P, AR B JBE VBBt meoc

proQRietE By . the HAVEMtN. ar TR pRévRs Ounéd’[horrmrljse)rby rany party
its pre erred fornms is that the docunent may

infeficepting aejdacament poer irsiés rm\mthawﬁﬂfpée\é’nsr by the

I nt | e 0 t t
A b e R AT
nulngberrwl optionsntcs apc&sgmesamimhﬂmachemi lJErm tr}ermnmaygbe}a voice
intercepting t ocu rior to its recejpt .
M. 1 TERSPr ek GHecht oAl e Darietusd ik corbsponding
nlfrﬁﬁéfle\rlraﬁﬁ@fb@&?tddéek ot t}‘\’bttgleghﬂﬁéu AblernHERE NRtEe recognition
Ions to access the avalla actions. The ‘nenu may

mlaye lze \@npleyedranutheTherificadionnsgrvef ftecenaliie thesusardto select the

t b t h di mb ia th
eSS P BseBRBR AR nat  vel . vo ce

reCQﬁ”ééhﬁ@ne%oﬂﬁﬁer% e | 26 dmiaf E@eredﬁfrédltéabrd%de a further
server to enable the user to select th
identifying number associated with the document prior to the action being

effected.

Interface with Issuing Authority

In preferred forms, the step of verifying that the user’s telephone number
and the PIN obtained correspond with the telephone number and PIN associated
with the document includes sending the telephone number and the obtained PIN
to the issuing authority of the document for verification. The issuing authority may
respond with an indication of whether the telephone number and PIN are valid or

invalid.
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desired action by speaking the correspondi ng nunber.

In sonme enbodi nents, the user may be required to
w@ewsioziesa further identifying nunber associ aP@rAWRMOW001166

t he docunent prior to the acté’ on being effected. 25

Interface with Issuing Authority In preferred fornms,

t he f verifying.that .the,user! e 0 e

and Lezgﬁ%lly’o aﬁr?@d%éo%é'bgnw%wﬁg ﬁFttéeéffééﬁe%ﬁo#éfgﬂ Includes
sendihgra asguediNiassieet aedictivht fo thee iskudngrentthomgl udde issuing
sendi ng the tel ephone nunmber and the obtained PIN t

aytheritys Siayn gespenAovith yabindigatiorn of vdathei the attempt to Sfect the

i ' ' i rity may 30 respond
a%ﬁ{dwﬁ%%elé%@?%%‘%g%%wlo%?%\?Eg?ﬁééfrshﬁhe %/el e%hone nug‘oer and
Pl N hr @avtidulatyoprefienedl ethbodbn@085/ddddrABBication with the issuing
PCT/ AU2004/ 001166 8 Preferaply, the ste f enabli nﬁ
ayiRerityis e SRR SUt ASror RUPTIAR V4 8rARtARESP Mterface over
: i h ' i B t St it |
a _Fﬁ)%’rﬁﬁﬁlcéﬁor?g ggﬂork %Mhéﬁb&dg% hgis| SFAHJEIEMT SIYUrEY that it is

e 1Ssul ng ority may d wth an indication
noff nedesshry far e atseeopthe pravfidercef thaelocasaniventisatimeservice to

successful or uccessful . 5 1n rti ar.l s
Y& RSSOty e ETaTech ahel polchtRlk cefthtial andsansijve. date
haldtdyomhktiysdigg Q0fHOHEY h GIdee td parerms Hekriaiatidrpstepxanpl e,
via'a databaSe interface over a communi cations
net wor k. Advant ageously, this arrangenent ensures that
The Systemsf thedayentionf or t he user or the provider of
the docunent verification gervi%e to .aave ac%ess to .
any B¥2R0iBCHEPR?H e RIRPEPbIVRNTION IRFOUERT AdRYRIPE 05 ffabling a
USENR 46t aah@ion! QitheledpBYt tdGeb&eldl PEHaAHNGOId B Id@ntification
order to performa verification step. The System of
dodieméemly entpoument habhas andderiiication funstiesdneludingent i on

id f. bl i . . .
e ot b Aot d: Yabiiith o B8st B d Eftkplih & gofifhufitations iink:
I denfdehtifyfg Aidandfor Mastitificatiord @ whie nélephéhe MasniT with which a
identification function including: 15 a network,

comtminications iink ircesteblishes; abl e t o est abli sh a

o cat | ok i D .
STyl Rk, FBinki Bl b Al Y BiTIBBRDRE by gomresponds
with enteiptdhe tngnberprevisuslytzalbtiateetiwith ¢hie Hycumpent znsl
for verification that said tel ephone nunber

cor r@eaBAJET aRRPING, 1R USERJRLTHRAHEY apliey MilisFgspect to records
p&ESAFGIPthe ibburhBRt GRGUIBEH sudhsful verification that the telephone

number verified by the verification means corresponds with the telephone number
identified as the number with which a communications link was established.

Preferably, the means for identifying the telephone number includes a
calling line identification service, a calling number display service or a call back
service.

In an embodiment where a PIN is also associated with the document, the
system includes a means for obtaining a PIN from the user via the
communications link and means for verifying that the PIN obtained from the user
corresponds with the PIN previously associated with the document. In this
embodiment, the user is only allowed to effect an action in relation to the records
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20 neans for enabling the user to effect an action

Wth respect to records pertaining to the docunent
wo@ndog/oemen successful verification that the tePEPAT®4/001166

nunber verified by the verifigati on means corresponds

with the tel ephone nunber identified as the nunber

4l cfH _a l. . . L
PRBLIT Do ARR  Oblftab i of TgPbae Blmpers and PN
nomhbees isi dielcegsial.a 25 calling line identification
service, a calling nunber display service or a call |
backln B&feired embodimerishiin MesiemiEner ichydes a vgrifieation server
oRIRRLOF AT & S huISGREARRRYS 1 W ORI BRI Rofvor such
thed ihe dooahupicatibng knlaedtaitiansd byriheeusdryscomgectsathd tedephone to

PIN qQbtajned fromthe user 30 corresponds with the, PIN,
thgr SOTBRAI SEVEE w188 Hseh M CAREIRENe. pATyLCStons link by

B e T kR A U

PCT/ Rugforaing theceerificatien tseirvemigictusles han dileraddive vdice response

verificatjon of,.both the tel ephone nunbers and PI N
oy < TOS YRRl SRet BRIl R GOmpHier system
pRFaARMAD thedarhnoutdpe ar Ydref biCaid AihdliBh¥esf the system. The

connected to a conmmuni cations network in the formof a

verficainBngendrwendy inghide s tdatabase colimai patticuiasly preferred

i Nk abj.i_s h t e t
ol el ot S8QDBEL el Mg h RPN Rumoers
asspoiatet agiti dosurents foy thelipalpdsegofavériflidghibeeorigindiiiy telephone

corresponding to the verification server. Preferably, .
nymbetsef incemindFryaciiens ang i maintaineddethedeswing weitharity.

r eSp?gé el ‘F&%btaﬁﬂﬁg Vel ﬁ%ﬁ/i iﬂEIuﬁ@r%IEEtr{ﬂﬁ% h&YGWASE and/or
i ncl ude a conputer system 10 programrable to carry
camputen programbcede tapalelefai meteiving tofich-tenes gighels frdmen telephone

verification server i ncl ude a dat abase. a
vighe 1IEPAoTY ST K spRSt iRty able tortaas £iflada the keypad of
the9Blephbper €cords includi ng tel ephone nunbers

associ ated with docunents for the purpose of verifying

t he lor iagipaaiicularly eprefareate embodiment,ofthé ncemputgr system in the

caonnecti ons and.,i s ,maint.ai ned, by the issui.n .
veHERTD s Verds A 1 EieaB A BlsRloRIC PR fgyan interface to a
dataphsslenghREdd® By thBABSYIRYG %Lﬂﬁ@%t?fof hensburhem OFhaTheans for

code capabl e of receiving touch-tone signals froma

veryiaghtieé saiflatelephang awhthef e@reRngadsoWthags telephenrg number
a%séc@%%@n\tévﬁhe'fHeerd&u%é}ktv.hﬁdt fie kayaad vérnﬁing that said PIN
corresponds with a PIN associated with the document may include computer
program code designed to open a connection to the issuing authority database,
and to request verification that the telephone number and PIN correspond to
numbers associated with a document. The computer program code may further
be designed to receive a response from the issuing authority database indicating
whether the telephone number and PIN are valid or invalid.

Preferably, the means for enabling the user to effect an action includes
computer program code designed to provide the user with a menu of numbered
options to access the available actions. The menu may be a voice menu. The
user may effect the desired action by entering the corresponding number via the
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In a particularly preferred enbodi nent, the conputer
systemin the 20 verification server is able to

W@ e®ane128h el ectroni c connection to an interf aPEI/AG2@4/001166
dat abase mai ntai ned by the i§§ui ng authority of the
docunent. The nmeans for veriftying that said tel ephone

PR KEUSENER S LSS 4P SR e o
déesigedPtdNopenrd esposstipnwiot iheaisSliNg aaghoitgtdatabadd) drteto send a

docunent may i ncl ude conputer 25 program code desi gned
reqyeshih effeebancaatiopnsalecter by m;ﬁar-a feoFPmputer prégram code

t aha anga: u sverd fi j t i i
i) B8 ner bR ST Leapahds 0 i Gssing autnory
databasé ddicatirigt Whethdo chenatiempt he effenptitecactiprogas veen deccesstul
%furt e be designed to receive a response from
O {&SYCEEB? H[; authority database indicating whether the
t el ephone nunber and PIN are valid or invalid. 30

The Méthall of, thtelhﬁveﬁﬂaﬁ fféh ipeabsdrg Pebspesipve t 0 ef f ect

an action includes conputer programcode designed to

pr ovindg flMigerussecly the presentineéntiormpesvides aphbtiegl fop a user to
access the avail abl e actions. The. nenu

I \ e, may be a.voice
efeGi@n avon Wik reshagt &9 resards AEMIBIG eramdendfication document or

IGghEs a0 e ATRRRAN D BHOR heliahd P8 b lic o

t he ¢sthblighimga conemuanicptiores lind; @gpdam code may furt her

be designed to open connection to fhe issuin

aut eI e etuchian: b SURal &N AElRRsYT: Jegppefo records
pggﬂgmbggghggbgemﬂt BYet A démRhuniCBgorPt er program

_ urther designed to receive a response
f r onwhérein sthe nestablighenénty o aatcobarsenicatorsit limg identifies the

ther the ajte .to.effect th 1,0 e .
teleiioseapdbellrofhBhichetd ks A BRRY AR 8 TRES Mg end of said
comtRMd=BBNE NPk BRE Waeeirs tiReuseeR! M9 Peinfttédind Rffect an action

aspect, the present invention provides a_nethod for a

wils efespect &g fregerdgnpadeiniig i@ tther degaent § thec dglgghone number

| n ; . .

ol FERoRs VFith 19h G hlyrhEr bl HFtiatel wilfihe document

i ncl mdam@rhibedisicap wiwsre @ HNbE | dd rgsaciatstmuithciei document, a

[ink; and _transm tting an i n,strl,i_c ion to effect. an
PN 1§ &Fanamitied ¥igpikier COpMUBIGHIgEs |5lﬁ§r ang dhe dnstyidtiqes to effect an

u i i n [ [ ;

SOy B PIBURERITPIN cBhestRIE D 4 Y provousy
addociatbe plithrtberdochierertr om whi ch the link is established

at the receiving end of said

The Method of the Invention from the Issuing Authority’s Perspective

In still a further aspect, the present invention provides a method for

enabling a user to effect an action with respect to records pertaining to an

identification document, or document that has an identification function including
the steps of:

receiving credentials of the user including the telephone number from
which the user has established a communications link; and

authorising the user to effect an action with respect to the document only if
the telephone number from which the communications link is established

corresponds with a telephone number previously associated with the document.
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conmuni cations |ink, and wherein the user is only

permtted to effect an action wth respect to records
w@ersmineng to the docunent if the tel ephone neREYAD2004/001166

corresponds with a tel ephoneqpurber previously

associ ated with the docunent. In an enbodi nent where a

PI'N | I at A e.do i, ' :

tranb R Ll oF FIRE EBatlorl bR uRE AT oLy pffimilribatons ik

ahd siuthurity éovsthieoussrfte adffeat anagdtionris iahlyp provigked ifithe RIN dbtained
the transmtted PIN cprresm)nds to a PIN %{tevi Q slhy
fraisthe USACreIPANE Witle dnBRY Previeushirassgcisted mdth the document

aé@li‘yﬁ]{dgl u(frr{egﬁﬂrhgérslaﬁ%'btaﬁe%ﬁkp” ty's Perspective In

er aspect, € present invention provides
a neFuadider benefs aanbbdvardages séthe onethbde andasysiem according to

e Ao S i raafai i e delauios gescription of a
picf&msd EhidirABnf SMAETHNRiBR! udi ng  the steps of:

receiving credentials of the user including the
t el ephone nunber from which the user has established

SR HESGRTRTRIN o Fie BBAVENGS' (e Goctment oniy i1
the AepRpese drHP&EiImdnt aih tMal aivehtien CRIMHBWCBE | @dktribed. The
link is established corresponds with a tel ephone

follawing desesiptionsshpuls setbatcensigerer imEmiidbariaepe aigdhe invention
o%%r?)g ?ﬁé#ﬁ%cgwa%%érﬁgl ]1?1% epl%?erPéerﬁ{b%ﬁerenﬁs rﬂ(e@chﬁed with

rom e user via conmmuni cat'1 ons

refévénaettbtiie bycdmpanyieg dserings irevhétt an action is only
provided if the PIN obtained  fromthe user

cor r @gHENds isniar How ehagt diusiading) § rastiodh aeerrding fe the present

: ,qﬁ%a and the tel ephone nunbers al so correspond. 5
mggrt élrr%hgjenefits and advant ages of the nethod and

syst Eiguez Gislianyldok dialgeamr afs ansedurg ethvdment vérifimatiomesystem

a rent in the foll ow ng description of a preferred
aGhgAC 1R Hhe BreSant MVEDURR: on BRI EF DESCRI PTI ON F THE
DRAW NGS 10 A preferred enbodi nent of the invention

will now be described. The follow ng description

DESCRIPTIHON QE RREEERRER EMBODMIENThe scope of the
8] Sl A% SR BRASLRS o o ST abbpent o o
inVEsticHt FNATRRMYItAE speaiit RE@niple \whiagitsshbetipplitation,sndwensr it will
chart illustrating a nmethod according to the present
be appreciated by those skilled in the art that the invention is not limited to this
particular use.

In accordance with the invention, an applicant applying for a passport
includes in the application a nominated telephone number, most preferably a
home telephone number, and a nominated PIN being, for example, a four digit
number devised at the applicant’s choice.

By including these details in the application, the numbers become
associated with the identity document, which is a passport in this example, in
accordance with the steps 102, 104 of the flow chart 100 shown in Figure 1.

When the application has been processed by the issuing authority, the
passport is sent to the applicant, for example by postal mail. Upon receipt of the

new document, the applicant uses the nominated telephone to establish a
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15 invention; and Figure 2 is a bl ock diagramof a

secure docunent verification system according to the
w@e@ser2sd nvent i on. DESCRI PTI ON OF PREFERRED BREIBUMENI01166

20 For conveni ence, the foll qy ng exanple of a

preferred enbodi nent of the 'I'nvention relates to the

oozl SE TR s RRnRE nd PP A 1BHE g gha of the

lirik) etHen\catlingo Muhtben oks idemtmed 108t liors expaiple cwélﬁg aisealling line
I'n_accordance with the invention, an applica

idgpHiication €drl).acallings pumber siispla |( (GEY $€HVIpﬁe0r 5 call back service -
(8] 55 B[ e Fop T PR GEhnElERARRRY AU, oSt
ne u r, an a

pr et er oma telep nom nat ed
Pl N Blee ra@pllcﬁam isXfeerppmmptetiouid i griovidenaifiNy ad eviusibér stage of

véiicefignanbis sprigRs Abis-aniblal e UatonsBytper EansiSting of a
tofhrtdt, fd?%x'aﬂgﬂé' 12 d%‘RSUH&H 10"G|gﬁ§‘o'f%é‘té?é‘g§r§d?% ﬁur‘nBer (including

this’ exanpl €, accordancé with the steps 102,
are@acode)t ard fd tcwrccuigit tpersenal hidentifiaatioh gumabar, chlmgt agelatively

appli cation has been processed by the issuing
hlgﬁqﬁ\beﬁ-oﬁﬁecwﬂg passport is sent to the applicant, for

exanRtGorBinghRSh dhe ABki stepPOIB THeC@ddMtis rovidéd witt\Vé list of options
docunent, the appl i cant uses the nom nated tel ephone

for gctigns Hat dhevaaramblode efiechwith pespentio e mEpIds peitaining to the

G TRLGBGRL T Bl o PO B e VAR R ARl concel
am exisdngtpa”ss;@@hm&t refrtatexanekisting nga&pbrt:al li ng I | ne
identification (CLI), calling nunber displa

Lo R e SeRUY quirpOtse, KRG e RasSpomaylldung BopaRns,out to the
aﬁ;ﬂﬁ:ah{‘mhlﬂﬁpgg i é%e%w\?ﬁgi\%liaga:ot.a bF recorH&ep ?\%b@g%tth'e?assport

en pro N, as a r sta
wdifacooeahnglyuathoate th'Ehltbe [passpoit s abt validatpdiamd apon any attempt
i denti fi ca umber

ti . t qt al f, f .
by EpeESoTLIP Hre e baridth 1o rargrib wilioe distkef dnenauthorised
péBR&Uch! &xCh Udisiins dffR@r YA MR Whep deq2E 1l ?!a&sport Thus until

personal i dentification nunber,” offering el ativel
thei passpeve hast bewt alidgted 1oy Abeoamplngny |t|qannbé beeyased by any

bt By Bt se oA RRY EEF StbihuPacibogtent Big e nowy
iséfed pasdpreprds pertaining to the new passport. This

list may include, for exanple, validate a new

passipothe; cass@é|a new passport, the applicant will be required to initially
validate same and will select this option at the step of entering a selection 118.
Unauthorised persons who may intercept the passport will generally not have
access to the nominated telephone and will also not know the associated PIN and
therefore will be unable to validate the passport.

In the next step 120 the combination of the telephone number and PIN are
submitted to the issuing authority database for verification to ensure that they are
associated with an issued passport. At step 122, the user request is sent to the
issuing authority to effect the selected action.

At step 124, confirmation or otherwise of successfully effecting the user’s
requested action may be provided by the issuing authority. If the action is

successfully effected, the method proceeds to step 126 wherein an IVR message
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an existing passport; and reinstate an existing

passport. For security purposes, the new passport wll
whaons/obieen sent out to the 15 applicant w t hoRCT/AEA0MGO1166

been val i dated. The records ertai ning to the passport

wi Il accordingly indicate that the passport is not

ﬁ#ovg)ae gn ﬁ{édu%‘%‘)@?rggﬁ])@éﬁ#p%eb%ﬁoﬁ EQ?L%gg%#BI U5he method

eyt theni sedeed diatRkniosstep BE6 avhreusinotie wddri isesnothagaimypresented
then seize the assgort Thus, until the passport has
WHBeh MRNY @hopionss tl éh%b'ﬁﬁi gans nat regaifm GNYpieiriies @ckgns to be

SfEeABYY Ly BRIl R B ppnone.

passblowevet nf athstep aee thé issuimyvaptesipoptoviddseam prlicatiomt that the

d
reuestad aFidh b sl ScCeRsli i o PRgTR 1€ sfestd PR wherein
thel@iepHdndUilibécath PRY ?J‘Pé\ﬁoﬁi‘éw sﬁ'ﬁglléd‘bﬁ k¢S et ?%eentered into the

passport wll generally not have 25 actess to
“setrd’ rdatadase| Suiboaguantty, vthelm@thsd mocemw sm 130 wherein the

p4SRE, PLheE 15 1B00ss A FAN e Hbsn Pt Rty the partiular

péﬁﬁ@irﬂﬁ&ﬂn@@r ®r Whieht£usehaizg e eeemping tBlfPuaigently use. Once
submtted to the issuing authority database for

theepagsnost Nembeb haa Naes @btatnetdh%gmaﬂv@ usgfsthe meldodipreceeds to
st@@ 13?%59@%?1’2&88%55% nnﬁrInB gl't;otIF %he“‘&@.gg%afa%ase The

g au fect

meth@t treth oceods th\btest &34 Mréremqrf IVFmeeSQag@rmay be provided to
ot herwi se of successfully effecting the user

thecgiSest ot 4 PREIFURY PESTBISY) e@r@ogyn@weof d86i iyention, the IVR
WI%EEQ%PL Hiddd af &@ Ayl §ihd ﬁotlpz'g&g\i% hB%aﬁ%@g}Wéjuser that the

rocee s to ste n an nmessage
awmamsfraadmest s /halg208st l@feb&ﬁd alllowgh thie eintty doft Mne passport

ol Hoa Se 1 FeRLRsd e BaeetBe e BT Tap cloe proustoms

offibial WhHRh the U2BE aitaaRt P uSS & BLsspiirt. hTﬁls"B%ﬂ'HCLﬂér approach has
options. If the user does not require any furt

thedvensiisial @dyantageftbat althoughegn atigmpitedh fraudelent uae of ehgassport

48 oA e 5 o SHOGBS o Bl B oo

fralicilenthealidegionest 8 pabspurt \wmsl Rehces Wil ®eslinhwatdghat customs
met hod proceeds to step 128 wherein the tel ephone

offigigiseer @Muerioreqinent fficerp willhie menitering te useof itke passport for
' " saizel dat . Sub tly, th
i fibGtes 8f it MEMARARERIE P Rasoport

nunbArsysten &maiﬁbmﬂtihg dine hiethoig ef theninvedton iillusieatedfiy Figure

t h articul
%hg system l%cludes the applicant user’s telephone 202 connected to a

communications network in the form of a telephony network 204. By dialling an
appropriate telephone number, which may be provided, for example, along with
the new passport when delivered by mail, the user is able to establish a
telephone connection as a communications link to a receiving location 206. At
the receiving location there is provided a verification server 208 including an
interactive voice response gateway, which includes a switch 210 for routing
incoming calls, programmable computing means 212 for terminating incoming
calls and carrying out processing operations, and local data storage 214.
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10 passport nunber for which a user may be attenpting

to fraudul ently use. Once the passport nunber has
whemwsohsni ned fromthe user, the nmethod proceRPGEAUR004/001166

step 132 wherein the passpor 4nunber is also listed in

the "seize" database. The thod then proceeds to

step, 134 wher ei n_| VR nmessage b rovi.de 0

ther AsEPnisfiol BB mall 4 pRRer oPpay it fraphopenver to a
dataBasd paBt ditatdd By R phBspds saUthgaatiotied Althelgh shddn as a

does not provide any indication to the user that the
cenneastipn alistincifeam dhe talsphnay neswarkdisy Biguse 211 thagajmection 216

€ ry, Qf Lt rSek7e! :

S B i AEIBRERY o P B Gt MierIghER, thg gppnoction
magfb'ect'/ial a dbeitatdbcorpaiuniddtionpichahnel e nidebpags paovther network
This particular approach has the beneficial advantage
syqhp@s Hie INERIGRt.an attenpted fraudul ent use of a

pass I t .

o PO oA TS 1880 Bl e S SR obf S rocesaing steps
refquirad ubdmpleraénidtitel metludd tescriizsisp@vioushd witbneéerente to Figure
be unaware that custons officials or |aw enforcenent

of ficers will be nonitoring the use of the passport

for at i Qi ok

Low SRR RSBl Bie g g ne Blonone
nimbes tof dhedtelephringu82, fer examiple pinge eallingl line gdemidication or

| i : | .
S T G AT
net W séfifarduisdl grolvides raBan@rpmvepifyiag ehatetheperiphone number
be provi ded, for exanple, along

, d
cé]rurﬁasn%@tsw@g émnﬁgi@ﬁbﬁn@muméere@swia&aﬁ |With ee lps’?‘éﬁp‘\?,’w@-t hAt step
| .e. i . ; . e i X
128, i e PRk P b6 YR BAROBR 1A Radshe oatpoae of o

nérhatet &ilophighd meaberhdltén the Bcal sturatpd2 B,
verificatjon sFrver 208 i ncl udi ng an .interactive, o
voi cENe sehwatefuies REgVIdeh marnsfer QRERNIAY P ersenah igentification
f i i L NGh~C gy aec! FI kN i
nlﬁ@g?}{s?@mqﬁ%ruﬁ%n&% gghmucrﬁ%ﬁ%@ cI:a ’If;oran calrbr@\/nrgcelvmg
toaobh-tpne sEpwingenpried byrike wsed pressiig battans b itlag &ep pad of the

2005/ 021283 PCT/ AU20 001166 4, A ti 16
telAR0DE 2o R RS HBOVIN TRY Deiaiteoer J8ra fiue gperator
dat ahageindilBeaPr Meedoftiatd ArPd3SHY torl $SHIMG that the personal

_authority. Although shown as a connection distinct
identifinatios nemdystioprovidadudek tha BBguraor®esponds cuiihethe opersonal

. 216, nay al e Vi e. e if. . .
bl e st Burd SihdnE BT RO Y el beuimgpigmented via
théesir@tBon CaBNdthe aldtabesec has e lthe @suiry abihorit® A request may
anot her network such as the Internet. .

be sent to the database to verify the credentials consisting of the personal
identification number and the telephone number, to which the database responds
with an indication of whether or not the combination is valid.

The software also includes means for enabling the user to effect an action
with respect to the records pertaining to the passport via the menu of choices
presented in accordance with step 116. The software may provide the user with

a menu of numbered options to access the available actions, which may be a

_ voice menu over the telephone link. The user selects the desired action by

entering the corresponding number via the touch-tone keys of the telephone. The
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The conputing neans is programmed to carry out the
processing steps required to inplenent the nethod
waele®soraesl previously with reference to Fi gur ePCI/AULD4/001166
software programtherefore png|des means for '
|dent|fy|ng the tel ephone nunber of the tel ephone

s Gffare! B iRl £ 4314 1§ Prkbthe A5l SRigh! G @ Bohection to

theeslingda@hofitye fattB8se,Tand yetdives @ pdsponBe dMdidasngeditsher the
for verifying that the tel ephone nunber corresponds

atipmit ineffealtep A6tieN hasrbern s9serRssiilal ulsuRcesriul.
?ﬁz S ﬁg&e% Pe’%p@éﬁﬁ%dlt?y é‘éo%en%l{]le%l @B(tﬁebas hlég?né;rﬂfﬁﬁllﬂ'h@g variations

ohthe irieatioh edrephessibleyirhadditibal td what i descritbeds tro g doregoing
he software further provides neans for obtaining

214.
p@}%ré?‘lﬁﬂmoqm@ﬂft ification nunber fromthe user via
the 'fPl’éSn'le*tHEﬂ ahf’'s by thﬁtl*fey imfrtiok! @y be used to

touc tone I gnal s- generate e user pressin
camnaet ardomfmemteram tpan tofvatidate the ctwhmﬁnbn én 202embodiment, the

cdseafian acher il R sagesaT Soiang R Rar sk iSvalidiied pgpording to

th‘éGfe'Iép)HdPﬁ Atidbek RAAPSSSORA idehiftaiibhi m@hber efHdT’ﬂﬁ.ar document is

provided by the user corresponds with the personal
Clirgemtyi Valcttat ildvis emables Hesuseratcepravent artyeupawtbpased use of the

o R P RE S G FrobiaR RPEl gt b Beavery
retovorRds 8 syfeiendiaictias of the inesntion rmbg ber@dteniol ral/alidate it.

consij st | ng of the personal _ identification nunber and
t he F@'ﬂ'@%h&ﬁ@'%"rﬂié’iew,t&?%thﬁ‘%ﬁé@aﬂ%a%é%%b’ﬁ%ced For

e*ﬁsrﬁ@lgﬁioghf%eﬂts%‘??eﬁfflc‘gﬂ hedy Pfcngfét r%g{; @P{H%I 0834 B"enter their

war e a SO I'nc

dateadilbintty dritforuteeanteothetrffiest name asirigothe kalyphdr espect t o
the records, pert ai th sport via the

. S nuy
choi &5 Useo i RauBarultykes i 5%@1@&"%@??"3?3(%9@16” 3 eceiving
RGPS BB P dling TRRUP LRS! B systom

tions to access the avai e act
cquld \vemgamstethe prablemrand effeptiosvetdh tile. uStitetoLes ve operator at the
el ect esired action by entering the
BE@PS Vﬁg”ﬁhnber via the touch-tone keys of the

t el ephongersTHRhYR ﬁ%&%@%ﬂ@%ﬁeﬂgﬁélﬂﬁ@@#@ééﬁ@n o¥5prov1dmg a

software then sends a request to effect the select
mabtile gunber may benpwyideash tldsers hmay saligrngtively e adsiltlonally be

PetfREIT e AFE R Eo o HERRRIT Bt KEEMSEIE st bes 1 they

d®motmevecedef dccess to a suitable telephone line. An option to enter the
nominated telephone number via a telephone keypad, rather than obtaining it
from calling line identification, may be provided to enable the service to be used,
for example, from overseas in an emergency.

In the particular instance of a user being overseas and losing all of their
identification documents, the unique identification number accorded to users of
the system may be used by overseas Consulates as a means of identifying
individuals. In this respect, it would usually be very difficult to require individuals
to remember a long identification number comprising 18 or more digits. However,
where those numbers accord with the users telephone number, birth date and a
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It will be appreciated by those skilled in the art

that many further variations 5 of the invention are
w@omsiobi2es in addition to what is described i nP€T8U2004/001166

foregoing preferred enbodi t. For exanple, the

met hod and system of the invention may be used to

docu . .
(ol A RN e Rk B b ool 2 bRy i Festisteg fo the PIN
agvtthé ditersmanbess afe asudlyngasysidrhaostispeopls teaktdiat Y using this
accor di nggto 10 the tel ephone nunber and personal

U'i“@ltéﬂtmﬂm f iasgOrlath e @ Aiser tihe pk the RregeRt {pvention,
O\Yéarlsé%1 &t@@bbv‘éﬁlcf E%o“?l‘é(/eté’h Hﬁ@}‘@v@d é?é‘\)’el of confldence with
I SR T TR ATEE WO docunment after it 1s or

respeteio. théudemtefymbaa individuaewHo claimed toshewekjesmajbdmdwnents that
‘%ﬁ overed,, the siﬁstem and net hod of the invention nay
FSEE tloo'dP@UfX @t e it. Further, or alternatively,

sec UAF YfuPRds BhRSndBhe R &%é&ﬁntf‘ﬁfo@@éﬁ% foFﬁﬁporJfé%t documents,

exanple, verification of identification may include
theeswatennn@nd mecthedrofttbe qrresent ingentiondmay be usied: to, implement an

G@C'l%‘g pnf %ﬁﬂeﬁ%@@?ﬁe}rflg r fqtvéﬁgérﬁ%u&'{qréga@uf%ﬁa%’%ﬁgple' bocument

h&MeteMabel Fedui@el 10 M@e thePEdtemh THOSIRREE Lthelr documents at
responses fromthe issuing authority database,

regyiare inteeqls.d &- ﬁco@?ﬂ@élyt hethgruise e ian gogsment t'§ automatlcally

m%ftiagggt I;ﬁl) ?A?(%uéa 'l_ﬂglr.l éuﬁgart gﬁ\%agég W@e@@og@rﬂehf‘%fd@g was not

aW&ieeﬂmr’thelddwmertthﬁa@mlssing QJ‘r Slolem dr where thelddoament holder
nunber may be provided. Use alternativel

h%odlwoﬁlampemd qfewﬁﬁldlwe@wagpw m&h%héocftgn@%fhgr?@' be used
f t

AR, AL 00 B o bk oS A8 8 cprpoles

toomiairdaint mgeltararorﬁacﬂ \Rith answtr&;jau’éioemnoh’e armmtiemlady preferred

t onek r t han ob a|n|n fro
R, AreySTeiB ckeldiag T e Rikseph HyRniPa deqds Slspioconners
oF B6cHREMISCR 'inﬂ’ué’c@ #@@Qrda’n&ﬁrofeWHb@uméhPEhGV\ﬁéﬁ??ﬁe iger that
an energency. parti cul ar i nstance of a user
carwieligtiav of H@a@wniemtos pagdlaglurcb@sst rieevalldatldenﬁ pffectadi on

docupent s que i dent | nber ed

o uEdmaSigporag, i 1Bl PERbhby G ASURHE “RARGHA" may be
adeIMaparié@ hyoa f8eTBAN Sn hisi chpet 1hfeysmemnalmd/ln¢bmba oflthe present

this respect, it would usually be very difficult to

mweqmn mayrig {urthesienhanged &r@rﬁ)@le foriafiematie shargieaof 8ip fee to
2 MR Bt R o cheur efl RBbn bR S 4EETor HTHLE could be
altontdticeliy ehavgedao e 2pPHeh s 288 pRené Ab@@lﬁml 001166 16

In another embodiment, the method and system of the present invention is
used to improve the security associated with the issuance of documents that are
used for other purposes but have an identification function. For example, new
credit cards are generally sent to users through the postal system and if
intercepted, the card may be fraudulently used. This is particularly the case
where the card has a portion for a user's signature which is blank at the point of
issuance. Of course, if intercepted, a fraudulent user can simply sign the blank
portion with the users name and commence using the card o access the

legitimate owner’s credit account.
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four digit PIN, the difficulty in menorising such a

nunber is restricted to the PIN as the other nunbers
wae@sossd |y easy for nost people to recall. BRCTAUZIY4/001166

this unique nunber accordedqt0 a user by the system

of the present I nvention, overseas Consul ates woul d

al so nyL DY f dgnc b

respélci:}te LS |d§%§ﬁlf X 18 Eaicd FRC DSty of fraudulent
interckptien Iamt uadalofdcdmnummnts ducht as avedit caeds/ ®yt equiring users to

identify the a further enhancenent of securit

agiiviie gar]do W‘Fﬁ%’éﬂ?t &7 opsriaeANd, Provifing ysaraen p.ﬁ{éonal detail.

H'@SWe%P' l‘PIfe Eé\? té’rtﬁé%ﬁerétﬁ\"?ﬂéy % eefré‘rﬁeg p); cI?eIeBhone and the
I npl enent ficient an cost Pactive pert b

deiavlaeqdied cabopt the egitirfate esmnplmuaﬂxowelaﬂmely]&hsyoﬂodebtain from

NG R B et BBl s e, o amaumt y
ot hepwiviRk behecogisee fom ﬁleaféPéQ“@hm%@Iébéﬁptldi\Me'n%bQﬁethod and

This woul d ensure that in cases ere a docunent
syrieanee! hesprgsent invanion isausedhin mrialiprein theaissuares afjdecuments

STt AP A L BEAER Sl Al agbloment wi

raspedt ththier lavsludfeinfience bhnihé pdrt dftthessuth@habosiRsinae the card
t hat docunent hol ders are conpelled to maintain

hagBaenactivaied &y theimepded lr%@@'ieﬁb authority. In a
particularly preferred enbodinent, a system according
to the present invention places caIIs to owners of
docunents to initiate re-validation of the docunent
and warn the user that cancellation of the docunent
is pending unless re-validation is effected. 20
Furthernore, the requirenent for periodic revalidation
may be acconpanied by a fee, and in this case the
system and nmet hod of the present invention may be
further enhanced to provide for automatic chargi ng of
the fee to a bank account or credit card account of
the applicant, or the fee could be automatically
charged to the applicant's tel ephone account. 25 In
anot her enbodi mrent, the nmethod and system of the
present invention is wused to inprove the security
associated with the issuance of docunents that are
used for other purposes but have an identification
function. For exanple, new credit cards are generally
sent to users through the postal systemand if
intercepted, the card may be fraudulently used. This
is particularly the case 30 where the card has a
portion for a user's signature which is blank at the
poi nt of issuance. O course, if intercepted, a
fraudul ent user can sinply sign the blank portion
with the user's name and commence using the card to
access the
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legitimate owner's credit account. WO 2005/021283

PCT/ AU2004/ 001166 17 Attenpts have been nade to
wo edaozi28he possibility of fraudul ent i ntercepti/ammmdo1166
use of docunents such as cre bt cards by requiring
users to activate the card by calling an operator and

i di . S S - n A call to

XL AINE FRuRE PARANVERAIDN oL Ogscall 1o

5 detail required about the legitimte user is usually

rel ati ve sy to.obtain fro Licly avajl
1t ecofdbetiag’ T erRignes usat 16 BieBlah by a8 to recoras
p&Aginfryy 89 ahnigefBficHtiont Hecumeedr doeumehhathtangs sy Riedlification
of the present invention is used in relation to the
funstganpelugingdbesiera of: such as credit cards or cash
acce ' Lonkfi [ venment wth
o B85 R I\ e S Pl BithifiE RbaliRREY CER ot
the iresusarcesiabiishing 3 dohahuhicetiors ink takchbidentifies the telephone
activated by the intended recipient. WO 2005/021283
NEAPLRU2004/ 001166 18 THE CLAI MS DEFI NI NG THE
I NVI : j il i
user V5 prta: B RS qoypdy R ARfch o EOARYLAGafons ik is
egtlabtishad neprrespands devith ftheatiélephdoe unembeor adsaciaedt with the
t hat has gn identification function, including the
dQ¢WPENt, ANd5 ass0ci at i ng a tel ephone nunber with the
docuggasling! the \1se@to @¥eBPhh HHIBA Vit RIEFEBI £AHOREoldd Bertaining
which identifies the tel ephone nunber; verifying that
tat the dasusyan wahnii tiseyeniications sticasisefut.onmuni cat i ons
link is established corresponds with the tel ephone

nunber associated with the 10 docunent; and enabling
2t he Agsethod afdoedingdo daimi drincludingribe @elditianal step of associating

records .pertainin t.o th ocunment only if the o
a sl dsatalo fusilhrifh 5 YRBAneRD ahd supfngnt tp veritving
thiak ah& thldpheht dhirebbh vitd dihido e cohfrRulitaBesP tihRtis NEstablished

a personal identification nunmber with the docunent and

ceiesnpadenwith the, telephanegnumbet pgsoaiated: withe g decwnepk receiving

. . the. co : : i . ;
b R P TTUBEE ALl b RE ARG g o o
aih hetioly utherebpedsiaoah®iregords pertaining to the document if the verification
is successful and the personal identification number received from the user

corresponds with the personal identification number associated with the

document.

3. A method according to either claim 1 or claim 2 including the additional
step of associating a document number with the document and subsequent to
verifying that the telephone number with which the communications link is
established corresponds with the telephone number associated with the
document, receiving a document number from the user and only enabling the
user to effect an action with respect to the records pertaining to the document if
the verification is successful and the document number received from the user
corresponds to the document number associated with the document.



10

15

20

25

a personal identification nunber fromthe user and
only enabling the user to effect an action with
w0 e®pezR83 0 t he records pertaining to the docuP@€nAURG04/001166
the verification is successi | and the personal
i dentification nunber receiv % fromthe user 20

corrgsponds W th the.pe | i i ' ey :
ST RSRRIRR MRS RN SR, BRI clficfiperein the
vdrBicatidmanat kisd TelbpRbné! Mirfibér Wil wiliohg thd ecnstluhicatiahs link is
step of associating a document nunber with the

eslaklighentis effaciegdaeesisa@ ealling/ling idgenilication: sarvige.

t el ephone nunmber with which the communications link is

25 established corresponds wth the tel ephone nunber =
5.assokinaetbadvacaerding todunueea©f dalsi Vitag, aviireimihe verification

nunper, fromth d | j . u 10 :
B TRE BRGNS rHEE pARC B v Bl 8fons Wk i bstabishec
cdifsdpaints Rgih el leRphonemeihberf assobited withi thatdovument is effected
successful and the docunent nunber received fromthe

bydging aceallingspem@sr displayessaviedment nunber associ at ed
with the docunent. WD 2005/021283 PCT/ AU2004/ 001166

19 4. A nethod according to any one of the preceding .
6.cl ai Auneihedeagsordiag toeanyt paadl Glrimsal te e whersjim e verification

r, W ' .60 [ [ [ i:nke: i c L .
GRS el d oL Fufi B, R GREngniBKidrs fink s established
coressplontis wath e teksphone. numbéy assiobizted adibrr tierdpdumaentyis effected

one of clains 1 to 3, wherein the vFri_fication

; 5 t hat .
by HiBcPBnasEBeONBLFAIPY e HPehaRH BIasinea faldo; R aiser wherein
thi! ﬁ%ﬂ 1§ Rt 3k %‘eéjaseﬁo'hESﬁpmmﬁa%hhobféf?écﬁ'fﬁﬁhogecalling line

nu effecte y

er assoclrated wth the docunent is
idesiifigatian @alchiling mumiber disiplaplseyvieer vi ce. 6. A net hod
according to any one of clains 1 to 3, wherein the
verification that the tel ephone nunber with which the
7.conmAlmethbd @esoldimito slairs Gabhésiregrionid discorasgubingshe initial call
with the tel ephone na%ger associ ated with the

: he docunent
frQTs Sl INSUSHT PERURRR LN R AMROTRR €945 A4 UPOBPIgFRY & call o
3Ry ARE LEIRELAY DU FedRetiE ARRSCKOSER DerhicR il ocours
whah thengorréstéemipdearyicoideds provided bythe ugemunber di spl ay
service. 7. A nethod according to claim®6 wherein
prior to disconnecting the initial call 15 froma
8.userA ndtbod smcording toang exhenoft thegpreeetiog arlginsoiheluaiing the step

of 158 eS8 it ot & iSeweth Otanind Uik IRPEY MuGBHF of a user
at‘é’@é?irﬁé‘ﬁ‘né QE&CEPPIRMBP AddCURRSIR thes BhANIIME thd¥sshiltg authority to

associate the user's telephone number with the document.

9. A method according to any one of claims 1 to 8 including the step of the
issuing authority of a document obtaining personal details of the user at the time
the user applies to the issuing authority for the document and from those personal
details the issuing authority establishing a telephone number for the user thus
enabling the issuing authority to associate a telephone number with the

document.
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8. A nethod according to any one of the preceding

clains including the step of the issuing authority of
wa2asozzent obtai ning the tel ephone nunber of BCT/AB2004/001166

20 at the tine the user applbgs for a docunent thus

enabling the issuing authority to associate the

SEerj)s t C UPRy é\qr{ée ;
1§ccoﬁdp{ﬁgﬂ]§dgr@%§rd}oﬁﬁf ag aéhrrésrbi 1?1% g |ncmL£i ng hg\)ﬁ%%m the
t@émmmfnmrlmber iassociaipdawitihdné tdpcament docrespohdo b @ userts home

er sonal det ails of the user at the tinme the user

QneNYmPehe i ssuing authority for the document and

fromthose personal 25 details the issuing aut horlty

establlsh a tel ephone nunber for the user th
1Enabfimgt a%cgdmﬂgma@mh@ﬂﬁtqf ¢laimss d ol a@éfvmerem the telephone

i SRBBRE L, bl AR MO GBER A2 2 or

one of the preceding clains wherein the telephone

unmbgr Q t

%ser’&sm %%Cé?tgcﬁgmyonea@laﬁgg &%f?ﬁ%@n@t ﬁégﬂ%}g@r fgleatelephone
ntimbangssoviatet vmthaa oeciment s ubersbusinbss t@émpjmwmﬁer
nunber associated with a docunent is a user's nobile

t el ephone nunber. 12. A nethod according to any one of

18] ai AEméthod éébdfﬁiﬁgeﬂonarﬁWQnéﬁifecﬂbmﬁBﬂ tound &vherein the telephone
associ ated with a docunent is a user's business

nyrabahASHRCIMGHDMEN thezdogurpaRthis £ Eﬁi@@?%%@u'ﬁ'@%ﬁwr@ﬁ@r&mg toa
he tel eph nb
trgéstgggﬁ%@%épre}%wwﬁg§g§%tn:nt el gpaotn:l egﬁon:r nunber
corresponding to a 10 trusted friend or relative of a
41522% Jﬁ%’thog éﬁ#@&iﬁg% %%&dddlgﬂit ﬁ"ne 3éc88f19tc§1aHEemcludmg the step

ofatlhbhemulhg anﬁh(altylmlwé@ttum@mmbtamﬁn@aqmrSOMI |dent|f|cat|on number
identificatigon nunber er at the tj th

frorea usgrAtite time theeses ﬁﬁ’ip #ﬁdgwlpg%@hqng‘g@@gg@qment.
15. A nmethod according to any one of the precedi ng

clains including the step 15 of the issuing author

1%f a“dﬁ%ﬁh\ﬁérﬁccﬁPéﬁ'@ﬁtt@ @@y@q@@fsmamrepaéwgu glaigg m@thmg the step
ngggéelﬁaé%ﬁt@oﬁ‘tﬁeﬂf £4 ?c%%%lgéﬁﬁ§gfﬁ$ﬁ§n%Qdénﬁlc%ﬁSH number

the transSm SsI on
fot @. usér mpdroinmanicating gatre @rie wser dfdependentiy? of thebiransmission
i.pcl udi n he step of the wuser changi ng the personal
OfitE%rﬁ#’P\“ ion nunber associated with their document.
20 17. A nethod according to any of the preceding
clainms wherein a verification ) ) .
16. A method according to any one of claims 2 to 5 including the step of the

user changing the personal identification number associated with their document.

17. A method according to any of the preceding claims wherein a verification
server is connected to a telephony network and the step of establishing a
communications link includes the user dialling a telephone number that connects

the user’s telephone to the verification server.

18. A method according to any of the preceding claims including the step of
recording details relating to an attempt to effect an action with respect to records
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server is connected to a tel ephony network and the
step of establishing a conmunications |ink includes
wo b@sozses3 dial i ng a tel ephone nunber that conPEDAB2004/001166
the user's tel ephone to the rification server. 18. A
met hod according to any of the preceding clains
p{e@ﬁfgﬂw gtr?hp[%iet?‘xglﬁ%t chigg%ﬁ'gﬁ IBg r(})‘?)\%uﬁﬁh‘f‘ thé’t ﬁ?éﬁgi Mfentification
furetion drs (N0t ThaAIS Bida RET IsAWEUG4 6 OSTIL 66 21
pertaining to an identification docunent or docunent
that has an identification function in the event that
19er i Al mathoehaccordinguocsiaiat 40.indi@ding thetdeg orelseisbuirgy authority

to . claim219 including the Steﬁ of the issuing
reaeiieg ArrpPOREY & faileg) Vﬁr'fﬂf@é'@ﬂtt B¢ epabling e @éwng.aé&mr&w to take

aé%ﬁbjorﬁf@g WMtHereéémé#'tBQh@%IQ%hit SodindANBr le_’uch an action was
action respect to the rel evan

atlempiazhto boeffetiednh an action was attenpted to be

"effected. 20. A nmethod according to any one of the

preceding clains wherein the action that is effected

204 t hArraetheet adoordiag ao dsy e af thergetadiag claims wherein the action

|dent|f|tggti on document or docunent that has an

thaén eTeetedWilhraspeet Iiecords Dedaining toc idexificaiian decument or
dB&Erﬁeﬁl{ thajr@i E% fohtiffM o fudetio kst Qﬁeﬁ%%@ﬁg%e or more of

cance e docunent; or reinstatin

tl*@]follaswmgt hod accord| ng to any one of the precedi ng
cl a| ncI t he tep 15 of transmtting a
docu tlpg d%ﬁi“@ﬁa d recipient with the docunent

i ni tbéﬁdéﬂmqm\éqjd&lrﬁém sse. 22. A nethod according to
any one of precedi ng clai ns wherein an entity

mdefﬁmﬁiéhmg gie d@@m%@lw ng authority of a docunent

receives calls fromusers seeking to effect an action

with respect to the records pertaining to a docunent
290 t Aenethodloatdonding do raylytm atithiet pmadir@t @pinef inchuding the step

o Faariing P aebueth ¢ e uSHRRE FerbRBF Ry TR, BocdMént iniially
inv8KEfofiyz@. an indication as to whether the

verification has been successful. 23. A nethod
according to claim 22 including the additional step of

2bhe Rihbined A&oRHiIKY 1S r¥r 65818 thd Predictifify clﬁﬂn@%Hé?@m an entity
froma user, transimtting said request to the

independentaot the iigsyiirgh duthexridy vaf rgy ch)cugmt'orreeemesmalllsefrom users

séeﬁr!ijg'; S eﬁ%&p grﬁ'e{c\ﬁoh r\]/\%hc%s'pn%t to the records pertaining to a document

the method including the additional step of the entity transmitting the telephone

number and/or any other information to the issuing authority and receiving an

indication as to whether the verification has been successful.

23. A method according to claim 22 including the additional step of the entity
receiving a request to effect an action from a user, transmitting said request to the
issuing authority and receiving a response from the issuing authority indicating
whether or not the attempt to effect the action has been successful or otherwise.
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whet her or not the attenpt to effect the action has
been successful or otherw se. WO 2005/021283
weRansAe2804/ 001166 22 24. A system for enabl i POI/AU2®001166
to effect an action with respect to records
pertaining to an identification docunent or docunent
hat ah . . i R, iene] i ng:
2t et vy 1 (o SHAling 2 K361 10 WRSL! B ocBR! With TRsodst tg records
pedaiming tatinoidentiiicektion docutsent byidogumeahdhdtohas an identification
fid ntification of the tel ephone nunber with which a
%ﬁﬂﬂﬁf‘S@?f%s link is established; verifying neans

for uelehbbhawitih WArh thaiudek Bl #5889 8sBIBEh communications link;
corresponds with a tel ephone nunber associated with

t he Wiedtifing means fesddentificatien gbthe dgelepbone eruniger with which a

o ohitobs Sk e ablERr “ont , "upon successt u
ver i {értigingomeahatfor heritichttph ang sdi@ﬁbl@ﬁhbﬁéi AurABeD¥orresponds

the verificati on neans,  corresponds with the tel ephone
with olefephogerumbarpsseciaied withilee deeymenkiadl a

c omgyfggaﬁ@tf’bp ’ézulag);liﬁr‘# gﬁ@%s%?ttﬁbéfi‘ﬁ% agﬁo? ﬁhr/iﬁ’}’ $&3Bet to records

acc g to erern means
pedainingf {0 tiee dbeumert eplyomsom sabegssiful clarifieatiam thaintheotelephone

more of .the fgllow,ng: 15 a calling line .
NYRBRE VeTie by e veicalion TegaT GRJTeRAABER Wiltsfhedplephone number
ideffiie# as 1t nuﬁl_b%ﬁWithqﬁ%h %edo%mﬁnic%ﬁonﬁiﬁlif ﬁ/a%’%atablished )
cl ai cluding a

according to elther m24 or claim25 in
nmeans for obtaining a personal identification nunber

2é.f°“Aa?;}§&h Rl Fﬁ%ﬁ%ﬂb&%h@% tﬁIQ Ji?ﬁ?b? a8 ifentifying the

means for verityi at the personal icatro
tefeptivee rbhbémiaduties ey lmmeusrenoroofrthe jolimeingi t h a

personal. i dentificatjon nunber previously associated
Wi t hapﬁ@nggggmtﬁlcgbqn AeMN& em according to any one

of céaﬁ}jm@ngmbbpd%?w;ﬁéryiggngr a verification server
connected to the co ni cations network such that the

commagalt haclkasrvicss | i nk establ i shed by the user
connects the user's tel ephone to the verification
server. 28. A systemaccording to claim 27 wherein the
2a.er i Aisyatdroraceerdirg 1o mithed elaimn24 iontadaiac 26 viecludingea means for

r.esponse qgate t hus ..enabl i n he systemto pronpt . .
ofBERE A p DGR BE st PR LEEE VT i Gommunications
lilknhRE R mddhs! for "\RFIPARG thaLtHd BeRoMAPidentification number obtained
from the user corresponds with a personal identification number previously

associated with the document.

27. A system according to any one of claims 24 to 26 including a verification
server connected to the communications network such that the communications
link established by the user connects the user's telephone to the verification

server.

28. A system according to claim 27 wherein the verification server includes an
interactive voice response gateway thus enabling the system to prompt users for
relevant information and receive that information in response to the prompts.
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WD 2005/ 021283 PCT/ AU2004/ 001166 23 29. A system
according to any one of clains 24 to 28 wherein the
wQ@eos021ess i on  server includes a database contBCTIATZN04/001166
records including tel ephone pynbers associated with
docunents for the purpose of verifying the originating
el e t
éystgm ag%rg[bgfgg?dl é r%r) el Wcl&ﬁﬁ@%ﬁ té%wh%e%ﬂ th@verlflcatlon

sénver \AﬂcluﬂegaaIMtabam ventaisingp escdrtie moludinﬁyttele@hone numbers
el ectroni c connecti opoémﬁth a dat apase mmi nt ai
f

a3P0 ALa0 Wilh SOPHBPIS, 105 ih PusRtheL vorgyNOANe, adingting telephons
erein the neans for
né@g’%tFSfj {/Hﬁﬁgﬁmﬁjaéé H%]el ephone nunber corresponds
with the tel ephone nunber associated with the 10
OCURER : t
s A SR LI 3pd e A6 2415% it re venaton
SP@eB mwed)enadmﬂto ticadd Bnrelecirdnic cassectioat with \ai didttabasae maintained

docynent de uter program code operable to
blﬁﬁ@rﬂ*"%"'&%ﬁHﬂW'&%ﬁF? nﬁ@epgsui ng authority database

to request verification that the tel ephone nunber
identified fromthe users establishnment

3bormihrAYEIAM SRGOTIHK R AAT 10 WasH AT MPanadat dentiingihat said
e{%fﬁﬁfe AOA-BleP &Dr Olrfe"s Hhélg‘%vlﬂﬁsﬁ{e RI&Shdree nﬁﬁmrﬂs‘é@&?a P with the

correspon he nunbers associated wt
dd«mmensmanddberrcjeags tfor vesfyirigsthat r&ymmelnmnalydentlﬁcatlon number
dat abasge.

PSR 5 o A T s L S € cocumen

inCRERS Ve AP i1R? RRB§RAIN 'celbadbdrable f1ddopen @bbhr}(eélon to the issuing
dat abase 20 indrcati ng whet her the tel ephone nunbe

auﬁhonb'edatab@lseu veraquest aeritieatinmtiatstheotsiephang ﬂumhea identified

o4 5o, b 9, o HBRISHETIY S 48 person

idenafiddtios hhmb&ebbméd fiesth e agkr O@Vérnﬂiwdﬁﬁnmunlcatlons link
comput er ﬁj@zm code operable to rovide a user with
cqrmqmdow'thu PEEhee iassscialeth Mibs endocHEeng according to the

,S?ﬁ%b%ho@@s%t?g%%{st em according to claim33 wherein

evmenu presen O a user is presented by a
synt hesi sed voi ce, the conputer program code further

per ab h eg |
o80T BTHRyPE, 8O0, RS ReBboR hRefE, ff8ram code i
fusbel resbradlel @ reyeive! @Crbeﬁansé ftdm awdssying aa@thority’s database
touch-tone key of a tel ephone handset. WO 200f/021283
mpl@g;tlngjz\gbgvr@@lth_w%telephone number and personal identification numbers

obtained from a user are valid or invalid.

33. A system according to any one of claims 24 to 32 wherein the means for
enabling the user to effect an action includes computer program code operable to
provide a user with a menu of numbered options to access available actions.

34. A system according to claim 33 wherein the menu presented to a user is
presented by a synthesised voice, the computer program code further operable to
enable the user to effect the desired action by entering a number corresponding
to the desired action by selection of the appropriate touch-tone key of a telephone

handset.
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24 35. A system according to claim34 wherein the
conputer programcode is further operable to
w@2i0abti28h a connection with an i ssui ng aut horPC€HAB2004/001166
dat abase and to transnmt a gquest to effect an
action selected by a user to said database, said
onpyt 0 I - ' ;
3B ecphnors R AUAECE, AR E THRSER, bR TS Frooram code is

furthgir csderaigleloetstablistha etbmrmnﬁbntwiﬂefefre'cSSUM@eaamdrIWﬁs database
has been _ successful %r ot herw se. met hod f

36.
a@% & |traﬁ§rr§ 2 Gauas (@ pact amacken seieciac Ay PeE P splsl database,
ocu tepﬁfo:g?%rg'sdﬂlai taﬂs@ é%ﬁf‘é b il ré’éﬁdeéEWFoA'ﬁrthe issuing

ent| cat| on function, I ncl
auﬂnenm damba‘se indicatng mhethemipeaattemptiito effecotie hctidn has been
and t tting an instruction to effect an action
sg\gq%sflﬁgbgh}er\{v@ ecords pertaining to the docunent
over the conmmuni cati ons Iink mherein t he

stablis of the comrunications link identifie
36he t'lé‘ﬁgkﬂﬁm% ‘?ﬂ?ﬁ%@g § USAT lhieHRCt RB #qt'ﬁk‘ w@h féslgecsf to records
p@ﬁélﬁmrgfi $§¢esh %eH‘lﬁ:l?rn%Heg&b iBeR bro ﬂo&ﬂhgnt {®at has identification

cations ereln the user is only
fupetion t inelddiny thefséens ai actl on with respect to records

pert ai nbﬁ%gto t he docu Ié the tel ephone number

cor r%%tﬁ N2 GPaMyeica ﬂ'?)% er previously

assoghasmfting tdh iMgrieieHM®NteffecB @n ActiBh hafh aeepedi #E records
to claim 36 wherein a personal identification nunber

peraigingdodbe slocument averthg apsampaications:linst hod

mclwﬂgqu Qﬁet Iaeg;?%ﬁl slﬂgrﬁén}] éﬁp[hgf Péﬁ\]ﬁ%l@étﬂngg dlﬂk identifies the

per son f a use

telgphsi@ hlimber franewhicer thet Ik iscsstatslishetl atrthel reo&ivimgdend of said
only allow ng the instructions top effect an actign to

CQBETHNIGtoNR MKy ZRdnWpeein e s8aRis PalyrRerMitded itepffect an action
wﬂH”f%%PeEPrté SSRGS Eﬂahh& tcE’%éoﬁaétthFer' fHec Ib@@one number
nunbe [

previ ously ssoc ed wt e docurrent
coreddpuchdsavitrea ddlephone nusber poeid sty associatetiveith tiet document.
respect to records 25 pertaining to an identification
docunent or docunent that has an identification
37.uncAimesthodnadostding tbhetaist 8pswiedrein aqearsoma identification number

st 8lgmaselpd WS lochinee b4 B ReEd Bl B4ORBRS! step of
obtafHin ng & fors t%@(@eﬁ{tﬁgég&?nﬁ e %W&’u@@ﬂéﬁ@tmﬁémmm same over

aut ho e user to e t an action Wt resp
theocarhmuhicadioaatlinerdnd dhly allowing the instructions to effect an action to

occur if the transmitted personal identification number corresponds to the

personal identification number previously associated with the document.

38. A method for enabling a user to effect an action with respect to records
pertaining to an identification document or document that has an identification
function, including the steps of:

receiving credentials of the user including the telephone number from

which the user has established a communications link; and
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t he tel ephone nunber from which the comuni cations
link is established corresponds with a tel ephone

wWoenobe21283 evi ousl y associ ated with the docunmeneCT/AB20104/801166

met hod according to clai m38dgncl udi ng the additional
step of associating 5 a personal identification nunber

Wi th aﬁtm%m@\%l Ll"i’énlﬁ‘(ii t9RERENAN QF{iér‘P W"W’?F’@%ﬁr to tH¥ Sarrcr)ggﬁ%nt only if

conmuni cat a personal 1den on n
trzan dtetephpnef neicibarg froam wikichothe espresueitatipna lisleriswbesiablished

t he person identificati,on nunber obtai ned f t he
chugsbais Wi o B Mok Thse aTEURGF Y A3sAP AT chuith g tocument
nunber previously associated with the docunment. 10

40. A system or nethod according to any one of t

he .
38r ecdTRINQY AFGAICREP SaHM hinciiskingriin addionalkstenyef associating
2 PERphRY fRifaEReRanBR willf audec Aok A il 18 the user
oQar the c@RMROBaliong;linkTa pasaoal mwienGfication Rumbes and only effecting

Li cense; Drjver's License:; 20 Health. Car. rd; oat .
Al S0B deabPetefias & ael R e pareonal e fcetart byabRG obtained
flofh ARY e drrédpindB ith 3ReOperdBnal REIrAREAAAA YrundSer previously

her ei nbef ore described with reference to the

agseaiatedryitmther deguneent. 25 42. A system according to

claim 24 substantially as hereinbefore described wth
reference to the acconpanying figures. 30 P23103PCAU:
400 BLsystem or method according to any one of the preceding claims wherein

the document has its own identification means and includes any one or more of
the following:
Passport;
Credit Card;
Cash Access Card;
EFTPOS Card;
Transaction Card;
Pilots License;
Driver’s License;
Health Care Card;
Boat License; or

Area access Card.

41. A method according to any one of claims 1, 36 or 38 substantially
as hereinbefore described with reference to the accompanying figures.

42. A system according to claim 24 substantially as hereinbefore described

with reference to the accompanying figures.

P23103PCAU: NWM/SLB



