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BACKGROUND
L Field
[00902] The following description relates generally to wireless communications,

and more particularly to base stations in a wirgless communication system.

. Background

[0003] Wireless communication systems are widely deployed to provide various
types of communication, for instance, voice and/or data can be provided via such
wireless communication systems. A typical wireless communication system, or
network, can provide multiple users access to one or more shared resources (e.g.,
bandwidth, transmit power, interference, time slot, ...). For instance, a system can use a
variety of multiple access techniques such as Frequency Division Multiplexing (FDM),
Time Division Multiplexing (TDM), Code Division Multiplexing (CIDM), Orthogonal
Frequency Division Multiplexing (OFDM), and others.

[0004] Generally, wireless multiple-access communication systems can
simultaneously support communication for multiple access terminals. Each access
terminal can communicate with one or more base stations viag transmissions on forward
and reverse links. The forward link (or downlink) refers to the communication link
from base stations to access terminals, and the reverse link {(or uplink) refers to the
communication link from access terminals to base stations. This communication link
can be cstablished vig a single-in-single-out, multiple-in-singlc-out or a multiple-in-

multiple-out (MIMO) system.



types of comrunication; for instance, voice and/or data can be

provi ded via such wrel ess conmuni cation systens. A typical wreless
communi cation system or network, can provide nultiple users access
to one or wor@ssHased resources (e.g., bandw dth, tran8aTUSHORNE6203
interference, tine slot, ...). For instance, a system can use a
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stream of data that can be of independent reception interest to an access terminal, An
access terminal within the coverage area of such base station can be employed to
receive one, more than one, or all the data streams carried by the composite stream.
Likewise, an access terminal can transmit data to the base station or another access
terminal.

[0008] There are many occasions where mobile communications devices, such
as smart phones, cell phones, and the like, lose connectivity with the macro cellular
network to which they are members. This is especially the case where the mobile or
portable device is taken into homes or business establishments where cellular
communication coverage is sparse at best. The subject matter as claimed is directed

toward resolving or at the very least mitigating one or all the problems elucidated above.



stations that provide a coverage area. A typical base station can
transmt nultiple data streans for broadcast, nulticast and/or

uni cast services, wherein a data streamnay be a stream of data that
can be of wadesamdéht reception interest to an access PETMSEAB/N66203
access termnal within the coverage are% of such base station can be
enpl oyed to receive one, nore than one, “or all the data streans
carried by the conposite stream Likew se, an access term nal can
transmt data to the base station or another access term nal.
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[0011] In accordance with one or more embodiments and corresponding
disclosure thereof, various aspects are described in connection with facilitating or
effectuating establishment of an IPSec tunnel for utilization in a wireless
communication environment. In accordance with an aspect, the claimed subject matter
includes a method that effectuates establishment of a IPSec tunnel for utilization in a
wireless communication environment, comprising utilizing IPSec establishment
procedures on a home base station to establish the IPSec tunnel between the home base
station and a packet data interworking function component, the IPSec establishment
procedures based at least in part on a user, across all users, or based on a quality of
service (QoS), employing at least one of a high rate packet data (HRDP) point-to-point
protocol (PPP) challenge-handshake authentication protocol (CHAP) or non-access
stratum (NAS) based support directed through the IPSec tunnel to authenticate an access

terminal associated with the home base station, utilizing an international mobile



di scl osure thereof, various aspects are described in connection with
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interchange between the packet data serving node and the home base station, and

establishing an A10 connection with the packet data serving node using A11 signaling;
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of the one or nore enbodi nents. These aspects are 6 indicative,
however, of fHiftomcqrergnert wiceety gicilBers ahLshmentpesduten Basse imhiartesuss,
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intended to include al'l such aspects and their equival ents. BRI EF
DESCRI PTI ONaGiehTRE pRraydNGETROBLTYIRHEGPomt protepal (APPUshallangedmnddhake
wirel ess COWQM&%&Oﬁoﬁ}{at(éﬁﬂﬂ or non-access stratum (NAS) based support directed
through the IPSec tunnel to authenticate an access terminal associated with the home
base station, utilize an international mobile subscriber identity (IMSTI) associated with
the access terminal to identify or select a packet data serving node with which to
establish communications between the home base station and the packet data serving
node; and employ All signaling to establish an A10 connection with the packet data
serving node.
[0016] To the accomplishment of the foregoing and related ends, the one or
more embodiments comprise the features hereinafter fully described and particularly

pointed out in the claims. The following description and the annexed drawings set forth

in detail certain illustrative aspects of the one or more embodiments. These aspects are



accordance with various aspects set forth herein. [0018]FIG 2 is an
Il lustration of an exanple network architecture that enploys a hone
base station in a wirel ess comruni cati on environnent. [0019]FI Gs. 3-5
i 1| ustrat ev@x@spis@dsnet work architectures that enpl oy h®aeUS2088066203
stations in a wireless conmuni cation environnment. [00201FIG 6 is an
Il lustration of an exanple access term Ral that establishes a tunnel

t hrough a hone base station in accordance with various aspects of the
subj ect disclosure. [0021]FIG 7 is an illustration of an exanple
honme base sindidetive, hivaevenfaf dut ulghved thauvaniels weysi in vatdchepnieel e af tyarious
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tunnel i ng i all achesgatyead icditequanieotys aspects of the subj ect
di scl osure.
BRIEF DESCRIPTION OF THE DPRAWINGS
[0017] FIG. 1 is an illustration of a wireless communication system in
accordance with various aspects set forth herein.
[0018] FIG. 2 is an illustration of an example network architecture that employs
a home base station in a wireless communication environment.
[0019] FIGs. 3-5 illustrate example network architectures that employ home
base stations in a wireless communication environment.
[06020] FIG. 6 is an illustration of an example access terminal that establishes a
tunnel through a home base station in accordance with various aspects of the subject
disclosure.
[0021] FIG. 7 is an illustration of an example home base station that effectuates
tunneling in accordance with various aspects of the subject disclosure.
[0022] FIG. 8 is a further illustration of an example home base station that
effectuates tunneling in accordance with various aspects of the subject disclosure.
[0023] FIG. 9 provides illustration of a home base station that effectuates
tunneling in accordance with an aspect of the subject disclosure.
[0024] FIG. 10 provides illustration of an example network architecture that
includes an A1l concentrator utilized in accordance with an aspect of the subject
disclosure.
[0025] FIG. 11 is an illustration of an example methodology that facilitates
utilization of a home base station in a wireless communication environment.
[0026] FIG. 12 is a further illustration of an example access terminal that
establishes a tunnel through a home base station in accordance with various aspects of
the subject disclosure.
[0027] FIG. 13 provides illustration of an example home base station that
establishes a tunnel to a packet data interworking function in accordance with various

aspects of the subject disclosure.
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a tunnel linking a home base station with a packet data interworking function situated at
the contiguity between the public Internet and a core cellular wireless communication

environment.

DETAILED DESCRIPTION
[0030] Various embodiments are now described with reference to the drawings,
wherein like reference numerals are used to refer to like elements throughout. In the
following description, for purposes of explanation, numerous specific details are set
forth in order to provide a thorough understanding of one or more embodiments. It may
be evident, however, that such embodiment(s) may be practiced without these specific
details. In other instances, well-known structures and devices are shown in block
diagram form in order to facilitate describing one or more embodiments.

31 48

[0031] As used in this application, the terms “component,” “module,” “system,”
and the like are intended to refer to a computer-related entity, either hardware,
firmware, a combination of hardware and software, software, or software in execution.
For example, a component can be, but is not limited to being, a process running on a
processor, a processor, an object, an executable, a thread of execution, a program,
and/or a computer. By way of illustration, both an application running on a computing
device and the computing device can be a component. One or more components can
reside within a process and/or thread of execution and a component can be localized on
one computer and/or distributed between two or more computers. In addition, these
components can execute from various computer readable media having various data
structures stored thereon. The components can communicate by way of local and/or
remote processes such as in accordance with a signal having one or more data packets
(e.g., data from one component interacting with another component in a local system,
distributed system, and/or across a network such as the Internet with other systems by
way of the signal).

[0032] The techniques described herein can be used for various wireless

communication systems such as code division multiple access (CDMA), time division



[0028]FIG 14 is an illustration of an exanple systemthat
facilitates allocating resource blocks to access term nal (s) via
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the public Internet and a core cellular w rel ess comruni cation

envi ronment. DETAI LED DESCRI PTI ON [ 0030] Vari ous enbodi ments are now
descri bed wimwineteses{EEMA), fineuedeadivnigs multiple e¢agsy (FRa4A )k pehegond

nuneral s ar fefer.to |1ke [?gg t, gol3lols - Lh
fol |l ow ng dgrg T g%r?%ﬁ?{ﬁf@?m lgrdg%egtégﬁﬂo e?(ﬁﬁlg?]é;{l on!}%ﬁu‘mrré ghvgmglpeci fic
det ai | s ar e masdtiplé asctds (BO-KNdAN atdotheroystetas. aT lichomoU ghstemtards harmailkitarof

emhoal mont (8] Sy BECr Rt Lo By Rt PR ot B Lot pen

ot her i nst ang®hivewel TerehOMIR&lic Meéads @STRA COMAZER, at eUTRAVMCcludesbl ock
diagramformin order to facilitate describing one or nore

enbodi nent s Widelsad{AM A& GOMAhpg ofbgsivedants - PMie ¢R3Mipg000 covers IS-

" conponent,, 50541964k Gnd Ié@&’@éteﬁﬁhﬁhs.ﬁﬁdrf?lﬁﬁ bR c%? ﬁnﬁl%ﬁgqerﬁa’dié Rech&I68y

to a conputer-related entity, either hardware, fiinware,

conbi nat i on sefh d3&rlohed Spstem dorddebileeranmentations €35MF Ao OF R4 system can
execution. Fap GXATRLEe AnfATRPORN s R TRA|EIGTRR), il ogh. t ©
being, a proCeSs runiing On apfOCESSOT, a processor, ’an object, an
execut abl e, Baoddbareb(@MB), ¢REE 802.0h(WaF s IEFERS. 1&1d/ibiA >, TEHFRIS0, FiByh-

way of illu tian, th l.i cati on..runni ; onput i.ng.

dovi ce and TRO PTG ad HERALRE st o ime e GoBoepfeon
conponent s  GaRtem§EMIES)\WBGRPMoflg PEAEBSSu@NLIE) sHhaddording exess bl oM™
a conponent can be | ocalized on one conputer and/or distributed

bet ween t wo it usRs EeUEBApBhish gmpays Q&éﬂl\gﬁ@ﬁ the dowadink apehnd A ogdhe
execute frog?}@g_i ous conputer readable nmedia having various data
structures stored thereon. The conmponents can comuni cate by way of

| ocal and/ of0438iot e pSi@eb:snge‘s:r%mnasdmfhioamdﬁman@c@swﬁs&P%Mﬁ)gﬁétes

havi : , . -
ot er act i ng R0 s ARG Sl ooty gL G S ABRER R i
syst em andperfomtahosandeessatiniy the sarochoasalt doenplaxitg s diosanitan QRINGA

Syl ems by Moo sERBATS )yl 003 The il duee, deac hbedh et

di vi si on mulifsiifeeen@Gi6 LIS SarieALturd. | SEFDIA Sar0bt used, for instance, in uplink
communications where lower PAPR greatly benefits access terminals in terms of
transmit power cfficiency. Accordingly, SC-FDMA can be implemented as an uplink
multiple access scheme in 3GPP Long Term Evolution (LTE) or Evolved UTRA.
[0034] Furthermore, various embodiments are described herein in connection
with an access terminal. An access terminal can also be called a system, subscriber unit,
subscriber station, mobile station, mobile, remote station, remote terminal, mobile
device, user terminal, terminal, wireless communication device, user agent, user device,
or user equipment (UE). An access terminal can be a cellular telephone, a cordless
telephone, a Session Initiation Protocol (SIP) phone, a wireless local loop (WLL)
station, a personal digital assistant (PDA), a handheld device having wireless
connection capability, computing device, or other processing device connected to a
wireless modem, Moreover, various embodiments are described herein in connection

with a base station. A base station can be utilized for communicating with access



8 nmultiple access (TDVMR), frequency division nultiple access (FDWVA),
ort hogonal frequency division nmultiple access (OFDVA), single
carrier-frequency division nultiple access (SC FDMA) and ot her
systens. TWO 20081340 syst ent’ and "networ k" are often usedT/US2008/066203

i nt erchangeably. A CDVA system can inplenent a radi o technol ogy such
as Universal Terrestrial Radio Access (@TRA), CDMA2000, etc. UTRA

i ncl udes W deband- CDVA (W CDMA) and ot her variants of CDVA. CDVA2000
covers |1S-2000, 15-95 and | S-856 standards. A TDVA system can

i mpl ement atqralmaﬁswémwl@@be wilrsred 4e aqnotsagss s9ist, Mlede B Extlised Mode B
Conmuni cat i d% M so %%@{ em can inplenment a radio

t echnol ogy (h as @vo UTRA), U tra Mbile Broadband
(uwB), | EEE['HBE] 11 (VWIoFao)/er Virtelas 8Q2ctd 6r {eWiiMAdpscrib&Eher&0 221205

Fl ashOFDM and E- UTRA are part. of. Uni versal ile

Tel econmuni && ﬁl °‘6‘ﬁ“@%%ae%°‘(§8ﬁ%§§’afg%iaﬁga‘ﬁ’8ﬁgofm EVH ‘H‘P}gtf%“@i“i‘E) is an
upconi ng r epeasenaing M/Sr idydteetiteolfri JERAThMBHE Par8 6T bOMEmERAME Qusthe
downl i nk ang SC-FDMA on the uplink. [0033]Single carrl er frequency

di vi si on muPficH i Eded o eEnpASKAFOmPYIF] %&ra%naﬁ@qsa bledroam &y gewieat i on
and fr equen@éﬁd&iﬂ@ﬁwﬁcee%ﬁéﬂ 6%&&5‘ Fo?@xf% ufdr] %ald%lf: %Hfa%ﬁ_%ﬁﬁe

and essentially the sane over al eX|s(f/ as those o
system A s@lmmotshngtﬁdlto ﬁagnqt@mag@ém@cq e.gubpdgiéskptoyry diskt megieHAPR)

ueca, Tor i REPsRch ol ST, S PP A iR e

benefits acemss carés, ra:mh ﬁhssh memdre rdmoc:sf(e er, ERBOM, canlstickekdyi drivengy!).

RIS

[ 0034] Furt heﬁdl'&r(ﬁher\tﬁchm@&ea@ﬁlﬁl@ﬂieﬁﬁ%ﬁst@'ﬁ@ g8 @htidHe A @RI ‘MhdcRine-
connecti on vmthL] an access term nal An access term nal can al so be

called a sy §3adeRle mghivry icpp mclydevithoubleing Watedipavireass chomiclsand vaiqusn,
mobi | e, renmphigr Bk&h cafblel R IWtifg tc%ﬁtmn'f@t and?&th'ahﬁm Vet &ionk Shd/or data,
termnal, termnal, Wwreless comunication devic user ent, user
devi ce, or {ﬁﬁéﬁl equi phiarglaifngi pubjenh matieras scqoedantaaith emaspoet pamdcmsl ul ar
t el ephone, i QN Pro

phone, a wir e géscgdr Sst%atl C%P%QQ %{?B%}Eﬁ%@@n&% Ellétr?ets’ (I)Iﬁa Slcrilgﬁ 5 g{y bfRired
assi stant ( RDk)mm as hbhodhbisd sdewi. C"Ehd1mmerigswmt&ineﬁﬁ unbmtﬁ@tﬂpm? an A10

capability, utln her ocessin ce co ed to
a wireless ﬁ%‘& ggg@ ?%GWQ %‘ﬁ%‘m@ﬁﬁ%ﬁ ﬁ‘é‘ﬂ?@n‘g? %‘S]G}é’é ?twﬁgﬁpfﬁ ftei n
i n connecti gatawttdetvoBasenatain tﬁél‘ebﬁi)@ﬁﬂ&g%%@hl'e%aﬁ@d’bepﬁoﬁtthé hARAakOT
comuni cat i ng Wi th access 9 term and can also be referred to

as an acces 829 icewgiretypork EVMPTF@HGFF\ECPQC@?(“@N@H@ B)fugdirer ggneet, retglaimed
t er m nol ogy maita%ﬁ]e%fo%%ﬁq{lil HALd AR APARMR FOF coB&ﬁithﬁIf‘gsApleé)(ﬁﬁéct{’%gb

herein can
thus reducing the impact to the cellular system packet data switching aspects. In

accordance with further aspects of the claimed matter, the connectivity and
functionalities instituted by the home base station can be exploited to enable and utilize
other interfaces (e.g., A13, Al16, Al17, Al18, A19, A21, etc.) included and/or defined in a
cellular system or network definition (e.g., 3GPP2) without modification.

[0037] Referring now to Fig. I, a wireless communication system 100 is
illustrated in accordance with various embodiments presented herein. System 100
comprises a base station 102 that can include multiple antenna groups. For example,
one antenna group can include antennas 104 and 106, another group can comprise
antennas 108 and 110, and an additional group can include antennas 112 and 114. Two
antennas are illustrated for each antenna group; however, more or fewer antennas can be

utilized for each group. Base station 102 can additionally include a transmitter chain



i npl enented as a nethod, apparatus, or article of manufacture using
standard programm ng and/ or engi neering techniques. The term"article
of manufacture" as used herein is intended to enconpass a conputer
progr am ad¥eadphie4f r om any conput er-readabl e devi ce, EaTAS0§/0G5203
medi a. For exanpl e, conputer-readable dia can include but are not
limted to nmagnetic storage devices (eTTE’., hard di sk, floppy disk,
magnetic strips, etc.), optical disks (e.g., conmpact disk (CD),

di gi tal versatlle di sk (DVBl etc, ) smart cards and fl ash nenory
devi ces (e. d1d a EpREw chalay erch §F Whieh cinip tejcpmprigs aplyralinepficompprentsy |
vari ous stoy, [ r re

devi ces andf %gadgﬁwltﬁﬁ%?ﬁlﬁ%lgﬁgghgdﬁdﬁ :8 glt?%rﬁ??%%?rﬁgﬁdﬂ%@mtl on.
The t er m " nauitiniexcrse detadsiuéntoradicomitipdexnrsi anténnds etoni asholitbelsppmegated hi t ed
to, wrel es%mg(/1 c%%?hc nd various other media capable of storing,

cont ai ni ng, or carryl ng instruction(s) and/or data. [0036] The

cl ai med subj#38] mat t eBaseBiadior VIV@NCEmMMuh Ra@Widspeot mproadce8 serminals
architectures that coll apse .the BTS/ BSC/.P nct i onal it hes | nt.o
single enti fYCMA8PEISFEG @ eSO | RV Gt e 1 6vio DS Pt
base stati Ofha¢B4ke Ylalibh Z® Qh BARIAN RN substeRRNGehy ABNIRS baklcbghed

bet ween the honme base station and a cellular network packet data

i nt er net wor karmgnatsypfetlardm a¢osestepyngy bla adng? s damasetesminalidd 0 and 42058t he
home base siat c t b e With
a further aﬁsjéeﬂé[?&a }ae ’ g‘?%‘?@ﬁ“%ﬁt%@‘?@%%ﬂ%%% hggdlf%\]dﬁc%%%’é@ﬁd%ﬁ ?%.t or
that all ows déuceschnmémid dermpurigeAklicesosatditeirahies, glebsl positating gystdmes,
inpact to t ceI lar s SW .t spects. In
acbor dance. R it Ry SHEEETRER G s P G Rt P el R S

connecti vi t)tor&ﬂxﬁi.nfchﬂitﬁﬁSyStﬁﬂll 1i00] @s depisted taum@ltehmnhhleléhsmﬁobﬁmmmhaﬁ with

can be exploited to._enapble and utili interf Al3,
Al6, Al7, Af%"em}&ié?z ﬂ?ﬁ{j “epvacry aP'ﬁE‘F*’tﬁfJi% %cﬂﬁl;“otr&na@fﬂ lanﬁf'% éog WEFBul ar
system or nedrwiaK 1 feddeph FordRrdkal 18 286N c MibmQubn FBRH dct&atdr@mal 116

[ 0037] Referring now , & wWwreless conmunication system 100 is

i1l ustratedove aafé‘é%ﬁialkc]@%wl\{%@v@fﬂa@ﬁﬁs srbiadi 78 it & comayBitrden Wik ej n.
System 100 %%B{alg%& afl R%S%hélfe%ieﬁﬁhsji% ahd'8d6 t%@mit“r?éoHﬁa‘?gH‘&l Ldcplse
antenna groups. For exanple, one antenna group can include antennas
104 and 106 jereuirod moxgarmﬁtpwaﬁlmmranéaecam erioras:tio® §omrrdedsd Brmmall] 22n
addi tional group _can L de a pt.ennas . ennas. ar
illustrat ed%1y graprgyéerﬁe "T(tclzﬁhzn %r Sﬂuuem)h Vl Vélr(ﬂpiex %ﬁDD} S teevr{}éror\élvﬁadglr?%algEg
can be util iczedilizrn defa?a&ltgi‘eqmcy B@:&Ethsﬁ ki wad bpZvesaliaid dld, madfokbatd
mcludeatransmtter ha| nd a receiver, chai ch of which
can in turn@6dpt PP Eléﬁer% Bcf“eﬁﬁ’ntﬁ'ﬁﬁé'ﬁf‘é haf eap oad @H‘Wﬁ?ﬁ’@ﬁ @ﬁm
transm ssi of@R@mpRC @Hﬁh&mn(ﬁuﬂe dwi@fo%ﬁﬁm (EDDRAIATREr link 118 and

mul ti pl exers, denbdul ators, denultipl exers, antennas, etc. %lf} as wl

be appr eci aredrssyink a0 exi lFtlI@@IalCﬁmffﬁé fraﬁleency bosopeererast lnk am@zeve@ﬁ
comuni cat e it (=3To Mgnal s such as access term nal
116 and acce@é}?%?%leuﬁg{mggé nﬁ Cﬁ%@gn{:}% d| s to be appreciated that
base statiof0®®2 can Eminmqumza&datwmashné/obétarﬁtdumhﬁlwhahw anddsagnated to

access term nal s _si ess term . Access
Forrival o 1 ptimRey suf be IS RAIE RS ST BBISE scilh A T BeenliE Bpoe
gho_nes | aptg@tnﬁnl | sc&]ﬁmﬁe@id gded:t@rmmmlm&meoﬁlaa:ew temnalhamu&eabdonﬁérmtad ng
evi ces, satelli adi os, 0 ositionin n

any ot her s&PYeéffhéV 9?%%093?2 36 RURISHHRS Y g’ifé’%”%ﬁ#‘@i‘%gg and 13‘”
comuni cat | %nﬁl%h%%ﬂegﬁas ﬁ%a&%ﬁt@hqm cﬁﬁﬁﬁé@béa@ﬁﬂ}nﬁlﬁé tolikfprdv® stdhal-to-
comruni cation with antennas 112 and 114, where antennas 112 and 114

transnit i nfeispertiood feryaptlinksd 18 endv Hdpr aceessduraringds Yidrandr 2.1 Ak, 1l
and receive bla &f s?thBﬁthQ ﬂtll 78 %%ﬁfég@ﬁ% ttc?ﬁéﬂsﬂﬂ'to gic}c@ssqgﬁﬁmﬂs ﬁﬁéﬁ:ﬁfdsl% ol ink

120. I\/breover access ter In comuni cati on wth antennas
scattered randomly through an associated coverage, access terminals in neighboring

cells can be subject to less interference as compared to a base station transmitting

through a single antenna to all its access terminals.



conmuni cate can be referred to as a sector of base station 102. For
exanpl e, antenna groups can be designed to conmunicate to access
termnals in a sector of the areas covered by base station 102. In
comuni catW@Rrooguer4f orward |inks 118 and 124, the tran®firfUsz068/066203
ant ennas of base station 102 can utrlrze beanform ng to inprove
signal -to-noise ratio of forward |inks Y18 and 124 for access
termnals 116 and 122. Al so, while base station 102 utilizes

beanformng to transnmit to access termnals 116 and 122 scattered
random y t hidd8h an a%5tset Hiledn bp o bpig basestatien sniwnpichiafos ipstance. In
net ghbor | N9y Seri 300, R8s URIRA02 b c?&ejgldgﬁﬁﬁ{iﬁdn‘?é‘&r%ﬂﬁ conpared to
a base station transmtting t roug e antenna to all its
access ter mbuadess/ ent&@rtgﬂmmﬁystlmmrma foanabplea Thomeh balsztist af thon
envi ronnent . for

st £m e .station. be
dopl oyed 1 n it S e sht e BT ap S Ree b i PSSR
for ex a][rpl e Gei[dsrm@culqbl Gblbctllu(ljcﬂr??slt@ﬁb ntd/dr Iaetmttl&:dmwe sxtb;_icﬁdttca bae tstaﬁ%n 11 02
extant functjionalitics an e res typica associ ate t r
Gener ati on E‘ﬁ@}e%d%ﬂ}edtogre "s‘ﬁ%‘?@h\%ﬁ %f?% rpﬁ%at‘t/%‘r'?é eB‘&FP“B?“EVneé‘?Q’ded to
base stati oprolfifn h{ﬂi'@s}eﬁqlntbﬂa &r@lﬁht}%&h BRI NESROANE & I RP
net wor k envrronnent t hereby provid nproved intero erablllty
bet ween t he Syjtasaamsyormgtrak ﬁ%tl wbralk) Qfél tge localized Bang grsreat) tusmessientpepiigor k
as a whol e) il S5/ enterprise
net wor k envi %%#e%%ub%ﬁl “ﬁﬁgﬂ Qﬁgﬁags% Sg'lltggltl :l%jrjl{g%gh?r S situated.
[ 0041] Wher e [(HH3E st at Whare10R stafionilDR &t sitdated tvithm thdeorhoorsnetl snal |
busi ness/ ewg rise net work envi ronmegt |tbcan tbeﬁcptng' tltoned her ei n
Co serve twiiHOeBE MRt p R HubERERRY ok S8R e BECIG S het
within the bomesr Fistbdse eati&l 021 arbOPSIiNASS wiBinBE Koy dhailiment i n

order to provide 3G system and/ or network coverage extension, and
second, basEMEPHET/BIFIEEPNLHATKSEYFHERIBHBAP I (hPIRVKIC Ronwsign: agfiar petwork
enter pri se/ by R $RieREEN R dscEihd! 6R88RRN R dﬂﬁ@@ﬁncﬁtﬁe@%ﬁh@eﬂdﬁ?@& SR
t hroughput rates for individual users of system 100. Moreover, the
approach adepewdsebuesinenpiayed dbyirermeent ingirasdo B@M}décpﬁﬂw thepughat rates

i nfluence u f er,

Station 10 Ztﬁﬁdl%d atﬁéﬁggrgy%%r&a nﬁ’éégévep(?r?es rpgl'o%cl% Ed%rpgéa%k%m%?gd by
system and/ dre aim'mtad)sdb)ect Fottericas ixﬁimenr,e watrenf stya&en HlOaWhemvdt@Bssﬂﬂe to
situated w thi oi ted with one,_or

busi ness/ entBP By PEe FIERIPE rEHoIEFBRMOTS BRECHONED Britar (e-dhpd sysiem
busi ness/ ented/pi ictLorRY. Oy iikaAke, Geen bhRrstadios Mol Is si@iédithihe® akfdaiatkdt 0
the provider of base station 102), acquire unlinted usage m nutes
for utilizatihnz BImpaicenadlbysings ettrzprtSﬁ PEIGH SArYiTeAmeT dheghodig BYNCREk r o

networ k can e 8eGRIg&Herptitay n@mﬁdtlfep@tmm%&ﬁr ft@@ﬂ%hg’t@qﬁ&gdé?%%e

station 102 on existing interchange nedi a that transports net wor k
traffic bet hessrstatios d $Dbiaguie sliraidcdaisegarinaics éfrtttltlhr-aitl@edf b@p Atatiorp}02

presence (e }gon%h%@%tﬁ}ggt’éater AR q-f Fﬁcbrf? rcar{%etal withif REE4 ntapcttétéel I ze

Ti connections or sna usrness nterprise net
envi ronnment [0E2 nor ePlpeang baostisatiby 10Dorest @ik mtézhhaaugeeddhdhdﬂphswﬂﬂ' 1

connections to ha S n.,10 her, the c ect matter
Con o o et RETREE BT i ST plorS BRI et e L £ a
vari ant s) / CabdkpamipeienteQstigitihtedhe heedae afikct i @ﬁnwtfbhs feamehdrheddr senll
102 to transport /packets over the backhaul. Suc %\’296 onrrent can

provi de savi H%j%esﬁ %ﬁe@ﬁé’?%fti?%‘ e{‘é“‘@}lme“ﬁﬁﬁénlﬁ’é%ﬁ’as“ vdrispipllnths nads or

ent erpri se REQRy retOimdtionlNey Bisk BalieS 502, RehiRk tA9c1hiRRRRAY 04 nE$eOtint NI 1

own typically are inadequate to faci litate or effectuate the
i nt er connecemplayyexissegPeh (BEital Subiserthsr heenibink and/qrits variants)/Cable modem

connections in conjunction with base station 102 to transport packets over the backhaul.
Such deployment can provide savings for operators {e.g., home users and small business
or enterprise proprietors). Nevertheless, existing technologies on their own typically are

inadequate to facilitate or effectuate the interconnectivity between 3G wireless networks



and conventional residential and/or business |ocal area networks. For
i nstance, extant access termnals 116 and 122 enpl oyi ng frequency

di vi sion duplex (FDD) or tine division duplex (TDD) technol ogies are
typi cal | y wiadowsus+ént | y unabl e to take advantage of w PEIraS2008/066203
net wor ki ng technol ogi es that enploy |EEE 802.11 standards (e.g.,
W-Fi); existing cellular nobile technotogi es generally cannot take
advant age of W-Fi systens. Moreover, devices that utilize or are
based upon the | EEE 802.11 paradi gm such as, for exanple, DSL or
cabl e modemsnd grnvertignphresidentiahandoabhsnass losplgres netwigks péas drstanae, exieats s

Chese syst epciraeanial 414 S 122 ¥mely 45fe fiarvithh ShAGCETIRRARMEY
speeds in t lessosyglens Dﬂi)a\t&hb@eglepﬁe t;@ucmﬁyl amﬂscmmmﬂgusdbmmnakehdmantage

th ds W t h t
g not “bect SoRERTl ik B EORREC e R ek L ALY
116 and 122kxismguealhldzmob@@ﬂaaﬁiougi@%eﬁdmty daang tMHchthlPEEﬁtﬁﬂQ

st andar ds. I[M)%(43] Fig.. 2 depicts an |II strative network archltecture
200 i n accol{RE": \iéFYlﬁeSéHaté%‘Be%?f a5¢ baspburandheEdEEgfta drparadignpyspeh as, for
ar chi tect ur @x2Q0e ass1i bl dbleAlRths C@Reralle Eﬂé%caﬁélﬁ«?&ssu%t%fnmg%éedg e dbat
can be in continuous and/or operative or sporadic and/or intermttent
comuni cat i @A3%} KB/shenmd apd Suther e over-thoair fwieizlens) eepatityicighage estess is
cellular sy 3

cystommy a5 b SIS B Rhong i SRASEAY PO Hithek Shutihve been
t er m nal Zoaercajsecemﬁpig slovest thadnmwer—iha—an*cspd:aﬁx withithecoaomeasial esult thal t8

116 and 122, be i ted en h
conbi nat i on ‘8% WY APL PSSP SbY PhATE HUREL S dho P TEr |16tbss

term nal 2032270 ubBzd tBE@bRRICE iR hetehriplbyan dlcdEEB02s@0dr@t ed Wi th
ot her conpat | bI e conponents. Additionally, access term nal 202 can

be, but is mOM3[i nit eBige depictyan {atrae RpERrRaCRigTS 200 i desordance with
processor a'&ﬁlaéi{ecﬂo? tEARRARIE nfbic€ N@RbINLEHSROTEM00 35 [1R8HMed BnREINRS K
topol ogy 208. I'llustrative nmachines that can conprise access term nal
202 can i ncleeates gunikeldy2 doytpan ey ig contetupud and/gslepereldve arperedip Andiers

| apt op conp

| 350D, COMPYSEE RS HIRISRATDA AR v BRI TR B0 St
di gi t al ass|sg$tambsnetwudkt(mgedidaEehemmsrn@lG) welhilirsypéros)es indinakedi byedticeo

el ude’ honBeIaGusel S FBIPToAS. AT CHPUTLPO 6 PReBRgh g ¢ gonlexl wit

facilities sedess @frhifaldel @bt ml; ends ihgReiched ahiirtklyas hedbaRnnlr £xt ant
within a cellular network (e.g., 3th Generation _cellular syste into
the home netRBPLEMA r@fﬁ?@m artsifor%%lwreﬂiu@ieﬁew &HttherprGeess B gR2 can

envi ronnent ;¢ ?&%lﬁokﬂé& Wihih AP PASKsctiAld Wit &Qé'r éﬁ'h%;%tﬁle SfpdIeHE.
network or small "business enterprise network rovi de 1 nproved
i nt er oper abuAddttyanblét, weass feteinglel0f ghmbe, hot inoetidinitad t@mty typeaif mackine thEEE
802 based n d aI in
Coehhoms. AR AL A S52) AP T SRR
station 204 twoﬂdgyrioe hﬁlmmtezemﬁtohmkthmrcm mfaﬂnbrukwmasemmrat H2pnh smlude

net wor k provjdes faor stem a efwork covera

ot ensi on ¢ den soaulely ot R or e e RSP EOR s FOrEk peak
cel lul ar t hrcomgitetst Tabddt @€ sf @hsirdiaué/tiabiuddse dsvieds ahhRr appliances, hand-held
ent er pri se/ busi ness net wor k environment. Furthernore, utilization of

home base s@SYlF%PeZMan%@%%aIF%thﬁé?d@@?”&f‘éﬁwibﬂf’ PRrassanyldmedia of
net wor K arclﬁ! 85! Hdqnl@Q t 0, wherever possible, to utilize hone base
station 204 preference to the cellular network whenever access
ter m nal 20:[004§] wi t hi Netwoek anchitactusd 20(ene fiytle instudt ihome 2@s¢ station 204 that

00451 AJS tuanal o BO5] SRV D401 PRRARGERL DANIORRARAGSIAHLA 204

wth eX|st|ng C m"rumca 1 on NO
extant within a cellular network (e.g., 3" Generation cellular system) into the home

network environment or small business enterprise network environment. Positioning

home base station 204 within the home network or small business enterprise network



firewal Unetwork address translation (NAT) conponent 206 that inspects
network traffic traversing through it and denies or permts passage
based on a set of prescribed rules. Firewal Unetwork address

transl at i 8¥0 f0H4Wonponent 206 in ef fect regul ates t hBCT/UBROH§66203
traffic between conputer networks of different trust |evels such as
bet ween network segments affiliated wi tlF zones of no trust (e.g., the
Internet) and network segnents associated with zones of higher trust
(e.qg., enterprise intranets). Additionally and/or aIternativeIX,
firewal | / netapdrRvigeimmsaedintgiopprabilinbornpen)theeislnasivodomd dhglogd! ke
facilitate ) i : . Y-To/
nat i ve. addriee prane el RET R E A R B oo A A
wher eby fi r awiddrbusietsaoeteoalcd Nersoer.artsétangi home bhpETratioo 2 méthin thoBome
rewites the_squrc [ Qr i.nation P [ 4 and t he
Tranom ssi ofe et For bt SOk Aol R b E upr Ss P oo r
nunbers of h&wpeodoetiagd adasiohitt thethomewy bmill erewptitdretwai kknd difisreds geak

transl ati on (NAT) conponent .206,. Typi call firewal Unetwork address
Lr anl at | oncQNETIIGORBEaIR fBOR A ST Rifbe OB B SOV IRt ed
entirely inehalodWehe FARBRIora SitiRzaG0R B Mhd BRe ShtitATAMRI8cRl haihal 202
software in execution. Further, firewal Unetwork address translation
(NAT) conporshinilzeee sers ofactunsk arobiterdire PYGos herewsr aspible. youtilize home
mechani sm gRe E;aﬂgn Z@ﬂ\‘xg)g%%ﬁeg@egt? i c)éllulgpﬁgt\%rk'\ﬂﬁhémé&%s_tt%inélQ@ﬁ wdes

a processor and/or 1s c effective and/or operative
comuni cat i embinvthe imbieoilomie taopshtom20208. Mechani sns, nmachi nes,

devi ces, fagjl,Lties, .or .instrunents that.can ¢ ri.se .
v evar Unet B! aar SRR BT R SR DB B 204 iude
Tabl et PC sexistfpw@mn@ni@go olpalitien (. ARIEHESDS based/tevhnelagiad)alse srandpagpt op
Copes " Sonehen s PARERCE RS 5 des BB SR on oS b et
devi ces andgfperz0 WRAMRNMSd 1\ @RB1 ek T8 TonhRe S8R ol @httc@lrently
assi stants, nultinmedia |Internet enabl ed phones, nultinedia players,
and the | i kavailpbiody{xapmesratl bponesgyniopgsergivpiienvidengn; Rathgs) kome

i cati / : I TY s d/
conmmuni cat| ggﬁe%‘&oﬁﬁozp%aﬁge‘iﬁa@r | Cﬁs@fag%‘?&ﬁlmﬁ err | Zlgréy %Mot{aglgg(ﬁlp or

wi rel ess no ities an gies can be uti ectuate
t he cl ai nedpsekbjsectr axsting comibniegicaripstnetewalikestwigoh anl/be2@8&nchn

include utilizati of. Personal Area twor ks .( PA Local, Area .
Networ ks (LAREE e pine P IERRes (R RIS s bbb lleiooints
me;: wor Ilis E Vl\/afxb%senefxbt]?ﬁﬂ@&ﬁent bilfliss@dimio&é)/f tﬂeelghﬁ{lﬁgdb@%*ﬁtti,og\mdél d&/njiﬁlction

wor ks \ - both centraljz and/or distrihuted - and/or any
combi nat i on V&L %ﬁdgaaﬁ?abiﬁﬁﬁ&?%ggéP@@e&tcmﬁmmé?%w% jigs can
t opol ogy 20%16@@&e%&){déj§‘ec§1h§ryfs@ﬁh%§ thitlshoMchsEun@ldr onal kdtb@sisrecessary
to interconnect and/or provi de data interchange between the various
an? diiparaﬁéﬁﬁﬁfwéhenaéincluded and deﬁLftgd in ;prnection mﬁthd o
network arc ure L \Dr : : reci ated by
t hose reasomggﬁﬁ skilﬁl|ﬁ“®ﬁ€%§¥?%&ﬁgﬁa%¢kzpo%gpggyaf%%gﬁfather t han
bei ng ? Si n@ifrexaﬁzira@twmhﬂ@remténsl?tiom@iﬂ"ﬁ@ou?mté% it i;mieﬁts pft_ezork traffic
segnents or fragnments (e, qg.,.intrane extranets, an e like
Socess to sdmetnn eush i chlth PR pEUL BREH In 20 lSertei s
bei Ing limt Q‘tﬂ’eg@wh]d%ﬂdszddﬁsgs afiabn (Mam) d:cfniqﬁfﬂbr& 200 6h sffcdtielsiarn thedlow
utilization. 48] Packet data interworkin unction (PD F) conponent
210 can al s&f B@%C?f&ivwa%aéwt?ﬁ WWHEE%\EWDC@%‘P’%HWP&EY% %l%bﬁa%fam networ
general ly cap,R&td SARABSWRA SodeQbf AdREH: (QRSthe m&él&? a&{&l\f\lv@k@lg%rﬁ&ﬁﬁss

unnel s, a

to packet data services, inplenmenting end-to-en . ocating
| P addr essegssoginted s zanesrng bighar dest ng appdaprateiipgrnetshf Additionally and/or

| P addressessoent o et i PRI
 ntorwor ki ng HIRRE oA FBUTEN R R A AR A EmabRE Bl BB

facilitate network address translation (e.g., network masquerading, native address

i)

translation, or Internet Protocol (IP) masquerading) whereby firewall/network address

translation (NAT) component 206 rewrites the source and/or destination IP addresses



[ 0049] Packet data serving node (PDSN) conponent 212 as depicted

wi thin network architecture 200 can typically be responsible for the
est abl i shnent, mai ntenance, and term nation of point-to-point

prot ocol (WPRshaEdi ons between itself and one or nor e PETAIE2H8/066203
term nal 202. Moreover, packet data servL{ ng node (PDSN) conponent 212
can al so assign dynamc I nternet Protoct (I'P) addresses in addition
to supporting nobile Internet Protocol (IP) functionality. Further,
packet data serving node (PDSN) conponent 212, simlar to those
conponent s @rdfel the derngmigsion §pntrtdé’ﬁotﬁ@mswdpfé%&rmé’aoiamx%@/@ﬂ%@@@at ed
entirely in,parduarp rf’d@%ﬁ! 50{1‘ r@ﬁm tlﬁg 344 e AR £nsfY gng{l ?E)ATN)
software in executio acket data Servi ng no

conponent 2t@mpamentio. ﬁ"urpwalisy rﬁ'metwdlﬁlmtwwﬁ atidressetraylSmWWT)engl{pmm 206

machi ne, instrunen de of roduc

Mol udes a BOREERaiedeo PO Gt tRey Bindiiee Byl SRPEP RIS  ve
comuni cat i amsiwatedadRebofrdte Incaxet oM. E@l&lerlﬁrkwsﬁ/ﬁafvbtkeidﬁfbsi fratyRribs of
conversion, nodes of production ngi nmechani sns, devi ces, and/or
machi nery t RAATE SOMRASAHr %ééa%hﬁﬁa?lsgﬂtﬂwdﬁamﬁm egBnisTh giag @6‘
(PDSN) conmpapgid, fe%il?cy CAl/ot Reiritden: des Mcﬁi&e&@ﬁﬂé@és@&sand/%?{s\é%abﬂié ¢SS
conputi ng devi cés and/ or dat abases, E ones, snart g ones, |aptop
conput ers, gHtdiyeerd/eomstAtize gommmt@ttonpmt ngveskieplogy A% rMechanismsi al
devi ces and/.or

por sonal i AR LLANS TR AR, Blo R RGRERAR AL R HBEER o
phones, mul taddres:h tanghéoree T)anohpoivat 20&kan u[ummi‘s(ﬁ]ah&dPCisomdryl,asmet wor k

architecture 200 can furthe ude ,agcess ut he ation
Scoount | ng. CRRRY RS IEh P AR SR e B Ao Horiisa Reon
data servi n@oﬂﬂpﬁt@rs( RPN S OIReNSvhes? l&surﬁéﬁe@@ﬁano@yﬁd‘d&ﬁhmst@hie@t@tlorﬁI’ld
accounti ng onent 214 provi desz@fc aut hori zatf on, and
audit facil mqu iak#atce&w rsemperenis Pandshelq dryicss persemal digitel asugauts,

digital signafihesa Irﬁ&ﬁéﬂéﬂ&ﬁl&ﬂphoﬁé’sd ndutfnddikSlaydrd) .4 BeNikEO determ ne
the identity and privileges of those individuals attenpting to aln

access to sdel#’e segndproripfopplegnedkcandpdtdsany ¥o®le(cemgnunicagep
interne, a % Sa&RDEE fﬁ?‘lo%& ]‘i%glgi pgr{j é\ﬁ%ﬁ%&%f wﬁ&@srstrﬁﬁig dﬁé(sea)nd/%%cﬂl%logles

track act|V| Ies o 0 are access t
secur e segnmemt bc wiflizné tordfektubieplod dg’meﬂ@%Jcc@rr(aaexag\aompvdu rleewdrk éopology

previ ous co nent scl osed rei tio

account i ng 3“ 18%% ’ﬁtg}‘?flm?l ¢ g&re%%e Jfﬁa@%&gﬂé%ﬂﬁ nlgféttwl?g? Sed
entirely inandpaagpandic@NeasorRs QAT NRIirefvlith Aai chw&ksa(mmg)
software in execution. Mreover, access, authentication,

account i ng (CAKCtS BiFBRATR Afc 1ptEmeh ANids d reaietHosk s BANS) i '%Ogbcepgal‘zéﬁy

type of mechamsaktigRel ngd/o%\yl &Jﬁlbﬂda@ﬁ ktnYutatRddRborla gaegmﬁ@ﬁermat
i ncludes a processor and/or is capable ofp effective andror operative

communi cat i dvsweukitopobesykef C@Pat'@\’@e thei tagjlitiesded fppgM)aligesprsersny (@12
and/or net V“?ﬁt@ 5}%?:‘8! HDor épo%adte'\ﬁfaﬂﬂ{& E?r?g e YIRGh ﬁ%%an&?svdnﬁ%%parate

facilities, or instr conpri se access
aut henti cat |compomd, iadodadrini depiétAddy) coanerpon eith n2tvbric anhutautdw@l@ Tabl et

PC s, server,, class co machi nes, an [ or dat a

computers. - MTEBGEES OGBS S BB P EP Lo o e SR
phones, conssisey0B] latlechsn BEIAY Qkinjzle Sidnd TR extity) Ban betdepbiddalf multiple
devi ces and/or conponents, hand-hel d devices, per sgnal digital

assi stants, SERMEIEITEMERE &F Betlianghca @S Hodkhe Hke)priratioAoBe Apepet

and the li k%ecds&@@}ll’f‘%edt oh&'&tsﬁx%e%g@ns"bg ;é‘?fn{ﬂte%rt& meﬁtﬁ%td%ﬁ/o? QRng@pIAal SO

i ncl ude pr oxy call” session control func conponent 216,

an | P multi n@ﬂv@ugﬁm%‘t@hﬂ(fm%) 17
[0048] Packet data interworking function (PDIF) component 210 can also be

included within network architecture 200 and generally can be responsible for functions
such as providing access to packet data services, implementing end-to-end tunnels,

allocating IP addresses, encapsulating and de-encapsulating traffic, facilitating user



that typically identified as the first contact point that access
termnal 202 makes within an IP nultinedia core network system
Typi cal functions provided by proxy call session control function
(P- CSCF) ovorpidpeRii40216 can i nclude forwardi ng sessi on PATAS2N8/6§203
protocol (SIP) nmessages received fromaccess term nal 202 and
forwardi ng these nessages, dependi ng on't he type of nessage and/ or
procedure being carried out, to other conponents situated and

included in the core network. Once again |ike preyiouslg di scl osed
conponent s aBewicaicadang the liketRoskst datadnpasiing anptien (PEHB)gpmpgnent 210,
session con . f kon, (Ps , : ' nied
ntiroly | neian G ARECL A e L RGO tn i e e GTEoR
sof t war e i ntypxelyisijositiongldit thedwahdayy bgwestythe adie nseesl offe cdintar ol

function (P-CSCF). conponent 2 can. he, but.is not.limted to, any
type of mechemrunc e RRra e by B oSt 1Rl bk ihene 1 hat
includes a pia@cessty futbnhqPDIB compaidne2 0f ceafok eltdughenfan béiag thepestadtory e
comuni cat i O{I% wi t h network t_q(}gol o% 208. NEch}R)i sns, nachi nes, .

devi ces, fa€ the clpdar C_QWB’PB}C&?‘ YR fom ipFutonsdrpre ] nese) 1P dgsagingd) |
session conigrel Ad4BRfideH) ahPeheRld g CRINIAEMNLIE) GI3R nbdas kd A @Rt &L or
PC s, server cClass conputing machi nes and/or databases, |aptop
conput ers, Bonhepwekvitbissommstwalbeke egllulss spumanisatianssystesh o¢eds (o smar t
phones, con & ) i ' ' td ]

devi ces and? %{%ﬁ%}é@nﬁgﬁgﬁ? %%%ﬁgvrr;lt -aﬁ%/f)%j{ﬁg@:#ggés]%eﬁ%dé?{s%eﬁgp&gfggflhéﬁon (PDIF)
assi st ant s, compdanenediCaaridnher peticelndpnecdspb e sycasubsttd madataIRHeayir s,
and the like, [.0052]In.additio net.wor rrchitecture 200.cC rther
RN R S SR A I S R
and/ or tr ansshpsheriei00 Pati@oadts intdthbing RsctafRDIH)ichingsnen0210edag by pt i ng

and/ or decrypting co nj catj ons th base statjon controllers. Macro
base stati ora&?ﬁt%%%déé#% inda, ”Yaé?maf\tlgéqfﬁdﬁ nafiqgot Rasdwas pRA/erep AR
the radio oexdphi&l, efﬁﬁthbﬂ?bé‘dkfe@&@a BRGNP FOEEDR (E‘I?Fm&ﬁéo?ne%pﬁ{}%ﬂﬁbe

other wired or ground based conponents of network architecture 200.
Macr o base grarpemied wisdhis eed/oide assogiatadrvidoviporrempaiigcempancrss.her

conmponent s Qf it . i r .

i npl enent ed 9%1 9 R@PM F%J(%% tg%'taelnfe?‘weﬁﬁﬁ?%%gmﬁg? gwar Zg%ﬁn@ﬁng;i‘t 2;1? %gt?ge’ butis
conbi nat i onnafnehassahiafimitahdy, eny ypé dfvandhirerthevedudes o proaodocaw/doés any
type of engine chine, instrunent qof conyersion,,.Qr e. of .

oY bauct i on® PHrapie R e e b ERbor RGP O DG 208! aTBPSiRiaachings
and/ or oper éat ¥& @b Rat deASnehidiking Fietikn (FINB) agypod&id 210 CAbRLINHE .
3 depicts a nsﬁz(twork architecture 300 that facilitates and effectuates

an aspect ofle F@%F‘QPW@@IC%\H‘HT @E?neﬁ%ﬁﬁaétrﬂhol\@j{ {BioR CQWE‘HF‘ise‘&t?hoék 300 can
i ncl ude accggsiphielsMdbith PO ZonhRiR RBSEnSlsaid bvidl4nd/bi 4pNalded, MehIRLLK
address translation (NAT) ~ 18 conponent 206, packet data interworking
function ( PEFREescramipoplchgitad asistagtsdmphisnedia lneret swbilé phynas deiltirmpsN)
conponent 2 -nquch of the configuration and operation of the
af orenent i Oﬁ%ﬁex@ﬁa&%?ﬁe@ﬂ{@; is substantially simlar to those described
W th respec{00d8] conpofekétsiatissougsede (FDIN) @mponertt @ | FegdepRitedawithin
detail ed description of such features has been.omtted.to avoid

noedl exs pr Brelh 8 iedhrSrofha SRiGRLT B RPubTHG ooy i Sefecs

Never t hel essaifeaey, knbtehihk@elafheinB@Op & protoed | YRR sUanek baspackse§02,

for exanple, an |IPSec tunnel, construction or establishnment of which
can be inst# ?wrwr%ewé%e%?%#% Mogepverrpaekeq da&s“ﬁ@’éﬁg e (PIASN)

accordance W, fib':rli'é% ASREL hIsO Ess?gtﬂ(%igﬁ%.rﬁf-cqﬁtgm%yﬁjoﬁﬁgi (B8 essc@ Hhd@Tion to

illustrated In 3, can exten rom access term'nal 202 to packet

dat a i nt er wetReRgefuavele ilwameidirpone(iP) Zustiongldy.chinthen ohckdbddtosmevibas e

station 204 j K r 1.0f ") t

206 Typi cal Ty G Rany R EREIZ R onk BB M b SRRAREE
implemented and/or effectuated entirely in hardware and/or as a combination of

hardware and/or software in execution. Furthermore, packet data serving node (PDSN)

component 212 can be, but is not limited to, any type of engine, machine, instrument of



19 210, packet data serving node (PDSN) conponent 212 can typically
be connected via a wired or wirel ess communi cation nodality, such as
networ k topol ogy 208. Moreover, as will be further appreciated by

t hose of Ov¥@RMWaN4EKi|ll in the art, because nmuch of th&CTHRLNOYAE2A3I on
and operation of the aforenentioned confonents are substantially
simlar to those elucidated with respect” to conponents di scussed in
the context of Fig. 2 and Fig. 3, detailed description of such
features have been onmitted to avoid needl ess repetition and for the
sake of coneuyEREssOr NefcalpErdastion thetipglvdes aperresserindya iugpallant al so

16l ol SR80 40| L B0AP Bl Biepdtarshy Wlgoo b

establlshed et ween an at a
i nt er wor ki ngpsfrumerts oﬁco@ﬁﬁmﬁm m@moﬁmﬂu@bﬁ engimes, meshimstsadoages cndes s

termnal 202 is unawar t noved wi thi

pur vi ow of  Sane B B Rt B org Moy Bl ERl BN, ¢ ha

it is comupbompdrenieR 18icuh irlude deskbas@npluttd, divdrelgs conninitg dadessahdibi on
204). Al that acces t er m nal éﬂ% enerally conc rned about. under
this aspect 99f baseie o] BHOREY S p d%at?gib?on?pgﬂ%f aptep @Lﬁblabz

has been espabl dofiligt: Byd/bNadliei® 1DASS al/8t éﬁ?}ﬂat(c%s gnd/orq%e%séeﬁand-hem
station 204) and that it (e.g., access termnal 202) is able to

utilize tundevicessprosnalatgitl pssistantss mubineedimintesnat gablsdmatiile abenoii t h
devi ces andér&ltn‘ﬁ%??@gjf %%RQ{}%Q%Esed beyond or behind the public
[

I nt ernet-core ne tranet boundary 404. [0055] Accordingly, hone
base stati o0} can 4edigomllyyndreorkasthecctwic2A0 emt ﬁutihd:rs.'tntilux@ decogsmel i ng
aspect 402 (e,q., utilizing |PSec. .tunnel est.abl [
berween honbigiisedi et it SinE R s RaTPern L Prb R b PN HEHE T on
conmponent  23@ckefgatd drelfd hodeqUDENN b&hpdi@ntaspe lecd¥Zuprnficriai,aadt he

extant barrier (e.g., the public Internet-core netvvork tra
demar cat | on 2RHREABFFOMPENgG B4 BroviiERiGeess: atharizating. @rﬁgﬂufiﬁrélacﬂms

protected cefechithbil@iPetNstbidifetle scard, didaNgE AR eﬂ'&‘ﬂfﬂtﬂéh Andsst em
or network) thereby providing seam ess | nterconnectivity between

access t er miikalin gier wristepaikée identisy ayl modlegesoifosemdividuals agampting to
X G
and funct  ofafiebtest WEARE LAl MRSl MBAAIRE, bl Michich 08
tunnel i ng aﬂmeemt;mnbmsnmm ast blikghed fo ﬂréqklahﬁﬁgtiésmfelldsakeli‘s'dtmﬂsi on
204 with t dat t r ki f t 0.th .
ireval |1 hotugre Batrb Bt Bt iaronhni EaRenERY DB ot i ttie

| i nk bEt V\I_E|6:ﬁ1<381ﬁ6ﬁ61$s| dloﬁfpgheﬂﬂ’é di&ﬁ)(%e@ﬁﬁehhﬁ:c%spélﬁlfeﬁlﬁéhtﬁﬁjhdng|aa¢ouﬁﬁ>ﬂi§
net wor W nerally be exact yt e sane as It wa ad acce
termnal 20%2A gééﬁo’%‘?ﬁ?ﬂh%]é‘a&aﬂﬂ?@lw lementeranddr effeetpat ?%“?’léf‘\/\kﬁ“iw%rﬁough

macro base tdﬁéf&s&ed ééﬁ{bnﬁfnéﬁ bf)ﬁhr&%ﬁe dnc%)r doBQakl iR uR&S Viske8droftcdlA
(e.g., called Hone de B under the 3GP
authentlcanon and accounting (AAA) component 214 can be, but is not limited to, any

type of mechanism, machine, device, facility, and/or instrument that includes a
processor and/or is capable of effective and/or operative communications with packet
data serving node (PDSN) component 212 and/or network topology 208. Mechanisms,
machines, devices, facilities, and/or instruments that can comprise access,
authentication, and accounting (AAA) component 214 can include Tablet PC’s, server
class computing machines and/or databases, laptop computers, notebook computers,
desktop computers, cell phones, smart phones, consumer appliances and/or
instrumentation, industrial devices and/or components, hand-held devices, personal
digital assistants, multimedia Internet enabled phones, multimedia players, and the like.
[0051] As illustrated, network architecture 200 can also include proxy call
session control function (P-CSCF) component 216, an IP multimedia subsystem (IMS)



specification), once tunneling aspect 402 has been established

bet ween honme base station 204 and packet data interworking function
210, can ship packets into the cellular network (e.g., to packet data
servi ng ndde2@8/254449d/ or proxy call session control fun@Crom20e8MsTIIent
216 positioned beyond the public Internet-core network/intranet
barrier 404) through tunneling aspect 402. Honme base station 204 in
order to effectuate construction of tunneling aspect 402 generally

needs to supply a set of credentials uniquely associated with the
home base sthat typisalinidettifred 8 hetfisttcopfaennions dhat pegassperinad Y 03vnakesrvadye ct

to the nmultj er s. .t hat 11z ) i Iy order
to i nter act “ni AT EeoiscpneRRbcthlo €y BTRuRAR Roficl A0 L
f or egoi ng asgesiok edntevafimcSar (PHOSCEASPepbnent 8 pocmi ibdledd forwardihgbdssishi ng,

mai nt ai ni ng, .and term ' oi nt-t0-pai nt protocol PP), .sessj.ons
ond " aesi gne R gRa el frRPAeBois bieoler PP RsalatuL it SFRHEN o
supporting ek hesshdrk alcheidify ot e 6pe of Mksshagidioe pedcedte Béng tapedalt] v
be i ncluded or associated with home base station 204. |nclusjon or
associ at i on'odthe cpREREN ISP ACSwIANHYATIIA e GFfatF ¥ wOnRe P! iFas e
station 204,LiQuy HREIRET SRHBhANEaslciAGLHHS ndtRbl Hitef% 200865y e
base station 204 appear functionally identical to macro base

t ranscei ver sessign conroR fiigctiony PCEEhanomppoeny 81 heantbs-ipmplemenisd entirelylin ( PPP)
it should b i X : . part
Leri 1pop t nateSaE gl Ofks d ot BRSPS RS ool BN 2505
t he access Addmiondly, prox@ GRPRssidmca@@Pluhtic (PHERER)enmpanenb] tddandedyit a

control protocol. defjined as S (Nan- Access Strat .. and (2) HDLC
frani ng whi EH% L“’H&‘E PohedP QA ‘B%ﬁ%ﬁ?‘&mﬂﬁa éﬂ?kg‘f“‘ffo%ﬁ%iag 9‘(16%‘%’?%% y
this i s reqthat BOlLEY 2 FEERFor a:880Fis UaRSlTCKR I VRABEEr dfcadtive domiuhidgidk C
| ayer to demark | P packets_and generally does not need this function.

[0059] Fi g. Bit@Remsrk treoss 208 Veheniseevpraking iy icet fasHéies god/phat
facilitates;apdmefd aat éé%tcﬁﬁllpﬁgb ﬁﬂ?&tﬂ BsidoN@nBYIH.LGHon TRICSEF) BSmponent
clainmed. Network architecture 500 ‘can include access term nal 2%2,
home base s tasringdode Tablat B, bireenobsk canfutio g srachiagssAndfor detaliasysTlaptop
conmponent 2 i i i E ent
210" and pachapaS oAt oot L LD GrbitREY b oGS BB,
under st ood bynsthesspiades atdddryintogrhzaon, industinl devideehd/@fcompoeawor
packet data,interwrking functia PDI F) conponent, 210 c b

posi ti oned B?Hd%%x@%vh‘ie?’gﬁfsf’ﬂa t‘#‘ﬁi{;l ésﬁ]isé’f‘é’ ‘BE%QW%W@%WW@ pﬁ?ﬂeé’r net
and the cor gnghdddl playdretan@t¢/liket ranet (e.g., public Internet-core
networ k/i ntranet boundary 504) and that packet data serving node

conponent 2152k 21 Mé%iaﬂdfgﬁ“gqfkﬂ%iﬁﬁ%?@ﬂ@ pan fHehgs el edergasc base

cel l'ul ar netyMorkivEakdR CE% fetﬂﬁifgghﬁlr@&ﬁgs Lﬂ/&ﬁﬁa@@ﬂ{?ﬁa@iols@nﬁsQﬁ&/_olﬁﬁas

| arge. Moreover, as wll urt her appreciated ose ordinarily

skilled in caabiities for maygmgeodior dachpting comeanicitings pathibosesstaioni ces
and conpone t ri:-se ] . | : e
core cell ul gélﬁrr@t@ 1%br %Ponﬁa(rggg%{lénc%%%e@ e% gt(rgtr}?rg‘p rﬁ&%f] Lig??\émﬂ&ﬂec& ﬂg%{ﬁ?‘éﬂr&%
Wi r el ess cormradio at ivimlcssniater faceehtadantac@ss teAdialals 20D add ytherasiradidr lgraaihd 0
be understood hy those of. ordinary skill in the art, .tunnels |inking
packet dat agﬁﬁﬁﬁa?%?f}spﬁafﬂﬁw% it r%o%ﬁf\%%%? SSHOP WEH S NE hs e
station 204 cemporedt BBtIARIokHERESmhedts BEActWERI ardhdSbtSre 200 d&eiks@Esupra can
performed across all users, or differentiated based at | east in part
on di spar at 8¢ {ippigmerted gisdteciuated entirglydn pargwaie and/pypsecqniyigyipn of briduiias
stated in CORIGCLYArM kRedilig andsatt b2R F e et i ¢
configurati oﬂ&gﬁy‘ﬂ%ﬁ%t }eo%cgllfg'??%%aoP?t Iﬁ’)e/@g?gr erent | o%é%f’ }:I%Hn%gﬁgr?t S
ar e subst anemietsyons prinpde oftrgodustierethpiriadidnss pyoagesse pidserds tapablophect i on
wi th Figs. . 1 1ed I.pt] f: f r nd
facilities E%%Ctggélﬁ&éﬁaefagﬁg? %(rﬁ&fl ﬁtgétg)g gntg?l g%‘f%él\{/l%? élfég §(\)/%rt hel ess,
[0053] Fig. 3 depicts a network architecture 300 that facilitates and effectuates

an aspect of the claimed subject matter. Network architecture 300 can include access

terminal 202, home base station 204, firewall/network address translation (NAT)



[ 0061] Thus, in contrast to the inplenentation set forth with respect
to Fig. 4, where the hone base station 204 conmuni cates by way of
Internet Protocol (IP) packets within the tunneling aspect 402

est abl i shexio twoems4tidbe hone base station 204 to the packeCTaiarws066203

i nt erwor ki ng function conmponent 210, under the conception provided by
Fig. 5 the interchange enpl oys point-touboint protocol (PPP) inside
tunnel 502 so that the point-to-point protocol (PPP) term nation
point is at packet data serving node conmponent 212. Consequentially,
gi ven that penskeendbapasketvdaiignintdukios fpwhen(PDIFpcampogeniar 84 ang packet

si tuat ed behj.n i - t LI i ] ription
S04 (e g. . PuBRaPtig sble (DDShE Rk ea L MR Re ) BBk ChSEhRA R
posi tioned operithe ofeler doeekhtidnad covepovents iy aubbtentialp aimilan td theserdebdrbad
that can co ise the public Internet) the . nt.-t Q- poi n rat ocpl
(PPP) 15 bePHy "epeeRetanetis HECRES PARBReHE Tt 8 SBRiesdFingoy g such
net wor k rat Rekurédtan bl digittbdioer oRdicadled phylixithand &g ket sakdfbrevity and

i nterwor ki ng function conponent 210. 22 [0062]It should be noted,

and as wi | | CoRsisapisar Barerthglessh pewonpaelinearas s imeae tymaekaipest #§%e ey
of endeavor ¢, thal Q9EGclhHIe comBechifsorREER; hHeR RN BO TR BAKPby
station 204, connecting hone base station 204 wth packet data

i nt er wor ki ngcdesatetmiion 202 npomehasp2atG02 imgdcowisnegspidcansaspict pithe eleinsgi2
can be utilized.to _enable .t.h l,e f 1nterface cifi in the
mmcr o cel | uPdaee bR ARLE aBaTh RS 2, Bl 8 B RRe SRR P2 oo

t hat carry sgagpadatngtdrabddngaun@ionkemnpeent 2 He aslidvhduirdioimerbasastaion

sour ce acce no and the SC/ fu Lon in th arget access
oo e O a4 Bl FeahelbeRa: it Grnqttianan autf Cogpbatiicao TSt RE
il lustrati ome BA&ptiBh BXBAESd 6P NetR@ritirthiteZ@et 100 Qeady tériine 0D R2ds to
est abl i shed between hone base station 204 and packet data.

i nt er wor ki n§< FREAGENDR A sHpBAE RIS itp qgmmyspicagion yeidy & hasgeshasg siptiog (£, Bamey

signaling i gforgbh 90HREHWEEH AmaQYTE& BRS gﬂ&h ANmARFLRe T ar get
access node %Aﬁ) For ﬁigﬁ rat e packet Jata HﬁPD H%tér-AN Cb%nected
St at e Sessi onnsteiapsstaion(2d 8 pand tasaddt keasido pér) on fhi0BBhisda pedessrtainipal 202
tunnel 502 can. al upport. Alz.,Al8, A d/ ar. interfaces. Al7
nterfaces Ganarry SERRRUA P PRR e e el CUre
access node eftANjshmnagt o tirme g be@seE SSpanagdablishNjent of tomeha@ettd8dUuees i n

support of inter-AN crQss-connecti vi of t/ softer, of.f). The Al7
@nf Erface t RCE! q%fa’é§&ﬁ%’l"Flé’t’i‘8 Oa%earﬂi%fléi' AH5S tﬁ‘f‘%‘“ﬁn%ﬂ _Ail%)péﬂﬁt o

i nterfaces. ifd@iditiffalnkdon ddighofbnf 21 0 e HRCAONEHNARIaBreddlf thetda@f f ace
forward control channel S|gnallng messages fromthe source access
node (AN) t éntarchaeget copmpygatipng betyap aceesatermingl 38cardrcempanantieingccess
termnal's LV r intded. SGES -0 aha 8
interfaces ggﬁlg%/bgft??[ecti ?%r?gg(t)%etp%ggéeﬁrn %&%fc%%c&e e.rg&,ﬁ a?trpte ?Rt erg ?gc(ec@"
traffic charwitlin thad)Gehemtiamcae sewerk) eamiakaplatretsiibtbn publis Iststneteore
access node nd t ar get durin 0ss-connectivity. .The Al 8
Mhter face. eRaperiLeaf e RiaR iy o R b R AR A e LB A o
interfaces gepetabicyptibdy Bayricrombineld o sasitedstitercomiiunizpitu, b i¢ extant
bearer-rel at ed 0ﬁ$ss-connect|V|ty control nessages for an access

term nal betWeBH'Yhe access node (AN) and a target renote transmtter

(RT). The Al/@)sjzupt er f aggy, @MUREHRS § fiAhSr NOKER!akchitSQirc U0 Uk Bfcchie:sAhd
i nterface. 1l interfaces can carry signaling_infonnati on between a

high rate pdesiietesian aspeHRDOY criwed SubirstBmaltoaN]-lgietr ok archidsdre Wil el ess
system (1 W), . gk riddanh §§d. §C§e?w8&%é%9&4fu%%ob QUn B@ﬂ@@&éoegs%éf.ﬁnai 202, home
provi o] 202 1I'n

[ 0064] Fi g. es depiction an access term na
accor dance iasdstaivn28pdotwalt/netiverkedddiaretlarslabipe OF A Tatdngonei@ b geclsten

di d ith. . iags. 1 , i.nal 202
ave basi o foliceRbieng et P Grenbae 6 ardZRERT Ui e0n "

have basic f a a onn Ion
(PDSN) component 212. As will be readily appreciated by those cognizant in this field

of endeavor, access terminal 202, home base station 204, firewall/network address

transfation (NAT) component 206, packet data interworking function (PDIF) component



23 [0065] Neverthel ess, in addition to the basic funct onalities,
access termnal 202 can also include a tunneling conponent 602 that
can be utilized to establish a tunnel (e.g., |PSee tunnel) extending
from acce®® toog/mismi®l 202 t o packet data interworking fBETUBIINS/066203
conponent 210. Typically, the tunnel established by tunneling
conponent 602 can include utilization of hone base station 204 and
firewal Unetwork address translation (NAT) conponent 206. Under this
aspect of the clained subject matter, tunneling conponent 602 needs
to be awar e2l®packatatamsgayieg nasic (BRSYreomaneaeet 212 fan typicallybe enmaetiswe Bng
with a homawﬂ‘@& &r \%fragbb%gm&w&aﬂ m%@@%&@&%%ﬁ\%]k %gél)o §%é1%0}eg%} a
macro base transceiver stat ? ro base tr E&{Ver station
218). Thus, asnkirie ftlmlmebprngateéhpdmmf cﬁﬁhﬁanyskﬂalvmrﬂe: arip bedoescomed s e,

that it ti th t
tati on 2045 Ta b el oPy B en T AngL et 4 iy R By e
macro base tdtﬁmcemcmfedstlaimgjactaa;&bympémmeﬂwcnge@mﬁ@mﬁxt Gﬂmgcamd

commence | PSec tunnel establishment proceduyres to establish t unnel
bet ween accEigs3dstailrh dpscoponH quuiEkBEes datePFh PR ik Mt RFAEE on

component 21 dR08BRNAE s Bﬁé‘dn'c{%%e@Qnﬂ?&féﬁﬁles@%@t\)féﬂéa&ﬁ%chﬂr@ 0BG O"
ef fectuated establishment of a tunnel between access term nal 202 and
packet dat aalsqinehwde fuaneigspashed, oy iemearmadPScronci rets dansipllished on
bet ween acc e I

Phe core. copturafiitRonk e aRtip OMANe MR HEN GERe R BDIRY,
the barrier cdmpmmrizmhm mlmhstmcle,nacedfsae&rmmadz@he tymcraﬁy oedvant ﬂrat whase

non- exi st ent. ur ni n w, to rovi des ill

D00 of ' hororpueDn b I irdey 0 A nihe b snbiah Y R eSS udon gt fithactr
cl ai med subjseehniidagifg wAb ahase beRtBsRd. %amcﬁ@b aRe SMNFHETDL). ORIl Wiak h
Fi gs. 1 and 2, hone base. station 204 can have basic functionality

simlar to pesssdemnnal 202issgnsalleeanserned ahoubwndsr thisaseect pEharRErg 116

and 122, ab@Wfoct 8Rfcra$ thatialind BERE: A2HLEbLIH ré%bl%ﬁ@d b 18 %oﬂ@%@set&%%ﬂn
onmtted for purposes of conciseness. Nevertheless, ‘as illustrated

hone base sfal.ilmmedgge gatipndideaniobipti (@rgalacvzﬁamtmmaltz()@i istabletth ytilize
I dy di
already d S&%@&%Q%ec%% Yder &ﬁrlnfelﬁsﬁz c%ﬂhhﬁ?&e %.gtgi ed%?lgesl a%}o?@&n}%%&ts

transcei ver Station instrunenta ranscei ve
st ati on ( BT&spasnijiepentor Ho4ind dr fudtic Intdradteow rreav@fksntmnmhmnmy #ohs

cor o oo |ul MRE: hor e Btk Tore et 207 S8 el Sl ™

bet ween honestBasEng mhblﬂfg adPdet A0 GHigibing A Secivitinel Weibkbtingent pmwidspn
(PDIF) conponent 210. Base . transceiver station (BTS) conponent 704 in
addi tion caRetarenhmihase satianeidite pﬁ@q%@aé@nf%wgrﬁfmgfwtﬁg campensat 210

decrypting gQm m&d&@wnaaﬁlnga%ﬁéw@@ %é?ﬁnrdt&%y@m@%nfep@g) Ol ﬁﬁtlel'ﬂ@ﬁd
wi thin home base station 204 as we as devi ces and aspects that can

conpri se t heorgaktweriamtmaegt Wemircaponsifdd estwean theperigiInternet at large and the

protected core cellular network (e.g., 3™ generation cellular system or network) thereby

providing seamless interconnectivity between access terminal 202 and packet serving
node component 212; an interconnectivity typically not permissible without the
facilities and functionality provided by the claimed subject matter.

[0056] Once tunneling aspect 402 hag been established, linking home base
station 204 with packet data interworking function component 210 through
firewall/network address translation (NAT) component 206, the radio link between
access terminal 202 and the protected cellular core network will generally be exactly the
same as it was had access terminal 202 been communicating with the cellular core

network through macro base transceiver station 218.



[ 0068] Furt her, home base station 204 can al so include functionalities
associ ated with base station controllers. Thus, hone base station 204
can include base station controller (BSC) conponent 706 that can
provi de t heoremsesdsiigence and coordi nati on behind t he f oatiuszesddseos of
base transceiver station (BTS) conponent 704. Base station controller
(BSC) conponent 706 can, if need be, cotftrol a multi plicity of base
transcei ver station (BTS) conponents 704 included or associated with

home base station 204. Generally, base station controller (BSQ
conponent 7085Zhn handéme biscstation i (sfe.rcaligddiohaNpds B undaesdled (&SP

nmeasurement s_f . A6 C. j 1 ACE ] ] ..and
Cont rot s na Sy RRASEERE kAR 1 fhs beBCGEBAHE IR hEh e
conponent ( s ptad@4204Acdiphe¢kenddtd intawdikarg ahdt@n?d0) oselsyip phdes istoahd @iflular
controll er (BSC omponent. 706 can fu Lon.as a concentrator ere
ot o 1 B RO D e voie peB A A P A E o ke
transcei ver csihaddeD 16BbS}iokAROMRINhE Bubli€QdtehiRNcdie nEQAHGREake® b@Tier 404)
smal | er nunber of connections thus mtigati ng congestion in the

h }
tunnel est amrp%a#éanlﬁéﬂ&é@ﬁctr%@%eﬂsa@agqsgwoaﬁ % gvorggido pHeqhwte epaptguction
i nt erwor ki n I F d3eNe, ation
204 can fur tg %éulrdﬂl %%%Spdcg!:{)agc%&&@fggg{&r@glﬁo %ﬁ@gtai[sgﬂ&(%l}?@) (l:%%ﬁp@r?giu 708
that can conssoohtet mathshd khaolrso$tatpaciod fsrtise thae previdonearnsparenaytveth on
204 itself and ket.. dat r.Ving.n onen itu e
raor o ool | ufaped (RS ARtAE) AR R ifSAGEHIBANGRY 28 hii@hido Bledd
[ 0070] Addi t indthahd sellahdhavodd. t er nati vel y, home base station 204 can

include functignalities.and instrunentalities generally allocated to
packet dat alBRUT ng nbaecatye e oRRTS: f Aeaka e hOMe BALEeE B TIo 204
can incl udeeﬂa&{sﬁﬁlﬁ%ﬁiﬁtaﬁ%g{hﬁwteﬂ@@l@ti@qjmﬁn@@bin?g{(atdcbp@ppp@séa@as and
responsi ble fromthe establishnent, naintenance, and term nation of

pOi nt - t 0- poi#HEKIERbRamdaiesits PintacrbdR) adrrssas as addittort tp spproveanebilsne
or more accesskesioba! I bl BN @A} adsBoisQETHAILGRE O
w th hone bg@météﬁog%(zagﬁ%ggigfgﬁgﬁg sgw\?i nguno?éaczsoﬁponent 710,
under this bestcsepiohdfd.onclasiper ot asseationds e gackdydrasecving fcnarliBrotiocol
(I'P) addresses _as | | rti ile lntern t I.P
Funtt ponal ; 15 Bl Ftion 204, FHBERE bEAGEOL Soos R RIEL 2, BhbEopleihls

wi t h hone bamédos i@t ipparddktiohdlridérnealpe rapediaby/eandeivo Biation ZEL i Wgh

TP E OIS W NN EIN L R
Macro base talcafedIPhi @ICPAPEPIRA chfbOuscd FRAHIRNDSSCarld BESE B MRIFesSdsad then
218). [0071]As illustrated the functionalities and instrunentalities
exposi t ed atdesess fepminal in 3GPP2. In 3GPP this function can be done by a control protocol
defined as NAS (Non-Access Stratum); and (2) HDLC framing which is performed to
demark IP packet boundaries. Generally this is required for 3GPP2. 3GPP uses packet
based framing at the RLC layer to demark TP packets and generally does not need this
function.
[0059] Fig. 5 exemplifies a further network architecture 500 that facilitates and
effectuates an aspect of the subject matter as claimed. Network architecture 500 can
include access terminal 202, home base station 204, firewall/network address translation
(NAT) component 206, packet data interworking function (PDIF) component 210, and
packet data serving node component 212, As will be understood by those moderately
cognizant in this field of endeavor, packet data interworking function (PDIF)
component 210 can be positioned at the contiguity that exists between the public

Internet and the core cellular network/intranet (e.g., public Internet-core

network/intranet boundary 504) and that packet data serving node component 212 is



connection wth base transceiver station (BTS) conponent 704, base
station controller (BSC) conponent 706, packet control function (PCF)
conponent 708, and/or packet data serving node conponent 710, can be
ensconced W0 20088b44¢led Wi t hin tunnel i ng conponent 702 WRCTIUSCHB/046R03
turn be associated, included, or integrated with home base station
204. [0072]Fig. 8 provides illustrati on?’800 of hone base station 204
in accordance with a further aspect of the clainmed subject matter. As
depi cted honme base station 204 can include base transceiver (BTS)
stati on aspémica8p sityaegt wigham theaeotpstechease egliylas hetwotiuather thian bting placed in

comuni cat i . 1.nal,s..( y .t enm.nal .
and the el [hiRpEBEAATERRE, MOTRE oS hB P SPAERB M Oe offiRkily
connect i ng kidifed ngbears ti@ticomm0katart tetpaokied valatiaddvidtes ambedoipagents that

function (PDIF) co nent 210. Simlar,tgo base fransceiyer station
(BTS) " CompoRtionsa bphae riblih biunuieRvit Bersi b Rpkbivaptiandf
al so perf or garging bty vairedand o tvird RSy JoRinn@icatibn GRAMMALtERTk ORIHISHINGEL,
t he many di sparate devices and conponents _that can conprise the

) d : . rise th
cel lular sy&tibalsnbe urserstoodbyiaese oherdingst st it tha artaitiebnkingmeliré At
and/ or aspeghérongnd RReid (PRISREHAbAM: W4 it RER, BARSLAbALILIARA.

[ 0073] Addi tional l'y,” home base 'station 204 can also include .
i nst r ument aksteblsbedyamepaiiuber basis o cat kecpenfiorthedorsess sl asarpar diffetenthtedr s.

Accor di ngl e ti. 0 n.i.nglu S i

controll gr y? %%@)rmﬁg%z“c?%@ 1%)1% éat%e %aéfﬁ@ap ggfed%’d(ﬁﬁagl%bcgfsslseévqléen@’lsp)r gence
and/ or confi[@$0ht i on Aestesd ar gonhertiohasih Kigadsicabove sinst aiutloof th8TS)

S eeer vor SRR ok e R b NS Bl R ey
station (BTSmiRsREGbSE p3&2dusly@bcriR ibenhediot dath 1ags. ass Qab@ileiicdéddlion

home base station 204 (e.ztg._ ..multiple base transcei ver station (BTS)
aspect's 802 EaFhbenes fudatiliigrdrebeonamitied for hetlieaf Jravityt Yerrthalesses s
termnal s copm4pl Gaitddthrd%doban AHdeRurkidfs0s) Eﬂrri'ﬁ Ea)ﬁc&ran@geé'u%eﬂfthanragﬁm
base station 204). Base station controller BSé) aspect 804 can

al | ocat e r ad estdHahgdeth dink hewe byss stabas d9ewish packet datn atceskingdnmitioal s
within the ' f 2 S ' 4 d..control handove
From the vacyBEuRhLel. I I B8RGeThaM s S AP Ll B bR BN E o
super Vi si on stabiar eowietler, akke patlet canmrot Gmtticl egr, AIBAIC/ASPECt 804 can

al so function as a consolidator where nul.tiple. |ow capaci

Connect | ons RFBREAGDr i 4 e A S P ™ BiET e pecksician
(BTS) aspeck&vigZuatndy Gansat ithatiReheibasetARh 200, b BetEa1aC pREESIal0N
in the tunnel established between hone base station 204 and (E)acket

dat a i nt er wS¥'RiNEENEiRtED Py TrpiitajeddyRgelré dite saping noderdi2adyated withinthe

home base SEﬁxteicgl@ul%nQ@E/i }.sg i ncl ude packet control function (PCF)
aspect 806 that can control transm ssion of packets between hone base

station 204[6d] a pacKiets, daratraseothegnrodentdompotferth with s¢spearie Higod,

e S eate ABLH Ry AL STISELRDI Oy o HESBSAE B0 PR P B

W t h regar dwithiffhgtunneling aspect 402 established from the home base station 204 to the packet
data interworking function component 210, under the conception provided by Fig. 5 the
interchange employs point-to-point protocol (PPP) inside tunnel 502 so that the point-
to-point protocol (PPP) termination point is at packet data serving node component 212.
Consequentially, given that packet data serving node component 212 is generally
sttuated behind public Internet-core network/intranet circumscription 504 (e.g., packet
data serving node component 212 is typically positioned on the macro cellular network
rather than in the milieu that can comprise the public Internet) the point-to-point

protocol (PPP) is being extended all the way into the macro cellular core network rather

than being intermediated by the packet data interworking function component 210.



7 the aspect disclosed in Fig. 8, and in particular honme base station
204 does not include the functionalities and instrunentalities of the
packet data serving node conponent 710. Rather, hone base station 204
relies upovorde/1$4adi | ities of packet data serving nodePRLASHigHEIESd
within the macro cellular network to prgvide the point-to-point
protocol (PPP) term nation point. Thus, 24 he inter change between hone
base station 204 and the cellular core network enpl oys point-to-point
pr ot ocol (PPP) i nside a tunnel established between hone base station

204 and t hel994&ket dalﬁahqu&ﬁleﬁrmd(ﬁmbasrvaﬁdﬁuanwmm Hpseayopdsoriel coggmt
with the COHP@&%’M 6@%1 d@ava Hat Bxgct%g?@%%fﬁ élof*ﬂﬁhﬁlea‘ﬂﬁ’h{)rﬂe %fele!@ahbﬁ y

taki ng pl ace between ase
servi ng nodeo4, IEDSN):tmgﬁmam*ﬂmse st2tich Mtvhérpatcham%aﬁaemtaagmrkmgfumﬁmmt ed by

packet data inter ing. function. (PDl onent . 210, 0

oot ed- t neTpEERCAD Plich Pk SPt bt sha SRBIRR B aminit Peakhe oe
base tr anSCﬁitMﬂfce§§p@§1ﬁ9&ﬂllr(tBJ§)acra%EHﬁﬂ§r F6em spasfcatib@t F@nngaat, 013 er
(BSC) aspect 8Q4, and packet  caontrol  function (PCF) aspect 806 can be

associ at ed VRgRCceHiha Cﬁev Sieadling piormatiqpdisbysen dh dHclign i 2 e
can be incl yged ﬂMdEgAﬂ%&i Rase/milehhQbnd the %zl&an(Aﬁ)%r Rraid

the functionality of hone base station 204 under this aspect in
further per sttorssia, tranfer. f 64 fuothbrigusttoni/eh intstfpres sembeadilizehérough

00853 o TR 8 B JEEESTRh O ke B0 I P ARPARLOMIAD
tunnel (e. gfunchaSannlmnaméil)). Wilt interfqeactypicaldiatary szgmhng)mkdnmgndmlmwéann
210. Once the tunnel Eﬁg st abl j shed, ({1 e stati OF 04 can
i e R SR e a3 B s Sn rod IR A bt et ey
chal | enge- hanHPDRIReraAltl TRAAIEAIAB SBIsRInaG M sfdr @\Pharll Gaidhient i cat e
access termnal 202. It should be noted without Iimtation that in

accor dance WMOH t hi s Addsenallys tupned S0 gryidse suppreed 7. &49.12RdoF ddhel
needs to bejgstabli ghedbREQ R SR BEERForfatich tdiRk)a source

h
aut henti cation taies pl ace as tﬁ tructed tunn fh I's typical
needed to t regespode (ANY andenytgst m&s@nm ez tonn@agﬁ reswmsam@m@o e

(RADIUS) esaaes o AULRENLLGR) G SAPAROK rit A1 Abeny Bl cess.

aut henti cation, ccoun conporne i‘n the
cel lul ar COreﬁallsiahﬁm:teﬂlcaﬂddmﬁadﬁD&BefostﬂsaB |a@d1A2@ﬂqt¢rfncacobddﬂmmEy whd A1AN

aspect of the claimed subje tter can nfigured with st of
porm ssi bl o MFSEIGRE R RO b Teatg e e e ige GRSt g
net wor k addisggse hdedtnbiié £08) &wrgét)accegﬁﬂédd(mltﬁay han@étofs in the access
alternatively, a list of persisted network address identifiers (NA

S)
can be enpl &§EEnal’s Agrige PedR b Fansrtiesite He asessy egmingl bk ipterfgces egnqrally
users usin g tl%n%i):%fe't:tﬁé( @raﬁsg I’(é/ é Ca%‘ 1&@1@&09@5&?5 &%hr@?ﬁatat) l?(ﬁ' a§ s [@%lm%gtween the

address identi her access termnal identifiers can be
enpl oyed to somm!gmsz m@(dd‘é@tmromgzté{mnsCromwem@ctwnty| Bheasl@arterficned
t hat an acces;

present on £pdpo n% 2iC tg%lcallé fcq ap %smé 43 ?\gg I (ir en t I lhtel‘fg %@I%%]g c%rrg%mote

station 204 tmagrmdemmqeelﬁs béager-Saladil cBdds- aﬁlﬁﬁﬁlsltﬁ @hﬂmimksageh/mr anMesss

where the access termnal's net dress identifi.er is. found
in the |ist 'SREEREFKiD aa%ﬁe@é?d%}? A Eet [RIR st <‘§ﬁ'eAHe AT
ghal | enge- haxﬂél'&ha&ﬂp@htlﬁheﬂgmﬁm deOlh RMA 1HRCAN iftéeHAP) A Sp&kesical &aa?( hoge
ase station, 204 can als en cess o acces m .an
hare bace Stz S3gmR et PanaR e RlteBY LG (O T Gendlt
an access tenfﬁeﬁsalyster{lam] &nafeﬁécbyqanmmvﬂeﬁmmﬂmﬁfe)wth an aspect of
t he cl ai ned e evel.s of hentl ation,
first at théﬁ'#ghre bas a?{""é esg‘épztg‘ é‘\?@P ﬁ”laaccssst% 1y e Eeeess,
aut hent i cat ivath anaagﬁecasﬂmu Blalongl s@lﬁ%ﬁnz&&ﬂpﬂﬁlBa’stbeerﬂ.disétﬁseﬂbupiﬁeﬁtlf efard at
t he hone base_station 204 | evel % etdub a .user e.%
to Figs. 1 and 2, access terminal 2 ZCan have basw nctionality similar to that
elucidated in connection with access terminals 116 and 122, above, and as such these

basic functionalities have been omitted for purposes of conciseness.



base station 204 can use the access termnal's international nobile
subscriber identity (IMS1) to identify and sel ect an appropriate
packet data serving node (e.g., packet data servi ng node 212) with
whi ch t o ewdabBiishiccommuni cations. Typically, the "I MNSPCHUELI0SOML03
al gorithmcan be utilized and perforned, where N represents the
nunber of 28 potential packet data serzﬁi ng nodes (PDSNs) reachabl e
by honme base station 204. Cenerally, the nunber "N' can al so be
remotely configured and updated (e.g., in cases where the nunber of
potential pH%8: dat aN@@rtE‘l‘»lﬁij m@délﬁm(t roBNbgsicfiasipaslitidsyaceess terminal 292
It should b { 0]

netvor k. conpiniearelh ek pRREE g RaF SR naih b0l ) pMREh e, o
t he sane al ¢og.)iPSm mona)a&:mﬂtdn;gftc&mmcats tpad ke 202 at packe rduiangervadesg

Communi cat e geoTomeopaae 8 AFreDo B (et R Wb ginlR sor

transcei ver céii Rblu@utdiBsiod &fafonierbabesmﬁmma ked fighataB/msSvovik AQIrde éendMtion
be sel ected ‘X hone base station 204. [0080] After hone base station

204 has i defpf) edrnanentapo s bpdettiy a@@ﬁé@ﬁlﬁclﬂa'@ﬁ%@wfrﬁgernmelw g.,
packet dat ag\fkﬂﬁdﬂe%dﬂ%@ds&ﬁ@@%a&OLS’Q}ﬁélﬁ%va?elg? bdiBAE aR@REmaL iRl On 204

can enpl oy signaling to establish an A10 connection’ with packet
data servi ngommdmC@tF?@SP&i)h tmmb@ﬁstame ghdiomedisegitation 284 )ghthecthamt e
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est abl i shed B&Pweeh
honme base stainheliiy c}},ﬁqﬁ}mne\m 602is aghatd, ngbetcbmes aveas,ithdt dris bymaodessig with a
t er m nal

m rracro base transceive ti 218 to hope base
SLati on 204 ROMh G- SAERER (it Sreor S1g SHorfe) PRI & bt Tpgctver
identified atadorsglgeqﬁ&% bREBuRATe A BRARILY, H@h@n%wh@aﬁdnyawcaao
necessity to performnobile Intenmet Protocol registration. By

obvi ati ng t KenpereedEpeq upgsl B%%bl@hlﬁ?wwcr:@%tpéﬁtﬁ@tshrartb@rts&bqfwm goyess
registrati O%ﬁhﬁan‘?}%@rﬁ% a5 §Rer Bl l&ﬁ‘g AUESonl d&hﬁBH&tt »B§ ot ocol (Vol P)

service during bet ween w re ess access network (WAN) coverage
and home coV#leépe (e.Qgnge tutmdlmgpmgpmmﬁﬂmkl@afammed/@r@fﬂqmedbase
station 204 be m.ti at g X t ddi L I
functionali f%f‘tg@ls%l %S?t Oégn & p%‘?r e(l)}?aﬁ%aeﬁg %ﬁn n%@abaggég%%}%éo%{e%ﬂ%@gn
further i nclfugdopesshmnenti Oalmemmmmm@caaaﬂbéth»em fooesea@arohiimag)2 @wnd

accounting records to the packet. data ser node. (PS via an All
airlink recSPHPOHSFBY é?\ﬂ@e@ﬁ&%’r% FmF?rFa?IJe‘tﬁgfd’ﬁﬁ’ﬂﬂf %ﬂ%%?%?lﬁé (Q9)
usi ng exi st isegnI PR A RNG a2 bbiRGeD Rk WEBI: IRReHhndit 8018 @EIMIl&Gvere
node (PDSN) conponent 212 and home base station 204, and using

di fferent s&BuekEPntassoci ati ons (SAs) to support different traffic
cl asses bet packe I E
IR Pudlfhod, SW’%M t#ﬂurragovfldm}]dbggtéognﬁ@p og g%ggpa?%mm

210 and ho ase statlon 2 I n"rega
supporting @b# freaceordanaeafifhi an a@b@:sgﬁhe bletmed@nbjpetak@fter dés basibrereexpbiciethg

functi on (PDl c%nnec(:% %&nﬁ’l s2 ]loangadhome ases 2 §c;a19 Ha e%amf: n%&%ﬁahltyeaﬁ

in part on dn? ere Secuprr ty associ atrons
connect i ons singilag to theset dhedidatdat in domtectiant with messs&rrmeﬂmlrﬁadn)i 192 tabove, and

o an oua Lol SELYI €2, 29,0 ). characl sl S cgn e pped Lo

nunber of chNdvektiEBGY fak {VisBHEPRIAL bRPStali 804 &h @abeMiditional capabilities to
those already discussed thus far. Home base station 204 can include base transceiver
station instrumentalities where a base transceiver station (BTS) component 704 can
facilitate wireless communications between multiple access terminals (e.g., access
terminal 202) and the core cellular network through utilization of a tunnel extending
between home base station 204 and packet data interworking function (PDIF)
component 210. Base transceiver station (BTS) component 704 in addition can also

include aspects related to encrypting and/or decrypting communications between the



[0001]Fig. 9 provides illustration 900 of a further aspect of hone
base station 204 in accordance with the claimed subject matter. As
depi cted hone base station 204 can be associated with or can include
store 902 whatsagsna4d ncl ude any suitabl e data necessary PLBUSHOSRGGRES €
station 204 to facilitate it ainms. For instance, store 902 can

i ncl ude network address identifiers (NA@AS) 904 associated wth one or
nore access termnals (e.g., access termnal 202) currently in, or
that potentially can be in, " comuni cation with home base station 204.
Addi t i onal | yarias semp@@atsdatiudel gothimiedrodleast pthiaemidisowetlagdediasgndiser
data, data rel I it information,
hi storic daf? e?%?%% Eg“%%n{% & hgrael%dr ea%qﬂa?%le%nggﬁ%%tl on of data
associ at ed \@a68] pur chagthag hamgdw@ saamdﬁam saraljodaclude ﬁnm:ttdn@lme@fassdalhad

associ ated wi. selljn od .and/ or service, hi. c | ocati on,
e ner i HibipaSaston Safh Ry T e Fita 4o T B ARDA B s 85N

di Sparate n@&MIKﬁ(Bﬂgkbeéﬁénﬁm&ﬁﬁ cén ﬁﬁhiﬂértﬂfe mféﬂl@éhée cﬁq@rcﬁordmmon
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associ at ed \hﬁ:hlﬁd the daofienality pf kaag/transeqiver sihpn BT copperant Mt Base flatiay
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and/or any suitable data related to transacti etc. [0082]1t to
be appr eci aff‘é'ﬁmtﬂﬁéq s%“&ﬁ@“%?}‘%‘gﬁv%émf%}d Pise fgjosver %taﬁllfvé&ﬁ?ré
non-vol ati | %orﬂﬁéﬁéhﬁ(s) 704, ﬁaﬂmbﬂé?lly%@ob@ﬁté?na\fﬁle@t bds@st@ﬂ% aRtoNQI(BEC) e
menory. By way of illustration, 'and not limftation, non-volatile

menory can p%pwm 640 @mcyowcm@w whereshpATREBIVEapasay comlegtions

menory ( PROW.
electrically g}gg%bﬁih%%g%bgﬁ%g er ea %&H@%@@P%é\oﬁmmed
flash nenoryo a Modlkt nurebarmifpmylecmns ltlms Imd@tmgmdmmge&se tngsneb pspab{ AN |
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t e SDRAM h d hi DRA
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systens and nethods is intended to 30 corrprl se, w thout being

linited to, itsHEand apgkeidptasemvens node carppaacRhSBaeden themmesp. ceflpar network

addition, i S that store 902 can be a server, a
’ b 2R, 8

dat abase, at(%gr%‘ig? F@ed%g : Oﬁire ?2 100831Fig. 10 illustrates 1000

a further aifﬂH@t of thédmbmlltmddfsuﬁiiwwivnlath@me bebestetion 204 cAh Include

concentr at or, nent 1002 ca cket dat.a

ot ornor b1 prRIRED iR ARE: det AR BTG R AEER AR Sl fgan2.
node ( PDSN) mﬂﬁm@mme ZobZe baks sthfidXdrcah ﬁc&ludélphcl@omemmg A6deComponent
1002 can be _e Io e to mnimze legtgr of All conngctl ons thta
need to be M dRSPETE Sro ?/F%iig“ﬁ @t(%@fﬂ?a”(f&r?ﬁ AR naggRo

accor dance \ﬁ/bfnhtdl Pdist @PPLGksios HehRoeh hahBBsbeSHAbE S04 ARLI8 br mbkd access
concentrator conponent 1002 can typically maintain a single All
connect i on V#MINAYHEIRe BCEPaL @@@ﬁ%%glm@a@ﬂm@a} Wi HpHa bare stadion ?@fhs
reducing th

of mecossi 13 1R ot SRR on T M B e T B RNet
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202) sends PCRREOPhIGR A ErEERE L ELPER ot otmo i ARSI,

base station 204, from the perspective of communicating access terminals (e.g., access

In

terminal 202), makes home base station 204 appear to be functionally similar or



31 based at least in part on when the honme base station (e.g., hone
base station 204) joined the network and when it established the
requi red A10 connections. Additionally, when a previously established
Al0 connecv®eesiisi4sn | onger being utilized by any acce®€TUSRIB/M@ERI3Or
where no access termnal is associated wth the A10 connection, hone
base station 204 can bring down the A10%%connect i on. 10085] Furt her
with regard to the All concentrator conmponent 1002, robust header
conpression (RoHC) contexts can be addressed di rectly to packet data
servi ng nodélepPpEig e yprahihaio bash transchizatiationderps BYelodase tRyBIG) ver station
i npl enent ed,p @ the Al concentrator conmponent 1002 as a flow

pr ot ocol . ersely, when robust header conpression (RoHC) is

i npl enent ed (@71} he Al As dlosiceed maﬁmctimmm&nshﬁlﬁﬁnmﬁtia evcpmsﬁted above in

protocol, robust.header c essi n. cont ex tar

o home. bas EoURHiTToR RS RRBSRTISTHhGRl § SO e R Ao ERUET on
that whil e MBSCroMpoRéd: 06 HaERFPRRONfunddhPCE) eaphdhted/0BOdndId acket
pur poses of exposition as a separate_and distinct conmponent, it wll

be appreci atiéd Sﬁ?‘“ﬁ%@‘éc%ﬂtﬂﬂﬁ%ﬂl Pycas op enssemeed of H’éluéfa‘i withiggureling
concentr at %oﬁg(sﬂaﬁmthﬁa{)@anqa Rirk Bc 835986k RLEGuRM, 6&5@%’&%& SHtMokR base
packet data I nterworking function (PDLF) component 210 for purposes
of depl oynestatiothedeby reduci ng the nunber of nodes that need to be

depl oyed in core |1

o oLret eq 001 COf v Fi & BRack o L AARERIE Yibd 20Mih el Bficd®
concentrato mlmmfpﬂlmmnpetﬂﬁzh@amnﬁd suithjedt inzaetelr. ffm deﬁﬂc@edthom Hapd gatfoaded
to transfer bet ween t cro cell net r.k and, networks
based o ¢ hes Bekan e Cen b ToD S g peoktE foaf e il B SR
1002 can be vanRlsOyREintifcaHoN et Rh&eAkOnEh O] d. r!ﬁcésﬁ‘fe@rhﬁﬁll&')\and the

i nterconmuni cat ed bet ween source access nodes (ANs) and target access

nodes (ANs) Celjfarsygemingtror Hegush aduing! esibdishcdNnd sofseiingdhogieiase station
Session Tr aQtélli Ghith gﬁﬁét L@ DR YrkcidY fuin GRAGBPIH A o&ﬂ?@fb‘%ﬂ%ﬂ%a&a“

further be u to concentrate Al/, Al8, Al and/ or
i nterfaces. tmsscswam%aizoglﬁﬁif&) commnemﬂéﬁ,ﬂamang@w@raﬂatwn ﬁiﬁlfﬁ‘r)ylslgpgﬁﬂélcamg

| nf ormation et ueen %cé@%oggncﬁézrccﬁ:ﬁﬁsp&g?f&ﬁﬂm rﬁ&ﬂo A QG ARESSS

node ( AN) t8 nage Tt esource
Cross- conne@ispmntewﬁvébﬂmdrcbmpﬁmesshgemet@hﬂrwethmﬁplaf $ysuseretior&f dsi C

(e.g., air erface traffic channel dat for ess temina
bt ween 1 he G CE MR AL UL AR i P et AR g pasgieied Witk

Cr 0Ss- conneGbhm¢ibhas stalidg 2648 i nterface endpoints are typically set up
using an Al7 interface. Al9 interfaces generally carry renote

transnitter [00P) - specirfdigiondlyy @mﬁr@sﬁﬁtéfdprb%%ﬁﬂé@ﬂﬁl@&dﬁwsﬁ}m@@ﬁ]ﬁtﬁ@(ﬁl
messages for Hé?dl ?&%dtéﬁf(mR%%k bﬁﬁ&i’\&ﬁl&o A%lg ﬁE&)‘% ?glgolﬁﬁ‘ne(b%@ StRR R4
I nter

target renpte transmiter e endpoi nts are
normal | y setcampmhnslc h@setsheorAbonIrOHm(@rSfa@@ect@ﬂ tlna’qwnﬁramés thedmsicar ry

ﬁ'oggal( :A\nN)g ;2 Cfel 1%&0% %n cgigra é[oWI erﬁfél%ngrilegflsss atfer tf) ransga}fer StaEIOI"IlQE 8 %s Ce%

provi de for shangdefetatd & docer{ WBHhE Ipturaittg ofbkae ensskivér station (Bh@)rdbp@pect :

Al concentr g Egozrnuﬁlp Oars]g Prgnscewezr station (BTS) aspects 802) that can be included or
associated with home base station 204 (e.g., multiple base transceiver station (BTS)
aspects 802 can be utilized where there are a multiplicity of access terminals
communicating with, and in the vicinity or purview of, home base station 204). Base
station controller (BSC) aspect 804 can allocate radio channels, receive measurements
from access terminals within the purview of home base station 204, and control
handover from the various base transceiver station (BTS) aspects 802 under its
supervision. Moreover, base station controller (BSC) aspect 804 can also function as a

consolidator where multiple low capacity connections from and/or to the various base



can mask or hide the IP address of a target access node (AN) fromthe
honme base station. According to this illustrative aspect, the Al
concentrator conponent 1002, when it receives a particular request,
can query vem2@84sdig4lat ed dat abase that nmaps | P addr esse®CTuSpleg/aqo2w

| ocations and can thereafter find the appropriate target access node
to which to forward the nessage. Once t4l s has been done the hone
base station and the target access node can do what they need to do
based at |east in part on the macro cellul ar _specification.

[ 0088] Ref er prirgeives skitign (HTS) asperin HBden by gonselidetadrig ordsr intreducg icpipestion
home base st [?gg_llp 5048

illustrat ed RPHEI%F %?MSE(?‘B%@%%&% Jbg?ﬂ%l ty4og nggﬁgg%g% lln'(t)e?lworkhng
net hodol ogyfumtz&h@&ﬁ‘r‘*}amﬂn@a&ﬁﬁﬂ&ed as a series of acts, it is to be

under st ood i pOPreciated et e, e odalogy s ot gL ca by the

enbodi nent s furRESMPCR) ashctf bamit a1 ksl RaHEnR%io6 ON GAUKER Betweihdie Bisber
acts fromthat shown and described herein. For exanple, those skijlled

in the art ®Rlon Hredemaniet dia supive sedatosmnongit pammeﬁ@&éhl%wterocal Lgjar

al ternatively Stgﬁ%gt@gf@@%ntpgg(egga@s I\%%d@-’fl% nterrel ated states or
events, such as in a at’e di agram reover, not all illustrated
acts can bel®8§Lired N@’Wﬁrplb@nmrmn@amth@dmcglgwnlfklﬁf:b)@@fbwdhm%érd\/wﬁg
one or nore [- d
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al ternati velympbk@t hre base station can consult a list of persisted

net wor k address identifi ersééNAI s) to identify access term nals that
are all ovved 976k ccessA Hepigtee thedeiupeniplitigsielysideted iporgh coreckHinEthase
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oy et | o b B Ko Ry O eV RES Do o T ATcARERSS

sel ect an apphRR (& aRaskanithd be)SEliMbNSsHRARN Withhomd 1ake dt&ion 204, the
est abl i sh conmuni cat | ons, after which at 1104, the hone base station

can enpl oy Aoredrisation gOf estedishs|q tumchis callBSecommredl Wishe araket date
i dentified Q%K%mkugétﬁﬁmﬁ&f 2’1619?<&Q%tu1ﬁ£ ﬁés%ez?}@ﬂéﬂh edIRSIRL Bdse G 2Bt
(&XRE pac onme

encapsul ati on =E) “tunne ets can e exchanged bet ween t
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core ceIIuIar urr y AL Ve Servi ces,” éven
should be notcd without limitation that in accordance with this aspect of the claimed

subject matter the tunnel needs to be established before high rate packet data (HRPD)

authentication takes place as the constructed tunnel is typically needed to transport



process of reasoning about or inferring states of the system
environment, and/or user froma set of observations as captured via
events and/or data. Inference can be enployed to identify a specific
cont ext orweebisaos44dr can generate a probability di stridoutisemsosees
states, for exanple. The inference can be probabilistic-that is, the
conputation of a probability distri buti®h over states of interest
based on a consideration of data and events. Inference can also refer
to techni ques enpl oyed for conposing higher-|level events froma set
of events arnenge aghenticatBuchialiippesr sagiec (RALIWS) ressaghe Awhstticatddn an bef
new events Qf, L.ons. f . of obse d/ or red
event data, A lgit% lét%o(}f d%%gg ’tgﬂﬁte&gl\(/:gtﬁ] s Q%fcg%@glgirﬁé?‘g{\%&%?m Ocnlerét?el(a sltated
t enpor al pr axthaictNylarasock whedrke Hotredagsseation 204 th ahab@amevEtH moRpnSS 106

several evenf.an ata sources. 092]Fig. 12 is an.jllustration 1200
of an acces§Iaf18'(ﬂ7“gﬁf“§ 'rf’ﬁ%ﬁc %’E}gﬁ‘?rﬁ Wéfﬂ&/“&?‘)#d’tc $Y 'oé&'ﬁ’FBWé’lloc?éfg‘“éS
station in erined @$S a0RNEAHR I RAvEY S EBs iAGEEsS (NANYY). NRddiR0RIly
conprises a receiver 1202 that receives a signal from for instance,
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t hereon (e. I - -ggfgpp' I fCo Ve
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be a processlort adedksatadnd @ narally 2ddreps idehofieraNiAGis heTgtscatorbMe list of
receiver 1202 agld/ ?e erati ' Lor tion.for transm ssion by a
transm tt er MEBPA adirest ieauess (Ylst hrmh bioe FEIRMED N IEEBIIOHERER of
access ter Mababs @RFinaldMidredved ileRCES 8Qkss thdtind) AR HAMRhYBES identifier
information received by receiver 1202, generates information for

transni ssi oANAY 18 foyrd i the Bt of agtworlg prdddress friepifieys Oilsh butihe ehadlspgsonent s
of access t ghfHAal 2HRnrida AEHAB LB ioh DONE]
conprise rrermr? 126()518 t%ét ?Ig&]g@g?a |\%e@fg%:egﬁ%f%%a{ng%gﬁegsgag%gg?ﬁ%)O%SO
and t hat cademt ascess datush 2o adress teamsatiand bone bese slatien 2@ wathoandmediyl

ot her suitahl e infor i related to, performng the various actions
and functi oﬁiscg%dé ’?’%)lr {?{fsge%lfcrlll?an S?ES?tﬁs élﬁl(:e, menory 1208 can store
group- speci 1007851 gnal Gagrdignsit dcadriirse evifhl anyueskcbyf thd€laidicd FDbject Dasier
stations. nor‘}c/qni%OS an a?di Ei onally_store l?rOt ocol s _and/ or

al gorithns a¥5o SHOIGVER Of g ﬁ“f:?tfc}’i‘gﬁ%sf Friag %@e%ﬁ?ﬁ?(&i%ﬂd‘ée‘{%é@ for
comuni cat i B&boh@§Athe QcdbD Glth@HRhGHHTRAT ScARHhL (A RAP LAY R@nSHANevel.
signaling caonstraints to anal yze recei ved assi gnrrent nessages.

[0094] I't wi Brewsiy #phe kamahaseistatien 2Gevel sarebeshaptled Pragser (enity 1208)
described hegggj G ﬂ%r)%ﬁ&&@radgﬂﬂ Hebbdic %Xd&ﬁﬁé&@@%gksggglhgyﬁ%%ﬁy’

or can include both volatile - and nonvolatile nenor
i |l ustrati otermazmath thastwillityriitadly ubhze Imomisbastition 208 o pain eamss tocheusduinead

o0 (e Y by Pr ST RO, Lol ALY B At
VoIt atil Ie rreﬂ?@nﬁlmdrmémdﬂx. &a]ffﬁyrﬁamtﬁspet:r@[&ﬁm_ ey%lf(twt T:s_syﬁmitkfe?gi@ﬁfbﬁ, Rzi/l
external cache nmenory. By way of i stration and n imtatian,.

i s avai | abl %9 #FepHed g E?Peagiﬂs“aﬁ%reéﬁfiﬁ%c%&ll\ﬂr?m@ aReRgratien

RAM ( DRAM), caM&RRAQANYS ex@@ﬁ d PERAMhomd e 8atda a4 bk &inaDRAN ( DDR
SDRAM), enhanced SDRAM ., Synchlink DRAM (SLDRAM), and direct

ESDRAM
Rambus RAM eesReasicptionTard sespmitips {268) spmponeniiiyjfecthe kgysinepassam &r
nmet hods is 5&5&@{3%&_0 conprise, without being limted to, these and
any other sultable types of nmenory. [0095] Receiver 1202 is further
oper ati vel y[@58bl ed tOne thaimeessitergicad iporeentuthenticated and authorized, home

base station 204 can use the access terminal’s international mobile subscriber identity
(IMSI) to identify and select an appropriate packet data serving node (e.g., packet data
serving node 212) with which to establish communications. Typically, the “IMSI

modulo N” algorithm can be utilized and performed, where N represents the number of



1210 which can be substantially simlar to tunneling conponent 602 of
Fig. 6. Tunneling conponent 1210 can be enpl oyed to establish a
tunnel extending from 35 access termnal 202 to a packet data

i nt er wor kiw@2demsioon conponent situated at the conti gaCTASHes @3 a
core cellular communications network and the Internet at |arge.
Access termnal 202 still further conpﬁ%%es a nodul ator 1212 and a
transmtter 1214 that transmts the signal to, for instance, a hone
base station, another access termnal, etc. Al though depicted as

bei ng separ betentfat prpketviatayeodeseases (PXUENS) reachable by vencdippe defiant?8d. t hat
tunneling c i . I ) of : e
brocessor 1oBRINE therehibePAS Ol B bl oA A BB (. i cuspy

is an il | uswhatitiomupibecaobystmnl d308 dhtaatrvirgaioded @DSdsuthahpex) bgtha hone
base station i.n i rel.ess nicatio nvi ronnent . stem 1300
compr 1 sos acHtie ThAoRRUEBrRERS HA-T Bt gtk R R R Uy
recei ver 13@8htiohat (PCEHENTES vitedighdctds Hetwitk Ol GhploRY the RE&LHSorithm to
termnals 1302 thrOU?h lurality of receive antennas 1304, and a

a > .all
transmi t t er SISPEOEHE PREGHEAH 18virpnadee (VY it iy HEEefis 2k avfifhal
1302 t hrough, idal @iRfHohs RNoBMAichR0Ga hEFREBIsY ShtidmshR, FRTk: HRG SlatR base

information fromreceive antennas 1304 and is operatively associ ated
with a denotiamsativer siaing 21 dbat therretia lpatketdategssiive dodentidrbeatlceed by home
Denodul at ed e anal yzed by a processor 1312 that can be

simlar to P%S\éq%%%%@%or descri bed above with regard to Fig. 12, and
which is coised to aAfrerhome bhSdsatioh@04 b oideifttd bad/ooschetct napada tited

to or received fro ccess termnal (s), 1 or adis te pase .
Seati on (notoreHBAGY Canaror gyt Re o DR Eom Retsrnald Birte BrE fetion o
perform ng bhecanaii Aﬁpiiiglwﬂiﬁtg%@ktafbl{ﬁﬁéd A6 cERbctfoartith Jagke dita serving
Processor 1312 is further coupled to a tunneli n? conponent 1316 t hat

est abl i shes™@da@RRB) conpensal Hg- #resprdishe tpaietusicdbis grnpdaoitza packet
data i nterwagdsh g OH:QGRE?HmﬁQng%@cﬁtto Bt Eﬁﬁ}lﬁﬁiﬁeav@d&tﬁﬁg%{ SN Ying

bet ween a core cellul’ar conmunicati ons network a I'nternet.”
Further, tuneds (PRGNS ooppensnt 212314 homa bprestatide 20+ f Wihenrsaduripg theotrdeition

transmtted I r. . ti x.a.frame
for "t ransm Sk fesdsqiBihA 0 abituc RO AN bR T EREY sl
access ter n2dgltifespact2@2ta sAividgowgdh(RIEN )cheghomsit DEL rgnifedanatdediedom t he
processor 1312, it is tq be appreciated that tunneling conpopnent 1316
D o modutis teignc Db BabES o6 npreots ds arrB o R Rpeicot
processors (Mof) rsfigwtibn. RYGBVihfithe AkeSNOUS p@for@XAdHlentdineEP B0l

comuni cati gn_system 1400. The w rel ess comuni cati onrﬁ%fyst em 1400
depi ct s one(Mbhaegsisdion therintsuntipndo spige ayks leieesotoee!iVAHD sayxg dpdre

can 1 nel ude! Rsg FRARK Sircles Sy 28R EP A LA Sbr S e ERY

access t er niding qdvemelicatadslvieihoma baseotation 384 st ht miisitedriol i Birgaetads

termnal's Caghehf 36 Additional functionalities that can be performed by home base station
204 can further include performing accounting and then forwarding any accounting
records to the packet data serving node (PSDN) via an Al1l airlink record, supporting
network-initiated quality of service (QoS) using existing PDSN-PCF/RNC signaling
between packet data serving node (PDSN) component 212 and home base station 204,
and using different security associations (SAs) to support different traffic classes
between packet data interworking function (PDIF) component 210 and home base
station 204. In regard to the latter aspect (e.g., supporting different traffic classes
between packet data interworking function (PDIF) component 210 and home base
station 204 base at least in part on different security associations (SAs)) multiple A10

connections (c.g., either intra or inter access terminal) with similar quality of service



substantially simlar or different from exanple hone base station
1410 and access term nal 1450 described below. In addition, it is to
be appreciated that hone base station 1410 and/or access term nal
1450 can ovpbwy/1tdhe systens (Figs. 1-10) and/ or net hodPCFiUug2004/0496203
described herein to facilitate w rel ess_comuni cation there between.
[ 0098] At hone base station 1410, traffi® data for a nunber of data
streans is provided froma data source 1412 to a transmt (TX) data
processor 1414. According to an exanple, each data stream can be
transmtt ed (Qu®rcheraptesyiies ante ragnpeh frathe wocRSec ooty gsoriatign BA) in

formats, e ased on a
parti cuI ar gl%glr tr?grgég?:ﬁ%e ﬁdrg@égfm&iﬂg eé&ﬁ;abtb &&‘gfbglgg‘{% éamg?teg provi de
coded dat a. [([(IM)BQ] Thd*“l@ddﬁfd\ﬂdﬁ1Hu§tmtloie9@ﬂbfchaﬁlaha'tasmmfd@meliﬂse station
mul ti pl exed il .ot daau ort.hogo reque di.vi si on

Tl £ bl oxi bt ersR e KA Sa R SR AR 4 Gl Emoats by Yt opags
pi | ot synboks EaRseatdd wRIMENGY ucbmaes,to@@%mhaﬂc@h encatic ahiPMitableida®

di vision multiplexed (TDM, or code division nultiplexed . The

pi | ot data necepsppi eaheme hasg saiipn 4t ta fffalﬂtﬁ@rlwmﬁafor igstaic 8 &L ¢4 a
known manneg, g nc ﬂbﬁddﬂésg Alinas &E«, b&4 %‘sé@ﬁte%ﬁl@oﬁ@?ﬁﬁ&b AR

channel response. mul t1 pl exed coded or each data
st ream can lmm;nauubat, e@bessetegnmals?s@ab@krenﬂpmedr)thﬁasmud&y @ngarn,i cul ar

nodul ati on schene. r n K uadrature
phase- shift C‘I%mm”mcgt d%‘é‘ff)‘?"“iiﬁ% a "s‘ﬁ"'(’f§1 dté‘”%"ﬁé{ﬂ%%h%‘g@)%aﬂfgf’ Al [“% ure
anpl i tude nﬁdﬁﬂrﬂmﬂf&g@ﬁ@?@:n degd, clat)1 réeté al epbriien ofth@dnsatava wetditeam to
provi de nodul ati on data rate, coding, and ul atiqn for
ot ot a o BT B P o eI 0A o By S ETREIGe PRBPR BF s apmted
provi ded by yRihGREhafhe 4 Sl aniRP i&%ga%omlﬂf%!a%@so%ﬁéféﬁ%ﬁl BingtaBod

data streans can be provided to a M MO pr ocessor 1420, which can
further proé&eder &eﬁécmﬁmr@m%hloga}moq%me actlyity, FYIOCHINYS franganions

processor 1%&?»&_%@%8?51 'rgg CME odul, éc%‘ss SRR d ‘Feﬁﬁwﬁon

transmtters 1422a t roug 142 I'n various enbodi nents,

(I\j/l MO proces mbgzsﬁm d{tﬁpﬂlonecﬁ" dm&&hlmmgnmpgrifmszssomatddem&wmwgkobuddhe

ata streans_and 1o the t he

Crans 1 ¢ oo TsarontSren P SRS SO SR §r s

respective dytajiibg sdtriesasrdossepicaty) itkensideglal itdy 1B pridags sh giaanbsvorla,nd
Iters and upconyert

further conditions ifies,
anal og si gng}fgmgag%gg\q&qgleﬁqn%gmry@ §1Feg Fiprmagps gh 'é‘e‘?é?m thd ai d‘SPa”ate

transm ssi oRe e, rithgs MoMa $ERNA I crediUcdRESeogPIPhidRdid86LE Bhaalts
fromtransmtters 14 2a t hr ough 1422t are ransmtted from NT

ant ennas 142haity.1x sty pthauipirmatiaagglatedity sqfpvare, 3pplicobasp el candeendng,
termnal 143040t & SftNSHS o BIMhaLEshsSlgnal s are received

[0082] 1t 18 to be appreciated that store 902 can be, for example, volatile
memory or non-volatile memory, or can include both volatile and non-volatile memory.
By way of illustration, and not limitation, non-volatile memory can include read-only
memory (ROM), programmable read only memory (PROM), electrically programmable
read only memory (EPROM), ¢lectrically erasable programmable read only memory
(EEPROM), or flash memory. Volatile memory can include random access memory
(RAM), which can act as external cache memory. By way of illustration rather than
limitation, RAM is available in many forms such as static RAM (SRAM), dynamic
RAM (DRAM), synchronous DRAM (SDRAM), double data rate SDRAM (DDR
SDRAM), enhanced SDRAM (ESDRAM), Synchlink® DRAM (SLDRAM), Rambus®
direct RAM (RDRAM), direct Rambus® dynamic RAM (DRDRAM) and Rambus®
dynamic RAM (RDRAM). Store 902 of the subject systems and methods is intended to



by AIR antennas 1452a through 1452r and the received signal from each
antenna 1452 is provided to a respective receiver (RCVR) 1454a

t hrough 1454r. Each receiver 1454 conditions (e.g., filters,

anpl i fi es,wanasdsmsmconverts) a respective signal, digiPCcraes200sess203
conditioned signal to provide sanples, and further processes the
sanpl es to provide a correspondi ng "recd ved" synbol stream

[ 00103] An RX data processor 1460 can receive and process the NR
recei ved synbol streanms from NR receivers 1454 based on a particul ar
recei ver pr oereprssenyithat heing limittdtopthess ahd aNy othdetuatgble dypes yiberhory. In
streams. RX, . r.0 £ -an te, deinterl eave, and
decode each d(?fg{l%ld ?[ é?:l&)g% rsragéﬁeg]g&rg g%%gtto %%ggr\k/ gér §§ het ¢ %‘?‘fbld%e’ 8§'f1 réi (?16’ ’

t he data st asdihe lithe processing by RX data processor 1460 is

conpl enent a o that_perforned TX_M MO procegsor .1420 and TX data
processor lil‘}fl'ﬁglat hpn%‘gbg_g'glugfaéqs%ﬂo 4 fppper ngﬁcfﬁg],&c T8¢ %@B’Ft S can
peri odi cal | wheRtrednA Neconbdfitod ¥dhpeHeh €] (02 ChNRY BEYpdsed WtivbdzRcRs data

di scussed above. Further, Erocessor 1470 can fornulate a reverse link

nmessage conprerEPAgnafuastion DR emrpemt 2 Hhangdmgcket datakerviar nedp@DSNon.

[ 00105] The bnk TRSSAQ n ' '

i nformati onEﬁgcgfr%gtl inl 3 "t Se com"rg’nt?gia%oi%gér??ﬁralﬁn Eoéﬁ&dileg{rjﬁ)to )eéglr?g%%?]\j}g%edc}gt a
stream Thenrwwereske himber €44 Agenncetionb thapneedas bethalhytogadlt dath serving

processor 143 ich al so ei.ves traffi ata for nunber of data
B Feans 1 rofpas GRS Sefba@niA8 ¥ A aldeR iy D% Apcslir e Syt

condi t i onedmayter; Aahsoidehieatsr chdipdacrt hoLGR tlM&dly maameintarsaipgamtt ed back
to base station 1410. [00106] At hone base station 1410, the nodyl at ed
signals fr oﬁ?ralee%w@%g%‘ﬁ!afawwée RN\ cognpgyiond ki & Hivs Eoduping the

condi ti oned jlyack &EFdcK& BtalbReng ﬂﬁggﬂyém} &fhfved 202 PRULRIN b Aditin and
processed by a RX data processor 1442 to extract the reverse |link
message tr aRkHPRmenitoppuEeeess ]t edngeeiions baween ingHiane devigns gadesenmppagy

can process gfeab e BX E&&ﬁﬁﬁﬁa&ﬂg%ﬁﬁqﬁ A&ﬁﬁé@g@%@ﬂ%@%@@%ﬁk gg 2L 1 X

to use for termning t eanf orm ng rocessors
1430 and 14%momh2@)sacts phakety.througinhorod Gase statiah 2etths pareapéige foretc. )

e M T R e e Lo

wi t h menor y pdddPdatngridy 2ode{RDSEY odrepdiemoY1aRiteaetwitinn thet@diacel lular

Processors %gt%f%rk? r}govilf'évz:lo incrga it)?l lacscgssqgrrrr{ir?gi r?02 1s communicating with home base
station 204 that in turn establishes and maintains an A11/A10 interface with A11
concentrator component 1002 which in turn can communicate with packet data serving
node 212 through the A1l connection established between it (e.g., A11 concentrator
component 1002) and the packet data serving node 212.
[0084] In order to facilitate the foregoing functionality, A11 concentrator
component 1002 needs to be pre-provisioned with MN-HA keys that can be utilized to
commmunicate with packet data serving node (PDSN) component 212, Moreover, All
concentrator component 1002 can maintain a mapping between the A11 and A10
connections with disparate home base stations and the A1l and A10 interactions
between the disparate home base stations in connection with A1l concentrator
component 1002 and packet data serving node (PDSN) component 212. Typically, the
mappings established and/or maintained between the All and A10 connections with
disparate home base stations in connection with A1l concentrator component 1002 can

be utilized to route packets to and/or from A11 concentrator component 1002,

Furthermore, the established and/or maintained mappings can be dynamically updated



38 conputations to derive frequency and inpul se response estimates
for the uplink and downlink, respectively. [00108]In an aspect,

| ogi cal channels are classified into Control Channels and Traffic
Channel s. wogesas+s@ntrol Channels can include a Broad®asiusfosngoeis
Channel (BCCH), which is a DL channel for broadcasting system control
i nformation. Further, Logical Control Chlannel s can incl ude a Pagi ng
Control Channel (PCCH), which is a DL channel that transfers paging
information. Mreover, the Logical Control Channels can conprise a
Mul ti cast Cbesed et legharpred o WIBBH)¢ haghd h&se ptetien (e hiome dasptatiop d0Mxjoied

channel "used, f,gr, 41 anoOh LI DM 2B RAAGASL ARG AMERLEAS uhen

Service (MB I'ng an con ron- 1 one or ver al
MICHs. Generatdwousifes@blishsd A0 cmﬁea@pnas Eladmgeﬂemgwndneecﬂgrﬁnyabce(sRRC)

connection, this channel onl cei ve .MB
oo NEOH VST A e s il eyt B AR ot pamt Bask
i nclude a D@@h@rﬁﬂ(ﬁﬂca@%ﬂh%@bwﬂl@%ﬂcoﬁﬁ&%ﬂ., which is a Point-to-point

bi -di recti onal channel at transmts dedi cated control infor rrati on

and can be URS§] py UBRurHEy Y regare tioh hbeanceiratar sompongah HIVEZ, ropwg

Logi cal Tra i
(VG wh Croder SARESIR (RBACE ARG de ML GEA Freclif B bickqhBERInE

one UE for tlhée ﬁi’mﬂ& whEn uzbem hiearfeo porapriessinn (RoEIE) thelemwgted@m the All
Traffic Channel s ncl u Nul

Poi nt -t o murOREBAe oL PERRALT Hah A0 BRlsol ronynrlr P g kel
[00109] | n amompReddn (RBEm)Smmezﬁimlrtﬁﬂ the Aﬂécmicastmtoﬁn oempnmmamz and

UL. DL Transport Cha coppri se st Chann
Downl | 1k S EUPBCa CHATHERI E0 BRI (ATHC CPHGH G CIAREEL [Pe
The PCH canpgitrp@ibh 2bE power saving (e.g., Disconti nuous Recepti on

(DRX) cycle can be indicated by the network to the UE ?/ bei ng
br oadcast ed [¢88F an elisheuwd benqtedivihayé lintahierpthatdviils ﬁ\ly%%né%ﬁm OBy er

(PHY) resourg f I S.
Tho UL Tr ancoapeioBh RN B ctP e BB o ot S g SR et
(RACH), a Reqmg@tent:hiamﬁé)le apREQe byalmswdlmml}stkakeédn Dateg tighavidel
(UL-SDCH) and a pl.uralit annel nel s
Can 1 nol o carafadt Agipolip g LdINaR R o AL L fn SRECEARTELS
PHY channel Sntézaﬂ)rlhﬁgﬁmdﬁdn @oRpsvnifichait 20h & petpofdSiaif @eployment thereby

Synchroni zat i annel nel . Shar ed
DL Cont r ol ’r‘i’gl ?W&%? %}}gg@tcgﬁéqp&y &%H Te %%ﬂt“ﬁ%r ed
UL Assi gnnendqdihanme bt «ifdiet: apﬁ@!ﬁﬂ@bi"&ﬁ@ﬂﬁﬂ@f‘ﬁm@dﬁ@ﬂ@ bo thésetMoycPly

Physi cal 39
A1 concentrator component 1002 can be utilized for A13 type interfaces to transfer

sessions between the macro cellular network and networks based on the I[EEE 802
standard. Moreover, All concentrator component 1002 can be employed to concentrate
A16 signaling information intercommunicated between source access nodes {ANs) and
target access nodes (ANs) for high rate packet data Inter-AN connected State Session
Transfer. Additionally, A11 concentrator component 1002 can further be utilized to
concentrate A17, A18, A19, and/or A21 interfaces. As stated supra, A17 interfaces
generally carry signaling information between a source access node (AN) and a target
access node (AN) to manage resources in support of inter-AN cross-connectivity. Al8
interfaces generally transport user traffic (e.g., air interface traffic channel data) for an access
terminal between the source access node (AN) and a target RT during cross-connectivity, The
A18 interface endpoints are typically set up using an A17 interface. A19 interfaces generally
carry remote transmitter (RT)-specific bearer-related cross-connectivity control messages for

an access terminal between the access node (AN) and a target remote transmitter (RT). The



Shared Data Channel (DL-PSDCH); UL Power Control Channel (UPCCH);
Pagi ng I ndi cator Channel (P1CH); and/or Load Indicator Channel

(LICH). By way of further illustration, the UL PHY Channels can

i ncl ude: Mysios/ass4lBandom Access Channel (PRACH); ChanneCTQazis/066203

I ndi cat or Channel (CQ CH); Acknow edgenent Channel (ACKCH); Antenna
Subset I ndicator Channel (ASICH); Shar et? Request Channel (SREQCH); UL
Physi cal Shared Data Channel (UL-PSDCH); and/or Broadband Pil ot
Channel (BPICH). [00111]1t is to be understood that the enbodi nents
descri bed héd2interfecerendremitsapd omelyset ub nsingthelvht interfacsf Adhinterfadel pamsare,
m ddl ewar e, sigﬁaﬁﬁ%)%g)qgatiog bet@EBh a%@ﬁ?&t@ﬁgcké? RQath &_ﬁ{lﬁﬁfacceﬁ%f)d@tﬁﬁ?ﬁm iRdoor

i npl ement ati on, rocessing units can be inplenented hin one or
nore appl i cHITPISH seatiVik AZidEgfatsean ppyidybor kndokBpds) | digital signa

processors (gashs) ., digiat@drdsic@ath aHuACL S HiehY Al ¥bitesrdtEBEHbnent 1002
progranmmabl e | ogi ¢ devices (PLDs), field programmable gate arrays

(FPGAs), pr exemadros hidedlrr Poldressof aypiseionceesh npds (AdY)srompihe hepe de¥ssor s,
ot her el ect i i i - f e i ibed
nerai n. or SRt Ml R AR BGHR AN oA RloP R 1065

i mpl enent edwhan goédcivas @ parficulanvvaqest, pandpiesivar sogiatati databessdigt nppedit am
code or code,segnent T h can be stored,|i machi ne-.readahl e

rod um  sucROGE Spbrsih hafS sehem Rets Fal glaRPBEHE R deSanope
pr gc edure, @ vahlfﬂg tc% fhward tlﬁeu’ﬁmf gl @n‘mi ﬁlisplia@@é@lfﬂona tlietHokriert@se @ation and
subroutine, a nmodule, a softwar ckage, a class, or any copbi nation
of i nstruct fsragelpersss 8pdaran dp é‘gl,aP @Fy B8 P %ﬁ%iﬂ%ﬁ@hwmﬁen&’g@@aﬂo
segnent can be4eHRi®dibe another code segment or a hardware circuit
by passing and/or receiving information, data, argunents, paraneters,

or nmenory ctéM88hts. |Reforrinatte Big. 1hraguetheroiogypelptineio atiszinganame bes.
can be passeiod QMOEAST cofmubl AR LR B3 RRY S WAL 6r {iBdEs of
i ncl udi ng nmenory §har|ng, nessage passing, token passing, ne r

t ransm ssi osimpticity of &plh3fidiotheansiofdolugy és shopheantd Atsatibaims atskrges of acts, 1t

t echni ques descri bed herein can. i ml e t W.t h nodul,es .(e. g.

pr ocedur es, T RREHNGREOOGLHT BE2EH egf%gﬁleﬂ%n‘zﬁﬁ%ﬁfﬂgﬁ it TR B oo rdkr ot

descri bed hagtejd3 sorhbects &, Waiceordaite svitiame bemstemeiddintents oasLY inléd‘iff_élﬁrﬁt_
emented wthin

and executed by processors. The nory unit can be inpl

the process8Fdsy a”@‘f%t‘ SPTHATTeRtly W%g%?r&& &R that fowRies H%ﬁgﬁedi ereBnt Ye
comuni cat i Lelnple QHRL 8RiIIEL i HEaR LA BRRAKanMIafd YRHrEQMS HIEARRhBS0lbSy
known in the ar%. [00114] Turning to Fig. 15, illustrated is a system

1500 that enawldebenativelybargpraschtedes bages of mteresintedstaes reggnis such as in a

communi cat | %ﬂteedwérgrﬂn W&dvex@%ﬁg AMd20% 4520 chBL gﬁuiréioto implement a
methodology in accordance with one or more embodiments.
[0089] With reference to Fig. 11, illustrated is a methodology 1100 that
facilitates employing a home base station in a wireless communications environment.
Method 1100 can commence at 1102 where an IPSec tunnel to a packet data
interworking function component situated at the boundary of the public Internet and the
core cellular communications network can be established. The IPSec tunnel can
typically be established when an access terminal initiates association with a home base
station. Once the tunnel has been established between the home base station and the
packet data interworking function component, the home base station can utilize high
rate packet data (HRPD) point-to-point protocol (PPP) challenge-handshake
authentication protocol (CHAP) to authenticate the access terminal that initiated
association with the home base station. Authentication of access terminal can be

effectuated via utilization of an access, authentication, and accounting facility situated



wi thin a hone base station, for instance. As depicted, system 1500

i ncl udes functional blocks that can represent functions inplenented
by a processor, software, or conbination thereof (e.g., firmware).
Syst em 15000peshsdes a | ogi cal groupi ng 1502 of el ectrircaluscomapanent s
that can act in conjunction. Logical grouping 1502 can include an

el ectrical conponent for establishing at® | PSec tunnel to a packet
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on a user, &GEPGHFh @l hodQase sttlonbased on a quality of service (QS);
enpl oying at | east one of a high rate packet data (HRDP)
poi nt - t o- poil#?1pr ot ocHp ugedppyein, the term to “infer” or “inference” refers generally to the

process of reasoning about or inferring states of the system, environment, and/or user
from a set of observations as captured vig events and/or data. Inference can be
employed to identify a specific context or action, or can generate a probability
distribution over states, for example. The inference can be probabilistic—that is, the
computation of a probability distribution over states of interest based on a consideration
of data and events. Inference can also refer to techniques employed for composing
higher-level events from a set of events and/or data. Such inference results in the
construction of new events or actions from a set of observed events and/or stored event
data, whether or not the events are correlated in close temporal proximity, and whether
the events and data come from one or several event and data sources.

[0092] Fig. 12 is an illustration 1200 of an access terminal 202 that obtains
and/or utilizes a home base station in a wireless communication system. Access

terminal 202 comprises a receiver 1202 that receives a signal from, for instance, a



10 chal | enge- handshake aut henti cati on protocol (CHAP) or non-access
stratum (NAS) based support directed through the I PSec tunnel to

aut henticate an access term nal associated with the hone base
station; WO02008/154446t i | i zing an i nternati onal nobile sulbsTUSO8/066203
identity (I MSO associated with the access termnal to identify or

sel ect a packet data serving node with Hhich to establish
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[0093] Access terminal 202 can additionally comprise memory 1208 that is
operatively coupled to processor 1206 and that can store data to be transmitted, received
data, and any other suitable information related to performing the various actions and
functions set forth herein. For instance, memory 1208 can store group-specific
signaling constraints employed by one or more base stations. Memory 1208 can
additionally store protocols and/or algorithms associated with identifying signaling
constraints used for communicating resource block assignments and/or employing such
signaling constraints to analyze received assignment messages.

[0094] It will be appreciated that the data store (e.g., memory 1208) described
herein can be either volatile memory or nonvolatile memory, or can include both
volatile and nonvolatile memory. By way of illustration, and not limitation, nonvolatile
memory can include read only memory (ROM), programmable ROM (PROM),
electrically programmable ROM (EPROM), electricaily erasable PROM (EEPROM), or
flash memory. Volatile memory can include random access memory (RAM), which
acts as external cache memory. By way of illustration and not limitation, RAM is
available in many forms such as synchronous RAM (SRAM), dynamic RAM (DRAM),
synchronous DRAM (SDRAM), double data rate SDRAM (DDR SDRAM), enhanced
SDRAM (ESDRAM), Synchlink DRAM (SLDRAM), and direct Rambus RAM
(DRRAM). The memory 1208 of the subject systems and methods is intended to
comprise, without being limited to, these and any other suitable types of memory.
[0095] Receiver 1202 is further operatively coupled to a tunneling component
1210 which can be substantially similar to tunneling component 602 of Fig. 6.

Tunneling component 1210 can be employed to establish a tunnel extending from



6. The nethod according to any one of clains 1 to 5, wherein the
packet serving node is positioned on a secure segnent of the wreless
communi cation environnent. 35 42 persisted |list of network address

i denti fi erg0O@0MI1SH4G ncl udi ng a network address identi f irer/issme/cssadsed
with the access termnal in comunication with the home base station.
8. The method according to any one of cdhins 1 to 7, further

I ncl udi ng mai ntaining connectivity 5with a macro base transceiver
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t he honme bagecess tatmioy 20Rta ¢ padlietdatit ihiprevbiogtfintgos eorvpanest sinatedat the
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serving nodeg. ethafth dopictdis Deing kEfisat€ RHRURY FrabdsQF 1208, 1i 19 BB Mppreciated
that tunneling component 1210 and/or modulator 1212 can be part of processor 1206 or
a number of processors (not shown).
[0096] Fig. 13 is an illustration of a system 1300 that facilitates utilizing a home
base station in a wireless communication environment. System 1300 comprises a home
base station 204 (e.g., access point, ...) with a receiver 1308 that receives signal(s) from
one or more access terminals 1302 through a plurality of receive antennas 1304, and a
transmitter 1320 that transmits to the one or more access terminals 1302 through a
transmit antenna 1306. Receiver 1308 can receive information from receive antennas
1304 and is operatively associated with a demodulator 1310 that demodulates received
information. Demodulated symbols are analyzed by a processor 1312 that can be
similar to the processor described above with regard to Fig. 12, and which is coupled to
a memory 1314 that stores data to be transmitted to or received from access terminal(s)
1302 {or a disparate base station (not shown)) and/or any other suitable information
related to performing the various actions and functions set forth herein. Processor 1312
is further coupled to a tunneling component 1316 that establishes a tunnel extending
from home base station 204 to a packet data interworking function component situated
at the contiguity between a core cellular communications network and the Internet.
Further, tunneling component 1316 can provide information to be transmitted to a
modulator 1318. Modulator 1318 can multiplex a frame for transmission by a
transmitter 1320 through antennas 1306 to access terminal(s) 1302. Although depicted
as being separate from the processor 1312, it is to be appreciated that tunneling
component 1316 and/or modulator 1318 can be part of processor 1312 or a number of
processors (not shown).
[0097] Fig. 14 shows an example wireless communication system 1400. The
wireless communication system 1400 depicts one home base station 1410 and one
access terminal 1450 for sake of brevity. However, it is to be appreciated that system
1400 can include more than one home base station and/or more than one access

terminal, wherein additional home base stations and/or access terminals can be



10. The method according to any one of clains 1 to 9, wherein the
enpl oying All signaling to establish the A10 connection further

I ncl udi ng establishing general routing encapsul ati on (GRE)
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(0099} The coded data for each data stream can be multiplexed with pilot data
using orthogonal frequency division multiplexing (OFDM) techniques. Additionally or
alternatively, the pilot symbols can be frequency division multiplexed (FDM), time
division multiplexed (TDM), or code division multiplexed (CDM). The pilot data is
typically a known data pattern that is processed in a known manner and can be used at
access terminal 1450 to estimate channel response. The multiplexed pilot and coded
data for each data stream can be modulated (e.g., symbol mapped) based on a particular
modulation scheme (e.g., binary phase-shift keying (BPSK), quadrature phase-shift
keying (QPSK), M-phase-shift keying (M-PSK), M-quadrature amplitude modulation
(M-QAM), etc.) selected for that data stream to provide modulation symbols. The data
rate, coding, and modulation for each data stream can be determined by instructions
performed or provided by processor 1430.
[00100] The modulation symbols for the data streams can be provided to a TX
MIMO processor 1420, which can further process the modulation symbols (e.g., for
OFDM). TX MIMO processor 1420 then provides Nr modulation symbol streams to Nr
transmitters (TMTR) 1422a through 1422t. In various embodiments, TX MIMO
processor 1420 applies beamforming weights to the symbols of the data streams and to
the antenna from which the symbol is being transmitted.
100101] Each transmitter 1422 receives and processes a respective symbol stream
to provide one or more analog signals, and further conditions (e.g., amplifies, filters,
and upconverts) the analog signals to provide a modulated signal suitable for
transmission over the MIMO channel. Further, Ny modulated signals from transmitters
1422a through 1422t are transmitted from Ny antennas 1424a through 1424t,

respectively.



17. The nethod according to any one of clains 1 to 16, wherein the
hone base station is situated in an unguarded segnent of the wreless
conmmuni cati on environnent, the unguarded segnent further including a
wi red and wibreisasg4hone or smal |l business environnent. PETAIsTensmeeshod
of claim 17, wherein the wired and wi re] ess home or small business
envi ronnment enpl oys an | EEE 802 communi ¢4t i on paradi gm 19. The net hod
according to any one of clains 1 to 18, wherein the access term nal
is wirelessly inaccessible to the wirel ess conmuni cati on environnent.
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symbol streams from N receivers 1454 based on a particular receiver processing

technique to provide Ny “detected” symbol streams. RX data processor 1460 can
demodulate, deinterleave, and decode each detected symbol stream to recover the traffic
data for the data stream. The processing by RX data processor 1460 is complementary
to that performed by TX MIMO processor 1420 and TX data processor 1414 at home
base station 1410.

[00104] A processor 1470 can periodically determine which available technology
to utilize as discussed above. Further, processor 1470 can formulate a reverse link
message comprising a matrix index portion and a rank value portion.

[00105] The reverse link message can comprise various types of information
regarding the communication link and/or the received data stream. The reverse link
message can be processed by a TX data processor 1438, which also receives traffic data
for a number of data streams from a data source 1436, modulated by a modulator 1480,
conditioned by transmitters 1454a through 1454r, and transmitted back to base station
1410.

[00106] At home base station 1410, the modulated signals from access terminal
1450 are received by antennas 1424, conditioned by receivers 1422, demodulated by a
demodulator 1440, and processed by a RX data processor 1442 to extract the reverse
link message transmitted by access terminal 1450. Further, processor 1430 can process
the extracted message to determine which precoding matrix to use for determining the
beamforming weights.

[00107] Processors 1430 and 1470 can direct (e.g., control, coordinate, manage,
efc.) operation at home base station 1410 and access terminal 1450, respectively.
Respective processors 1430 and 1470 can be associated with memory 1432 and 1472

that store program codes and data. Processors 1430 and 1470 can also perform
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scheduling and control information for one or several MTCHs. Generally, after
establishing a Radio Resource Control (RRC) connection, this channel is only used by
UESs that receive MBMS (e.g., old MCCH+MSCH). Additionally, the Logical Control
Channels can include a Dedicated Control Channel (DCCH), which is a Point-to-point
bi-directional channel that transmits dedicated control information and can be used by
UEs having a RRC connection. In an aspect, the Logical Traffic Channels can comprise
a Dedicated Traffic Channel (DTCH), which is a Point-to-point bi-directional channel
dedicated to one UE for the transfer of user information. Also, the Logical Traffic
Channels can include a Multicast Traffic Channel (MTCH) for Point-to-multipoint DL
channel for transmitting traffic data.

[00109] In an aspect, Transport Channels are classified into DL and UL. DL
Transport Channels comprise a Broadcast Channel (BCH), a Downlink Shared Data
Channel (DL-SDCH) and a Paging Channel (PCH). The PCH can support UE power
saving (e.g., Discontinuous Reception (DRX) cycle can be indicated by the network to
the UE, ...) by being broadcasted over an entire cell and being mapped to Physical layer
(PHY) resources that can be used for other control/traffic channels. The UL Transport
Channels can comprise a Random Access Channel (RACH), a Request Channel
(REQCH), an Uplink Shared Data Channel (UL-SDCH) and a plurality of PHY
channels.

[00110] The PHY channels can include a set of DL channels and UL channels.
For example, the DL PHY channels can include: Common Pilot Channel (CPICH),
Synchronization Channel (SCH); Common Control Channel (CCCH); Shared DL
Control Channel (SDCCH); Multicast Control Channel (MCCH); Shared UL
Assignment Channel (SUACH); Acknowledgement Channel (ACKCH); DL Physical



44 24, The wirel ess conmuni cations apparatus according to any one of
claims 21 to 23, wherein the I PSec tunnel penetrates a boundary
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functions described herein, or a combination thereof,

[00112] When the embodiments are implemented in software, firmware,
middleware or microcode, program code or code segments, they can be stored in a
machine-readable medium, such as a storage component. A code segment can represent
a procedure, a function, a subprogram, a program, a routine, a subroutine, a module, a
software package, a class, or any combination of instructions, data structures, or
program statements. A code segment can be coupled to another code segment or a
hardware circuit by passing and/or receiving information, data, arguments, parameters,
or memory contents. Information, arguments, parameters, data, efc. can be passed,
forwarded, or transmitted using any suitable means including memory sharing, message
passing, token passing, network transmission, efc,

[00113] For a software implementation, the techniques described herein can be
implemented with modules (e.g., procedures, functions, and so on) that perform the
functions described herein. The software codes can be stored in memory units and
executed by processors. The memory unit can be implemented within the processor or
external to the processor, in which case it can be communicatively coupled to the
processor via various means as is known in the art.

[00114] Turning to Fig. 15, illustrated is a system 1500 that enables utilizing a

home base station in a wireless communication environment, System 1500 can reside
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the nore th
encapsulation packets between the home base station and the packet data serving node

1508. Additionally, system 1500 can include a memory 1510 that retains instructions
for executing functions associated with electrical components 1504, 1506, and 1508,
While shown as being external to memory 1510, it is to be understood that electrical
components 1504, 1506, and 1508 can exist within memory 1510,

[00115] What has been described above includes examples of one or more
embodiments. It is, of course, not possible to describe every conceivable combination
of components or methodologies for purposes of describing the aforementioned
embodiments, but one of ordinary skill in the art may recognize that many further
combinations and permutations of various embodiments are possible. Accordingly, the
described embodiments are intended to embrace alf such alterations, modifications and
variations that fall within the spirit and scope of the appended claims. Furthermore, to
the extent that the term “includes” is used in either the detailed description or the
claims, such term is intended to be inclusive in a manner similar to the term
“comprising” as “comprising” is interpreted when employed as a transitional word in a

claim.
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directed through the IPSec tunnel to authenticate an access terminal associated with the home base
station;
utilizing an international mobile subscriber identity (IMSI) associated with the access terminal to
identify or select a packet data serving node with which to establish communications between the home
15 base station and the packet data serving node; and

employing All signaling to establish an A10 connection with the packet data serving node.

2, The method of claim 1, further including utilizing the established [PSec tunnel to transport

remote authentication dial in user service (RADIUS) messages.

20
3. The method of claim 1 or 2, further including employing an access, authentication, and
accounting service situated within a secure segment of the wireless communication environment to
authenticate the access terminal associated with the home base station.

25 4. The method according to any one of claims 1 to 3, wherein the IPSec tunnel pierces an access

barrier extant between a secure segment of the wireless communication environment and an unguarded

sector of the wireless communication environment,

5. The method according to any one of claims 1 to 4, wherein the packet data interworking function
30 component is situated at an intersection between a secure segment of the wireless communication

environment and an unguarded sector of the wireless communication environment.

6. The method according to any one of claims 1 to 5, wherein the packet serving node is positioned
on a secure segment of the wireless communication environment.

35
7. The method according to any one of claims 1 to 6, wherein the utilizing IPSec establishment

procedures further including consulting a persisted list of network address identifiers (NAIs), the
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15 tunneling between the packet data serving node and the home base station.

11. The method according to any one of claims 1 to 10, wherein the home base station performs
accounting functionalities and forwards accounting records to the packet data serving node via an All
airlink record.

20
12, The method according to any one of claims 1 to 11, wherein the home base station communicates

with an Al1 concentrator interposed between the home base station and the packet data serving node.

13, The methed of claim 12, wherein the A1l concentrator communicates with the packet data

25  serving node via a single A1l connection.

14. The method of claim 12 or 13, wherein the home base station establishes a plurality of A11/A10
interfaces with the A1l concentrator, each of the plurality of A11/A10 interfaces established based at

least in part on an additional access terminal initiating access to the home base station.

30
15. The method according to any one of ¢laims 12 to 14, wherein the A1l concentrator maintains a
mapping between All and A10 connections with one or more home base stations and A10 and Al1
interactions between the one or more home base stations, the mapping utilized to route packets to or from
the All concentrator.

35

16. The method of claim 15, wherein the mapping is dynamically updated based at least in part on a

time horizon as to when the home base station established an A1{} connection with the A1l concentrator.
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aut he ntZl c at if\%iré?és?%&ﬁr%niéa%ﬁ)par%{us Hole:BrkSes ansﬂ’gea}:tulfnrHel utilized in a wireless

communication environment, the apparatus including:
means for utilizing an IPSec establishment procedure on a means for establishing the IPSec
tunnel between the means for establishing the IPSec tunnel and a means for intermediating
20 communication between a secure sector of the wireless communication environment and an unguarded
sector of the wireless communication environment, the IPSec establishment procedure based at least in
part on a user, across all users, or based on a quality of service (QoS8);
means for employing one or more of a high rate packet data (HRDP) point-to-point protocol
(PPP) challenge-handshake authentication protocol (CHAP) or non-access stratum (NAS) based support
25  directed through the IPSec tunnel to authenticate a means for mobile communicating associated with the
means for establishing the IPSec tunnel;
means for utilizing an international mobile subscriber identity (IMSI) associated with the means
for mobile communicating to identify or select a means for serving packet data with which to establish
communications between the means for establishing the IPScc tunnel and the means for serving packet
30 data; and
means for employing All signaling to establish an A10 connection with the means for serving

packet data.

22. The wireless communications apparatus of claim 21, wherein the tunnel is utilized to transport

35  remote authentication dial in user service (RADIUS) messages.

23, The wireless communications apparatus of claim 21 or 22, further including means for

authentication positioned in the secure sector of the wireless communication environment,



35(NAS) based support directed through the I PSec tunnel to

aut henticate an access termnal associgted with the hone base
station; 47 code for causing a conputer to utilize an
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communi cation environnent to provide packet data serving capabilities

to ensure that the access termnal is incapable of distinguishing
belweed?. The wireless communications apparatus according to any one of claims 21 to 26, wherein the

means for establishing the IPSec tunnel reference a list of network address identifiers (NAIs) stored on a
means for persisting, the list of network address identifiers including a network address identifier
associated with the means for mobile communicating initiating contact with the means for establishing

the IPSec tunnel.

20
28, The wireless communications apparatus according to any one of claims 21 to 27, wherein the
means for mobile communicating maintain communication with a means for iransceiving associated with
the secure sector of the wireless communication environment until services executing on the means for
mobile communicating conclude.

25

29, The wireless communications apparatus according to any one of claims 21 to 28, wherein the
means for employing the IPSec establishment procedure determine the means for serving packet data
based at least in part on employment of an intemational mobile subscriber identity (IMSI} modulo N
algorithm, where N represents a number of possible means for serving packet data available in the secure

30 sector of the wireless communication environment,

30. The wireless communications apparatus according to any one of claims 21 to 29, wherein the
means for employing All signaling include means for establishing general routing encapsulation (GRE)
tunneling between the means for establishing the [PSec tunnel and the means for serving packet data.

35
31. The wircless communications apparatus according to any one of claims 21 to 30, wherein the

means for establishing the IPSec tunnel communicate with means for concentrating Al1 interfaces, the



20comuni cation with the hone base station or a nmacro base
transceiver station. 47.The conputer pgopgram product of claim 46,
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34 The wireless communications apparatus according to any one of claims 31 to 33, wherein the
means for concentrating All interfaces maintain mappings between All and A10 connections with more
than one means for establishing the IPSec tunnel and A10 and A11 interactions between the more than

15  one means for establishing the IPSec tunnel, the mappings employed to direct packets from or to the

means for concentrating All interfaces.

35, The wireless communications apparatus according to any one of claim 21 to 34, wherein the
means for establishing the IPSec tunnel is positioned on the unguarded sector of the wireless
20 communication environment, the unguarded sector of the wireless communication environment including

a wired or wireless home or small business environment.

36. The wireless communications apparatus according to any one of claims 21 to 35, wherein the
means for mobile communicating utilize the IPSec tunnel maintained by the means for establishing the
25  IPSec tunnel to establish direct communications with the means for serving packet data situated on the

secure sector of the wireless communication environment.

37. A wireless communications apparatus, including:
a memory that retains instructions related to using IPSec establishment procedures to establish an
30  IPSec tunnel extending from a home base station to a packet data interworking function, directing high
rate packet data (HRDP) point-to-point protocol (PPP) challenge-handshake authentication protocol
(CHAP) through the IPSec tunnel to authenticate an access terminal associated with the home base station
with a secure wireless communication environment, identifying a packet data serving node based at least
in part on an international mobile subscriber identity (IMSI) associated with the access terminal,
35  establishing dynamic data interchange between the packet data serving node and the home base station,
and establishing an A10 connection with the packet data serving node using Al1 signaling; and
a processor, coupled to the memory, configured to execute the instructions retained in the

memory.
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renote transmtter during cross-connectivity. .
packet data interworking function is posifioned at the juncture between the secured wireless

communication environment and exposed aspects of a wired or wireless communication environment.

41. The wireless communication apparatus according to any one of claims 37 to 40, wherein the
memory further retains instructions related to referring to a list of network address identifiers (NAIs) to
locate a network address identifier (NAI) associated with the access terminal requesting communication
with the home base station, maintaining connectivity with a macro base transceiver station while
transitioning from the macro base transceiver station to the home base station until all executing services
running on the access terminal become idle, and determining the packet data serving node with which to
establish communications based on an IMSI modulo N algorithm, where N represents a number of

potential packet data serving nodes that exist in the secure wireless communication environment.

42, The wireless communications apparatus according to any one of claims 37 to 41, wherein the
home base station includes functionalities associated with a base transceiver station (BTS) aspect, a base

station controller (BSC) aspect, and a packet control function (PCF) aspect.

43, A computer program product including:
a computer-readable medium including:

code for causing a computer to utilize IPSec establishment procedures on a home base
station to establish an IPSec tunnel between a home base station and a packet data interworking function
component, the IPSec establishment procedures based at least in part on a user, across all users, or quality
of service (QoS) attributes;

code for causing a computer to employ at least one of a high rate packet data (HRDP)
point-to-point protocol (PPP) challenge-handshake authentication protocol (CHAP) or non-access stratum
(NAS) based support directed through the IPSec tunnel to authenticate an access terminal associated with

the home base station;
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44, The computer program product of claim 43, wherein the home base station includes
instrumentalities associated with a base transceiver station (BTS) capability, a base station controller

(BSC) capability, a packet control function (PCF) capability, and a packet data serving capability.

10
45, The computer program product of claim 44, wherein the packet data serving capability ensures
that the access terminal is incapable of distinguishing between communication with the home base station
or a macro base transceiver station.

15 46, The computer program product of claim 43, wherein the home base station includes

functionalities associated with a base transceiver station (BTS) capability, a base station controller (BSC)
capability, and a packet control function (PCF) capability, the home base station employing the packet
data serving node situated with a protected segment of a wireless communication environment {0 provide
packet data serving capabilities to ensure that the access terminal is incapable of distinguishing between

20 communication with the home base station or a macro base transceiver station.

47. The computer program product of claim 46, wherein the protected segment of a wireless

communication environment includes a cellular mobile communications network.

25 48 In a wireless communications system, an apparatus including:
a processor configured to:
utilize IPSec establishment procedures on a home base station to establish an [PSec
tunnel between a home base station and a packet data interworking function component wherein the
IPSec establishment procedures based in part on a user, across a plurality of users, or a quality of service
30 (QoS) attribute;
employ one or more of a high rate packet data (HRDP) point-to-point protocol (PPP)
challenge-handshake authentication protocol (CHAP) or non-access stratum (NAS) based support
directed through the IPSec tunnel to authenticate an access terminal associated with the home base
station;
35 utilize an international mobile subscriber identity (IMSI) associated with the access
terminal to identify or select a packet data serving node with which to establish communications between
the home base station and the packet data serving node; and

employ All signaling to establish an A10 connection with the packet data serving node.
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49, The wireless communications system of claim 48, wherein the processor is further configured to
employ, via a concentrator component, Al3 signaling between a source access node and a target access

node for dormant state session transfer.

50. The wireless communications system of claim 48, wherein the processor is further configured to
employ, via a concentrator component, A16 signaling between a source access node and a target access

node to effectuate high rate packet data inter-access node connected state session transfer,

51, The wireless communications system of claim 48, wherein the processor is further configured to
direct, via a concentrator component, Al17 signaling information between a source access node and a

target access node to manage resources in support of inter-access node cross-connectivity.

52. The wireless communications system of claim 48, wherein the processor is further configured to
transport, via a concentrator component, A18 traffic associated with an access node between a source

access node and a target remote transmitter during cross-connectivity.

53. The wireless communications system of claim 48, wherein the processor is further configured to
interchange, via a concentrator component, A19 remote transmitter-specific bearer-related cross-
connectivity control messages for an access terminal between the access node and a target remote

transmitter.

54. The wireless communications system of claim 48, wherein the processor is further configured to
intercommunicate, via a concentrator component, A21 signaling information between a high rate packet

data access node and an indoor wireless system.

53, A wireless communication system substantially as hereinbefore described with reference to any

one of the accompanying drawings.



