METHOD AND APPARATUS FOR SOFTWARE UPGRADE IN A DIG TAL TELEVI SI ON

RECEI VI NG DEVI CE Field of the Invention [0001] The invention relates to the
field of digital television, and particularly, to a nethod and 5 an
apparatus for software upgrade in a digital television receiving device.
Background of the Invention [0002] In addition to abundant digital
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devel opnent - sust ai nabl e  dpgj E¥MsiGNVEEEPVINAIFE$REKI Ces, in order to
attract the subscribers, to boost the growh of the 10 nunber of digital

tel evision subscribers, and to excavate new profit increasing points.
[0003] In the field of digital tiHeldwafdheRnventigngital tel evision receiving
device provider and a digital television service provider are usually not

the spvd1pPNeThEAWeN N rd & do BOTEMRITRIiif] 1G4 A§6hA YankigalkReIaryt By £achoatagr on
a digital television receiving device, neither i's dispensabie. The

sofst war enfappanatul dorciodtintadd upghdvinsi digitd eeevivion gedddnhgevideOovi der is ori ented
to providing 15 fundanental and hardware-|evel software operation

platforns, for exanple, provigi a s aﬁhe operating systemplatform
resour ce nmanagenent, hardmareﬂﬁagggV?éP é“&@@gﬁ}ng, and screen
di spl ayi ng. Wereas, the software fromthe digital television service
provi f8P2] s Inorddeitned abondans dpitalieteyisiey plogmmen broadcdsheldyvasos opdratbtechave
platfornms provided by the digital television receiving devi ce provider,
i.e., provraReglioget dersoatlieis bodireritoaake interetve, sansh deel onaiiiststaindbla
Messagi .Seryice, Short Message Service, stock inpformation service, . and
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oper at or ] different aorientations bring about different requirenments
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currently available in the market usually includes three parts, such as
syst e®003r i Inathe Sofld wa degita eglovisiensofd gkl dcledridni meevihgcevic2 praddpt atd en
software, After being processed by a conpiler and a |linker, these three
parts afigiiat sledsion servigsdrevider areneneldy apt the srareoene. Hoveevar, gheinlsoftwhisvif si on
receivin evi ce under certain rules., Any partial nodification. to data in
one_of | ERecip gl Paih @k 8h%F an dsiedh t?iﬁ}él%’f’H@?E’Wlﬂﬁée}?&?’t@“ﬁﬁvSéjéipé?ésag’se-
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15 fundamental and hardware-level software operation platforms, for example, providing a stable
operating system platform, resource management, hardware driver, image decoding, and
screen displaying. Whereas, the software from the digital television service provider is
oriented to a secondary development on the basis of the platforms provided by the digital
television receiving device provider, i.e., providing digital television data services, such as
20 Multimedia Messaging Service, Short Message Service, stock information service, and

information consultation, according to the requirements of thebroadcast operators. The

different orientations bring about different requirements for software upgrade.

[0004] Digital television receiving device software currently available in the market usually
includes three parts, such as system terminal software, service software, and interface

25 adaptation software. After being processed by a compiler and a linker, these three parts are
stored as a whole in a nonvolatile memory in a digital television receiving device under

certain rules. Any partial modification to data in one of the three parts regardiess of the other

two parts may cause a system collapse during running. Therefore, when any of the three parts
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-1 needs upgrade, a Makefile has to be re-created. The three parts have to
be upgraded together. Figure 1 shows the principle of a conventional
upgrade sol ution. [0005] Wen a service provider requires to upgrade his
software, the conventional upgrade solution executes the follow ng steps.
5 [0006] (A) A conpiler coordinated with the CPU of the digital television
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sof t war e, ate a service solftware ary.

el evi siggint 8agbYE 1 HRYIAEMPUAAER N FodBkeliln, creates a di gi tal

tel evi si on recel ving device software ary and an interface adaptation
nmodul e | bra@/. 10 [0008] (C) The digital television receiving device |inks
the sE)fke Wornas@vice pravider reperesdiogingaadet lab softepisn theoeeventigpad appiade

software Jibrary, azg?éﬁe interface adaptation nodule library into an

obj ect ﬁ@ﬁ&?nﬁﬁ%mﬁﬁ B¥IESEecut abl e file. [0009] (D) The executabl e
fileis nmultiplexed into a Transport Stream (TS) via an upgrade server
acsor@oog] t o4 paedabilacshopdinited alith the (PA0AOhe dRitalreldipdstieeviidiudiefist he
digital television receiving device software receives and extracts the
dat a, awbtarsdetbingke a Mekefiipdp admpilel servid0@tivaré, AndThecrertovagsgricedgoffwdre | s
witten into a nonvolatile nenory (e.g., a FLASH). [0012] Apparently, in
the conli&fY.onal technical solution, the digital television receiving

devi ce software has to be upgraded together with the service software.
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demand for software upgrade than the digital television receiving device

provi detelevisior esnsivilgy ddvi @sobifvatdiebrhncadvarihenas: afaptdien snddsdy litrerys
resulted fromthe upgrade process, the digital television receiving device
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di gi t al 1ibfae) B¥G 8k OFjcEENE] MU RENEIBNL GE Rt Blchas to be upgraded at the
sane tinme when the 'service software is upgraded, the service software

rovi is stricted by the digital television
P [8(%9] (E)? ”l[hc executable file is m%lt&peiexed into a Transport Stream (TS) via an upgrade
server according to a predefined protocol.

t5 [6010] (E) An upgrade module of the digital television receiving device software receives

and extracts the data, and assembles a new upgrade file;
{0011] (F) The new upgrade file is written into a nonvolatile memory (e.g., a FLASH).

[0012]  Apparently, in the conventional technical solution, the digital television receiving
device software has to be upgraded together with the service software. However, the digital

20 television service provider has a much higher demand for software upgrade than the digital
television receiving device provider. In consideration of the inconvenience of the subscribers
resulted from the upgrade process, the digital television receiving device provider is often
unwilling to upgrade the software, or is unwilling to provide assistance to the digital
television service provider to upgrade the software. Undoubtedly, this may cause unnecessary

25 troubles in the development of digital television services, Due to the fact that the digital
television receiving device software has to be upgraded at the same time when the service
software is upgraded, the service software provider is restricted by the digital television
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-2 receiving device provider sonetinmes. In addition, in the case of a
narrow bandw dth, it will take a long tinme to upgrade the software,
resulting in a poor experience of the subscriber, and the bandw dth of the
mul tiplexer will be wasted. Summary of the Invention 5 [0013] In view of

t he above, the invention provides a nmethod and an apparatus for software

upgr ade in. iqital television receiving dewice, te solve th bl em,in
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d
sof tware needs upgrading int gita evision'recel ving device. [0014]

The i nvent¢ baivad@WrdesmaltipRiRedilf BE wagbd.ware upgrade in a digital
tel evision receiving 10 device. The nethod includes: nultiplexing service

software into a transport strﬂgg%accor?gggﬁto a]gredefined prot ocol ;
extracting, by the digital tel g1agy o YEREOevi ce, data of the service
software fromthe transport streamand storing the data of the service
sofst wioe 3] estravielvngf tht hBowh, ghd alveh@beyiodides ar@elb iang sdeppa@tussfor bdfbkare
digital television receiving device software 15 obtains addresses of

i nt er f acwgfadnct achgitabfieletisios aeatideg defiteydo eplvanie phbleeny theeprsofarivhniethe
obtai ns addresses of interface functions of the digital television

recei vi ngHB w8waso et ther dgitelpighevising, rasgivingedayies hag tot kg vRaradesnatrthe sprieng
devi ce %oft re, default addresaes of, the ig%féjﬁie.tunqtions f . the
servi ce "3 Vi e SevBRaP iy o ungieriag St dhgite HleyiHion reoRR g SVics
tel evi sion receiving device software, and updating, by the service

sof t wae4] 20Thkefauhtiorasidyeies @sn@hod he softtvefel @peadeunct digng televisiod igivinal
tel evision receiving device software according to the addresses obtai ned
byiot he devivé.chesoéthedhimelude9015] Before storing the data of the service
software, the nethod may further include: checking integrity and/or
validity of MHBIkeNIBE FeItipR saBMICantect tirasrert phoam] acrhelingtta Prededined

cor v o2 PGB Y, o6 She o) Bnavol L S o SELET LB 22 e
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the digital television receiving device, so that digital television receiving device software
15 obtains addresses of interface functions of the service software, and the service software
obtains addresses of interface functions of the digital television receiving device
software; updating, by the digital television receiving device software, default addresses
of the interface functions of the service software according to the addresses obtained by
the digital television receiving device software, and updating, by the service software,

20 default addresses of the interface functions of the digital television receiving device

software according to the addresses obtained by the service software.

[00615] Before storing the data of the service software, the method may further include:

checking integrity and/or validity of the data of the service software.

[0016] The data of the service software may be stored in a nonvolatile memory after the

25 checking is passed.

[0017] The method may further include: invoking, by the digital television receiving device
software, an initialization interface of the service software, and sending the addresses of the

interface functions of the digital television receiving device software required by the service
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interface functions of the digital television receiving device software
required by the service -3 software to the service software, and sendi ng,
by the service software, the addresses of the interface functions of the
service software required by the digital television receiving device
software to the digital teIevision receiving devi ce software. [0018] The
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for software installation and upgrade, which includes: an initialization
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initialization Inter e;the initi izatton interface nodu

adapt ed ffgéticka df@h@g@c};de%ﬂwgrg digital television receiving device
sof t war e, rece|V|ng an invocation instruction, and invoking the service

soft face extractlon nodul e to extract interface |nfornat|on of
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interface racti n wth t

Upgta AR T T mt% ag B %{a oﬁﬁf e VEISIon s e 50 waree
sof t war &7 2&n KRiep dv 11.5 taﬂé PREGICT JEETANY B % B eRe éﬁ}? 3
S%t""ar ro @ S GRALNY at&?vké”sﬁﬁva%% fa% %bcﬁﬁn%ohﬁ% afh 3 e \s@fﬂﬁér@’are

the service software 1 nterface up the service so
InterfagﬁmﬁﬂﬁqkﬂaﬁqﬂyﬁﬁhlS adapted for updatlng default addresses of
interface functions of the service software reqU|red by the digital
tel evi si on rigeenes ngrad@yisewicofdivedre procasiagrdadide is widapted her ideteetifigaad
|nfornat|on of the service software provided by the service software
i nt erfae@ﬂextseaac@ snftivatube a @8V [VB0R0}, dikerctohingasterdgoddeaipnaphdreasarsicany
further cl ude a checki ng nodul e, adapted for . receiving an_ instruction

fromt héo R S Ieﬁlagé&tmndeteé%w nadeephomitsdraiemsirifase maduleds adepted for

15 interacting with digital television receiving device software, receiving an invocation
instruction, and invoking the service software interface extraction module to extract interface
information of service software under the invocation instruction;the service software interface
extraction module is adapted for interacting with the service software, and extracting the
interface information of the service software, and sending the interface information of the

20 service software to the service software interface update module; the service software
interface update module is adapted for updating default addresses of interface functions of the
service software required by the digital television receiving device software in accordance
with the interface information of the service software provided by the service software

interface extraction module.

25 ]0020] The software loading apparatus may further include a checking module, adapted for
receiving an instruction from the new version service software processing module, checking
validity and/or integrity of the service software, and returning a result of the checking to the

new version service software processing module.



validity and/or integrity of the service software, and returning a result
of the checking to the new version service software processing nodule. -4
[ 0021] The service software interface extraction nodule may be further
adapted for extracting an initialization interface of the service
software, sending addresses of interface functions of the digital
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software, romthe servi ce software, anél retur 1 ng t he adar esses of the

i nt er f agRe fipnal fcRRSiIGH rereaeir%qre\ﬂc@%oﬁ%;e%q&réd%)t 1R s8RHM Lawar! {oWaE Service
interface update nodule. [0022] The service software interface extraction

nodul e naftwhe, freteling addtepke df fnerfaceviketiigsaf thelsawidel oftwhty) eéduired Mpdihee
provided in an operating systemof a digital television receiving 10

devi ce, digitabdelevnmpnt tescivary iedcs offtwaree froanthe etruicai sodiwaed, ot wthraigr des  of
the interface functions of service software to the_ service software

i nt er f acddigpeeatcd the Hipréace] fonstmms phdhe sirvige seltyaredione spptacatoliay apmipigéace

i ntegrat ea in adbl?i gital television receiving device, a service software
server, BN {her separate devices. [0024] Wth the technical sol utions
according to the invention, the service software and the 15 digital

t el evi@2dh rEoesarving seievineentedhdd axalacis@f fhvaule n@ybdfrtbpoidaped fsepasidahghy
since there is no direct function interface between the service software
and t he releeationdunetait madele rirovidedhbr an aperang syeters of i digita délevigion raerivinge
term nal software are_independent from each other. {600%5:[1';]];r Wth the nethod
ad€or di H§vice thReAting dhe i SHYicy reftuper andristusping relcated aldresy afhehier ingggface
upgr ade ;servers.repeatedl y, so that the networkin st be saved. 20
0026] © SHEERE RESEBRE IOt b festice RuBFoGSHEe RrGs PRETH or t o

tel evision receiving device termnal software, in the case of the

ori gi j9ae3ly alhoeaftesrebianding dppaatust iney rgindcleatsériner digifak telsdsivh cecgahpwar e
may be upgraded quickly, and the waiting tinme of the users may be reduced.
[0027] Skvics atdeavigsofivree safewalr anyiathérndepeatedenices.r om t he digit al

tel evision receiving device termnal software, the service software may be

storedosdy @ RARVAL Adhhia cg‘gff'i(tynsi Msw{w&eoikvelﬁﬁmt he di-ghd abndeleMasign

recei ving device term na war e. thi's way, the service software may
15 digital television receiving device terminal software may be upgraded separately since there is

no direct function interface between the service software and the terminal software, in other

words, the service software and the terminal sofiware are independent from each other.

[0025]  With the method according to the invention, the operators need not to build their own

upgrade servers repeatedly, so that the networking cost may be saved.

20 [0026]  Since the service software is independent from the digital television receiving device
terminal software, in the case of the originally allocated bandwidth of the upgrade server, the

service software may be upgraded quickly, and the waiting time of the users may be reduced.

[0027]  Since the service software is independent from the digital television receiving device
terminal software, the service software may be stored in a nonvolatile memory independent of

25 the digital television receiving device terminal software. In this way, the service software may
be encrypted and compressed, so as to protect the service software from being disassembled.

Thus the software security may be enhanced significantly.
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be encrypted and conpressed, so as to protect the service software from
bei ng di sassenbl ed. Thus the software security may be enhanced
significantly. -5 Brief Description of the Drawi ngs [0028] Figure 1 shows a
techni cal solution for upgrading digital television receiving device
software and service software in the prior art; [0029] Figure 2 shows a
techni cal solution for upgrgﬂig@ di ”;al }&Jﬁyishon receiving device 5
software and servi ce soft ware*atEd Hﬂl?o S T8RN nent of the invention;
[0030] Figure 3 is a flow diagram showi ng a nethod for software upgrade
accor {10328} t oFighee 1ishventi tochni¢ad @3WlHokifgunperdding dagisdl neletisioal reckivige alevice
showi ng a_downl oadi ng nodul e according to the invention. 10 Detail ed
Descr i ptspBwasfandtservigtrodiviseningh¢ posdri;Her ei nafter the principle of the
invention will be described with a set-top box (STB), which is a digital

tel evighop I eegldb HoHEY E6nidF s@i’ﬁti@ff%ﬁphﬁ%}-a&in ﬁﬁtaﬁé&@ﬁ%n@g&&ﬁﬂ@i&@ice

solution Tor upgrading according to the ihven shown in Figure 2, an

upgr adedof @b B seividetsolfiSvabeiticofddn@toS@r e iRRlitpglodde ineenth; separately. A
conpil er coordinated with the CPU of the 15 set-top box is obtained, to

creat kefile, .conpile. the service soft e d build service

sof twidodo} T bk’ i § Ry Siosrin RGPt b catte dngr oo the

i nventi (?ﬂ've?lﬁorfrm lows. [0033] A A service software is multiplexed into a
specified transport stream (TS) by a service software upgrade server
according to a predefined protocol. [0034] B. A set-top box term nal

sof t wi0d1]det gt #hHe = eirwiters! sitderamarsdoning andwnleadngmpodulp aesordiagtte dat a,
and stores the data in a nonvolatile nmenmory. [0035] C. After the set-top

box ter M&II0%oftware is restarted, the set-top box terminal software
obt ai ns addresses of interface functions of the service software, and the

sqpvi ce software obtai nHeadRIEI&FiptibnioTtes katRdiHAwsi ons of the set-top
box term nal software. [0036] D. The set-top box term nal software updates

o PSR B o o S BE SRS, b2
which is a digital television receiving device, as an example. Figure 2 shows a technical
solution for upgrading according to the invention. As shown in Figure 2, an upgraded service
file is sent to a service upgrade server separately. A compiler coordinated with the CPU of the

15 set-top box is obtained, to create a Makefile, compile the service software and build a service

software library. Figure 3 shows an upgrade process according to the invention as follows.

[0033] A. A service software is multiplexed into a specified transport stream (TS) by a

service software upgrade server according to a predefined protocol.

[0034]) B. A set-top box terminal software detects the service software of a new version,

20 extracts data, and stores the data in a nonvolatile memory.

[0035] C. After the set-top box terminal software is restarted, the set-top box terminal
software obtains addresses of interface functions of the service software, and the service

software obtains addresses of interface functions of the set-top box terminal software.

[0036] D. The set-top box terminal software updates required default addresses of the
25 interface functions of the service software by using the addresses obtained by the set-top box

terminal software, and the service software updates required default addresses of the interface

.



term nal software, and the service software updates required default
addresses of the interface -6 functions of the set-top box term nal
software by using the addresses obtained by the service software. [0037]
After storing the service software of the new version, the set-top box
termnal wites a specified identification into a specified storage unit.

speci 11 Sl raEneT et oo D RgATl bR beraineE el e PR oo EReti bl B et Brage

unit. Ifsohl%lgjréet-top box termnal finds that the identification read from
the specified storage unit is the specified identification indicating that
the service software of the new version is available, the set-top box

t er mi H37br oédiststoting theesenper safewge of dwsnew versiont the sepiopdegdemainaluypgieadi ng
service sof_%\l\gre. g herwi se, the set-top hox term nal proceedigi nto a 10
nor mal SBFSIEGIdsrBleation iptgoneecitivd stapeaunin i Waen Hatdstichgtinpetng seiiopdox

f.t f. t.h [ d.ext. £ the d I b
Cerm nal SRt B RCER PR G AGHAG ot ey RN DGR DRE 0% me
m nal 2y . e
{he. upor Bea bt Sr e NPReP PR AACIRAI LS, uBERREREs P (G Rl

t er m nalsps@fitdabigs Lalt e tHeh@ed At identitibRioRAANRh@LJ hat BB Yee sbBwlaPO3Pthe The
service software may be a re-locatable object file or an absolute |ocation

obj ect ki eersipf@<l@Yailablea ted sestore b0 tirimdl pedcckdetd theaipatale, pratdseri.d hiae
creation of the service software library, the service software library may
be absolpueasksy fdropgtaitng seraicnegbwamt Edheremsy thepwsian bex yminad pnepeads into a
specialized |ocation tool. In this case, an upgrade nethod according to the
i f0ent i GATNY seDECCAYOFeEF| ows. [0041] (Al) An absol ute | ocation service
software is nultiplexed into a specified transport stream (TS) by a

servi mﬁsgpf t M€ WA SR MBE s@GLRIHHNErd oF the 8RR Ghisiondting re%r@é’cﬁif th€d&a,
Digital Storage Media - Command & Control (DSMCC) protocol). [0042] (B 1)

The set tiicogetbox bbetaimiadl séivavamaydbedctis inberisg ke ealidiof tndnke obrificanew
version, 25 extracts data, and checks the validity and integrity of the
ser vi ce veisianveirths setvmg softoraes andehecketheivaldisp bf Wer eogrddesnfarmatiohesRei the

assed. _ . . :
P check is passed, the set-top box terminal software stores the data in the nonvolatile memory.

15 [0039]  The service software may be a re-locatable object file or an absolute location object

file.

[0040] In a first embodiment of the invention, after the creation of the service software library,
the service software library may be absolutely located to a negotiated memory position by
using a specialized location tool. In this case, an upgrade method according to the invention is

20 as follows.

[0041] (Al) An absolute location service software is multiplexed into a specified transport
stream (TS) by a service software upgrade server according to a specified protocol (e.g.,

Digital Storage Media - Command & Control (DSMCC) protocol).

[0042] (B1) The set-top box terminal software detects the service software of a new version,
25 exiracts data, and checks the validity and integrity of the service software, then stores the

service software after the check is passed.
{0043} (Cl) When restarting, the set-top box terminal software invokes an initialization
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[0043] (A) When restarting, the set-top box term nal software invokes an
initialization -7 interface of the service software, and sends required
addresses of interface functions of the set-top box termi nal software to
the service software. In response, the initialization interface of the
service software returns addresses of interface functions of the service

sof t war qnga%t??éjv\gf; g'l% %ﬁi%%%ﬁv%rﬁ&%f)ﬁe%és treruri]xje(q E%llddrse(s)gets\l\@riﬁtﬁf%%t Pu%cﬁgrgs- (gfo ﬁ?‘lebox

. Q
t erm nal en startrng regul ar e service

sof t war geURHAlEStehiingl Qi are HEfHcnefideidit dre. Iﬁq‘g§]§)§§(§§h@f1}iﬁ£ﬁa§% ik QPacROX

term nal software according to the addresses of the Interface nctions of

the set -dfofhebrvit@sbitRate 5@lvadc@rRE@Y bl etetiicet RB1cEBAs LORhOAXNERS BbMRre
software. [0045] (E1) The set-top box term nal software updates default

addr essesqufedtyehe niteog hoeteriitat sofonse of theRet-®ebok cernsndl tsefiwerer equi red by
the set-top box term nal software according to 10 the addresses of the

i f upsti f 1 he i f i d : '
cortweP [ e Pl R SRRER 8 TR B e al RS e tent
sof t var & BRkds Wiant Q@t-éépd@&xe%gnﬁﬂﬁfssﬁﬁf%% ac{cﬁlgi?i?%td %@?ﬁeﬁ&d of MROMiRRE Of

the invention, for a set-top box term nal artia 15 supports

sof t war quficlons af theRet-tbp o entifd ssRkvhMa:8vidRY bPechdi-ldp HoRttendndl@ofiRaat abl e
object file by using the library functions provided in the operating

syste th et-top box . termnal. In this case n rade t hod
oo Mo | DR e e Biin hoF doRRRt Tt b ot PEE L I BRtthasee i s
mul ti pl . i fi tr r tr T . Vi .Qf re
Upgr ade TLEfony b8 u RAREL BRI BIRRA Y TP TL I Bl p3feRub "
sqh- t 0P yRO%RALREE A theohtdBe MBLERAT S thE SRIM EHwAL I NBIR by REWrvice
version, extracts data, and checks the validity and integrity of the

servi cessfvhmare, then stores the service software after the check is
passed. [0050] (C2) Wen restarting, the set-top box term nal software

i nvo re ation function .provided i he operating systemto rel gcate
t ho_ o4l o T3 ¢ i et GRGor P R SPemataathe Se i an Btk SR v ace
functi og&drggseg he service software. [0051] (D2) After starting regularly,
the service software updates internally defined default
[0047] In a second embodiment of the invention, for a set-top box terminal that partially
15 supports software relocation, the service software may be built into a re-locatable object file

by using the library functions provided in the operating system of the set-top box terminal. In

this case, an upgrade method according to the invention is as follows.

[0048] (A2) A service software is multiplexed into a specified transport stream (TS) by a

service software upgrade server according to a specified protocol.

20 [0049] (B2) The set-top box terminal software detects the service software of a new version,
extracts data, and checks the validity and integrity of the service software, then stores the

service software after the check is passed.

[0050] (C2) When restarting, the set-top box terminal software invokes a relocation function
provided in the operating system to relocate the service software, and returns relocated

25 addresses of the interface functions of the service software.

[005%] (D2) After starting regularly, the service software updates internally defined default
addresses of the set-top box terminal software according to the addresses of the interface
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addresses of the set-top box term nal software according to the addresses
of the interface -8 functions of the service software provided by the
set-top box term nal software. [0052] (E2) The set-top box term nal
software updates default addresses of the interface functions of the
service software required by the set-top box term nal software according to
t he addresses of...functi on rovid t he service sof re. 5 [0053] (F2)
The set (B DOST (SRR SR L S aY B R eSRel ™o h. use 1 he
updated interface addresses. [0054] The invention also provides a | oading
appar §1052] T(E2)appar adtusp ibsx deshigaesbitvoarexipdaet defdult apigesaceof theeidataecof a
service software froma transport stream (TS) according to a specified

pr ot ocolfundiogs of 8MBCvige selbwale, reawitedt by thei seetaphoxdigtmainahseftveern sasmtiagitbe
menory 10 e.g., FLASH. . In additjon, when the service software starts, the
appar at 48¢ ﬁ%ge%ﬁse‘éfkfuﬂ%)m@&‘%‘i@rhy @ﬁé@%ﬂeisaﬁw € and the integrity of the
service software, and check the validity of wupgrade information, and the
l'i ke. [d088HS] (P25 shewat-top YoxQehindh solt@rd HRUIMB GedRRARASe bR uslgR \pdated
initialization interface nodule, a new version service software processing
nodul e, iatesfecovdddecssaf t ware i nterface extraction 15 nodule, and a service
software interface update nodule. Wien a service software is multipl exed
into cifie S : eryi . # rver
accor ISR o ThE A hite BEY Brab GBS dk aMtufuly T Aoudll SO GuREaFEReas

processipg uF@?Hé §i18RLECHE & {NGcSSbHMER BORL YAl &isOdr JuBEW O?%@c@&di X{of gCt s

data, and s es the service software, an returns the s age | ocCation of

the sergpaefi@Ppiot@ot &0, DWMCTI proflcdZ ahd e virfit €lid agse infddi henvoldilE aabl-y Wien
the set-top box term nal software starts next time, the set-top box

t eeom nale.g..SBEABHEL dniaddalons viliee thaiseradd zaftwan startsertfiaapparaidsineay deek the
initialization interface nodule invokes the service software interface
ext r act iveriampdis eakidiuandi thy insgei phdhe pervisefsadiavarg, ndngr eheck ghe orlidite of
service software. The se i?, software interface extracti on nodul e

i nter acpggrag‘;mfomwﬁn@ﬁrtég 18F- the service software to extract the
interface informati on of the service 25 software, and sends the interface

i nf orpeession f slwwinqagf_;@@faﬁ, erﬁa_flﬁadiﬁ% hRr&es WehleS 8 InMadlzatibn e tae enddotiat e
nodul e. The service software interface update nodul e updates defaul t
a new version service software processing module, a service software interface extraction
15 module, and a service software interface update module. When a service software is
multiplexed into a specified transport stream (TS) by a service software upgrade server
according to a specified protocol, the new version service software processing module detects

the service software of a new version, extracts data, and stores the service software, and

retumns the storage location of the service software to the initialization interface module.

20 [0056] When the set-top box terminal software starts next time, the set-top box terminal
sofitware invokes the initialization interface module. The initialization interface module
invokes the service software interface extraction module requesting to extract interface
information of the service software. The service software interface extraction module interacts
with the modules of the service software to extract the interface information of the service

25 software, and sends the interface information of service software to the service software
interface update module. The service software interface update module updates default
addresses of the interface functions of the service software required by the set-top box
terminal software according to addresses of functions contained in the interface information
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addresses of the interface functions of the service software required by
the set-top box termnal software according to addresses of functions
contained in the interface information -9 provided by the service
software. [00571 In a first inplenentation of the |oading apparatus
according to the invention, after a service software is nmultiplexed into a

speci fi ﬁjg{){ia%)p%retsm%gee%% eS) by a service software upgrade server
according t0 a ‘specrfi ed protocol, the new version service software

processing 5 nodul e detects the service software of a new version, extracts
dat a, [8d@] sehds fastdhgpddnergatidnnett thedoddomg tppasatoh ecdordigg no did @1veive, efiec ki ng
nodul e receives the instruction and checks the validity and integrity of
the ser VPE&EesHitaa & maHplewdrintoer srasEiadrganspary sirearg (ifﬁgbh@weri@% poftvare

i ft i d ft he checking i d._ The .
vor o1 on “BGFUR 28 VLR VAL o BECST R Wt RePORESOR ™ B8ROl e U SEE,
t ' t : ' t the .
et o) ARG 8 ¢ Al FoAnaR Bopahl et RER R IR BrbE o Misiine
sof t war Skl 1 ®bhedlifE moilife. $8E ch@RiROMolElMeb@les BOfAURLEoh @fé@ Fﬁézkk he

initialization interface nodule. The initialization interface nodul e

i nvokes thdealgigk vhe Qlt@%itﬁ/%lﬂﬁa deRiti @ o6 r€ ah Aedn ieirADWY h&ult@d Uestdwngertion
extract interface information of the service software. The service

sof t war scivitcesfizaes exicessitg owdniedaftear tha tchadklisg 15pddeed. i Tiet nad ivessionoservice
interface of service software, sends interface addresses of the set-top box
t er m nakowhewarestiog tivdulaiurt blesomvicaodwasm and sdeing &y derdee ipsationef the

interface funcfions of the  service_ soft e, required by the set-top box
t dPmi naPCYBES WéfeW%f‘mnftr?élzgf&r\ﬁ%fa%wﬁfee, and sends the addresses of
the interface functions of the service software to the service software

i nt erfpass) updake thedu-ep Jhe ieainl Gofisatd Yare hart eiaake %Eﬂt@ﬁebdmtbﬂr@al
updat es default 20 addresses of the interface functions of the service

sof t war eofhemor idivolgest thet ndtizdidelices feerfofe tbdulei nflée fiatelifativat inderfacpriovdwled by
the service software, as required by the set-top box term nal software.
[ 00591 ITWOJSGESéhﬁ)ﬁ@rvi%’ﬁ@ﬁ%ﬁ?aémff@fﬁc@fextrﬁ@ﬁqumdﬁg sppastineute seberidingilace t he

invention, after service_software in the formof a re-|ocatab] e object
File i sTHOMTHOREE ke tioviae SpBEME] boe torues Wafez’ste&f{a?f‘e%maefr@) m&?ﬂ% XHRSR ce
sQEtvar g RGNSt HELeRLSH dNIG SohGartPESIl 1S RELLRR A ses HP the EWiop box
terminal software to the service software, and receives addresses of interface functions of the
service software, required by the set-top box terminal software, from the service software, and
sends the addresses of the interface functions of the service software to the service software
interface update medule. The service software interface update module updates default
20 addresses of the interface functions of the service software according to the addresses of the
interface functions provided by the service software, as required by the set-top box terminal

sofiware.

[0059] In a second implementation of the loading apparatus according to the invention, after a
service software in the form of a re-locatable object file is multiplexed to a specified transport

25 stream (T'S) by s service software update server according to a specified protocol, the new
version service software processing module detects the service software of a new version and

extracts data, and sends a checking instruction to a checking module. The checking module
receives the instruction, checks the validity and integrity of the service software, and then

returns the result to the new version service software processing module when the checking is
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versi on service software processing nodul e detects the service software of
a new version and extracts data, and sends a checking instruction to a
checki ng nodul e. The checking nodul e receives the instruction, checks the
validity and integrity of the service software, and then returns the
result to the new version service software processi ng nodul e when the
checking is . -0 passed. The new version service software processin dul e
stores (sede U BER SR TmE iRt e e b bl e Tt SgP PR
servi ce SOfLNAE St Rel] i.ni tial j i rfac -ﬂgg ; en t he
set-top '5ox ter?r%on%le Q%Tnto \{/}vét)trfke}%sstC é?{éssq’%&? éﬁtir}g?[ﬁ? e glé‘?iﬁf%ga%g%"dt\@fm nal
software invokes the initialization interface nodule. The initialization

i nt er {&O8] nodvhas the satriark ex ttenindr sdftvears olarisanext| timer hacwst-topt bax tterrinal
nodul e requesting.to extract interface information of the service software.
The ser VPE¥aELFINREFR it Bitpligationotiirece npatds. dhe rigiiplattion merteaci B1Wdulsdul e

D Ot e ks RS, S STEL L1 RS 0B0 Lul OB Sl Ue e
functi Orlﬁ’ﬁ)?lfnatti(lﬁ? oTCMmY! ?et?vicé Osfoh%lfee he ts%g'i uegég{t\ggres %%r\f\?c%egllo%l%r %@?gﬁz ?dat e

nmodul e. The service software interface no e updates u

addr ess@ggloeftidn@nétiehbage pfdinddd iRnNSe Qéer&tlﬂ% SRIH 6Lthe QLB LBx th RAISEAAER
functions according to the addresses of the i'nterface functions provided by

the sersgnvie sdfvararad @ady eguieloedtel) adtiteeses aif-the ntbdacet RhoHI of3hé bvvaice.
[0061] Wth the nethod and apparatus for software upgrade according to the
i nvent i eaftwareeto gur wirvise softtwaer éntenfiabet ymlath giadale. tTieesdrgicosofteen iterface
devi ce software nmay be upgraded 15 separately since there is no direct

f Ufct i ortPr#E dPedte Updeigh dpfaulh addisses t@@f‘ﬁ%ﬁg@ Bmatienseoldihgi seayic sPtEy#ISi on

i Vi i f . th is, ,th i Cf f .and the digital
ol ovi STBRFEC TG AGrLBE dorbhald'ess TnilEpBHIGHE TFFORPSAEAEENGY, Mhe
oper at Ors§w%€éﬁsgﬁ98¥e al %QBE%A ggbﬂéﬁ?{-}O%%gg%?'ﬁi%eso &;\{ai(eﬁrs repeatedly, so that

t he networ cost na ion, t he nethod and
apparatus of the invention, quick upgrade of the service 20 software nmay be
achi el@d1] suBhtht thatmethed wad eppegatus fer sefivdre upetdc ededrdingueeths inFantivhethe t he
security of the intellectual properties of the service providers my be
enhanceaerd%cga@quyar@ ang the digyml television receiving device software may be upgraded
15 separately since there is no direct function interface between the service software and the
digital television receiving device software, that is, the service software and the digital
television receiving device software are independent from each other. The operators need not
to build their own upgrade servers repeatedly, so that the networking cost may be saved. In
addition, with the method and apparatus of the invention, quick upgrade of the service

20 software may be achieved, such that the waiting time may be reduced for users. Further, the

security of the intellectual properties of the service providers may be enhanced greatly.
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What is clainmed is: 1. A nmethod for software upgrade in a digital

tel evision receiving device, conprising: nultiplexing service software
into a transport stream according to a predefined 5 protocol; extracting,
by the digital television receiving device, data of the service software
fromthe transport stream and storing the data of the service software;
restarting the digital television regiggbgg devi ce, so that digital

tel evision receiving device softwar ns addresses of interface
functloQ@hgf Eﬂﬁn_f{VIce software, and the 10 service software obtains
addr esses intertace functions of the digital television receiving
devi ce soft W@U@meﬂi@@%ﬂ Jsw By up eI Sind digltalt&bGYioR '1%:%@@8&%&@@01%%&@
software, default addresses of the intérface functions of the seérvice
sof twar e accoittipigxing defreicaddiessesntobi aranepoid\stichd acbogdihal tot € Ipesd fined
recei ving device software, and updating, by the service software, 15
defSaul t raddicekses of the interface functions of the digital television
recei ving device software accordlng to the addresses obtained by the
servi ce sof t WeFasting, byl digitebdel s&@mm@wws drvicen data @i dhe servigsesastveare
storing the data of the ser t he nBthog further conprises:

checki n Qa?tﬁlsssspaﬁtems@nx ?ﬂiﬁ?ﬁlps%ﬁ@alﬁaﬁ PEFECHENSS data of the
service sof tyar g Sine 1B ILIRIISF PALANG o1 0cE! & Py bPLFL R ioh Ecelihg

t he service i'n a non atrl’e

is passedyic@yofewald %bfﬁ%shﬂfhré‘é\s%@ beiNGrhOe AlRBhI of MIEES e sblf‘t%va?@td?l‘HQhe

further conprises: invoking, by the digital television receiving device

sabt war gervade isoitiad | ALiInONaddit ekl ask ifferfabe RAENEL of Stet \Wagiesl anelisiendi ng
t he addresses of the interface functions of the digital television

recei vi mepadengcleveefsoftmraee;r equi r ed by the service software to the service
software, and sending, by the service software, the addresses of the
interface fl}mﬂﬁifl@ﬁsbbﬁhft Htcgitsémlpwcléwsoressrfvmmd@vw@qsftwfétp,ts&equiéa@nrgmealof

t el evi sion [ ec software to the digital television
recei vi Hf ’(Té ’Jé’Bgttl (éfct%e service software accord1r(‘1:]g to the addresses obtamegi%y the
digital television receiving device software, and updating, by the service software,
15 default addresses of the interface functions of the digital television receiving device

software according to the addresses obtained by the service software.

2. The method according to claim 1, wherein, before storing the data of the service
software, the method further comprises: checking at lease one of integrity or validity of the

20 data of the service software.

3.The method according to claim 2, wherein, the data of the service software is stored

in a nonvolatile memory after the checking is passed.

25 4. The method according to claim 1, wherein, the method further comprises: invoking,
by the digital television receiving device software, an initialization interface of the service
software, and sending the addresses of the interface functions of the digital television
receiving device software required by the service software to the service software, and
sending, by the service software, the addresses of the interface functions of the service

30 software required by the digital television receiving device software to the digital television
-12-



5. The nethod according to claim11, further conprising: invoking, by the
digital television receiving device software, a relocation function
provided in an operating 5 systemto relocate the service software, and
returning, by the relocation function, relocated addresses of the
interface functions of the service software. 6. A software | oading

appar at tware installation and upgrade, conprising: an
initial :Jr%%%lgm ewf’%?cfig%eg “nodul e, a new version service software processi ng

nodul e, a service 10 software interface extraction nodule, and a service
software interface update nodul e; wherein: the new version service

sof tware prosegs ngthvaditcerdifig adapdigdf ﬁrrﬂsie@tc%{;ir[wngan@lv&ﬁ?l B% the Qlipkge
software of a new version, and returni ng storage | ocation of the service

sof t war dele@isidre recteﬂmhgacﬂavzeé isoftwiand, e4 fraloeatimxd fhigctickb ptdvedédiini @l iopedatiop
interface nodule is adapted for interacting with digital television

redei vi ﬁgsf@éw@erematw\/ah@ serdeeisoftmgranandvetaningn tynghe uelocatmon dhndetion,

i nvoki ng the service software interface extractl on nodul e to extract

i nt er f adBlOCAREAIEIGSSH Wfthe antgriaee Sartinas ef thedervice Reftvatkocat i on

instruction; the service software interface extraction nodule is adapted
for interacting wwth the 20 service software, and extracti ng the interface

i nformation Hof r tion
of the servite SORBETISAG: AAARE Bor SRGPERENDRinh 45y WBRAREASRA N BE TR,
the ser vhi@glis@bhWakaadhBHHRCE ntRARESoMREY!E s’oﬁw%?@?&@é’ssfr@rm&lm@té Q& vice
default addresses of interface functions of the service Software required

byiot he dofyvhl iftefee siterticecabdilng and@% demice seldroalnteridte agsiatd anakiem t h
the interface information of the service software provided by the service

sof t war evlierdier f ace extraction nodule. 7. The software | oadi ng appar at us
according to claim®6, further conprising a checking nodule, adapted for
receiving ad he HRY MeSIONGATAeCoipliotees W@\ﬁﬁaﬁmggn@cﬂvlgesraﬂqap@dé"@ffiﬂrmﬁég ag@storing

pr OCESSI n aq{heckl n ast ane of val1l idit i nt egr| t
Dervi oo SSUiEaa e 1d T s BT RGNS SOEE 1B OR T e ST o
versi on; i@l SR Sodigeesst ng modul e.

15 the initialization interface module is adapted for interacting with digital television
receiving device software, receiving an invocation instruction, and invoking the service
software interface extraction module to extract interface information of service software under
the invocation instruction;

the service software interface extraction module is adapted for interacting with the

20 service software, and extracting the interface information of the service software, and sending
the interface information of the service software to the service software interface update
module;

the service software interface update module is adapted for updating default addresses
of interface functions of the service software required by the digital television receiving

25 device software in accordance with the interface information of the service software provided

by the service software interface extraction module.

7. The software loading apparatus according to claim 6, further comprising a checking
module, adapted for receiving an instruction from the new version service software

30 processing module, checking at least one of validity or integrity of the service software, and
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8. The software | oadi ng apparatus according to claim6 or 7, wherein, the
service software interface extraction nodule is further adapted for
extracting an initialization 5 interface of the service software, sending
addresses of interface functions of the digital television receiving device
software required by the service software to the service software,

recei vi ng, addresse f. interface.functions of the service softwar

roqui r ed BT RA Tl She Heghing KT R IV 75V 80 BEME SFRETE PP ¢ he
service software, and returning the addresses of the interface functions
of the service software to the service software interface update nodul e.

10 9. The sof .ty eoftwadi 108diAPRApALHS RSN RO cfPnCh JrM, GwRireh, (NSERICR,
the service software interface extraction nodule is further adapted for

i nvoki ngofweasl daetfacen eftuntivh omodatedisl €urfiepviddertdi forasxteqeangt amgnisiylstationof a
digital television receiving device, relocating the service software, and
r eBur ni ngterfedo ohitter settheesdtvodre,t srmdingt eddrasses Plinvteifons faictives wif dbe sbfitalar e
15 to the service software interface update nodule. 10. The software

| oadi ng 'HPYEICALERSTERE P UPH 8O BaTe Iraquiied, Dy seivife o asp iy iie sEvISaeTtivgre,

opoar ol o S SN LD B0 Lol 1 Y1 on Lsbelyl R Yo B3R oo
television receiving device software, from the service software, and returning the addresses of
the interface functions of the service software to the service software interface update module.
10

9. The software loading apparatus according to claim 6 or 7, wherein, the service
software interface extraction module is further adapted for invoking a relocation function
module provided in an operating system of a digital television receiving device, relocating the
service software, and returning relocated address of the interface functions of service software

15 to the service software interface update module.

10. The software loading apparatus according to claim 6, wherein, the software loading
apparatus is integrated in a digital television receiving device, a service software server, or
any other separate devices.

20
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