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authenticating a user, and in particular to a nethod and system of
verifying users in electronic transactions. Description of the Related Art
The problem of authenticating the identity of people has existed for
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i dentification docunent, suc‘hUﬁlFéVTIEF@t‘ﬂ‘ggi Y&GE i er (a "picture 1D,
could be used to verify a person's identity. However, wth the advent of
the Internet, an ever-increasing nunber of electronic (or "e-comerce")
transactions take place. Wth electronic transactions, parties to a 15
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other parties at all. Mreover, conventional nethods of verifying identity
in an el ectronic-transaction often itngo ve conveyi ng personal information
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nunbers, social security nunbers, address and other 20 personal .

i nformation. As Pﬁ@?cé%ﬁféﬁle present pgnHehreliomgersral e authentical g Uskp@idti8 and t he
public are justifiably worried about the spread of such data. Even worse,
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and too commonly known to serve as valid authenticators of personal
identity. 1 '
Description of the Related Art

The problem of authenticating the identity of people has existed for hundreds of
10  years. In conventional transactions, authentication can be accomplished in a number of
ways. For example, a commonly accepted form of identification document, such as a
picture identifier (a “picture ID”), could be used to verify a person’s identity.

However, with the advent of the Internet, an ever-increasing number of electronic
(or “e-commerce”) transactions take place. With electronic transactions, parties to a

15 transaction cannot see the other parties, and often never meet or know the other parties at
all.

Moreover, conventional methods of verifying identity in an electronic-transaction
often involve conveying personal information that only a valid person should know.
Examples include using credit card numbers, social security numbers, address and other

20  personal information. As personal information proliferates, privacy experts and the public
are justifiably worried about the spread of such data. Even worse, as personal information
proliferates, the information becomes “tainted” and too commonly known to serve as valid

authenticators of personal identity.



WO 02/ 01516 PCT/ US01/ 17704 Consequently, the problem of authenticating the
identity of a transaction participant is non-trivial and difficult.

Ther ef or ewgatisics needed is a nmethod of securely aut hentipgggtidag1teers in
an electronic transaction. 5 BRI EF DESCRI PTI ON OF THE DRAW NGS FI G |
illustrates an enbodi nent of a systemthat authenticates users in an
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aut henticates users in an electronic transaction. 10 FIG 3 is a bl ock
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transaction. FIG 4 is flowhart of a nmethod that requests authentication

of users in an TakRE:E, WHafishtDs AGirh@Rod dflséabrelpartRdddcAg Abds fnla@wcharts of a
met hod that authenticates users in an 15 electronic transacti on. DETAI LED

DESCRI PTI ONidcti6nic trahsctons! npl i fied functional bl ock di agram depicting
system 100, constructed and operative in accordance with an enbodi nent of
the present invention. System 100 is configured to authenticate a user in

an el ectsroni ¢ transacti orBRIEF ®HSCRIPTION ORTECIDRAWIRGE 20 any transa_cti ons
that take place over a conmputer network (i.e., an "on-line" transaction).
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purchase of goods and services, or any operation that involves the
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FIG. 2 is a block diagram of an apparatus that authenticates users in an electronic
transaction.
10 FIG. 3 is a block diagram of an embodiment that authenticates users in an
electronic transaction,
FIG. 4 is flowchart of a method that requests authentication of users in an
electronic transaction.
FIGS. 5a and 5b are flowcharts of a method that authenticates users in an

15  electronic transaction.

DETAILED DESCRIPTION
FIG. 1 is a simplified functional block diagram depicting system 100, constructed
and operative in accordance with an embodiment of the present invention. System 100 is
configured to authenticate a user in an electronic transaction. Electronic transactions are
20  any transactions that take place over a computer network (i.e., an “on-line” transaction).
Examples of such transactions include, but are not limited to, any sale or purchase of
goods and services, or any operation that involves the electronic authorization of a party.

An example of the former is purchasing a book, compact disk, or any other goods or



2 WD 02/ 01516 PCT/US01/17704 services, via an Internet browser on the

Wor | d- Wde- Vb ("WWY or the "web”). An exanple of the latter transaction
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phone user can be authenticated as a participant of the on-line
transaCtlOﬁﬂhh@y&ﬁ%k&ﬂh&ﬁ&mnﬁ uter 120 and an aut hentication server 135
are connected to a 1o conmunications network 110. The network 110 nay al so
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conputers 120, servers 130, printers 125 and sStorage nedia 140. it is well
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devi ces or conponents may be coupled to the network 110 w't I nventive
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servers, conputers 15 Wor kst at | term na i nput ’de
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ot her such ‘devic nomm I'n e ar dter any kind known

in the artz&ﬁﬁﬁm%&%a?QRﬁmgﬁmﬁ%gﬁﬁg%Q%Eﬁmpaﬁ he netmork 110. Servers 130A-C
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er authentication. A serv rt|C| an.electronic, transaction
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conmuni cation, n nown in the art, including

dev1ces own mt e art, such as other computers 120, servers 190 printers 125 and
storage media 140. It is well understood in the art, that any number or variety of computer
networkable devices or components may be coupled to the network 110 without inventive
faculty. Examples of other devices include, but are not limited to, servers, computers,

15 workstations, terminals, input devices, output devices, printers, plotters, routers, bridges,
cameras, sensors, or any other such device known in the art. Computer 120 may be of any
kind known in the art that are able to communicate on the network 110. Servers 130A-C
may be any servers known in the art, including web, database, print, or application servers,
More importantly, servers 130A-C may generate, originate, or participate in an electronic

20  transaction that requires user authentication. A server participating in an electronic
transaction is referred to as a “transaction server” 130.

Network 110 may be any communication network known in the art, including the
Internet, a local-area-network (LAN), a wide-area-network (WAN), or any system that

links a computer to an authentication server 135. Further, network 110 may be of



Internet, a |local-area-network (LAN), a w de-area-network (WAN), or any
systemthat |inks a conputer to an authentication server 135. Further,
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accordance with any topology known in the art, including star, ring, bus,
or any conbi nation thereof. Authentication server 135 is connected to a
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a caller database. In some embodiments, transaction server 130, requiring user
authentication, may also be the same apparatus as the authentication server 135, without
any loss of functionality.
Embodiments will now be disclosed with reference to a functional block diagram
15 of an exemplary authentication server 135 of FIG. 2. Authentication server 135 runs a
multi-tasking operating system and includes at least one central processing unit (CPU)
102. CPU 102 may be any microprocessor or micro-controller as is known in the art. For
example, CPU 102 may be a microprocessor, such as the Pentium III™ processor
manufactured by Intel Corporation. The software for programming the CPU may be found
20  at a computer-readable storage medium 140 or, alternatively, from another location across
network 110. CPU 102 is connected to computer memory 118. Authentication server 135
is controlled by an operating system (OS) that is executed within computer memory 118.
CPU 102 communicates with a plurality of peripheral equipment, including

computer network interface 116 and telephone network interface 112. Additional



network 110. CPU 102 is connected to conputer nenory 118. Authentication
server 135 is controlled by an operating system (0OS) that is executed

Wi t hi n cowd@ensigenory 118. CPU 102 conmuni cates with a glcayédonfiyro9f

peri pheral equi pnent, including conputer network interface 116 and
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located from CPU 102, and be connected to CPU 102 via a network 110 such as a local
area network (LAN), a wide area network (WAN), or the Internet.

Microphone 108 may be any suitable microphone as is known in the art for
providing audio signals to CPU 102. In addition, a speaker (not shown) may be attached
15 for reproducing audio signals from CPU 102. It is understood that microphone 108 and
speaker may include appropriate digital-to-analog and analog-to-digital conversion
circuitry as appropriate.
Data input port 114 may be any data port as is known in the art for interfacing with
an external accessory using a data protocol such as RS-232, Universal Serial Bus (USB),
20  or Institute of Electrical and Electronics Engineers (IEEE) Standard No. 1394 (‘Firewire’).
Network interface 116 may be any interface as known in the art for communicating
or transferring files across a computer network, examples of such networks include
Transmission Control Protocol/Internet Protocol (TCP/IP), Ethernet, Fiber Distributed

Data Interface (FDDI), token bus, or token ring networks. In addition, on some systems,



an external accessory using a data protocol such as RS-232, Universal
Serial Bus (USB), 20 or Institute of Electrical and El ectronics Engi neers

(I EEE) Steed@rodsido. 1394 ( Firewire'). Network interface kG gy 1ba4any
interface as known in the art for comrunicating or transferring files
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transaction processor 206, and a call handler 210. Data processor 202 interfaces with
display 104, manual input device 106, storage medium 140, microphone 108, data input
port 114, Internet network interface 116, and telephone network interface 112. The data
processor 202 enables CPU 102 to locate data on, read data from, and write data to, these
15 components.
Application interface 204 enables CPU 102 to take some action with respect to a
separate software application or entity. For example, application interface 204 may take
the form of a windowing user interface, as is commonly known in the art.
Transaction processor 206 handles an electronic commerce transaction.
20 Transaction processor 206 approves or disapproves of transactions depending upon the
verification of a user by call handler 210. The results of transaction processor 206 may be

recorded on storage media 140 as a transaction log 242. Call handler 210 may be further

comprised of a caller ID processor 212 and a caller verifier 214. These components of call



separate software application or entity. For exanple, application interface
204 may take the formof a wi ndow ng user interface, as is commonly known
in the ariyvo obfpaggacti on processor 206 handl es an el ect r onipgTERMTBRTIOE
transaction. 20 Transaction processor 206 approves or di sapproves of
transacti ons dependi ng upon the verification of a user by call handler
210. The r dsnlles2iffinteraansitics korwnpratiaehnbisc 204 an@ynah ®est be odeektsbdadithst or age
media 140 as a transaction log 242. Call handler 210 nmay be further
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the flowmharts of FIGS. 4, 5a and' 5b, as described below. FIG 4 is a flow
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wi th an enbodi nent of the present invention. As shown in block 302, process
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in an el ectronic transaction that requires a user aut henti cati on.

det er m nat i 1QRsd¥BYn M8t 1@&&-‘1&5@hkégﬁﬂerp&atlcﬁnyhlgﬁa%lwﬂm %eta%n%hghedlbgd udi ng
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300 initiates transaction serveér 0Oto sen t (also

known as a ctlo tifi N aut hent| Lon serv 35. The
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i denti fi Thebuser ng fier can be any information that i denti fies the
user as‘'a pAFHS %‘?g?lﬁlée actl on, 15 including: nanme, social security

nunber, or an mlar iLdentjfier. The transaction
y ?n lt‘ock 6 process 300 mEt{ates fransaction server 130 to sends authentication

request (also known as a “transaction notification”) to authentication server 135. The
authentication request may comprise a user identifier and a transaction identifier. The user
identifier can be any information that identifies the user as a party of the transaction,

15 including: name, social security number, or any other similar identifier. The transaction
identifier identifies the transaction that requires the authentication. Additionally, in some
embodiments, the user’s electronic mail address may also be encoded within the
authentication request. The notification is conveyed to authentication server 135 via
network 110. In embodiments that combine authentication server 135 with transaction

20 server 130, the notification may be sent internally within the device itself.

In block 310, process 300 waits for authentication server 135 to respond to the
authentication request. Upon receiving a response from authentication server 135, process

300 determines whether the received response indicates that the user is authenticated.



identifier identifies the transaction that requires the authentication.
Additionally, in sonme enbodinents, the user's electronic nmail address nmay
al so be ewgngdadsii thin the authentication request. The naidfipauten i s
conveyed to authentication server 135 via network 110. In enbodi nents that
conbi ne authentication server 135 with transaction 20 server 130, the
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process 300 waits for authentication server 135 to respond to the
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server 135, process 300 determ nes whether the received response indicates
that the user i FlauidwaFIGaEde fidw WReRAsAEFidnoieddebiSAD/Ad 4690 When the user
is authenticated by the authentication server 135, the transaction is

approved, begeltidh? Prddthenvhsessoldigoribt altsamhbhRatibsscdichtd FOMaL domrbFock 314.
FIG b5a and FIG 5b are flow diagrans depicting process 400 and 450,
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the point of 5 view of authentication server 135. Authentication server
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transaction server 130 in block 401. Transaction processor 206 decodes the
user identifded o r&!&?so? bFRGdels % JS%BMI?EP@SEE&FQMJC %gﬁtl}%p %rox%at i on
request. In block transaction processor ransacti on
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participation in a transactlgn % te that in som embodlments the transaction PIN may

contain alphanumeric characters including as well the symbols “*” and “#”, words or a
sequence of letters that can be entered via a telephone keypad.
Embodiments that generate numeric transaction PINs may generate a pseudo-

15 random number by any means known in the art. Embodiments that use letters may
generate a pseudo-random series of letters and numbers or may use a dictionary to
generate the transaction pin. Some embodiments look up the user’s entry in the caller
database 244, and append or store the transaction identifier and the transaction pin as
fields in the caller database 244, or as part of the transaction log 242.

20 In block 405, process 400 transmits the transaction PIN to the user. The transaction
PIN is sent to the user by transaction processor 206 via network interface 116 and network
110. In all embodiments, the user is provided a telephone number that they are required to
call to authenticate themselves as a valid user in the transaction. The telephone number

provided is connected to authentication server 135 via telephone network 150. In some



15 random nunber by any neans known in the art. Enbodi nents that use

|l etters may generate a pseudo-random series of |etters and nunbers or may
use a di chigonp@iyiet 0 generate the transaction pin. Sone erfpadidugeat®4! 00k up
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transaction identifier and the transaction pin as fields in the caller
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t he aut hentication request. Still other e ment s “di splay the transaction
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via its telephone network interface 112. The call is then routed to call handler 210. In
some embodiments, the caller ID signal delivered as a V.23 modem signal between the 1st
and 2nd ring cycles. In embodiments connected to an ISDN line, the Caller ID is delivered
15 over the D (signaling) channel at the initial onset of call setup in compliance with ITU-T
specification Q.81.3. Regardless of the implementation of caller ID, the caller ID
processor 212 derives the user’s telephone number. Caller verifier 214 takes the telephone
number and looks up the caller identity in caller database 244,
If the telephone number cannot be determined, or the caller is not a known user of
20 the system (as determined by caller database 244), the phone call is ignored, and
authentication server 135 hangs up, block 408.

Otherwise, if the caller is identified as a known user in caller database 244, the

caller is prompted to enter the transaction PIN, block 410.



some enbodi nents, the caller ID signal delivered as a V.23 nodem si gna
between the 1st and 2nd ring cycles. In enbodi nents connected to an | SDN
i ne, thewgal2ogsisl D is delivered 15 over the D (signaling)pcanaaigtoat the
initial onset of call setup in conpliance with ITUT specification Q 81.3.
Regardl ess of the inplenentation of caller 1D, the caller ID processor 212
derives the userlfthe trehsapiimorRNrutbelrby thiadaller mateties theane 26 td Bk esr bhe

t el ephone nunber and | ooks up the caller identity in caller database 244.
| f the tel gabanes(iyaddteraed Oy thesacttheictetofR060he b iCakleaficdd, ARt a known
user of 20 the system (as determ ned by caller database 244), the phone
call is ignednedtiiondiverddt hdnfolset dfole HBTeMEdatidBhy MAHGS nétRorkohRekcH08,

O herwise, if the caller is identified as a known user in caller database
244, the ocsbdkeridais pronpted to enter the transaction PIN, block 410. 9 WD
02/ 01516 PCT/ USO1/ 17704 1f the transaction PIN entered by the caller

mat ches 4 he one [5@BtrahQctidhPINSBferdd)by OGBS SI08O8bt nBRhEIEhE LR Rt e
transacti on processor 206, the user is authenticated, and transaction

server 130 sy, hdMrBtd® ' i i i nterface
116, bl ock 414, 5 1f thgﬁ{a?%ﬁtgdaﬁ:ﬁdgﬁéog?% ’ g%taghrﬁglg%@&{]ﬁgs’ %gcf @sgcéfogs not

mat ches t he& QRe|FeT ﬁnf&&e%lg? fhglféiﬁlrre bythe SR MEMRH i%%rfaéeaq@aﬁfsio&g processof

206, the authentication , and ‘transaction server O i's I'nfornmed of

the failur een%?%r%?xtes'aﬂgﬁ CAede &ﬁ&éﬁn&pk%&ﬁft& ?Ocr%-ei]ﬁ]éfgle Itrra]mssa(c)trirchclifﬁgﬁl%g% ment s

users can be o an opportu re-enter e trans N, bl ock
416. 10 They,,Qut cone of the authentication may be recorded in a transaction
| og 242. The previous description of the enbodinents is provided to enable

r n .
any pergo The outcome of the authentication may be recorded in a transaction log 242.

The previous description of the embodiments is provided to enable any person
skilled in the art to practice the method. The various modifications to these embodiments
will be readily apparent to those skilled in the art, and the generic principles defined herein
may be applied to other embodiments without the use of inventive faculty. Thus, the

15 present invention is not intended to be limited to the embodiments shown herein, but is to
be accorded the widest scope consistent with the principles and novel features disclosed

herein.
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skilled in the art to practice the nmethod. The various nodifications to
t hese enbodi nents w1l be readily apparent to those skilled in the art,

and t he geawaniogsieri nci pl es defined herein nmay be applied gca@odgt704
enbodi nents wi thout the use of inventive faculty. Thus, the 15 present

invention is not intended to be limted to the enbodi nents shown herein,
but is to be accorded the w dest scope consistent with the principles and
novel features disclosed herein. 10 WO 02/01516 PCT/US01/17704 WHAT IS
CLAI MED | S:WHATAS GIppIMED IS conprising: a first network interface
connected to a conputer network, configured to receive a transaction
notification, tHe transapdratonicangirisingcati on containing a user 5 identifier
that identifies a participant to an electronic transaction; a processor,
connected to the fir stirmatworkkinierfaey E@nestedionfcomputethdrooripdonfigured® user
identifier to a user phone nunber in a caller database and generate a

transacti on Pl Nredelve afttansictioteioticdtion)the irhae&ioh dbadaticn tdigaihih@aRgagt i on pin
the participant; and 10 a second network interface, connected to the

processoy and a idealifetpRedenABEMSakiicifaNbial YleBfodiOtdRERioNe a phone call from
a caller wwth a caller phone nunber, wherein the processor pronpts the

caller for a caller RipfbcedsB cHmOAESRMe fitkRBIdrk iR B oRAIIES toiRhgPPhoNe
nunber, and the processor authenticates the participant when the caller

phone nunber an%meﬁdaﬂ%ﬁt&mm%oﬂ@ﬁmeaméahterhdlaﬁabageaaﬂég&kkaeﬂapi n and the

caller pin match. 2. The apparatus of claim1, e processor further
conpri sing. transaction PIN, the first network interface forwards the transaction pin the

participant; and
10 a second network interface, connected to the processor and a telephone
network, configured to receive a phone call from a caller with a caller phone
number, wherein the processor prompts the caller for a caller pin, the processor
identifies the caller telephone number, and the processor authenticates the
participant when the caller phone number and user phone number match and the
15 transaction pin and the caller pin match.
2. The apparatus of claim 1, the processor further comprising:

a transaction processor that matches a user phone number to the user
identifier, generates a transaction pin, and authenticates the participant when the
caller phone number and user phone number match and the transaction pin and the

20 caller pin match.
3. The apparatus of claim 2, the processor further comprising:
a caller ID processor, connected to the transaction processor, configured to

identify the caller telephone number.

11



a transaction processor that matches a user phone nunber to the user
identifier, generates a transaction pin, and authenticates the partici pant
when t he weadaloggisphone nunber and user phone nunber nat ch pAdySog7704
transaction pin and the 20 caller pin match. 3. The apparatus of claim 2,
the processor further conprising: a caller ID processor, connected to the
transacti on prodessoilhe appafatuf eldint 3, the preswssdr yurtheecanadrisimg: t el ephone nunber
11 WO 02/01516 PCT/ US01/ 17704 4. The apparatus of claim3, the processor
further conprising: acdhlreifiev,eondeced jo the raeatted praetshe conf@nsead | on
processor, configured to match the user identifier to the user phone
nunber in the caldidrtheladeahlastifier o théuseeplivad namb@rin tiergller datteRei vi ng a
transaction notification via a first network interface, the transaction
notification comtai niAngethodisiprisignt i fier that identifies a participant to
an electronic transaction; matching a user phone nunber to the user

identifier; generat idtgivihgtaltAansaGdn RfifiPitdn vils fildf WaleH: Nderfdeg, the ansact i on
pin the participant; receiving a phone call via froma caller with a caller

phone number Vi @rafsacGRCRIHCARNL OB tKiningla@kErageitifiBy (BAMddnABesd NRrticlah @b ahor a
caller pin; verifying that the caller is a user when the caller phone

nunber and user ¢lhoRbgRgdoaber match; and

matching a user phone number to the user identifier;
generating a transaction pin;
10 forwarding the transaction pin the participant;
| receiving a phone call via from a caller with a caller phone number via a
second network interface;
prompting the caller for a caller pin;
verifying that the caller is a user when the caller phone number and user
15 phone number match; and
verifying that the caller is a participant to the electronic transaction when
the transaction pin and the caller pin match.
6. The method of claim 5, further comprising:
authenticating the user of the electronic transaction when the caller is
20 verified as a user and when the caller is verified as a participant to the electronic
transaction.
7. The method of claim 6, further comprising:
informing a transaction server whether the user of the electronic transaction

is authenticated.

12



verifying that the caller is a participant to the electronic transaction
when the transaction pin and the caller pin match. 6. The nethod of claim

5, furthewo@mticsi ng: aut henticating the user of the el eqg@Nos/ 17704
transaction when the caller is 20 verified as a user and when the caller is

verified as a participant to the electronic transaction. 7. The method of
claim6, furthes. conphd methed of aidfimriunderccoinpaisiagct i on server whet her the
user of the electronic transaction is authenticated. 12 WO 02/ 01516

PCT/ US01/ 17704 8. Temcabighiackl@trosit abibadtionfwiheh i@y userTlie esdcirgnic cancel i ng t he
el ectronic transacti on when the user of the electronic transaction is not

aut henti cat ed. QanshbeonBhftQdiheihticeteal m 8, further conprising: 5 recording an
outcone of the user authentication in a transaction log. 10. The method of

claim9, wherein gengrdhbifed & JIdiRArS asthbOdnPriBings acconpl i shed by
generating a pseudo- random combi nati on of nunbérs and letters. 11. The

method of claim9, “ﬁ%&%h@aﬁ%ﬂ@Bﬁébﬁﬁeéﬁ%&ﬁﬂ§@ﬁ&kﬁnnEhﬁmhﬁmn@ﬁ&onp|'Shed by
generating a pseudo-random sel ection of a word or words froma 10

dictionary. 12. {f COfFRULEfod &Pﬁﬁiﬂ'ﬁwﬂﬁ@ln%@r%%%n%ﬁ&a fata and

i nstructions, the data and rnstruétions caus an appar atus executing the

Instructions to, [GeaNA 1 obheANRBE D@0 MHdb SbindRondFhufhblis hid [eh&kWor K

interface, the

11.  The method of claim 9, wherein generating a transaction pin is
accomplished by generating a pseudo-random selection of a word or words from a
10 dictionary.
12. A computer-readable medium encoded with data and instructions, the data
and instructions causing an apparatus executing the instructions to:
receive a transaction notification via a first network interface, the
transaction notification containing a user identifier that identifies a participant to an
15 electronic transaction;
match a user phone number to the user identifier;
generate a transaction pin;
forward the transaction pin the participant;
receive a phone call via from a caller with a caller phone number via a
20 second network interface;
prompt the caller for a caller pin;
verify that the caller is a user when the caller phone number and user phone

number match;

13



transaction notification containing a user identifier that identifies a
participant to an 15 electronic transaction; nmatch a user phone nunber to

t he user Wwdppiohficer; generate a transacti on pi n; forwardptchg_ygoﬁ,qmacti on
pin the participant; receive a phone call via froma caller with a caller -

phone nunber via a 20 second network interface; pronpt the caller for a

caller pin; verify t hetifytipehat el calleriiSa partisipint Wheeelbh@nRatdneictioth@Rg nNunber
and user phone nunber match; 13 WO 02/01516 PCT/ US01/17704 verifying that

the caller is a thatinsadtipApin 4nd thehall@ pBEHBERI C transacti on when the _
transaction pin and the caller pin match. 13. The conputer-readabl e nedi um

of claim12 furtiBer aneosteghidititiabidthiedARtlof dditn YedHeP Bitoddd\Gititl@kfafind
i nstructions causi ng an appar at us executi ng the 5 instructions to:

aut henti cat e t hangisetiondfthé Bfa @Acﬁﬁéth@ﬂér% chisARSA Pbé?ﬂué"éﬁ@utfng?hecal ler is
verified as a user and when the caller is verified as a participant to the

el ectrong ¢ trangaebfidio:14. The conputer-readabl e nedi um of claim 13
further encoded with data and 10 instructions, the data and instructions

causing an appar at us ,@%&fidhte B usblor et HGE 'trg&ﬁct{oﬂ whemh% Jhé i v 8HRgCt Fon

server whether the user of the electronic transac
as a user and when the caller is verified as a participant to the electronic

transaction.
14, The computer-readable medium of claim 13 further encoded with data and
10 instructions, the data and instructions causing an apparatus executing the
instructions to:
inform a transaction server whether the user of the electronic transaction is
authenticated. |
15, The computer-readable medium of claim 14 further encoded with data and
15 instructions, the data and instructions causing an apparatus executing the
instructions to:
cancel the electronic transaction when the user of the electronic transaction
is not authenticated.
16.  The computer-readable medium of claim 15 further encoded with data and
20 instructions, the data and instructions causing an apparatus executing the
instructions to:

record an outcome of the user authentication in a transaction log,

14



aut henti cated. 15. The conputer-readabl e mediumof claim 14 further encoded
with data and 15 instructions, the data and instructions causing an

appar at uswexeadtichg the instructions to: cancel the el ectpc@mpiit@psacti on
when the user of the electronic transaction is not authenticated. 16. The
conput er -r eadabl e medi um of claim 15 further encoded with data and 20
instructions, th¥.datkheannputastendable msiunt afidaimg 6aWherpiadeMrating@xecut i ng t he
instructions to: record an outconme of the user authentlcatlon in a
transaction | og.trandabtiWOpids A:L6MPIRET b RAdialidy DfscudLrand i c6RNRMIEFT eadabl e
medi um of claim 16, wherein generating a transaction pin is acconplished
by generating a nqumatefiend &mEeam conbi nati on of nunbers and letters. 18. The
conput er -readabl e medi um of claim 16, wherein generating a 5 transaction

pin is acconplisised h&aeg@;ﬂgnatﬂea&b@ RIS dAndeMR&LiA Ghittigh @ word or
words froma dictionary

5 transaction pin is accomplished by generating a pseudo-random selection of a word

or words from a dictionary.
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