SYSTEM AND METHOD FOR DI STRI BUTI NG W RELESS NETWORK

ACCESS PARAMETERS BACKGROUND OF THE | NVENTI ON [ 0001]
wo2@ @381t he | nvention [0002] This invention BENEsANG6/§38533

relates t o wirel ess communi cati ons and, nore

particularly, t o a systema met hod for providing

access paraneters for a wrel ess comruni cati ons

network that are obtained for a user ternminal via a
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Local Area Network (WLAN) typically includes an Access

Point (AP) hard-wired to an Internet Protocol (IP)
networ k. Mbile user termnals (UTs) such as a

not ebook compBACKGRQIGND OX JHE NTEON ( PDA)
or a nulti-node cellular tel ephone wirelessly

communi cate with the AP. The AP functions as a bridge
[p601jeEield ofithe finveiltidt he | P network) and a wirel ess

LAN rmtting UTs ta.co nicate yia the Internet.
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to a di stance of apout 500 feet froman AP. [0005]
Vise? different commmanications BehWoORE-cat i ons while in

i.on, the.UT ccess a new WLAN, or a
E%#]eﬁgﬁ?nﬁfﬁoﬁlR@%@_X‘%@W&&N To acconplish this, the

04]9A%oh6§nﬁoﬁﬁﬁm9elb§b EM%N eRaNetwakotWRANtypically
ypi'cal |y based upon service request areas and tyﬁeir

nRgudesan Ascesst Poialt (AR hard-wined &»ahilnjemtet #rotocol dP)
T I TR R e
Personal Digital Assistant (PDA), or a multi-mode cellular telephone
wirelessly communicate with the AP. The AP functions as a bridge between
a wired LAN (the IP network) and a wireless LAN, permitting UTs to
communicate via the Internet. WLANSs generally compliant with IEEE
802.15 and Bluetooth permit a UT to communicate with an AP, up to a
distance of about 100 feet. WLANSs generally compliant with IEEE 802.11
permit the UT the range up to a distance of about 500 feet from an AP.
[0005] Therefore, to maintain communications while in motion, the UT may
have to access a new WLAN, or a different AP in the same WLAN. To
accomplish this, the UT requires a change in WLAN access information,
typically based upon service request areas and their APs. As a practical
matter, the ability of a UT to access a WLAN on-the-fly limits the
serviceable area of the WLAN and the guarantee of services.

[0006] One conventional solution to the access problem has been for WLAN
users to manually enter into their UTs, the WLAN access information
associated with some frequently-used service areas, such as their home,
office, and local café. This WLAN access information may include AP setup

information related to the WLAN and TCP/IP-related information. When
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i nconvenient in that the user nust go through the step
wferps ehioeedithylogatesl. and it is inconvenient in that the
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&%ﬁ'o?%?anually selecting registration information. Further, this method
does not help if the user must access an AP or WLAN for which registration
information has not been preloaded. In addition, even if the user is inclined
to preload registration information, this method uses memory resources,
which are often limited in portable devices.
[0009] It would be advantageous if a UT could access a wireless network
automatically, without the necessity of manually entering registration

information, or maintaining the registration information in the permanent

memory of the UT.
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mai ntaining the registration _information in the
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network, then the WLAN secCurity keys are unlikely to
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RS Radss parameters database. For example, cellular network security
procedures are both effective and well established. If the UT communicates
with the access parameters database via a cellular network, then the WLAN
security keys are unlikely to be compromised.
[0013] Accordingly, a method is provided for distributing wireless network
access parameters in a multi-mode communications UT. The method
comprises: establishing a link between a UT and a first communications
network (i.e., a cellular network); accessing a parameters server via the first
network; downloading access parameters for a wireless, second
communications network (i.e., a WLAN); and, using the downloaded access
parameters to establish a wireless link between the UT and the second
communications network.
[0014] The downloaded access parameters may include information
associated with a WLAN AP such as a security key, Service Set IDentifier

(SSID), traffic channel allocation, and optimization parameters including
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paraneters. [0018] Fig. 2 is a schematic bl ock di agram
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parameters server.

[0019] Fig. 3 is a schematic diagram, depicting a particular embodiment of
the system of Fig. 1.

[0020] Fig. 4 is a flowchart illustrating a method for distributing wireless
network access parameters in a multi-mode communications UT.

[0021] Fig. 5 is a flowchart illustrating a method for distributing IEEE

802.11 access parameters in a multi-mode communications UT.

[0022] DETAILED DESCRIPTION

[0023] Fig. 1is a schematic block diagram of a system for distributing
wireless network access parameters. The system 100 comprises a multi-
mode user terminal (UT) 102. The UT 102 comprises a first subsystem 104
for establishing a link 106 between the UT 102 and a first communications
network 108, and for downloading access parameters for a second
communications network 110. The first subsystem 104 is enabled using
transceiver, de/modulation, and processing circuitry (not shown), as would

be understood by one skilled in the art of communications. A second



network access paraneters in a nulti-node
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WO kdoamss7at i ng a met hod for distributing | EEE 8BCT/1$2006/038533
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broadcast signals, and relays the information captured in monitoring, to the
first subsystem 104. Then, the first subsystem 104 accesses the parameters
server 116, cross-referencing the MAC address to parameters required to
access the base terminal 120. Alternately, the first subsystem 104 may
receive an IP address associated with base terminal 120, and the IP
information is used to cross-reference access parameters for the base
terminal 120.

[0025] Fig. 2 is a schematic block diagram depicting an exemplary
parameters server. Some examples of the types of information that can be
downloaded include a security key, Service Set IDentifier (SSID), traffic
channel allocation, Wired Equivalent Privacy (WEP) setup data, and
optimization parameters such as transmit power, receive power, transfer

rate, quality of service (QoS) settings, and operational mode. This list is not

intended to exclusively cover every possible kind of registration information
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MR PR RSt itmokk 108 sed Htn ipgsatily communicate 1o the UT 102
via a wireless medium. "That is, link 106 may be a hard-wired link. The
second communications network 110 can be an IEEE 802.11, Bluetooth,
WiMax, IEEE 802.15, or a cellular telephone network. Again, this is not an
exhaustive list of possible networks, but rather, some examples of networks
that cannot be used by a UT until access parameters are supplied by that
UT.

[0028] Fig. 3 is a schematic diagram, depicting a particular embodiment of
the system of Fig. 1. In this example, the first subsystem 104 is a cellular
subsystem that establishes a link 106 with cellular telephone network 108.
This link is used to download a security key for the second communications
network 110 that may be an IEEE 802.11, Bluetooth, WiMax, or IEEE
802.15 network, which will be referred to herein as a WLAN. The WLAN
security key may a 64 or 128-bit code for example. Cellular network
security features are well established and reasonably robust. Therefore,

there is an assumption that access to the parameters server 116, and the
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Ehﬂﬁﬁl’l@nﬁfb e 8Tikewise a device identifier. International Mobile
Subscriber Identity (IMSI) is a number used to identifier a subscriber

(phone number) in a cellular network. Mobile Identity Number (MIN) is the

10-digit number previously used in North American networks, which has
since been replaced by IMSI. Other types of identifiers can potentially be
used, as long as they are known by both the UT and the cellular network.
This methodology would be useful for initializing cellular telephones that
are shipped without identities, so that this process can be performed at
home by a user, or automatically performed at a phone carrier’s service
facility.

[0031] In another aspect of the system, the trust established between the UT
and the first network can be leveraged to verify the UT subscriber identity.
If the first network is a cellular telephone network, then a high level of trust
can be established, as cellular network security procedures are well

developed. The access parameters for the second network can be



120. The WLAN subsystem 112 nonitors the | EEE 802. 11

network 110 and detects a MAC address or network ID
was@oossied (or both) with an AP 120. The cel | BA'BIS2006/038533

subsystem 102 supplies the AP MAC address and network
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that are indexed using the phone number to deliver the information.

[0034] For example, the WLAN server may call the mobile phone number
and make sure that the user answering the phone is the actual subscriber.
This validation can be done over the data (databurst) channel that is
already engaged in the voice call requesting the access parameters. Another
option is to use the Short Message Service (SMS) channel. The WLAN
server may send the access parameters in an SMS to the subscriber's mobile
number. A third option may be to use cellular network data services to

perform a mobile terminated data call to the UT.

[0035] Functional Description

[0036] Fig. 4 is a flowchart illustrating a method for distributing wireless
network access parameters in a multi-mode communications UT. Although
the method is depicted as a sequence of numbered steps for clarity, the

numbering does not necessarily dictate the order of the steps. It should be
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communications network such as an Ethernet, IEEE 802.11, IEEE 802.15,
Bluetooth, WiMax, or a cellular telephone network. In a different aspect,
establishing the link between the UT and the second communications
network in Step 408 includes establishing a link to a second
communications network such as an IEEE 802.11, Bluetooth, WiMax, IEEE
802.15, or a cellular telephone network.

[0040] In one aspect, accessing the parameters server via the first
communications network in Step 404 includes substeps. Step 404a supplies
a MAC address associated with a second network base terminal. Step 404b
accesses a database cross-referencing the MAC address to parameters
required to access the base terminal.

[0041] In another aspect, accessing the parameters server via the first
communications network in Step 404 includes alternate substeps. Step 404c

supplies an identity (ID) associated with the UT. Step 404d accesses a

database cross-referencing the UT ID to parameters such as QoS, IP



[ 0035] Functional Description [0036] Fig. 4 is a

flowchart illustrating a nmethod for distributing
wWoweeloasssl net wor k access paranmeters in a mnultiP@DUS2006/038533

comuni cations UT. Although the nethod is depicted as

a sequence of nunbered stepslfPor clarity, the

nunberi ng does not necessarily dictate the order of

the steps. It should beunderstood that sone of these

a?dcﬁa§s BaxeRfy ShiRRAio) fubabiBthslk) DING @hfoematidh, and

per f or ned WI%IhOUt t he reqw rement of maintaining a

griogiraphicabllocatibnsequence. The nethod starts at Step

(e By i i ERADG AR o 35 Tk Blephone

%e%rﬁ”%ﬁ& rS?teé 20B&owiilBadd's sfebﬁﬁﬁy ReY W & sec%h%lpnék%rk that

ownl oads access paraneters for & wirtel ess, second
mayrhengitledn amERE 802.11, Blhegtodil Wiﬂ‘dax; el BBEr802atfe detwork.

access paraneters to esta lish a s. i nk bet

PRes ORI WRes B SRISE RN 10 SC TN Ao Db RePvpgo 4Bp UT and
downl oadi ng access paraneters for the

Ag%%n?@%ﬁ%%% cations network in Step 406 includes

sz}l Doehd gspevh Osdtablishingtitie lask Betvesd tHe/URbynd 85 Brst
traffic channel allocation, WEP setup information, and

@pnmﬁnz@atmms mrku@r%tepm l@sludﬁSz%taldiﬁlpagm lsvgth a

ERtubP EAE e ARST e, BRI Tie BRI GrRQMELs o BAANSE Step. Step
%@Vbﬁﬁeﬁﬁmtsub@&t@@ﬂ' ideiittg ihRespdride. t@&h@ﬂ@’[‘ e%flaﬂ)liéﬁmg a

and the first conmunications network in Step 4
link|witle $he selblarsidtwyr. mhm downlaoafdmgtaccess parameters for

ommuni cati ons network |.EEE
seffnﬁ ceEmapsa iOnSE wp S%‘W %hg @Pdss deyinlgagding

e
eeimplds Step 806 m4P downddadiaccess pabdmstérsyia al dhainniebsach as a

second communi_cati ons netwaor k s ch as an
esllidap setwoxky databurgtghannel, a cel ular networ. FS%ort %fessage

Service (SMS) channel, or a cellular network UT terminated data call. All

these download processes automatically verify UT subscriber identity on the
basis of trust established between the UT and the cellular network.

[0044] Fig. 5 is a flowchart illustrating a method for distributing IEEE
802.11 access parameters in a multi-mode communications UT. In this
example Step 401a monitors the IEEE 802.11 network. Step 401b detects a
MAC address and network ID associated with an AP. Step 402 establishes a
link between the UT and a cellular telephone network. Step 404 supplies
the AP MAC address and network ID parameters to a parameters server via
the cellular network. Step 406 downloads a security key for the monitored
AP in the IEEE 802.11 network, and Step 408 uses the security key to
establish a link between the UT and a IEEE 802.11 access point (AP).

[0045] A system and method for distributing wireless network access
parameters in the context of a multi-mode communications UT have been

provided. Details of specific network parameters, identification, and



802.15, or a cellular tel ephone network. [0040] In one
aspect, accessing the paraneters server via the first
W@ oomioss78at i ons network in Step 404 includes sSPUBUSO6/038533
Step 404a supplies a MAC address associated with a
second network base termi nal. Step 404b accesses a
dat abase cross-referencing the MAC address t o
paraneters required t o access the base termnal.
seauity protacds heve bepr pireseaded doihvelp ekplapa theretwmdion.
rver vi,a the fjrst c I cati,ons, net k.in Ste . L.
IVEE) Hifetvention 5ot LB Led 50 jush tissa details, pQﬁveéngtwns
L darhbyditddds %g $RE oM %vpl bBGuMb th%%@ E]ﬁ#f&i%n the art.
accesses a database cross-referencing the I'Dto
paranmeters such as QoS, |Paddress, gateway
i nformati on, subnet mask, DNS information, and
geographical |ocation. [0042] In one exanple, Step 402
establishes a link with a cellular tel ephone network,
and Step 406 downl oads a security key for a second
network that may be either an | EEE 802. 11, Bl uet oot h,
W Max, or | EEE 802. 15 network. Then, Step 408 uses the
security key to establish a link between the UT and a
second network. [0043] In one aspect, establishing the
link between the UT and the first comrunications
network in Step 402 includes establishing a link with
a cellular tel ephone network, and the nethod conprises
a further step. Step 403 verifies a UT subscriber
identity in response to the UT establishing a |ink
with the cellular network. Then, downl oadi ng access
paranmeters for the second comuni cati ons network in
Step 406 includes downl oadi ng access paraneters in
response to verifying the UT subscriber identity. For
exanple, Step 406 nay downl oad access paraneters via a
channel such as a cellular network databurst channel,
a cellular network Short Message



Service (SMS5) channel, or a cellular network UT

termnated data call. Al these downl oad processes
wa@uoaaogss7scal |y verify UT subscriber identity oPCT/i82006/038533

basi s of trust established b%ween the UT and the

cellular network. [0044] Fig:-“5 is a flowhart

illustrating a nethod for distributing | EEE 802. 11

access paraneters in a nulti-node comrunications UT.

In this exanple Step 401a£2%s the | EEE 802. 11
networ k. Step 401b det ect address and network

I D d AP S 402. blish | i

bt neen t i Ur Tot i e PRy EichBiBS st feing] L),
|

AUhRHRR dii) a?npé& M AR OGS SEMS LD the method

d@,%nlyiq . Step 406 downl oads a security key for the
' d AP in the | EEE 802. 11 network, and Step 408

uses the Se%wmﬁémng%yhﬂe bBEkEd h W T arld @ﬁrﬁeédfﬁﬁmnﬁ&&mns
UT and a | EEE 802.11 access point (AP). [0045]

matsioeky and nmet hod for distributing wirel ess netvvork
access paraneters in the context of a nulti-node
conmuni catdcoessihg ahparenisters piroer sedthdfitstinetwolk;
specific network paraneters, identification,

andsecur i tdovynloadmg acchay pataraetays dseavdreless, lsetqnd
expl ain the inventjon. However, the invention is not
qorpmuBicatinssietiosleandt ai | s. Other variations and

enmbodi nent s ., of ntion will occur to tho
skilled i P¥R8* t\? 5?@&%?[@1&0%5 RatAIRetersdeestablish a wireless

¢ i cat |,on se ern a et ho
REPERRERH HEF T SR LS R et G eTvars. ¢ he
met hod conprising: establishing a |i nk bet ween a UT
and a first communi cations network; accessing a

par anet er s ser v *ﬂe@h&ﬁ‘%fﬁl‘ il 1 We\f‘@i[nk% oW RN AR s
access parameters for a wr e ess, secon

SerATRBteFAfiraRS sREsNPEMMNAR cations network includes downloading
information selected from the group consisting of a security key, Service Set
IDentifier (SSID), traffic channel allocation, Wired Equivalent Privacy
(WEP) setup data, and optimization parameters including transmit power,

receive power, transfer rate, quality of service (QoS) settings, and

operational mode.

3. The method of claim 1 wherein establishing the link
between the UT and the first communications network includes establishing
a link to a first communications network selected from the group consisting
of Ethernet, IEEE 802.11, IEEE 802.15, Bluetooth, WiMax, and a cellular

telephone network.

4. The method of claim 1 wherein establishing the link

between the UT and the second communications network includes



usi ng the downl oaded access paraneters to establish a

wireless |ink between the UT and the second
w@ooomss78at i ons network. 2. The met hod of cl ai PE€LUS2006/038533

wher ei n downl oadi ng access pgéaneters for the second

conmuni cati ons network includes downl oadi ng

i nformati on selected fromthe group consisting of a

security key, Service Set IDentifier (SSID), traffic

SRS E 3 e ettt se oA o
e TR

wherei n establishing the |ink
%%ﬁ%%@%ﬁ%ﬁgﬁ&ﬁﬁan e first comuni cations network
i ncl udes establishing a link to a first comuni cati ons
network selected fromthe group consisting of
Et hernet, 3 EEE B0emkthod 6EEa8821 %erﬁ&ﬁéc@@&ﬂg tl%'f}ﬁ%ameters
and a cel I'Ul ar t el ephone network. 4. The nethod o
sdraenvib tMecfigit Rogfhahldasions gleltﬁerlk induled:ween the UT
and the second comuni cati ons network
i ncl udesestugiplyinigi anfylealih iAvkedsoCantgeion (MAGIMddread assgiated
network sel ected fromthe group consisting of |EEE
Bith. a secoBdunatorork bage MexmidatEendp2. 15, and a cel l ul ar
tel ephone network. 5. The nmethod of claim1l wherein
accessi ng 29esSPAE Ardatabase evopsrefaraneing thieMAC address to
conmuni cati ons etmork [ udes: supplying a Media
PCERe et HRBTeck o phases t g%l&i?‘%%%“&@?@gi ated with a
second network base terminal; and, accessing a
dat abase cross-referencing the MAC address to

paramet er s r eq ﬁg ﬂletltﬁ V\ﬁ%‘f’ gﬁ‘ﬁmt DGR £$%§iggltge arameters

The met hod of c ai m er ernaccessing ers
server via the first communications network includes:

supplying an identity (ID) associated with the UT; and,

accessing a database cross-referencing the UT ID to
parameters selected from the group consisting of QoS, IP address, gateway
information, subnet mask, Domain Name Server (DNS) information, and

geographical location.

7. The method of claim 1 wherein establishing the link
between the UT and the first communications network includes establishing
a link with a cellular telephone network;

wherein downloading access parameters for the second
communications network includes downloading a security key for a second
network selected from the group consisting of an IEEE 802.11, Bluetooth,
WiMax, and IEEE 802.15 network; and,

wherein using the downloaded access parameters to establish a

wireless link between the UT and the second communications network



server via the first conmuni cati ons network includes:
supplying an identity (I D) associated with the UT,
w@r@;7/03878essi ng a dat abase cross-referenci ng tPer/u82006038533
to paraneters selected from g?e group consi sting of
QS, I P address, gateway information, subnet mask,
Domai n Nane Server (DNS) information, and geographi cal
| ocation. 7. The nmethod of claim 1l wherein
.estaplishing the |I{nk between the Ul apd the fir
lsslﬁﬁgﬁi%m Dha soreiigitie ms&@'a’égé §£8$ Egﬂw@?@ tha Pikand a
with.a cell.ular tel ephone network; wherein downl oadi ng
seeRd DepEPtiet ers for the second communications
networ k i ncludes downl oading a security key for a
second network selected fromthe group consisting of

an | EEE 8Q2. 11 v%}% HELROA Br cl%!%(gf(g@%? gg%ggolz%‘gigégshe link

net wor k; and, ereln using t wWn

RAGRER tBE UT andsihaFilst RoAniinRhESAs nefolleleeded &Rablishing
and the second comuni cati ons networ ki ncl udes usi ng

4 HaksegHrd édldi@ﬁél@ﬁl@@ﬁ@hbtv%rka I'ink between the UT
and a second network. 8. The nmethod of claim1 wherein

est abl i shivahetei doiwmtoddihyeenedsheardmetets fdreheisesénd
conmuni cations network includes establishing a |ink
avmmuaicdidng retwoek éptlodes dewndoddinghesesunity deyl fondindFEE
access paraneters for the second communi cations

§04- b prtwerl; @k downl oadi ng a security key for an

| EEE 802. 11 network; and, wherein using the down| oaded..
access parihgteanysing i devnloedad acressearammeierya st Rlish

t he, UT.and, t,he seco co ni cati Qqns networ k. i ncl ude
e legs I et e T T it S8pdHou R R afion R s
i%llﬂég &ing the security key to establish a link between the UT and a
IEEE 802.11 access point (AP).

9. The method of claim 8 further comprising:

monitoring the IEEE 802.11 network;

detecting a MAC address and network ID associated with an
AP;

wherein accessing the parameters server via the cellular
telephone network includes supplying the AP MAC address and network ID
to the parameters server; and,

wherein downloading the security key for the IEEE 802.11

network includes downloading a security key associated with the monitored

AP.

10. The method of claim 1 wherein establishing the link
between the UT and the first communications network includes establishing

a link with a cellular telephone network;



| EEE 802.11 access point (AP). 9. The nethod of claim
8 further conprising: nonitoring the | EEE 802. 11

WO eanosdrsl det ecti ng a MAC address and net wor k POI/US2006/038533
associ ated with an AP; wherein accessing the
paraneters server via the cel¥ul ar tel ephone net wor k
i ncl udes supplying the AP MAC address and network ID
to the paraneters server; and, wherein downl oadi ng the
security key for_ the | EEE 802. 11 network incl udes
downl oadi ntheamssbod festhre gompsisingit ed with t he
nmoni tored AP.. 10. T thod of . claiml1 wherein
est abl i shi KerifAega ar (dentihy migspoRse fothe UT

j cati k iLnclud t abl.i shi i nk
CAIIL G O Ao Bl tegy g Ak =ning 2 1
CO o G DSl e AR R e T i ona
E&h&ﬁﬁrﬁ%aﬁ@#\g‘ﬂ[e 'oﬂ@ﬂxcld\g&r&dv@nBQMH%O%eQQ ?P&rﬁéﬁers in
par aneters or he sécon conmuni cat ons n Wor

reondE $o JeKIRipedhRURGRBSSriPEY FIERLRFS | n response to
verifying the subscriber i1dentity. 11. The met hod

of claim 10 wherein downl oadi ng access paraneters in
response toverifying the UT subscriber identity
i ncl udes dainl oTtiengetindest] pian d0etkeeiy dewaledting@lccess
selected fromthe group consisting of a cellular
petaweterdah abspatsedoarerdlingtheeUlldwbscribendddntBiydneludes
Message _Service (SMS) channel, and a cel lul ar network
adingaseesgsparamaters via a channel selected from the group
consisting of a cellular network databurst channel, a cellular network Short
Message Service (SMS) channel, and a cellular network UT terminated data

call.

12. In a multi-mode communications user terminal (UT), a
system for distributing wireless network access parameters, the system
comprising:

a first subsystem for establishing a link between a UT and a
first communications network, accessing a parameters server via the first
network, and downloading access parameters for a second communications
network; and,

a second subsystem for establishing a wireless communications
link between the UT and the second communications network using the

access parameters downloaded to the first subsystem.

13. The system of claim 12 wherein the first subsystem
downloads access parameters for the second communicatidns network

selected from the group consisting of a security key, Service Set IDentifier



12. In a nulti-node conmuni cations user termnal (UT),
a systemfor distributing wireless network access

w@aroass7er s, the system conprising: a first subC/ESmNG/038533

for establishing a Iink between a UT and a first

communi cati ons network, acceséi ng a paraneters server
via the first network, and downl oadi ng access

paraneters for a second communi cati ons network; and, a
second subsystem for establishing a wirel ess

GiiRIntredfic chanhelridldratisoe andeptiTizationt peragestersincluding
communi cations network using the access paraneters
HeRsTIh@ewer Grecpivernovest, sransfen wate, awalityel seyviceARed)

clajm 12 wherein the first st em dpwnl oads access
e Gigeq ue-‘f?ele%té’swawzzﬂﬁ@%} sehip gledanapdgprrational
sel.ected fromthe group consisting of a security key,
fce Set IDentifier(SSID), traffic channel
al l ocation, and optim zation paraneters including
transmt power, receive power, transfer rate, quality

of service 4 QS8 gkgﬂeﬁg of clMine FHdkdal %tﬁ% I¥BEYstem

(VEP) setup data, oper at i onal node. e system
8établidhé’ & JipM &y £ist Sfinfduribatiorsy Stvidrkesdlsitbd $hR8 tRe group
link to a first conmunications network selected from
thrssiging of Behsitdt] INEBfS(Z. b/ TERE S0BHE, Bldefobth) WEMax, and a
802. 15, Bluetooth, WMax, and a cellular tel ephone

cdlwlar kelephond netwyedt.em of claim 12 wherein the second
subsystem establishes a link to a second

comruni cations network selected fromthe group

consi sting_of |EEE 802.11, Bl uetooth, WMx, |EEE

802. 15, andba cEhpsyatert of elspmnt2 whegeinktheigcony subsystem

gg’tﬁ)ﬁg}lg; arl{nqti {3 r} %eg\cl)hn% ggrgrr}u%?ca{gigrfs} ngt%xposi' Ssteﬁgted from the

group consisting of IEEE 802.11, Bluetooth, WiMax, IEEE 802.15, and a

cellular telephone network.

16. The system of claim 12 wherein the first subsystem
accesses the parameters server by supplying a Media Access Controller
(MAC) address associated with a second communications network base
terminal, and accesses a database cross-referencing the MAC address to

parameters required to access the base terminal.

17. The system of claim 12 wherein the first subsystem
accesses the parameters server by supplying an identity (ID) associated with
the UT, and accesses a database cross-referencing the UT ID to parameters
selected from the group consisting of QoS, IP address, gateway information,
subnet mask, Domain Name Server (DNS) information, and geographical

location.



accesses the paraneters server by supplying a Media
Access Controller (MAC) address associated wth a

W@ e@onsB78pnmruni cat i ons networ k base term nal, PETUS2006/038533
accesses a dat abase cross-referencing the MAC address
to paraneters required to acckss the base terninal.
17. The systemof claim 12 wherein the first subsystem
accesses the paranmeters server by supplying an

identity (ID) associated with the UT, and accesses a
dat abase cA8ss- Tbpeyatranof claim LA wiprein e radtsabsystem is a

selected, fromthe graoup._consisting of (@S, |P address,
GGl PTG Ak Wit elTHioRdplepBen @ebiork

T T NS RN R,
[ 1 ul f i shi lLi nk with

col |l ar ¢ SEERBH P Reobl e TP R e Tt Segtiid bevity

éﬁ%bﬁl@h 4 Eﬁk%%%@%n gﬁ%?yg ?ﬁatd 9&%n?%5ﬂ9ﬁ5n1c3@1%n§ él);}tx{vgrk

erein the secon em uses the securit

8sleefld £t ﬁéu?\j&g}%ﬁ%@i N TRRE @O%ﬁ?‘ff’ﬂﬂletooth, WiMax,

conmuni cat 1 ons ne sel'ected fromthe group

aadJERE 80205 métwdekE 802. 11, Bl uetooth, W Max, and
| EEE 802.15 network. 19. The system of claim 12

wherein the first subsystemis a cellular subsystem

for establishing a link with a cellular tel ephone

networ k t hd9. doWhlecydtem of ekaimi 1% vibeyefrotheafirdt EBBsystem is a
802.11 network; and, wherein the second subsystemis a

sellelazsubspeiem forestaldisking aiwlongitls atnellsd amtel¢phoneseetwork
%g; ecurity key to stafblish alink wwth a | EEE

t iqwa & %umtygf&p) or ap IEH{e 88¢sklanetyrorks ands 19
wherein the,W.AN subsystem poni;tors the |LEEE 802. 11
networ k anWREEPRCEE SECRPE SHEYSIER 8 wialges ocplsirea network

m%%ggsyvédténq Rt %@es ”tal'rfé:I security key to establish a link with a
IEEE 802.11 access point (AP).

20. The system of claim 19 wherein the WLAN subsystem
monitors the IEEE 802.11 network and detects a MAC address and network
ID associated with an AP; and,

wherein the cellular subsystem supplies the AP MAC address
and network ID to the parameters server via the cellular network, and

downloads a security key associated with the monitored AP.

21. The system of claim 12 wherein the first subsystem is a
wireless cellular telephone network, and wherein the cellular subsystem
downloads access parameters for the second communications network in

response to verifying a UT subscriber identity.



wherein the cellular subsystem supplies the AP MAC
address and network I D to the paraneters server via

wo b@70887Bul ar net wor k, and downl oads a securi t pCRES2006/038533
associated with the nonitored AP. 21. The system of
claim 12 wherein the first sulfsystemis a wreless
cellular tel ephone network, and wherein the cellul ar
subsyst em downl oads access paranmeters for the second
comuni cations network in response to verifying a UT
subscri ber 22denThe\sy2izm f el aggs? Embefreinl @iencelnlwhsulaiystem
the cel|ul ar subsystem downl oads  UT subscriber
Hewnieads W rqubseriber idendityaeaifiadaccess parampteradia a channel

e

R R LT R I —
' h I, [ 1 ul Kk
U5 th S B S8 o Fod e

ggﬁg&ﬁéﬁ%g\ﬁg%ﬁ%f&%&aqﬁr aneters, the system

rirsrng:  a user termnal (UT)
conprising: a first subsystem for establishing a |ink
between the UT and a first conmunications network, and

downl oadi nggaccAssy<BehaoE HEtFibLBPwhet R hetwork access
conmuni cati ons network; and, a second subsystem for

patrabbidab] 1 systbmedoagsrisiaghuni cati ons |ink between

the UT and the second conmmuni cati ons network, using

t he accessapaubirat@iesustovielmihded U'D) ddmepifisingt

subsystem and, a parameters server having an )

i nterface connected adinsheubsyséemnfor establishing ajiilybetyveen

second network access paraneters. )
the UT and a first communications network, and downloading access
parameters for a second communications network; and,

a second subsystem for establishing a wireless
communications link between the UT and the second communications
network, using the access parameters downloaded to the first
subsystem; and,

a parameters server having an interface connected to the first

network for supplying second network access parameters.



