*159159* SYSTEM FOR DOMLQADI NG PROGRAM TO GENERAL- PURPCSE SUBSCRI BER
‘| DENTI FI CATI ON MODULE ART FIELD 5 The present invention relates to a system

for downl oading a programfroma program server mmmmmmmmmmE

subscriber identity module via a cellar phone syslﬂ ND ART
Cel l ul ar phones avail abl e mai nly across Europe have &8} ready been

desi gned by encasing in cellular phone cases a plug-in formof subscriber

identity nodul es (abbreviated as SIMs) with I C chips having progranms to
make cel lular phone's function inplenentable. In nore recent years,

2sUSi b for - snatTHeEDs, 2wk ORBLGY ERBREAE 16 cENERRLTPREDSED M ver
the world have been under SUBAEGRABERt IDENTTBHCABLONNMODUREI ul ar phone
systens, by the way, are nerely allowed to register therein an application

program 20 in a single |anguage; when gﬁ} Iﬂgzlng |nterpreters in varying
| anguages are co-resident and avail able tor eac user, is inpossible to

downl oad progranms topid |pHsekist i’rﬁ@er@@iér‘r"ﬁél&”f‘@@et§>’§t§ﬁ§terhlef§£ until now
is there any solution to this problem
downloading a program from a program server to a universal
subscriber identity module via a cellar phone system.
BACKGROUND ART
Cellular phones available mainly across Europe have
10 already been designed by encasing in cellular phone cases
a plug-in form of subscriber identity modules (abbreviated
as SIMs) with IC chips having programs to make cellular
phone’s function implementable. In more recent years,
however, universal subscriber identity modules
15 {({hereinafter referred to as USIMs for short) designed to
enable the SIMs to be utilized all over the world have
been under consideration.
Conventional cellular phone systems, by the way, are
merely allowed to register therein an application program
20 in a single language; when USIMs having interpreters in
varying languages are co-resident and available for each
user, it is impossible to download programs to all users
via cellular phone systems. Never until now is there any
solution to this problem.
25 Having been made to solve the aforesaid problem, the
present invention has for its object to enable programs to
be downloaded through cellular phone systems with high

security, even when USIMs having interpreters of varying
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25 Havi ng been nmade to solve the aforesaid problem the present invention
.‘has for its object to enable prograns to be downl oaded through cellul ar
phone systens with high security, even when USIMs having interpreters of
varying - 1 program specifications are co-resident and avail able for each
"user. DI SCLOSURE OF THE | NVENTI ON The present invention provides a
program downl oading 5 system for a universal subscriber identify nodule,
characterized by conprising a universal subscriber identify nodule from
and in which REWPER FRRG SHEPLWPTREt @RSVFA™ éeEéﬂPUFa?théﬂé1@@P%ﬁnépland
whi ch hol ds a(g% eqﬁgrogran1spe0|f|cat|on and encryption comruni cation 10
nmeans, and a p Server for comunicating with said universal

subscri ber |dent|f nodul e vi i r i nal and providing
a programto said ﬁni ver sal ?u%%&g)l%ﬁié %ﬁnﬁqEPanEﬁjﬁ&accor ding to said
gi ven program speciqdye féjéhnﬁ’\{}ﬁ{\?ér?tléé Abgi §L09% 8§n£¥ﬁ[-d8¥«!ﬁegg?ﬂ§n%

program list that can e provided accordl g to a program specitication

sent out of tdiesu vessal m@fwfrsuls@@ﬂwrnp&élhﬁlfyamtaaﬁlgel'ul ar
phone termnal "and transmts said programlist to the Cellular phone

terminal, so tdrairadedr pragrisyn énpnf ©f M@t 4 ofin 5eé eek Bdsh¥sthepuri ver sal
subscri ber identify
identify module from and in which data are read and
written via a cellular phone terminal and which holds a
given program specification and encryption communication

10 means, and a program server for communicating with said
universal subscriber identify module via said cellular
phone terminal and providing a program to said universal
subscriber identify module according to said given program
specification, wherein:

15 said program server prepares a program list that can
be provided according to a program specification sent out
of the universal subscriber identify module via the
cellular phone terminal and transmits said program list to
the cellular phone terminal, so that when program

20 information selected by the universal subscriber identify
module from said program list is received via the cellular
phone terminal, a given encryption communication means is
selected out of an encryption communication means list
transmitted out of the universal subscriber identify

25 module to encrypt a program, which is then downloaded to
the universal subscriber identify module by virtue of
encryption communication via the cellular phone terminal.

In a specific embodiment of the invention, the



nodul e fromsaid programlist is received via the cellular phone term nal
‘a’ given encryption communication neans is selected out of an encryption
conmruni cation means list transmtted out of the universal subscriber
identify.25 nmodule to encrypt a program which is then downl oaded to the
“uni versal subscriber identify nodule by virtue of encryption comunication
via the cellular phone termnal. In a specific enbodinent of the invention,
the present systemis characterized in that the programlist transnitted
to sai d uni ver¥edseibst¥F P {eerR?Fychentred 18 HFgEI598d9699§aHi§ﬁF§y of
the cellular phone termnpnal for selection, 5 In anpther specific

embodi ment of CHATIVE o $h! 7 EER? by SYBAPF E58har dE0ErT Yoot iehat
the encrypted . programreceived at cekl r y i i.tten in
t he universalJ§56§%¥?ﬁ%¢a$d%%t?f@l%%g%Yeg yyhgaﬁgbgp$agn§b§g%igﬁW%l%a
comuni cation.p 10 BRIFR DESCRI PTION OF THE DRAWNGS Fig. 1 is a conceptual

schematic illustrative 6# the systemof the invention. Fig. 21is a .
flowchart kllustrating Hlodher PEOCEssi o f @b s@WE 9Rdb N0t Re PLAGEAR  0R5 Ehg. 3
is illustrative of typical programl|anguages for ICcards. Fig. 4 is a

screen for mlgmgentsed geddon d remtdeterized in that the encrypted
program received at the cellular phone system is written
in the universal subscriber identify module by means of
encryption communication.
10 BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 is a conceptual schematic illustrative of the
system of the invention.
Fig. 2 is a flbwchart illustrative of the process
for downloading a program.
15 Fig. 3 is illustrative of typical program languages
for IC cards.
Fig. 4 is a screen for making a selection from the
programs to be downloaded.
BEST MODE OF CARRYING OUT THE INVENTION
20 Some embodiments of the invention are now explained.
Fig. 1 is a conceptual schematic illustrative of the
system of the invention; Fig. 2 is a flowchart
illustrative of the process for downloading a program; Fig.
3 is illustrative of typical program languages for IC
25 cards; and Fig. 4 is a screen for making a selection from
the programs to be downloaded.
Including memory means and arithmetic and logic

means (CPU), a USIM1l is a module having the function of




prograns to be downl oaded. BEST MODE OF CARRYI NG QUT THE | NVENTI ON 20 Sone
enbodi ments of the invention are now explained. Fig. 1 is a conceptual
schematic illustrative of the systemof the invention; Fig. 2 is a
fllowchart illustrative of the process for downloading a program Fig. 3 is
‘itlustrative of typical programlanguages for IC 25 cards; and Fig. 4 is a
screen for making a selection from the programs to be downl oaded.

| ncl udi ng nenni%%ggggs and arithmetic and logic nmeans (CPU), a USIML is a

nodul e havi ng 6PgoﬁnoFxFﬁ§FéPP|Héoéﬁa@kéééﬁldﬁ &m@y&%ﬁQQ%ulﬁs
translated in chine or her g The an Le is an | C card cut
out in a plug-TA° %?ﬁ]oﬁna oFi %aﬂﬁ Re shn® BRI%he| & 88r §Ci RaEer ritof
physi cal inter e.stru es _(eont act term nal sur aces at electrlcal
junctions, e|e$€€IC§|£ éiﬁéu%ch rghsangtgf %Ftwuﬁ ﬁ% Qﬁ ﬁflqﬂa

| nformation Stored Lheteths: o ngﬁg@@&ﬁie%'t@r%ag Lyl ,pagne ha
transmt/receive function, one capa Pl ot es Tare ach

Thi s US|Nﬂ5|5'@Qﬂﬁ?ﬁé?dsﬁﬁfécég CHfrémécEEHEHha uHQQESn% @ﬁ%%%rﬁ% Hhen
connected to the Internet through a cellular on ase station 3-and a

cel lul ar phonezdrehww! ka#ions, téet. i twican Ltzt}mp - CIOIRLUN, CREE QP W, it h a
program server 6 for providing a variety of progranms. It is noted that the
cel lul ar phoneinformation stored therein - incorporated in a cellular
phone having a transmit/receive function, cellular phone
capabilities are achievable. This USIM1l is connected to a
10 current cellular phone 2, which is then connected to the
Internet through a cellular phone base station 3 and a
cellular phone network 4, so that it can be in
communication with a program server 6 for providing a
variety of programs. It is noted that the cellular phone
15 2 plays a reader/writer role for USIMI1.
Upon powered on by the cellular phone 2, USIM1
produces a reset response (in the form of information to
interface specifications such as protocols) and is in a
command wait mode, so that on commands received from the
20 cellular phone, various operations such as read/write
processing can take place. The data subjected to
read/write processing comprise a plurality of files having
a hierarchical structure general for computers, so that a
unique selection can be made by a file selection command,
25 giving access to data in the files, for instance, records.
If an encryption key compatible with encryption
communication capabilities is pre-registered in USIM1 for

the purpose of writing programs, etc., it is then also



15 2 plays a reader/witer role for USIML. Upon powered on by the cellular
-phone 2, USIML produces a reset response (in the formof information to
interface specifications such as protocols) and is in a conmand wait node,
so that on commands received fromthe 20 cellul ar phone, various operations
'such as read/wite processing can take place. The data subjected to

read/ wite processing conprise a plurality of files having a hierarchica

structure general fo conputers so that a wunique selection can be nmade by
a file selectifmw N %% @lW?%goﬁcﬁﬁggyPBlaﬁtﬁomﬁuﬂﬁéaFFP€§ begmeen

instance, recqnds ner tio onpatible with encryption
connunlcatlonq%apéﬁa%f%les B %?e r ¢§¥%$ed in USIML for the purpose of

witing programs, etg. rdéiéé f&%”ﬁfﬁﬁfba p§§§%?£§stgan%égﬁﬁgg gBrocess

encryption comruni cat i OI’IS et ween one an

for downl oadi NYPIHOGUTE 0¥ £EET Me ml@%twneh seT¥cestp addibl an Lo
those pre-stored in a 5 USIMis now expl al ned mntﬁ erence to ﬁlgs 2 to

4. A USI Misholudsivan 4 Med pad Bii ded aﬂff@e%éf@r@ﬁ@gr@m F8g8Ci bi ggtiyon. As
shown in Fig. 3, the USIML stores as typical |IC card program | anguages

such data as Java=0zh,usVEL#RhYs Gl anguage3h: ﬂacﬁlﬁﬁe&ﬂﬂgéaﬁﬁc@ﬂgm
(serial Nos. 10 A h, 02h, 03h and 04h are identification nunbers). I n
spec1f1catlon As shown in Fig. 3, the USIM1 stores as
typical IC card program languages such data as Java=01lh,
MEL=02h, C language=03h, machine lanquage=04h (serial Nos.
10 01h, 02h, 03h and 04h are identification numbers)... In
this embodiment, program language MEL=02h data and such
data as T-DES/CBC mode=0lh having three mutual privacy
keys and public key RSA=02h mode (serial Nos. 0lh and 02h
are identification numbers) providing encryption
15 communication means are pre-stored in USIM1. The thus
stored data are acquired as a response to a read command
that is sent from the cellular phone to the USIM.
The cellular phone 2 takes from within USIM1 program
specification identification information and a list for
20 encryption communication means to send them to a program
server (step 1). Upon receipt of them, the program server
generates from the program specification identification
information a list of service names corresponding to
program identification information fit for a program
25 specification that the program server has by itself (such
as a textual character string for a brief explanation of

services). The thus generated list is sent from the

program server to the cellular phone (step 2), so that, as



t hi s enbodi ment, program | anguage MEL=02h data and such data as T-DES/ CBC
node=0 h having three nutual privacy keys and public key RSA=02h node
(serial Nos.- 01h and 02h are identification nunbers) providing encryption
15 communi cation neans are pre-stored in USIML.. The thus stored data are
aequired as a response to a read command that is sent fromthe cellul ar
phone to the USIM The cellul ar phone 2 takes fromw thin USIML program
specification identification information and a list for 20 encryption
comuni cat i on TRARS 10 Et%d f hehtt BPREPFSgREMR SeFVéEe(dtiep With lodme
recei pt of the e Pprogram server erates fromthe program
specification(ggéﬁg?f#%%§{%% © n?%?nﬁgngiérIPEPnﬁf dEP¥Nne thanwser to
correspondi ng identification information_ fit for a program 25
speci fication %lﬁsak% p{ %ghgé%ﬂér%% t}é}té(lrj vg}f(%a%n byh?tgﬁwu%gﬁcﬁho% &0t Brkgala

character strigudtich bidgf exp!pnation of services). The thus generated
list is sent fromthe programserver to the cellular phone (step 2), so

that, as shown in Fiag the idsaPRRAIS @S i i i PLice n the

di spl ay of the cellular r?honse, ur gi ng th?%;%efr/ If%ré p%ésﬁy\%é%%t BﬁmoFg?he

like on the celdeseartephdniestt,0 prdraan SEA@Ctf O f 1N 1080 LhSE 0B Qé.l;f“?
m

user selects one or nore services fromthe presented |ist, progr
i denti fi cati of3bnf drsmeeinon fzewg.the )Ll eitodd o thee GeLbybah PHOPE L O
t he program server
(step 3), where the desired program corresponding to the
USIM is specified, followed by selection of the type of
10 encryption communication means. More specifically, one
type of encryption communication means that the program
server can provide (e.g., 02h:RSA) is selected from an
information list for identifying the type of encryption
communication means sent back from the USIM, so that the
15 type of encryption communication means for the downloading
of programs is specified. Then, identification
information for the thus specified type of encryption
communication means is transmitted to the USIM via the
cellular phone so that encryption communication can be
20 established between the USIM and the program server,
thereby downloading the program with safety via encryption
communication from the program server (step 4). At the
USIM in which the downloaded program is installed, it is
possible to make use of an additional service downloaded
25 from the next session.
POSSIBLE APPLICATIONS IN INDUSTRY

According to the invention as explained above, even

when USIMs having interpreters to varying program



(step 3), where the desired program corresponding to the USIMis
speci-fied, followed by selection of the type of 10 encryption comuni cation
nmeans. More -specifically, one type of encryption comuni cation neans that
the program server can provide (e.g., 02h:RSA) is selected from an
irnformation list for identifying the type of encryption comunication
nmeans sent back fromthe USIM so that the 15 type of encryption

communi cati on nmeans_for the downl oadi ng, prograns is specified. Then,

i dentificati or?pei%fdrcr?eﬁ]lclﬂls e t%‘%%d%lﬁ'ec@? e tgpkosf eenbr yperenit
conmuni cat i on ,means transmtted to the USIMvia the cellular phone so

that encrypti o Commm Catidr % W%&W%s@%‘bﬁ“ﬂ%ﬁeﬂt bb%\/\%%?ﬂytﬂ%e%ﬂl\/fiand
encrypton comuniiatiERe PR AR Sl S ET B 2800 Phethesi v i n

encryption communi cation from m erve

which the dowglaaded RIOGARiR] NSIALd oth dde Sy o PARS Weelfo ake cgse of

an additional service downl oaded 25 fromt sessi on.

APPLI CATI QNS leNchNRUSTBRY A&RIrdidg ftehd heeﬂwy&ntm@ @c%@é@g@
even when USIMs having interpreters to varying program spec catl ons are -

co-resident ardrhel dnidortheagirodgem ddrvdis qasdy esd@Fedpcsr | @ads bgcause

it is only needed to have mninmuminformation (program specification) on

the respectiwecher wheale siddes ity time aysttaon Wedtdc aldghestored. It
follows that users can enjoy, in addition to services pre-
stored in USIMs, a plurality of additional services

10 without taking heed of the type of USIMs and with great

safety.



5 encryption conmmuni cati ons between the m croconputers of 1C cards and the
.program server ensures security of data in areas where identity
information, etc. are stored. It follows that users can enjoy, in addition
to services pre- stored in USIMs, a plurality of additional services 10

wi t hout taklng heed of the type of USIMs and with great safety. WHAT WE
CLAIM1S: 1. A program downl oadi ng system for a universal subscriber
identify nodul e, characterized by conprising a universal subscriber
identify modulMEA Ty &¥R &P T Mhich 5 data are read and mmltten via a

[ 1 ul h t | M d which | f t d
encrypt1 on communi cdvi on BedFOS T A S LD A GrOF chrfihT Garrhg
th d | b o) dent i f
Lo i val Cand R RS et e, LS VL, 28 d%iﬁ% %'%ﬂsﬁﬂﬁt.fy
modul e accor dj q%er%aﬁa'sqlh%cvﬁrbeomgmm %éa&gémm%aem wh$@ahd

progran1server prepares ‘a program I st t can be provided according to a

program spgci H 43l i 00 seg g ofi dden up yves sad1 subserpisre i dephihy1modul e

via the 15 cellular phone termnal and transmits said programlist to the
cel lul ar phongreWHid heiQid hatg WaD fFagFam sped OF 1®4d t Don Sghect ed by the

uni versal subscriber identify

encryption communication means, and a program server for
communicating with said universal subscriber identify
module via said cellular phone terminal and providing a

10 program to said universal subscriber identify module
according to said given program specification, wherein:

sald program server prepares a program list that can

be provided according to a program specification sent out
of the universal subscriber identify module via the

15 cellular phone terminal and transmits said program list to
the cellular phone terminal, so that when program
information selected by the universal subscriber identify
module from said program list is received via the cellular
phone terminal, a given encryption communication means is

20 selected out of an encryption communication means list
transmitted out of the universal subscriber identify
module to encrypt a program, which is then downloaded to
the universal subscriber identify module by virtue of
encryption communication via the cellular phone terminal.

25 2. The program-downloading system according to
claim 1, characterized in that the program list
transmitted to said universal subscriber identify module

is indicated on a display of the cellular phone terminal



nodul e fromsaid programlist is received via the cellular phone term nal
.a'given encryption conmmuni cation nmeans is 20 sel ected out of an encryption
communi cation means list transmtted out of the universal subscriber
identify:- nodule to encrypt a program which is then downl oaded to the
uni versal subscriber identify nodule by virtue of encryption conmuni cation
via the cellular phone termnal. 25 2. The program downl oadi ng system
according to claiml, characterized in that the programlist transmtted
to said uni ver’d ®MEeri®Rr identify nodule is indicated on a display of
the cellular phone term na| for selection. 3. The program downl padin
systen1accord?ng to:LcIai%hﬁ RRF AT TP I H 1 Rat Y %me%E?QB?éngFggram
received at th cellularéphone ggst mis ww#t en in the 5 universal

o CebeTor et v

subscri ber i dénd Y roddtE By~ e of" T o CORRERACRFPERMg

received at the cellular phone system is written in the

5 universal subscriber identify module by means of

encryption communication.



