A METHOD TO DELAY LOCKI NG OF SERVER FILES ON EDI T FI ELD OF THE | NVENTI ON

[ 0001] This invention relates to the field of docunment nmanagenent, and in
particular to a nmethod and system for del aying the |ocking of server
files being accessed by a user. BACKGROUND OF THE | NVENTI ON [ 00021 Server
conputers such as web servers can perform double duty. A server can be
used as a publishing | ocation, where a user can access content. A server
can al so be used as a collaboration environnent, where two or nore users
can col |l aborate on a docunent. Each user may update or otherw se edit the
docunent. \Wen a server is used as a publishing location, it can deliver
an individual copy of a file to any user who requests the file,

mai ntai ning the version on the server w thout changes. Wen a server is
used as a collaboration environment, it can allow a user who wi shes to
edit the file 0 St E0E \ n... however a server is
used for bofh h@%ﬁﬂ@b Eﬁ ggggﬁXtLéréklﬁ&g@&%hkvw FILES/QNSEDIT and
a collaboration functions. [0003] Such a dual -use creates a problem For
exanple, if the server is a web-server, the default mechani smfor
accessing a file on a web server (by followng a hyper-link) wll do only
one of two actions. Depending on the hyper-link and web server, either

cli cki nFIERD OF THEPENVENTIONM | | create a copy of the file that the user
can read wt altering the original file or clicking on the hyper-Iink
will open thg&%ll]e S {nyenuQu 1eigte Hdheaﬁ?lg\ﬁ?éﬂmm@égﬁamt’ addniparticular to
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varying perm ssions granted to the user opening the file. \Wen opening
the file for reading, the file is opened read-only, which allows the user

to readfbr A i r.Wise the data in the file, as long as
t he dat ﬁ@%‘%&ﬂ%ﬁmﬁwq g for editing, the file is opened
read/wite, \pag2) HdreskcompaterSaichiabwebseRRrstah petfBAE Joubleldud). SO s‘&gkp&ﬁ; be

the user to nodify the data or append to it. Wien a file is “opene
r ead/ wr used astapubilishingilecationiiwhiere Thviser dap@reass cententr dssarverntcannlsp berusedisea i s

o 1ot o LAt FatiqeticPheand RErs et Hirk Uokrk B4 ofabifafe S dnbiicss Bacthter "
what t henayafpdatéestiotifsiwise@dit the document. When a server is used as a publishing location, it

can deliver an individual copy of a file to any user who requests the file, maintaining the version

on the server without changes. When a server is used as a collaboration environment, it can
allow a user who wishes to edit the file access to the most recent copy. Often, however, a server
is used for both of these purposes at once, supporting both a publishing and a collaboration
functions.

[0003] Such a dual-use creates a problem. For example, if the server is a web-server,
the default mechanism for accessing a file on a web server (by following a hyper-link) will do
only one of two actions. Depending on the hyper-link and web server, either clicking on the
hyper-link will create a copy of the file that the user can read without altering the original file or
clicking on the hyper-link will open the file on the server and allow the user to edit the file.

When a file is opened for editing, it is locked, and no other users are allowed to edit the file.
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exanple, if the user wishes to edit the file, if the default is opening a
copy for reading, the desired functionality for the user is not provided.
Simlarly, if b&@ ggfault i s.opening the file for editing, but the user
"wi shed only tl8094HaCenszally, pdile may bejopenedgvithyvarsing aaumissionsranted & theluser

w shes [ e vin ] t Ltin he file user
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i]e. ViamePrivieges] Bullabdlaiows 5 isdPlo IR} e ki R hobeMlih Gl Widn § BRis e
user is attenpting to or intending to opé€n the £ 1 , the file  tcan then be

| ocked fopenesiiead/mgite, Ithe fileiis logkgd. Thie latbingiensuresthizomipbeeuser issmodif@ag et S a
fileis he file without .ng ,ot her users access to the file.
Tlhen, | mfg‘% at %gﬁgs ng?rﬁf(??ccgﬁ\glgg?agltogﬁﬁé{l?‘%rpé' t&ﬁﬁ?@f&&&ﬁﬁ-, the lock for the
file is obtai[0ees] BRiToblERCRIsEIWEbh BE dEtdaltREAW NGS: WARAKL ué@?ﬁféi&%.egi%} ng

sumary, as well as the follow ng detailed description of preferre
embodi meFemple; if theuses wishes i edivda filh afthe defguit is anshingracopy florweading, lthe

appende ' : . Iy | 1 rati | nvent.i o her e
e e honriep e BEali for B RO o Rloch, SR L2 fedfl G opPrng e R30S,
the i nvmditinlgnbiltsthelgser IvTisﬁeﬂ@dl;tto réitbthg}ﬁ(iﬁ;itﬁd file lis[alggk)éﬂisaxﬂOS] Nélother user who vsl/)ilshesk
instrunentalities djisclosed. In the, draw ngs: Figure 1 is a bloc
di agram'® ﬁg\kﬁh?gglﬁ W IL@S ﬁ?ﬂi‘ﬁg 9%&% Giting t%ml%r Shiehhp epengihe fleip seadingomd
the i nvept] RRnERY L t‘l@ﬁie%ﬁ'é?teﬁf'the[ﬂg &tﬂéhgé{{ n & t‘msecﬁtiﬁ%;““ i onal diagram
illustrating an exanple of a relationship etween a server conmputer, a

networ k, a user c&r;puter, and ot her conputers; [0010] Figure 3 is a
f | owcharSUMMARYJOFTHEINVENTIQY i n accordance with one enbodi nent of

ol ayed I ocki G082 erPhS BRIt o mogiichale OB schioms Wbk oy & user

DETAI LEReHoRaiine thédifiédopdnl 1AHTdRy dpeéhs FNRIANSuToekirigRé FileS\"When a user indicates
(either explicitly or implicitly) that the user is attempting to or intending to open the file, the file
can then be locked for editing. In this way, the default action when a user requests a file is to
open the file without denying other users access to the file. Then, when the user indicates that

editing should occur, the lock for the file is obtained.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] The foregoing summary, as well as the following detailed description of
preferred embodiments, is better understood when read in conjunction with the appended
drawings. For the purpose of illustrating the invention, there is shown in the drawings exemplary
embodiments of the invention; however, the invention is not limited to the specific methods and
instrumentalities disclosed. In the drawings:

[0008] Figure 1 is a block diagram showing an exemplary computing environment in
which aspects of the invention may be implemented;

[0009] Figure 2 is a functional diagram illustrating an example of a relationship
between a server computer, a network, a user computer, and other computers;

[0010] Figure 3 is a flowchart showing delayed locking in accordance with one

embodiment of the present invention; and



'[0012] In order to allow flexibility when a user opens a docunment on a
shared server, a nodified open is inplenented. \Wen the nodified open is

used to open | e f|| ned rea when and if the
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computlng devices and objects as well. In essence, anywhere that data may be stored or from

which data may be retrieved is a desirable, or suitable, environment for operation according to
the invention.

[0014] Although not required, the invention can be implemented via an operating
system, for use by a developer of services for a device or object, and/or included within
application software that operates according to the invention. Software may be described in the
general context of computer-executable instructions, such as program modules, being executed
by one or more computers, such as client workstations, servers or other devices. Generally,
program modules include routines, programs, objects, components, data structures and the like
that perform particular tasks or implement particular abstract data types. Typically, the
functionality of the program modules may be combined or distributed as desired in various
embodiments. Moreover, those skilled in the art will appreciate that the invention may be
practiced with other computer configurations. Other well known computing systems,

environments, and/or configurations that may be suitable for use with the invention include, but
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“envi ronments, and/or configurations that nmay be suitable for use with the
I nvention include, but -3 are not limted to, personal conputers (PCs),
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the system memory to the processing unit 120. The system bus 121 may be any of several types
of bus structures including a memory bus or memory controller, a peripheral bus, and a local bus
using any of a variety of bus architectures. By way of example, and not limitation, such
architectures include Industry Standard Architecture (ISA) bus, Micro Channel Architecture
(MCA) bus, Enhanced ISA (EISA) bus, Video Electronics Standards Association (VESA) local
bus, and Peripheral Component Interconnect (PCI) bus (also known as Mezzanine bus).

[0017] Computer system 110 typically includes a variety of computer readable media.
Computer readable media can be any available media that can be accessed by computer system
110 and includes both volatile and nonvolatile media, removable and non-removable media. By
way of example, and not limitation, computer readable media may comprise computer storage
media and communication media. Computer storage media includes volatile and nonvolatile,
removable and non-removable media implemented in any method or technology for storage of

information such as computer readable instructions, data structures, program modules or other

data. Computer storage media includes, but is not limited to, Random Access Memory (RAM),
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‘Cbnputer readabl e nedia can be any available nmedia that can be accessed by
conputer system 110 and includes both volatile and nonvol atile nedi a,

r enovabl n r enop d| a. By way of exanple, and not limtation,
"conput erﬁ?a@r@'&ﬁ%@elﬂ‘é‘m ﬁﬂé} Qﬁ%ﬁb&féﬁw adrfnly Memoty

n
ool at T ROV HaSh nsGry Pome! ERGE Wfofoa T EoRER Disk Read S Memant noo
or t echr(@%G)M)odlgmlmeaagalmsksu(wn)rmtotm optica dRE sfo@é?géuﬁﬁgnéti%%‘i%@h@s

I nstructjions (Elata str g‘bo gram nodul es or ot her ata. Computer
st or age TESHICLc 408 magee ey ﬁt%"a or qth%mwe%stonaﬁdemmmw angdxﬁrﬁAl\/p

-4 Read whik pOh3ed 5} | | Ie Re
Menory (EEiHDIc?&C(]%/), %él gs n%trlrlgrd Qﬁi(é)e? lgﬁhm{udr?eﬁn@%&c% ogy, %8%%%? ﬁst%'

Read Onl vowéhwyume@mwdla mpgaadlalembedmabomputdn &k&ab@ﬂvﬁﬁ}u@fog@tdgﬁf stRturés|
di sk st sseltes : tic t net.ic di sk storage or
O![ her mEghetIc S?ﬂ?%%reotgé} diga jag ?dum T tﬁé’lgn%é&}?lh?ﬁ GTIeHWavEPrinthetsed t o
store t heanSport frechdni¥n® aidhinc RideSate) M&Urﬁﬁtl&ﬁﬂbl%ﬁeﬁéﬁg Pe gi‘?lglp%o%ﬂa?é@&a%n

110. Comuni cation madl a typical l'y enbodi es conputer rea
i nst ructSBRE, mgansa signal %Ssone %ﬂlﬂj? afitheluractssisties sot hecrhadgctdmm sacklaa manner

h h,
and- | ﬁi?%é@?ﬁ%@ AT Byl Yl ST iR oo

si gnal " mrediaiciudes gied niddid suchas am&reddrneww?rﬁ oﬁﬁxrbdt-‘im?é@lado%ﬁé&fohsair{dcﬁléﬁﬁs or
changed in.such a manner__as_.to _encode information in the signha y way
of ex arrpﬂ‘%d‘a SHFdh ASGEOYSHR Rg’tlpgﬁre éB‘ﬁﬁ@ﬁY wieleshmediad Cambinatignsef anyrafdheredi a

such as gowd §lﬁﬁld‘ﬁ§3"9§ ﬁlc deﬁI O?Qgﬁgﬁ{gfs fs%g%bgg'gl &4609' ess media

such as acoustic, RF, rare er wr nbi nati ons of
any of the A6614] s’ﬁmﬁylstem mambgv 13&:1hddéck oninpiuter stonggesnaiie irothe Esof er

dabl .1,00018], T t 0 i I t t
od a i OGS R RV NS B e n&&na%xﬂ&ﬁﬂ&isffﬁ”ﬁm‘ﬂv@%%%gsolﬁ ag#son! y
menory  (drézhd J(R;lm (37, AR BT APRES s%'l%antaﬁ#&?ﬁb%ah@m{&{ y&ﬁt‘t
aSIC routlnes P

system 133 ( , _containing the to trans
i nf or nath e&mtom\%%@e M@Mt@%mhlm&n@mﬂhamowuteewsml 1($Lsu¢h assdutingj stayt

Lo B S P RS ALl b SO0 i s

pr esent |thatlaee ﬁQnecIiEtrij RBe3ibldo AR PEsbtly bothg opetited BY by ?ﬁiﬁe@,ﬁn LHANTIE, By
and not limtation, Fig. 1 illustrates operating system appllcatlon

pr ogr angVayiefsxagplee Fn‘bﬁ‘ﬁdﬁ%‘ﬁﬁtmdﬂlgek 1 h@sate&mrgrwamwaamﬂmauon programs
135, other program modules 136, and program data 137.

U

[0019] The computer system 110 may also include other removable/non-removable,
volatile/nonvolatile computer storage media. By way of example only, Fig. 1 illustrates a hard
disk drive 141 that reads from or writes to nop-removable, nonvolatile magnetic media, a
magnetic disk drive 151 that reads from or writes to a removable, nonvolatile magnetic disk 152,

~ and an optical disk drive 155 that reads from or writes to a removable, nonvolatile optical disk
156, such as a CD ROM or other optical media. Other removable/non-removable,
volatile/nonvolatile computer storage media that can be used in the exemplary operating
environment include, but are not limited to, magnetic tape cassettes, flash memory cards, digital
versatile disks, digital video tape, solid state RAM, solid state ROM, and the like. The hard disk
drive 141 is typically connected to the system bus 121 through a non-removable memory
interface such as interface 140, and magnetic disk drive 151 and optical disk drive 155 are

typically connected to the system bus 121 by a removable memory interface, such as interface
150.
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may be included in computer system 110. A monitor 191 or other type of display device is also

connected to the system bus 121 via an interface, such as a video interface 190, which may in
turn communicate with video memory 186. In addition to monitor 191, computer systems may
also include other peripheral output devices such as speakers 197 and printer 196, which may be
connected through an output peripheral interface 195.

[0021] The computer system 110 may operate in a networked or distributed
environment using logical connections to one or more remote computers, such as a remote
computer 180. The remote computer 180 may be a personal computer, a server, a router, a
network PC, a peer device or other common network node, and typically includes many or all of
the elements described above relative to the computer system 110, although only a memory
storage device 181 has been illustrated in Fig. 1. The logical connections depicted in Fig. 1
include a local area network (LAN) 171 and a wide area network (WAN) 173, but may also

include other networks/buses. Such networking environments are commonplace in homes,
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hmay al so be connected to the system bus 121. Northbridge is a chipset that
comuni cates with the CPU, or host processing unit 120, and assunes

ore gr apees Ve Ainse AL S Ab Bt B Bultly e B TRPERT o with or aphics
interface 182[0022] t Wienrueethinth LARURWSHRinganeirahhynt! e koeBuRP sy ry
st orage, such is t'i1e I Ster storage and GPUs 184 communi caFlé@{v;s}%Englwggo

nmenory 1%¥me g 84N | hihyeueh anpetwerkiintsrfacesradapter b70. Whepnsedds adW Axnd
thus a vgdy : ' [ e ncl.uded in. co ter, system
1100 A rerPhRing o RARRAE 1% IRt 5 1Ty RS ot DR bCond

t he systmpansufer dstablishiag@omiminéuafionseoves thetWAN 873} kathasithé Biidrase Th8Gnodeki ch
may in n.conmunj cat e inth Vi daﬁo menory 186, In addition to nonitor

191, con{)ﬁ’ ihich may he migrpal of exismal mayche inpestedorthe sistem beyt Huria teusees
such as apeaketmcd 960, ' ; [ rough an
out put ple?i pheraf I nt g??g)(@:feb%?na%%%ﬁl ﬁg @%ﬁgﬁ%%@%ﬁ%%&;&n

oper at e adéendspiied eadative tol thetaoniputes dystem il 6,compertions shenepf] m@y bektored in the

T80, - thel PENREORH SR SSute Ry Ve SheHue A FoL g e FIE daMuEmisgemot
router, gppliogionrbgifas 185 @@@ésidﬁg%/b&&eﬂ{orma%e BRI A@E&iﬁ@dﬂ at Had

typically includes many or all t he el’ements descri bed ove relative to
t he conpiftwerksspanections showd e empleny andpthermenaps ofestabligking e vommubicatinas
been il ' | , i cal connections depicted in Fig. 1

I ncl ude 1a %&é%/?&aﬂpgggﬁg?ﬁés&%%%ﬁ%gln and a wi de area network (WAN) 173,
but may al so [0023] uWarieisistribetedoomputingsaneworks hnelbeeh kﬁm&e%iﬂgrmmgw
are commq%acg i n hones, ? offices, enterprise-w de conputer networks,

i nt r anet'8 LghHHOt the cprysEgsnss of pereons] compiing e thengerpetNndividyslsandpusiness
environ vali BV, o g . /4t hrough
et o e S AR i e Bl Erop BB Sl e Chabli el or !
envi r onnapplicatidne and npropetingsdevicespmadking gommainig\aciivities iereasingiy Web Brovser or

ot her means . for establishing conmunications over the WAN 173, such as the
| nt er net™® '?fb“d‘g * 172, which may be internal or external, nay be

connected to (002415 YPéRakipte, MIEROSOFT®’sUNBIT platfdthi inbRIHES deffess, %ﬁﬁdi#g%?cécs

other appropriate mechanism In a networked environnent, program
depi ct edserdfest such as WVethbased dplatstarageandalowniaadable devdce saftvweare.nWhilefexemmplarpe

ls;t (r)n'r fg t : %rrl]l%or@inar_rlt(sa F-Tnle)ﬁ.tefr} %gt%?%%ggé ?1};%%1?188%\{1' with so%a\{'\e/a yeS%Engegnag?$§put%r]gddeg%%,
one or more portions of the invention may also be implemented via an operating system,
application programming interface (API) or a “middle man” object between any of a
coprocessor, a display device and requesting object, such that operation according to the
invention may be performed by, supported in or accessed via all of NET’s languages and

services, and in other distributed computing frameworks as well.

Del‘aying Locking

[0025] With reference to Figure 2, a file 210 resides on a server computer 200. A user
with permissions for makes a request to open the file. The user may be connected to the server
computer in a number of ways. For example, the user may connect directly, via a local area
network (LAN), or remotely via a network such as the Internet. In the exemplary Figure 2, user
computer 220 is connected via network 230 to the server computer 200.

[0026] The user requests that the file be opened. One possible method of submitting

such a request is by selecting a hyperlink on a web page served by the server computer 200.
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-appl I cation prograns 185 as residing on nenory device 181. It wll be
appreci ated that the network connections shown are exenplary and ot her

f 1 ' ' i cat i | i nk t th t b
ead® PoBBRRRLIALRS Bed STMNE Sl e et Al e Rt TR e IR0 i PaiES
bei ng defiid, dirdile isogenedbn eHe sbies EsHREIS/ tﬁxea_pgficd%ﬁah%()ﬁh:pf"’&é%]%’ﬁﬁsand t he

e a

I nternet. |ndividuals and business wusers alike are provid
seanl essREPlicAtien Bk baBIword REPovesingappbirasion; mspreddshest Applicatipm|anaatioplisyeand

conmputin : ' 0 ' activities increasi.ngl b .browser or
et wor k- EHEE or o SRBAIRY bhiGH a5k s iifer S 46 5rp8 cllopgedy i one

i ncl udesembodiareat, theuiserlsedgrtdd Rgerlirein\el wetpagsbiih diswden Pasedreldifg St or age
and downl oalldabl e d&\éi ce software. Wile exenplary enbodinents herein are

descr i be@PRUTALGHOR NI USEr SRRl JRPddhe web Brawsingapalieasiopspengithd dil¢ with thone
or nore byl ; i nvention may al so be inplenented via an operating
system g@%l?ﬁ??@%‘%ﬁ%ramﬁ ng interface (APl) or a "mddle man" obj ect
bet ween any 0f0027] cdyhencthe iteris oper[tidsinlcqu ethibodmeeng actopg @l et file s rbdeintthe

Y,

such that operatjop,gccording.to the ipvention may he performed b
suppor t eB*¥ ﬁ°’3P“t3’6239@§ E3Fhg;i ;t? B tﬁe EIPY. Qe §3W%Frfﬁﬂ?g‘¥e§ ZEQ dhichdhg uses drowseg of n

ot her di fdafié i oBEryREMMEIRS Wil ATE W i ! Wals ' i
Wth refereng)lell to Fi ure.a.z_, afil ‘got%%laﬁgéﬁggn 8@2%@?%@%@&%‘%‘?%@%@ A
user wi datapeWhen thedte isfiitiathsilopened, the fileistopenecdowitin “tead-onlyl’ perrissions dn thisy
be connegted to.the server conputeg in.a nynber of ways. For exanple, the
user may&’é ﬁ}%g{haBiopg&qrﬁayﬁcgen%'ﬁil%ﬁlglangpgedﬁ. network (LAN), or renotely
via a networkjoo2s]) @&Sah Algerhdtt embEdimeht) ishd ¥ aNBabEdpyBeihy Bade inUREF computer
conputer 220 1s connected via network 230 to the server conputer 200.

[0026] T&), @gdaisers gjthasad-onlypermissions are visavipp thedile omthe 565481 bl e et hod of

submtting s | I | ] . .

served by t he@?ﬁe?‘g%ﬁgh{ {ehr% @%8’.?&0?8%gﬁofﬁ%%ﬁggﬁa?@eﬁgﬁ lve%g@yedffhe

server, thedileeThelockiwonidalldve thearer to hapetredd/R7ife tpermaizsions bietheffile.eThd iser

file is opened on the user's_conputer by an application 240. For exanple,

this apfffﬁ‘égﬁldﬁo rt?épﬁmﬁg]recﬂa ocessi ng application, a spreadsheet

appl i cation, am3gpdififh@keo edtRRLiEAR RE) bPSneth riRet 6AdiRRNPMiNY

user may util Fﬁzbe rhe cfg%la E{gieng olvvn oefgé(}d. Inr?aéofne cf GFdiffRfen i offe
embodiment, the intent to edit is indicated by the user modifying the file in any way. In another

embodiment, the intent to edit is indicated by the user. This may occur through a specialized
“edit” command incorporated into the application, or when the user requests that changes already
made be saved. In another embodiment, the intent to edit determination is a determination that
the user has had said file open for a pre-specified period of time. For example, if the user has
had the file open in read-only mode for ten minutes, it may be inferred that the user intends to
edit the file.

[0031] In one embodiment, when the lock is obtained, a determination is made whether
the copy of the file in the user computer 230’s cache is the same version as the version currently
on the server. This is to ensure that edits have not occurred in the interim. For example, User A
opens a first version of the file, but does not demonstrate an intent to edit (and therefore does not
trigger a lock). If User A then triggers the locking by demonstrating an intent to edit, it must be
ensured that the version of the file currently on the server is the same as that which User A is
viewing and intending to edit. If User B has opened and modified the file on the server computer
200 at some point between User A’s opening of the file and User A’s demonstration of an intent

to edit, a conflict may occur. Conflict resolution options should be presented to the user.
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'enbodinent, t he user selects a hyperlink in a webpage being viewed in a
web browsing application on the user conputer 220, and the web browsing

application o t l.icatio 0027] When
PRl T Te P cleda ! Per Slahielt st h May ARBRRRE s Rty S e SR camec
user congesiderth@3ne shangeahﬂwuld supplahtehycbRyges that RevesscuREd ﬁﬂﬁ@iﬂté‘ﬂimz Ofhanhi ch
t he user br.owse reads (Qr .otherw se interacts with - e. by pl ayi ng

it in an’&HeR Bngrea‘gﬁa CQmPYteEre2 30;if thep yaitieade theservst cczraptaer)mmrﬁlc R0, fanH ghd s
initiall e | SSIO In th
way nmor eﬁﬂte qﬁﬁeg%hesﬁggtrmﬁéé? g%cr ggg ﬁeﬂ\ﬂ Q%e .@genggw%{y, %ef)r C‘éiﬁ 16 save
al t er nat the @etstoli thatrifser Wnstvmkingbnaodaﬁyak oy fli€iang rél‘.ipdﬁ theﬂﬁl'éQQO o @R ut er
230, all _ users with é] ? 8nJy Eﬂ;mss ons are viewng the file on the
server. JOESPIPBEK? (8061"' 18- ther coptlist rseelutian epsinns mnyialw hearpsntediathe he
user intgggs to edit the file. The |l ock would allow the user to have
"read/ wite" permssions on the file. The user could then nodify or
append file di033] [ boaC¢r thietermineevhethen thediopy iof tiedie imusenaympten?s0 isfthe

nunber of dlfferent t hi ngs errbo nt, the intent, edit is

i ndi cat W5 TH BREP VRSE %;Jfﬂegﬁ’{éﬁéo iynorh SER§" VFW%HB{OH‘EFHOH may be
enbodi nEdiér,edTaH@ compaed. Tﬁls%ﬁytlnblﬁdé Qdé@f&h%@nﬁﬁr iR 4hA%ate sy@écfm atibh Wr
t hrough a specialized edit' command |ncorporat ed into the application,

or when Qther vessien dtau ddtematively, & fillrgaparisqnomaly be madeofibe sepueloﬁle I2|110 andtheer

oo Tt Rl b Gy EINIBA0 15 ASHETERL 0 i, "

exanpl e, if tjoe34jsen hﬁatenimdemb@dlfnlehtewmea ubét doefiot@Bpy filZHD th@kert €N
mnutes, it my bgwnferred t hat the user intends to edit the file.
[0031] |GPmERMera30dut hstrad opensit direstly drom sesvesispBIPHien 200 whendherintent toedit s

made whekBetring Qnf BRI Ihe1BEk i bt %ﬁfe%oq SbtafBRY L pep0. S cache 1s the

sanme versi e version current e server. I'S is to ensure
t hat edits halP@38pt Aschown adFiguret3)e requestris mceived toemnpheﬁleljaﬂtepﬁaoo)riﬂrssepa

first ve the f but .dqes no rmnst an ntept to edit (and
! her of or st e i3 Senpd. Froneismitodient;the BITR SReedidirerly bl Be serder igerads
by denonsdly a&ddegmaeﬁa dlteiratd erﬁl?ocﬁﬁbﬁt; até yrmﬁe hRis ﬁﬁaywloﬁéaea tiﬁestebem e

of the file currently on the server |st e sanme as whi ch User I's
vi ewi ng daterminationds made chaédm editing trigger evenhhas aspemest Hndechtmlg friggdr c\reat friay e
on the stt)a bet ween I the

file and® {}i‘gﬁls%osg AT ?&gtef‘ gC{?g)ﬁ O@p&ﬁ?hﬁtfg&where one asbeen ade, eﬂn %dl%ng

trigger event may also be the user attempting to change the file, where the server copy of the file

s

was opened read-only. This editing trigger event may also be that a predetermined period of
time has elapsed, an “edit” indication received from a user, or any other event which necessitates
the locking of the server file for editing.

[0036] In step 330, the lock is obtained on the file. This locks the server copy of the
file for the user to modify without the possibility of conflicting modifications.

[0037] As shown in Figure 4, conflict resolution may be implemented in one
embodiment. As in Figure 3, the first step 410 is when a request is received to open the file. In
the second step 420 a local copy is made of the file, and that local copy is opened for editing. In
the third step, 430, a determination is made that an editing trigger event has occurred. A
comparison 440 is then made to determine whether the version of the file on the server is the
same as the version which had been copied in step 420. If it is the same version, then the lock is
obtained on the file, step 450. If the user has made changes to the local copy of the file, the

server copy of the file may be updated to reflect those changes. If the version has changed,
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‘to edit, a conflict may occur. Conflict resolution options should be
presented to the user. [0032] For exanple, User A may have made

substantial . changes to the file, and may decide that the changes shoul d
" suppl antcoBHiFt rasqiiyen optiens ase presented orthejuser in step 4641 e’FlusmlaYﬂ@d to theslockibeing

t he user er C ter 200 as file
910, "and AT e 8 b 4sOnhobbuel iEa) Bsb Waq SELIEL el tsSlynion onBies

Al ternati vel y[!)Ol&]erInAhmwa)deﬁilmay be spared b&h&uﬁ%ﬁb%eﬁs@huh&ﬁbuﬁy'ﬁho can
wor ki ng on | ocal I f%oélher file, and reopen the file 210 on the server

comput erd! 456 tl?‘b‘?° & Heweresnwhena uses 3ashes foomodifiy ﬁ@rﬁsle,rth?loak dothor
present ebtdi her the copy of
the file |nﬂfji%r?ﬂ}:e(%agéggg%&l‘gﬂltlﬂ*g?sagyn‘gmgg’h%h%egasmge Version of the
file 210 currently on the server, version information my be stored and

conpar e TPIS may include a version nunber, tinme and date saved
I nf or mat+ ot her version data. Alternatively, a full conparison may

be made of t F[@Ojﬂt URS nehtineddBoRd) WHiR@xehBRRE Qﬂl’/&fgﬁ.ﬂg of &eﬁ@scﬂtsiﬁ('entl[ogo 34]

conputer 230 t etermne if the contents of” t are e sane
| n an alhee hegredeseribnd imsannegtion enth vageus @mtxngdemomamudewakWMemms
conput er

nste ns Lrect fromserver r,200, when
Che’ i nt dh ugdstiying CRpTE w0 BRpaledtp o5 bepfeldiAe R SE S MR TR e 910
i s obt aideeidatfl©to infiftertiettia médif b ileASped TS, ihe nidtiddsQné sy@etﬁ@élﬂﬁé brésént
received to open the file, in step 300. In step 310, the file iIs opened.

In one émpﬁ@ﬁy b applied foa Y@e@pemhmtm&wq/dww Whilessxemplary n r ead-

only no t

openca. Hragafhuffie HEGid gl an0 kR Iee SRRy Rl repreor fivERTAR0G,
e\éent hafhoﬂ:es,uhéseldangﬁbges ?ﬂnésl and efmmglgmeareememtex{]da& toblh)aahmttmgus&r?hcﬁ'ardxg&y
changes 0oCa 0 of t e ere one een |se|t|ng
trigger %ﬁéﬁ‘td’ ﬁ@'gg@ﬁlaferfg &@F AL PUIRETOUS WAYSH! F%Yhéﬁg gﬁlé"tfq aWner e
the serva-%me%soaae%ne Nemllir 6 qURAIAPSARHSRA dpamdxacﬁm Llﬂenﬁa gger

event may al so be that a pre eterm per| 0 time h apse
"edit" indi cd0P4d] rEhevarmus tmhnqae&@cnbedmemmymyhemnphmmtedhn cbnnectmn

necessi t al t he he server f for ed tin

330, & heits pdhareresaltah G whitE appioptisie il p oo itioh 8Ebesh, TS peahetiord
file forandh@paatis o‘fﬂw‘”ﬁ?&'&eﬁt’m%ﬁthﬁubr der@inPRp&dtdbr ﬁdrﬁorf&fth&%‘f kagtthiRhe form
m)dlflcatlons [0037] As shown in Figure 4, conflict resolution may be

i npl ememf@togramemede (lesinstruetions) epbodied i tangiblemedinesuth as flopnyediskettes,iGD-when
a req uesliOMSs, ﬁarﬁ%nvgsq o} gn39 Sthlr rtngc fé—ll'eadable storage medium, wherein, when the program

code is loaded into and executed by a machine, such as a computer, the machine becomes an
apparatus for practicing the invention. In the case of program code execution on programmable
computers, the computing device will generally include a processor, a storage medium readable
by the processor (including volatile and non-volatile memory and/or storage elements), at least
one input device, and at least one output device. One or more programs that may utilize the
signal processing services of the present invention, e.g., through the use of a data processing API
or the like, are preferably implemented in a high level procedural or object oriented
programming language to communicate with a computer. However, the program(s) can be
implemented in assembly or machine language, if desired. In any case, the language may be a
compiled or interpreted language, and combined with hardware implementations.

[0041] The methods and apparatus of the present invention may also be practiced via
communications embodied in the form of program code that is transmitted over some

transmission medium, such as over electrical wiring or cabling, through fiber optics, or via any
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-the second step 420 a local copy is nade of the file, and that |ocal copy
is opened for editing. In the third step, 430, a determ nation is nade

t hat d. Ac 440 th d
o e o St fofifl of iiksi 6 Sler A SuRSHE beEdran pGRIR B RR0 and foadga ot ahvo. o
the ver ssxeoutedibg b nivetlineparthesph BEROMSE Site 4&@ 6)?0%Tﬁmh1§bfel'1§ ie aﬁﬁgéf ?ﬁf@og

thenthe]ockls obt aj ned ontheflle step f the us
changes §l5nt $RINPYELs p Vidsp yecordar 9E thejliks, on Eh@‘lelgégmchmrhyvmg tlhdmgrﬁal Ipeocemsingde

updat ed t ension has c -9 conflict
resol ut |%ga%ﬁﬁl%%%sdegé}go%ﬁrlggggﬁ%yt tfoﬁie]gurgse?bovﬁ ‘{Oélbeszfg@pgqfﬁfug fORRFragticiRg ¢ o
the | oc l«hbmvregtlombwauemﬂdphmehﬂ&& ohial g@nerdl-pilrpdSebbrodeays Ve prdgtraxH%d@&ﬁﬁblhgsad
to ot her %%H’r‘?l ict resol utl‘geasoptl ons. [0038] In this way, a file may

opened bY! PRSI0 RERVICS AYrHAYS: 3R |that opprates 4pinvake thgsfenqtmc;ah;twmf elrct
of the f u IS

t hen ob%rg}&r%gp}é@}/&{ h‘%mugg}a@ %Stﬁgﬁy%@%&a%g%ﬁg%i L%Qh H%PF\??‘} eges
for the ihvénsion@aacinuariably bé 9 0@abindsomef Hardwarel andsofewarehi | e exenpl ary

enmbodi nent s nt |nv ntion been descri bed i.n connection
o oo o s 0gale, RATRERS protiat Myt s e ar vesip g aaction Wéthl}h%léﬁelf%rreﬁ‘g
concept SeniBhdikientsd BPiHe dribas ?\M’eé: it Hat Bé\ﬂld@?s‘t’doﬁ%ﬁroﬂ% sinflr IGH‘I %té xtna%'

desirable to inplenent a no | e- open met ho s and sys
of the pisedenmodifipations asd addywnaemp |bb imsde tothg desoribed gmbbdiaent for @brfonmngnd

chosen: R Soh€ SEATEEL A sPA VGO0 i RERLELY Hhoe RS or o Cuth e griofla

nanmes art evsipizedthat £ virtity ot ngier flafdits| inBludinghandkigd aévied shefating Ski | |
inthe art wll B_Erem ate that there are nunmerous ways of providin

obj ect cystemsisad other application specifigpperatingsysigmupire soutemnlatesh, especialiygs
met hods ed
or oi n g iof BF islest tulFREAH S et o bRinkale, PHErchoRe Ui, BiCty BRBRLY
wher e aphouldmioabe limifet o anycsingle embbdiment, battather Shoudd bé benstragdindsreadiindnd
apparatus of.the present inventio or certain aspects or portions

t her eof ,SCABY! ntaéﬁ%‘%ﬁ?ﬁsmmeaﬁ ended Slams-code (i.e., instructions) enbodied
in tangl bIe medi a, such as fl oppy dlskettes, CD- ROMs, hard drives, or any
ot her machi ne-readabl e storage nmedi um wherein, when the program code is

| oaded into and executed by a machine, such as a conputer, the nmachine
becones an apparatus for practicing the invention. In the case of program
code execution on programabl e
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conputers, the conputing device will generally include a processor, a

st orage nedi um readable by the processor (including volatile and

non-vol atile npry. and/or storage elenents), at |east one input device,
“and at | east %@“ﬁ&ﬂ%ﬁ*d'devi ce. One or nore programs that may utilize the
signal processing services of the present invention, e.g., through the use
of a data processing APl or the like, are preferably inplenented in a

hi gh | evkl prddasthedfor delaympdecking ofeanfile beingopgreshaemprisingiguage t o

communi cat e V‘FeEQvﬁxﬁ% Eloo Eﬁ@ﬁﬁﬁﬂe the progran(s) can be inplenented
in assenbly or machine angu&be, If desired. In any case, the | anguage may
be a conpi | eshbening saidfilerfet readihgnguage, and conbi ned with hardware

i npl enent ati ons. [,0,041!]\1/1 The net hods and apparatus of the present invention
may al so be piieTiipiag that an ediinaingacaeydh Basepsuigdetnd n the form of program
code that is ] me transm ssion nmedium such as over

el ectrical wéqt%gﬁ{gratlgggf?ggaﬁ? irough fiber optics, or via any -10 ot her
formof transm ssion, wherein, when the program code is received and

| oaded ifto : i . y, a
progr arm%bl eapgegxlngmgg\%gg“?&%?&ggdgﬁ F%lﬁg 82%@%&%&% %;Zegﬂ'%tetgg?ié%@ or

t he | i kereadronly medss and mheresahl obtaihiagiarigckt dommisgnelanping eesizi to gead/write for said
capabilities as described in exenplary enbodi nents above becones an

appar at US®f-or practicing the invention. Wen inplenmented on a

general - pur pose processor, the program code conbines wth the processor
to provide a unique apparatus that operates to invoke the functiopality of

the predent TheBsthode! claymily wasrsispid determination thab an editing Higger exeatihas,
connect i g Mel BotBSsdRrE&ERA Q\%@ggg @Ry invariably be a conbination of
har dwar e aﬁﬁﬁeso?t sre.r&[%OM%ji I'le tle present invention has been
described in connection with the preferred enbodi nents of the various
figures,4it i t;0 T [ e
usad o Sodi £ Tt el LRI 17 0Helc gk Bl dhanafbblafin BTHAELIERRL By R Had
enbodi nmeodcufred cprmpfisesreceiving heequasteo £dinsdid fite foémtahmsenpr esent i nventi on

w t hout deviating therefrom Furthernore, it should be enphasized that a
vari ety of conputer platforns, including handheld device operating
systens find oThemethod!of chiim dpwhprecaid detepménation gt ay sdieing trigger event hapl at ed,
especially as _ the  nunber of wrel ess netwrked vi ces, conti nue o .
prol i f er gdeurred gamprishsa defermingtion dhat ai“ﬁ?ﬁé}ﬁ‘\é\%%wé ﬁﬁmn o a m-wmﬁs@aﬂmﬁ
any sing)g;gpbodi ment, but rather should be construed in breadth and
scope in accordance with the appended cl ai ns.

6. The method of claim 1, where said step of opening said file comprises creating a user
copy of said file.
7. The method of claim 6, where said file is located on a server computer, a user is using a

user computer, said server computer and said user computer are operably connected, and said

user copy of said file is local to said user computer.

8. The method of claim 6, where said step of obtaining a lock on said file comprises:
determining if said file has been changed since said user copy was made; and

if said file has not been changed, obtaining a lock on said file.
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"What is clainmed: A nethod for del aying | ocking of a file being opened,
conprising: receiving a request to open said file; opening said file for
readi ng;, det et.m ni that. ap editing trigger event has _occured; and
“obtaini Mg a F@FW?}H&% o ﬂa‘m hvhoge s _ sepat ﬁ?}af_%‘fun&%%ﬁl file hag been ehanged

openi N (Bfnptidé(tobidafing AERIdnSRRAMBASH Ota bbfen! Tdisioh Be £ @Ak AN Hpdg: and
where sai d obtaining a [ock conprises changing node to read/wite for said
user. 3.cofpatermiithocersién tiferinmtion ofisaid eseabply.det er mi nati on that an editing
trigger event has occurred conprises receiving a change to said file. 4.
The nethod of claim1, where said determination that an editing trigger

event hdd. octhermettod ofiglains@swhere sdid vagioa infoematidn fopa epkicificiaredsibn bfsaid AW a
user. 5. The nmethod of claim1l, where sajd determ nation_that an editing
Lrigger COMDRSeTALMaHaR Feearng s el the ek BARE 12 5PI0Petied ¥rsioBr has had
said file open for a pre-specified period of tinme. 6. The nethod of claim
1, where said _step of opening said file conprises creati Bgﬂa user copy of

R . .
sai d filld: 7.Theqacthed pbelaigt 8cvharesaid sigpf ebtaining # jock on said dile fusthepeomaprises:

Server CONpuligsid §1diER bekbd cl’th%ggcg S?I;cleﬁg% Bhe &Q‘Hg}étc%ﬁgi& Pejsgluﬁgﬁ Kﬁtriorfsqggéigi Ser.

and sai d user conputer are op nnect ed, and sal user copy of said
file is local to said user conputer. 8. The nethod of claim6, where said

step of @bt aiRj ' [ ' : 1 Q: ' ide-file
nas. beer Zhanpiiefind 8F Gafanohdte ks CofEReuRifon oiBhE b} Lod L 6F |
been chaayind tholkeatopynsf said filek on said file. -12 9. The nethod of claim 8,
where said step of determning if said file has been changed conprises
conparing version information of a current version of said file on said
server 13onpultermethdd of eluimn 8/ wheré saidednfliot refolstortoptions compiise the optidreof

method of claim9, where said ver%ion inJ ormation for a specified version
of sai d etriexing said current version of said file on said server computer.

14. At least one of an operating system, a computer readable medium having stored thereon a
plurality of computer-executable instructions, a co-processing device, a computing device, and a
modulated data signal carrying computer executable instructions for performing the method of

claim 1.

15. A computer system for requesting a file from a server, said server operably connected to
said computer system, comprising:

an input module for receiving a request to open a file on a server computer;

a read-only mode opening module for opening said file in read-only mode, operably
connected to said user input module;

an editing trigger indication module for determining if an editing trigger has occurred;

a read-write mode opening module for opening said file in read-write mode, operably
connected to said intent-to-edit indication module; and

a file use module for using said file, operably connected to said read-only mode opening

module and said read-write mode opening module.

16.  The system of claim 15, where said operable connection comprises a network connection.
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conprises information regarding the tine of the |last change to said
specified version. 11. The nethod of claim@8, where said step of obtaining
a lock on said file further conprises: if said file has been changed,

“of feri nglbne The syistem obelnim £, whesosaid editing piggenmdicatismindduils eeterrhihes Taid

met hod o I ene sajd copflict resolution options conprise the
option O@se?b%{ﬁ@ﬂgesﬁgga%ge {c?osﬁyjo said file. 13. The nethod of claim8,
where said conflict resolution options conprise the option of retrieving
sai d curyent rsion of said file on sai.d server conputer. 14. At |east
one of a fopeﬁlget fﬁgﬂ%g&?‘é‘m ?%! vlisEptaid pditing HiggerIndicatiommpdule dgtesmmes if said
thereon ger BhaWedhdsted 1Bt SBRIMIYHE MY GE h@i@f%rbcﬂﬁﬁ%“c.“ ons, a co-processing
device, a conputing device, and a nodul ated data signal carrying conputer
execut abl e instructions for perform ng the nethod of claiml. 15. A
conput er ;gyst [ L@kt : I r . y
connect et o T ptert SBUER 15 bed vl e Rl kel nfiRhriont BB el i P Y

r ecei vi ngseahashipdesaid file oppme fora presspecifiedpesied vétimeonput er; a read-only node
openi ng nodul e for opening said file in read-only node, operably
connected to said user input nodule; an editing trigger indication nodule
for det e20r ni Tihe systemnefi¢clhinn g5, tforthgreompaisingccurred; a read-wite node
openi ng nodul e for .opening said file in read-wite node, operably
connected to %tafa&eif‘?{f%?ﬂn&aouseampymf&?'é I£:on nodule; and a file use modul e
for using said file, operably connected to said read-only node opening
nodul e apd saj d read-\fl)\gi te npde opening nodule. 16. The system of claim

15, wher €l-sai dhopestenpEclaignd COBWPFNges a network connection. 17. The
¢ ol a . . m . et .
system of claj ghahe d\@ﬂ-@ﬁ&hﬁl@ﬂﬂe%jﬂ &e’té&&n%@v‘h%@f sdlcpgée?@&]%p(?tl ﬁq}gdﬁ%gs a copy ofa

determ nes if sal user has requeste change to sal

syst em ofurtdnivensibh, of shid fde emsald ectiver, nperably ggmmecteddo said irend-writtuhede opening
det er m nes ilf said wuser has requested that said file be nmade avail able
for edit™gUe19. The system of claim 15, where said editing trigger

i ndi cation nodule determnes if said user has had said file open for a

- jfied i od t] 0. T t f. clai.m 15, t her ,
Egﬁpf ngf%l © Tﬁg g)‘/s(t)em 8I‘ cla{mrrsl, vghere saq resaﬁlswr?trenn?ode%pgwg modu{euorpc'ens(,a gald file for

said user in read-write mode if no change in said current version of said file on said server has

been detected by said change detection module.

23.  The system of claim 21, further comprising:
a change resolution module for presenting at least one change resolution option to said

user upon detection of a change in current version of said file on said server.

24.  The system of claim 23, where said conflict resolution options comprise the option of

saving the user copy of said file.

25.  The system of claim 23, where said conflict resolution options comprise the option of

retrieving said current version of said file on said server computer.

26.  The system of claim 20, where said change detection module compares version
information of a current version of said file on said server computer with version information of

said user copy.
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"storage for storing a user copy of said file. 21. The system of claim 20,
further conprising: a change detection nodule for detecting whether said

user cop of said file is a copy of a current version of said file on
“said se . dsevstempf chimeass ¥ e&eéa@aweasr%aéarwan@@ foragpedifiedvergionpidaide.

22. Th dul
opens gal déérﬁﬁ?‘&% 1ﬂoﬁggflio§1]r8§er Ehfg‘g ofﬁl%ﬁ ?as\fvrrcritl)zé-l eq?gag%%%%ﬁ}eaq’eﬁoga?d
current version of said file on said server has been detected by said

change dgt ect st em of aim?21. .further conprising: a
change %§Sol ﬁ%ﬁ% ﬁ%ng BFenbc;} é@ﬁ?‘} fpmgte feé‘éesrtcod?%" UHange resol ution
option to saiyponisditatioRFronl € uSeithA? dpeing o £éaad ot fileUs fe%ﬂ&sté’@&édeﬁﬂn?ﬁ c8py d
file on said server. 24. The system of claim 23, where said conf

r esol ut A thepETeBhEersignof Fajd remete §ils from said rematei sgethe user copy of said
file. 25. Th% %X pes rg%a?& C& t Ophﬁé usémgﬁl a%@hglaxce é@b 1J:a91on aﬁ%q%&l %orgxg? %E)tﬁ’ll fqgss

conprise the o r'ieving sal current
sai d serofélie aargqtypess sadbremitefileyst em of cl ai m 20, vvhere sai d change
detection nodul e.c ar es veral on inf rmat i on of cur.rent ﬁer si on of

sai d file on UWAnINGERIPR I sHif#es that SHAEFTAPERds taredit SRIdiTemOtS e S5aupstiag
ConY. - Wfar3lid 0 BnSYREMHA sehloP bellolRed M Hicfind By buleplysdron [ nf or et i on for

speC|f|e version sal d l'e conprises In mat1 on regarding the tine
of the last change to said specified version. 28. A nethod for using a

remote fjg e Oﬂ}eamétﬁga’Bleclﬁﬁﬁ !g’ \Trhe%’é’g?& imdtic38lon Rf‘ahﬁghﬁf‘ gf)é?ﬁh 6%&;%%

t hat opening of said renote els requeste receivin opy

current fileisiequestdd mmsesasandesefcluﬂnﬂgmhmaﬂhmlenote server; displaying
said copy for said user using a software application adapt ed for use with
files of the same type as said renote file; upon indication fromsaid
user. t ha0. saiTheunethod of elanhs 28,0vledé said idicationtitae sdid hesr imtendsats tedit gaid tréradte

said filg on said renote server be. l ocked for iting by other users. 29.
The net hfglaCBWPEFeéirFﬁ%@PgME%eé%FHdFW’cPasﬂdoarP %%Wina user that opening’ of

said renote
31. The method of claim 28, where said indication that said user intends to edit said remote

file comprises receiving a request to edit said copy from said user in said application.

32.  The method of claim 28, where said indication that said user intends to edit said remote
file comprises a determination that said user has had said copy open for a pre-specified period of

time.

33.  The method of claim 28, where said step of requesting that said file on said remote server
be locked for writing by other users comprises:

determining if said remote file has been changed since said copy was made; and

if said remote file has not been changed, requesting that said remote file on said remote

server be locked for writing by other users.

34,  The method of claim 33, where said step of determining if said file has been changed
comprises comparing version information of said remote file on said remote server with version

information of said copy.
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fileis requested conprises said user clicking on a hyperlink. 30. The
met hod of claim 28, where said indication that said user intends to edit

said re e j ' change.to sajd co in_said

- appl i catyon. ¢ RefBHNEERER SRRAAE B S RRHRiES Bk SR vesnariet sai o
user |rnenmm&wbg edit said renote file conprises receiving a request to
edit said copy fromsaid user in said application. 32. The nmethod of claim
28, where sai ’(fsi“ﬁdi’@atlelfﬂﬁhmné}hme eringtona ¢s moce eniflict sesotutioaroptions foi | e
conpri seg, %ﬁgern1nat|on that said user has had said copy open for a
pre-spe0| period of time. 33. The nethod of claim 28, where said step
of requesting that said file on said renote server be |ocked for witing

o noe S cony FAREnk E of RIS Blehtls bR’ 1pfib Retivpt esiis oA BT &

request i p1gra1hh,atbf @mpﬁtdréaieétﬁaﬁlb iBtrOdtions] £lcd-Frdeés8in %@01\68 la &ﬁnﬂt@ﬁﬁ%gwfcgr da
witing b othgg users, 34. The method of cIa|n1§ where said step o %p

det er mi rfPﬂ%‘ﬂPtF aladige] earrying spsemiteriexngsable tnsipetions forqerformingdhe mettiodiof

i nf or mat g gé said remote file on said renote server with version
|nfornat|on of said copy. -15 35. 1 he nethod of claim 33, where said step
of obtaining a lock for said user further conprises: if said renpote file
has been changed, offering one or nore conflict resolution options to

said user. 36. At |east one of an operating system a conputer readable
medi um having stored thereon a plurality of conputer-executable
instructions, a co-processing device, a conputing device, and a nodul ated
data signal carrying conputer executable instructions for performng the
met hod of cl ai m 28.
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