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relates to a nobile communication systemand, in'5 particular, to
provi ding rapid tel ephone registrati on_'in a distributed

t el econmuni cation switching system
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system covers a large geographical area offering a user with a mobile telephone a
possibility to make calls at the office, in residential areas, and in vehicles while
having continuous service. A disadvantage of cellular telecommunication system is
the high cost, weight and size of the telephones, the high charges charged by the
operators for becoming a user of such a system, and the high charge per minute of
call as compared to a fixed telecommunication system. PCS is a compromise
between the low cost and lack of freedom of a fixed telecommunication system and
the high cost and freedom of a cellular telecommunication system. The PCS concept
offers users small light-weight battery-powered portable telephones for making calls
anywhere that has a ﬁxed'point telepoint radio transceiver. The telepoint
transceivers are located at various places such as railroad stations, airports,
pedestrian areas, office buildings, and residential areas. The provision of telepoints
in residential areas allows the user of a PCS telephone to make calls from their
residence and also provides an alternate telecommunication service to that provided
by the fixed telecommunication system. The PCS _concept requires comparatively
little power consumption in the PCS telephones in comparison to the cellular
telephones. o : '
~ Problems do exist in prior art PCS systems. One problem is that of
providing authentication information to a telepoint controller when a user of a PCS
telephone wishes to make a call or to register their PCS telephone. Because of the
much larger number of PCS telephones and telepoint base stations as compared to
cellular telephones and cells in a given geographical area, the use of a central
computer to keep track of where PCS telephones are and to provide the
authentication information for those telephones is both expensive and extremely time
consuming. WIPO Patent Application No. WO 94/01976 discloses such a system
where the authentication information is maintained in a management system. U.S.
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transceivefs are |ocated at various places such as railroad stations,
airports, pedestrian areas, office buildings, and residential areas.
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pre-location of authentication information allows the authentication information to

be distributed to switching nodes in a distributed telecommunication switching

system before peak traffic conditions arise. A user of a PCS telephone can directly

15 specify the time and place for the pre-location of authentication information, or the

switching node to which the PCS telephone is assigned can statistically determine

the other switching nodes to which authentication information will be pre-located

and the day and time of the pre-location.

Brief Description of the Drawing _

20 FIG. 1 shows a distributed telecommunication switching system for
providing PCS service; |
FIG. 2 illustrates the node hierarchy of the switching nodes of FIG. 1;
FIG. 3 illustrates the dialing plan hierarchy of the switching nodes of

FIG. 1;
25 FIG. 4 illustrates a software architecture in accordance with the
invention; ' : o
: FIGS. 5-16 illustrate internal tables utilized by the switching nodes of
FIG. 1; -

FIG. 17 illustrates, in flow chart form, operations performed by a
30 mobility management application in registering a PCS telephone;
FIGS. 18 and 19 illustrate, in flow chart form, operations performed by a
mobility management application in obtaining authentication information;
FIG. 20 illustrates a block diagram of a base station; '
FIG. 21 illustrates a block diagram of a PCS telephone;



handl és,the distributi on of the authentication informnation.
Whereas, the prior art systens do provide partial solutions to the 5
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FIG 1: 25 trates a software archjitecture in
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15 resident switching node and base station to which the directory telephone number of
the PCS telephone is assigned. Each directory telephone number is assigned to a
specified PCS telephone. Normally, this would be the base station serving the user
of the PCS telephone’s home. In FIG. 1, switching nodes 101, 102, 104, 105, 109,
1110, 111, and 112 are located in the work center for a metropolitan area; whereas,
20 switching nodes 106, 107, and 108 are located in residential portions of the
metropolitan area. There could be more switching nodes in residential areas.
Assume that the resident switching node of PCS telephone 168 is
switching node 108 and that the user of PCS telephone 168 normally spends Monday
thrdugh Friday from 8:00 a.m. to 5:30 p.m. at his/her office which for sake of an
25 example is served by switching node 110. Switching node 108 pre-locates the
- authentication information for PCS telephone 168 by sending it to switching node
110 for Monday through Friday at 8:00 a.m. When the user of PCS telephone 168
registers on switching node 110 via base station 127, switching node 110 already has
the authentication information and does not have to request the authentication
30 information from switching node 108 or from a central data base. As will be
described, the pre-location of the authentication information may be specified by the
user through interaction with the operator of input terminal 100 of FIG. 1 or be
automatically determined by switching node 108 performing statistical analysis of
the registrations of PCS telephone 168. The operation enters the pre-location
35 information into NMS 115 which distributes it to the proper switching node. PCS
telephone 168 could also have its authentication information pfe-located at different



30 nobi i'J ty"’ managenent application in registering a PCS tel ephone;

FIGS: 18 and 19 illustrate, in flow chart form operations perfornmed by a
nobi | i-ty managenent application in obtaining authentication information;
FIG 20 illustrates a bl ock di agram of 2 base station;

FIG 21 illustrates a bl ock diagram of & "PCS t el ephone;

-3 - FIG 22 illustrates a preference table; and
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t el ephones 10 referred on the drawi ng as PCST) such as PCS tel ephones

164-170. Thé& ®  telephones can make and receive tel ephone calls from
ot her PCS t el ephonesMaraidetail of therpre-d@datiomofaitlcntisativin informbtiorsis givean set

124, directly. GORGE gﬁtﬁ%dt'ﬁeﬁg%ﬁgn with Pre-location of Authentication Information".
10 More detail on how the switching nodes of FIG. 1 function when the authentication
information has not been pre-located before a PCS télephone starts the registration
procedure is given in the section entitled "'Registration without Pre-location of
Authentication Information".

Unlike a prior art systém of switching nodes such as a network of

15 Definity Generic Il communication systems, a switching node of FIG. 1 has no
predefined stored information defining how this system is configured before
initialization, with what telecommunication links are terminated on which nodes,
what interfaces are utilized to terminate those links, the physical configuration of the
switching nodes, and the type and features of the station sets. Further, there is no

20 predefined information setting forth the directory dialing plans which is utilized to
identify the telecommunication terminal equipment connected to each of the
switching nodes. Finally, each switching node has no predefined 'knowledge of what
telecommunication terminals are connected to it.

Each switching node determines the above information upon the entire

25 system being initialized or an individual switching node being initialized or the
initialization of a new telephone communication terminal. In addition, an individual
switching node begins to determine new paths through the system upon an individual
telecommunication link becoming active after the switching node has been
initialized. To obtain this information, each switching node as it becomes active

30 must perform the following functions: (1) establish its own internal configuration,
(2) identify and initialize interfaces including base stations, (3) establish its position
in the switching node hierarchy, (4) obtain ownership for its portion of the directory
dialing plan, and (5) learn how to route calls through the systems. In addition,
NMS 115 must establish a call to each switching node in order to distribute the

35 directory dialing plan among the switching nodes and to provide other management
functions. Each of these functions is described in the U.S. Patent Application of



net wor'k i114? In addition, anal og tel ephone sets connected to public network
114 » can nake calls to the PCS tel ephones. Each PCS tel ephone is
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directory tel ephone nunber is assignedto a . specified PCS tel ephone.
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number that PCS telephbne 168 is assigned to switching node 108. Mobility
management application interrogates internal tables for the terminal service profile
of PCS telephone 168. Finding no terminal service profile, the mobility management
20 application then transmits a message to network management system (NMS) 115
requesting the TSP. Once the TSP is received from network management
~ system 115, switching node 108 proceeds with the registration procedure. As is
described later in greater detail, switching node 108 does not own the directory
telephone number and must request permission from switching node 102 to host the
25 number. If the resident switching node number did not designate switching
node 108 and the authentication information had not been pre-located, the mobility
management application utilizes the resident switching node number to transmit a
message to the resident switching node requesting the authentication information for
PCS telephone 168. This message also includes the node number of switching
30 node 108 and the directory telephone number for PCS telephone 168.
For example, when PCS telephone 168 registers on switching node 110,
a message is sent by switching node 110 to switching node 108 requesting the
authentication information and including the node number for switching node 110
and the directory telephone number. This message is transferred to the mobility
35 management application of switching node 108. The mobility management
'application interrogates its internal table to determine if it has the TSP for PCS




-4- ’ ',.dai;;s or times on other switching nodes. In addition, where the

swi.tchi ng nodes are formed into authentication hierarchical structures
with respect to the storage of authentication information, the
aut hentication informati on can be pre-located with a swi t chi ng node

that is high in a particular aut henticatPon hierarchical structure, so 5
that PCS tel ephone 168 can regi ster on a nunber of sw tching nodes and the
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pl ans whi ch Thegeohilityspanagement application determines on which switching node PC
telephone 168 is registered. If the telephone is registered on switching node 108 via
base station 130, the call is transferred to base station 130. However, if PCS
15 telephone 168 is registered on switching node 110, the mobility management

application requests that the incoming call be redirected to switching node 110.

Software Structure _
FIG. 4 illustrates the software architecture of the switching nodes of
FIG. 1. This architecture is based on the conventional OSI model modified to
20 implement the ISDN protocol. In accordance with the invention as described herein,
certain further modifications have been made to the standard model in order to
include ISDN capabilities. ' '
The principal function of physical layer 401 is to terminate physical
links. Specifically, physical layer 401 is responsible for maintaining physical
25 channels and for controlling physical subchannels thereon. Physical layer 401
comprises a software portion and physical interfaces. Further, the software portion
of physical layer 401 is responsible for the direct control of the physical interfaces to
which physical links communicating PRI and BRI information terminate. Physical
layer 401 presents to link layer 412 physical subchannels and physical channels as
30 entities controllable by link layer 412. o
The primary function of link layer 412 is to assure that the information
transmitted over a physical channel is recovered intact and in the correct order. This
is accomplished using another layer of protocol which allows multiple
communication paths -- commonly referred to as logical links — to be established on




i dent i f y t e tel ecommuni cation terminal equi pment connected to each of the
swi tthi ng nodes. Finally, each switching node has no predefined know edge

of what tel ecommuni cation termnals are connected to it.
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:I'el -ecommm c link ganagement 403. The reason for this division is set forth herein below. It will
be helpful at this point to discuss the communication of ISDN signals overa
D channel to help readers, for example, who have only a rudimentary knowledge of
the communication of ISDN signals over a D channel. At link layer 412, a plurality
of logical links is established on a D channel. Only one of these logical links
15 communicates ISDN control signals, and this logical link is referred to herein as a
logical D channel (LDC). The LDC is identified by a logical D channel number

(LDCN).

Link interface 402 does the majority of the functions performed by link
layer 412, including the establishment of the logical links. Link management 403
20 identifies the various link interfaces for higher software layers. Further, link
management communicates information between the logical links and higher

software layers.

Network layer 404 processes information communicated on the LDCs,

and thereby terminates the ISDN Q.931 protocol. Hence, this layer is responsible for

25 negotiating the utilization of sjstem resources for the termination or origination of
calls external to a switching node. The network layer controls the allocation of
channels on an interface on which a call is being received or set up. For example, if
switching node 101 receives a call from switching node 102 via PRI link 150,
network layer 404 of switching node 101 negotiates with its peer layer (the

30 corresponding network layer 404 in switching node 102) in order to obtain allocation
of a B channe! in PRI link 150 -- a procedure later to be repeated if a second
B channel is desired. This negotiation is carried out using standard ISDN Q.931
messages such as the call setup and connection messages via the LDC setup on the
D channel of PRI link 150. Network layer 404 identifies all B channels of given

35 interface with the LDC for that interface. Network layér 404 is only concerned with
the establishment of a call from one point to another point (e.g., switching node to



Systent,, Serial No. 07/816360, filed on Decenber 30, 1991, assigned to the
sane assi gnee as the present application, and hereby incorporated by
reference. FIG 2 illustrates the switching node hierarchy and FIG 3
illustrates the directory dialing 5 plan_hierarchy.
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t he resi dent utilizdadctoiidentifiothe call atseciadd avitlothisdnessagea (The call refércn@ number node
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nunber to trAHE hjvidentification ars given withrespest Fﬂgﬂﬁ)dé requesting
the authenti cat i on_ i “fx@ﬁd&it'l@&r %03, is the key element that allows the routing of a call
through a complex system having multiple nodes as illustrated in FIG, 1. Its primary
20 function is to manage the routing of calls externally, i.e., between switching nodes.
Transport layer 405 views the system of FIG. 1 in terms of nodes and is concerned
with routing calls from its own node to other nodes or endpoints. (As explained in
the detailed discussion of session layer 406, that layer, not transport layer 405,
interprets logical destination information, such as a telephone number, to determine
25 the destination node of a call and to establish an intra-node path by using the
connection manager application;) In an overall system comprising multiple
switching nodes such as switching node 101, the various transport layers
communicate with each other in order to establish a call through the various
switching nodes. This communication between transport layers is necessary because
30 it may be necessary to route the call through intervening nodes to reach the
destination node. The transport layers communicate among themselves utilizing
signaling paths (LDCs) established between switching nodes.
With respect to inter-node routing, transport layer 405 is the first layer
that starts to take a global view of the overall system illustrated in FIG. 1. Transport
35 layer 405 uses information provided by session layer 406 to select the inter-node
path. The transport layer performs its task of routing between various nodes by the




. PCS tel ephone 168. This nessage al so includes the node number of switching
30, node 108 and the directory tel ephone nunber for PCS tel ephone 168.

For exanple, when PCS tel ephone 168 registers on swtching node 110, a
message i s sent by switching node 110 ﬁ?o swi tchi ng node 108 requesting the
aut hentication informati on and includi'g the node nunber for sw tching node
110 and the directory tel ephone nunber. This nessage is transferred to
t he nobi | i tutilizatiomoftgblesdefiningthe avdilable pathssandithdoptipns od¢hdse athfhe nobility
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10 receives mformatlon of this type, the other network layer unpackages information

and then directs the information to the transport layer.

The primary function of session layer 406 is to establish communication
among endpoints with all endpoints considered to be applications including, for
example, a BRI station set is considered an application. Significantly, these

15 endpoints may be applications such as the application performing the call processing
features or the dialing plan application. In any event, connections between such
endpoints is considered a call. A session (call) is set up by session layer 406 any
time two applications require communication with each other.. As noted earlier,
session layer 406 deals only in terms of switching nodes and applications on those

20 switching nodes and relies on transport layer 405 to establish paths to other
switching nodes. Session layer 406 identifies the called application by an address
which previously in the telecommunication art was thought of as only a telephone
number but has a much broader cohoept in the Q.931 protocol. From this address,
session layer 406 determines the destination switching node. Session layer 406 sets

25 up a call to the destination switching node by communicating with the session layer
of the destination switching node. The communication with the other session layer
is accomplished by having the session layer request its transport layer to place a call
to the other switching node so that a connection can be made for a particular address.
The transport layer places the call relying on the node number that was determined

30 by the session layer. These requests are done using the network layer to generate
standard ISDN Q.931 call setup messages. If the other switching node cannot
interpret the address, the session layer of that switching node transmits information
to its transport layer requesting that the call be dropped. If the session layer can
interpret the address, it sends a message to its transport layer requesting that a call

35 proceeding message be transmitted by its netv_vbrk layer back to the requesting
switching node. | |



10 C When an incomng call is received for PCS tel ephone 168 by

Swi £ chi ng node 108, that call is eventually transferred to the nobility
managenent application. The nobility managenent application determ nes
on whi ch swi tching node PCS tel ephone 168 is registered. If the

tel ephone is registered on swtching node 108 via ~ base station 130, the

call is transferred to base station 130. However, if PCS 15 tel ephone 168
is registered on swPresenitatigniayes 407 of FIG 4 invekesia Gomplerapretasal in order to

applicati O'gré&ﬂklﬁﬁhhhﬁﬁén bélﬁg EORAhRAtedVetwdr@ JpEﬂéit%& §6ltHaPthewi t chi ng node
110. Software Struycture 4|IIustrates t he

sof t war e araeahqaélem@ torally divorssd from the nretgeQl used to compppicate thery; o
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i mpl emang thﬁtl SDNaEr (@? &cco ance with the invention as descri bed
her ei n, ﬂé?m%%l 1SR PANYs have been nade to the standard
model in order to Fmally,rapbhntﬁohﬂ@l&é@ﬁ)ﬂianﬁgdsnhesresources neededbythe  The
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Pl e P el Bfs Alngf oSl e 409 Wikl BIERAGF eI o8
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|nterfac tvvare l,ayer 401 is

responsil SeIt Fc}{‘e? tipp PE%RP?‘E?}M’%BY g"'ﬁﬁp’?ﬂ?&?’ “F‘% ﬁ%ﬁ s ¢ o whi ch

physical | ld@hﬁeqﬁemmﬂldir&hiﬂg aBthzﬁi&ds ﬁRbe wriften ire4 veny abstraet mahmer. Physi cal
| ayer 401 presents to link |ayer 412 physical subchannels and physi cal
channels as 30 entities controllable by link |ayer 412.

The pri mar Régisteation Wittiout PrecLocatien off Anthenticationdaformatinmt t he i nf or mati on

transmtted over a ebxﬁa&a{wﬁﬁ demlw ﬁaﬁ@edla&ﬂﬁad@wimh@ the correct
order. This IS acco SI ng anot | ayer of pro(tlgcol i ch
al'l ows nul tdugcatication mformatmn usmg the resident sw1tch1ng node number and how calls

15 are directed from a resident node to a non-resident node. The manner in which these
operations are performed depends on whether the non-resident node is in an
authentication hierarchical structure of switching nodes with respect to storage of
authentication information or the non-resident node is in a stand alone mode.

As is described in the U. S. Patent Application of Bales, et al., the

20 switching nodes of FIG. 1 rapidly learn how to route calls through the system of
switching nodes both on the basis of the directory telephone numbers and on the
node numbers of the switching nodes. Tables 502-504, 507-509, 602-604, 607-609,
702-704, 707-709, and 802-804 of FIGS. 5-8 illustrate the dialing plan, level 5
routing, and level 4 routing tables for switching nodes 108, 102, 101, 104, 109, 110,

25 and 106, respectively. Note, the entries shown for telephone number 4401 are not
yet present in the tables at this point in the description. The tables illustrated in
FIGS. 5-8 only illustrate the material relative to the present example, one skilled in
the art would readily see that these tables would include more information
concerning other PCS telephdnes and switching nodes. Not shown are also the

30 tables that define within a glven switching to which base station a PCS telephone is
registered.

Consider now the stand alone case where the switching nodes of FIG. 1
are not arranged in any authentication hierarchical structure and continue to utilize
the previous example dealing with PCS telephone 168. Before PCS telephone 168
35 registers on switching node 108, PCS telephones 164-166, 169, and 170 have



cormurii¢atfbn paths -- commonly referred to as logical links - to be

established on -7-

a given physical channel or a physical subchannel comrunicating packetized
dat a. These logical l|inks are used SE i dentify and process data being
conmuni cat ed between link |ayer 412%and physical |ayer 401. (An exanple

of this type of protocol I's the LAPD packet protocol used in | SDN
Q 921. | n t Iregisteiot onttheiri sasitlend switchirig nddey as illbi@ated im¥FIGad o All dfahdsé\POS
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| ayer 412 i Lnterftace managenent 403.

The reasoh #3130 atamehilitydablnS0L @@Mﬁéﬂ%ﬂ@&qlwme%@ﬁ The purpose of the e
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channel @{0DEpiry Tmbca_tmhethudhmteldpheue hymber is gesident (b) ohmmwsldnmﬂ)eqn
the switching node. A state of “2" indirects that switching node is in an
authentication hierarchical structure for the telephone number but is neither the
resident nor non-resident switching node. . The node number entry designates the
resident node of the telephone number. The node pointer is utilized in a
15 authentication hierarchy structure to point to the next lower node in the structure
having the authentication information. The authentication pointer is used to point to
a memory location within the switching node of the authentication information. If
the authentication pointer is 0, this indicates that the authentication information is
not present on this node. The time field indicates the time that the authentication
20 information was received. The activity field contains the time that the PSC
telephone made or received a call via the switching node.
Assume now that PCS telephone 168 registers on switching node 108
via base station 130 for the first time. The mobility management application of
switching node 108 is responsive to the registration to obtain the directory telephone
25 number, 4401, and the niode number of the resident switching node, 108, The
mobility management application interrogates mobility table 501 and does not find
an entry for telephone number 4401, since entry 512 has not yet been made. The
mobility management application then transmits a message to NMS 115 requesting
the authentication information and the rest of the TSP. The transfer layer of
30 switching node 108 readily routes this message to NMS 115 by examining table 504
and determining that the link to be utilized is 163. When the message is received by
switching node 102, switching node 102 examines table 509 of FIG. 5 and
immediately routes the message to NMS 115 via link 148. NMS 115 then transmits
the TSP which includes the authentication information back to switching node 108.



(LDCN). , Link interface 402 does the mpjority of the
functions perfornmed by |ink | ayer 412, including the establishnment of
the legical links. Link managenent 403 20 identifies the various link
interfaces for higher software |ayers. Rwther, |ink managenent
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pointer of table 501 is set o ""0" since there is no authentication hierarchical structure
of nodes. The authentication pointer of table 501 now points to the location in
15 memory where the actual authentication information is stored, and the time field
information is inserted. After these operations are accomplished, mobility
management application would complete the registration of PCS telephone 168.
Assume now that the user of PCS telephone 168 leaves his/her home
that is served by switching node 108 and goes to his/her office that is served by
20 switching node 110. When PCS telephone 168 registers on switching node 110 via
base station 127, the mobility management application of switching node 110
obtains the resident switching node number and directory telephone number from
PCS telephone 168. First, the mobility management application interrogates
mobility table 706 of FIG. 7 to see if there is an entry for telephone number 4401.
25 Since there is not, the tnobility management application transmits a message to the
mobility management application of switching' node 108. This message is routed
utilizing the node number of switching node 108 (resident switching node number).
The message includes the switching node number of switching node 110 and the
directory telephone number, 4401. The transport level of switching node 110 is
30 responsive to the request for transmitting the message to interrogate table 709 of
FIG. 7 and determines that the message to be routed to switching node 108 on
link 159. Similarly, the transport layers of switching node 104, 101, 102 and 106
perform similar interrogations of their level 4 routing tables using the node number
of switching node 108 to determine the link that is to be utilized to send the message
35 to switching node 108. These entries in the various level 4 routing tables were set up
in response to telephone calls made to or from switching node 108 using the block of

chi ng



8 ’ SWI t chi ng node). The network | ayer is not concerned with how a call

I's rFouted internally to a particular sw tching node but rather
transfers informati on up to higher | ayers for the determ nation of how
a call is routed in the switching node. wever, - the network |ayer does

request that one application, referred'tl “here and below as the 5
connection manager application, add or renove facilities on a physical

i nterface todigectory numbersh"Hantthat are thepartiomofithe dialingiplan owned by
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determne ode 110 inserts entry 901 into mobility table 706 of FIG. 9. Entry 901 indicates
that telephone number 4401 is presently registered on switching node 110, state
equals "1" and the node number 108 indicates that the resident node is switching
20 node 108. _ '
Consider now when BRI station set 124 dials directory telephone
number 4401, when PCS telephone 168 is registered on switching node 110. The
call is routed to switching node 108 where the session layer interrogates level 5
routing table 503 of FIG.S. The session level determines from entry 514 that the call
25 is to be routed to the mobility management application. The mobility management
application is responsive to the call to access entry 512 of table 501 of FIG. 9 and
determines that PCS telephone 168 is éurrently registered on switching node 110.
The mobility management application then requests that the call be redirected to
switching node 110. The transport layer of switching node 108 is responsive to this
30 request to access the level 4 routing table 504 of FIG. 5 and to redirect the call to
switching node 110 using link 163. Entry 515 was added to table 504, when
switching node 110 requested the authentication information. When the call is
received at switching node 110, the session layer is responsive to the directory,
telephone number to access entry 901 of table 706 of FIG. 9 and to direct the call to
35 the memory management application. The memory management application
determines on the basis of the state field being "1" that PCS telephone 168 is



25 the destination node of a call and to establish an intra-node path by

usi.ng the connection manager application.) In an overall system
conprising multiple swi t chi ng nodes such as sw tching node 101, the
various transport |ayers communi cate with each other in order to

establish a call through the various = M- gyt chi ng nodes. This
communi cati on between transport |ayers is necessary because 30 it may be
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dest i ned1® orswitching node 110 removes entry 901. If the mobility management application of
switching node 108 determines that PCS telephone 168 should no longer be
registered on switching node 110, that mobility management application sends a
message to the mobility management application of switching node 110 which
results in the removal of entry 901. One of the conditions under which switching

15 node 108 would determine that the registration should be eliminated on switching
node 110 is if PCS telephone 168 registered on another switching node.

Consider now the case where switching node 110 is part of an
authentication hierarchical of nodes. These authentication hierarchies are assumed
to have the same hierarchical structure as illustrated in FIG. 2 for simplicity.

20 However, a different hierarchy could be used. The hierarchical state word
containing a "1" which is maintained by the mobility managementment application
defines when the top of the authentication hierarchical structure has been reached.
For sake of an example, it is assumed that the authentication hierarchical structure
for switching node 110 includes switching nodes 104 and 101. The mobility tables

25 of FIG. 10 define this structure. The top of this authentication hierarchical structure
is denoted by hierarchical state word 605 of FIG. 10 for switching node 101
containing a "1". If switching node 104 was to be the highest node in the
authentication hierarchical structure, hierarchical state word 610 of FIG. 10 would
contain a "1" rather than a "0". Hierarchical state words 705 and 710 of FIG. 10 are

30 also "0 " indicating that switching nodes 109 and 110 are part of the authentication
hierarchy structure. In the present example, the telephone numbers illustrated in
FIG. 10 have already registered. Mobility table 601 for switching node 101 reflects
that the three telephone numbers are not present on switching node 101 by the state
entry being a "2". The node number entry indicates the node that is the resident node

35 for the telephone numbers, and the node pointer entry indicates that the structure
descends down to switching node 104. Finally, the fact that there is an entry for each
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20 authentication hierarchical structure and utilizes the resident switching node in the
message from switching node 104 to transmit a message to the mobility management
~ application of switching node 108.- _ .
The mobility management application of switching node 108 is
responsive to the message to make an entry that is identical to entry 512 into
25 mobility table 501 of FIG. S for switching node 108. The mobility management
application of switching node 108 then routes the authentication information directly
back to switching node 110. This routing may take a different path than that
indicated by the node hierarchy of FIG. 2. .
When the mobility managément application of switching node 110
30 receives the authentication information, it stores entry 1101 in mobility table 706 of
FIG. 11 and transmits the authentication information to the mobility management

application of switching node 104. The latter mobility management application
stores entry 1102 in mobility table 606 of FIG. 11. Note, that the node number
points to switching node 108 which is the resident node. In addition, the mobility
35 management application of switching node 104 transmits the authentication
information and node numbers of nodes 110 and 108 to the mobility management



to its irahéport | ayer requesting that the call be dropped. If the session
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protocol all ows (fat | on % conmuni cat e tgh a peer .application
across a transport ?W‘ have to be roughtoutatg,lq{ggtprye, ﬁ‘F‘F‘E‘&!‘WaBPPI ayer 408

nmanages the mtaﬁﬁamﬁs paimﬁad bWhé ﬁ\ﬁhenncamp;bmﬁﬁf fieldsof the Wrivus aécofdf t war e
| ayer 409 ?ﬂﬂ n d "[vl 0 ; o ﬁéQ |hsleco ni cating
w1 h anot heDoopeeding Bl the.defvish g huiag Fies in ppe Siipscalin ow rany
ot her appl i cat¢tores neayi it rclam\ﬂmmmal laethentixation irfpphatiomtif driss aotabelemumled. 10
a1 6L SEL AR B AP SR B, Lo,
abstract naispage, In that case, the authentication pomter field will be "0". If the authentlcatlon
pointer is "0", then the moblhty management application must either go up or down
10 the hierarchical authentication structure until it finds a switching node which has
retained the authentication information. In general, the switching node on which the
PCS telephone is actually registered retains the authentication information.
If switching node 110 decides to unregister PCS telephone 168 or
receives a message from switching node 108 to do so, the mobility management
15 application of switching node 110 removes entry 1101 and transmits a message to
the mobility management application of switching node 104 informing it that it
should remove entry 1102, Similarly, the mobility management application of
switching node 104 sends a message to switching node 101 informing that mobility
management appl_icaﬁoh that it should remove entry 1103.
20 Consider the situation where the mobility tables are as illustrated
FIG. 11 and PCS telephone 168 registers on switching node 109. The resulting
changes to the mobility tables are illustrated in FIG. 12. The mobility management
application of switching node 109 requests the authentication information for
directory telephone number 4401 from the mobility management application of
25 switching node 104. The latter mobility management application examines mobility
~ table 1102 of FIG. 11 and determines that an entry for the directory telephone
number exists. The mobility management application of switching node 104
transmits this authentication information to switching node 109 and sends a message
to the mobility management application of node 110 informing it that PCS
30 telephone 168 is no longer registered with switching node 110. The mobility
management application of switdhing node 110 removes entry.
When the mobility management application of switching node 109
receives the authentlcatlon information, it creates entry 1201 in table 701 of FIG. 12.
The mobility management application of switching node 104 also removes
35 entry 1102 of FIG. 11 and replaces it with entry 1202 of FIG. 12. Finally, the
mobility management application of switching node 109 transmits a message back to




Regi st r,ét i'oﬁ Wt hout Pre-Location of Authentication Information

Consi der now in greater detail how a non-resident node obtains

aut hentication informati on using the resident swtching node nunber and how
calls 15 are directed froma resident de to a non-resident node. The
manner in which these operations are’ perfornmed depends on whet her the
non-resident node is in an - aut hentication hierarchical structure of

swi t chi ng ndhtemobilitymanagesment applisatioreofcswifching node 108 infomaing étthatnf or mat i on
or the non-rgs| L S | ﬁ?&e a1 As is
described i rs\@?h@ﬁ%%o@@i’%{@%b &&?@%a@%?@?r es‘,i' E“" ré’loyl,m{h_e 20

swi t chi ng n&erpagesnentiapplicatipn pf swijchinginedentl§ updaies entey 313 ofsmebilitiugh t he
system of  taple 5M bERIAS G ocRSt AR facON the basis of the directory tel ephone
nunbers apnd on the nod; nbers of e swi.tching npdes. Tabl

502504, $07-509, 6oNowolit B Sdelephone lﬁts%é-r%%i?%?g?w?hlaaaog@!ﬁim of
FIGS. 5-8 ib:irhswdrtﬂ‘tsﬁﬁfphmrg]dlbdé. ' i(DEaﬂﬁHngilitﬁgﬂhag%nem agli@atilo&ksf,su%cﬂi gvel al
routing table S chi ng  nodes : . an
106, 1 2spactae il wRbld Ve feh daiciRact VSisuiiiing pode | bR R R R oy ¢
not y eenzy 4362 of FIG.tHe It tivh,abe atobility snamagemerit mpplivatior ef switthimgy. The
tables illu | ' =5 - t | rel ative
to the pr eszlh?gtégg#popleq hagﬁgast %ﬁsg%%i tﬁ@Wtchth#h\é&%ﬁﬁ%u 8@%‘2@ Fiymsoge t hat
these tab®edIG@olld i ncl ude more information concerni ng ot her PCS

t el ephones and SW! tC"l"hé‘QwM@nodB@bei@.%a%% fﬁ'it%%_xﬂoﬁﬁt &Qneﬁx@@'sﬁﬁcetihat _
whi ch_base station a PCS, t.el ephone is

Fog stered. which B stGte abthonzatioaRtoPaRomo R EHBCRE HEIAY SHRSS, HASOMher ot he
swWi t chi ng nowesssady fbi éhe siwitching node imthe aatheatigion hieralical stinente wastoron
ey o, <=l afod oAb e I b ' HREHERE o1,
swi t chi ndS nellewinsonlpose switdpngpede tostore 88, auligptication infpomatiore The first
embodiment assumes that the switching node on which the PCS telephone is
registered stores the authentication information longer then any other switching node
in the authentication hierarchical structure. The second embodiment assumes that a
switching node relatively high in the authentication hierarchical structure has a large
20 amount of memory space allocated for storing authentication information and that
this node stores the authentication information longer than the other switching nodes
in the authentication hierarchical structure. In both embodiments, when the mobility
nianagement application of a switching node determines that it can no longer store
the authentication information, that application must interrogate the mobility
25 memory management applications of the switching nodes above and below it in the
authentical hierarchical structure to determine if any other mobility management
application is still storing the authentication information. If no other mobility
management applications are still storing the authentication information, then the
mobility management application of the node preparing to delete the authentication
30 information must (1) transmit messages to the mobility management applications in
the switching nodes above and below it informing these applications that they are to
“delete their entry for the particular telephone number associated with this
authentication information and (2) delete its own entry for that particular telephone
number. In addition, the mobility management application of switching node on
35 which the corresponding PCS telephone is registered must inform the mobility
management application of the resident switching node that the telephone is no



regi ster.ed on their resident switching nodes as illustrated in FIG 1. Al
of t-hese PCS t el ephones are assigned tel ephone nunbers which are part
of the dialing plan owned by their respective switching nodes. The

t el ephone nunbers for these nodes are t_ﬂ . first entry into the nobility
tables of FIGS. 5-8. For exanple, tel ephone nunber 5 "3130" of nobility
table 501 for node 108 is PCS tel ephone 166. The purpose of the vari ous
entries in tlhegediregistengdpl an, |evel 5 routing, and level 4 routing tables is
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illustrated in the tables of FIG. 13. When PCS telephone 168 registers on switching
node 109, the mobil_ity managcrrient application receives the directory telephone and

15 the resident switching node number. The mobility management application
examines mobility table 701 of FIG. 13 and determines that it has no reference to the
directory telephone number 4401. The mobility management application then
transmits a message up the authentication hierarchical structure to switching

_ node 104 requesting the authentication information for directory telephone

20 number 4401. The mobility management application of switching node 104
examines entry 1302 and determines that it does not have the authentication
information but that switching node 110 is lower in the authentication hierarchical
structure. This determination is made on the basis of the node pointer field of
entry 1302. The mobility management application of switching node 104 then sends

25 amessage down the authentication hierarchical structure to switching node 110.
This message requests the authentication information and also informs switching
nodes in this downward direction of the authentication hierarchical structure that
they are to remove their entries with respect to telephone number 4401 in their
mobility tables, after having transmitted the authentication information to the

30 mobility management application of switching node 104.

The mobility management application of switching node 110 is
responsive to the message to remove entry 1301 and to transmit the authentication
information pomted to by the authentication pointer field of entry 1301 to switching
node 104. The mobxlxty management application of switching node 104 is

35 responsive to the authentication information to store this authentication information
and insert a pointer into entry 1402 referencing where the authentication information



t el ephone made or received a call via the sw tching node.

Assume now t hat PCS tel ephone 168 registers on switching node 108 Vi a
base station 130 for the first tiwe. The nobility management application of
swi tching node 108 is responsive to the fegistration to obtain the
directory tel ephone 25 nunber, 4401, é}‘éi‘the node nunber of the resident
swi tchi ng node, 108. The nobi | ity managenent application interrogates
mobi | ity t alis stofedil Fhednobility mariagémend applicatian of switghifignodediOdpheme nunber

ol | cati on PR e aueRlont oo aRR BRbEmolIFy manssciRAl sdphifadfiigocor

aut hent i cat |mtchmgquatlDanmnhtmmobxbmm@iagpmnmhcatm thfmamserrtﬂ | ayer of
30 switchi Qs‘i’m@q lcliﬁelg B8 9bi MfF'I@iUi@Sﬁfd”ﬁx %é%s”“?gﬁglﬁ%t%m ni ng

tabl e 504 term n| n e utl 63. Wen
the nessade fPES‘Vé%lBI‘&E‘EﬂE’é 4, 108 andrilfg node 102, switching node 102

?i gm nesl t aE' i 209 Otoﬁélger &v&ﬁmé second embodifHent ﬁh&rertﬁélivﬁfchidg&)oﬂ%ﬁ@ﬂ& to NVS
S A R EPRAR i 15 iy i bl e (e
-12- directory telephoBehombestOl alsitmgionovteerd 012 highestawitching moide ef ther y
; ?lngg h ?,? € dggémﬁeo ica %Pojn l}lﬁrafchkéal inruo ure s%&gﬁﬁlg E&%&én.l é‘s ey mraﬁmﬁl?ﬁ % 3)0 Pﬂ(rjﬂ;gr
4401 as dfn the amhs@tm&;qn pommrlas indicated ky thesfagethet mmd 503 of FIG. 15 has a
pointer in the authentication pointer field. The other switching nodes, switching
nodes 104 and 110 have not maintained copies of the authentication information and
only have a "0" entry in their authentication pointer field of the mobility tables. PCS
~ telephone 168 is considered to be registered on switching node 110 but is not
15 engaged in an active telephone call.
If PCS telephone 168 places a call while registered on switching
node 110 with mobility table 706 containing the information illustrated in FIG. 15,
the mobility management application of switching node 110 has to request the
authentication information from switching node 104. Since the authentication
20 information is not present on switching node 104, the mobility management
application of switching node 104 requests the authentication information from
‘switching node 110 which has the authentication information. The authentication -
information is then transmitted from switching node 101 to switching node 104 and
then to switching node 110. The mobility management application in switching
25 nodes 104 and 110 then change entries 1502 and 1501 of FIG. 15 so that they are
identical to entries 1302 and 1301 of FIG. 13. Once switching node 110 has the
authentication information, PCS teiephone 168 can complete its telephone call.
With respect to the second embodiment, consider the situation where
PCS telephone 168 now registers on switching node 109 when the mobility tables
30 have the contents as illustrated in FIG. 15. The mobility management application of
- switching node 109 examines mobility table 701 of FIG. 15 and determines that it
does not have an entry for telephone number 4401 and requests the authentication
information from switching node 104. The mobility management application of
switching node 104 transmits a message to the mobility management application of
35 switching node 110 requesting the authentication information and informing that
mobility management application to remove entry 1501 of FIG. 15. The memory




in great. detail in the previous referenced U S. Patent Application of
Bales, et al., 5 swtching node 108 receives permssion to utilize that
nunber from sw tching node 102 which owns the portion of the dialing
pl an that includes tel ephone nunber204401. Obt ai ni ng perm ssion to host
the nunber is performed by the dialing“"~ plan application of swtching
node 108 at the request of the nobility nmanagenent application. After
per m ssi on henagement applicatieniof switching node lrlomspondsmilﬂiahteysagestaﬁwmgtanent

applicationgt I ", since
ngge 108 is t%ggflgéﬁgée% a%m %%%tlh@mﬁoﬁg Iﬁu nse}ﬁ&aﬁ% gg‘i af'l ng pl an
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168. operatlons have Beenicampleted,ithestaterof thesmobidity IabEs isahatiHosimtetld8 | eaves
hi s/ her ho that is served by switching node 108 and goes to his/her

of fice that |(s} 1s6erved by 20 switching node 110. Wen PCS tel ephone 168
regi stert0on swi t chilFi§. Adda flowochartform, illugieatas the eparafions performed bysbhi | ity
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mcludesthe&wtchlﬂg nunber of sw.t chi ng.
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is 30 respduhcyst ispobdible tie a@sér SfwPCS riephbid hasGohé home,dms ysed their
Interrogate télg{))tl)oenez?ﬁor%, and then returned to their office. The switching node serving the

20 office still has maintained a copy of the authentication information or there is a copy
stored within the authentication hierarchical structure of which the switching node is
a part. If decision block 1702 determines that the PCS telephone is not registered on
the node, control is transferred to decision block 1703.

Decision block 1703 determines if the switching node is part of an

25 authentication hierarchical structure. If the answer is yes, decision block 1704
determines whether the switching node is the highest node in that authentication
hierarchical structure. If the answer to decision block 1704 is no, a request is sent to
the next highest node in the structure for the authentiéation_ information and control
is transferred to decision block 1708.

30 Returning to decision block 1704, if the answer is yes, control is
transferred to block 1707 which sends a request to the resident node utilizing the
resident’s switching node number to route the request for the authentication
information. Then, control is transferred to decision block 1708. Decision
block 1707 is re-executed until the authentication information is received. When the

35 authentication information is received, control is transferred to decision block 1709.
If the authentication information was received from the resident node, then it is




FI G 7‘.and deternines that the nessage to be routed to sw tching node 108

on - link 159. Simlarly, the transport |ayers of sw tching node 104,
101, - 102 and 106 performsimlar interrogations of their |evel 4
routing tabl es using the node nunber of switching node 108 to

determine the link that is to be utiliZ¥d to send the message 35 to
swi tching node 108. These entries in the various level 4 routing tables

wer e set upnecessary to filk opiths endbility eabiestin tiee enhdnsicativaichiérarchical sticwusenift chi ng
node 108 usi

Pae 10 aioheekis, e furplmation wasreceived from e gesident oo oBprelit, i ot i ng
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O ety ShaAGRaion ATEA Bl P 9 Sl o it
i nf or mat i dn deeisiondplack 1{7ha which«deserminas df the seguestingnods is the highestinade inhat
sW t chi ng nekieaubhkéhticstidifiédaRidal Stnbtire.C IfAhy rdqabﬁmg%ae RUsP e highe&l . _
When the nobil.ity nmapagenment apgl ation of swtchi ng node 1 recei ves
Uhe. message BPHE I IIErRSay S0 8end 56 phenicarivy bECTHABOR P &G FENENEE! ephone
nunber to amedesinahd thy abthenticatioh hieearchibal saruttnsndd thattthese nodesdar filltomt access
i or mat ; on G0 OB eled, FRIRHAEN s AR EERY Plobg 1705 SMARTRAETN 02 s on o
swi t chi n#0 naxassfetred torhleck 1714mwhich progeedsiveitiethe megistmtion ima nonmabmasmért chi ng
node 108 t heyhwRfaticehursah |aisb3b¢ transferred to block 1714 from decision blocks 1709,
1711, and 1712. ' .
| Returning to decision block 1702. If the PCS telephone is registered on
the node which is indicated by an entry for the telephone number being present in the
15 mobility table, then control is transferred to decision block 1716. If the
authentication information is present on the node, decision block 1716 transfers
control to block 1714, However, if the authentication information is not present
which is indicated by the authentication pointer of the mobility table for the
particular telephone number being "0", control is transferred to decision block 1717.
20 The latter decision block verifies that indeed the node is part of an authentication
hierarchical structure. If the answer is no, this is an error and control is transferred
to block 1718 for error processing. If the answer is yes to decision block 1717,
control is transferred to block 1719 which requests the authentication information
from the next lowest node in the authentication hierarchical structure. Decision
25 block 1721 waits for the results of the request for the authentication information
from the next lowest switching node. If the authentication information is received,
control is transfer to block 1714. However, if the authentication information is not
received, then control is transferred to block 1721 which request the authentication
information from the next higher switching node in the anthentication hierarchical
30 structure. Block 1722 transfer control to decision block 1723 which waits for the
authentication information to be received. If the authentication information is
received, control is transfer to block 1714. However, if the authentication
information is not received, control is transferred to block 1724 for error processing,
since the authentication information should have been somewhere within the
35 authentication hierarchical structure,



table 501 as illustrated in entry 512 of FIG 9. In entry 512, the state
has: been changed to "0" indicating that the PCS tel ephone is no | onger
regi stered on swtching node 108, and the node nunber has been changed
to 110 indicating that the PCS 15 tel one is registered on swtching
node 110. In response to the nessage r'etei ved back from sw tching node
108, "the nobility nmanagenent application of sw tching node 110 inserts
entry 901 into nobi | FiGS.18ishé 19 dlustraterin@owochagiformy, thooparasiting pedfermed  t hat

t el ephone n% 0, state
equal s " wnﬁ:ﬁﬂ%dgg nunﬁﬁwg‘%ghﬁ%ﬁgaﬁgwtg 2 %e res?&ﬁﬁtt?a“r}%de S

swi t chi ng 2 dnfoprgatiom Jecision block 1801 determinegsify p@eﬁaﬁréwhmenure regitudn on set
124 dial s dithéembBbil fa%ieelfﬂiﬁﬁ‘an entry mwm@rma%ﬂ%mwmrg :B@&haﬁhmhﬁm 168 is

regi stered on switc node .110. t.chi ng node
108 wher et [FONERIDE ‘C?W@waﬁ'%bql%@ﬂ“%“ed [?HF&BW‘HQ° BTeN 503 of
FIG 5. The ek 1801 lieka|coedlds amfarddrto FIGNTY. VIf aleleptoat nimbercmtry i®5 is to
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FIG 9 and residentiewitching eede ¢rerart@n mutheptination hisgarchical struetntel with egi st er ed
O oens o1y R0 il pits Bk UBRASEIR g i o Gl
t ranspor 40| 1§01 SW‘?Q:WP REswRIde Yespdedision blegl F&QW@TB‘“!%‘%"‘S switthiggiest to
access the liyde |is the Eéb‘lﬂdnﬂgﬂvi&cﬂﬂgi‘n&ﬁ4 1t 1sﬁh&esﬁleﬁ(§ﬂv:fcﬁxr{g€iﬁdé astéckitgg2cal | to
sw t chi ng node | nk .163.. Entry 515 wa abl e 504, when
swi t chi ng ncf&%dsl 63?‘2‘ g?{‘%'ﬂ“lf?f@%?ﬁ% S¥Arhige HP%T @F‘%ﬁ% iaﬁh VIR§&n the call
i's . rec etelepbbrmtbemg regisieregl onoit with 110 authentisa i inforinatyar marked es po nsive to
e Syt LM i RSO 00 T
nmenory mafadeansmits appessagete the switchingaode thap @ﬁn@lberesﬁsﬁr@i tec mosq ate
fiel d bei ng refuestih@it t6rcmdw! tBO fiphodERurer entry from its mobility table. After
these two messages are sent, control is transferred to block 1813.
Returning to decision block 1803, if the answer is no, control is
transferred to decision block 1804 which determines whether the request is coming
20 from above or below the switching node in the authentication hierarchical structure.
If the request is coming from above, control is transferred to decision block 1806.
The latter decision block examines the authentication pointer associated with the
telephone number in the mobility table. If the pointer is not equal to zero indicating
that the authentication information is present on the switching node, control is
25 transferred to block 1814. The latter block transmits the authentication information
to the requesting higher switching node marking this information as coming from the
authentication hierarchical structure. Block 1816 then removes the telephone entry
before transferring control to-block 1817. Since the request for the authentication
information had come from the higher switching node, this indicates that the PCS
30 telephone is being registered on another switching node, and the telephone number
entry should be removed for the present switching node.
Returning to decision block 1806, if the authentication pointer is zero,
decision bock 1807 is executed which determines if the present switching node is the
lowest switching node in the authentication hierarchical structure. If it is the lowest
35 switching node and the authentication information is not present, then a message is
sent back by block 1811 indicating that the authentication information is not present.



present|y registered on swtching node 110. The nobility nmanagenent
application then utilizes the lower levels to interconnect the call to
PCS t-el ephone 168 via base - station 127. Entries 512
and 901 of FIG 9 are stable until PCSV\#fI ephone 168 is no 5 | onger

regi stered on switching node 110. If s thi ng node 110 determines that PCS
t el ephone 168 shoul d no | onger be registered, the nobility nanagenent
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transferred to decision block 1818. The latter decision block determines whether the
present switching node is the highest switching node in the authentication
hierarchical structure. If the present switching node is the highest switching node,
15 then control is transferred to decision block 1824. The latter decision
block determines if the authentication information is present. If the authentication
information is present, this is an error and control is transferred to block 1828 for
error processing. The reason that it is an error is that the authentication information
should have been present within the authentication hierarchical structure and the
20 highest switching node in that structure is the last switching node tested. If the
authentication information is present, control is transferred to block 1826 which
transmits the authentication information to the requesting switching node as coming
from the authentication hierarchical structure and transfers control to block 1827.
Returning to decision block 1818, if the present switching node is not
25 the highest switching node in the authentication hierarchical structure, control is
transferred to decision block 1820 which determines if the authentication
information is present on the switching node. If the answer is no, control is
transferred to block 1822 whose operation is described below. If the answer is yes,
control is transferred to block 1819 which request the authentication information
30 from the next highest switching node in the authentication hierarchical structure and
transfers control to decision block 1821 to wait the arrival of authentication
information, If authentication information is not received, this is an error for the
~ same reasons as it was an error with respect to block 1828. If the authentication
information is received, control is transferred to block 1822 which sends the
35 authentication information to the requesting switching node after marking it as
having come from the authentication hierarchical structure. Further, block 1822




20 However, a different hierarchy could be used. The hierarchical state
wor-d containing a "1" which is maintained by the nobility
managenent ment appli cation defines when the top of the authentication
hi erarchi cal structure has been reacheg% . For sake of an exanple, it is
assuned that the authentication hierarchical structure for switching
node 110 includes swi tching nodes 104 and 101. The nobility.tables 25 of
FIG 10 def traasfersicontsel to blagk d 823 whichgytorss therauthenticationtinformation ander ar chi cal
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ers, g t he n 0| nter ent rglenl ndj es the structure

dosconds IQoaHteaticasiop trude with (e prsent sptohy i teahsvers an
entry for eaclecision block 1902 is no, control is transferred to block 1905. If the answer to .

decision block 1902 is yes, control is transferred decision block 1907 which
determines if the present switching node is the highest switching node in the
authentication hierarchical structure. If it is the highest switching node, control is
15 transferred to block 1908 which request the authentication information from the
resident switching node before transferring control to 1909. Note, that the resident
switching node sends the information directly to the switching node which is
registering the PCS telephone. Returning to decision block 1907, if the answer is no,
block 1911 requests the authentication information from the next highest switching
20 node in the authentication hierarchical structure. Decision block 1912 awaits for the
authentication information to be received and once received transfers control to
- block 1913 which sends the authentication information to the next lower switching
‘node which was the requesting switching node. Block 1914 stores the authentication
information and transfers control to block 1916.

25 Base Station and PCS Telephone Details _

' FIG. 20 illustrates, in greater detail, base station 130. Base
controller 2001 controls the operations of radio units 132 through 133. Radio
unit 133 is shown in detail, and the other radio units are similar in design. Radio
unit 133 includes clock 2016 for providing synchronization to Time Domain

30 Demultiplexer (TDD) 2011 and protocol converter 2015. Radio unit 133 also
includes radio frequency (RF) transceiver 2013, antenna 2017 and frequency
synthesizer 2012. Transceiver 2013 comprises both an RF transmitter and an RF
receiver. Transceiver 2013 demodulates voice signals and control signals
transmitted by a mobile unit and couples the voice signals via protocol

35 converter 2015 to base controller 2001 via link 2010. Base controller 2001 provides



of the tel'ephone nunbers in the authentication pointer entry indicates that
swi t chi ng node 101 has the authentication information for the directory
t el ephone nunbers. ~ Consider now the exanpl e where PCS

t el ephone 168 registers on Swi t chi n% node 110. The nobility managenent
application of switching node 110 5 3t checks to see if it has in
nobility table 706 of FIG 10 an entry for tel ephone nunber 4401. Since
it does not altmmfdrlﬁdlyumﬂagemmml Controlmigrfaty reseiveddromg node 110

transmts a 3] [ f the next
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Tobi |1ty Al ARE Sigat AR i ehving fbe wigal strnsth bl Nsel RERE ¢ ne
present 15 etxampdueer 201 3tand ns frasmit this dipsalaghietto baseccontyolldri2001 nanagenent
application 9\Is201 swi tching node 101. That nobility managenent application

does not havea reference to directory telephone nunber 4401 in
nobi | ity ¥0abl e 601 off1Gi 2 illugirates PCSinlephone 16§ ingraatendetqjl. iCemponenisdal st ate
word 605 of iﬁhs%nnlﬂcxuh@eoﬂﬂémhhtﬂox akERIPEIREEIN02287 dI6ck{2109 f&f Swi t chi ng

node 101 determ pes is a thet th ut heni.i cati on

hi er ar chi cal PV %W‘éﬁ"&ﬁ}?aﬁ?q for i@@?ﬁ%‘ ‘F‘B‘sil&én&)i%ﬁ“?m hBH'@x‘?"n t he

21;?]2 gg rGre 1;] { ON{RDD) 21037 gndi(8) @orhBihel d;gwa&ttsmatlogammot@gxtdh irek/D)t 3T/ ] :
e
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the messdde amtennad03and fneqsemnaynth@s!zeuah% ch¢lephone gireyitssind keypad 25

mobi i ty tab&e%tléﬂélga gé;rhﬁs dimxfngrten C h gg]& éﬁﬁ‘i@tum@%cdﬂ&%ll@@'fbﬂ plicing

nmanagement appli1cation of node 10 en_rout’es the
aut henti cat i G‘Pﬁﬁeﬁ?'&mé?]FBhP"Glcﬁ\lﬁ:t |y back to switching node 110. This

routing may take a diTrifsceivér 2186RotipeiSes Buak an RF transmitter and an RF receiver.

Transceiver 2106 demodulates voice signals transmitted by a base station and

20 couples these signals via the D/A section of converter 2104 and hybrid 2110 on to
loudspeaker 2112. Transceiver 2106 receives its input analog speech signals from
microphone 2111. These analog speech signals are coupled to the transceiver via
hybrid 2110 and the A/D section of converter 2104. Converter 2104 converts the
analog signals to digital signals which are then transmitted to RF transceiver 2106.

25 Conventional amplifiers 2113 and 2114 are employed for amplifying the analog

speech signals obtained from microphone 2111 and provided to loudspeaker 2112,

Registration With Pre-Location of Authentication Information
Consider now in greater detail how the system illustrated in FIG. 1

provides the pre-location of authentication information. Each resident switching

30 node performs the pre-location functions for those telephone numbers that are

| assigned to that resident switching node and designated for pre-location. As
previously described, the determination of where authentication information is to be
pre-located can be performed by the user or by the resident switching node |
performing statistical énalysis to determine the pre-location of authentication

35 information. The user of the PCS telephone specifies the pre-location information to




i ndi cated by the node hierarchy of FIG 2. When t he
nobi | ity managenent application of switching node 110 30 receives the

aut hentication information, it stores entry 1101 in. nobility table 706 of
FIG 11 and transnmits the authenticatiqpei nformation to the mobility
managenent application of switching node 104. The latter nobility
managenent application . stores entry 1102 in nobility table 606 of FIG
11. Note, t heft ORerwtonwhe uses innut terminal 100 af EIG.d intoreapnegied tadMS 108 tavhi ch i s
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i s pointed tassbgiated avitieatieteldpbone mmbmriing eontfal dicld anfl atriumbecofinode records. 5
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S may no tain aut hen

hi er ar chi cal structures . retai he act ual® enti cation
i nf or mati on uthgnticatien nfarmetiemwilbbeidistributest bysintesaning avithdbe eperatomef or i f

ot her t el ephppestefhfal R GFFIG NIAME Y5 tHeDnirbEAdIE flicAtes that HR3ESdenk N t hat
case, the authenticatjqn pointer field w |l be "0'. If the aythentication
poi nter 9 ~Yitchingp H%s‘g%m ¥ ?‘ﬁ%&g&*&ﬁ?‘%‘ﬁﬁ?q"&é’f ABRCHHFAHOTL t her go up
or down information. If a resident telephone number does not have pre-location functions
~ performed, it has no entry in the preference table. - )
Each node record has the following fields. The node # field designates
the node number of the switching node which will receive authentication information
15 for that node record. The day field contains the day or days of the week that
authentication information is to be sent to the designated switching node, and time
field contains the time range that the authentication information is to be present on
the designated switching node. The frequency field (frequency count) contains the
number of times the PCS telephone associated with the telephone number has been
20 found to be active on the désignated switching node. The frequency count is
accumulated from the time recorded in the entry time field. The activity field in the
mobility table of the presently registered switching node is used to define when the
PCS telephoné last made or received a call on the presently registered switching
node. The presently registered SWitching node is the switching node on which the
25 PCS telephone is aétually registered and may not be the designated switching node.
The presently registered switching node is the switching node defined in the node #
field of the mobility table of the resident switching node. The node recordsare
arranged in preference order from left to right. Hence, node record 2203 has the
highest preference for its time and day.
30 As was previously described, the TSP received from NMS 115 by the
resident switching node defines whether pre-location of authentication information is
to be performed. If the pre-location had been previously defined by the user, this
information will be transferred with the TSP. Consider now the example where PCS
telephone 168 is initially registering with switching node 108 and the user has
35S previously specified the pre-location information. It is assumed that the user has
specified his’her office which is served by switching node 110 and that switching



10 the ,hierarchical authentication structure until it finds a sw tching

node whi ch has retained the authentication information. In general, the
swi t chi ng node on which the PCS tel ephone is actually registered
retains the authentication information. _ I f switching node
110 decides to unregister PCS tel ephoné2168 or  receives a nessage from

swi t chi ng node 108 to do so, the mobility nanagenent 15 application of
swi t chi ng narde 108, swirching hode1109; switcHing mddé [ 10)and switchimgnswiedOl are inan t he
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exi sts. The nobilityAsenilledeseribed dez;aiqdomﬂbtesm tocdfiiG 33 rtbelmobidity
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message managengnt appli.cation nf or mi ng

it that PCS tRns etr%ﬂ@ansﬁen jon i %fowqoaﬁaéwn?'@gsg?@r ahthert ng node

110. The WDtﬁpbtiﬁbﬁdmthenW mbldampbmeﬁmmﬁ&regmaabnnswmd@ 110 renoves
entry.
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entry 1102 is zero. The reason that the node pointer does not contain "110" is that
the authentication information was not received from switching node 110.
20 When PCS telephone 168 registers on switching node 110, the mobility
management application of switching node 110 executes blocks 1701-
1706, 1708, 1709, and 1714 of FIG. 17 which were previously described. By -
executing these blocks, the mobility management application obtains the
authentication information from switching node 104. Switching node 104 executes
25 blocks 1804, 1818, 1820, and 1822 which were previously described. Note, that the
mobility management application of switching node 110 sends a message to the
~ mobility management application of switching node 108 informing it that PCS
telephone 168 is now registered on switching node 110. In response to this message,
mobility management application of switching node 108 updates the mobility table
30 of switching node 108 to reflect this fact. |
If PCS telephone 168 now registers on switching node 109, the mobxhty
management application of switching node 109 obtains the authentication
information from switching node 104 in the same manner as switching node 110
obtained it.




-17- . ‘the nobility managenent application of switching node 108

I nformng it that swi tchi ng node 109. now has PCS tel ephone 168

regi stered. The nobility managenent application.of sw tching node 108
updates entry 512 of nobility table,501 of FIG 5 to reflect this fact.
5 Note, that if PCS tel epfne 168 had regi stered on swtching
node 105 i nstead of switching node 109, the nobility nmanagenent
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the routine illustrated in FIG. 23 is exited. If there is at least one untested telephone
number, control is transferred to block 2303 which selects one of the telephone
numbers, and control is transferred to block 2304. The latter block accesses the
mobility table to obtain the node number of the presently registered switching node
that is utilizing the telephone number selected in block 2303. Block 2306 then

15 accesses the preference table and mobility table to determine if the presently
registered node is the same node as the switching node having the highest preference
for the present day and time. If the answer is no, control is returned to decision
block 2302. If the answer is yes, control is transferred to block 2307 which sends a
message to the presently registered node requesting the contents of the activity field

20 from the mobility table. Further, the message request information on whether the

' highest preference node is in an authentication hierarchical structure with the

presently registered node. For example, the highcst preference node could be
switching node 104 whereas the PCS telephone is presently registered on switching
node 110. From the pre-location of authentication information point of view,

25 switching node 104 bemg des1gnated as the highest preference node would be quite
acceptable.

Decision block 2308 then determines whether the telephone number has
been active on the presently registered node within a predefined amount of time and
that the presently registered node is not part of an authentication hierarchical

30 structure with the highest preference node. If the answer is no, block 2309 is
executed which sends the authentication information to the highest preference node
and a message to the presently registered node requesting that the telephone number
entry be removed from the mobility table. The highest preference node will then
store the authentication information. If the highest preference node is part of an

35 authentication hierarchical structure, the highest preference node will send a copy of
the authentication information to the next highest switching node. If the answer in




in the aufhentication hierarchical structure. The second enbodi ment assunes

that a switching node relatively high in the authentication

hi erarchi cal structure has a large 20 anount of menory space allocated for
storing authentication information and ?ﬁat this node stores the

aut hentication information |onger than"tié ot her switchi ng nodes in the

aut hentication hierarchical structure. In both enbodi nents, when the
mobi ity devision block 2308is yes; zontool ivransfermditoidecigion bibek 231 brHienlatiert hat i t
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still storing the authentic¢ation infornmatiqn. If.no other nohiljt
managemen® appl i cat i Jﬁg‘eﬁ?ﬁé&ﬂ FW‘FChﬂgo‘Fﬁds cerminingdhg preterangs, 9’4#%zﬁ?at i on,
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switching node. After the determination of which switching node is to be the
designated switching node, decision block 2316 is executed. If the designated
15 switching node is found in the preference table, control is transferred to block 2317
which updates the frequency and entry time fields. This updating is done in the
following manner, if the entry time is greater than a second predefined amount of
time with respect to the present time, the entry time then is set to the time equal the
periodical time interval and the frequency count is set to "1". If the time in the entry
20 time field does not exceed the second predefined amount of time, then the frequency
count field is updated by "1 " After execution of block 2317, control is transferred to
decision block 2318 which determines the frequency of the designated switching
node and compares that frequency with the frequencies of other switching nodes in
the preference table having the same time and day ranges as the designated switching
25 node. The frequency is calculated by dividing the contents of the frequency field by
the contents of the entry time field. If no other switching node has a higher
frequency, control is transferred to block 2322; otherwise control is transferred to
block 2319. The latter block replaces the dther switching node with the designated
switching node in the ordering of the preference table and transfers control to
30 block 2322. Blocks 2322 and 2323 examine the switching nodes in the preference
~ table to determine those that have a count in the frequency field which is lower than
a predefined number for a time that is greater than the second predefined amount of
time. If such switching nodes are found in decision block 2322, the switching nodes
are removed from the preference table by block 2323 before control is transferred
35 back to decision block 2302.




| onger . r €gi st ered. Consi der now the first enbodinment with

respect to the previous exanple. FIG 13 illustrates the nobility
tables for swtching nodes 101, 104, 109, and 110 where only the
swi t chi ng nodes upon which a PCS tel ephgne is registered 5 have retained
the authentication information. Consequently, only nobility t abl es 606,

701, and 706 for sw tching nodes 104, 109, and 110, respectively, have
poi nters that point tiste beuat!ctmmmaaﬂleahovedmmmalmmemmrdphones

actual l'y an.ﬁ’#‘

aut henti cat |ﬂcl)\§1ﬁ%gl§ént éﬂa f ﬁﬁsﬁ%ﬁnﬁéﬁhfoﬁ@h@&gﬁ‘ﬁﬁﬁ@? ta @e?t%g' agg)t‘é éigwts at the
aut hent i cat ibythossrskilled,in the artavithout depart S@H‘“P@J scapg &f thednyentign.ar
swi t chi ng node. Cbntan|ng t he previous exanpl e where PCS
t el ephone 168 | eaves swi tching node 110 and registers onto sw tching
node 109 in light of the information illustrated in the tables of FIG
13. When PCS tel ephone 168 registers on switching node 109, the

nobi ity managenent application receives the directory tel ephone and 15
the resident switching node nunber. The nobility nmanagenent application
exam nes nobility table 701 of FI'G 13 and determines that it has no

reference to the directory tel ephone nunber 4401. The nobility -
managenent application then transmts a nessage up the authentication
hi erarchi cal structure to sw tching node 104 requesting the

aut hentication information for directory tel ephone 20 nunber 4401. The
nmobi I ity managenent application of sw tching node 104 exam nes entry

1302 and deternmines that it does not have the authentication

information but that switching node 110 is |lower in the authentication

hi er ar chi cal structure. This determnation is nmade on the basis of the
node pointer field of entry 1302. The nobility managenent application
of switching node 104 then sends 25 a nessage down the authentication

hi erarchi cal structure to swi tching node 110.



Thi s message requests the authentication information and al so i nforns
swtt chi ng nodes in this downward direction of the authenti '

hi erarchi cal structure that they are to renove theifﬁﬁjim]“/“\/
respect to tel ephone nunber 4401 in thejr mobi ity \m‘\ Sﬁ\\m \
having transmtted the authentication imformation t.othei i mty

managenment application of sw tching node 104. * The nmobility

managemnent MR$ati on of switching node 110 is responsive to the

message to renove efqt %&ﬁ@oﬁﬁ@-l&d&tiﬁ% ahthSnticalibe itﬁHﬁﬂh}?ﬁh it% highBst

i nformation pojnted to by the authentTcation pointer field of entry 1301 to
swi t chi ng pret FroeesWitshingmode 3 modbile telephone registers o the highest swi t chi ng
node 104 is ;ﬁéfef@a@msdm@ﬁdae;tdaﬁ.pmtﬁg&négt@pgb@n i.nformation to store this
aut hentication inforpation .a}}nd | nsert a ﬁ i.ntegdi nt o enter 1402

ref erencing where th WWB&W&% eBW‘F%fWﬁ'&W ng node to recetve pre-

- 19- losation of ewtherificetiominfdrimatiomemndgenent application of swi tching
node 104 then t ' k-Qn . | . e nmobility
managenent appl i cat i%ﬁggﬂlhg a%%%ﬁ?%ﬁmh%&%gﬁ?ﬁ%@ﬁgﬁ%@&%ﬂi lity
managenent applerenge switchinganpde ypen the mobile telephanetbeing regisisradam the 701 of FI G

14. FIG 14 debihaksitstvBbifse hdde. resulting nobility tables 5 for swtching
nodes 101, 104, 109 and 110, - Consider now the second

enbodi nent where the swi tching nodes do not
10 2. The method of claim 1 wherein the step of determining comprises the

step of receiving manually specified information designating a plurality of
preference switching nodes.

3. The method of claim 2 wherein the manually specified information
defines times and days of use of the plurality of preference switching nodes.

15 4. The method of claim 3 wherein the step of determining further
comprises the step of selecting the highest preference switching node from the
manually specified information whose times and days of use matchs the present time
and day.

§. The method of claim 1 wherein the step of determining comprises the
20 step of statistically specifying information designating a plurality of preference
switching nodes.

6. The method of claim 5 wherein the statistically specified information
defines specified times and days of use of the plurality of preference switching
nodes. : - :

25 7. The method of claim 6 wherein the step of determining further
comprises the step of selecting the highest preference switching node from the
statistically specified information whose specified times and days of use matchs the
present time and day.

8. The method of claim 7 wherein the step of statistically specifying



store-all of the authentication information. FIG 15 ill ust—r—apes_m_th\
respect to directory tel ephone nunber 4401 a situati e the

hi ghest switching node of the “aut hentication hi erarcrﬂ m@m lﬁm
swi t ching node 101, has maintained a cogy of 10 the aut he

as indicated by the fact that entry 15037of FIG 15 has a poi nter i N
t he authentication pointer field. The other sw tching nodes, sw tching
nodes 104 arf@mpriges tﬁaetep ebmaingining janseferance tableof theplusalitn efprefasencen

i nformati on syihin nod&ply have a "0" entry in thel r authentication pointer
field of the npbi $/ bl es. %ele ho % is considered to be
regi stered on swi tch ‘ﬂmeﬁ""ﬂ%“%lﬁf“is% ofsach af the prefergace switchingnodes, e

t el ephone Cahlthepreferencetable,and I f PCS tel ephone 168 places a call while
regi ster eﬁaon sw tchin

. l bl 70 i ni
the infortation ill ug;&gygg%”ﬁ%ﬁépgmm?& "‘If?édg%)gt F e ﬁ Cgpr:a{rjlut e

appl i cati on poéfeance sshltcimgmqﬂes ofl he Ipaefetence tablecthat lak ¢he hlghesafrequenty ofat i on
i nformati on ufsé%p X"the%}lltﬂ &Q‘ e('la 04. Since the authentication 20

i nformation 1's no resent on swtching node 104, the nobi I|ty nmanagement
application of swtching node 104 requests the authentication information

from swi tchi ng, ﬂﬁé‘ﬁ)eﬁﬂe@ offelaiil $@fereiithd e n?%ﬂ&ﬁ&ﬂ&ti@'bdrﬂﬁt&émk' on. The

aut henti cati on ion is then tra tted fro I ng node
101 to swit SHRRS R’?B‘B@‘cr&ﬁ:ﬂse& g a messageo %“G“E‘W&MF ﬁ@“ﬂ’é‘g]b ‘Fhe

mobi lity 10nrtalgphm1&tns pmpéntl@&égaaredﬁe@wsnﬁglthegh“ﬁﬁhmﬁﬁdéend:ﬁﬁeraﬂdhe 310 theln
change entr| Fl 15 so that they are I dentical to
entries 1302p éaggﬁﬂgrf&%géhqﬁ% ce switching node 110 has the :

aut henti cati on i nf or inateasing tied®quencypdforse of 88 presenty registered switching ephone
call. node if presentl}g)%( idtdted @\%R@lﬁﬂ&hgdé RnsRGHIM n?ﬁfeg)n fgiFéﬂEe BQnﬂdjer the

situation where el ephgne now regi sters SW t c I ng. node 109
when the nobility taPlegag ﬂmrem% waa@e'@éﬁwﬁb@gagdq intqthe prefergncetablec 15

The nobi li5t Vif prsagBvegistefiaswitching @odeis not in thepitfefdce@birode 109 exam nes
mobility table 701 of FIG 15 and determnes that it does not have an

entry for tel ephone nunber 4401 and requests the authentication
i nf ormati on from swilfcAnragparetis fartpre-latatingehthentication irdommation taphighestt i on of

preference switching node before a mobile telephone registers on the highest
preference switching node, comprising:

means for determining the highest preference switching node to receive
20 pre-location of authentication information; and
means for transmitting a copy of the authentication information to the
highest preference switching node . upon the mobile telephone being registered on the
resident switching node.

11. The apparatus of claim 10 wherein the means for determining
25 comprises means for receiving manually specified information designating a
plurality of preference switching nodes.

12. The apparatus of claim 11 wherein the manually specified
information defines times and days of use of the plurality of preference switching
nodes.

30 13. The apparatus of claim 12 wherein the means for determining further
comprises means for selecting the highest preference switching node from the



swi t chi.ng node 104 transnmits a message to the nobility. enent
application of 35 swtching node 110 requesting the-authentication

oroveen Ty 1501 o B & 5% e wemorye "o RPN I

- 20- managenent applicati on of sw tthing node 110 responds Nith a
nmessage stating that It does not have the authentication information.

I n response mannaliy speeified informdtion whosertinies and daysrod gsevmatchsithelpresanti time of

swi tchi ng nodgq 44 requests the authentication i nformati on fromthe
nmobi | ity managenment application of switching node 101. The 5 latter

nobi I ity managenent application transmts the authentication i nformat ilon to

the mobility nanagenwtmq,g#)maiso@exa% 1OWHerdih sk MO fdbetiifg | N turn

comruni cat es t he .aut he Ion infor rrgel on to swtching node 1%9 After

t hese op SPEPFisHEdNERY §°"l§8’é‘ﬁ“ ng infermatign designafing arPBHP‘I‘WW t abl es

is that 15§ U@tdfabﬁcbgmtchmg dﬁu& 16 10 FIG 17, in flow chart
form illustrates the operations performed by a swi t chi ng node upon
receiving a registration request froma PCS tel ephone. Bl ock 1701 is

responsive to the retfucbie appamtmadficlaimtld velwiein ehewtatisticalyrspeciGed nunber
f th PCS k 1702
o S oA o SO B R

t el ephone switching nodes.

16. The apparatus of claim 15 wherein the means for determining further
10 comprises means for selecting the highest preference switching node from the
statistically specified information whose specified times and days of use matchs the
present time and day.

17. The apparatus of claim 16 wherein the means for statistically
specifying comprises means for maintaining a preference table of the plurality of
15 preference switching nodes;
: means for calculating frequency of use for each of the preference
switching nodes in the preference table; and
means for identifying the highest preference switching node as a one of
the preference switching nodes of the preference table that has the highest frequency
20 of use for the present hour and day.

18. The apparatus of claim 17 wherein the means for calculating
compnses means for periodically sendmg a message to a switching node on which
the mobile telephone is presently registered requesting the switching node number of
the presently registered switching node;

25 means for increasing the frequency of use of the presently registered
switching node if presently registered sw1tchmg node is maintained in the preference
table; and

means for placing the presently registeted switching node into the
preference table if presently registered switching node is not in the preference table.
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15 nurber entry for the tel ephone of the PCS te ~Repegber that the
swi-t chi ng node will maintain a copy of the & tﬂﬁ@tg@gh;wg gedojmat i on
for aperlod of tinme even if the PCS tel ephofje |spi@mcmn:ontact wth
the switching node via the base station34. Hen t hat a
user of a PCS tel ephone has gone hone, has used their tel ephone at
honme, and then re [ i i i erving the 20
office still has MﬁQMQG%&mIQWMﬁ%@wm& mat i on or
there is a copy INARERSONAL COMMUNICATHONISYSTEMTr ar chi cal
structure of @Q‘ the switching node is a part. If decision block
1702 determ at the PCS tel ephone is not registered on t he node,
control is transf err ddlomingifor prs-locatisnef lauthgntication information to a switching i si on -
bllock 1703 dgdRuzfdea m&mkh& @eh& SaHEED @gﬁer oA M&&na{mgﬂﬂo@wm

aut henti cation hierarchi cal uct ure. the answer 1s deci 5| on bl ock

1704 detvatshingodgiepartef 3 mebils felecommynicatien sgt%bawaghalg{a ek in that
i% Qe nticati ﬁﬁtchmg nc{d!e@r Thé priedodation bﬂsﬁmm;cahén Inf&nﬁﬂt&ﬁvﬂlﬂowghéec Ih sion bl ock
i's no, ues sen nocle e
S ract ur ot ohubesin infarihon frbe distibyad FORIsHPEIURES if 2 difriblhed
transferred telecdmaimicatiohbwitthirig/§BtenBiefore peak traffic condiRetsariseng user ofeci si on
bl ock 17 j bl ock. 1707
ohich sords HobAORIBAGHE Canl Brelfipenckitd bletimd Snd place dof Ml EIdtlon & P/ 00K,
swi t chi ng noaéhmw@n informatien or the switghiagmofle to whr@hahq mebilei telgphane is
i nfornmation. aingaed cﬁpﬁﬁtiéﬁhallysdétém tﬁé bffdr E\Qltéiﬁﬁg ﬁd)dé@ tPWwhiek 1708. Deci sion
bl ock 1707 is {le execut unti | L] theqt ca 8 ?luréotorna hon IS received.
Wien the 35 4 %‘I‘f?‘l‘%‘t“ F‘WHYF °‘|’3§e @E’e‘?'?/ HRG 8 the X% ansferred
t o deci si on locatdn, 1709. | the aut hentication infornmation was recei ved
fromthe resident node, then it is '
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-21 necessary to fill out the nobility tables in the authentication

hi erarchical structure if one exists. If the informati on was recei ved
fromthe resident node, control is tra grred to decision block 1711
whi ch determnes if the requesting node is part of an aut hentication

hi erarchi cal structure. If the‘@ SWeElis yes, control is transferred to 5
deci sion bl ock 1712 which deters 2@ f the requesting node is the highest

node in t he aut hentication hi chical structure. If the requesting
node is not the highest nodg —tyreh it is necessary to send the
authentication information up t @&y higher nodes in the the

aut hentication hierarchical str e so that ¢hose nodes GaRr =0 bHt—

their nmobility tables. This actlﬂe per tQLnEssy bl ock 17137 F+ne _.
control is 10 transferred to bl g& 7]§ i cheproceeds wi tthThe
registration in a normal nmanne OS5 SHsi—contiLg Fa=all SO ?
transferred to bl ock 1714 fronvde on blsgcRs 1709, ' 512
Ret urni ng to decision block 1702, the M el ephone is egl tered8

t he node which is indicated by et ry Fes) t he tel ephone Hmber bei ng
present in the 15 nobility tablZ®then c&frol is transferge je@ié

bl ock 1716. If the aut hent i&€at§ on ifokmation is pres
deci sion block 1716 transfers cor@rol tlo bI OCH& 71
aut hentication information is not~pregs L |0
aut hentication pointer of the nt% I i t gEtBbl ¢35 or Im
t el ephone nunber being "0", contré 0 a5t eg—t o dgxi
20 The latter decision block verifiZgs-]hat 8hdeedst he ndde
aut henti cati on hi er ar chi cal str&(ﬁrre I f the—=answer is n@,
error and control is Eransferred o- tb block 1718 for error
| f the answer is yes 1o [decision bloc 7 =
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. CGontrol is transferred to block 1719 which requests the authentication
i.nf or mati on fromthe next | owest node in the authentication

hi erarchi cal structure. Decision 25 bl oc!{;p?Zl waits for the results of

t he request for the authentication infornation fromthe next |owest
swi tchi ng node. | f g3ent i cation information i received, control
is transfer to bl(&%s 4 vvever i f theauthed lioationinformationis
not recei ved NODk i s transfePN8ERING} bl ock 1721 whi ch request
t he aut hentication I nf or rrat ion fromt ot hi gher swi tching node in

the authentication hierarchical 30 st €. |BMegR™4 transfer contro
to deci sion bIock 1723 whi ch wgj ' e autNeent i car~aQ_i nformat i
to be received. t he aytdh nfornauio s recei Vved onfro
is transfer to b 7 oWV & y SWITCAING] | C[S! QHN 11‘|nfgw'mv Gl
is not received, % s tranto 72 ror priockgpgi No.
since the authent| atTp nf or ma VL o [Ewhere Wi THin e
35 authentlcatlon hi er B rch|qes st uctur
-22- 106 8 _And 19 tete, in flow chart form the
operations perfor m SWEHING) i m shen the switching node
recei ves a request 0 DU formation. Decision block 1801
determnes if therefls a telephone nunber entry in the nmobility table.
Such an entry I ndi cAt es t\at t he switching node has information
107 108
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. 5" cencerning the authentication information being requested. If the answer
to deci sion bl ock 1801 is no, control is transferred to FIG 19. If a

t el ephone nunber entry is found by ded'ﬂﬂ on block 1801, this indicates
that the switching node is either the resi dent swi tching node or part
of an authentication hierarchical structure with respect to that
particul ar tel ephone nunber. Upon receiving control fromdecision 10 bl ock
1801, when the answer is yes, decision block 1803 deternmines if the

swi t chi ng node is the resident switching node. If it is the resident
swi tchi ng node, bl ock 1802 sends the authentication information to the
swi t chi ng node marked as having a t el ephone being registered on it
with the authentication informati.on marked as comi ng fromthe resident
swi tching node. Further, the resident switching node 15 transmts a
message to the switching node that had formally registered the tel ephone
requesting it to renove the tel ephone nunber entry fromits nobility table.

Af ter t hese two nessages are sent, control is transferred to bl ock
1813. Returning to de'!EZK?' ck 1803, if the answer is
no, control is transferred to deci %l o€k 1804 which determ nes
whet her the request is comng 20 from above or bel ow the switching node in
the authentication hierarchical structure. If the request is com ng
from above, control is transferred to decision block 1806. The latter

deci sion bl ock exam nes the authentication pointer associated with the

t el ephone nunber in the nobility table. If the pointer is not equal to zero

i ndi cating that the authentication information is present on the

swi tching node, control is 25 é% sterred to block 1§14. The | atter bl ock

transmts the authentication iﬁ tion PLI IP t he rlequesti ng hi gher

switching node marking this informtion é% é% @% fromthe

aut henti cation hierarchical struct renmoves the

t el ephone entry before trd erring control to bljock 1817. Since the

request for the authentication i NTAPPLICATIONLAYERD cgne from t he hi gher

switching node, this indicates thaf the PCS 30 teleplHone is being

regi stered on anot her smﬁtching.?O(e, are—t+he—tetephorie nunber entry

shoul d be renoved for the pres H wi t chi ng node,
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.Returni ng to decision block 1806, if the authentication pointer is zero,
deci si on bock 1807 is executed which determnes if the present swtching
node is the | owest swi tching node in 4/20 aut henti cati on hi erarchi cal

structure. If it is the chi ng node andtRe_authont r*aru.on
information is not &refel pgsage i s § gt Hadk {by Hl dcd 1811
I ndi cating that the aufh®Enti iInfformati on i,s nptXEgr §sqnt].
-23 - Bl ock 1%1 2 t el ephonegeyirigr] 4T ™M orle
transferring contr J . If the &Jer._];‘o ddcilsilon HI dck
1807 is no, controley bl ock & g raouegttthe
aut henti cation inf oEgli oh ANt e ;5: | owest i ?J?ggﬁe i the
aut hentication hiergghi ; - Deci si on gl‘g:@]ﬁ —gwdi tis |t he
response for this rgd@esieT entlcatlon.,la ety ot
received, control isst : Jock 1811 1;h.eséa$ gbeeﬁ
di scussed. |f t § RitvFica nformati o isr eﬂ % trjolf is
transferred to bl ock 1817-dw gper ati ons elal-deadyl-Hedn-ldilsgussed.
Returning to deci sion_bl ock 1804 vvhlﬁ det er m ned whet her the request 10
for the authentlcat|c3|nf rontion 9 fromabove@a helaw the presen
swi tching node. d,L t hel rieq t 4 from bel qy ,he Ar gsgnt| qwift ghiing
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present switching node is the highest switching node in the authentication
hi erarchical structure. If the present switching node is the highest

swit ching node, 15 then control is transﬁzwed to decision block 1824. The
| atter decision bl ock determ nes if t authentication information is

present. If the auger an error
and control is tra¥sfd The
reason that it is gh_d

shoul d have been p fucture
and the 20 hi ghesb.s,' M t chi ng
node tested. If thiES& coptrol is

transferred to bl og
information to the%f

e
aut henti cation hierard ck 1827.
Returni ng to deci skbn not 25
t he hi ghest swi tchkhg [urt ure,
control is trans-ferred to deC|S|on bl ock 1823 whi ch determ nes if the
aut henti cati on T pn t he=gwrtetym f the
answer i s no, cont ng' ams ¢ 0 blgglaz ration is
descri bed bel ow. | Q a S congg § d| to bl ock
1819 whi ch request ' ' ti 0 t negxt hi ghest
swi t chi ng node in t,h o T eT T g hi cﬁﬁtru,t
transfers control % : | ¢ ¥iled {ag Wai (3 83je™at
aut henti cati on § = A xuEhenzg cat HP)i @ |2 hot
received, this is | hd hmg re gs ap | t]|whsjah prror
Wi th respect to bl oc t uthentlcatlon._ Information is
received, control is t -a o4 ock 1822 whi gh—sergstHher3e
authentication informatig olthhedr ¢guesti ng swtcrig_g_lg{_f e parking
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- 2’4-1'.' transfers control to block 1823 which stores the authentication

I af ormati on and updates the authentication pointer in the nobility
table to point to this information. L/ Ret urni ng to deci sion
bl ock 1801, if there is not a teI ephone n n@er entry for the PCS
t el ephone for whongaut rmation €@ bei rfedudstjed, 5
control is transféeMre ck 1901 F Cgl Ifc etfer m nes
if the request} s a | ower WI'[%C' i{n {t he
aut henti cation Be ture. If iRP$ St Ja |l dwdr |svfi t chi ng
node, control is t{ﬁu‘ ock 1905 m,[_,_e.ﬁ Ldg. If it
is a lower switchifBy transferr@g8| & edigsli dn {bl ock
1902 whi ch determ&f ' i hg switchi 1o§ﬂ’¥3| nil
aut henti cation hié€ with the & \ML hilng dode. |f
t he answer t o ej' 1POp is no, coptgol i gg grried to
bl ock 1905. If th S dec] si on bl oc 1g§3| es ntirol is
transferred deci si bl &K 1907 i eh dete }n L glsent
swi tching node is ths highest switching node in tde aut hentlcatlon
hi erarchi cal structur¢ —TF TE hi ghest swi tei T T ol is 15
transferred to bl o3 5t the autzzigti | ' lon from
t he resi dent SE : . P transferE gl S 3 9. Note,
that the resident & sends t he & i b/ to the
swi t chi ng node whi @i i 1g t he P eggo eturnl ng to
deci sion block 19043 : e the
aut hentication i nf§ ; hxt hi ghes hi; in the
aut henti cati on hi er g&ghi Deci si on 191 |tsTor t he
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aut hentication information to be received and once received transfers

control to bl ock 1913 whi ch sends the authentication information to
t hee next | ower sw tching node mhlch tﬁ@ t he requesting sw tching node.
Bl ock 1914 storeszgre a iy C formati on and transfers control
to bl ock 1916. I jon and PCS Tel ephone Details
FIG 20 iIIustrate%% nab tail, base station 130. Base
controller 2001 co Eﬁ h riptions of radio units 132 through 133.
Radi o unit 133, T4 ' tail, and the other radio units are
simlar in design. i & il i 133 includes clock 2016 for providing
synchroni zati on t o=2M*®ye ;___EE Demul ti pl exer (TDD) 2011 and pr ot ocol
converter 2015. Ragg o] i ncludes radio frequency (RF)
transcei ver 2013, Zt¢n 2 frequency synthesizer2 o
Transcei ver 2013 cil i% RF transmitter and ag RF Fefe) veT.
Transcei ver 2013 d quEfes Vol Ce signals and control gneek B w
transmtted by a nohigl € unit and’couples the voice sign® F Vip prptpcpl 85
converter 2015 to bdﬁk—tﬁwf 1 2001 via link 2010. [B&SE Foptf o[ TEr| 2@D1
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al'l control for radio unit 133 via bus 2010. Control signals received from
transcei ver 2013 are transferred through protocol converter 2015 to base
controller 2001 via bus 2010. Protocol con ter 2015 is al so responsive to

digitally encoded voice signals receiveéd via bus 2010 from base
controller 2001 to convert 5 those digital voice signals into the format
utilized for transm ssion to a nobile unit. Si gnal strength nonitor
2014 is responsive to a signal fromRF transceiver 2013 to arrive at a
digital value representin e _signal strength being received by RF
transcei ver 2013 and chrans it thjs| dBital val ug g | & 2001
vi a bus 2010. 10 FIG g1 il lustratg ne 168 in
greater detail. Conpor 5 | n his @it includg 10
wake-up timer 2102, a i =  providi o atrtpn ¥ o:
(1) control unit 2101, pl exer ang (&)
conbi ned digital -to-ar tQedigital Tprivert er
2104. Also includeg i &e RF t * 15| &Dtenna
2107 and frequency™sg Tegphone St BI™W & kKeyppd] <
section 2105 perm 5 ¢Hg P gits a Fcte ys
for placing an m': he,cal | s. gr- renscei ver
2106 conprises bot N aé an RF’- renscégver
2106 denpdul ates v ‘ raase] t Bd by e dt2b &7
coupl es these si gnE's' | A skcti of cogfer hypriggd 2110
onto | oudspetkel 21;@ Transcei ve§2106 rékei apagg
speech signals from : A-E+pphohet=24L 1 These ana Hghpl Eare
coupl ed to the transcéi:;ger,_vital hybaEd 2110 andg oh &
converter 2104. Convent&| 2JLO copver | s he a S | of d&3i t al
signals which are then ™gsEn ifed fo transceiv 5 [ Qonyefiti onal
anplifiers 2113 and 211z EE enpl pyed{ f anplifyi s peech
si gnal s obtai ned from‘rretophbme—24t4 akd provi ded Srespeaker—21%2.
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_Registration Wth Pre-Location of Authentication |Informtion

Consider now in greater detail how the systemillustrated in FIG 1

provi des the pre-location of authenticati gz;p nf ormati on. Each resi dent
switching 30 node perforns the pre-|ocat functions for those tel ephone

nunbers that are assigned to that resident sw tching node and
desi gnated for pre-location. As previ ously descri bed, the
determ nati on of where authentication information is to be pre-| ocated

can be performed by the user or by the resident SV\IItChI ng_node
perform ng statistica $ bt 8 ne t he fo¢ali pn|o e
The Jsé" of the P EI ¢nhohe S)e:ifges t he
100 ’\2.-..

@)
[oX

aut hentication 35 in
pre-location infornat}

-26 - an oper at op-—gwiheteses t%rm nal -G cS®nect ed
to NMB 115 to i np ifs!i i @§. FIG 221 fat ¢ ef%r ence
tabl e which is used i S+ Ai)n‘Wththe ‘- pr‘b’wde
pre-location of agshefEEle i pf (gmat i on Wi t | g Hodes

hbleg for 5~ i

preference table % o rg nunmbergd ™ s e-gwith
each tel ephone nu f1el®™ and a Nede po r ecor ds
A "0" in the contr , s|tigt the Js( edZhow

t he authentlc__ : wi | 1E3be di s i irgg with
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10 -switching node is statistically determning the pre-location of

aut henti cation information. |If a resident tel ephone nunber does not
have pre-location functions per formed,,. b has no entry in the
preference table. Each nWZ record has the follow ng
fields. The node # field designates t he node nunber of the sw tching
node which will receive authentication information 15 for that node

record. The day field contains the day or days of the week that
aut hentication information is to be sent to the designated sw tching node,

and tinme field cqrg=y r@nge that t T n @
information is to be|msese he™ desi gnat ed tehy ng inodel The
frequency field (frequ iﬂ!g' ont &4 ns t he e%rﬂ)er of kijmes e PCS
tel ephone associ at ed pafSthfhie kol gplon& nunber hag-Teknl 20 L found t be
active on the designg m;no The fregye Coun S o
accunul ated fromthe '- ded—n e entry ti | tHIty
field in the ' thresenuy ered bw t hSig node
is used to define * cr. e@phone B of refejv d cal |
on the presently e e-, 1 nodey«= §ered
sw t chi ng node i SRda.s m nodel o®whi ch tel epho

actual ly regi st er 08 Rl o) thegdlesi gnate S i gl node. ‘-'-‘ The
presently registeE ' i j sEEhe swi nogchopel defl nedj i the
node # fiel dpR|t™e i tly télble..of t he i o=ht] sk chihg| n g The
node records are § & 9 ' pref ence oSler| & | eff fol rj gis

Hence, node record 2202 h h hest pref r@ntel fhrliks|t ni,':and
day. 30 WS i ou descr| bed,] &hp TSP fere) ved%rom
NMS 115 by the § hi ng ode defi ndseMi€f her| pf et |

aut henti cation inforn + perfor e .

been previously defined, I, i nf or_n‘ oh will}b
transferred with the __mo he exanpl

168 is initially regi sterlng i.Lh switching node 108 and the user has 35
previously specified the pre- | @ation informtion.

user has
110 and that sw tching

is assuned that the

specified his/hef office which is served by sw tching node
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27 S node 104, sw tching node 109, sw tching node 110, and sw tching

node 101 are in an aut hentication hierarchical structure. Note, if
swi t'ching node 110 was operating in a 3 d al one node, the node #
field of entry 2206 of FIG 22 would contai "110". Upon PCS

t el ephone 168 starting to register on switching node 108, the nobility 5
managenent application of switching node 108 requests the SPID from PCS
t el ephone 168 and using the SPID obtains the TSP from NV5 115. Since the

user had pre-specified the pre-location information, this information
I's received as well. he hopi|ijy] m@agenent adpgs gali pn| of jsw t &i ng
node 108 creates the 1 iFy thbye H01l of FIG E np..breat e k h&
preference table of FI P2l W th enjry &06. 10 Q r As I§be
described in detail ed pngr—tebre FI*s, 23, the frgptHty agenent
application of sw tchi rﬁ hofe| 1D8} ekafri i@s entry ZZOE hf |+l q P2 ds
transfers the authenti rf-ef-Aptq ot 0 swi t chi oo Sa hé"tl nme
and day speci f d| i fre] apd dzﬁ fi el dse ofj . 6 ter =
registration. SwtCh@i@S|S npdp 1P |s sesponsive hent i caid on
informati on to stokm = 1 b +pasipr ghe 15 ot == aVal I %tion
to switching node 3%k itify|thblep 606 and CRElaf FIG.{ 11
illustrate the man | ch bw t fh| n&node 194 YR P hogde#d 01
.store the authenti Epgglof nf ok nht h Wi 88 the e gju__w hhtl thel nbdés
poi nt er of - o a = ol -
S | 8IS 2 S |8[F-18 S
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ehiry-iloz IS zero. The reason that the node pointer does not contain "110"

I'$ that the authentication informati on was not received from sw tching
node 110. 20 When PCS tel ep 20168 regi sters on switching
node 110, the nobility managenent applfcati on of sw tching node 110
executes bl ocks 170 1- 1706, 1708, 1709, and 1714 of FIG 17 which
were previously described. By executing these bl ocks, the nmobility
managenent application obtains the aut hentication information from
swi t chi ng node 104. p fching node 104 executes 25_hlocks 1804 818, 1820,
and 1822 which were pfqijouslly {desqriibe® Note, thhstih mgbifl i &
managenent applicatiof gff spift chin odg, 110 sends t He
nmobi ity managenent apijcatijon i t &hi ng node ' ' it tét PCS
t el ephone 168 is now stlere i t @i ng node sg t&F this
nmessage, mobi | i t) nagdmehnt| apdl i &tion of spi 108 @dat es
the nobility table 30 reefmimgTode, 108 to re o
| f PCS tel ephone 188 Qj §ers ory sg t chi ng@no bill i &y
managenent applicq]j8 i {&5ihi [hg nModex 109 obTHR i dat &on
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110 obt ai ned =Sy - =8
.28 - = g O e | ’z = = E
Bl & Sxf= =
Q| = ' Qg "=
S |ylg-2 3 S|z 3
£ g 2 =
b = =
ol | o] 00 |- - |~
& = % =
2|33 d = |3 5
3
E = % S
a0 : g e g
= g = =
. (=4
g EBJdd-lof | 2 s .EFE.E | 2
w2 & =] =
Yt 3w = =M J= =
A Y gz §|§|3 e Ef E .-g: <> o H
— e L o <
<B-0 Qslsqs..a 2 g" -;agsgi..g‘ 3
g =] =
: - [ ] | voam L]
& [N 2|1~ | &
- -_
- |=RER-E EERENRS
el . 24 L]
= ‘-31 = g :
~d
S
- /




The rbi | i ty managenent application in each resident sw tching node
executes the flowchart of FIG 23 at a specified tinme interval to

statistically determ ne preference sw qu’ong nodes. In response to
bl ock 2301, the nobility managenent application in the resident
swi tchi ng node causes the execution of 5 decision block 2302. The latter

decision block tests to see if all of the tel ephone nunbers whose state
field in the nobility table is equal to "0" have been tested. The

state field being equgl_to “0' (ndicates that the RCS telephone is
presently registered bn{ ahot her smit§hi ng node |[(Z Esentl V [ebi pteted
swi tching node) and i S epi pt pred] s on the rdsglgnt--bwW t Ehl ng wgde.
If all the tel ephone rugberp haje| bgen t@sted, ther thelrpujihe] 8
illustrated in FIG 23 &FTeR eI {heEe is at | agd|[ofe[ UPTESIEl o
t el ephone nurber , |c&h i 5 {rangfe@red to blg 2 P3D3] whi £h{ spl €@t s
one of the tel ephone ' BT $, Jand| cqat r ol is@tr & TEA| TP Pl pcka2304
The latter block a@edt nmpbi | iy tabl & g5 nidhe| npdp ®Einber
of the presently r [ nage iligipgitheg
t el ephone nunber s@hgp D3.£BIl ock afcEsEeggt he
preference table and S term ne= RSENt L Y "
regi stered node isE B as |t he Twi t chi ng {hg hi gRest
preference fors py-emd @i e, | &S , STHAp— cont r ol
is returned to deciQi 302 3If t he @ns b, 1|, {cpnjra is
transferred to bl ock as nmessag ] hg—pr esent |

H 1 bl P g NI |
regi stered node reque i S the actip{Fy—t+ety—3$6 r&h t he
nmobility table. Furthe ESage e st infor fz&mnl..whgt hef tée
hi ghest preference nodets K bntgecat i on hief 8 ¢hical fsfrcfu® with
t he presently re | Sttex de. jFor E anpl e, the™m e pf el ef ehck
node coul d be SW i i %e 1(i)4 ﬁ eas the B € bne |'s <
presently registered omswtcimig ode 110. Fronrttepre-fotati om of

authentication information point of view, 25 sw tching node 104 being
desi gnated as the highest preference node would be quite K accept abl e.
Deci si on bl ock 2308 then determ nes whet her the tel ephone number has
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been acti ve on the presently regi stered node within a predefined anount of

ttme and

that the presently registered node is not part of an

autthenti cation hierarchical

I f the answer

i'S no,

30

structure
bl ock 2309 is

S

aut hentication information to the highest preference node
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q
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i $ im aut hentication hierarchical
then the 10 preference table is to be updated on the basis of the
ot herw se it
the presently regi n The node
for updating the ﬁﬁe cﬁﬁabl e is called the designated
After the detern1nat|on of which

decision blo
swi tching node is found in the areference t abl e,

node,
hi ghest preference node

node.
desi gnat ed swi t chi ng node,
desi gnated 15
transferred to bl ock 2317
fields.

to the present tine,
periodical time interva
time in the entry 20
anount of tinme, then the freque
After execution of block 2317,

bl ock 2318 which determ nes the
node and conpares that A708guenc
nodes in t he prefe+enen
t he - desi gnated sw ;
the contents of thg
field. If no other
transferred to bl of
2319. The latter b“ K redﬂ-
desi gnat ed 170 '
transfers contgol
swi t chi ng noo.~ ' Sr ef eren
count in the - ield wh
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control is
d entry tine
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is to be understood that the above-descri bed
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| odaf-ron of authentication infornation; and transmtting a
copy of the authentication information to the highest pref erence
swi f chi ng node upon the nobile tel ephone b¢hgﬁ regi stered on the

resi dent switching node. 10 e nethod of claiml wherein
"the step of determ ning conprises the step of receiving manual ly
specified informati on designating a plurality of preference sw tching
nodes. 3. The nmethod of claim2 wherein the manually
specified information defines tinmes and days of use of the plurality of
preference swi tching nodes. 15 4. The method of claim3
wherein the step of determ ning further conprises the step of selecting
t he hi ghest preference switching node fromthe manual |y specified

i nformati on whose tines and days of use matchs the present tine and

day. 5. The net hod of m I 31 ein the step of -
determ ning conprises the 20 step of s |é3ﬂ C g@ speci fying information
designating a plurality of preference swi t chi ng nodes.

6. The nmethod of claim5 wherein the statistically specified information
defines specified times and days of use of the plurality of preference

swi tching nodes. 25 7. The nethod of claim6 wherein the

step of determning further FROM FIG. 18

1901 1 q)

( REQUEST FROM LOWER NOOE

1902

AUTHENTICATION HIERARCHICAL
STRUCTURE
YES

INFORMATION FROM NEXT HIGHEST RESIDENT NODE FOR
NODE IN AUTHENTICATION AUTHENHCATIDN




coﬁﬁiées the step of selecting the highest preference swtching node from

t he statistically specified informti whose specified tinmes and days
of Use nmatchs the resen i e and de‘g.? _ 8. The net hod
~of claim?7 wherein thi‘ié Qéétatlstlcal |y specifying
P -32 - conpri ses BAISES’HWN mai ntai ning a preference table of the

cal cul ati ng

plurality of preference chi ng nod
frequency of use for each of the prefé ‘b-v; SWI 29@1 nodes in the
preference table; an b e+ reference
swi tching node as a qne of the ONTROLLERM t chi ng nodes off the

use for

preference tabl e that has t he hi qhest frequency of he present

hour and day. 9. The nethod of claim8 whereinfthe step of
cal cul ating conpri ses 10 step of periodically sending a sage to a
swi t chi ng node on whi t he ”1’331 e 10 tel ephone |ﬁ4presently rfegi st ered
requesting the sw tC#%W nt | y‘s ed
swi t chi ng node; I [ nczm:,\ i ng equency 4AQIO t he
presently registered! qwi tchi ng—g9¢4 2013 UNIT
L
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| y | ms I '
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| A CONV | 30,7 | SYNTH |
CLoCK [2011 I
. e=—=TIKE_DOMAIN DUPLEXER|
¢
FIG. 21
S
m 2107~ /2105
RENGT RF_TRANSCENVE .
— fansd | | 210, a3 11
2108 — | ‘-—[’LT_L'_U”
SYNTH AD Lo 2114 2112
202 2103 | 1 2i0e [orock
1 2104 2109
TIME DOMAIN OUPLEXER [e—> l
L CONTROL UNIT 10

!

2105~  TELEPHONE CIRCUITS
AND KEYPAD




»

T
node i'f presently registered switching node is maintained in the preference
‘table; and pl aci ng the prﬁ tly regi stered swtching node
into the preference table 15 if presently i&ﬁstered swi t chi ng node is not
in the preference table. 10. An apparatus for pre-locating
~authentication information to a hi ghest pref erence sw tchi ng node
before a nobil e tel ephone registers on the highest preference sw tching
node, conpri sing: means for determ ning the highest
preference switching node to receive 20 pre-location of authentication

i nformation; and means for transmtting a copy of the

aut hentication information to the hi ghest preference sw tching node
upon the nobile tel ephone being registered on the resi dent sw tching
node. 11. The agparatus of claim 10 wherein the neans for
determ ning 25 conprises neans f fnuar Ty specrfi¢d i nformation
designating a plurality of pre W §chi ngenodes.
12. The apparatus of claim 11l wherei nahually specifie
information defines tinmes and days ¢ offthhe plurality fof
swi t chi ng nodes. 30 xg pppar at ys, of C|E
the neans for determ ning further rjf sgs neans for fse
hi ghest preference swi tching node fr
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ST

33 .7 -menually specified i ' es and-days of use matchs

the present tine and day.] 14. The apparatus of 2/
cld& m10 wherein t ns = ¥ 20
statistically specw‘fﬁs ga 2301
preference sw tching nodes

wherein th

times and ; SHORE NUGAER gue
16. The apgaratus of cljaim 15 re T wnm
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of use mat ghs the pr esent
apparatus ¢f claim 16 wherein the ‘y a N EF %?: TABLE }
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frequency ¢f use for each of t hggpr eference YES

pref erence fjswi t chi ng nodes;
SEND MESSAGE TO PRESENTLY REGISTERED NODE
2300 REQUESTING ACTIVITY FIELD OF MOBILITY TABLE
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INFORMATION TO HIGHEST | 2308~ |
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PRE-LOCATION OF AUTHENTICATION INFORMATION
IN A PERSONAL COMMUNICATION SYSTEM
Abstract '

Allowing for pre-location of authentication information to a switching
node before a mobile telephone starts to register on that switching node. Where the
switching node is part of a mobile telecommunication system having a plurality of
switching nodes. The pre-location of authentication-information allows the
authentication information to be distributed to switching nodes in a distributed
telecommunication switching system before peak.traffic conditions arise. A user of a
mobile telephone can directly specify the time and place for the pre-location of
authentication information, or the switching node to which the mobile telephone is
assigned can statistically determine the other switching nodes to which
authentication information will be pre-located and the day and time of the pre- -
location. |

Figure 23



