METHOD FOR GENERATI NG PSEUDO- RANDOM SEQUENCE Fi el d of

the I nvention The present invention refers to a nethod
wo eros@eies at i ng a cryptographically secure PCT/EP2004/052020

pseudo-random sequence based on a first seed or key.

Background Art n nmany occasions4it is necessary to

generate a sequence of data which are dependent of a

basic key. Afirst field of application is to generate

chal | erIETHODPOR GENERATINGPSEUDORAND OM SEQUENCE
every ten seconds e.g. and requested in addition to a

pin code. This nunber is only valid during a short

t i Freldref thedinventjori epl ay froma third party. Such
generator ains to replace the old strikethrough lists

whi ch were Fr_inte_d and sent to the user for the .
pufrbesr@re@en inventionceafesnto Andethaed feroganerating a cryptographically

ener iR Ll sor S BoR bebedloty AT pac BB ey

flrst key shoul d be then expanded to produce a | ot of
5SuBdeRgroundcAriof same being applied to one round. An

exanpl € of such nultiple rounds encryption nmethod is
described in the docunent US 5, 214,703. W expect two

chiﬂ many peeasiensit isiecessgahio generates seauence:of data which are

Qeﬁs@ &}C{,\ﬂ . I%h&%%g&fﬁgf E%@%@gﬁ%ﬁg queﬂ)cgeergerate challenges
lag{lﬁéiﬁcérboméﬁuﬁ*cﬁﬁoﬁeﬁﬁ%‘é gbrﬁérh’f&f é{erg Clen®Becdhiis e.g. and

aracteristic is spec ical use
s eerrasted sn exldliticrs t@lcplylmoctm 'l'stubn{mybm iscenly haalid during a short
decryption needs to use, the sub- keéy § reverse orde
e

10A tatemand ayoid Y replavolram? yhifth palye SUSH ganer, rrauzreyto replace

o1 HTRA 3 TREIOAD TR e usor or the
seguqmggsomugﬁhﬁ@@mﬂ—use all operations are linear.

General ly speaking, the length of the sequence, before

repetition occurs, dependsupon two things, the
f eSinother felslsofaﬁ@pllﬁeth>rml$ itag ganarationOf swrkeysdayan encryption

algorithm which uses multiple rounds. A first key should be then expanded to

15 produce a lot of sub-keys, each of same being applied to one round. An
example of such multiple rounds encryption method is described in the
document US 5,214,703.

We expect two characteristics of such a generation method, i.e. the non
predf'ctability of any of the other sequence (or the seed) while knowing one
20 sequence and the reproduction of the sequence in either direction. This last
characteristic is specifically used when the sequence is used as encryption
sub-key since the decryption needs to use the sub-keys in reverse order.

A common solution is to apply the seed or the main key to a LFSR (Logical
Feedback Shift Register). LFSR generators produce what are called linear
25 recursive sequences (LRS) because all operations are linear. Generally

speaking, the length of the sequence, before repetition occurs, depends



gi ven size (nunber of registers) is capable of
produci ng every possi ble state during the period N=2
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ternms, have been chosen. Such a sequence is called a
maxi mal | ength sequence, nmaxi maly sequence, or |ess
comonl y, maxi mum | ength sequence. Known net hods use
the out put of such shift register to generate the

subpenstwa dekgsy the desdback ¢aps tam tiimitiabstdtbe An LFSR of any
encryption process. t is generally accepted that

kngwenmgsaﬁems(a'quahelé ofjdrgisiensy iseapakly afjreducing every possible

g%tbgﬁqlﬂé tb tqfféﬁr?s ‘hth 6Bﬂwq\ﬁc‘io gggqrﬁ{l] qs{pgér ?eedback taps, or

i%’ﬁé) d,0Ravé HebrPCABSER. BuUtH 'éogelbee mﬁé‘%%ﬁleﬁ?%@'ﬂ@g@al length

u -keys based on a main ch each su
g| gegqueance, nfmaxmﬂalons&mmrmmvmr tless maomienlygr rmayimum length
ot her sub-keys. The aimis achieved with a nethod to
geRBAURCEUD- keys based on a main key (MKEY),
corrpr|3| ng the follow ng steps: - obtal ning a first

d| ver “&’pl caﬁ%‘%ﬁn{geyy{ewbgﬁpnqlgﬁggﬁ he nai réy@%') C@éﬁ%@?% the sub-

Wi kaglblvaSmﬁbIbck to dped Yhe gotimds betHe emwpﬂbn Proéddss.a
non i near transformation, this transformation

nprising the steps of: - obtaining a second val ue
( Att) ispgenprally; ﬁgcqz;pj@df thal; kogwing ORE) segugnce generated that way

0 o Spebi e ARSI 1o nBfase Eie disfpefkfibes BFME 604

substitution box containing at |east one table of

coStimmiagy fofithelinebntion | nput serves as the pointer

and the pointed constant serves as the output, -

obt ai ning a third val ue %AS) by using a diffusion box

of Thelainper His dpyeyian e 1o REeROsH at methed ngepgrate sequences or

Qﬁéb §ceyg Vd:%dnglal ngn%ﬁ Ke¥, YR WHich &8k’ SuthkB ibids Ho information

to recover the main key or any other sub-keys.

The aim is achieved with a method to generate sub-keys based on a main

key (MKEY), comprising the following steps:

- obtaining a first value (A1) by applying on the main key (MKEY) a linear

diversification layer by mixing the main key (MKEY) with a constant,

- applying to the first value (A1) a non-linear transformation, this

transformation comprising the steps of:

- obtaining a second value (A2) by applying the first value (A1) to a
substitution layer, the substitution layer comprising at least one
substitution box (sbox), each substitution box containing at least one
table of constants for which the input serves as the pointer and the

pointed constant serves as the output,



out put fourth value (A4) formed by N bl ocks, each
bl ock of the fourth value (A4) being the result of the

we@ooebiozEed on of N-1 bl ocks of the third val ue PEBEP2004€52020
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m ssing bl ock being the block of the sanme index, -
obt ai ning the seventh value (A7) by applying on the
fourth value (A4) a substitution |ayer (sigm), -
obt ai ning the sub-key (RKEY) by applying to the

seventh ofsthiting A4) thirds WEIBE I { QsitRy | @ndifeidre box of multi-
(SENC), the fiést val ue (M)(A’s:?lrv%gsgigthe key i nput

f or t hpermuiatipn.typt based asdthecseebriskvaluerd?)zed as
follows : a first |level based on a |inear

di versificatio dul e _and Sec | evel . based on a,. . .
non- 1 ; nebai, BeCHiL SafBr R B Biacké o 887”528, Botaining the
di ver Sblfjﬂg‘a?t o0fth! I%KA@Z?@rrﬁéd By N SIS '@gﬁ ¢k of the fourth
with a pseudo random val e. One common met hod to

pr oducealubi (A\4) by thenesult ohthe combimatiarkef Ndt dioekgeof the third

of a LFSR function. This function is used to quickl

gener avalug AARhg missing P{‘P@kﬂfﬁlﬂg e blogkeotihe arae ifdex,
constants. The LFSR is |loaded with a first constant

and shi : ' t

of “the. PhEibg 1Ak YeYRRITyALe ARG KT HEPFHPlelue (A4) 2
wi t h t gbstiutiok RByyer ¢sighetlice the value Al. The ai m of

the second level is to produce a non-I|inear

di versifjcatjion of the value A . This_|evel conprises
five maPhiaiRipgrthe stixkey (RKEXNDY applying e the spyanth value (A7) a

tr ansi AR o ot Inodhg (ST HAEHER Vel 30 serving as
any si il leeypir@RipfeH thig ®lodlule@nshi p. The qui ckest way
toachi eve t'’he expected confusion result is to use a

| ookup table containing constants. Since in this )
enbhbegimethod peuidnbrisurnvarized as fodaysh afirgideyel basedkon a linear

Pgﬂ@ergiﬁgat‘fc?ﬁ Strﬁ@&tﬁewe{r{d bg 2s?’ezco\ﬁ ul%?/eFaBnga 302n b'at non-linear

diversification module.

The linear diversification is achieved by mixing the main key with a pseudo-
random value. One common method to produce this pseudo-random value is
to take advantage of a LFSR function. This function is used to quickly

generate values without the need to store a table of constants.

The LFSR is loaded with a first constant and shifted to produce a bit stream
of the same length of the key length. This bit stream is then mixed (XOR)
with the main key to produce the value A1.

The aim of the second level is 1o produce a non-linear diversification of the

value A1.
This level comprises five main layers. The first one is a substitution layer.

The purpose of the substitution layer is to transform the input value to an

output value without any simple algebraic relationship. The quickest way to



According to a preferred enbodi nent, the input data is

split in groups of 8-bit Iength thus reducing the
wovbeesied constants to 256 bytes. Then the i NPCI/ERRDE052020

of 32 bit or 64 bit is divided in bytes of 8 bit and

applied to the substitution box 40 obtain an output of

8 bit. The input data is used as address pointer and

the pointed constant is the output. Depending on the

| mabRigvel fid expBidiPdonfudfors PestIRN thallea Rokuph&able containing

same for all groups of the input data (32 bit or 64

bi cpnstaniot her enbodi ment, the constant tables are

different for each group of the input data. The

C S PeT BrBbAE e R G R TR R b8 humber of
NuBBRStafls Will Be $H9hlued ddth &P2 Bittedgth. The second
mai n | ayer of this non-linear level 1S the

mul ti-pernutation matrix. The nulti-pernutation matrix _
5i s Amcerling do rapraferredempodipwanty thenbpuk daity igspliiinigsoups of 8-bit

squar ub- mat ri.x s a determ nant different of zero;

¢ nistigta Hikis EScifa A% aliriterarobRntit e Besn ¢ o

field. The m xi ng operation consists in nmultiplying a

ve il t ik [ ' i
122180, WY 870t BY Ay, tide PRl T it i appi
| ayeithe substitiutiondodyaice obtaiiani oyiput vhiBuleit.i Thelinputedhta is used as
i nto several bl ocks havjng the sane size., For a given

i ngddrassdeqinter Qfllféﬂ?ﬁjpﬁlﬁ‘itg%%ﬁﬁtaﬂt ISsthen@uipséul t of the

XOR function of all input blocks except the block i.

Tt bAVRE inolBftSor? HiRtho U HHENSUR tatfies
0 d impl o] t re the same
! apg the Sane operagl on orf e I'nput value as the
fi fortall gysupsTbethe friputldate(32 bittos6adiiy). knmangitierembodiment, the
step of a nultiple rounds encryption nmethod. The i nput
varcoesiagt {aldes @ diffefent far grckcaigiupyol thednpahdalehe key

is taken fromresult of the linear diversification

| ayer, i . i : j | .
apriecPiafs. Rt InERabI pised BEBERnERItR oFfumbers which
| ayes all HiffsrediSeticbdediop e rilinessof bitsbgaal o e thble width.
achieve a high diffusion of the input data.

15 The second main layer of this non-linear level is the multi-permutation matrix.
The multi-permutation matrix is a square matrix with property that every
possible square sub-matrix has a determinant different of zero; the elements
of the matrix are elements of a finite field. The mixing operation consists in
multiplying a vector of input elements by the matrix, resulting in a vector

20  which is defined to be the output.

The third layer is a mixing layer. The input value is divided into several
blocks having the same size. For a given input block i, the output block i is
the result of the XOR function of all input blocks except the block i.

The fourth layer is another substitution layer which apply the same operation

25 to the input value as the first layer.
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interesting to reuse the previous |ayers also for the
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known encryption round, the follow ng steps will be
executed as encryption round onsthe input value A5 to
obtain the output value RA: - dividing the input value

A5 into at |least two values YOL and YOR, - mixing the

at The Jfth 1avervial & esingiel eABEyprioht stepoofa muttiplevAdurrisYencryption
, - Obtaining a value Y2 by m xi a first part AlH of

t hmethodieTha inputhvalne Baﬂh@el’eﬁlllt c:fg the areﬂeﬁi@gz layeruand3he key is

su‘@ggﬁtfﬁ’ﬁgﬁsﬁ"g?ﬁﬂ\%@ﬁ%%q @Vﬁbsl‘riqa%é}égé%'{)ﬂg Agyer. the

substitution box (sbox), each substitution box

COVéﬁbﬁé R cAlptioPATietiods bahlcﬁb@fami@at SGH aéCDE!Bh ICAST or IDEA.

t he | nput serves as the pointer and the pointed
co‘ﬁbe gpurpese ok thiadaydrisdot gnsure-a gbodidivengificalianuiee. o achieve a

using a diffusion b of multi-pernutation type
ba'glgb di%%'ﬁ@ Qfﬁm%g‘pﬁ@,doéaobt aining a value Y5 by

m xi ng a second part AlLL of the value Al with the

xa1n“% éérhculé?‘%ﬁib@d?ﬂeﬁt ‘G e i }fﬁléi’%loﬁm?ﬂ X WeP th@e\?] reuse the

a substitution layer, tal ni ng

by ?mvmusglagrefs also flﬂrthe%ryptlcbﬂﬂmsmm Kieig IRANImy ffrstehd of reusing
ue Y6, - mxing the value Y7 with the initial at
| cadnonhenelyphen Youngnthevictowingssians Wi b%@g(pcvtﬁsi as encryption

ook e Mt g RS ARG RLERA ng 1o

anot her enbodi ment, an additional transformation is

adde@ividing b MpuM%hMABﬁﬁt@fa’é It ValuédiYBL eAdOOR,0
the substitution layer. This transformation is a nere

addi misinghe at lsastidwervahes ¥leand ¥ARipfermaa nxged value Y1,
I ng t kaféh g§ ?g\?agfe K eb)ﬁaﬁﬂ%ihggsfiﬂéﬁah%ﬂﬁ Iaf ltr?‘e %L&‘%&F%th the value
- obtaining a value Y3 by applying the value Y2 to a substitution layer, the
substitution layer comprising at least one substitution box (sbox), each
substitution box containing at least one table of constants for which the input
serves as the pointer and the pointed constant serves as the output,
— obtaining a value Y4 by using a diffusion box of multi-permutation type based on
the value Y3,
— obtaining a value Y5 by mixing a second part A1L of the value A1 with the value
Y4,
— obtaining a value Y6 by applying to the value Y5 a substitution layer,
— obtaining a value Y7 by mixing a first part RAH of the sub-key RA with the value
Y8,
— mixing the value Y7 with the initial at least two values YOL and YOR to obtain at
least two values Y8L and Y8R, Y8L and Y8R representing the output value RA

of this encryption round.



the current key should be firstly adjusted to have the
sane size than the main key. n case the size of the
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truncated and the remaining bits are added to the

truncated part (XOR function). r case the current key
size is smaller than the nmain key, a padding will be
added. n order to avoid that this padding will reduce

t haceprdingt 16 ahothbe ediboeli‘rﬁerﬁti @at additioridhiteansfottiiatign iis added on the
shuffled vvlthth curr.ent so that .th adding bits

ar ¥alus Ad-hefare app %ewftwalpeéé the sipsiiioniayerapove

characteristics allows to generate sub-keys having the

f OThRYrasFolHRORORS & mere! Walifiohaithcal dohstah executed with an
generated in bi-directional, forward and backward node

- XORdJumation.key of variable | ength, preferablyof 8
bi ts block. Brief description of the drawi ngs - The

sulll b8se RARRvidst: ke fendth g Rt ahat B S28' abfidinain key R
gméq%ﬂgﬂép Ek’éﬁ{t gﬁ@%ebe_ §€Y ‘thjﬁs%ﬁg dohb?le'tﬂeuéaljﬁ%ysae than the

nomdunlkeyr nodul e based on a 256 bits |nput key and 64
bits output,- The figure 4 shows the bl ock di agram of
the main podyle in the encr tlontg%iocess

fi BuFase t8Roige ohdhe furiait o that ¢he malndssem the key is
T

i PR B BT e o R

f ufgidgtion). - The figure 7 shows the internal part of

the main encryption nodul e MOD.

In case the current key size is smaller than the main key, a padding will be
added. In order to avoid that this padding will reduce the quality of the
diversification, this padding is shuffled with the current key so that the
padding bits are spread all along the resulting key.

The above characteristics allows to generate sub-keys having the following
advantages :

- cryptographically safe
- generated in bi-directional, forward and backward mode

- using main key of variable length, preferably of 8 bits block.
Brief description of the drawings

- The figure 1 shows the block diagram of the generation of sub-keys based on the
main key,

- The figure 2 shows the non-linear module based on a 128 bits input key and 64

bits output,

- The figure 3 shows the non-linear module based on a 256 bits input key and 64
bits output,



Detai |l ed description of the invention The figure 1
describes the main structure of this key generation.
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i nput key AKEY in this exanple has a smaller size than

the expected size. The process RBPr adds paddi ng data

in the input key AKEY so that the size will be the

nom nal size. This padding data is sinply added at the

end Tak fidige k& showBetheeblotk idigyréiey oY nfss mbduleani thel encryption
size, e.g. 128 or 256 bits. The second process is the
palf@CBe:shuffling process MPr. t is inportant to mx

the padding data within the key so that the padding

dat ¢harﬁ§lﬂ@t5 SheAssthet ehdrgptioh Brdeess tUS@'\fﬂj tWH1 MOD ¥idalles and an
ich takes as

is mad hr ou a Fi bonacci recursion
i n@tthoraonpagsnp&;mhomm,l ength ek (expressed in bits).
More formally, the padded key PKEY is seen as an array

oo s e shiSfgitbo o 81 hd boribhiph Theks,

accordl g to: (c) (MKEY + MKEY no
0 <i < 8 The next staelsthe di versification

st aflke tsuuw? ghowssthetieternal @art of theemeairs erciyplion maduleteD.

n case that the input key has al ready the expected

51 Biiiol deslibtitl df 8 [LERSA Y | 0aded in the WKEY

regl ster al m of ersification part Dpr is
to produce a |inear d| versification of the key MKEY b
m Xhe figuree Klegcrilaasyihei mainzgiruciure ioh thig ikey geseralion. frbe first stage is

ai TReRUnENaY ARUFRREa, J48 BB ARE Yo B ertyfe has a smaller
pr sidei¢ieart tHesexpadtédibizei Mhe \peotess. Aireaddsiphdding waja irsthe input key
| oaREY S B e e B B3 575 AP B8 oty sac

| Nl éHd &f hg RSCTPE- re?f@lﬁn% REPPKES hhgittd ﬂbhﬁﬂdﬂ%lze eg. 128 or 256
vectors i s dependent of the hunber of rounds used fo

t heit®ncryption process or the nunber of sub-keys used
by the system

The second process is the padding shuffling process MPr. It is important to mix the
padding data within the key so that the padding data are not always at the same
position. This mixing is made through a Fibonacci recursion, which takes as input a
key PKEY with length ek (expressed in bits). More formally, the padded key PKEY

is seen as an array of ek/8 bytes PKEY ), 0<1 < ek/8 -1, and is mixed according

to:
: ek
MKEY ig) = PKEY j@) B(MKEY i) + MKEY .2y mod 28) 0<i<-— -1
8

The next stage is the diversification stage LD which is the linear
diversification part DPr. In case that the input key has already the expected

size, this key will be directly loaded in the MKEY register.

The aim of this diversification part Dpr is to produce a linear diversification of
the key MKEY by mixing the key MKEY with an initializing vector. For each
sub-key generated, the initializing vector is different. Different embodiments

could be used to produce this initializing vector.



n a second enbodi nent, the initializing vectors are

generated through a diversification part DPr which is
whamsed2:ae3 a pseudo-random stream usi ng a Li neaPCT/EP2004/052020

Feedback Shift Register LFSR. An initial constant is

| oaded into the LFSR (24 bits irg this exanple) and the

output of this register, i.e. the initializing vector,

is mxed with the key MKEY to produce the key DKEY.

ThiTheesimpiizstemdly o storeaav arrbggd domstantseaeh cbastant having the
quantity of the data stored since the _ initializing
veEaBlesSigpdhAp thet ke gize and esting s initializing veeies. The number of

of TiRg et is, engiRREhE Rl ah, Blibe 8F JohnBi bsea for the
. Seh@ﬁmanlp"roeeéﬁRtr@ﬁumb%rldf%Bb%y?J&se@b 'th§%¥§tém.

the input of the next nodule i.e. th
next stage, so called non-linear diversi f| cation stage
5 NLID a secord rambpdm@emt dbeulndlahzmvemrs areagenetated through a

f i &Ielgs? g@t;@'l Sgiﬁ& e fQ%c{ gé@gngé]g%-trﬁngﬂ@ stream using a
val e PeddbdbkSAR Retistel Ws;:@aAhsmﬂm Bl ds"1Baded into the

ubstitution layer sigma, nprising at |eas

subBFSR yR#4obitbdr tmboa))(ampte)haﬁdbﬁte foutpuin obdkis reglster i.e. the
containing a table of constants for which the inp

selni@izing veetopds mpixedawith the: key MIKEY tedieduae tb@ |kewKEY
as the output. The output data A2 is the output of the

103I B%oa@ﬁ%nm 8 d% %&%ﬂf‘égge% trﬁ{;ﬁm?ﬁ‘?ﬁé‘ érﬁlgy f the data

O use a pse m gener en gener

t hstdréblsmcepﬂ% Fitalizihg oabtors airé bl Btdeat Bul\/éﬂeugénél@ted with the
that each constant in this table is unique. Depending

onLFBR, ionly thecinitialiconstanids staredrords peanisfithewlgorithpox

(sbox) can vary since each box in the present

e TR ehifodiiit, 978 b/ Rby g 16h0B 75" 8P he LFSR

| epatgut adirasty) trrdinbait bb thes HBRE inbdlieONe iPrs- kel B KB pUt

of each box is then concatenated to formthe "out put of

the nodul e sigma. The next stage is a matrix of
15 nuiThe- pex¢tnsiegei 60 cgllrd men-lingar diversificatiom stage NLD, is the non

linear module NLxPR. This stage is described in details in the figures 2 and
3.

In the figure 2 the key DKEY (which corresponds with the value A1) is

divided into four parts and applied to a substitution layer sigma, comprising
20 at least one substitution box (sbox), each substitution box containing a table

of constants for which the input serves as the pointer and the pointed

constant serves as the output. The output data A2 is the output of the sigma

box. One method to generate this constant table is to use a pseudorandom

generator. When generating the table, one should remove all duplicate
25 values so that each constant in this table is unique.

Depending on the implementation, the number of substitution box (sbox) can

vary since each box in the present embodiment has 8-bit data input. The



di ffusion box of (n,n) nulti-pernutation type. The
i nput of one mu block is divided into n input vectors.

WOo-2005026183 exanpl e, we will choose a matrix of BECT/EP2004/052020
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el ements. The diffusion box consists in multiplying
the four input vectors (Aa, Ab, oAc, Ad) by a square
matri x 4x4 Mu4, whose el enents belong to the finite
field with 256 el ements; these elenments are denoted

Mufriputjdata \dppliedi tor thieesigmap mduule dsvsplitinto gpatts of 8-bibéength and
colum index. The result of _the nultiplication of the

i npopligcte he sphstiionfox. Ade pytpuiof Rach Roxisithen goncatenated

ontafietitodi §fine todlifslrta™ s 12 WS o)

+ Mu4(1 3)*Ac + Mud(1, 4)*Ad Yb = Mid(2, 1)*Aa +

MiZha, next” stage MU4A(Ratd) ‘ofomult é(rﬂuta%ibﬁ

gﬁcmu NIJH1@3matr|x ina
L)7Aa + Mid(3 2)*Ab + MIA(3, 3)*Ac + Mid(3," 4)“Ad v

N{ﬁf-ﬂl§lll>n @ckq!fa(nin) NDW@'fPefﬂvJsﬂi@nﬂymﬂm [ Af one wuu(olpck is divided
d
) g e o f PO i SR 0 chBobR e B 4 plpments. The

ar diffubionetyoxs um'slstham nhiiéplgimguiht fofur ummplvea’torsn(lsa nAB,dAd Ad) by a
orucorait 051 R, RS, SRR RBattc IS oo A8 win 250
(t BRWRMS; Qheétfél@ﬁféﬁts ér@%ﬂo‘téd?ﬁ‘iuh Daﬁhér'éqrréfe% ) ﬂ’\%erBw index and

chosen to be as |l arge as possib he out put val ue A3
of ta the ¢alumn dndexi Ihe rﬁes%waaeéntdtlplmatl@m of He inguk vector (Aa, Ab, Ac,

ou )
oYy AL gt 1oa r o, SO HEATES s gro cbtanc
bl aslﬁﬁlows sarre si ze, and obtaining the output value A4

f or med by N bl ocks, each bl ock of the value A4 being

re th 1, of *
gt A E BRI AL s ekl Sk
same index.n the exanple of the figure 2, the nunber
of Ybl-oklkd(4, o )*Aa A Mad(Rr)8Ab e kb4 {2ng)*At ed‘lds4(2: 4)*Adx ed
t oget her to formpart of the value A4. The next stage

15 P adER G TR EMEAIE R AR DR 3R G 8
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Yd = Mud(4, 1)*Aa + Mud(4, 2)*Ab + Mud(4, 3)*Ac + Mud(4, 4)*Ad

Here ,+ denotes the addition in the finite field and ,** its multiplication. The
elements of Mu4 are chosen such that the amount of computations needed to
evaluate the four above expressions is minimal. The number of multiplications by
the constant “1” (thereafter denoted “identities”) has therefore been chosen to be as

large as possible.

The output value A3 of the mu block is the concatenation of the four output values
Ya, Yb, Yc, Yd.

The next stage is a mixing step. It consists in dividing the value A3 in N blocks of
same size, and obtaining the output value A4 formed by N blocks, each block
of the value A4 being the result of the combination of N-1 blocks of the value
A3, the missing block being the block of the same index.



The resulting value A5 of the is applied to a
conditional inverter, i.e. the inversion is enabl ed
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When enabl ed, all bits of the value A5 are inverted to
obtain the value A6. The inversjpn is nmade in case

t hat padded data was added to the input key AKEY. The
aimof this stage is to have a different behavior in

C aﬁﬁthb*@iarﬁpfe%f thel figurbey, the nupsiseresicblacks 04 NDhé éhreeAremaining

full size key can have theoretically the sane val ue
whielocks snaimisediegetherito form partofdhpatdiedddat a i s
added When padding information is added to conplete

Béé\?‘éﬁ%sg %gh%ﬁeé@%gde E\mfc B &6 S &oeﬁ A1 %o ML LT Hpredictable

t0|ntro uce an

adéleh'ieﬂnmlnder{@imtﬁetpmcesa. in the course of the
generation process. The resulting value A6 is then

apﬂei eﬁ(g%li}'ngo\@i@g i‘%ﬁggﬁal 2 ?éili%@ cgngplﬁgalgtd%@'f al ret@gﬁ’nversnon is

| 2y@abléy when' RitidaRfldan \ﬁagad&sd fveinle iBpukeyi ABEYWIVhen enabled, all
el enments This reduced value A8 is then applied to a

syhiibﬁeofr theavalge, e\%qa igMertedit abigimibe yalymiASh Tt“ﬁé"@?'oﬂés made in
5, BSEERA B9 oath hJhoDl REFARE(, Thle PHEYbie sage e o
syhami aidiftdreanbehgyiordn cpse dedsa full suzaekey mnwsedf andha spaddlng key. A

nt i o i nsi\t;:1 a%ﬁé or%@i-@“@ 1o %’ﬁ,'@' l?(‘?/’mw%gﬁar %ﬁlghésgey is inputted

| Sal‘iditr bd@iﬁ Od’étati§ldwetihwrwmp&ﬁﬁngi$rﬁcfmm isnadde@l to complete the
pat ent apPP| cation EP 03011696.6 of the s

prput:lsmt 0 hawesthg sxpreied size, |t*?ﬁ:|"t{8€$é°'? af tbﬁé’%@ Asdsmade so that to
apm@gﬂé‘éé ah agdltlbﬁéledﬁ&&iﬁcatmﬁn Thd) b&@b%‘ﬁfﬂ@éerﬂé‘mﬁcﬁﬂ&@éess

termned so that the entire key DKEY IS used
Since the key is Ion%er than the input size of th

enith pesubingsvalye ABHs thesnyapniied ity aratpstifvion fayer é@rnébwhlch is already

d| Eéﬁrﬁ%a gvgds serially connected. This encryption
rocess Is described in reference wwth the figures 4

to 7. The Figure 4 shows the skeleton of the .
encFhgpouipot paloe & shedsubstituligsy @yehd is iedunstluinesiagoby half by mixing

The entr ata of 64 bit in the present exanple,
eﬁ\’ §|8H¥Qg5i n two

This reduced value A8 is then applied to a symmetrical encryption module
SENC in which the key is taken from the main input of the process (i.e.
DKEY). As already stated, this module is basically a simple symmetrical
encryption process. In the frame of this invention, instead of using a well
known encryption process such as [DEA, DES ... the encryption process is
carried out using the process described in the patent application EP
03011696.6 of the same Applicant. This document is included in the present
application by reference. The minimum number of rounds is determined so
that the entire key DKEY is used. Since the key is longer than the input size
of the encryption step, the key is divided and applied to different rounds

serially connected.



parts XOL and XOR of 32 bit each, are firstly m xed

wthin the mxing elenent MX to obtain the X1 val ue.
wabios/oni1zd ng el enent ains to provide a 32 bit POEER2004/052020

two times 32 bit of data. This could be achieved in

di fferent ways such as using XCR function, addition

W th nodul o, or by using any group | aw. The next step

is illustrated with the block f32 which has a 32 bit

| MPHis efle Mprocadstis duschbed X referendd with theifitfures 4 to 7.
sub- key The detail ed descrlptlon of this block IS

gi ven vvlth reference to figure 7 (see, bel ow).
ouTlEﬁltFlg('Te(ﬂf shows fieskelpton” pisthgppangiionProgess ws"ch represents the

e
T HeDBe B TP BT RS S b Ggppsentod i two
r epartsX0L antl X0R\wof &2 bibieash,carefinstiyXdixet withén theowixingveiement MX to
The fig the V\lnol e ' ess i
5 o laOHEoeE AR T GoBRRL Bl 90 gRERRS 8 B Whage of two
| Nfbs @2t 5t 4Bdata. frnrsrmfhldvbetawumatm diRréniawdyX8idh as using XOR
each of 32-bit length. The symretrical encryption

pr&@ég@,.agdwenewﬁh@eaulsmtby isingeny ORHPIAY. * Thi s
nodul e corresponds with the bl ock diagram of the

fi gHE Bext stgﬁ‘i"s muﬁﬂ?é{bé vﬁﬁi—tlneﬂﬂécl%@@lwﬁbﬁ th%nfSZJ%ﬂdnﬁﬁ X1 and a 32

entries In first nodule MOD1 . This first nodu
pr biteeuipyt Xﬁ @Sdrmlbasmsmg asieaDI dbe d@tﬁjleraéipsmtlon of this block

Plgw The processing for
10 X0 1|aenrgw%%{er%fnc{aﬁcgf@@fﬁg7 §%}é escr)l bed according to

Fig. 4. The outputs of this first nodule MODL are two _
ouﬂ'pe:toantp(&l)(l? ahthex@iRtk 3% isoappimaoiopthe swof mixing blecks MX which are

" PRonteLa g SRR coul Ling rom thi s

or t honor phi sm f unctl on is referenced as X0L2. The

ot Mre remllting d@RX8Lesnd XBRgeprasent the tpmodizebits agtpoy XBhod the module
fi nodul e MOD1 is used as input, as well as the

ou * XOL2 resulting fromthe orthonorphi smfunction,

in a second processi ngnodul e MOD2. The nodule MOR is

15 ]E hghe efjikrd SO Ehews T whdBemdrtionan pﬂfcbb@ myirgh rtwm identical modules
unction OR.in one of the output of
MOD, i.e. MOD1 and MODZ2. The L|an|?15[J daia Ag is ?ormed by two parts XOL1 and

XOR1, each of 32-bit length.

The symmetrical encryption process is referenced SENC in the figure 2. This

module corresponds with the block diagram of the figure 5.

20 The outputs XOL1 and XOR1 are then used as entries in the first module MOD1.
This first module processes the data while using a first sub-key DK1. DK1 is a part
of the main key DKEY. The processing for X0L1 and XOR1 is the same as
described according to Fig. 4. The outputs of this first module MOD1 are two
outputs X8L1 and X8R1. An orthomorphism function is applied to one of these

25 outputs, for example X8L1 as illustrated on Fig. 5. The output resulting from this
orthomorphism function is referenced as X0L2. The other value X8R1 resulting
from the processing by the first module MOD1 is used as input, as well as the

output XOL2 resulting from the orthomorphism function, in a second processing



This second nodule MOD2 will process their input data
based on a second part DK2 of the main key DKEY. The

woeoprd2df this second nodul e are referenced BST/EB1084/052020
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and X8R2 on Fig. 4. These outputs are assenbled to
formthe sub-key RKEY within thg assenbl er nodul e AS.
The function of this assenbler nodule AS could be
achieved in different ways such as selecting the

| aneadile P(MGDZ.0mh&8mddalkd MOR fd ghesresblttsf faomoRiRZ2, MOD with an
every odd bit for X8L2 and even bit f .. O her
w&rﬂmaorahlsasfsl@mn QR ipppe ol ding putpyt g <‘§ €coul d be

used as long as all the bits of RKEY are conprised in

X8tris %@@oﬁ@%duﬂ"ﬁndmgw& 2p? 064X @Wheir inlet dth , bdsb@ ona second part
functions of the block 32 of the Figure 4. n th

bl BIER of heaain key AR hTheaeutpits @fstht%eq&?ﬁﬁdﬂodumuaée referenced as
Xi‘%é\.%@q ﬁ?ﬁ?gcﬂ% g, 4 ”Tﬁgé?—zc&ﬁaﬁ%l 3 aggém}aréﬁ% Borm% sub-key RKEY

asplittin
mewithio tledaséémblet med@ledA®8.e 7. This bl ock has the
functionto split the input data X1 so that all bits

TR BB s ot M Bt ways suer
Blgwggéct e |oWEbtafitstfbeXBIEy abl thavhighbstdisits fdr MBRRKAr every odd bit
bR s S SR A et o
gﬁﬁgggfqém Lfs*é@ AMONY LA Eﬁ)fﬁe Bits A RKEBKiErd %ombﬁ@ed in X8L2 and

itting nodule SP. Each of these val ues
X2%8R3. X2d are applied to a substitution |ayer,
conprising at | east one substitution box (sbox), each

SuPﬁ%lﬁ{;ﬁr‘e PRNERX it ABEA M BintisAL b bIS%E‘?%Z’"BF fhef ﬁggre 4. In this

| NpUt ~ serves’as the pol nter e point
cobisblqra 32-@#9 dengils dateeXbus the lnpmh dhisudatatard separated in blocks of 8-

§?[§W”&]e§<1 s XTB2x 18 R R s él%”&l%ébﬁ%a%ébemennoned X1

demqhelﬂgdrel;n reference with the figure 2 while

This block has the function to split the input data X1 so that all bits of the resulting
value X1a, X1b, X1c and X1d are present in X1. These four values are mixed with
the highest value DKH of the key DK, which could be DK1 or DK2 depending on
the module concerned (MOR or MOD) to form the four values X2a, X2b, X2¢ and
X2d.

The generation of the two sub-keys DKL and DKH is made through the spliiting
module SP.

Each of these values X2a to X2d are applied to a substitution layer, comprising at
least one substitution box (sbox), each substitution box containing a table of
constants for which the input serves as the pointer and the pointed constant serves
as the output. The output data is referenced as X3a, X3b, X3c, X3d (forming the
value X3) on Fig. 7.

This substitution layer was already described in reference with the figure 2 while

describing the module sigma. The resulting value is X3.



descri bing the nodul e signa. The resulting value is
X3. The sane apply for the Mu4 nodul e which correspond

wao eoostzsies nodul e of the figure 2. The resul ti NnBCEP2004/052020
is X4. The output data X4 of data is then mxed with a
second part DKL of the sub-key 3K to obtain a val ue
X5a, X5b, X5c, X5d (form ng the value X5). Each of
these values X5a to X5d is then applied to a

Sukd samiel Al fercie( Wb nhodule diich oerespdndetoKfe myGimodule of the
X6c, Xe6d_(form ng the val ue X6). These values are

migékﬂe%TheéeWWQV%lS)ﬂ(H of the sub-key DK to
obtai n new val ues X7a, X7b, X7c, X7d (form ng the

vaf H@oﬁ%ht da_tﬂ% bﬂ?@cﬁ |é/ﬂh|eH€Pﬁ|xe¥3 withe Secondpard{BKL @f the sub-key DK
assenbl ed formt eoutgé‘éi data X7 within the
[

adoabitaiae mx&a.&éﬁ@é@e (lsapingnthea@ecKShi t h t he
figure 5. This data corresponds to the output data X7

5 OfEé’érP&k H g \}dhézé ﬁ5a4o 3_@:% tEEh %pﬁllé@ ) édb‘sﬂﬁﬁlbﬁ‘tdlddk (sbox) to
2hboar nen

t he orthonorphi smfunction.
i rtphialnomtIalue@(Gmt)@b xscamu (thnmgttbawahuat@h $hesa é@lues are mixed

Tt et bt 7 of 16 pEkefiB REHBIThet Jafue R7 Bfb. X7, x7d

n@orﬁﬁq@ihdmugm size with the splitting nmodul e SP.
Then the two values are m xed with the so caIIed MX

ApEITE UG8 NSk Cork i AT e SR HIRLID (o e output data X7

10 V%ﬁﬁn%ﬁ’e h§séthbIRf rloduRPRS Iagdjeb@nts&tﬁna@s@@dtlvﬁm thedigl® 5. This data
W t hout nodification. nodul e conprises two

i n@ﬁ[teﬁp@ﬁds ol %@uttdeé@éﬂdﬁtb@okcf?@ 8 Rigt e out put

val ue ZO. This nodul e works inversely than the

S?rtli\é Hﬁe e &y ﬁlu%> Patioh6F Pérhb6&ihRIHt bY tHf ortftirforphism function. The
enbodi I's t

_ at the I nputs of the assenbl er nodul e
ariaput daislelel notechZi wed ttae Ohtpub dapruissn@iedt4(e Bhe data lsggath is not an

gg%g‘léee gcﬁgplslgﬁ?t@ng Bhe ﬁ'!ﬁu? Whtef73 i8 ff|¥stl tEiﬁn ln{c} nfgf@vé]ﬁ’é’é&@ and ZR of

t he I nput
15 noghel sardSsiap dvithigelspfitting lmhqimﬂe BP. dheh hllaae !amrb vaIUess] gre mixed with the

TS e 15 b S it o
Igktr S e, e 20 e s
module AS without modification. ThIS module comprises two inputs and combines
these data to form the output value ZO. This module works inversely than the

20  spliting module SP. The particularity of this embodiment is that the inputs of the
assembler module are crossed relative to the outputs of the splitting module SP.

The right output ZR of the splitting module SP is applied to the left input of the
assembler module AS and the left output ZL of the splitting module SP, after being
mixed with the other output of the splitting module SP, is applied to the right input of

25 the assembler module AS.

The figure 3 is another embodiment to produce a sub-key RKEY based on a main
key DKEY. While facing with modules which can only process a data of limited size,
in case that longer keys are processed, it is necessary to divide the input key DKEY
in more elements and handle them in parallel. The principle described with respect

30 of the figure 2 remains the same with one exception while forming the value A4.



key DKEY. Wiile facing with nodul es which can only
process a data of limted size, in case that |onger

weos/ozg1e3 processed, it is necessary to di vi dePCTIEP2004/052020
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i nput key DKEY in nore elements and handle themin

paral lel. The principle describgd with respect of the

figure 2 remains the sane with one exception while

form ng the value A4.For sinplification purposes, the
nurgradimplificdtio A sosEsx i nugbsiwfrelémentst hixeddbgetheiSirom the value
limted to three. At the stage of the symmetri cal
enx:ﬂﬁdtm'@ﬁﬁﬁfbt%%s SENC, the input key DKEY is divided

in four parts and applied to three independent

engi ﬁhlététgge P e 8gmMdifhl ehbEpRoipebtcas Savcnmeamput key DKEY is
ort honor phi sm function applied to the half of th

r edivided iy fous i paets e applied i hiee ingapendent @mnmm@nes MORG64,
r
S U HPDIY AR5 o o i SIIOARERILAB b esuting
cavalued'mtasnt médule MODEdsis aanrte rount ensiyptjon mrogasst without the
he |n ut key DKEY. The first three rounds are
us? MOTRBET i.e. having an orthonorphi sm
function in one of the output of the MO nodul e and

t herdnfitie VAILBAAS fo RKE)@hé yperyMibh progess\is icheied out in four rounds,

oret @hqohm[pglﬁa ;Hélmrgfmnurgzt | ng wa?rﬁ;g} ggort ﬁlfep rst {-pﬁqeesrounds are using a

paﬁ'\bhﬁlﬁ' RIOR Y.l $ gfngfé'ﬁ o%@ﬁwoﬁ'é’rﬁsrﬁuﬂﬁnbﬁiﬁ itlofeUsfeflel dutput of the

tiple roun ncryption process. This is
acMiQl etbdule iand thedgst r@und He of ithe: d¥pead M@Psl . Wihouw rprthomorphism
pa@ CQEL The set of initializing vectors used to m X
wi U7 ? key MKEY is applied in the reverse order.
When the initializing vectors are produced with a
LFSRe intymortami paiet is docygenskaig ithe tsub-kayseins dherr¢eerse order. This

ot g6 SRERL I Rdnt S5pudybielh R f ah e utciencryption

| Nnpiidcasd.zi ng vector used during the forward
process.Caims 1. Method to generate a sub-key based

onThlsrrlgI anchl e\yed( ."E.\/t< I‘the) stagenglt I’thsel ﬁeaflrhglver&#lcaWOn gpaSrE %?331' The set of
initializing vectors used to mix with the key MKEY is applied in the reverse order.
When the initializing vectors are produced with a LFSR, the register is clocked in
the reverse order (backward process) and the initial value loaded in the register is
the end value representing the last initializing vector used during the forward

process.



- obtaining a first value (Al) by applying to the main
key (MKEY) a linear diversification |ayer by m xing

wo b@soeiims key (MKEY) with a constant, - appl yi PQI/EP20041€52020
first value (Al) a non-linear transformation, this
transformati on conprising the sygps of: - obtaining a
second val ue (A2) by applying the first value (Al) to
a substitution layer, the substitution |ayer
co@paings ng at | east one substitution box (sbox), each
substitution box containing at | east one table of

a1 nolEeH o6 e | Aosuldys Hased ip g MBI key (MKEY),
Eahﬁrgﬂqe(f tH¥iIBwW ﬁé A3) by using a dlfoSI on box
n

mutati o ased on the second val ue
(A2) - d| vi di ng the thlrd value (A3) in N bl ocks of
sam&ntﬂammg abfist valge t(i8d ) dayt ppplylimgito Hheamain ké&¥) (MKEY) a linear
formed by N bl ocks, each bl ock of th th val ue
( Aq!)veas@flﬁ@tu@rh layes iy mixng {he %%EMA&@Y&W'NQCBP%@%

of the third val ue (A3) the m ssi ng bl ock bei ng the

bl , b
; Ag;”éggfyu?j%f;ﬁﬁg vfa1%§ t g{&@ a; 99 r%cﬁﬁ iSEYe N AndBhistion, this

Sunshsfortnattimnl@t)fﬁprlémlgqne)steps ofit ai ni ng the sub- key
(RKEY) by applying to the seventh value (A7) of a

symretrical, encryption nodule (SENC), the fjrst val
(A1) seobiqiging a; RacRRy wahtpﬁu(A%brbw Abelvingidne Trst Velie (A1) to a

(oot P 15 SRR D 5k (RIS %oast ono

thi s netbAuten Bt (Stsox Jn e@bhasmbgmuﬁdm bea @olifining at least one
(MKEY) fromthe provide &AKEY) accordi ngto the

foll lowiab@e aft mtantala(ﬂmmglmﬁu Elnagnﬁa’: aemeﬁ @sr the:fpotmr;ter and the
corrpee rovi ge (0] e size o e
mai n kB?'“%‘%ﬁe(ESTStan WW@%%@@ gét(ﬂ)&ﬁ?’ng data with the

provi ded key (AKEY) so that the padding bits are
spr ead. apiapifgJat Beird ovdlliéi Pk Yy (¥fg)a diffusion box of multi-

permutation type based on the second value (A2),

- dividing the third value (A3) in N blocks of same size, obtaining the
output fourth value (A4) formed by N blocks, each block of the fourth
value (A4) being the result of the combination of N-1 blocks of the third
value (A3), the missing block being the block of the same index,

- obtaining the seventh value (A7) by applying to the fourth value (A4) a

substitution layer (sigma),

- obtaining the sub-key (RKEY) by applying to the seventh value (A7) of
a symmetrical encryption module (SENC), the first value (A1) serving as
the key input for this module.

2. The method of claim 1, characterized in that a provided key (AKEY) is of
smaller size than the main key (MKEY), this method consisting in obtaining the
main key (MKEY) from the provided key (AKEY) according to the followings steps:



3. The nmethod of clains 1 or 2, characterized in that
the constant m xed with the main key (MKEY) to obtain
wo b@sH023183 val ue (Al) i s pseudo-random y gener BEEEP2004/052020

using a LFSR | oaded with a first constant. 4. The

met hod of clains 1 to 3 charactegized in that in case

that the input size of the symmetrical encryption

nodul e (SENC) is smaller than the size of the seventh

vat adding Paddingedatatih odderdaponpisie tthe pedvigedkeyd{AKEN g fo the size

the vent 7) by a nultiple of two and m xi ng
f %HZW%S{)HI ng portion up to input size of
the symTetrl cal encryption nmodule (SENC). 5. The

met hmdng)the:badd‘mg d!ataomﬂa thef‘p'rbﬂldee key @NKEY; b6 #iatdhe padding bits are
const a nI E &-ﬂﬂ%—h val ue (A4) before
apBPV?H@”@ZO eé'ﬁﬁléf' 9 68y Wer (sigm). 6. The
net hod of clainse 2 to 5, characterized in that an

i Nger si Phe inbtAsd of @Uirds I1 & 2 SchHrad:t@ﬁtkid P& tHe\Ednsthnt mixed with
the substitution |ayer (sig whi | e padding data is

adthegmain k%(MKE\Y,) d@@bt@ry tf(em@yyalue (A1) is pseudo-randomly generated
using a LFSR loaded with a first constant.

4, The method of claims 1 to 3, characterized in that in case that the input size
of the symmetrical encryption module (SENC) is smaller than the size of the
seventh value (A7), the method comprises the step of dividing the seventh value
(A7) by a multiple of two and mixing two by two the resulting portion up to input size
of the symmetrical encryption module (SENC).

5. The method of claims 1 to 4, characterized in that a constant is added on the
fourth value (A4) before applying to the substitution layer (sigma).

6. The method of claims 2 to 5, characterized in that an inversion in made on
all bits of input value (A6) of the substitution layer (sigma) while padding data is
added on the provided key (AKEY).



