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| CROSS REFERENCE TO RELATED APPLICATION

[0001]  The present application claims the benefit of an Indian Provisional
‘Patent ApplicatIon entitled, “SYSTEM AND METHOD FOR SECURE ELECTRONIC
TRANSACTION” with serial number 3415/CHE/2011, filed at Government of India
I’atént Office on October 3, 2011, the content of which is incorpoIated by reference
herein. |

BACKGROUND :
Technical field

I[OOOZ] The embodiments herein general‘ly relate to a field of electronic
transaction. The embodiments: hérein particularly relate to a dongle device for an
elecIronic transaction and more particularly relatés to dongle device with a tamper proof
characteristic for a secure electronic transaction.

 Description of the Related Art

[0003] | Currently, there are hundreds of magnetic stripe readers/swipers on the
market. All of them are at least as long as the credit card itself. TIIe_re are different types
of card readers/swipers exist in the market. One of the types is a traditional card swiper
with a single }'rail, which allows a card to be held against a base of the reader by a user

and moved across a read head of the reader. Another type of a card reader guides a card

| by a two sets of rails and a backstop. When the user has inserted the card against the

back'stop, the card is read as it is removed from the swiper. The magnetic stripe cards
having the standard specifications can typically be read by the point-of-sale devices at a’
merchant location. When the card is swiped through an electronic card reader at a

checkout counter in a merchant store, the reader usually uses a built-in modem to dial a
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number df a compaﬁy that handles the credit authentication requests. After an account is
verified, an approval signal is sent back to the fnerchant to complete a trénsaétion.

[0004] The conventional swipe device using the magnetic card readers for an
electronic payment is bulky. Further the merchant has o produce the printed receipts for
the customer, which is very cumbersome for the merchant handling the multiple
customers. Also the merchant has to keep a record of all the printed receipts, to avoid a

dispute about the transactions. It is advantageous for an individual to make a payment to

" another individual or merchant by swiping his magnetic stripe card thfough a reader

connected to a mobile device. The mobile device should include a communication
medium such as GPRS, WiFi, B.lue£ooth, etc., to tra;nsmit the card data to the server.
Further the mobile device should be carried everywhere. |

- [0005] At present, there were huge developments in providing the card reader

for a mobile device. In the currently available systems, a portable swipe machine is

provided for mobillev devices and the card data is encrypted on the mobile device. Hence

there is a chance of an insecure transaction over the mobile device. Further the existing
system; 4communica;te the . relevant data through the e‘lectrical signals, which are
extrémely slow compared to the electromagnetic signals. In the current scenario, the
communication is al;z‘vays perforfned on an [P networi(, since the IP networks are wide
spread. Further the existing devices work »onIy with the high end devices such as iPhone,

iPad or any other smart phone, thereby making the system very costly for the prospective

 users. Further the swipe machines used presently are active devices, where the machines

" need to be charged with an external power supply or through a connected device.
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[0006] In view of the above 4facts, there is a need for a secure electronic
transaction. There is also a need for a system and mefhod for providing a secure
electronic"transaction in a cost effective manner. Further there is a need for a system and
method to enable a fast, efﬁcient' and secure electronic transaction by using a dongle
device. Yet there is a need for a system and method to utilize the faét and efficient IP
communication, thereby reducing the need for the use of electrical signal.

[0007] The ébove mentioned shortcomi.ngs, disadvantages and problems are

addressed herein and which will be understood by reading and stud‘yin.g the follpwing

‘specification.

O'BJECTS.OF THE EMBODIMENTS

[0008]  The primary object of the embodir'nents‘ here'in.is to proyide a dongle
device for a sécure electronic transaction.

[0009] Another object of the embodiments herein is tQ provide a dongle
device with tamper proof characteristics for a secure electronic transaction.

[0010]  Yet another object of the embodiments herein is to provide a dongle
device with a security mesh to prevenf a drilling to avoid a tampering of key board.

[0011] Yet ané;[her 6bject obf the eﬁlbodiments herein is to provide a method
to 'transform a card data into a tokeﬁ data and to transmit the token data without sending
the card data from a computi;lg device toa server.

[00 1.2] Yet anothér object of the embodiments herein is to provide a method
for converting the card data into éudio data at supersonic frequencies.

[0013] Yet another object of the embodinients herein is to provide a method

for converting the card data into noise like signals i.e. spread spectrum signals.
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[0014] Yet another object of the embodiments herein is to provide a method
and system for mﬁtually authenticating the dongle device and the payment server.

.[00‘15] These and other objects and ‘advantages of the embodimen'ts\_ herein
will become readily apparent from the following detailed description taken in conjunction
with the accompanying drawings.

SUMMARY

[0016] The various embo,dimenfs herein provide a dongle device with tamper
proof characteristics for a secure electronic transaction. The cionglg de\}ice comprises a
housing which includes a first half and a second half. A main circuit board is placed in
the first half and a se?ondary circuit board placed is the second half. The housing further
includes a slot for S\;viping a magnetic stripe card, a slot for inserﬁng a contact type card,
a communication module, a kéy pad, a connect‘or,‘ a cover for safeguarding the connector,
a stylus, a universal serial bus (USB) port, a processor and a display. The processor
continuously monitors‘a connection between the Ihaih circuit bdard and the secondary
circuit board and detects a tampering‘ of the compressible connector between the main

circuit board and the secondary circuit board. The processor kills the donglé device when -

the processor detects a tampering of the compressible connector between the main circuit

board and the secondary circuit board. The first half and the second half of the dongle
device are ultrasonically sealed together. The main circuit board and the secoﬁdary circuit
board are electrically and electronically connected through a compressible connector. The

connector is an audio jack.
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[0017]  According to an embodiment herein, the processor kills the device by
destroying all the keys used for encryption and making the dongle devicé non operative,
when a tampering of the don;gle device is detected. o

[0018] According to an embodiment herein, the proéessor kills the device by
destroying. a pubiic key used for generating all the keys employed for an encryption and
rhaking the dongle device non operative, when a tampering of the dongle device is
detected. |

[0019] According to an embodiment herein, the dongle device further
comprises a tampqr detection circuit connected to the processor to detect a tampering of
the compressible connector between the main circuit board and the secondary circuit
board. |

[0020] According to an embodiment heréin, the dongle device further

comprises a battery to supply an electrical power to the tamper detection circuit, when an

“external power supply to the dongle device is disconnected.

[0021] According to an embodiment herein, the sepbndary board of the
dongle device includes four layers. The four layers are a first layer, a second layer; a third
layer and a fourth layer.

[0022] - According to an embodiment herein, the ﬁrst_léyer of the secondary
board includes NFC antenna and LED.

[0023] ~According to an embodiment herein, the second layer of the dongle
device includes a capsense electrodé layer. The capsense electrode layer is formed right

under the keypad. The capsense electrode layer is formed in a form of a mesh.
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(0024] According to an embodiment herein, the third layer of the secondary
board includes a security mesh to prevent a drilling to ‘avoid a taﬁipering of the kéy
board.

~ - [0025] According to an embodiment herein, the fourth layer of the seéondary
board includes a plurality, of resistors to form a resistor ladder to detect a tampering of the
security mesh.

[0026] According to an embodiment herein, the security mesh of the d'ongle
device has a plurality of patterns. | |

[0027]. Accordihg to an embodiment herein, the security mesh providéd at
-each cap sense electrode has a different pattém.

[0028] Accofding to an embodiment herein, the pattern of the security niesh

provided at each cap sense electrode is randomly selected at a time of manufacture. The
)

“pattern of the security mesh is provided at each capsense electrode at the time of

manufacture is not known to a manufacturer.

[0029] According to an embodiment herein, the tamper detection circuit of the
dongle device includes an input resistor and an output resistor connected at the two ends
of each cap sense ‘electrodet |

[0030] According to an embodimeﬁt herein, the tamper detection circuit of the
donglé device compares a Voltage across the input resistor and a voltage across the output
resistor to detect a tampéring of the cap sense electrode.

[0031] According to an embodiment herein, a value of the input resistor and é
Valué of the output resistor are set at the time of manufacture and tl;e value of the input

resistor and a value of the output resistor are not known for a manufacturer.
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[0032] According to an embodiment herein, the value of the input resistor
and a value of the output resistor are calibrated during a first use.

[0033] According to an embodiment herein, the dongle device comprises a
magnetic card reader, a contact type card reader and a NFC reader.

[0034] According to an embodiment herein, a magnetic card readér or a

contact type card reader or the NFC reader is activated accordingly when a magnetic card

is inserted through the slot for ihéerting a magnetic stripe card or when a éontact-type

card is inserted through the slot for inserting a contact type card or when a NFC card is

tapped.

[0035] According td an embodiment herein,( the .connector of the dongle
device comprises a power module, a line detector module and a line for establishing a'bi-
directional data communication. | o

| [0036] According to an embodiment herein, a card is read and the card déta
are transmitted through supersonic frequencies to a payment gateway server.

[0037] The various embodiments herein pro;/ilde a method for a secure
electronic transaction using a dongle device. The method comprises the steps of iogging
in by a merchant into a client application installed on a computing device, inserting a card
onto a dongle device, tracking a status of a card insérted, reading a card data on the
dongle device, extracting a public key burnt on a flash of thé dongle device, processing
the card data by a processor for producing a cipher data, representing the cipher data and
a PIN data as an audio signal, transmitting the cipher data and the PIN data to a moblile
device through an audio jack of the mobile device, collecting a transaction information

through a graphical user interface (GUI), collecting a part of a card number frqm the
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merchant, constructing a hash value out of the cipher data, transmitting the hash value
along with the transaction information to a production server -through a first
communication network, processing the cipher data and the PIN data in a payment server

of the production server, sending a transaction request to a third party system to perform

an electronic transaction, transmitting a transaction information to the third party system

through a second communication network, performing the electronic transaction by the

third party system and indicating a transaction status.

[0038] | According to an embodiment herein, the data communicated between
tl;e mobile cievice and the dongle is in a form of acoustic signals or audio tones.

[0039] Acc;)rding to an embodiment hérein, the transaction information
collected through the graphical user interface GUI is provided by the client application.

[0040] According to an embodiment herein, 'fhe hash value is collected out of
the cipher data by using.avhash algorithm. The hash algorithm is. provided in the client
application which is run on a mobile device. The hash algorithm is exchangéd and stored
between the mobile device and the payment server for a ﬁrét time.

[0041] According to an embodiment herein, the transaction status is indicated
by an audio tone or a colored light. The transaction status is one of a bad trahsaction and
a go;>d transaction.

[0042]  According to an embodiment herein, the step processing the card data
b)\' a i)rocessor for producing a cipher data comprises generating a rahdom number for
avoiding a replay attack, decoding the swipe data by a comparator, converting the swipe

data into a card data by a converter, tokenization of the card data by a tokenizer by

Xoring the card data with a dongle ID, encrypting the card data into a cipher data by an
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encryption engine using a RSA algprithrh, and wherein a public key is used in RSA
algorithm for encrypting the card data and modulating the cipher data by a modulation
eﬁgine uéing Frequency Shift Keying (FSK).

[0043]  According to an embodiment herein, the dongle ID is.a unique and
secret ID related to the dongle.

[0044]  According to an embodiment herein, the step of processing the cipher
data in a payment server of ‘the production server comprises decoding thé hash value by a
decoder of the payment seﬁer for producing the cipher data, decrypﬁng the cipher data
by a decryption engine of the payment server using a private key, retrieving ’a merchant
information stored in a payment database of the production server, ;'eproduc/iﬁg a
complete card number by stitching a‘par.tv of the card number entered by the merchant
with a card data received from the dongle and authenticating the merchant.

[0045] According to ar embodiment herein, the step of representing the
cipher data as an audio signal comprises filtering the cipher data by a low pass filter a/nd
dividing a-'voltage of cipher data fqr producing an amplitude for the audio signal.

| [0046] According to an embodiment herein, the step of constructing the hash
value out of the encrypted data by the hash function of the client application running on
the mobile phone involves creating a date/time stamp.

[0047)] According to an embodimeﬁt herein, the method for a secure
eléctronic transaction using a dongle device further comprises sending an electronic

receipt to the customer through a short message service (SMS) or an e-mail.

10
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[0048] A . According to an embodiment herein, the method for a secure
electronic transaction using a dongle ‘device further comprises recording a transdction
status by a counter of 'rhe microchip.

[0049]  According to an embcdiment herein, the method for a secure
electronic transacticn using a dcngle device further comprises measuring a voltage leycl
ofa battcry of the dongle by an andlog-to-digital convertor (ADC) of the microprocessor,
sending a measured voltage level along with the transaction data to the production server,
ccllating a reading of the battery by the payment scrvér, computing a remaining voltage_
lcvel, in the ,battery by the payment scrver and sending an information corresponding to
the remaining voltage level in the battery toa user. |

[0050]  According to an‘ embodiment herein, the transdction information
includes an amount of the transaction, a unique PIN data of the card entered by the card

holder, an additional data related to the transaction and a signature of a card holder.

[0051] According to an embodiment herein, the unique PIN data is any one of

~ a scrambled PIN data or a PIN block or a one time password (OTP).

[0052] According to an embodiment herein, the method for a secure
electronic transaction using a dongle device further comprises an updating of the public
key by inserting a non financial card on the dongle device, reading a swipe data by a
reader head of the dongle device, cxtracting a public key from the card data and updating
the public key associated with the dongle device.

[0053]  According to an embodiment herein, the method for a secure

electronic transaction using a dongle device further comprises mapping a merchant ID, a

11
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terminal ID, a user ID, an IMEI number of computing device, a sefial number of the
dongle device with a dongle ID for executing a secure electronic tranéaction.

[0054]  According to an embodiment herein, tﬁe method. for a secure
electronic transaction using a dongle device further comprisés mapping a dongle ID, a
serial number of the dongle with IMEI number of a mobile‘ phone for executing a secure
electronic transaction.

[0055]  According to an embodiment herein, the public key is‘bumed into-the
dongle at a manufacturing timé.

[0056] According to an embbdiment herein, the dongle device generates a.
session key and a secret key at the beginning of the transaction. The secret key is used for
authenticating the payment server. The session key and the secret key are encrypted by
the public key and sent to thé payment server.

[0057]  According to an embodiment herein, the payment server further
comprises a private key. The private key decrypts the secret key sent by the dongle
device and sends back the decrypted secret key to the dongle for mﬁtually authenticating
the dongle device and thé payment server.

[0058]  According to an‘ embodiment hérein, | the dongle device further
comprises ei NFC tag. The NFC tag of the c\iongle device includes a unique ID and a
physical unclonable function (PUF).

| - [0059] According to an embodiment herein, the merchant device comprises a |

NFC tag. The NFC tag of the merchant device authenticates the dongle device by

verifying the unique ID of the dongle NFC tag.

12
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. [0060] o Accoi‘ding to an embodiment her¢in, a card data is sent alone as an
audi6 signal after tokénization and encryption.
- [0061] These and other aspects of the embodiments herein will be better
appreciated and understood when considered in conjunction with the following
5 descriQtion and the acc§mpanying drawings. It should be understood, however, that the
following deécriptions, while indicating preférred embodiments and numerous specific
defails thereof, are given by way of illustration and not of limitation. Many changes and
modifications may be made within the scope of the embodi_men?s herein without
departing from the spirit thereof, and the embodiménts herein iﬁclude all .such
10 modifications.
'BRIEF DESCRIPTION OF THE DRAWINGS
[0062] The other objects, features and advantages will occur to those skilled
in the art from the following descripti(;n\ of the preferred embodiment and the
accompanying drawings in which: - |
15 [0063] FIG. l illustrates a top perspective view of a dongle device with a
cover, according to an embodiment herein. ‘ .
[0064] FIG. 2 illustrates a front view of a dongle device with a cover,
according to an embodiment herein.
| [0065] FIG. 3 illustrat)es a back view of a dongle device, according to an
20 embodiment herein.
[0066] | FIG. 4 illustrates a left side view of a dopgle device without a cover,

according to an embodiment herein.

13
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[0067] FIG. 5 illustrates é right side view of a dongle device without a cover,
according to an embodiment her'ein.

[0068] FIG. 6 illustrates a first layer of the secondary circuit board placed
inside the second half of the housing of the dongle device, according to an embodiment
herein.

[0069] ' FIG. 7 illustrates a second layer of the secondary circuit board placed
inside the second half of the houéing of the dongle device, according to an embodiment
herein.

[0070] FIG. 8 illustrates a third la&fer of the secondary circuit board placed
inside the sécond half of the housing of the dongle device, according to an embodiment
herein.

[0071] = FIG.9 illustrates a fourth layer of the secondary circuit board placed -
inside the second half of the housing of the dongle device, according to an embodiment
herein. o
[0072] FIG. 10 illustrates‘ a tamper detec‘tion.circuit of the dongle device,
according to an embodiment herein.\ |

[0073] .FI‘G. 11 illustrates a circuit diagram of the ‘second layer of the
'secondary circuit boafd iﬁdiéating the capsense electrodes, according to an embodiment
herein. | |

[0074]  Although the specific features of the embodiments herein are shown in
some drawings»and not in others. This is done for convenience only as each feature may

be combined with any or all of the other features in accordance with the embodiments

herein.

14
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DETAILED DESCRIPTION OF THE EMBODIMENTS HEREIN

[0075] In the following detailed description, a reference is made to the
accompanying drawings that form a part hereof, and in which the specific embodiments
that may be practiced is shown by way of illustration. ‘These embodimen;[s are described
in sufficient detail to enable those skilled in the art to practice the embodiments an/d it is
to be understood that the logical, mechanical and othér changés ‘may be made without.
departing from the scope of the embodiments. The following detailed description is

therefore not to be taken in a limiting sense. |
B ‘[0076] The various embodiments herei‘n‘. provide a dongle device with tamper
proof characteristics for a secure electronic transaction. The dongle device comprises a
housing which includes a first half and a second half. A main circuit/ board is placed in

the first half and a secondary circuit board placed is the second half. The housing further

~ includes a slot for swiping a magnetic stripe card, a slot for inserting a contact type card,

- a communication module, a key pad, a connector, a cover for safeguarding the connector,

a stylus, a universa}’ serial bus (USB) port, a processor and a display. The processor
continuously monitors a connection between the main circuit board aﬁd the secondary
circuit board and detects a tampering of the cémpressible connector between the main
circuit board and the secondary circuit board. The processor kills the dongle device when
the processor detects a tampering of the compressible connector between the main circuit
board and the secondary circuit board. The first half and the second half of the dongle
device are ultrasonically sealed together. The main circuit board and the secondary circuit
board are electrically and electronically connected through a compressible connector. The

~

connector is an audio jack.

15
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- [0077]  According to an embodiment herein, the processor kills the device by
‘ destroying all the keys used for encryption and making the dongle device non operative,
when a tampering of the dongle device is detected.

[0078] According to an embodiment herein, the processor kills the device by
destroying a public key used for generating all the keys employed for an encryption and
making the dongle device non operative, when a tampering of the ddngle device is
deteéted.

| [0079] Accc;rding to an embodiment herein, the dongle device furthgf
comprises a tamper detection circuit connected to the processor to detecfla tampering of
the compressible connector between the main circuit board and the secondary circuit
board.

[0080] According to an embodiment herein, tﬁe dongle device  further
comprises a battery to supply an electrical power to the tamper detection circuit, when an
external power supply to the dongle device is disconnected.

[0081] According to -an embodiment herein, the secondary board of the
dongle device includes four layers. The four layers are a first layer, a second layer, a thifd
layer and a fourth layer.

[0082] According to an embodiment herein, the first layer of the secondary
board includes NFC antenna and LED.

‘[0083] ~ According to an embodiment herein, the second layer of the dongle
device includevs a capsénse electrode layer. The capsense electrode layer is formed right

under the keypad. The capsense electrode layer is formed in a form of a mesh.

16
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[0084]  According to an embodiment herein, the third layer of the secondary
board includés a sécurity mesh to prevent a drilling to avoid a tampering of tﬁe l;ey
board.

[0085] = According to an embodiment herein, the fourth layer of the secondary
board includes a plurality of resistors to form a resistor ladder to detect a tampering of the
security mesh.

[0086] Acéording to an embodiment herein, the s»e'cvurity mesh of the dongle
device has a plurality of patterns. ‘

- [0087] According to an embodiment ‘herein, the security mesh prévided at
each cap sénse electfode has a differént pattém.

10088} According to an embodiment herein, the pattern of the security mesh

provided at each cap sense electrode is randomly selected at a time of manufacture. The

- pattern of the security mesh is provided at each capsense electrode at the time of

manufacture is not known to a manufacturer.

[0089] .According to an embodiment hereiﬁ, the tampér detectioﬁ circuit of the
dongle device includes an input resistor and;an output resistor connected at the two ends
of each cap sense electrode.

{0090] '» According to an embodiment herein, the tamper det’ectioﬁ circuit of the
dongle device compares a voltage across the input resistof and a voltage across the-output
resistor to detect a tampering of the cap sense electrode.l

[0091]  According to an embodiment herein, a value of the input resistor and a
value of the output fesistor are set at the time of manufacture and the value of the input

resistor and a value of the output resistor are not known for a manufacturer.

17
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[0092] According to an embodiment herein, the value of the input resistor
and a value of the o‘utpht resistor are ;:alibrated during a first use.

[0093]  According to an embodiment herein, the dongle device comprises a
magnetic card reader, a cor;tact type card reader and a NFC reader.

[0094]  According to an embodiment herein, a magnetic cz;lrd reader or a
contact type cérd reader or the NFC reader is ac_ti'-vate}d accordingly when a magnétic card
is inserted through the slot for inserting a magnetic stripe card or when a contact type
card is inserted through the slot for inserting a contact type card or when a NFC card is
tapped.

[0095] Aécording to an embodimeﬁt herein, thé connector of the dongle -
device compﬁses a power modu}e, a line detector module and a line for eétablishing a bi-
directional data communication.

[0096] According to an embodiment herein; a card is read and thé card data
are transmitted thro'ﬁgh supersonic frequencies to a payment gateway server.

[0097] The various embodiments 'herein provide a method for a secure
electronic transaction using a dongle device. The method comprises the steps of logging
in by a merchant into a client application installed on a computing device, inserting a card
onto a dongle. device, tracking a status of a card inserted, reading é card data on the
dongle device, extracting a public key burnt on a flash of the dongle device, processing
the card data by a processor for producing a cipher data, representing the cipher data and
a PIN data as an audio signal, transmitting the cipher data and the PIN. data to a mobile
device through an audio jack of the mobile device, collecting a transaction information

through a graphical user interface (GUI), collecting a part of a card number from the

18
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merchant, constructing a hash value out of the cipher data, transmitting the hash value
along -with the transaction information to a production server through a first
communication network, processing the cipher data and the PIN data in a payment server
of the production server,‘sending a transaction request to a thifd party system to perform
an electronic transaction, transmitting a transaction information to the third party system

through a second communication network, performing the electronic transaction by the

third party system and indicating a transaction status.

[0098]  According to an embodiment lvle'rein, the data communicated between
the mobile device and fhe dongle is in a form of acoustic signals or audio tones.

[0099] According to an embodiment herein, .the_ transaction informatior}
collected through the graphical usef interféce GUl is provided by the client application.

[00100] A;:cording to an embodiment herein, the hash value is collected out of
the cipher data by using a hash algorithm. The hash algorithm is providéd in the client
application which is run on a mobile device. The hash algorithm is exchanged and stored
between the mobile device and the payment server fér a first time.

- [00101] Acéording to an embodiment herein, the transaction status is indicated
by an audio tone or a coiored light. The transaction status is one of a bad transaction and
a good transaction.

[00102] According to an embodiment herein, the step\p'rocessing the card data
by a processor for producing a cipher data comprises generating a random number for
avoiding a replay attack, decoding the swipe data by a comparator, converting the swipe
data into a card data by a converter, tokenization of the card data by a tokenizer by

Xoring the card data with a dongle ID, encrypting the card data into a cipher data by an
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encryption engine using a RSA algorithm, and wherein a public key is used in RSA

algorithm for encrypting the card data and fnodulating the cipher data by a modulation

éngine using Frequency Shift Keying (FSK).

[00103]  According to an embodiment herein, the dongle ID is a unique and
secret ID related to the do'ngle;

[00104]  According to an embodiment herein, the step of processing the cipher
data in a payment server of the production server comprises decoding the hash value By a
decoder of the payment server for prodﬁcing' the cipher data, decrypting the cipher data
by a decryption engine of the payment sewef using a privaté key, retrieving a merchapt /
information stored in a payment database of the production se&er, reproducing a
complete card number by stitching a part of the card number entered by the merchant
with a card data received from the dongle and authenticating the merchant.

[00105] According to an embodiment herein, the step of representing the
cipher data as an audio signal comprises filtering the cipher'data by a low pass filter and .
dividing a voltage of éipher data for producing an amplitude for the audio signal.

| [00106] | According to an embodiment herein, the stép of constructing the hash

value out of the encrypted data by the hash function of the client applicatiypn running on
the mobile phone involves creating a date/time stamp.

[00107] According to an embodimer;t herein, | the method for a secure
electronic transaction 'usir\lg a dongle device further comprises sending an elecfronic

receipt to the customer through a short message service (SMS) or an e-mail.
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[00108] According to an embodiment herein, the method for a secure
electronic transaction using a dongle device further comprises recording a transaction
status by a counter of the microchip.

[00109] According_ to an embodiment Herein, the method for a secure
electfonic transaction using a dongle device further cbmpﬁses measurihg a voltage levél .

A of a battery of the dongle by an analog-to-digital convertér (ADC) of the microprocessor,
sendiﬁg a measured voltage level along with the transaction data to the production server,
collating a reading of fhe battery by the payment server, computing a remaining voltage
level in the battery by the payment server and sending an information corresponding to
the remaining voltaée le‘vel in the battery to a user.

[00110] According to an embodiment herein, the transaction information .
ing:ludés an amount of the transaction, a uniqué PIN data of the card entered by the card
holder, an additional data related to the transaction and a signature of a card holder.

[00111]  According to an embodiment herein, the unique PIN data is any one of
a scram_bled PIN ciata or a PIN block or a one time ‘passwor\d (OTP).

[00112] According to an embodiment heréin, the method for a secure
electronic transaction using a dongle device further comprises an hpdating of the public
key by inserting a non financial card on the dongle device, reading a swipe,data by a .
reader head of the dongle device, extracting a public ‘kc_ey from the card data and updating

 the public key associated with the dongle device.

[00113] According to an embodiment herein, the method for a seéure

electronic transaction using a dongle device further comprises mapping a merchant ID, a
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‘terminal ID, a user ID, an IMEI number of computing device, a éerial number of the
dongle device with a dongle ID for executing a secure e‘lectronié transaction.

~ [00114] According to an embodiment herein, the method for a secure
electronic transaction using a dongle device further comprises mapping a dongle ID, a
serial number of the dongle with IMEI number of a mobile phone for executing a secure
electronic transaction.

[00115]  According to an embodiment herein, the public key is burned into the
dongle at a manufacturing time.

[00116] According to an embodiment herein, the dongie device génerates a
session key and ;1 seérét key at the beginning of the transaction. The seére{ key is used for
authenticating the paymerit server. The session key and the secret key are encrypted by
thé: public key and sent to the payment server.

[00117]  According té an embodiment herein, -the paymént server further
comprises a private key. The private key‘decfypts the secret key sent by the dongle»
device and sends back the decrypted secret key to the déngle for mutually authenticating
the dongle device and the payment server. |

[00118] According to an embodiment herein, the dongle device further
comprisés a NFC tég. -The NFC tag of the dongle device includeé a unique ID and a
physical unclonable function (PUF). |

[00119]  According to an embodiment herein, the merchant device comprises a

NFC tag. The NFC tag of the merchant device. authenticates the dongle device by

verifying the unique ID of the dongle NFC tag.
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[00120] According to an embodiment herein, a card data is sent alone as an

audio signal after tokenization and encryption.

[00121] | FIG. 1 illustrates a top perspective view of a dongle with a cover,

according to an embodiment herein. The dongle device 100 conﬁprises a slot for swiping
a magnetic stripe card 101, a slot for inserting a contact type card 102, a communication
module, a key pad, a connector, a cover 104 for safeguérding the connector, an indicator
103, a stylus 105, a universal serial bus (USB) port, a processor and a display. The
contact type card is a europay mastercard and viéa (EMYV) card. The dongie device 100
also comprises a near field communication (NFC) card reader (not shown in FIG. 1) for
reading the NFC when tapped across the dongle device 100. The user uses his/her card
for initiating the electfonic transaction by swiping fhe MSR card or inserting the EMV
card or tapping the NFC card in the dongle device 100 and corresponding card reader
module is activéted for reading the card data. The activation of the card module is shown
by illuminating the indicator‘ 104. The stylus 105 is a writing utensil, or a small tool for
some other form of marking or shaping or signing. The stylus 105 is also used for
navigating or providing more precision when used in a touch screen mobile device
connected to the dongle device 100 for the electronic transaction.

[00122] . According to an embodiment herein, the dongle device is connected to
the computing device (i.e. mobile device) for transmitting a card data to the server. The
card data comprises transaction information such as an amount of the transaction, a
unique PIN of the card entered by the card holder, an additional data related to the

transaction and a signature of a card holder.
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[00123]  The processor stores a dongle ID, a serial number bf the déngle device
100 and a public key. The dongle ID and the serial number of the dongle device 100 are
paired at a time of manufacturing the dongle device 100. The dongle IDisa unique and
secret ID associated with the dongle device 100. The public key is used in RSA algorithm
for encfypting the card data.

[00124] FIG. 2 illustrates a front view of a dongle with a cover, according to an
embodiment herein. The dongle device 100 comprfses a m;gnetic stripe reader (MSR)
ﬁrovided in a slot for sWiping a magnetic sfripé card 101, a europay mastercard and visa
(EMV) card reader (not shown in FIG. 2), é near field communiqation (NFC) card reader
(not shown in FIG. 2), an indicator 103, a cover 104 and 2 lanyard 106. The lany‘ard 106 -
is worn around the neck or wrist to carry the dongle device 100.

[00125] The user uses his/her card for initiéting the electronic transaction by
swiping the MSR card or inserting the EMV card or tabpiﬁg the NFC card in the dongle
device 100 and cbrresponding card reader module is activated for reading the card data.
The activation of the card module is showcased by illurhinating the indicator 104.

[00126] FIG. 3 illustrates a back view of a dongle, accérding to an embodiment
herein. The dongle device 100 comprises a USB socket 107, a keypad 108, a LED display
109, a stylus 105, a lanyard 106 and a rechargeable battery (not shown in FIG. 3). The
USB socket 107 is used for charging the rechargeable battery of the dongle device 100.
”l;he rechargeable battery supplies power for the dongle device 100, when ﬁsed
independently wjthout connecting to the mobile device. The dongle device 10.0 further
comprises communication moduleé for sending the transactioh information directly to the

server or the payment gateway. The communication modules are a pluggable module to
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the dongle device 100 through the USB port or in-built in the dongle device 100 at the

manufacture time. The dongle device 100 with the in-built communication modules are

‘configured at manufacture time.

[00127] The dongle device 100 further comprises a method for composing a |
PG message (ISO 8583 or equivalent) and> sending it directly through a WLAN or GPRS
modem on the dongle device 100. The composed payment gateway message is sent to the
mobile device and the mobile device sends it directly to the corresponding payment
éateway and ;also the mobile device sends a parallél méssage to ezetap server.

[00128] FIG. 4 illustrates a right'side viéw' of a dongle without a cover,
according to an embodiment herein. The dongle device 100 comprisés‘ a magnetic stripe
reader (MSR) provided in a slot for sWiping é magnetic strip¢ card 101, a europay
mastercard and visa (EMV) card reader in a slot for inserting a contact type cérd 102, a
connector 110, a stylus 105, a lgnjard 106 and fastening means 401 for fastening the 

cover. The card is read and the card data are transmitted through supersonic frequencies

'to a payment gateway server. The card data are transmitted to a mobile device by

connecting the dongle device 100 to the mobile device by the connector 110. The
connector of the dongle device is connected to an audio jack of the mobile device. The
card data is in the form of analog signals and is a uniqué data for each of the card.

v [00129] FIG. 5 illustrates a left side view of a dongle without a cover,
according to an embodiment herein. The dongle comprises a magnetic stripe reader
(MSR)( 101, a USB socket 107, a connector110, a lanyard 106 and fastening means 401.
The USB socket ‘1 07 is used for charging the rechargeable battery of the dongle device

100. The rechargeable battery supplies power for the dongle device 100, when used

!
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independently without connecting to the mobile device. The dongle device 100 further
comprises communication modules for sending the transaction information directly to the
server or the payment gateway. The communication modules are a pluggable module to
the dongle device 100 through the connector 110 or in-built in the dongle device 100 at
the manufacture time. The dongle device 100 with the in-built communication modules

are configured at manufacture time. The communication module is any of an audio

‘module (audio interface), a Wireless module (WiFi interface), a Bluetooth module, a

mobile communication module (GPRS interface) and a zigbee module.

[00130] According to an embodiment herein, the connector 110 comprises a
power module, a line detector module and a line for establishing a bi-directional déta
communication. Further the connector 110 also provides a mechanical support for the
communication modules connected to the dongle device 100.

[00131] According to an embodiment herein, the f)rocessor of the dongle
device 100 is provided with software to convert the card data into audio data at
supersonic frequencies.

[00132] According to an embodiment herein, the communication module
connected to the dongle device 100 through the connector 110 interacts with a payment
gateway server for completing a transaction.

[00133] According to an embodiment herein, the dongle device 100 is
connected to the mobile device and a payment transaction is made through a mobile
device connected to the dongle device through the audio jack. Further the audio jack

supports a payment transaction during a listening of music by enabling transmission at

-audible and supersonic frequencies simultaneously. The communication module links a
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transaction originated in a cloud computing server with a payment gateway server
through ;1 mobile device to cbmplete a financial transaction.

[00134] According to an embodiment herein, the processor of the dongle
device 100 interacts with a ezetap server through a mobile device or with the ezetap
server directly. The processor interacts not only with the ezetap server through a mobile |
device but also with the payment gate way server.

[00135] According to an embodiment herein, the audié jack sﬁpports both a
data transmission and an audio transmission with the mobile device.

[00136] According to an embodiment .herein, a communication over the audio
jack is done through the noise like signals and wherein the noisé like signals is spread
spectrum signals and wherein the spread spectrum signals are generated using hardware
and software..

[00137] FIG. 6 illustrates a first layer of the secondary circuit board placed
inside the second half of the housing of the dongle deyice, according to an embodiment

herein. The dbngle device comprises a housing. The housing includes a first half and a

second half. The first half and the second half are ultrasonically sealed together. The

main circuit board is placed in the first haif and similarly the secondary éircuit board is
placed is the second half. The main circuit board and the secondary circuit board bare
electricallyv and electronically connected through a comﬁressible connector. Further the
processor is adopted for continuoﬁsly monitoring a connection between the main circuit

board and the secondary circuit board. If the connection between the main circuit board

“and the secondary circuit board is broken or tampered, the processor kills the dongle

device. The secondary circuit board includes four layers. The four layers are a first layer,
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a second layer, a third layer and a fourth layer. The first layer 600 comprises a NFC
antenna 602 and a LED circuitry 601\ as shown in FIG. 6. When the NEC card is tapped
across the dongle device, the NFC antenna 602 reads é NFC tag in the NFC card and
enables the dongle device to do a secure electronic transaction. The LED circuitry 601
process the input data provided by using the keypad on the dongle device and dispiays
the input informatioﬁ on the LED display.

[00138] | FIG. 7 illustrates a second layer of the secoﬁdary circuit board placed
inside the secénd half of the housing of the .dongle device, according to an embodiment

herein. The sécoﬁd layer 700 includes capéense eleétrodés 701. The capsense electrodes
701 are formed right under the keypéd of the dongle device. The capsense electrode 701
is formed in a formy of a mesh as shown in FIG. 7.the pattern of mesh formed under each
cap sense -‘electrode is different to one another. The mesh pattern formed under each -
capsense electrode is randomly selected ’from a plurali'ty of pattems and is formed during
a manufacturing time and is not even known to a'. manufacturer.

[00139] FI’G. 8 illustrates a third layer of the secondary circuit board.placed
inside the second half of the housing of the dongle deyice, according to an embodiment
herein. The third layer 800 of fhe secondary ciréuit board of the dongle agvice includes a
security mesh 801. The security mesh 801 prevents driliing, to avoid a tampering of the
circuit board. The security mesh 801 includes a plurality of patterns. The 'security meshes
801 provided at each cap sense electrode hés a different pattern. The patterns of thé
security mesh 801 provided at each cap sense 'electfode is randomly selectéd at a time of

the manufacture of the dongle device. The patterns of the security mesh 801 are provided

at each cap sense electrode at the time of manufacture is not known to a manufacturer.

2 8 ' /
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[00140] FIG. 9 illustrates a fourth layer of the secofldary circuit board placed
inside the second half of the housing of the dongle device, according to an embodiment
herein.‘ The fourth layer 900 of the secondary circuit board includes a plurality Qf
resistors as shown in FIG. 9 to form a resistor ladder to detect a tampering of the security
mesh. |

[00141] FIG. 10 illustrates a tamper detection circuit of the dong1¢ devige, |
according to an embodiment herein. The tamper detection circuit 1000 includes an input
resistor and an outpﬁt resistor connected at the two ends of each of the cap sense
electrodes: The tampet detection circuit compares a voltage across the input resistor and a
voltdge across the output resistor to detect a tampering of the cap sense electrodes. The
value of the input resistor and the value of the output resistor are set at the time of
manufacture and the value of the input resist01lr and a value of the output resistor are not
known for‘a manufacturer.

[00142]  According to an embodiment herein, the value of the input resistor and
a value of the output resistor are calibrated ciuring a first use.

[00143] FIG. 11; is a circuit diagram of the second layer of the secondary
circuit board illustrating the capsense electrodes, according to an embodiment herein. Th¢
second layer includesb. capéense electrodes. The capsehse electrodes are formed right
under the keypad of the dongle device. Thé capsense elecfrodé is formed in a foﬁ of a
mesh. |

[00144] The fofegoing descript.ionﬂ of the specific embodiments herein will so
fuﬂy reveal the general nature of the embbdiments herein that others ca}n," by applying

current knowledge, readily modify and/or adapt for various applications such specific
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‘embodiments herein without departing from the generic concept, and, therefore, such
adaptations and modifications should and are intended to be comprehended within the
meaning and range of equivalenté of the disclosed embodiments. It is to be understood
that the phraseology or terminology employed heréin is for the pﬁrpose of description and
not of limitation.

[00145] 'Thereforfz, while the embodiments heréin have been described in terms
of prefelfred embodiments, those skilled in the art will recognize that the embodiments
herein can bé prac‘ticed with modification within the spirit and scope of the appended
claims.

[00146]  Although the embodiments herein are described with various specific
embodiments, it will be ob\;ious_ for a persdn skilled in the art tb practice the invention
with modiﬁcations. However, all such modifications are deemed to Be Withi;‘l th¢ scope of |
fhe c%laims.

[00147] It is also to be understood that the followipg_ claims are intended to
cover all'qf the generic’énd specific features of the embodiments described herein and all
the statements of the scope of the embodiments wh@ch as a matter of language might be

said to fall there between.
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CLAIMS

What is claimed is:

1.

A dongle device with tamper proof characteristics for a secure electronic
tfansaction con;prising:

a housing, and wheréiﬁ the housing has a ﬁ;st half and a second half, and
whereiﬁ the first half and the second half are ultrasonically sealed fogether;

a main circuit board placed iﬁ the first half;

a secondary circuit board is placed is the second half, and wherein the main
circuit board and the rse.condary circuit board are electrically and electronically>
connected through a coinpreésible connector;

a slot fof swiping a magnetic stripe card;

a slot for inserting a éonfact type card;

a communication module;

a key pad;

a connector, wherein the connector is an audio jack;

a cover for safeguarding the cohnector;

a stylus:

a universal serial bus (USB) port;

a processor, wherein the processor continuously monitors a connectipn between

the main circuit board and the secondary circuit board and wherein the processor

detects a tampering of the compressible connector between the main circuit
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board and the seéondary circuit board, when the connection between the main
circuit boérd and the secondary circuit board is broken or tampered, and wherein
the processor kills the dongle device when the processor detects a tampering of
the comp_ressiblé cohneétor between the main circuit board and the secondary
circuit board; and |

a display.

The dongle device according to-claim 1, further comprises a tamper detection

circuit connected to ‘the processor to detect a tampering of the compressible

connector between the main circuit board and the secondary circuit board.

The dongle device according to claim 1 further comprises a battery to supply an
electrical power to the tamper detection circuit, when an external ‘power supply

to the dongle device is disconnected.

The dongle device according to claim 1, wherein the secondary board has four
layers, and wherein the four layers are a first layer, a second layer, a third layer

and a fourth layer.

The dongle de{/ice according to claim 1, wherein the first layer has NFC antenna

and LED.

PCT/IN2012/000647
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6.

10.

11.

The dongle device according to claim 1, wherein the second layer has a
capsense electrode layer, and wherein the capsense electrode layer is formed
right under the keypad, and wherein the capsense electrode layer is formed in a

form a mesh.

The dongle device according to claim 1, wherein the third layer has a security

mesh to prevent a drilling to avoid a tampering of key board.

The dongle device according to claim 1, wherein the fourth layer has a plurality

of resistors to form a resistor ladder to detect a tampering of the security mesh.

The dongle device according to claim 1, wherein the security mesh has a

plurality of patterns.

The dongle device according to claim 1, wherein a security mesh provided at

each cap sense electrode has a different pattern.

The dongle device according to claim 1, wherein a pattern of the security mesh

provided at each cap sense electrode is randomly selected at a time of

manufacture, and wherein the pattern of the security mesh is provided at each

cap sense electrode at the time of manufacture is not known to a manufacturer.



WO 2013/051029 PCT/IN2012/000647

12. The dongle device according to claim 1, wherein the tamper detection circuit has
an input resistor and an output resistor connected at the two ends of each cap

sense electrode.

5 13. The dongle device according to claim 1, wherein the tamper detection circuit
conipares a voltage across the input resistor and a voltage across. the output

" resistor to detect a tampering of the cap sense electrode.

-

'14. The dongle device according to claim 1, wherein a value of the input resistor
10 . and a value of the output resistor are set at the time of manufacture and the value
of the input resistor and a value of the output resistor are not known for a

manufacturer.

15. The donglé device according to claim 1, wherein the value of the input resistor

15 and a value of the output resistor are calibrated during a first use.

16. The dongle device according to claim 1 further comprises a magnetic card

reader, a contact type card reader and a NFC reader.

20 17. The dongle device according to claim 1, wherein a magnetic card reader or a
contact type card reader or the NFC reader is activated accordingly when _a/
.magnetic card is swiped through the slot for insérting a magnetic stripé card or
when a contact type card is inserted through the slot for inserting a céntact type

card or when a NFC card is tapped.
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18.

19.

20.

The dongle device according to claim 1, wherein the connector comprises a
power module, a line detector module and a line for establishing a bi-directional

data communication.

The dongle device according to claim 1, wherein a card is read and the card data

are transmitted through supersonic frequencies to a payment gateway server.

A method for a secure electronic transaction using a dongle device comprising

~ the steps of:

logging in by a vmerchant into a client application insfalled on a computing
device;

swiping a card onto a dongle;

tracking a status of a swipe;

reading é swipe data by a magnetic card reader o‘f the dongle;

extracting a public key burnt on a flash of the d(;ngle;

processing the swipe data by a rhicrochip for producing a cipher data;
representing the cipher data and a PIN data as an audio signal;

transmitting the cipher data and the PIN data to a mobile device through an
audip jack of the mobile device, and wherein the data communicated between
the mobile device and the dongle is in a form of acoﬁstic‘ signals or audio tones;
collecting a traﬁsaqtion information throﬁgh a graphical ﬁser interface (GUI) and

wherein the GUI is provided by the client application ;
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collecting a part of a card number from the merchant;

c;onstructing a hash value out of the cipher data by using a hash algorithm of a
client application running on a computing device and wherein the hash
algorithm is exchanged and stored between the mobile device and the payment
server for a first time;

transmitting the hash value along With the t‘ransaction' information to a
production server through a first communication network;

processing the cipher data and the PIN data in a payment server of the
production server;

sending a transaction request to a third pérty system to perform an electronic
transaction;

traﬁsmftting avtransaction information to the third party system through a second
communication network;

performing the electronic transaction by the third party system; and

indicating a transaction status and wherein the transaction statug is indicated by

an audio tone or a colored light, and wherein the transaction status is one of a

- bad transaction and a good transaction.

21. The method of claim 20, wherein the step processing the swipe.data by a

microchip for producing a cipher data comprises:
generating a random number for avoiding a replay attack;

decoding the swipe data by a comparator;
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22,

converting the swipe data into a card data by a converter;

tokenization of the card data by a tokénizet by Xoring the card dafa with a
dongle ID; | |
encrypting the card data into a cipher data by an encryption engine using a RSA
algorithm, and wherein a public key is used in RSA algorithm for encrypting the
card data; and

modulating the cipher data by a modulation enginel using Frequency Shift

Keying (FSK);

wherein the dongle ID is a unique and secret ID related to the dongle.

The method of claim 20, wherein the step of processing the cipher data in a
payment server of the pfoduction server comprises:

decoding the hash value by a decoder of £he payment server for producing the
cipher data;

decv‘ryptming the cipher data by a decryption engine of the payment serQer using a
private key; |

retrieviﬁg a merchant information stored in a payment databe\lse of the
productién server; |
reproducing a éomplete card numbef by stitching a part of the card number
entered by the merchant with a cafd data received from the dongle; and

authenticating the merchant.



10

15

20

WO 2013/051029 PCT/IN2012/000647

23.

24,

25.

26.

- transaction status by a counter of the microchip.

27.

The method of claim 20, wherein the step of representing the cipher data as an
audio signal comprises:
filtering the cipher data by a low pass filter; and

dividing a voltage of cipher data for producing an amplitude for the audio signal.

The method of claim 20, wherein the step of constructing the hash value out of
the encrypted data by the hash function of the client application running on the

mobile phone is done by creating a date/time stamp.

The method of claim 20, wherein the method further comprises sending an
electronic reéeipt to the customer through a short 'message service (SMS) or an
e-mail.

The method of claim 20, wherein the method further comprises recording a

/

The method of claim 20, wherein the method further comprises:

measuring a voltage level of a battery of the dongle by an anélog-to-digital
convertor (ADC) of the microprocessor,

sending a measured voltage level along with the transaction data to the-
production server,\

collating a reading of the battery by the payment server,

computing a remaining voltage level in the battery by the payment server, and
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28.

29.

sending an information corresponding to the remaining voltage level in the

battery to a user.

The method of claim 20, wherein the transaction information includes an
amount of the transaction, an unique PIN data of the card entered by the card

holder, an additional data related to the transaction, and a signature of a card

holder.

The method according to claim 20, wherein the unique PIN is data is any one of

~ ascrambled PIN data or a PIN block or a one time password.

30.

31.

The method of claim 20, wherein the method further corﬁprises an updating of
the public key, and wherein the updating of tﬁe public key corhprises swipin_g a
nonl financial card on a swipe machine, readiﬁg a swipe data by a réader head of
the dongle, extracting a public key from the swipe data and updating the public

key associated with the dongle.

The method according to claim 20 further comprises mapping a merchant ID, a
terminal ID, a user ID, IMEI number of computing device, a serial number of

the dongle with a dongle.ID for executing a secure electronic transaction.
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32.

33.

34.

35,

36.

37.

The method according to claim 20 further comprises mapping a dongle ID,
serial number of dongle with IMEI number of a mobile phone for executing a

secure electronic transaction.

The method according to claim 20, wherein the public key is burned inot the

dongle at a manufacture time. - v

The method according to claim 20, wherein the dongle generates a session key

and a secret key at the beginning of the transaction, and wherein the secret key is
used for authenticating the payment server, and wherein the session key and -

secret key are encrypted by the public key and sent to the payment server.

The method according to claim 20, wherein the payment server further
coinprises a private key, and wherein the private key decrypts the secret key sent
by the dongle and sends back the decrypted secret key to the dongle for mutually

authenticating the dongle and the payment server.

The method according to claim 20, wherein the dongle further comprises a NFC

tag, and wherein the NFC tag of the dongle includes a unique ID and a physical

unclonable function (PUF).

The method according to claim 20, wherein the merchant device comprises a-
NFC tag, and wherein the NFC tag of the merchant device authenticates the

dongle by verifying the unique ID of the dongle NFC tag.

10
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38. The method according to claim 20, wherein a swipe data alone is sent as an

audio signal after tokenization and encryption.

Date: 27 September 2012 Rakesh Prabhu

Place: Bangalore Counsel for the Applicant
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