CUSTOMER RATING ASPART OF A CARD TRANSACTION

Background of the Invention

[0001] The present invention relates to methods for abgva merchant to rate a customer as
part of a card transaction or access a consolidatsimer rating for a customer.

Description of the Prior Art

[0002] Rating systems may be used to allow customers anwchants to provide feedback
on how the other party performed in a transacfidns feedback may be collected and used
to allow to the reputation of customers or merchdatbe evaluated by other customers or

merchants, such as to provide confidence beforentaidng a new transaction.

[0003] For example, the eBay online auction and shoppielgsite uses a rating system that
allows buyers and sellers to leave feedback abwatttansaction, which contributes to a
feedback score for each member. Another exampleeidJber ride sharing application that

allows drivers and riders to rate each other baseitheir ride experience.

[0004] However, rating systems of this type tend to ondyilmplemented on a website or
application used by merchants to offer their goodservices, and therefore may only be

useful for users of that website/application.

[0005] Some ratings systems exist for allowing consumensate merchants independently
of the website or application used by the merchamit,equivalent systems are less common
for rating consumers. One reason for this is thatdentity of a consumer may not always be
available to a merchant, whereas the identity ahexchant will usually be known to a

customer.

[0006] It would be desirable to provide a consumer raptagform that can enable one or
more of consolidating customer ratings across naensh sharing of customer ratings with
other merchants, viewing average consumer raticgssa merchants for decision making

purposes, or blacklisting consumers based on coeistatings.
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[0007] The reference in this specification to any prioblptation (or information derived
from it), or to any matter which is known, is nand should not be taken as an
acknowledgment or admission or any form of suggaesthat the prior publication (or
information derived from it) or known matter forrpart of the common general knowledge

in the field of endeavour to which this specificatirelates.

Summary of the Present Invention

[0008] In a broad form the present invention seeks to ideowa method for allowing a
merchant to rate a customer as part of a carddcéine between the customer and the
merchant, the method being performed in a merathevite, the method including:
a) obtaining a card number for a payment card of tarner for use in the card
transaction;
b) obtaining a customer rating input by the merchant;
C) generating a transaction message including:
i) transaction details indicative of the card transactthe transaction details
including the card number; and
i) the customer rating; and
d) transferring the transaction message to a seraes payment network, to thereby
allow the server to:
i) determine a customer identifier based on the candber; and
i) cause the customer rating to be stored in a ratatbase in association with

the customer identifier.

[0009] In another broad form the present invention seekgrovide a merchant device for
allowing a merchant to rate a customer as partoaird transaction between the customer and
the merchant, the merchant device being configtoed
a) obtain a card number for a payment card of theoowst for use in the card
transaction;
b) obtain a customer rating input by the merchant;
C) generate a transaction message including:
i) transaction details indicative of the card transactthe transaction details

including the card number; and



i) the customer rating; and
d) transfer the transaction message to a server yiayment network, to thereby
allow the server to:
i) determine a customer identifier based on the candber; and
i) cause the customer rating to be stored in a ratatbase in association with

the customer identifier.

[0010Q] In another broad form the present invention seeksdvide a method for allowing a
merchant to rate a customer as part of a carddcéine between the customer and the
merchant, the method being performed in a serkenrtethod including:
a) receiving, from a merchant device via a paymenivogt, a transaction message
generated by the merchant device, the transactessage including:

i) transaction details indicative of the card transactthe transaction details
including a card number for a payment card of tinit@mer for use in the card
transaction; and

il) a customer rating input by the merchant using tbechant device;

b) determining a customer identifier based on the oardber; and
c) causing the customer rating to be stored in agsat@atabase in association with

the customer identifier.

[0011] In another broad form the present invention seeksrovide a server for allowing a
merchant to rate a customer as part of a carddcéine between the customer and the
merchant, the server being configured to:
a) receive, from a merchant device via a payment ndtwe transaction message
generated by the merchant device, the transactessage including:

i) transaction details indicative of the card transactthe transaction details
including a card number for a payment card of tinit@mer for use in the card
transaction; and

i) a customer rating input by the merchant using teechant device;

b) determine a customer identifier based on the candber; and
c) cause the customer rating to be stored in a ratiaggbase in association with the

customer identifier.



[0012] In another broad form the present invention seeksdvide a method for allowing a
merchant to rate a customer as part of a cardactioe between the customer and the
merchant, the method being performed in a ratirgges including a ratings database, the
method including:

a) receiving, from an issuer server, a rating mesgagerated by the issuer server in
response to receipt of a transaction message ¢raedffrom a merchant device
via a payment network, the rating message including
i) a customer identifier determined based on a candbeu for a payment card

of the customer for use in the card transactiod; an
i) a customer rating input by the merchant using achsat device; and
b) storing the customer rating in the ratings datalasssociation with the customer

identifier.

[0013] In another broad form the present invention seekgrovide a ratings server for
allowing a merchant to rate a customer as partoaird transaction between the customer and
the merchant, the ratings server including a rato@fabase and being configured to:

a) receive, from an issuer server, a rating messagergeed by the issuer server in
response to receipt of a transaction message ¢éraedffrom a merchant device
via a payment network, the rating message including
i) a customer identifier determined based on a camdbeu for a payment card

of the customer for use in the card transactiod; an
i) a customer rating input by the merchant using achaart device; and
b) store the customer rating in the ratings databasessociation with the customer

identifier.

[0014] In another broad form the present invention seeksdvide a method for allowing a
merchant to access a consolidated customer ratngafcustomer, the method being
performed in a merchant device, the method inclydin

a) obtaining a card number for a payment card of trstamer;

b) obtaining a merchant request for a consolidatetbowsr rating for the customer;

C) generating a rating request message includingareermumber;
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d) transferring the rating request message to a sefigen payment network, to
thereby allow the server to:
i) determine a customer identifier based on the candber;
i) cause a consolidated customer rating to be detetmibased on customer
ratings stored in a ratings database in associatitmthe customer identifier;
iii) generate a rating response message including theoldated customer
rating; and
iv) transfer the rating response message to the merdeaite via the payment
network; and
e) receiving the rating response message; and,

f) displaying the consolidated customer rating.

[0015] In another broad form the present invention seekgrovide a merchant device for
allowing a merchant to access a consolidated custoating for a customer, the merchant
device being configured to:
a) obtain a card number for a payment card of theooost;
b) obtain a merchant request for a consolidated custoating for the customer;
C) generate a rating request message including tldencenber;
d) transfer the rating request message to a servea peyment network, to thereby
allow the server to:
i) determine a customer identifier based on the candber; and
i) cause a consolidated customer rating to be detetmibased on customer
ratings stored in a ratings database in associatittnthe customer identifier;
iii) generate a rating response message including theoldated customer
rating;
iv) transfer the rating response message to the merdeaite via the payment
network; and
e) receive the rating response message; and

f) display the consolidated customer rating.
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[0016] In another broad form the present invention seeksdvide a method for allowing a
merchant to access a consolidated customer ratingafcustomer, the method being
performed in a server, the method including:

a) receiving, from a merchant device via a paymenwagt, a rating request
message generated by the merchant device in respmasmerchant request for a
consolidated customer rating for the customer, thgng request message
including a card number for a payment card of tingamer;

b) determining a customer identifier based on the oardber;

c) causing a consolidated customer rating to be d@tedmbased on customer
ratings stored in a ratings database in associatittnthe customer identifier;

d) generate a rating response message including theolkdated customer rating;
and

e) transferring the rating response message to thehaetr device via the payment
network, to thereby allow the consolidated custoraéing to be displayed using

the merchant device.

[0017] In another broad form the present invention seeksrévide a server for allowing a
merchant to access a consolidated customer ratim dustomer, the server being configured
to:

a) receive, from a merchant device via a payment ndétwarating request message
generated by the merchant device in response toemhant request for a
consolidated customer rating for the customer, tAgng request message
including a card number for a payment card of tingamer;

b) determine a customer identifier based on the candber;

c) cause a consolidated customer rating to be detedhbased on customer ratings
stored in a ratings database in association wélctistomer identifier;

d) generate a rating response message including tmsolodated customer rating;
and

e) transfer the rating response message to the mercleaice via the payment
network, to thereby allow the consolidated custoraéing to be displayed using

the merchant device.



[0018] In another broad form the present invention seeksdvide a method for allowing a
merchant to access a consolidated customer ratingafcustomer, the method being
performed in a ratings server including a ratingtadase, the method including:

a) receiving, from an issuer server, a rating quergsage generated by the issuer
server in response to receipt of a rating requesssage transferred from a
merchant device via a payment network, the ratingrg message including a
customer identifier determined based on a card eurfdy a payment card of the
customer;

b) querying the ratings database to determine custoati@igs stored in association
with the customer identifier;

c) determining a consolidated customer rating baseti®@customer ratings; and

d) transferring the consolidated customer rating ®ifisuer server to thereby allow
the consolidated customer rating to be returnethéomerchant device via the
payment network and to allow the consolidated custorating to be displayed

using the merchant device.

[0019] In another broad form the present invention seekgrovide a ratings server for
allowing a merchant to access a consolidated custoating for a customer, the ratings
server including a ratings database and being gorgd to:

a) receive, from an issuer server, a rating query agsgenerated by the issuer
server in response to receipt of a rating requesssage transferred from a
merchant device via a payment network, the ratingrg message including a
customer identifier determined based on a card eurfdr a payment card of the
customer;

b) query the ratings database to determine custortiegsastored in association with
the customer identifier;

c) determine a consolidated customer rating basetdenustomer ratings; and

d) transfer the consolidated customer rating to teees server to thereby allow the
consolidated customer rating to be returned to rtferchant device via the
payment network and to allow the consolidated gustorating to be displayed

using the merchant device.
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[0020] It will be appreciated that the broad forms of thgention and their respective
features can be used in conjunction, interchangeatudi/or independently, and reference to

separate broad forms is not intended to be limiting

Brief Description of the Drawings

[0021] An example of the present invention will now be aldsed with reference to the

accompanying drawings, in which: -

[0022] Figure 1A is a flow chart of an example of a methmdallowing a merchant to rate a

customer as part of a card transaction betweeaustemer and the merchant;

[0023] Figure 1B is a flow chart of an example of a mettiod allowing a merchant to

access a consolidated rating for a customer;

[0024] Figure 2 is a schematic diagram of an exampled$taibuted computer architecture;
[0025] Figure 3 is a schematic diagram of an exampleprbaessing system of Figure 2;
[0026] Figure 4 is a schematic diagram of an exampleréechant device of Figure 2;

[0027] Figure 5 is a schematic diagram of an example efitheractions involved in a

traditional approach to processing a card transagcti

[0028] Figure 6 is a flowchart of an example of an exangflea traditional approach to

processing a card transaction;

[0029] Figure 7 is a schematic diagram of an example efitieractions involved in an

example of a method for allowing a merchant to eateistomer as part of a card transaction;

[0030] Figure 8 is a schematic diagram of an example wfethod of a merchant rating a

customer as part of a card transaction; and,

[0031] Figures 9A and 9B is a schematic diagram of an @kamwmf a method of a merchant

accessing a consolidated customer rating.
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Detailed Description of the Preferred Embodiments

[0032] An example of a method for allowing a merchantat® ra customer as part of a card
transaction between the customer and the merchidmow be described with reference to
Figure 1A.

[0033] This example will be described in relation to addrecard transaction, although it
should be appreciated that the example could altealy be described using a debit card
transaction. Throughout the following, whilst refece is made to card payments in
particular, the techniques could be used when paynseperformed using other similar

mechanisms, such as when using virtual walletdaotiess payment solutions, or the like.

[0034] It should be understood that when credit/debit demdsactions are performed, for
example between a merchant and customer, the payrasn processed by an acquirer and
an issuer. The acquirer and the issuer are typi@aitities such as financial institutions,
banks or the like. The acquirer processes andsettmerchant's credit card transactions with
the help of the issuer, which is the entity thas lesued the credit card to the customer to
allow the customer to make card payments. The lisagts to debit an account of the
customer, transferring funds to the acquirer, wiemtallocates these to the merchant. As part
of this process, an interchange fee is allocatedtiddssuer, whilst a merchant services fee is

charged to the merchant by the acquirer.

[0035] With conventional payment processes, details oftridwesaction are passed from the
merchant to the acquirer, and then from the acguirehe issuer via a payment network
operated by a card payment service provider, asopdratch processes, typically performed
on a daily basis. Once the issuer receives transadetails, they debit funds from the user,

subtracting the interchange fee and passing thasfon to the acquirer.

[0036] The credit/debit card payment process is typicédlgilitated by transferring the

details of the transaction in a standardised ti@imsa message format in which transaction
details, such as the payment amount, are providespacific data elements. This allows
required transaction parameters to be readily oéthiby the different parties to the

transaction as the process is carried out.
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[0037] For the purpose of illustration of one aspect @& thethod, it is assumed that the
process is performed at least in part using a na@tctievice, such as a point of sale (POS)
terminal operated by the merchant for facilitatoagd transactions. The merchant device will
communicate with an acquirer associated with thech@nt, such as a bank with which the
merchant has a merchant bank account into whichmpais to the merchant will be
transferred from customer accounts. The acquirdrtien communicate with a payment
network operated by a service provider that fat#i$ the processing of card transactions on
behalf of a merchant. The payment network will urnt communicate with issuers of
customer payment cards to allow transaction message the like to be transferred between

the different parties as required for allowing caethsactions to be performed.

[0038] In this example, the method will commence at st&f, With the merchant device

obtaining a card number for a payment card of thearner for use in the card transaction.
This will usually occur in response to a customarchase or order for which a card
transaction may be required to make a payment thartustomer to the merchant. It will be
appreciated that the card number may be obtained asy conventional technique, such as
by swiping the customer’s payment card using a castler of the merchant device or
tapping a customer’s payment card on a merchanice&dvwaving a contactless payment

capability.

[0039] The following step 111 involves the merchant dewd®aining a customer rating
input by the merchant. Typically the customer mtiwill be input by the merchant
interacting with an input interface of the merchdavice, such as a numerical keypad which

may be provided using physical keys or on a toucken interface of the merchant device.

[0040] At step 112, the merchant device will generate ansaction message including
transaction details indicative of the card transactthe transaction details including the card
number obtained in step 110, together with thearust rating obtained in step 111. It should
be appreciated that the transaction message magf lamy appropriate form, but will

typically have a standardised format including anbar of predetermined data elements in
which particular transaction details will be prosiflto allow the required transaction details
to be readily obtained by different recipients lo¢ transaction file. The transaction details
may further include a transaction amount, a merchdentifier, a merchant category code,
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and security details associated with the paymemt dashould be appreciated that merchant
category code can relate to an industry that theclmaat trades under, for example, retail,

travel, utilities, dining, and so forth.

[0041] The transaction details can be determined in artglda manner, depending on the
preferred implementation. Typically, these are mes using the merchant device as part of
the card transaction. However, this is not esserdiad the transaction details could be

determined in any suitable manner, such as retigetiiese from a database, or the like.

[0042] Then, at step 113, the transaction message willrdesferred from the merchant
device to a server via a payment network, to alfavther processing by the server. In
particular, the server will determine a customegniifier based on the card number as
indicated at step 114, and subsequently causeusterner rating to be stored in a ratings

database in association with the customer identifie

[0043] Depending on the particular implementation of thethod, the above mentioned
server may be operated by the issuer associatédtingt customer’'s payment card or may
alternatively be operated by the service providewiging the payment network. In some
examples, the functionalities of the server maydistributed across multiple processing
devices which may be operated by different partie®ne specific example, the server may
be an issuer server operated by an issuer assbeidte the payment card of the customer,
whilst the ratings database may be provided as @iad ratings server, which may be

operated by the service provider.

[0044] Otherwise, the transaction message may be procéssdte acquirer, the payment
network and the issuer in a generally conventionahner to enable the card transaction to
be performed. It will be appreciated that the pssogy of the transaction message for
providing the customer rating functionality can performed in a manner that will not
interrupt the normal transaction flow. Further dstaf the processing tasks at the server end
will be described in due course, although it wil &ppreciated that, from the perspective of

the merchant device, these will be performed ak-ead tasks.
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[0045] In any event, it will be appreciated that the abdescribed method allows a customer
rating input by a merchant during a card transactm be stored in a centralised ratings

database as an extended functionality of a commealticard transaction.

[0046] As will be described in further detail below, thisictionality can be used to provide
a centralized platform to store and consolidateorusr ratings across merchants, service
providers and businesses. For example, the starsbroer ratings may be used to allow
businesses to view average customer ratings acramshants, service providers and
businesses. Thus, the method may provide a platforallow businesses to share customer
ratings, which may be used, for instance, to blatldustomers with unacceptably low
ratings or to take other pro-active measures basdtie customer ratings before proceeding

with a card transaction.

[0047] A number of further features of the method from geespective of the merchant
device will now be described.

[0048] The particular steps for obtaining the customeingamay vary depending on the
implementation. In one example, the method mayuntelthe merchant device displaying a
prompt for the merchant to input the customer cp@after obtaining the card number and
then obtaining the customer rating in responseh& displayed prompt. In an alternative
example, the method may include receiving a ratiogimand input by the merchant to
indicate that the merchant wishes to rate the oustdfor instance, the merchant pressing a
particular key such as “#”) and obtaining the cuosto rating after receiving the rating
command. In either case, the obtaining the custoragéng may include the merchant
manually inputting a number indicative of the cusép rating using a numerical keypad of

the merchant device.

[0049] In some implementations, the method may includegging the transaction message
so that the customer rating is included in a pedeined data element of the transaction
message. As mentioned above, the transaction nmeessay be generated in a standard
format including a plurality of standard data elemse such that the method may be
facilitated by modifying a standard transaction sage so that a predetermined one of the

standard data elements for use with the customgrgraDespite the modifications to the
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standard transaction message to provide the cust@mheg, the transaction message may
otherwise be used by the different parties to taestaction to allow the card transaction to be

processed in a conventional manner.

[0050] In one example, the method includes initially tfangng the transaction message to
an acquirer server associated with the merchanteleVhe acquirer server will then transfer
the transaction message to the payment networkhengdayment network will subsequently
transfer the transaction message to an issuerrsasgeciated with the payment card of the
customer, to thereby allow the issuer server terdahe the customer identifier and cause
the customer rating to be stored in the ratingalute.

[0051] As mentioned above, the transaction message dhhesprocessed in a conventional
manner, such that the method may include the metatevice causing the card transaction
to be authorized by the issuer server based ortrémsaction details of the transaction
message, with the issuer server generating an @adghon message and transferring the
authorization message to the merchant device @gp#yment network, so that the merchant

device receives the authorisation message.

[0052] In view of the above, it will be appreciated thatmarchant device for allowing a
merchant to rate a customer as part of a carddcéine between the customer and the
merchant as discussed above may be configuredtainca card number for a payment card
of the customer for use in the card transactiortaioba customer rating input by the
merchant; generate a transaction message incltidingaction details indicative of the card
transaction and including the card number and thstocer rating; and transfer the
transaction message to a server via a payment rietwm thereby allow the server to
determine a customer identifier based on the cardber; and cause the customer rating to

be stored in a ratings database in associationthatlcustomer identifier.

[0053] In another aspect, the method illustrated in Figlkemay be described from the
perspective of the server, such that the methodudes the following specific steps
performed by the server. The server will receiveyf a merchant device via a payment
network, a transaction message as per step 114ll Ibe recalled that the transaction is

generated by the merchant device as per step &P tlee card number and customer rating
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were obtained. The transaction message includesahsaction details indicative of the card
transaction, the transaction details including ¢hed number for the payment card of the
customer for use in the card transaction. The &@titn message also includes the customer
rating input by the merchant using the merchanticgevin response to receipt of the
transaction message, the server will determinectisomer identifier based on the card
number as per step 114. Following this, the semitticause the customer rating to be stored

in the ratings database in association with théooosr identifier, as per step 115.

[0054] A number of further features of the method of FegA from the perspective of the

server will now be described.

[0055] In some examples, the step of determining the oustoidentifier may include

extracting a primary account number (PAN) from ¢aed number. In this regard, it is noted
that card numbers typically include a bank idecdifion number (BIN) provided by the
leading six digits and a PAN provided by the renmgrdigits. In some implementations the
PAN may be used as the customer identifier, ortlreloimplementations, the PAN may be

used to determine the customer identifier in a egbent step.

[0056] In some implementations, determining the customentifier may include retrieving,
from an issuer database, a customer identifierces®al with the card number. As discussed
above, the server may be an issuer server opebgtad issuer associated with the payment
card of the customer. The issuer server may incthéeissuer database for managing its
customer records, in which case the customer iikentnay be determined by the issuer
server querying the issuer database.

[0057] As mentioned previously, the customer rating mayphmvided in a predetermined
data element of the transaction message, and aeglydin some embodiments the server

may extract the customer rating from the predeteechdata element.

[0058] In some practical implementations, the server mayse the customer rating to be

stored in the ratings database by generating agratiessage including at least the customer
identifier and the customer rating and transferrihg rating message to a ratings server
including the ratings database, to thereby allosvrtiings server to store the customer rating

in the ratings database in association with théocoer identifier.



-15 -

[0059] In some embodiments, the server may generate ting rmessage so that the rating
message includes additional rating details such agerchant identifier, an issuer identifier
and/or a transaction date. Then, the server masectie ratings server to store at least some

of the additional rating details in the ratingsatetse with the customer rating.

[0060] In view of the above, it will be appreciated thaseaver for allowing a merchant to
rate a customer as part of a card transaction leetvilee customer and the merchant as
discussed above may be configured to: receive, feomerchant device via a payment
network, a transaction message generated by thehardrdevice, the transaction message
including: transaction details indicative of therdcaransaction, the transaction details
including a card number for a payment card of th&ta@mer for use in the card transaction;
and a customer rating input by the merchant usiegrierchant device; determine a customer
identifier based on the card number; and causeul®mer rating to be stored in a ratings
database in association with the customer identifie

[0061] In another aspect, the method illustrated in Figukemay also be described from the
perspective of the ratings server including thengst database. In this case, the method
includes the following specific steps performedthy ratings server, which relate to step 115
of Figure 1A. The ratings server may receive, frdm issuer server, a rating message
generated by the issuer server in response toptegkthe transaction message transferred
from the merchant device via a payment network. Tdteng message may include the
customer identifier determined based on the canthbeu for the payment card of the
customer for use in the card transaction, and tiséomer rating input by the merchant using
a merchant device. The ratings server will be guréd to respond to receipt of the rating
message by storing the customer rating in the gatidatabase in association with the

customer identifier.

[0062] In view of the above, it will be appreciated thataings server for allowing a
merchant to rate a customer as part of a carddcéine between the customer and the
merchant as discussed above may include the rafimigbase and be configured to: receive,
from an issuer server, a rating message genergtédtehissuer server in response to receipt
of a transaction message transferred from a metrahance via a payment network, the

rating message including: a customer identifieedained based on a card number for a
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payment card of the customer for use in the candstiction; and a customer rating input by
the merchant using a merchant device; and storeustemer rating in the ratings database in

association with the customer identifier.

[0063] In view of the above, it will be appreciated thatpiementations of the method
illustrated in Figure 1A will enable the centratisstorage of customer ratings leverage
existing transaction processing infrastructure tewhniques using a modified form of the

transaction message that would be generated fardati@nsaction in any event.

[0064] The customer ratings stored in the ratings datab@se be accessed by merchants
using any suitable means, such as by using applicabftware provided by the payment
network service provider or issuer for executionaonelectronic processing device operated
by the merchant. However, it may be particularlyaadageous technique to allow merchants
to access consolidated customer ratings throughmeechant device as part of a card
transaction, using similar techniques as descrdiiede for the actual rating of the customer.

[0065] Accordingly, an example of a method for allowing naerchant to access a
consolidated customer rating for a customer wilvrme described with reference to Figure
1B.

[0066] Although the present method may not necessarilypdrormed as part of a card
transaction, this example will be implemented usiagl transaction infrastructure as per the
method discussed above with reference to FigureFbA.the purpose of illustration of one
aspect of the present method, it is assumed tegbrbcess is also performed at least in part
using a merchant device, such as a point of s&&)Rerminal operated by the merchant for
facilitating card transactions. The merchant dewad communicate with an acquirer
associated with the merchant, which will then comivate with a payment network

operated by a service provider, which will in t@ommunicate with an issuer.

[0067] It should be appreciated that the communicatiorthisiexample will not necessarily

follow the same flow as a card transaction (as b&yhe case in the method discussed with
reference to Figure 1A), however it may be desgdblimplement the process so that this is
the case, in order to more efficiently utilise ta&d transaction infrastructure for enabling the

customer rating functionality.
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[0068] In this example, the method will commence at st2f, ith the merchant device
obtaining a card number for a payment card of tbhstamer. Once again, it will be
appreciated that the card number may be obtained asy conventional technique, such as
by swiping the customer’s payment card using a castler of the merchant device or
tapping a customer’s payment card on a merchanice&dvwaving a contactless payment

capability.

[0069] Typically, the card number will be obtained wher ttustomer is about to perform a
card transaction with the merchant, for instancemtine customer wishes to purchase goods
or services from the merchant. In some examples,cdrd number may be obtained for
allowing a pre-authorization or hold to be perfodnsuch as when a customer is checking
into accommodation, hiring a vehicle or the likewlill be appreciated that this will enable
the merchant to access a consolidated customegrdr the customer as part of the card
transaction which can allow the merchant to debiol® to proceed with the card transaction
based on the consolidated customer rating. Howéhisrjs not essential, and in some cases
the card number may be obtained solely for the geepf enabling the merchant to access a

consolidated rating for the customer.

[0070] The following step 121 involves the merchant dewb&ining a merchant request for
a consolidated customer rating for the customepicafly the merchant request will be input
by the merchant interacting with an input interfamfethe merchant device, such as a
numerical keypad which may be provided using plajdteys or on a touch screen interface
of the merchant device. For instance, the mercheayt press a particular key or option for
requesting a consolidated customer rating. In scases, the merchant request may be

obtained before the card number is obtained.

[0071] At step 122, the merchant device will generatetiagaequest message including the
card number obtained in step 120. The rating régquessage may be of any appropriate
form, although it may be desirable to generaterétlag request message in a standardised
format similar to transaction messages used inoparhg card transactions. It will be
appreciated that the use of a standardised medsagat will allow the rating request
message to be more readily handled by existing @agnent infrastructure, thereby
allowing the functionality for accessing a consat&t customer rating to be implemented
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with a reduced need for modifications to the stathgimocesses of the different parties to the

method.

[072] Then, at step 123, the rating request messagebwittansferred from the merchant
device to a server via a payment network, to alfavther processing by the server. In
particular, the server will determine a customegniifier based on the card number as
indicated at step 124, cause a consolidated custoatiag to be determined at step 125,
based on customer ratings stored in a ratings dsealn association with the customer
identifier, generate a rating response messagadimg the consolidated customer rating at
step 126, and transfer the rating response medsage to the merchant device via the

payment network at step 127.

[073] The server discussed in the above steps will besgéinge server as described in the
previous method with reference to Figure 1A, whitdly be operated by the issuer associated
with the customer’s payment card or may alterntibe operated by the service provider
providing the payment network as previously disedsdn one specific example, the server
may be an issuer server operated by an issueriassbavith the payment card of the
customer, whilst the ratings database may be pedvas part of a ratings server, which may
be operated by the service provider.

[074] Further details of the processing tasks at theeseewd will be described in due
course, although it will be appreciated that, frtime perspective of the merchant device,
these will be performed as back-end tasks. Oncediireg response message transferred at
step 127 is received by the merchant device, thechmmat device can then display the

consolidated customer rating to the merchant agstab step 128.

[075] It will be appreciated that the above describedhoetallows a merchant to access a
consolidated customer rating for the customer, dase customer ratings stored in a
centralised ratings database, particularly by legeg existing card transaction

infrastructure. The ability to access such a codatdd customer rating before proceeding
with a card transaction can be useful to allowrtrexchant to make an informed decision on

whether to proceed to engage in business with ttstomer based on their consolidated
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customer rating, or whether to modify the termshefr engagement or the nature of the card

transaction to be performed.

[076] The ability to access a consolidated customer gaten empower the merchant to
make decisions based on the consolidated custoatiegr For example, merchants could
request pre-payment instead of post-payment fodgaw services, or in the event that a
merchant is performing a card pre-authorizationaaustomer booking, the merchant may
request a consolidated customer rating and useteéhdetermine the amount to be pre-

authorized before proceeding.

[077] A number of further features of the present metfrodh the perspective of the

merchant device will now be described.

[078] In some embodiments, the step of obtaining the nagtcrequest may include the
merchant device receiving a request command inguthb merchant to indicate that the
merchant wishes to access the consolidated custoatieg for the customer. In some
examples, the request command could involve theclmaet pressing a particular key that
does not outwardly indicate to the customer thabasolidated customer rating is being

requested.

[079] In implementations based on conventional card &etien infrastructure, the rating
request message may be transferred to an acqereersassociated with the merchant
device, to allow the acquirer server to transfer thting request message to the payment
network, which can subsequently transfer the rateguest message to an issuer server
associated with the payment card of the custonwethéreby allow the issuer server to
determine the customer identifier, cause the cafei®ld customer rating to be determined

and return the consolidated customer rating tortechant device.

[080] In some examples, after the consolidated customangr has been displayed, the
merchant device may additionally display a prongotthe merchant to take further action
depending on the consolidated customer rating.ekample, if the method is performed to
allow the merchant to access a consolidated custoatieg as part of a card transaction, the
prompt may include options for selection by the chant to enable different actions to be

taken in connection with the card transaction. &xample, the merchant may be able to
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select options to process the card transactionjfyntiee card transaction or cancel the card
transaction. It will be appreciated that if the hust is performed separately from a card
transaction, then the merchant could choose tiaieit card transaction after the method has
been completed, and the merchant may decide onspkeific parameters of the card
transaction based on the consolidated customeagrati

[081] In view of the above, it will be appreciated thatmarchant device for allowing a
merchant to access a consolidated customer raimg ¢ustomer as discussed above may be
configured to: obtain a card number for a paymemnt ©f the customer; obtain a merchant
request for a consolidated customer rating for ¢hstomer; generate a rating request
message including the card number; transfer thagraequest message to a server via a
payment network, to thereby allow the server téeeine a customer identifier based on the
card number; and cause a consolidated customag ratibe determined based on customer
ratings stored in a ratings database in associatitm the customer identifier; generate a
rating response message including the consolidatesstomer rating; transfer the rating
response message to the merchant device via thmep@ynetwork; and receive the rating

response message; and display the consolidateaheeistating.

[082] In another aspect, the method illustrated in FigliBemay be described from the

perspective of the server, such that the methodudes the following specific steps

performed by the server. The server will receiveyf a merchant device via a payment
network, a rating request message as per stepltl28l be recalled that the rating request

message is generated by the merchant device astg®erl22, in response to a merchant
request for a consolidated customer rating forah&tomer at step 121, and that the rating
request message includes a card number for a paywashof the customer. In response to
receipt of the rating request message, the semedlatermine a customer identifier based on
the card number as per step 124. Following this, shrver will cause a consolidated
customer rating to be determined based on custeaiags stored in the ratings database in
association with the customer identifier, as pepsi25. Then, the server will generate a
rating response message including the consolidetistomer rating as per step 126, and

subsequently transfer the rating response messatiee tmerchant device via the payment
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network as per step 127, to thereby allow the dafeted customer rating to be displayed

using the merchant device as indicated in step 128.

[083] A number of further features of the method of FegiB from the perspective of the

server will now be described.

[084] As discussed above, in some examples, the stegt@fndining the customer identifier
may include extracting a primary account numberNP#&om the card number, and in some
implementations, determining the customer identifi@y include retrieving, from an issuer

database, a customer identifier associated witlcdhg number.

[085] With regard to the above discussed step of caubiegonsolidated customer rating
to be determined, this may involve the server periiog the steps of generating a rating
guery message including the customer identifier taaugisferring the rating query message to
a ratings server including the ratings databasthereby cause the ratings server to query the
ratings database based on the customer identifgediscussed above, the server may be an
issuer server operated by an issuer associatedvdthbayment card of the customer, whilst

the ratings server may be operated by the paynewnionk service provider.

[086] In some examples, the server may generate the rgtiery message so that the rating
guery message includes additional query detaily @18 a merchant identifier, an issuer
identifier and/or a transaction date range, suahttie server may cause the ratings server to
guery the ratings database based on the custoerdifidr and at least some of the additional
guery details. It will be appreciated that this esrable more complex queries of the ratings
database to be performed. For example, the ratiegygnessage may be generated so that
the ratings database may be queried so that ospmer ratings for the customer for the
particular merchant or from within a particular elatange is returned. In some
implementations, the merchant request for the daleged customer rating at step 121 may
include merchant selected options for constraitimgscope of the query used to determine
the consolidated customer rating.

[087] In view of the above, it will be appreciated thaseaver for allowing a merchant to
access a consolidated customer rating for a custamdiscussed above may be configured

to: receive, from a merchant device via a paymestivork, a rating request message
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generated by the merchant device in response teerghant request for a consolidated
customer rating for the customer, the rating regquoesssage including a card number for a
payment card of the customer; determine a custodesttifier based on the card number;
cause a consolidated customer rating to be detedhbased on customer ratings stored in a
ratings database in association with the custordentifier; generate a rating response
message including the consolidated customer ragind;transfer the rating response message
to the merchant device via the payment networkhéoeby allow the consolidated customer

rating to be displayed using the merchant device.

[088] In another aspect, the method illustrated in FidguBemay also be described from the
perspective of the ratings server including thengst database. In this case, the method
includes the following specific steps performedth ratings server, which relate to step 125
of Figure 1B. The ratings server may receive, ftbmissuer server, a rating query message
generated by the issuer server in response toptegka rating request message transferred
from a merchant device via a payment network. Tdteng query message may include a
customer identifier determined based on a card euarfdy a payment card of the customer.
The ratings server will be configured to responddceipt of the rating query message by
guerying the ratings database to determine custoatirgs stored in association with the
customer identifier. The ratings server will suhsatfly determine a consolidated customer
rating based on the customer ratings, and thesfeathe consolidated customer rating to the
issuer server, to thereby allow the consolidatedtauer rating to be returned to the
merchant device via the payment network and tanallee consolidated customer rating to be

displayed using the merchant device.

[089] In some implementations, the step of querying tiengs database may return a
plurality of customer ratings associated with tlhestomer identifier, such that the step of
determining the consolidated customer rating majude calculating an average customer
rating based on the plurality of customer ratilgghough the averaged customer rating may
be sufficient for providing the consolidated cusemating for many merchants, the method
may be enhanced to enable consolidated customegsab be determined based on more
complex techniques. For instance, as mentionedegltbg rating query message may include
additional query details such as a merchant identié merchant category code, an issuer
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identifier and/or a transaction date range, suel tihe ratings server can query the ratings
database based on the customer identifier ancastt $@me of the additional query details. It
should be appreciated that merchant category cadleetate to an industry that the merchant

trades under, for example, retail, travel, utiitidining, and so forth.

[090] In view of the above, it will be appreciated thataings server for allowing a
merchant to access a consolidated customer rating tustomer as discussed above may
include the ratings database and be configuredeteive, from an issuer server, a rating
guery message generated by the issuer server monss to receipt of a rating request
message transferred from a merchant device vigragra network, the rating query message
including a customer identifier determined base@aard number for a payment card of the
customer; query the ratings database to determisi@mer ratings stored in association with
the customer identifier; determine a consolidatadtamer rating based on the customer
ratings; and transfer the consolidated customerg#b the issuer server to thereby allow the
consolidated customer rating to be returned taribechant device via the payment network
and to allow the consolidated customer rating talisplayed using the merchant device. The
ratings server may use additional filters when wheit@ing the consolidated customer ratings,
such filters may be based on (without limitatiom@gal and regulatory requirements,
information privacy requirements, the jurisdictiasfghe merchant and/or the issuer, and opt-

in/opt-out decisions by the consumer.

[091] Further implementation details of the above disedssechniques will now be
described.

[092] In some examples, the methods of Figures 1A ananaB be performed by one or
more processing systems operating as part of abdited architecture, an example of which

will now be described with reference to Figure 2.

[093] In this example, a number of processing systemsa2é&(rovided coupled to one or
more merchant devices 220, via one or more commatiaics networks 230, such as the
Internet, and/or a number of local area network&Ng). The processing devices are
typically operated by parties, such as acquirezsyice providers and issuers, and it will

therefore be appreciated that any number of prowpsystems and any number of merchant
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devices 220 could be provided, and the currenessmtation is for the purpose of illustration
only. The configuration of the networks 230 is alsothe purpose of example only, and in
practice the processing systems 210 and merchamtede220 can communicate via any
appropriate mechanism, such as via wired or wisetesnections, including, but not limited
to mobile networks, private networks, such as aB8.BD networks, the Internet, LANS,
WANSs, or the like, as well as via direct or poiotgoint connections, such as Bluetooth, or
the like.

[094] In use, the processing systems 210 and the merceamtes 220 are adapted to
perform various data processing tasks, includirogehrequired for performing the methods
as described above along with those required twigectheir respective roles as part of a
conventional card transaction process, and thécphat functionality will vary depending on
the particular requirements. For example, the narcldevices 220 can be adapted to
perform tasks including obtaining a card numbesustomer rating input by the merchant or
merchant request for a consolidated customer ratyiegerating transaction messages or
rating request messages as required and trangfénese via the payment network, receiving
a rating response message and displaying a coasadidustomer rating as discussed above.
The processing systems can be adapted to perf@ka tescribed above with regard to the

issuer server and the ratings server, for example.

[095] Whilst the processing systems 210 are shown asesamgities, it will be appreciated
they could include a number of processing systensdriltited over a number of
geographically separate locations, for exampleaas @f a cloud based environment. Thus,
the above described arrangements are not essamdiather suitable configurations could be

used.

[096] An example of a suitable processing system 210h@wve in Figure 3. In this
example, the processing system 210 includes atdeasmicroprocessor 300, a memory 301,
an optional input/output device 302, such as a @&agd and/or display, and an external
interface 303, interconnected via a bus 304 as showthis example the external interface
303 can be utilised for connecting the processysesn 210 to peripheral devices, such as
the communications networks 230, databases 211h (asscthe above mentioned issuer
database and ratings database), other storagesdgwicthe like. Although a single external
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interface 303 is shown, this is for the purposeexdmple only, and in practice multiple
interfaces using various methods (e.g. Etherneialsé&JSB, wireless or the like) may be

provided.

[097] In use, the microprocessor 300 executes instrugtionthe form of applications
software stored in the memory 301 to allow the megliprocesses to be performed. The
applications software may include one or more saftamodules, and may be executed in a

suitable execution environment, such as an opgraiigatem environment, or the like.

[098] Accordingly, it will be appreciated that the prosieg system 210 may be formed
from any suitable processing system, such as aldyiprogrammed PC, web server, network
server, or the like. In one particular example, grecessing system 210 is a standard
processing system such as an Intel Architecturedasocessing system, which executes
software applications stored on non-volatile (etwrd disk) storage, although this is not
essential. However, it will also be understood ttie processing system could be any
electronic processing device such as a microprocessicrochip processor, logic gate
configuration, firmware optionally associated withplementing logic such as an FPGA

(Field Programmable Gate Array), or any other etgtt device, system or arrangement.

[099] As shown in Figure 4, in one example, the merclkdantice 220 includes at least one
microprocessor 400, a memory 401, an input/outewicg 402, such as a keyboard and/or
display, an external interface 403, and typicallyaad reader 404, interconnected via a bus
405 as shown. In this example the external inter##@3 can be utilised for connecting the
merchant device 220 to peripheral devices, suchthascommunications networks 230
databases, other storage devices, or the like.oAdth a single external interface 403 is
shown, this is for the purpose of example only, angbractice multiple interfaces using
various methods (e.g. Ethernet, serial, USB, wa®lar the like) may be provided. The card
reader 404 can be of any suitable form and coutdud® a magnetic card reader, or
contactless reader for reading smartcards, oikbe |

[0100Q] In use, the microprocessor 400 executes instructianthe form of applications
software stored in the memory 401, and to allow mamication with one of the processing

systems 210.
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[0101] Accordingly, it will be appreciated that the memhalevices 220 may be formed
from any suitable processing system, such as aldyiprogrammed PC, Internet terminal,
lap-top, or hand-held PC, and in one preferred gkans either a POS terminal, or a tablet,
or smart phone, with integrated or connected ceading capabilities. However, it will also
be understood that the merchant devices 220 camyelectronic processing device such as
a microprocessor, microchip processor, logic gatafiguration, firmware optionally
associated with implementing logic such as an FREAId Programmable Gate Array), or

any other electronic device, system or arrangement.

[0102] Examples of the specific processes for performimg above discussed customer
rating functionalities will now be described in ther detail. For the purpose of these
examples it is assumed that one or more respeptmeessing systems 210 are servers that
provide functionality required of the acquirer, ibsuer and the service provider, and will be
referred to respectively as acquirer, issuer ammyiger servers. The servers 210 typically
execute processing device software, allowing releaations to be performed, with actions
performed by the server 210 being performed by precessor 300 in accordance with
instructions stored as applications software in memory 301 and/or input commands
received from a user via the 1/0 device 302. It aléo be assumed that actions performed by
the merchant device 220, are performed by the pemet00 in accordance with instructions
stored as applications software in the memory 4@/ax input commands received from a

user via the 1/0O device 402.

[0103] However, it will be appreciated that the above dbsd configuration assumed for
the purpose of the following examples is not esakrand numerous other configurations
may be used. It will also be appreciated that thditpning of functionality between the

different processing systems 210 may vary, depgnaimnthe particular implementation.

[0104] As mentioned, the techniques described herein negyelformed as an extension of
conventional card transaction processes, and aogbyd to provide context for these
techniques, an example conventional card transagfocess will now be described with

reference to Figures 5 and 6.
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[0105] In this example, the parties involved include a ¢hant 500, an acquirer 510, a
service provider in the form of a payment netwoB05an issuer 530 and a customer 540.
The acquirer 510 is a bank that processes an@gsettinerchant's credit card transactions
with the help of a card issuer 530, which is ariial institution, bank, credit union or
company that issues or helps issue cards to caleltsplsuch as customers. The payment
network 520 is typically a card network, such asa/iMasterCard or other similar network
that act as an intermediary between the acquirdrtha issuer to authorize credit card

transactions.

[0106] It will be appreciated that the merchant will @#ia merchant terminal 220, whilst
the acquirer 510, the service provider's paymemivok 520 and the issuer 530, will each
have a number of typically networked processindesys, in the form of respective servers
210. The servers 210 operated by utilised by tlggieer 510 and the issuer 530 may also be
referred to as an acquirer switch and the issudclswespectively. For the purpose of the
following explanation, it will be assumed that aa performed by each of the parties are

performed at least in part by the relevant termamaderver.

[0107] An example transaction process typically commengi#ls the merchant 510 and
customer 540 agreeing on a transaction, typicallyeisponse to a customer purchase of
goods or services, with the merchant 510 enteretgild into the merchant terminal 220,
before reading the customer’s credit card. At gagt, an authorisation process is performed
at step 600, with a transaction message in the fofnan authorisation request being
transferred from the merchant terminal 220, viagbguirer 510 and payment network 520 to
the issuer 530. Assuming the transaction meetsvaetecriteria, the issuer returns an
authorisation code to the merchant terminal, veapghyment network 520 and acquirer 510,

allowing the transaction to proceed.

[0108] Once approved, the transaction is performed, wethits of the completed transaction

being added to a payment batch, which in generptasessed on a daily basis at step 610.
The batch is forwarded to the acquirer 510, whimtgenerates payment files at step 620,
for each of the respective card issuers. The payiiles are transferred to the respective

issuer 530, via the payment network 520, allowssyer to pay the acquirer at step 640.
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[0109] Once the payment has cleared at step 650, theracgaiys the merchant at step 660

by crediting the merchant account the transactinaumt less the merchant services fee.

[0110Q] It is noted that the method described above wigianme to Figure 1 takes place within
the authorisation process of step 600 in Figuréh& subsequent payment processing steps
of Figure 6 will proceed in a generally conventiomaatter, with the exception of the
discounted amount being debited from the custorneoumt by the issuer rather than the

original transaction amount.

[0111] An example implementation of the customer ratingcfionality as part of the
credit/debit card payment process will now be dbedrwith reference to Figures 7, 8A and
8B.

[0112] Figure 7 shows the parties involved in the carchdaation, which will also be
involved in allowing the merchant to rate the coso as part of the card transaction. The
involved parties once again include a merchant &@0acquirer 510 operating an acquirer
switch, a service provider in the form of a paymeetiwork 520, an issuer 530 operating an
issuer switch, and a customer 540. In this exantpke,issuer 530 also operates an issuer
server 710, which may include an issuer applicatiéil for facilitating back end
functionalities of the issuer and an issuer daw@b&l? for storing information regarding
issued cards, such as associated customer idatibficnumbers and card numbers. In this
case, the payment network 520 also operates agsatiarver 720, which may include an
issuer application 721 for facilitating the storaaged distribution of customer ratings, along
with a ratings database for storing the customéings. The issuer server 710 may
communicate with the ratings server 720 to sen@wa customer rating for storage in the
ratings database 722 or to request a consolidatgdroer rating. The consolidated customer
rating can be an average rating of the customargsafissociated with a customer identifier
or a subset of the customer ratings associated avittustomer identifier, such as, for
example, customer ratings within a predeterminede tiframe. In some examples this
communication may occur directly between the isseever 710 the ratings server 720 but in
alternative examples the communication may occaitive issuer 530 and payment network
520.
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[0113] An example of a transaction process including aategpts to allow a customer rating

provided by the merchant to be stored will now bsatlibed with reference to Figure 8.

[0114] At step 800, the transaction process is initiatbgma customer makes a purchase of
goods and/or services from a merchant for an agma@daction amount. For example, the
purchase may be made at a place of business ahénehant at a POS terminal or on the
merchant’s website via a suitably configured e-caroa platform. In this case it will be

assumed that a POS terminal is used.

[0115] The customer will then opt to pay by credit/debasircc and card details will be
obtained at step 805. For instance, the custonueedit/debit card may be swiped at the
merchant’'s POS terminal. The card details will i at least the card number which will
typically be made up of a bank identification num{&N) which identifies the issuer of the
card and a primary account number (PAN) which isjum to the customer. The card details
may further include an expiry date, a card vertimavalue/code (CVV/CVC) or a personal
identification number (PIN). The card details ob& may depend on the particular security
measures that may be in place for card payments thé merchant, and may also vary

depending on the transaction amount.

[0116] At step 810, the merchant will be given the oppaitiuto input a customer rating as
part of the card transaction. For example, the P&®inal may display a prompt for the
merchant to enter a rating, or the merchant maghe to press a particular button (such as
the “#” button) to initiate the input of a ratingitiout a displayed prompt. Then, the
merchant can press a number indicative of the raet&hrating of the customer. In one
implementation the rating may be a number in thegeaof 1 to 5, where the number 1
corresponds to the lowest possible rating and thaber 5 corresponds to the highest

possible rating.

[0117] A transaction message will then be generated at &1®. The transaction message
will be generated including the card details andaitke of the payment including the
transaction amount as per transaction messagesaliypigenerated in conventional
transaction processes, but will additionally ineéwh indication of the customer rating input

by the merchant.
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[0118] The transaction message may be generated in thedban authorization message,
typically in 1ISO8583 format, such as an “MTI 010&ithorization request message, which is
generated in the merchant's POS terminal and passedo the acquirer. It will be
appreciated that the usage of a standardised neesamat will involve providing
information in particular data element fields, tthow different system to interpret the
transaction message correctly. For instance, #Hres#éiction amount may be provided in the
data element field DE 4. In a similar manner, thistemer rating may be provided in a
particular data element field to allow this to keadily identified when the transaction

message is subsequently processed by other parties.

[0119] Following generation of the transaction messages, @hll be transferred from the

POS terminal to the issuer via the payment netwabstep 820. This will usually involve the

POS terminal transferring the transaction messaghe merchant’'s acquirer switch, which
will in turn transfer the transaction message te playment network. Then, the payment
network may identify the issuer associated with ¢hstomer’s card, for instance based on
the bank identification number (BIN) provided astpaf the payment card number, and
subsequently transfer the transaction message doissuer switch associated with the
identified issuer. The transfer of the transactisssage may generally follow a conventional
transaction process, and the transaction messdgbewised to allow the transaction to be

performed in a conventional manner.

[0120] However, alongside the conventional transactiorcgss, the transaction message
will also be received by the issuer server operbtethe issuer to allow further processing of
the customer rating included in the transactionsags. At step 825 the issuer server will
determine the customer identifier based on the canshber provided in the transaction
message. This may involve an issuer applicationaetihg the customer’s PAN from the
card number and performing a query of an issueabda including customer details
associated with cards issued by the issuer. Atdtaige, the issuer server may also retrieve
other customer details associated with the custosueh as the customer’'s email address or

mobile number.

[0121] Then, at step 830, the issuer server may genenating message including at least

the customer identifier determined in the previetep along with the customer rating from
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the transaction message. In some implementatialiti@al information may be provided
in the rating message to allow tracking of othetiaide associated with the customer rating.
For example, the rating message may additionatljyde an issuer identifier for the issuer, a
merchant identifier for the merchant and an indocatbf the transaction date. The rating
message may also include at least some custonalsdethese are retrieved at step 825.

[0122] The rating message will then be transferred tadkiags server at step 835. This may
involve a direct transfer facilitated by communioats between the issuer server and the
ratings server, or alternatively, this may involk@mmunications via the issuer switch and

payment network.

[0123] Upon receipt of the rating message, at step 840rdhiegs server will store the
customer rating in the ratings database, as aitmof the ratings application executed in the
ratings server. Typically the ratings database beéllimplemented in the form of a relational
database, and the customer rating will be assaciaith at least the customer identifier, but
may also be associated with other additional infdrom provided in the rating message such
as the issuer identifier, the merchant identifite transaction date and potentially other
customer details, which will be stored in corregpiog fields of the ratings database. It will
be appreciated that associating the customer ratititg additional information can enable
more sophisticated queries of the ratings datatmabe performed, as will be exemplified in

the following example.

[0124] As discussed above, the stored customer ratings beayused to provide a

consolidated customer rating to a merchant, whiehrherchant may use to take proactive
actions when the merchant is about to do businets avcustomer. Such a consolidated
customer rating can also be provided to the metchased on a process similar to that

described above for storing the customer rating.

[0125] Accordingly, an example of a merchant retrievingoasolidated customer rating for
a customer will now be described with referencEitures 9A and 9B.

[0126] This example commences at step 900 with the custpresenting a credit/debit card
to a merchant, such as at the beginning of a patytrersaction to complete a purchase or at

any other stage in doing business with the merchatexample, the customer’s card may
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be presented to the merchant upon checking irhtated or the like to allow pre-authorisation
or for reserving/booking goods or services befbesé are actually provided and paid for. In
some examples, the merchant may request the custoozed for the express purpose of

retrieving a customer rating.

[0127] In any event, the card details will be obtainedstap 905, such as by swiping the
customer’s credit/debit card at the merchant’'s R&®&inal. The card details will include at
least the card number which will typically be mageof a bank identification number (BIN)

which identifies the issuer of the card and a prymreeccount number (PAN) which is unique
to the customer. The card details may further telan expiry date, a card verification
value/code (CVV/CVC) or a personal identificatiommber (PIN). The card details obtained
may depend on the particular security measureshhgtbe in place for card payments with

the merchant, and may also vary depending on a&msaction amount.

[0128] At step 910, the merchant will request a consaddatustomer rating for the
customer. This may involve the merchant interactwith a user interface of the POS
terminal to select an available option for requesthe consolidated customer rating. In some
implementations, the option may not be made visiblthe customer and the merchant may
initiate the request by pressing a particular butta the POS terminal. This may allow the
merchant to request the consolidated customergratithout the customer’'s knowledge, if

desired by the merchant.

[0129] A rating request message will then be generatestegt 915. The rating request
message will typically be generated by the POSitehibased on the card details. Although
the rating request message will not be used tcoparfa payment transaction, it may be
generated using a standard message format simithat used for an authorization message
as described in the previous example. This can toediow the rating request message to be
handled by the acquirer, the payment network aedgbuer in a manner that is consistent
with standard transaction processing techniquesh $liat minimal configuration changes
may be needed to enable the functionality for alhgwa rating request message to be

processed.
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[0130] The rating request message will then be transfein@d the POS terminal to the
issuer via the payment network at step 920. This wgually involve the POS terminal
transferring the rating request message to thehmaats acquirer switch, which will in turn
transfer the rating request message to the paynawbrk. Then, the payment network may
identify the issuer associated with the customedsd, for instance based on the bank
identification number (BIN) provided as part of th@yment card number, and subsequently
transfer the rating request message to the issutghsassociated with the identified issuer.
Although the rating request message is not the sasnéhe transaction message in the
previous example, the transfer of the rating regmesssage may follow a similar process as

previously discussed for the transfer of the tratisa message.

[0131] The rating request message will be received bystwer server operated by the issuer
to allow further processing of the rating requédgtstep 925 the issuer server will determine
the customer identifier based on the card numb®righed in the rating request message. This
may involve the issuer application extracting thetomer’s PAN from the card number and
performing a query of the issuer database includugtomer details associated with cards

issued by the issuer.

[0132] Then, at step 930, the issuer server may generating query message based on the
customer identifier determined in the previous stepsome implementations, additional
information may be provided in the rating query sagge, such as an issuer identifier for the
issuer, a merchant identifier, or a merchant categode for the merchant. This additional
information may subsequently used to allow a caodat#d customer rating to be generated

in different forms.

[0133] The rating query message will then be transferoettié ratings server at step 935. As
per the rating message in the previous examplg,ntlaiy involve a direct transfer facilitated
by communications between the issuer server anchthigs server, or alternatively, this may

involve communications via the issuer switch anghpant network.

[0134] Upon receipt of the rating query, at step 940 #tmgs server will perform a query of
the ratings database based on the rating queryagesshis will be carried out as a function

of the ratings application executed in the ratisgsrer, which will interpret the information
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provided in the rating query message and genersitable database query for querying the
database to obtain ratings associated with th@mestidentifier provided in the rating query
message. In some implementations the query maynbid by: (i) additional information
that may be included in the rating query messagdeg@al and regulatory requirements, (i)
information privacy requirements, (iv) the juristiims of the merchant and/or the issuer, or

(v) opt-in/opt-out decisions by the consumer.

[0135] At step 945, the results of the query will be oteal by the ratings application and a
consolidated customer rating may be subsequentlgrrdaned at step 950. It will be

appreciated that the consolidated customer ratiay tve determined in different ways

depending on requirements. In some implementatibiesconsolidated customer rating may
be determined by calculating an average of allarust ratings associated with the customer
identifiers. However, in other implementations,yoalsubset of the customer ratings may be
used to determine the consolidated customer rasimgy as only customer ratings within a

predetermined time frame before the date of theyque

[0136] In any event, at step 955 the consolidated custoaterg will be returned to the
issuer and at step 960 a rating response messt@eilvgequently be generated by the issuer,
typically by the issuer application. The ratingpesse message will usually include the
consolidated customer rating together with the arast identification. Other information
may also be included in the rating response mesaagequired to ensure that it can be
properly returned to the merchant that initiateel thting request. For example, the in some
implementations the rating response message mdydana merchant identifier and an
acquirer identifier associated with the originaiing request message. The rating response
message may also be generated based on a stanelssdga format as was the case for the

rating request message.

[0137] The rating response message is then transferredetanerchant via the payment
network as shown in step 965. This will generadiildw a reversed path compared to the
transfer of the rating request message as desaili@ek for step 920. In particular, the rating
response message may be transferred from the issnar to the issuer switch, and then to

the payment network where it will be routed to #ppropriate acquirer switch associated
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with the merchant, which will in turn transfer theging response message to the merchant’s
POS terminal.

[0138] Once the rating response message has been recaivdte merchant end, the

consolidated customer rating may be determined ftben rating response message and
displayed to the merchant at step 970. The coreelidcustomer rating may be displayed on
a display of the POS terminal or on another disglaypled to the POS terminal depending
on the implementation. For instance, in some cistances it may be undesirable to display

the consolidated customer rating in a manner thiatoe viewed by the customer.

[0139] It will be appreciated that the above describedfionalities for allowing merchants
to rate customers as part of card transactionstivtltustomer and for allowing merchants to
access consolidated customer ratings using siteitdmiques provide a convenient platform
for consolidation of a customer rating for theihbeioural and transactional aspects across
merchants, vendors and businesses. The consoliddbed may be shared across merchants,
vendors and businesses to allow informed decisiorise made on whether to do business
with a customer, or the particular parameters gflarsiness transactions with the customer,

based on the customer rating.

[0140] Throughout this specification and claims which dal| unless the context requires
otherwise, the word “comprise”, and variations sastfcomprises” or “comprising”, will be
understood to imply the inclusion of a stated ietegr group of integers or steps but not the

exclusion of any other integer or group of integers

[0141] Persons skilled in the art will appreciate that rumns variations and modifications
will become apparent. All such variations and migdiions which become apparent to
persons skilled in the art, should be considerethffowithin the spirit and scope that the

invention broadly appearing before described.
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS:

1)

2)

3)

4)

5)

A method for allowing a merchant to rate a custoasepart of a card transaction between
the customer and the merchant, the method beirfgrpexd in a merchant device, the
method including:
a) obtaining a card number for a payment card of thetaner for use in the card
transaction;
b) obtaining a customer rating input by the merchant;
C) generating a transaction message including:
i) transaction details indicative of the card transactthe transaction details
including the card number; and
i) the customer rating; and
d) transferring the transaction message to a sengelayayment network, to thereby
allow the server to:
i) determine a customer identifier based on the candber; and
i) cause the customer rating to be stored in a ratiatgbase in association with the
customer identifier.
A method according to claim 1, wherein the methadudes:
a) displaying a prompt for the merchant to input thstomer rating after obtaining the
card number; and
b) obtaining the customer rating in response to tepldyed prompt.
A method according to claim 1, wherein the methadudes:
a) receiving a rating command input by the merchanintticate that the merchant
wishes to rate the customer; and
b) obtaining the customer rating after receiving tgng command.
A method according to any one of claims 1 to 3, iimeobtaining the customer rating
includes the merchant manually inputting a numinelicative of the customer rating
using a numerical keypad of the merchant device.
A method according to any one of claims 1 to 4, mimethe method includes transferring
the transaction message to an acquirer serveriagsbavith the merchant device, the
acquirer server transferring the transaction mesgagthe payment network and the

payment network subsequently transferring the &reitsn message to an issuer server
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associated with the payment card of the custoroethdreby allow the issuer server to
determine the customer identifier and cause themes rating to be stored in the ratings
database.

6) A method according to any one of claims 1 to 5, mimea consolidated customer rating
is either obtainable from an average of the custaiings associated with a customer
identifier or a subset of the customer ratings @ssed with a customer identifier.

7) A merchant device for allowing a merchant to rateistomer as part of a card transaction
between the customer and the merchant, the merdbeaite being configured to:

a) obtain a card number for a payment card of theoomst for use in the card
transaction;

b) obtain a customer rating input by the merchant;

C) generate a transaction message including:

i) transaction details indicative of the card transactthe transaction details
including the card number; and

i) the customer rating; and

d) transfer the transaction message to a server paymaent network, to thereby allow
the server to:

i) determine a customer identifier based on the candber; and

i) cause the customer rating to be stored in a ratiagabase in association with the
customer identifier.

8) A merchant device according to claim 7, wherein rinerchant device is configured to
perform a method in accordance with any one ofridal to 6.

9) A server for allowing a merchant to rate a custoasepart of a card transaction between
the customer and the merchant, the server beinfigcoed to:

a) receive, from a merchant device via a payment nétwa transaction message
generated by the merchant device, the transactessage including:

i) transaction details indicative of the card transactthe transaction details
including a card number for a payment card of thetamer for use in the card
transaction; and

i) a customer rating input by the merchant using thechant device;

b) determine a customer identifier based on the candber; and
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c) cause the customer rating to be stored in a ratilaggbase in association with the
customer identifier.

10)A method for allowing a merchant to rate a custoasepart of a card transaction between
the customer and the merchant, the method beirfgrpexd in a ratings server including
a ratings database, the method including:

a) receiving, from an issuer server, a rating mesgpggeerated by the issuer server in
response to receipt of a transaction message ¢éraadffrom a merchant device via a
payment network, the rating message including:

i) a customer identifier determined based on a cardbeu for a payment card of
the customer for use in the card transaction; and
i) a customer rating input by the merchant using achsart device; and

b) storing the customer rating in the ratings databassgssociation with the customer
identifier.

11)A method according to claim 10, wherein a constéidacustomer rating is obtainable
from either an average of the customer ratingsciestsal with a customer identifier or a
subset of the customer ratings associated wittsemer identifier.

12)A method for allowing a merchant to access a cata@d customer rating for a
customer, the method being performed in a meratkevite, the method including:

a) obtaining a card number for a payment card of tistamer;

b) obtaining a merchant request for a consolidatetbouer rating for the customer;

C) generating a rating request message includingatreermmber;

d) transferring the rating request message to a sgraeax payment network, to thereby
allow the server to:

i) determine a customer identifier based on the candber;

i) cause a consolidated customer rating to be detethbased on customer ratings
stored in a ratings database in association wélctistomer identifier;

iii) generate a rating response message including tmeolkdated customer rating;
and

iv) transfer the rating response message to the meércleuice via the payment
network; and

e) receiving the rating response message; and,
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f) displaying the consolidated customer rating.

13)A method according to claim 12, wherein obtainimge tmerchant request includes
receiving a request command input by the merclamdicate that the merchant wishes
to access the consolidated customer rating foctiseomer.

14)A method according to claim 12 or claim 13, wher#hia method includes transferring
the rating request message to an acquirer sergeciaged with the merchant device, the
acquirer server transferring the rating requestsamgs to the payment network and the
payment network subsequently transferring the gateguest message to an issuer server
associated with the payment card of the custoroethdreby allow the issuer server to
determine the customer identifier, cause the cahet®ld customer rating to be
determined and return the consolidated customielgréd the merchant device.

15)A method according to any one of claims 12 to 14emin the method includes, after
displaying the consolidated customer rating, digplaa prompt for the merchant to take
further action depending on the consolidated custamting, and includes obtaining the
card number for use in a card transaction, the ptantluding options for selection by
the merchant, the options including at least one of
a) process the card transaction;

b) modify the card transaction; and
c) cancel the card transaction.
16)A merchant device for allowing a merchant to ac@ssnsolidated customer rating for a
customer, the merchant device being configured to:
a) obtain a card number for a payment card of theooost;
b) obtain a merchant request for a consolidated cuestoating for the customer;
C) generate a rating request message including tldencenber;
d) transfer the rating request message to a servea \payment network, to thereby
allow the server to:
i) determine a customer identifier based on the candber; and
i) cause a consolidated customer rating to be detedrbased on customer ratings
stored in a ratings database in association wélctistomer identifier;
i) generate a rating response message including tisldated customer rating;
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iv) transfer the rating response message to the meércleuice via the payment
network; and

e) receive the rating response message; and

f) display the consolidated customer rating.

17)A merchant device according to claim 16, wherem itterchant device is configured to
perform a method according to any one of claim§1p6.

18)A method for allowing a merchant to access a cata@d customer rating for a
customer, the method being performed in a serlkermtethod including:

a) receiving, from a merchant device via a paymenivag®, a rating request message
generated by the merchant device in response terehant request for a consolidated
customer rating for the customer, the rating regoesssage including a card number
for a payment card of the customer;

b) determining a customer identifier based on the oardber;

c) causing a consolidated customer rating to be datedrnbased on customer ratings
stored in a ratings database in association wélctistomer identifier;

d) generate a rating response message including tisalodated customer rating; and

e) transferring the rating response message to thehaetr device via the payment
network, to thereby allow the consolidated custoraéing to be displayed using the
merchant device.

19)A method according to claim 18, wherein determinihg customer identifier includes
extracting a primary account number (PAN) from¢hed number.

20)A method according to claim 18 or claim 19, whem@&termining the customer identifier
includes retrieving, from an issuer database, tomer identifier associated with the card
number.

21)A method according to any one of claims 18 to 2Bemin the method includes causing
the consolidated customer rating to be determiryed b
a) generating a rating query message including thieomes identifier; and
b) transferring the rating query message to a ratisgs/er including the ratings

database, to thereby cause the ratings serveety the ratings database based on the
customer identifier.
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22)A method according to claim 21, wherein the metimatudes:

a)

b)

generating the rating query message so that thegrafuery message includes
additional query details including at least one of:

i) a merchant identifier;

i) an issuer identifier; and

iii) a transaction date range; and

causing the ratings server to query the ratingabdeste based on the customer

identifier and at least some of the additional gustails.

23)A method according to any one of claims 18 to 2Rerein the server is an issuer server

operated by an issuer associated with the paynaedtof the customer.

24)A server for allowing a merchant to access a catat@d customer rating for a customer,

the server being configured to:

a)

receive, from a merchant device via a payment nétwa rating request message
generated by the merchant device in response terehant request for a consolidated
customer rating for the customer, the rating regoesssage including a card number
for a payment card of the customer;

determine a customer identifier based on the candber;

cause a consolidated customer rating to be detednirased on customer ratings
stored in a ratings database in association wélctistomer identifier;

generate a rating response message including tiselodated customer rating; and
transfer the rating response message to the merdbaice via the payment network,
to thereby allow the consolidated customer ratofe displayed using the merchant

device.

25)A server according to claim 24, wherein the sefgeconfigured to perform a method

according to any one of claims 18 to 23.



