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RESTRICTING THE PLACESHIFTING OF COPY PROTECTED DIGITAL MEDIA
CONTENT

PRIORITY CLAIM
[0001] This application claims priority to Foreign Application No. 1922/CHE/2009 filed in
India on August 13, 2009. This application also claims priority to U.S. Non-Provisional Patent
Application No. 12/623,955 filed on November 23, 2009,

TECHNICAL FIELD
[0002] The present disclosure relates generally to systems, methods, and program

applications for selectively restricting the placeshifting of copy protected digital media content.

BACKGROUND
[0003] In the past, consumers generally viewed television programming and other streaming
media content as it was received from a network, broadcast, cable, or satellite source. As
analog and digital recording devices (e.g., video cassette recorders, as well as digital/personal
video recorders) became more prevalent, consumers were increasingly able to temporally shift
their media viewing to more convenient viewing times.  More recently, the ability to
“placeshift” media viewing from one location to another has become more widespread. For
cxample, SLING MEDIA of Foster City, California, currently markets placeshifting products
under the trademark SLINGBOX that enable consumers to remotely view on a display device,
such as a laptop computer, deskiop computer, or mobile phone, television programming

provided from a recciver residing in a different physical location than docs the display device.

[0004] At present, digital media content is primarily placeshifted from a receiver or recorder
over a digital network to a personal computer, wircless phone, or other portable device.
However, consumers are becoming increasingly interested in non-traditional sources of digital
media content typically viewed on a computer display, such as streaming video received via the
Internet or other network. In addition, many consumers now possess video cameras or other

equipment for generating their own content. Much of this content is in digital format that is
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[0007] Embodiments of a computer-readable medium are further provided that includes
instructions stored thereon executable by a computer system to transmit digital media content
over a network to a remote display. In one embodiment, the instructions includes a
placeshifting program application adapted to perform steps of capturing digital media content
rendered on a local display associated with the computer system by a media player application

exccuted by the computer system, converting the captured digital media content to a media
2
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[0010] Exemplary embodiments will hereinafter be described in conjunction with the

following Drawing Figures, wherein like numerals denote like elements, and:

[0011] FIG. 1 is a block diagram of a generalized placeshifting system in accordance with an

exemplary embodiment;

[0012] FIG. 2 is a block diagram of the exemplary computer system included within
placeshifting system illustrated in FIG. 1;
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systemin accordance with an exenplary enbodi nent; [0012] FIG 2 is a
bl ock di agram of the exenplary conputer syst em [ ncI uded within
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a flowch&t®. i;| lustrating a first exenpl ary sub process that can be
performed during the exenplary process illustrated in FIG 3 to
determ ne whether a nedia player application is accessing a digital
medi a fi [@1dpnFH).fing fORMVhpt dinsctieg adosttegatplary sub-process that can be performed

during the exemplary process illustrated in FIG. 3 to determine whether a media player

application is accessing a digital media file containing DRM-protected content;

[0015] FIG. 5 is a flowchart illustrating a second exemplary sub-process that can be
performed during the exemplary process illustrated in FIG. 3 to determine whether a media
player application is accessing a digital versatile disc file structure including copy protected

digital media content; and

[0016] FIG. 6 is a flowchart illustrating an exemplary heuristic technique that can be
performed during the exemplary process illustrated in FIG. 3 to yield a narrow list of currently-
executed processes that can be evaluated with greater efficiency to determine whether a media

player application is currently accessing copy protected media content.

DETAILED DESCRIPTION
[0017] The following Detailed Description is merely exemplary in nature and is not intended
to limit the invention or the application and uses of the invention. Furthermore, there is no
intention to be bound by any thcory presented in the preceding Background or the following

Detailed Description.

[0018] FIG. 1 illustrates a digital media (DM) placeshifting system 10 including a personal
computer system 12 in accordance with an exemplary embodiment, In addition to computer
system 12, DM placeshifting system 10 includes a digital media playback receiver 14 (also
referred to as a “media catcher” in certain contexts) having a display 18 associated therewith.
Display 18 is remotely located from computer system 12; e.g., display 18 and computer system
12 may reside in different rooms of a single structure, such as a user’s home or office, or within

separate buildings. For this reason, display 18 may be referred to as “remotely-located display
4
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i 11 ustrat egohmifghdsez 3 to determ ne whether a media pl aygh/ RRRbALBH ON
is accessing a digital versatile disc file structure including copy

protected digital nedia content; and [0016] FIG 6 is a flowhart
Il lustrating an exenpl ary heuri stic techni que that can be perforned
during the exenplary process illustrated in FIG 3 to yield a narrow

list of gy slemowmﬁ;s@w&ﬁ&erarseﬁﬁweﬁer&ﬂablssﬁ@ 188n P YRYHIRE RANI may be
greater efficiency det er m ne” whet her a nedi a player application is

cur r ent | yntegrdlbrssombiied 8y wptast destrenic gendta susb s @ ptopDFEMpgipEDmobile phone, a
DESCRI PT'p%Ja?QPthLl i Qn@tgiflt‘)'o} ‘&}’éﬁ &, Dabgk gﬁdas[?F&‘éz{tédoin'h% 1S ORLE! ¥ play 18

exerrpl ary 1n nature an I nt' ende e I'nvention
appl I cat peferaigasgees thé formef 2 mmnmtlooml telFyisivih err otibar deettdnding iinggergsnerating

I ntenti (o] FYoX tﬁ& Hg&;ﬂﬂ%’t&ﬁ%o ﬁﬁ%ﬂ%? ?e% etﬁﬁ%% gné i ntul["rg ﬁ(ﬁing?&%l c&f)‘lgs_l_ During

Background or t scr
illustr at)ﬂ@atapncbfdpMailaqwédﬁtlag (sfa‘t@m p{l,anglthlrriethan@a)érysi{ etitd ldnzbuidismgdea

personal conpute cor

enbodi rren]fltpﬁgl)q ngnal(rﬁ &§¥o re n% c? 15pls 1915159 grtrgncw lilﬁledlmn erngg%glhe%/ fironﬁ éomputer

system 1@yslmlhd&&sﬁaydl@std&icnbﬁﬂmareﬁhlﬁym Videebumput sibdalf a8 s@vided from

Eile}csglr ;;\d Eg%é@g 6%?%%%%' t?‘ ﬁ%‘?"t&?\ﬁ% ay iéﬁlmgyekget Rtmattzd E]r} a%écgrﬁgnce wntlh cgnventlonally-
known standards, such as S-video, High-Definition Multimedia Interface (HDMT), Sony/Philips

Display Interface Format (SPDIF), Digital Visual Interface (DVI), or IEEE 1394 standards.

[0019] A digital network 16 permits communication between computer system 12 and digital
media playback recciver 14, Morc specifically, digital nctwork 16 enables computer system 12
to transmit streaming media content to digital media playback receiver 14 for playback on
remote display 18. Digital network 16 can comprise any communication network enabling the
streaming of media content, and specifically the streaming of video content, from computer
system 12 to playback receiver 14 in this manner, In instances wherein digital media playback
receiver 14 is located relatively far away from computer system 12 (e.g., when playback
receiver 14 and computer system 12 reside in separate buildings), network 16 conveniently
includes one or more public or private data connections, links, or networks supporting any
number of communications protocols. Network 16 can also include the Internet or any other
network based upon TCP/IP or other conventional protocols. The foregoing notwithstanding,
DM placeshifting system 10 will typically assume the form of a wide arca nctwork, a local arca
network, or a combination of wide and local area networks as indicated in FIG. 1. For example,
in one common scenario wherein DM placeshifting system 10 is implemented within a
relatively small geographical area (e.g., within a user’s home, office, or other structure),
network 16 may comprise one or more Jocal area networks conforming to IEEE 802.3 and/or
IEEE 802.11 standards. Network 16 as illustrated in FIG. I, then, is intended to broadly
encompass any digital communications network(s), systems, or architectures for transmitting

data between the various components of system 10.
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Display 18 is renotely | ocated fromconputer system 12; e.g., display
18 and conputer system 12 may reside in different roons of a single
structure,wsutnagen user's home or office, or wWthin SeRAKR16/044674
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"renotely-located display 4 WD 2011/019592PCT/ US2010/ 044674 18" or,
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Alternatively, auxiliary volume storage device 22 can comprise an external device that is
connected to playback receiver 14 utilizing one or more connector cables. Auxiliary volume
storage device 22 may be an optical hard disk drive, a magnetic hard disk drive, a flash memory
drive, or similar memory device on which a user may store media files (e.g., video files, still

imagery, audio files, etc.) for subsequent playback on display 18.
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can conprise an external device that is connected to playback

recei ver €% gt QWVERTYgkeyheardy anfbple leaw rame ceusior dgpirossucthasial mavsg. vetkbath
storage gevifke, J%%tﬂaﬁyor%n@lﬂ QRN cgisplaﬁme@acé K2d¢ 5&3%%&1%%{1% él%é}ﬁ”

di sk drive, a éé r|ve or simlar nmenory devicée on a
user yccgrnlan@oneﬂrpraOE ispigable( éorgplovwlirxgeepmmrélgely-’éxrmattedl fapley \signaladfrom
files, e Y W »

20117 016508 B T30 O s SR R h Yo cR gty in 10, 2),
14 may cenarjom gebadimentieicekdisple HQ;urraedaetlotegEWdemthmedmrapIU@rwanm 12 as, for
recei ved n di s

ray 1 ol Gt AR AL P P A ERRME IR B eI RS RS
gener al wmeypssuer tigyfetneni a pmnm:rmlothdr freasmhdiag sn@t@amqratmgblehee p&mms;d to

ssum ngTere) PisF oot EARRE TR BRI  PUGRR hlERu Rl wi 1

comonly include software or firmnare capabl e of receiving and

out put | SR SCEboREB B thely o Lo LR HebBnneltes sTavi afebies”

medi a pl p@chaﬁkd rdet@&b\mrseﬁﬂaﬂm;écéleﬁeb%e auﬁfﬁ{muﬂ’kﬁtibnsvm@w@ckr(u Bhektwik 16
knobs, etc¢.) disposed

physi cal ut d C sl i der

on the. hB %ijila% ﬁyl?;%i?ig’i"'é\’f%ﬁ?‘\)’é@ A 34@%1@?4%311&0%;5%#% SRBFURE
14 may bgigitaspedlisi ¥tdn® (WEET videmRINIYat P GRioV 8 Opatkdized I B €(GONMING,
as generally illustrated in FIG 1 at 26. 002%] FIG 2 is a block
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[0024] Controller 28 is also operatively coupled to a network
interface 34, which enabl es packetized data to be sent and received
over a comgenhaatdsens network (e.g., network 16 ill ust ptradé0oEkfe
1). Digital network interface 34 nay i ncl ude transcoder |ogic for
converting digital nedia content (e.g., video/audio data) into a
packetized format (e.g., MPEG WO 2011/019592PCT/1J52010/044674

QUI CKTI ME, W NDOAS MEDI A, and/or the like) suitable for transm ssion
over di gigiatkmeiro vkiNED wehiwni X bﬁwcerth@q&eﬁﬂnﬁae OP 8hRhssibhl dve? ldStal
any |nplenentat|on of protocols or other features to support

bi - di r ectlPEieE 1&oRwHTAr gazttﬁré%eééaan @pgricattiligag way mplementafiopaf Rsefgcols or
embodi ety rEkNKubRIELL Ak8iiciI SHRRBLESiok MUCBLIAMRlwdkNe WiNariBls
other protocols (e.qg., TCP/ I P or P suite of protocols d y
used on tméodiperts, rnétvyork m&@%ﬁt fmBets, COn@WkLN’ﬁ B o8 other mawaols (eg.
Nt erf ace,ERIPGIUBEAP MieWrlpldigdoldniBllY 88 dn BE b ACARGEY I8y HURES
such as a conventional network i1nter e car provi

conput er iggréace 4 E@ iftvefaceshigviretwork 06 2% izi@ mryr okt of . A2Badaptef bardware, such as

ol oot ey Rl By TuBHIDEhy Do BTV ELAIREL Sy S R

i ncl ude a central processing unit register, a nunber of tenporary
storage e f nt s age ar

) 50 noRiIAR",cBNge, 3R heBl BERTRRNGLPIEBOE MERES o iRty Tonh”
di sk dri ﬁdmtxﬁeqbbélteaﬂivel}aﬂd nw'ns)ky 86" m@i;G )| a&lmm;en@rwll dpics/le,smcladuja tdneal
i ke on which. a user .8 ne %g nedi a cont ent fo % uent
pl ayback PE“TEE ™ JF%’BF i‘ ‘21‘%6“ TR Cé?l%"é‘i% SORES df Feentd, @ TRVaRe v\ A
i ncl ude atofage @b Miémgy 3885 Aic0helgd: @R \or G101e a6 foRge aé’tfl(%x,ts&élfh%|magnetlc

hard-di s cou uter, system 12 utilizin versa

o e 6 B phR ABss lt emona it anfy dhq e hich o Yeer
appr eci akRd, st@eldagak thepiaO@naas f((resu@scqquémq:ﬂ@biﬂka(yrﬁﬂocaip@lls]blﬁ)aun ONnA&rtain
and/ or plaégfhiftin a gllcatl 50, descri bed bel ow) can be copied to
memory 58MBIHENY & 6 Mm@y Med giiiegHansp g&%ﬁ?f@{%ﬂe@e farhmgan prtetagle

processi Rgd-disQUA0E, DEpIsd Ebripltdr kisten? 12 @arﬁlﬁ@h luffverdd €AR Hul e br Bffer
operatively coupled to an_optical disc drive 38. Optical disc drive

38 i s an§oHEdPlcE R apabl &iibrber Eadih grRICTYR etlerishargremb (i trerdishplghier

density oRfiicsith 48 S80r %HQ@h%goﬂﬁ)h&ﬁ‘llon @tna@scaﬁecﬁmawy daB bElcGhied to lanm@ry

preferred group of enbodi ments, optical disc drive 38 is conpatible

Wi th opt P& @ negrlaspsior renaquiierby ponireles 28 amtasiligia Ioessyng al  versatil e

di sc (DVD) standards and can access DVD file structures stored

thereon. As indicated in FIG 2, optical disc drive 38 can be

i nt er nal [4086lc ofrpehosin is kG earearprolla A8eem firihoehoyopergpivdle eduplid de aeritigal 38

can conppise t j . -

iayer | oea 5 CRERTURDGHRESEILE ARE Bl Geadiith SANEIMRA Rrmancd

oper at i ohigh clomltwonlptleai dix8, syeheas aptigel dise é’&tSQowmm Bther har dwédared group of

componen o tdo escri

her ei n b&ﬁbocﬁlm(ﬁﬁsq%ﬁfl%i F%X?&lg%g%s [L.&nofal?[)lc%lm (B]H]%a HOGE Y %tccg I dcco ance
with digital versatile disc (DVD) standards and can access DVD file structures stored thereon.

As indicated in FIG. 2, optical disc drive 38 can be internal to computer system 12,
Alternatively, optical disc drive 38 can comprise a freestanding DVD player or other dedicated

media player locally connected to computer system 12.

[0027] During operation, controller 28 generally directs the other hardware components of

computer system 12 to perform the functions described herein below. In this regard, controller

8



WO 2011/ 019592PCT/ US2010/ 044674 28 can include any suitabl e nunber of
i ndi vi dual m croprocessors, mcrocontrollers, digital signal

processor swoppngngered arrays, and ot her standard conpeoarissolkoommn i n
the art. Controller 28 may include or cooperate with any nunber of
software or firmnare prograns designed to carry out the various

met hods, process tasks, calculations, and control/display functions
descri bed herein. In many enbodi nents, controller 28 will execute an
oper at i n@8sys tiedndedanguiuitiigle apabat éfoindiofdudoniettipescessyist mmordcdntrellens Hligtal
t he vari ous Pr o?r ans executicrllgaion s% teﬁn 12 tdo access the hardwase

f eat ur es SEPASPEFER™ POKIRBIRE kg BN €andgd @&?Pﬁ?ﬂ*ﬁ%"%‘%t“é e art.
sui t abl e Joafrolles @8 afayoeluad bNgoopyiaicemmitifdny MGhBEE QB sofBFr® Us fiMBw &t Paserahs
the WN operating systens avaiI%bIefromthe M crosoft .
Cor por at i BV RedirB ! RRAXAIOHR MSHIOINIRICES KEKR: GPEV aTRgandy eqngpidisplay

avai | abl urcfighy @sibelekredi OPSANS CHHSEmBRNS QLML OBANN SRS 88 op&Bthg
t he MACCS operating system avail able fromthe Appl e Corporation of

Cuper t i n8YS!eaft R @erahpR o hinmpeler sYsiea 1etorratie lemsoiarhigReramp S EHingin
ot her 0pgysadnl MY 16 Y&k Qe AMwaRRMEID f Hsthf P2 MR CRAUEmAliRO1idt QR GhENRe
created and utilized as operating system 44, 100281 Conputer system
12 furt héeYsiamciuiieRle [ uae abepcrdme syt ddgndeles wpricus veisions @b e INP@Y'S
that assiflaify LARNEXSEHEBIONERh BE %ﬁ%ﬂ%o@&%&ﬁ F RYBLHE) %g%‘é@ﬂoﬁ&g
operation of oOperating system44. Services 46 may be incorporated
into opeﬂ@ﬂ?{ﬂdﬁ%pmtm wAEMms raviitpbls Bpmci Mimbadrdfvapes sawso end pewrioikiyh

the hard C rap%rw i 1.t h .
descri beg@'g%(%’\{%. er vfc?egs&%%“ﬂgg' S}[&r}%{vﬁg%bq%g@#ﬁ%é?}ﬁ%%&s r[\%ﬁ%rg&;%kusf) ﬁrélﬁo’
as t he JAvikoora AGTY iEmXepebhaltectate evbddimbitebdsed npduethtd qreosiyg tsertensamcl
the Mcr . tion, .r i rvi i,lacl ude
g aphi o5 CaPipp BRBRER! ol L EBRRTbL e il Bl SR T

DI RECTX/ DI RECT3D or W NDOA5 MEDI A PLAYER appl i cation progranm ng
interfac i lable fromt crosoft_ Corporation he .Qpen i CS
Libr ary AR B Reh Pt g pER R RS P s b SR e BBl
gr aphi cstldewisseini tht exdeaiimn (f@EDbIrapy od vatipudaradtahll2 dasingapdratioh dof beerating

M crosoft N operatin st ens nd the |L.ntel |nteqgrated .
vor  or naREETRI e s A i BY TP treedifrol et et 4 Shdlsg Sq speciti
Conput er dsysd esvodited withhie haidiatducenmnpltatriled withth efmiutee alited 130and
execut.abl. e contraqller . Pl.aceshjfting application 50 .is an

el eat ASRTEpoYs Senbtes 38 e RiRR dbutat it PR G Sar BRA PRALEIVE-
manner tx %lbﬂlﬁbim( Fl Gevﬁlblﬁelrfﬁﬁi @uf_itMiQﬁi@néit)I{nﬁs}/ﬁriﬁeﬂﬁetMiclﬁﬁsQﬁtCﬁ!q?dmﬁJnard@b@:}ib@?.k
recei ver . I n varioys enbodi nents, aceshifting

appl i cat Pﬁﬁr SErVicEs a{@omﬂﬁ%ﬁ%% HoP e TR0 perieds R 0 auh7as the
sof t war e DAPRETXAIRBOTID o2 MPINGOWRAUEDES IPHAST HRapPEORIOY p3zrAimGR RIS
system 12 and that provides some or all of the varioqus features

descri bedvaiigbleiffom the dbpresafhraretient henSpenabrapbiss LibyapotQnepHELbproduct

appl i cat pMa¥8 flof dutictdid kbR XBE YiaplicATcvid 3hE TS t(@bi)-ﬂaqsauenéi’an@amsgﬁu
in system nmenory during operation of system 12 to facilitate rapi
access. 1 6F HeiMitsit SHINBOWSOoREHtingnornd ey Inisk dilseetcds Per g
or ot her pgRRRBCEPBNILAP, 121G RAVERL onal web browser program or as any
ot her sort of application, applet, object, nodule, and/or the |ike.
As will be described nore fully bel ow, placeshifting application 50

is able ap e e re ) j t i qital
medi a pl L@%@c ké(!r’%@lé?rv rtg%412( @P%eﬁs@&%@@e% P %@%@\}\loﬂﬁ% ?L@h%%ggnn%bt gﬁdag {é%@\?g y
t he vi decorsiollg2$ racetheltihg pprictted 50ns anc apdeatior theit proctDENE nMEDRA) or
QUI CKTI and/or, - G nda | t hough any ot.her stapdard o

ot opr et TegEarel ™ Ea i RE R e e R BB pe PO R AT B fha Haybac
enbodi mergcgyerplda@8s.hi)f thh vgriappimbodiicon, Bécesifimarbpliputiedst & e omoeeioaal
portion of a screen display bitmap into a stream ng format that can

9



[0031] FIG 3 is a flowhart illustrating an exenplary placeshifting
process 60 that may be carried out by conputer system 12 (FIG 2),

and speci fyygabio1ddy2 control l er 28 during the execution pefryysaoiomsd674

pl aceshifting application 50, to selectively transmt digital nedia
content over WD 2011/019592PCT/ US2010/ 044674 digital network 16
(FIG 1) and to renote display 18 (FIG 1), as well as to selectively
restrict the transm ssion of copy protected digital nedia content

over net Wfard QpplkRtGONMERMS R Q68&S lﬁ%&ﬁdrﬁse% c&%&e&% Ltaﬁ PBaddl st
est abli shes a nel?wor k connection with digital nedia receiver
14 uti | i Provilensamgorrielliofthervpreus fgwurewa?ra’eéh%ry@r Ilawq 1&1@ @T@n’tan@mcf&ﬁeasf
| dent i 1y oAleid:Abe BEAioR! AY RaplialP CebaiRl &%ygtaﬁ%@m nd REBHAPH Bk
network host and infornmation from Ital nedia playback receiver

r egar di ngeamene Ao quraflpran%ssfsmlzawdfa@mta@t fpid 3seasa tremedis conrtent 52. Other
SUbseque%'bé’dl{ﬂFmQ% Q&G A @ﬁgﬁé o%’ﬁ?l%‘i“eﬁﬁalﬁtc en‘i 'ﬂhea 'cgﬂvtehécln YkF ERiNGd
frame rate w inrelati y const ant t out the duration of
t he nedi arogtavneanps avether hotigfapehatidi.agplbi, t)bjptaxxeochm;lhnﬂ/ordhhbke As will be
par anet e e

Cyst om 19T Nt Yty VaBC RALREIH PR, Wi Stls RECOMREC S0P o
in any nanmbo staaam th digt}abmdﬂa]ﬁmavk tebetemyt 4 {IIGMAY gveenawork d6n e noted almlve,

TCP/IP o UDP/IPcons cts._can .be en Ioe t I

accordi néh t o %ﬁ ﬁ%lr& %/ E@ﬁbﬁ@ @6‘83@#@?@)@5
est abl i shidigr MREihnmﬂmdn hiﬂiougemngo«jsrbut Eﬂanchiydstcenp)rﬂxﬁumﬁ ﬁbr:gatt aduld be
Gont i F1 B IR s | EEP TR DISa0 P SR PR op D iR gpeode,
a pref er pedrtPnafp @fces ity rointag, 1nt601’l§ti‘e@inlrgrfoﬁ18atltﬁisﬁ Rbh be @SndnkitedTed iR
content to_be placeshift ased. upon user | t cei ved_vi a user,
ot er aciedb S e B e YRR miRSRet R plioflE, 2" B8 Graprent Beienarivw,
28 may regk, ufplidsiin 4gfuithbidladtaropiratcdISath diiet @pfiRe®nsAnd RALG&L dMgstbhat
content di spI ayed in a &I‘tl cular window is to be placeshifted.

Al t er nat Pﬁ}’éggperaé'&ﬁﬂsﬁﬂn} andfor srvicesl0ei ve user input designating a

portion of a wi ndow (e.g. a medi a screen contained wwthin a web

browser) to be pl aceshi f t ed bS(girt in certain enbodi ments, conputer
1(?1

syst em 10038l Blagashifting aagléaat anehiaip e e FoRrenbYtLBEH rProfuse 8 vicsis

graphi calydigehin iRy efub@ie Hindpl ayRdvabus YSRMmeAtst QlRkdhiihd ‘Epl?c‘aﬂ&?%s
of that window to be placeshifted. Drawing the w ndow or otherw se

del i neat Femgmunigasestwithn raedia playeg prplicaijonA8| thakseceines and rendsts @Rdipridsuplo prY/ &N
of Vi deo,menBtda &dﬁte'a? Fo? @einhe, 'aéiﬁlﬂkhtfea %ﬂFI@z R4S n}a!hta %Pe%pﬂéatl% 48 can

i nformati on about the contents of the w ndow cah ai ned
further mdlldmnnfsha tomtenhelipincd Bom dmeiiompdia . ac@&’lﬁ] 4D gendniyoritieal disc

aut omat | ﬁrqhel é(s QI 'n‘IeHﬁq“ Q;y sttgrg@tvflfﬂ E{ém%ﬁ? 36 Hd/gr hlcdlg cgﬁt%ﬁthae?wé/rla(?\%é}g

a known webpagde, controll e configure pl ace
portion é@ltalmwopag@ardswmeéwedlewctrhmﬂmﬂtpfa34 rmsg\sﬂlyrewlmlv@lppremated media

pl aceshi %fa&&%pfjlﬂ%ti&ne@ﬁﬂg% at?J c&nbgnt}é)”nﬁqgélgiaoﬁla)gc??iplgﬂcg olna%'y sort of plugin or
other application associated with any sort of browser program, and/or the like. In one group of
embodiments, media play application 48 is a version of the well-known WINDOWS MEDIA

PLAYER program made commerctally available from Microsoft Corporation.

[0031] FIG. 3 is a flowchart illustrating an exemplary placeshifting process 60 that may be
carried out by computer system 12 (FIG. 2), and specifically by controller 28 during the

execution of placeshifting application 50, to selectively transmit digital media content over
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WO 2011/ 019592PCT/ US2010/ 044674 [0033] Controller 28 of conputer
system 12 next captures the identified digital nedia content to be

pl aceshi f twd 20S9h3966, FIG 3). The identified nedia coeatrantoisasshe
captured fromvideo nenory (e.g., VRAM at a frequency sufficient to
establish a desired frane rate (e.g., 30 frames/second or so in one
enbodi nent, al though ot her enbodi ments may utilize any other sanpling
rate). In various enbodinents, the frequency at which data is

obt ai ned digiatiehesRi16gEIhas el dpemott ARpRAPBCFIGY 1Rfks 6@Pabid deldc@elofestrict
pl ayback receiver. 14 as deternn uring STEP 62. As noted_above,

the si ze MntnsEEsien of <gpy ﬂ’FfEc"&ilp‘f %ﬁ“”i F%@n&fwfh@twrhe‘é di'e SPEPeResy

be nanualpliteRr602EIGNRY icstoliyr 29 Hifsk thﬁ‘ﬁﬁ.hésna AW oBEYARE oMV RAOY Bial ridaR:
si ze or ocatl on of the _captured region _may change during the

st r eam ngleylaskirgnsivenlq B%lﬁms@“wkeﬁarﬁ@eéfh qsliey it aprdicitinAS; gap ideptify
medi a copiapatf méd?la pidi}bicﬁri’@éc%cg'lﬁ mn%Mghlgn 1&&111@@&6&9%}1]&\%&&( 15t 4dd fnBfmation
di gital nedi a pl ayback receiver ) ot paddi ng data nmay
be provi dem digtal,mediadplaybaclks rqcr«wrsrn 14 Hegair%@éﬂyew@m iage exgtea pregl/or other
di spl ayegarainglg%%n Qﬁ%&gquegﬁy bGhtan& B8nddy Ie%boébmen{%hﬁle %H&lg’rl%&lwd%atﬂ%l
medi a content 1s cncodcd or otherw se cor}u’verte I nto ia stream

| n var i otrie gitbrranatrerstasively gopsiEnt Swoghettdke dupionrad dhd medie virchen cremtbpygh
are conv f v i p

compr oss eifoaiip SO aG0R SRl Rt oREY Y. SR, cotheekl SRbepetyecn
routi ng oempliteyisystem Adtand digitalomedsu playlagk meeiyercbincanrie | estdljshéxlin aauvenamo@r
limted g)gmg 1B R_f or

format, tglﬁddmtv%c[é\:l T 5%@0@‘)@?@(5 '?"gmcaﬁlgﬂe%éggg%r&nﬂgﬁ ecoél%gl&% 4 e(f
W th pI aceployéd iongytahppghl 2 siaetarroancEﬂingam WENDOWR Biitod] QYNCKANSE odi MGEGN
t he captgreg frames to create the nedia streamin the desired format.
Conpr essi on, encrypti on, and/or other processing can also be applied.
| f desired, audio data may be captured in addition to Vi deo cont ent
during S Fl G Audi o data can be ca ure

creat ng?—@ﬁzlaué%%r RaeTing A tpeQloR SePPect oo ler e Hy b s Gnriegh
50 ( FI Gsplagbadkdec2iver M (FAEP QUHI®,3)a0dloiler 28 neatiN@Rifisd the awddia( @n@nt to be

o di o t B RBRROA EROLE el TR PIsTiEs E707 OF OO B a i ates

the medi theShédeabantcht PABK latcdBitted Bised ap&illideablpat feativ@t vianekrtifemsdi Jot &d
to nedi a catcher oveé di %I tal_network 16 in _conventjonal TCP/IP

and/ or UPPMIUETSEYWR S, A3 P SHSUFE*ENPIEr FPRIrPHAE 28 M98 dFSTRYA HEST At dats Vipzieer
ot her netnffaké BO iSGEGAE IhADnSBAt USHIMEESH 2 Mhicular window is to be placeshifted.
2011/ 019592PCT/ US2010/ 041674 [0035] Continuing with exerrpl ar

pl aceshi MY 5He ced©g02Y MpY Eaceixe Hier ippuEfesienatingopriign pleg wiglowdge. a
det er m ngggwhatdedoniBrli @vﬂﬂln@%@éb BBRbdr PR YMcABittcd: AECHRTTHALY cﬂB@dxﬁéms
nore predeterm ned t¥ pes of copy protected nedia content (STEP

FIG 3).comiuersyen 17 gay pyadl eoﬂ}rsphtg d@@rwgnglﬁar@r otpr Windew p@graehmzﬂ@ser
TRy det elihe. WABHASY ofeflidh R 4&/%[10@&9& eGALHOBE it LinRECRSH Blodnified.
digital nedia file supported by media player application 48

cont ai ni Repvdigihe slindopghtotherrpadrbineating @ [DRMon of e displed albor tha correspondmg
Addi tion o i

medi a pl yé%/n g{)‘ﬁ?‘% c@%@% te{gé Jeadi c@téﬁstgileg% ﬂ%?){))%ﬁ% (?reotﬂgeﬁ @u@?&%gg&% the
i ncl udi ngolmgsyofp%owéadoedcm bieobtmmt eht ﬁm@@nembﬂdimnts{z%mydldebmemtnebe
Whet her E)lgge hgd P%%&rﬁ{]}calﬂfﬁgﬁﬁ%g %onq%qcl%spl ?y%r 1%91p s I\fﬁa%r{gor]mown
i ncl udes er o es o copy prote ved e

nunber oﬁvebj:agé epatntllen2$h may de cbhﬁ@mdrto ptayeswfya obrtiio nf ihamatge lag;oclated with
illustration., a fir r erfornmed
dur i ng. SreResitsp iR ik R G BedFaE e biRov G Nedi¥ir i ne
whet her medi a player application is accessing a digital nedia file
supported by nedia player application 48 and contai ni ng DRM pr ot ect ed
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WO 2011/ 019592PCT/ US2010/ 044674 digital media content prior to
comenci ng streaning of the digital nedia content (e.g., in

enbodi mentwowhArgesz STEP 74 is perfornmed before STEP 7@@71@2@@@346@ y
before STEPS 66 and 68), controller 28 can prevent the transn ssion

of the media streamif it is determ ned that nedia player application
48 i s accessing copy protected digital nedia content during STEP 74.
Thus, as utilized herein, the term"bl ocking" is defined broadly to

i ncl ude hed3ai n@loﬁtﬁ‘ol&bi@b‘fdoﬁﬂ)ufeh@s’@ehﬁm[@xﬁcﬁipﬁﬁcs%e ideiiBdl dighhloAmd d‘ontent
stream ng has comme reventing the transm ssion of
®

redia st awwes@mmkgﬁha@ I 3 1 G BB Lo G P dhoen o

to bl ockifghdy 2818 MV at0h fﬁee@enesegmcéﬁtr@aéaabmna rdeénles fradfd H&yie%auf(ﬁ
a visual copy protection alert to be visually expressed on reno

di spl ay femg#sdcerf mlnme(mb@fhn@)ﬁ aftheughodies lembodiyiepis onaycittilion amy ether
gener at e@argﬁim%qm‘:f %lvgﬁo&%ﬁ@&*n{ef?@ qﬁé ﬁ%ugﬁ]cgr & [\m’ﬁc‘ﬁ iasip (e n%ﬁs determlﬂed

preferably explains that video st ream been
det ect i olassfl upopifc grracee ercdpabilitica otpleyhapk ropeiagddss édeltmynerdedtmag SITED &2.

applicati anoﬁ}% ahlo'af gt;ﬁlg 52 Egrﬁi 18640 of; tJaBtlul'e%rreé‘gn GRS Mgk dﬁgllﬁg %thlybe

to di glta ecei ver to generate on reno
19 a pr ed@tlearlhn QTEF(!HW"MS@%HY @h’égurecttmmadrnarmenehfmrgoverl theasize@dnchtion of the

ehodt Mk RaBANE el AR HeSHlifh eliod B RLOOUGSY, Ak COURULEL

system 1 ans nedia bac ecei
for pr eseaiata:@ tormala cenott éZdtcsmhay: dJ@playASS atosrmamrkllcé ex anpileedigichll madip

STEP 76, g9 aol |l er ver, ..di gi.t al netvvor
ot her i r’rﬁgégﬁc TEEES fﬁn%fégka je °|hﬁr iPRddins, ate may |pyebéégt$85%€¢1dnﬁ§§n the
been bl O@k@dryduﬁsmmtcﬂhl&idiﬁﬂzeﬁﬂ.l on of currently-accessed copy

protected nedia. The text nmessage transmtted over network 16 during
STEP 76 can include a nessage simlar to the foll ow ng: "PLAYBACK OF

COoPY PRO'[(E@ZI'EDNEE\WEME sins BEENCPF@,VENT(E&mddFmEMD mhd¥iaDRInYERt isPded®id or

REMOVE. " |f desired, ,a simlar visu co ection alert can al so
g omer ST FomEAier Ti? SR s 1 HO0Y PRy B g BAesgoired
process @Omakided h@éind’r?pc&at&dvdrt@d @M icOm@htidrRDBitkhadp i dr diknilkS format to a
det er m ned that medi a p‘w%‘eefr n’@gpl i catl on 48 is no_|l onger accessing
copy pr of¥BrER® ftbeia’tn&g armah sy itehle ?rem’é“nn“’ﬂa’éa‘f%"ftrﬂ'éthgé’t%%al patweRD

42 from ept 56 fopth&e cé'H inm@dé%m ark Mo A& GASENODWS QMESTA ﬁ]@A?ER%ﬁ?at
to STEP 66 _and the pl aces hifti ng process is resuned. [0038] FIG i's

a f 1 owchQUWHCKITME fpanat.\YPEGt fopast, eadethsl ey Bilsxpnplees sned ¢ngeder é%ﬂﬁlulﬁe
per for mgss@éiﬁtbd‘@1t§£ﬁ€esﬁﬂ’tl% appli&ies 30 €5h ]gé: fofth egaodh%/tga‘ﬁ&c%ﬁﬂk Bf t%}am?erd

nmedi a player application i s accessi digital nedia
cont ai ni ﬁ@mgmcma@tthq;m@@a slEamdp the depir rgnatv\@)mplessmn CDCI'yptIOI‘] andfor other

2011/ Olgﬁr%gg) Q}Eé g§129[§9’b@%ﬂ1§17eﬁ If desired, audio data may be captured in addition to video

content during STEP 68 (FIG. 3). Audio data can be captured by, for example, creating an
audio device driver as part of placeshifting application 50 (FIGs. 1 and 2). Video, audio, and/or
any other streams (e.g., control streams) can then be combined in any manner and transmitted
on digital network 16 as desired (STEP 70). In various embodiments, the media stream is
packetized into a suitable format and transmitted to media catcher over digital network 16 in
conventional TCP/IP and/or UDP/IP packets, although alternative embodiments may utilize

other networking schemes and structures.
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exanpl e, services 46 of conputer system 12 include an application
programm ng interface (API) associated wth nedia player application
48 (e.d., WoSRUkssysode interface provided by operatingcﬁxﬁgﬁﬂbﬂélﬁo
support for services requested by conputer prograns executed on
conputer system 12). During initial STEP 82 of sub-process 80 (FIG
4), controller 28 queries the APl associated with nedia pl ayer
application 48 to determ ne whether a particular digital nedia file

cont ai ns p ; - : Lf kg t4
Sher ai n 1B P CBh N By kg B B R B phroter 28
appl i cat ine¥t,detsonineoivhether 28 dsaplaer spnliveticapd®r s pricating epeerryndre pgdetetnined

anet hor S0t PareEt s TERL R, [ eRef, Ml Mo skt R 27

28 t hen (ECeBNemntallers2SpuaysitetmmrmihhtemnediiaplpteaymricAin 48 idacpessing e diyital

accordi ngl v. (STEP 84, ."FI G ,.4). That..I iJ_the di a..pl ayer, API
"t cat odiiadil Blpeba bl it by Bpcaon b ard Enfitnet Byed ks enpmeanet
cont r ol | €PREB padecaoestento Al of alprmtesy, dotirdllct 88 ndy determine whether

transm ssign of the.nedia,streamis cked, and.a.c rotected.
e o a1 SIS HEHETEh Y83 HEBRer R BEDS Struie TR s Phrtsted video
St 86. | Ab(blﬁfrmagjon&blw 28 fmdyhéetdrmilicawipiry @lic diaﬁkalicﬁﬁtklﬁ&ic%s&ih@t rlnlédlﬁ player
igital nedia.dogs. not contain DRM protected content, controller 28
advances a?ﬁlcgﬁ%@&ﬁécsp?@@e Shesg e types 3’% c%‘??’dprﬂ?éteé [FCESH; any jnHgber of
process aifetdnDi@snetd. MiveRt Sy vy bf fon-fnitihg B8)tratibD 3@kt dxbfeplaBy Jub-phocess
flowhart ill uat rati n% a, second exeggl ary. sub-process 90 that can be

per f or medH G R pSFf‘EPf ¢ Augpg pnggge—é% Qlaﬁsh’@ing%?mfeés §8t EFGri Petondrdarpare
medi a pl ayeheraRfdid RYdrAPpHABLHS isaeRsiRE A BidaDMRUih IHIEuDhEMA BY Bedia player
including copy protected digital nedia content. Sub-process 90 may be
per f or neapallﬁ?f@arﬁsmﬁlét%tﬁmwgm rofegied poatenbis, desgribed belows coguggtipewith
4). Afterrg.nitidl é%@édn@%x%gﬁgbgﬂﬁ?@&%s {130 caf BRI Pbiidd &finl SBEP 72 of
verifies the | ocation of a DVD file structure currently accCessed b
nedi a pl Byesshifipginressss h(FES. J) spdegne whather myediagiiavenapptication iDWEe$inE @
SUT UCH U @ighhil thedidf Bl @ph¥ricdt G Q1 ot 45 561 {iehing BRI

read by olgti ca? ldilsc (Ii)lr)?(rv_e %{3 tl_hgJ %@b%}%h] e struct uretcé?lg a so%@éemd
obt ai ned<cdnietissiessaibedkplave wsronjgnejion withd®IGVD fil e structure can be
stored within nenory 36. Next, as indicated in FIG 5, controller 28
searches at least a portion of the DVD file structure to determne if
the DVD f00BE sk dactminiegitne madielayamppinatoeds sdotedisaing ontyepdtected digital
cont rol | fEaigean ARRE ShebhA AC %‘ buBhEUAE Hiind BB 66 (FIG. 3) and the
previ ously-established type of copy protection nmechani sn “however, 'I'n
a pr ef er almae-gesotipedoflacertio o meeress, is ceprhted! [Tethi Snageay cinesllat27 emsituadly

portion t.he DVD file . structure for .instructions to.actjvat nal og
Cony. pr obaEre et iR, | PRGSSLUGIR e By B
sear ch seotoer dispddy thef cofdp2tikd AlNEPDARGT LR 10MA béing deccEMD However, if

structure f.or. data indicafing that the anal .CO rotecti

rechant shrtiPRET et d rite b sPlerina i abtdh bkt Fis
as " MACROVL&itONE: Z9alaiteo teSTED M6 SFIGU 3§ aleblasisi thatiBidsion Bf M6 GRdanean
W th certrtasli &EI\/ACRO\/I SI ON cog%] protection s%herres, instructions

whet her %> BEteQ et NSRS Oy O O oY Broketed gpdierqontent ki gxpyplpaiontsplies 28
Wi thin acapanl idfeutasmsast @frth@meaib_@tréamli‘rinE@Tgp 174C ke Mati @1y contfdNEr 28 GRO
object or .VOB files) gfrrespondl ng to the particular titles of the
DVD cont SiSAh BRI of Bt Beliasinem sushtieitvideoiqpntent is) siillcprpseaied remote
enbodi Nediflay A8NbHOKHL Fend&el®)dd! MPLMISIERNC BIugRs Norv bifeQi@PBatfich | 6
contained within the DVD file structure to determ ne whether or not
the DVD $9nventiendl yeetingsstandendtide sletss pippiingt bt etill drdicn codndiaents whastin
as MACRQML,SbfdN £ @ét&ﬁltlrl?es WilefeP nfAR Flafer Jﬁlﬁﬁﬁ\é&{ 48 qy%gcc'sgingg Swgl%fected

system 12 has rel ative robust processing capabilities,
13



WO 2011/ 019592PCT/ US2010/ 044674 which typically includes the feature
filmor a significant portion thereof. Next, controller 28 searches a
predet er mypadofiwidxes of chapters (e.g., the first ten (‘Pl@qmsg,hg,)“mﬂ
within the longest title to determ ne whet her or not the DVD fi
structure includes copy protected nedia (STEP 98, FIG 5). That |s
during STEP 98 (FIG 5), controller 28 can search one or nore
predeterm ned sectors of each chapter for instructions to activate an
anal og cqtgytapﬁle&.s%h@m Wh@%ﬁﬂﬂenﬁh’%@tr@% | it nk@RY content (e.g., in
protectlon 0042] If, during STEP 9 FIG 5 controller 28
det er m négbedigent wdeielct THh7{ & I&c@r%'@fﬁﬁ§T5é T8¢ ppisdte befprsrS THPS 66
det ect ed . Pks)aLonk BAT128A0F pDBRYRY rdninlslibn SEHEGIEA slibddh & iPfs dblelhif ot
(STEP 100, FI'G 5), controller 28 advances to STEP process
(FIG 3) metiagdsvsr anplieesion 48 iisarcessing h@ymﬁﬁqeédlg@aimedmu@etnbmag §§EE 74
copy pro 1,e u [
T S e e T
pr otecti faw@moelpeotf @dmeflia |squSTEﬁea987ng( mse;o@qnccxbras rvedtl @rp@ﬁantmg the
retur ns #r?nsﬁﬂgﬁ)n%@ag‘fedﬁ %ﬁsée@an{ulg:% tgn[ ec?‘bove descri bed
pl aceshifting process con I'nues w errup ron (indicated in
FIG 4 at 102). [0043] Exenpl ary sub process 80 (FI G 4) and

exenpl ar SS er f.or e ram
current| ¥°0§Z"‘écﬁ LR 12 g’r?%ﬁf% tra“ Sk 0@1 st var #h, °P“tf°§‘%b?%%8¥ Y e
t hat subvpndcess @ﬁ)t&ﬁomlmrt% Iﬂrxequphey Expreeel 610 1emast yizplapriB Wiueing STER t76d

peca antF otk ot Syl R GBI TREERERE ORI 25 HEfeTLriipon romote

t echni quasplean9 be:f@etly ekpieids Hat oked Qrdaﬂ(ﬂigehﬁg(bhléd Blocketl dsul&: preqﬁ&snsonw
and/ or subprocess, 90..to ex Iude c algrrent y exe rans
from sub§ d%?m‘[’“‘é‘i/’&r?‘ﬂ}af}l%‘ﬁl yr’i‘&creﬁsr‘? é‘PFBH 2T ARpLiFtiiea 40 P\P“ ppiggdingent.g
a fl owchagrtroildd 285trinitn g sighalwediphamcdhepliybath fectio&hnl ﬁtgemarlﬂa ctnhainotc
can be pgrforrred dgrl ng the e ﬁqi?nfl ary.process illustrated in FIG

to gener SFRIDAIhAPIEBHPTTRH YopalAlet doie 9"%“7‘{%%1B’cF*‘ﬁF‘BE’és‘sb@Qm’tcH%fhca?P'éte“t

pot ent i abf fRdiishaiPalay & pRRRel Q@Ebﬂﬁ}ﬁcﬂ%&ﬁnﬁj MrdeM&:E &aksRHRIOR Ydigital media
protected dlgltal medi a cont ent o0 comence heuristic technlque 110,

a wi de | Playbagk reseiyeiadd & regientation 9n estrts displav A9 ¢ d¥ipd sseilisyaxpmples Juring

conpi | eds{EHER, dobrolidr! 18 trkmbtYovef QfgitRXRPIR 16t @-Bﬁrﬁﬂ) 8r SMaPHNQL oph Bl
processes currently being executed by system 12. Next, st eps are

per f or nedietsagmiadicaiiet thet \iflevesticpming digdl bednullogked |dge o ﬁ@rc}e&ﬁnm eff cuggently-
currentl ycceeg@&%§§1r&ec@eo%§&ﬁas Tradxt ﬂ{c%agé){rﬁleﬁﬁﬁ%h V& HeRyvoRl F Sz STRPHRE

illustrated exa known non- pl ayer Er ocesses capab
accessi ngﬂﬂdlngluﬂala meshes fnmlles tea fthe &HPYﬁnﬁat BAYBAOGK KF @Ddié’ PROTECERBP

can tecarl Lrom aanory e h o Tt €1 e T STEASE RO el

pr ocesses sitrhlat visushcay pesectidn gicttahn stealbegeheiaied on mclrﬂlsa@ycf@rchang\ STEP 76.
br OWSEer ?F@EL ﬁgﬂd%soff’aﬁmgsg 60% ayer Q(g) 1%0)11.’11111&{ lgﬁ%ur?tillltn;‘s HCaZtEI!mr}lng thg™m

the wi de rocesses cap
di gital nedia @Ia&cﬂ appli¢aBoic A8 1<luq loﬁg@ac&)ssmg:mwmthmd cﬂglta’nenﬁdlad@htenMclges

whi ch proc esto r.omt he bhase

Upon whi 815 5 Pceb el SPTh B BRI e Elsn e o
gr oupi ngSTlEIOGG axlahpplecestdfting pebcesgtiedsunedFl G 6 at STEP 116, controller
28 can select fromthe wide list all processes that include the

| etter grouping "DVD." Lastly, controller 28 determ nes which

% QCﬁS???}OBS} sEiGect i aoffovidiert illgheratingSh s etbndplary esaslprdcasspw that/ R@N be
I C | n praqce S are.current )/ utilli zi supportlve
of digi taqrf%ﬁ%%ﬂ éw@%ﬁ&ﬁ 05 Péocgpeé%’ fFEal {*)yto ngelinﬁa? deBgr imdie playes

at STEP Qp}}ﬁcatﬁﬁnﬂr@ah&rsm@g%aQﬁQta@ﬁ{eﬂﬁtﬁI@UomﬁﬁaQ@eEﬁﬁﬁ GlEEERbAYNt. Tn this
utilizing a nodul e, such as link I'ibrary, supportlve of digital
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WD 2011/ 019592PCT/ US2010/ 044674 [0045] As utilized herein, the word
"exenpl ary" neans "serving as an exanple, instance, or illustration."
Any i npl engotaiiivasseslescri bed herein as exenplary is notpcHakedEsaldchy
to be construed as preferred or advantageous over other

i npl ementations. Wiile the foregoing Detail ed Description wll
provide those skilled in the art with a convenient road map for

i npl ementing various enbodi ments of the invention, it should be

appr eci ategnglflalervidee 48agt dodiphRRF s@m@da edbd ﬂﬁ&ﬁﬂlbm@l ]ﬁb@yﬁmafgem%ﬁaye
exanpl es, and are not intended to limt the scope, l.icab

confi gur &FBassriated avithpedis plawer appligaionds (o &oatswg% %ﬁrlatﬁgface\pawléﬁ@sby
changes @pyay SRAGR i 1§ @@ppwn@} IsQica g AR BRthpudr ﬁbﬁaﬁyteﬁecutedl\%

descrlbed wi t hout degartln fromthe scope of 'the |nvent|on

What is EPEPHEGYsem 12) wawﬁabﬁ@?&%nfébwms‘;ss 80 E0f Y epnteller Aqueries
coupl ed yQ &pl Retatddi vl ﬁfédla%eﬁ%hgﬂloﬁ Qm?é H@t,ﬂﬁgne whether 4 gﬁ?ﬁdﬁ[a'r Ahital

vi deo nedi a content rendered on  ocal display by a media player
appl i cat msdiacile coptaigs Wm@twﬁkﬂw@nt s erenspagiic @bplaﬁnnté@tlornrwhnrgn media

Vi Geo ekl DR e O R o E ORI P e e

appl i cat ppmopriate query (e.g., the “WMIsContentProtected” function) to the MEDIA PLAYER API to

determine whether digital media file contains DRM-protected content. Controller 28 then
receives a response from the media player AP and proceeds accordingly (STEP 84, FIG. 4).
That is, if the media player API indicates that the digital media file contains DRM-protected
content, controller 28 advances to STEP 76 of process 60 (FIG. 3), transmission of the media
stream is blocked, and a copy protected media alert is generated as described above and
indicated in FIG. 4 at 86. Alternatively, if the media player APT indicatces that the digital media
does not contain DRM-protected content, controller 28 advances to STEP 66 of process 60
(FIG. 3) and the placeshifting process continues (indicated in FIG. 4 at 88),

[0039] FIG. 5 is a flowchart illustrating a second exemplary sub-process 90 that can be
performed during STEP 74 of process 60 (FIG. 3) to determine whether media player
application 48 is accessing a DVD file structure including copy protected digital media content,
Sub-process 90 may be performed in conjunction with, or in lieu of, sub-process 80 (FIG. 4).
After initialization of sub-process 90, controller 28 first verifies the location of a DVD file
structure currently accessed by media player application 48 (STEP 92, FIG. 5). Although the
DVD file structure will typically stored on an optical disc (c.g., DVD 42) rcad by optical disc
drive 38, the DVD file structure can also be obtained from other sources; ¢.g., the DVD file
structure can be stored within memory 36. Next, as indicated in FIG. 5, controller 28 searches
at least a portion of the DVD file structure to determine if the DVD file structure includes copy
protected media content. Controller 28 can search the DVD file structure for any previously-
established type of copy protection mechanism; however, in a preferred group of embodiments,
controller 28 searches at least a portion of the DVD file structure for instructions to activate

analog copy protection. For example, during STEP 92, controller 28 may search sectors of the
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determn

i ng whet her the nedia player application is accessing copy

protected video content stored on the DVD, deternining conprising:
parsi ng t hgolRyhéshe structure to find information regqgcdiiRgobnidses
contained within the DVD file structure; selecting at |east one
title based, at least in part, upon title duration; and searching the

sel ect ed
i nstruct
determn
activate
vi deo co
over a n
is detei
activate
stream a

the renote

a vi sual
conpri se
for pres
Caiml

title to determine if the selected title contains
lons to activate anal og copy protection; If it is

gsl/ih B sttuBRreSBl 8a 8fdickiitd @adQe snalit co?ﬁ Blto?écﬂod B%él{ah'l@ﬂl' tﬂﬂiﬁeté(pby

anal og copy protection, convertin e captured digit
thecihavi Coperaiigniand eqmmenty éﬂf@rqdrtaﬁ%WﬁﬂRﬁﬁﬂs ’h@@yasromqneaahould

%E\Aﬁ:'il%at &' B ERER fﬁ’&:é 0\91&9']:6 aih emt(ﬁ{m%ﬁyco rotcctlon scﬂenllets,
ons to

m ned that the selected title contains instr . _
instra¢tivgs odsthepitore@rtconnaldsl ouli pngtemzmsm @btednb)oftwo Hhéts meithia a

. ' I t
@gmglﬁ%ﬁeggr_ e o5t B s QRYCleQL EC HeQucB ek 4:0yB8 fﬂesg%oraysg&c@n@g
techpyarpewtrdidtles ofithaD¥Ptcon@inhm de}spdogyed mediatchgentenot e di spl ay
s transmtting an i mage of a text nessage over the network
entation on the renote display. 3. A method according to
@b hein compr iesbodjments, controller 28 may simply search each video object file

contained within the DVD file structure to determine whether or not the DVD file structures
includes copy protected media content, such as MACROVISION protected video content.
However, even if computer system 12 has relatively robust processing capabilities, such a
global search of the DVD file structure can place excessive processing and memory demands
on computer system 12. More importantly, such a global search will typically require an
cxcessively long time period to be fully carried out and conscquently may permit an initial
portion of copy protected content to be copied before transmission of the media stream can be
blocked. It is therefore desirable for controller 28 to search only a subset of the titles and
chapters contained within the DVD file structure to determine whether the DVD file structure
contains copy protected media content. It should be noted, however, that a DVD file structure
may include titles that include copy protected content (c.g., portions of the feature film), as well
as titles that do not include copy protected content (e.g., previews and trailers). Thus, it is
typically insufficient for controller 28 to determine whether the DVD file structure contains
copy protected media content simply by checking the first title, the middle title, or any other
predetermined title number included within the DVD file structure.

[0041] To streamline the search of the DVD file structure and overcome the above-noted
limitations, during STEPS 94, 96, and 98 of sub-process 90, controller 28 identifies one or more
titles included within the DVD file structure that correspond to the feature film and, thus, are
likely to include any instructions to activate analog copy protection. Referring initially to STEP
94 (FIG. 5), controller 28 first accesses information files typically having an .ifo extension.
Controller 28 then selects one or more titles to be searched for copy protection based upon title

duration (STEP 96, FIG. 5); e.g., controlier 28 can select the title having the longest duration,
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conpiling a wide list of processes currently executed by the conputer
system and 20 narrowi ng the wide list to yield a narrow |i st
of processwe 26urnent |y executed by the conputer systempamgiszolnnas674
potentially conprising nedia player applications. 4. A nethod
according to Claim3 wherein the determ ning conprises determ ning
whet her each process in the narrow | ist conprises a nmedia player
application accessing copy protected digital nedia content. 5. A

met hod  acghdhypigal tyOin&lidds thed feada ey ﬁﬂhﬂoﬂ D 6 gMidE4n® Poftign (ﬂmfi S@8t, controller 28

elimnating fromthe wide list a 0 Iay proc

of accessSFANGCHP GICHHF MR RTOPY SN orgs (o it Pisbreac e gt Rrghelohemi e

wher ei N td) GetBdi kcOWhdier &P DY the €5/ lﬁﬁlcesrtlﬂbtﬁferiﬁcludes copy protected media (STEP 98,
FIG. 5). That is, during STEP 98 (FIG. 5), controller 28 can search one or more predetermined
sectors of each chapter for instructions to activate an analog copy protection mechanism, such

as MACROVISION copy protection.

[0042] If, during STEP 98 (FIG. 5), controller 28 determines that instruction to activate
analog copy protection are detected for at least one chapter in the selected title or titles (STEP
100, FIG. 5), controller 28 advances to STEP 76 of process 60 (FIG. 3), blocks transmission of
the media stream, and generates a copy protected media alert as previously described (indicated
in FIG. 4 at 104). Howecver, if no indication of instruction fo activate copy protection are
detected during STEP 98 (FIG. 5), controller 28 returns to STEP 66 of process 60 (FIG. 3) and
the above-described placeshifting process continues without interruption (indicated in FIG. 4 at

102).

[0043] Exemplary sub-process 80 (FIG. 4) and exemplary sub-process 90 (FIG. 5) can be
performed for each program currently executed on computer system 12; however, it is preferred
that sub-processes 80 and 90 are performed to analyze only a selected subset of the currently-
executed programs to improve operational speed and decrease system demands. Thus, one or
more heuristic techniques can be performed prior to the execution of sub-process 80 and/or sub-
process 90 to cxclude certain currently-executed programs from subsequent evaluation. Further
emphasizing this point, FIG. 6 is a flowchart illustrating an exemplary heuristic technique 110
that can be performed during the exemplary process illustrated in FIG. 3 to generate a narrow
list of currently-executed processes that are potential media player applications currently-
accessing copy protected digital media content. To commence heuristic technique 110, a wide
list of processes currently executed on computer system 12 is compiled (STEP 112, FIG. 6) by,
for example, taking a snapshot of all processes currently being executed by system 12. Next,
steps are performed to narrow the wide list and thus yield a narrow list of currently-executed
processes that are potential media players. In the illustrated example, any known non-player

processes capable of accessing digital media files are eliminated from the wide list (STEP 114,
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whi ch processes to select fromthe wide |list based at | east in pai
upon which, if any, process file nanmes include a predetennined

al phanunerwo 2gnaugbng. 7. A nethod accordi ng to C ai mpgmwkesienicte
narrow ng conprises determ ning which processes to select fromthe
wi de |ist based at |east in part upon which, if any, process file
nanes include the letter grouping "DVD'. 8. A nethod according to
Claim4 wherein the nan-owi ng conprises determ ning which processes

to sel ectFIGr ®MTHaLisWdd@olldr B BRsRall &bml Babéryi3e PaedetdnpiRd W dhoniplayer
any, processes are currently utilizipg a nodul e supportive of digital
medi a pl &ATEERS tha cam apespt, dipital @5igi Rgs t Weloagi stainvbravest epphgtions™ (e.g.,

nan- ow NGYBIIPWESESPASRER NARG MMiEHinR! &R SHESwill® 1S€LEE knbw® RohPBiyer
wi de list based at_ |east 1 n part upon whic rocesses are

current | Pragesses sapakle £f acesssing diedak fgdia d%le%&érﬁé’glﬁi? iGr §), contepllep28 next
met hod aqe@kithOwhieh Gkl e LBt 148 WHBE BEMhAkd G febkt tQhrt upon which
conpri Se?)foccsses file names include a predetermined alphanumeric grouping. For example, as
indicated in FIG. 6 at STEP 116, controller 28 can select from the wide list all processes that
include the letter grouping “DVD.” Lastly, controller 28 determines which processes to select
from the wide list based at least in part upon which (if any) processes are currently utilizing a
module supportive of digital media playback. More specifically, as indicated in FIG. 6 at STEP
118, controller 28 can select all processes currently utilizing a module, such as a link library,
supportive of digital media playback. As a specific example, in embodiments wherein media
player application 48 is a version of WINDOWS MEDIA PLAYER, controller 28 can select all
processes currently utilizing onc of the following digital link libraries: Wmvcore.dll (utilized to
code and render content), Quartz.dll (a library with functionality for DIRECTSHOW included
within DIRECTX), and Ddraw.dll (utilized in conjunction with DIRECT X to enable
multimedia applications to draw 2D graphics). After generating the narrow list (STEPS 114,
116, and 118 shown in FIG. 6), controlier 28 can advance to STEP 74 of process 60 (FIG. 3)

and evaluate each process in the narrow list to determine whether copy protected digital media

content is being accessed as described above (indicated in FIG. 6 at 120).

[0044] The foregoing has thus provided multiple exemplary embodiments of systems,
methods, and program products that enable digital media content to be placeshifted from a
computcr system to a remotcly-located television or other display, while sclectively restricting
the placeshifting of copy protected digital media content to deter improper copying. Although
described above in conjunction with two particular types of copy protected digital media
content (i.e., digital media files containing DRM-protected content and DVD file structures
containing instructions to activate an analog protection mechanism, such a MACROVISION
protection), it is emphasized that embodiments of the systems, methods, and program products
described herein can be utilized to restrict the placeshifting, and thus deter the improper copy

of, various other types of copy protected digital media content.
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establishing if the nedia player application is accessing a
predetermned file type supported by the nedia player application and
g?nt ﬁ' ni n?w@'zﬂhhﬁéwi' gh]'E St Eanaggment t (DRW Pf?LeCt eg qutltlﬂfstzulofﬂi‘ﬂﬂ
ocking transnission o e media streami e nmedi a pl ayer
application is accessing a predetermned file type supported by the
medi a pl ayer application and contai ning DRM protected content. 11. A
nmet hod according to Caim 10 wherein the nedia player application has
an application programmng interface associated therewith, and
wherein the establishing comprises querying the application
pr ogr ammil¥fi#s] néerfibiecd lteg?“délﬂrrfg‘f"ﬁﬁdnéxq?ﬁplatf%emg@él %fﬁﬁg?@r‘n ayspiles staess. pis
A mon- T R g St FoST T el
stored t lkenseroed tahatefqreé exalyentagsbes byer sotlro npn eewntgy@menﬂﬂwdettheﬁ@monng
ot uct foored Rk T RACRARY Sahe) 5 B8 TRE Sif! Pk ELPLEy ri°
perform gnelpmerttmgmanms wglbodlments obfbe invemtipndit ghdukd berapdicaiacd rtitaemt: partlcular
e o bbbl T Aol LD B SPIRUNEL YRR Bt
medi a compm@iehbibiyt ed mﬂgrﬁmm af ttle giv'ela1011\.iera33atviajr erltba:cc(nB‘a@) varivtts changes
capt ur od "l G 1 et BoeBh e e dapred SGROR deblilg ¥m e
net wor k- two@ISmhéilﬁlblht'&mf or mat ; transmtting the nedia stream over
the network for presentation on the renote display;
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determ ni ng whet her the nedia player application is accessing a copy
protected digital nedia file stored on the DVD, determ ning
conprising: parsing the DVD to find information regarding titles
contai ned within the DVD selecting at least one title based, at

| east in part, upon title duration; and searching the selected title
to determine if the selected title contains instructions to activate
anal og copy protection; and bl ocking transm ssion of the nedia
streamif the selected title contains instructions to activate copy
protection. 13. A non-transitory cogﬁﬂhﬁﬁfreadable medi um accor di ng
to Caim12 wherein the placeshifting program application is further
adapt e@WHaoishllaimkd ist ansm ssion of the nedia streamif the digital
medi a content currently accessed by nedia player application
conprises a digital nmedia file supported by the nedia player
applicationjand goRndRdddxREuEHIObY @!coﬂﬁ&b@sg&ﬂe&%ﬁpl@&% Eﬁztcglqjiéia@z{% Blmethod
14. A conputer systemfor placeshifting digital media content in
conj unct i oNCOANATHIEE:

capturing video media content rendered on the local display by a media player
application executed by the computer system and obtained from a digital versatile disc
(DVD), the video media content captured from video memory while rendered on the local
display by the media player application;
determining whether the media player application is accessing copy protected
video content stored on the DVD, determining comprising;
parsing the DVD file structure to find information regarding titles

contained within the DVD file structure;
selecting at least one title based, at least in part, upon title duration; and
searching the selected title to determine if the selected title contains

instructions to activate analog copy protection;

if it is determined that the selected title does not contain instructions to activate

analog copy protection, converting the captured digital video content to a media stream
and transmitting the media stream over a network for presentation on a remote display;
and

if it is determined that the selected title contains instructions to activate analog
copy protection, blocking transmission of the media stream and causing a visual copy

protection alert to be displayed on the remote display.

2. A method according to Claim 1 wherein causing a visual copy protection alert to
be displayed on the remote display comprises transmitting an image of a text message

over the network for presentation on the remote display.

3. A method according to Claim 1 further comprising;

compiling a wide list of processes currently executed by the computer system; and
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digital network and a renote di splay, the conputer system conpri sing:
a first interface to the digital network; a second interface to a

| ocal display; and a processor operatively coupled to the first
interface and to the second interface, the processor configured to

sel ectively execute at | east one nmedia player application to render
digital nedia content on the | ocal display and obtained froma

digital versatil g, fiwifg (HMPde 1EDS RERCGESSRI 1|‘i§4 r&féﬂ%ceé%@?f:ﬁlﬂéﬁ'ﬂ?ﬁﬁ%&ed by

(i) capture at least a portion of the digital media content

render ed onthervempoteabysthinspidayotentially cauprisarg medie plepptappléditidigi t al

media content to a nmedia streamin a network-transmttable format,
(iii1) transmt the nedia streamover the network for presentation on
the renote di spl Aymethdd pecdelightonChén Shehdiein thd@etemdhiag Rbmypdses determining

application is accessing a copy protected digital nedia file stored,
on the DVD, VARer ?Pfﬁ BG5S riih SFH K T ig oG HediocPIeYer BPHGAioR Rgscssing

nedi a pl ayegqRRRbiksad iRRal Medf &iRa.Ng copy protected digital nedia
content; wherein the processor is configured to determ ne
whet her the nedia player application is accessing a copy protected

digital nedia file VD by par.si he DVD find. . .
i nformati ons'r egaJrX I ?1%8{ ?’? ﬁogésln%gﬁt(’g?ln%eg %}9%1‘%{'3 ntﬂ'? Eérr%,g Ct?%n%gg Se%fl}nr]]latmg
at | east onfroinithd eidedsethy labwheasipldyer pacdss caabl of bidessitfidigital @msdizAlhids.
by searching the selected title to determne if the selected title
contains instructions to activate anal og copy protection. 15. A

conput er sygtem AGHQHEH BEotAnEhRTRih? WHRFEA hed RErdNiRE %@ﬁﬁﬁseis fletermining
configured to block transm ssion of the nedia streamif the digital
medi a cont ewhich mreespies yo seled Sswg thyy wiredlish bpsedyas deagppl pashupanwhich, if any,
conpri ses L Qi I il . i | ayer
applicati o?]plg%%ls (E:igénr%agfe gilrr?fgl;ILJ iaértdg&%il{cflﬁgh}r%lx B%Fegmﬁ %%pgncé? ed content.

7. A method according to Claim 6 wherein the narrowing comprises determining

which processes to select from the wide list based at least in part upon which, if any,

process file names include the letter grouping “DVD”,

8. A method according to Claim 4 wherein the narrowing comprises determining
which processes to select from the wide list based at least in part upon which, if any,

processes are currently utilizing a module supportive of digital media playback.

9. A method according to Claim 8 wherein the narrowing comprises determining
which processes to select from the wide list based at least in part upon which, if any,

processes are currently utilizing at least one type of shared library.

10. A method according to Claim 1 wherein the determining further comprises:
establishing if the media player application is accessing a predetermined file type
supported by the media player application and containing digital rights management

(DRM) protected content; and
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blocking transmission of the media stream if the media player application is
accessing a predetermined file type supported by the media player application and

containing DRM-protected content.

11. A method according to Claim 10 wherein the media player application has an
application programming interface associated therewith, and wherein the establishing
comprises querying the application programming interface to determine if the media

player application is accessing a digital media file containing DRM-protected content.

12. A non-transitory computer-readable medium comprising instructions stored
thereon that are executable by a computer system to transmit digital media content over a
network to a remote display, wherein the instructions comprise a placeshifting program
application adapted to perform steps comprising;
capturing digital media content rendered on a local display associated with the
computer system by a media player application executed by the computer system, the
digital media content obtained from a digital versatile disc (DVD) and captured while
rendered on the local display;
converting the captured digital media content to a media stream in a network-
transmittable format;
transmitting the media stream over the network for presentation on the remote
display;
determining whether the media player application is accessing a copy protected
digital media file stored on the DVD, determining comprising;
parsing the DVD to find information regarding titles contained within the
DVD;
selecting at least one title based, at least in part, upon title duration; and
searching the selected title to determine if the selected title contains
instructions to activate analog copy protection; and
blocking transmission of the media stream if the selected title contains

instructions to activate copy protection.
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13. A non-transitory computer-readable medium according to Claim 12 wherein the
placeshifting program application is further adapted to block transmission of the media
stream if the digital media content currently accessed by media player application
comprises a digital media file supported by the media player application and containing

digital media rights protected content.

14. A computer system for placeshifting digital media content in conjunction with a
digital network and a remote display, the computer system comprising:

a first interface to the digital network;

a second interface to a local display; and

a processor operatively coupled to the first interface and to the second interface,
the processor configured to selectively execute at least one media player application to
render digital media content on the local display and obtamed from a digital versatile disc
(DVD), the processor further configured to: (i) capture at least a portion of the digital
media content while rendered on the local display, (ii) convert the captured digital media
content to a media stream in a network-transmittable format, (iii) transmit the media
stream over the network for presentation on the remote display, (iv) determine whether
the media player application is accessing a copy protected digital media file stored on the
DVD, and (v) block transmission of the media stream if the media player application is
accessing copy protected digital media content;

wherein the processor is configured to determine whether the media player
application is accessing a copy protected digital media file stored on the DVD by parsing
the DVD to find information regarding titles contained within the DVD; by selecting at
least one title based, at least in part, upon title duration; and by searching the selected title

to determine if the selected title contains instructions to activate analog copy protection.

15. A computer system according to Claim 14 wherein the processor is configured to
block transmission of the media stream if the digital media content currently accessed by
media player application comprises a digital media file supported by the media player

application and containing digital media rights protected content.
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