SYSTEMS AND METHODS FOR REMOTE STORAGE OF ELECTRONI C
DATA RELATED APPLI CATI ONS Thi s application clains
wW@ei0a0sL2y5 t o provi sional U. S. patent appli catiPe/US2006/036991
serial no. 60/719,869, filed on Septenber 23, 2005,
titled "Method for Renpte Storage of Electronic Data,’

ST OMEEROR SU SEAIE R WL honic b

i nvention rel ates gener al | y to conput er networKking

and, nore particul %% nmet hods for

renote storage of e ectronl C data GROUND OF THE

| NVENE #r@hNcafive cheesipriaity &t movisignag ek patemtiapplimetiog seénml hbie
60/?&{ §%9O£'ﬂeg§ﬁ g? gr%P?errré’l 1%0%? tit! e%iﬁgfe%g? ‘f(géiéaglg)? %tlorlaesbf ﬁggromc
Datagrtbd émtmeﬁwhlcbhamqon@raMh@mh batederadceon 1S i ncreasi ng

in demand by indi yj | s.angd, | s as their use

of and dependenceﬁgﬁﬁg@&lr uang I'ncr eases.

Ty pTl&airbsy,nﬂ‘lh&nﬁm’i tetuiks gaseallyf 10 rcoﬁplﬂéﬂ regvarkih@ aiy i oddiparticularly

nat i.o t oper ati ng

to 58P i R BoE R onte s S i< oh (o mmnage ¢ he

fl ow and | oad BAICKGROYUND OTFTIQEINVENQ‘IGNDF ed. In sone

cas ndar.d ext.ensi on e fil es. across
opef%ﬁl} ﬁ@? of SIOTiRREleefogIc B mﬁ fOHP gt %@Pve?téﬁlﬁ Bfog{pgs, video
filesautifoilss, atdl dther Ynetifa ff)luthé bﬁ%od’é&iﬂ a@@uﬁ hendte h@SssPEHaeint BRY
e stored Therefore uiring the use of dat abase
collaorafien 1s ficgsasipe gﬂpﬁ&mae%{ay qua1s A BusnsRiee 2% 51T pised PRG K

derRhdenapabdiibdiiofic delAan@éastNerypRABY GO HFRBINRED Qﬂ%tofnﬁ%mformatmn
managi ng files on a renote server is called

renw&%mvplgy aﬁatgblfl%}ron ofighs-pseine piienys Bg suternerd ey apalicatipg to

maN&leSheOMivghd lodd balahoRg 11O beifX §t608] BNSmb Cadel talldakE extensions
rotocol which allows users to collaborativel y edit

thaprignags fike acrpis operating fetes areyiser, Serajeyesy repictive infthedr ability to
furtht 1&1%th91%91'116§ loRYd ey ﬁje QoA ThErefold, ?e'%]gﬁﬁl(g Ql‘?esusg 'og %ﬁ&‘tﬁ@s and

forms, it islimtedinits ty t
SPGP’M mbcqtm%tommpwﬂtatf@ theslpplepfrcepabAdy. ver si on, share or

I
CO1BEL £G5S B Sl B oL § ARLELIRS A

WehBy . sWelrlaAlV wishdsgfor\ el Eiabased DistbusedrAvglroring gndh §ersioning". It is a
set o? gﬁéﬂs&ﬁ?%' tﬁ olgng ?‘fo@oc%i \Qfﬁ%g a%%?r% la)e{oll?&{réltﬁ;el e%tlle{l manage

st orage net € provi enmen
files pu remmie web senversn & hidmthisgagiladsi dor:st grouifle $thleg$qnfétﬁes‘ acgoss different

f, thes |ncI ude, FAT, . NTFS
OS a%fo%%ﬂt% ﬁ%ﬁ%ﬁg‘ s%@ Tt% edr?] thlg S 1kte AEn{BE mﬁ;( ﬁznl’chrogg;%,tvgmlon
shaWwd oellaﬁweaseethe&etm@dmmﬂaeg hedtangered ahid hmreﬁaﬁ@@mﬁms alis@\hot
n. a.,.r te stora Vi onnent alr e, .
B RTTiybaif LR oS BPARTGPAY BT Wer et FeFiSigpeniv o
dath heresla)manmih@rsmfem g)tﬁgtfstoea@ oBHIINRY pedvidetilby HHYVENGafdement

o) sent nvent.l on provi de st ens
syscFﬁ;ilH; agé{tre targntfcapa f ‘rixe spemfllc operating systgm \éome o% élese include

FAT, NTFS, Apple Extended File System, and the Unix File System. While these methods

of electronic file management may be used in a remote storage environment, they are strictly

limited to storage with other computers on the same operating systems.
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storage of electronic data. One enbodi nent of the

present invention conprises a systemof a client, a
wowed®7588295 ces devi ce, a database, and a |i st enP€T/US2006/036991

devi ce, each connected to a network. A client may want

to store files renotely. To store files renotely, the

client may communicate with the web services device,

whi ch nay be a conputer server connected to a

dat abase. The da3EMAEARWOF FEIEMNNENTIONr mat i on

r el é{'ﬁggdl{?%ntg Pﬁhg EIlege%t {; gg'fﬁfoﬁ lpyoﬁ&e%gﬁgnéjeﬂldtnt;@hdd's 949865t

device ner device may a conputer server
smmgthfdmsmomage devi ce. Because the database mai ntains

| nf 8h ngnf)(%n mén% ?{P?gretse% Enhzgnt{ %@&gh%/es %%fscce%g 01]E 4 él%ﬁt a Web

client&é &an é Si various aétion
serainesf delvies, aaimhbaher gritadisieasr, desmc,rea@lscomwjadrtg a aetsyogh ak plmfglt may

h f
LN TR e e

web Bertnhes dlervﬁ:b,emlﬁch mwhbecdhcdnsputen séresr chmrecteth @ cdatabate. Thienlggbase

no iles,ar
maf gtan o raoh e M b e R R Be B Revice, e
hstemerldedce/mdwwaamqm&tr sagerwﬂﬁmage/&esme. since files may
enot e tored .n.a.centr cati.on, ]

ool PaTBiid aRe GnRid o s O ottt fes
chefﬂtnéo @g thsk@atiid ezfs;ly parfaidiativeywtiodseatildsene Elrﬁfﬂones such as

enbodi t present, i nventjon.is that t si.ze
COPYHRE a&ﬁgﬁﬁtngalﬁena af%?S? BarAY T dlactensrgy @e{}@m?é@a the
datdbiRe WitBoRacR sl D ERE of ﬂfémsteﬁérn@hlbm fsansttoaRe sIRhAtSING

to a file sinplifies and exp edites communications

clignéy ey ?ﬂj kpeyw ﬂlﬂ% ﬂﬁm flespye ?’wlleéw%ﬂ.‘/»ﬁb@wsfﬁ@ﬁa fots sgoure and less

defeBi&f SATINIGRT bRMutRE 9RER| NisSinde fIBSHhY be RMotely stored in a
enbodi nent of the present i nventi on provi des

Celﬁ@mﬁm@e@ll@@rm@wn Apfsraneclisntsipadhe s3we ddnsas eagieni t al

as SAﬁtaaémﬁna@ Feg{u% oflaft @hﬂ@dlﬁ@ﬂ%ﬁﬂ%ﬁﬁes\%ttlﬂvehﬁm that the size and
tel ecommuni cation data transfer rates by allow ng such

amgutof defa rdating tue Elegnasths reduced. | Hiegwserad 4 dﬁﬁbawmagﬁé&t
iantfmaﬁiBg gﬁﬁg% yﬁfétsnﬂghﬂaeg g?cg r@aﬁ Ecérﬁ%ﬁrﬂ&e{tﬁﬁs fé%Hé {SES fifk over

or ‘recel ving roma client,
lovg prghizigh bandpyidtls fetegonmfricationipaioqods. atsi aerSUﬂtoaDattmbOémnt ofbe

prefsérlt %v%ﬁtgo %O\I/'ﬁé%%hva%ﬂgesat%tulsé}g of Jgﬁlegﬁ?rgeb, &{Ségs%h LS z%{aget?sglstants

conpri ses ‘accessing 4 record in a
and/ewlgptop n01p1a1t¢rs with idveer tabdcommamiceimn datedransferrage be rlbdwingigpch

us%@&hager aéc%s ep#%oﬁgﬁlo he record or to mani pulate a

5red on a ast’ one separate processor based
on ©Oheaspettiofnne édebatdimenh ef therbesknramentioo vpmpriesa upthat iforg
recltelg/‘i%n raes%%lra fgcg ! i gﬁent,?t}ﬁe %Enaéff er ng ;i lgx%rma f(’)%%lgtpngttg gt 1get1st one file
and atrtpast eve-actad difleemivedimem f{ighe Iaomgmseﬁ adce g lmbce)rd ﬂlradiambase

BTG R AL RERLAS o) ORI 5598 % o

recertbado MRRipulate afie bioded atihst b depmﬁe pﬁfces@@ﬁ‘baﬁ@l dnhie action.
venti o but togg |de ne e le to

Negh &beregfhgﬁﬁ?%coe%s Sat SR Er At Py B BBk ARHE bessd g the at

leadil G0 UsEAM Th Bdille eQB&(ﬂinleﬁQa ERgSutdrRédddle m3Mdmf(sUchR8 for example

description of the invention is provided there.
random access memory or a computer disk) comprises code for carrying out such a method.
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Advant ages offered by the various enbodi nents of the

present invention nmay be further understood by
wex@miosi2ny t his specification. Fl GURES These apir/vs1ves/036991

features, aspects, and advantages of the present

inventi on are better understood when the follow ng

1ﬁﬁlsu@8§ %ﬁ‘tg&ﬂn%t is%nvé\gxﬁ&%d%{ 43 lﬁlﬁ{ &rdgﬁﬁeethg ﬁlvgllﬁﬁm but to

cco mpanyi ng erein. Figure I 1s a

proxddeatgteewmmplom aid uaciﬁrstzmdmgtth%mfv Hlugtmative @mheﬁtnemé ﬁfe dlscussed in
5y [ S&3RAkhere.

o DERURTBSh R0 SRR, B A

Admﬁ@gﬂitffef@lrbyﬁh@mumnlwdnmw@tﬂwt meseehm‘te@tlyn wppbefugther
of the present invention;

und?rﬁtﬁﬁil éy §Xaln§1m§g1ta]ls %ﬁﬁcattlol 1lustrating a process for

transmtting a request tBPIGERBSely store a file in one

fe Fgl%g#ne tolt}}%F f?tg{slicegt a[spleé:‘tas arﬁf gi\égnr%%gle?(gf the E%geln\‘tjmﬁleﬂti%n%re better
undéRRYe Siheh therfellvante BethilddeDdserippios isribditimefiirerct td the

resentéllgnventl n,. and Figure 5 is a flowchart
accoPPARINE LT HYSSa VB 6Cess for receiving a request to

shaigura 1 64 4 ©16¢10diygram siengaritiditraeing ervirotrhent forémpletmentation
i nventi.on. TAlI LED .DESCRI PTI ON Enbodi nents of the
of o g@BP{imie SR eI syst ens and et hods f or

r emfge U904 AGRcHaf ilflseainpAprécesibBrecdifiy @ rajuest Mileinofelyestore a
enbodi nents of the present. invention, sone of which

file & eneraalodimeaof B¢ BheRent SRS of i ntroducti on and

exafpiie 3 iPNRowdHakSisRitingQ ReRedonBismafing hRqpdsemathotely
i nvention provides a nethod for a client device to

Storleérﬁi? 81 qre sphpaimgniral the rggsenf yestiher device. In one

g&refaﬁé a ﬂé‘w&ﬁﬁﬁn&ﬂa{@zﬂ Iﬂ&:e'?}b fol 188Ying @ Yd@Bst WeRhEmd Hfile in
rerm store a file on | i stener device. The file

Onelm}boléénenﬁ of the rigsrst ’@Vefﬁlo’ﬁppﬁnéads heet file stored on a
cli lﬁgﬁre dgyi é ﬁ@w&aﬂ@lﬁlgtrgt{ﬂgvaepro&&efoy?e%élvﬁ@){ réielit G HRrd &

tore th e renotely by dragging a file
d1refctcmmnaom;| elrr@ndlmﬁemfé@ IEeSG@stYe@boﬁ nto a renote storage

appl i cation. Next ,Dbliﬁgliﬁﬁqﬁ%@kﬁfﬁgﬁ appl i cation on

the client device sends a request to a web services
devEmbqdimeuts cfthé prgsenhiavention preyiste syemsand gnatladp fox|rgmote

storsagg oF el&txfoh c%agln CIJB mﬁ%ﬂ&ﬂg%ﬁé& %elg Ell,eché gﬂ%@fnvgﬂ%%n some of

rrse a Ssig ylnc I nf mat i on
whgatataateembbg herhi. Blyiventof iheroilession budiexatipls, 6id iustistivh as

em% CF eferlltl of i arrgsbnt i\ Vlegtlcln \P(fgxtlhe%g rf?&hgmr {:ﬁeﬁp&evgc%\fé féﬁioteﬁ\? Hore a

Si%Z e I ces ana he user
ﬁler@mlmdnprdfmbedet erm nes t hat the action is acceptable.

\ig;{nh 21% %ﬁé‘%ﬁlfltétp g 88\%? g%e%a rn\éiacc‘fig'nt%g\\/iicec\%an% rgrgstgfyryto?ee afileona
listener device. The file may be, for example, a spreadsheet file stored on a client device’s
hard drive. The user may indicate it wants to store this file remotely by dragging a file from a
client device’s desktop into a remote storage application.

Next, the remote storage application on the client device sends a request to a web
services device, indicating that the user wants to remotely store a file on a listener device.
The request may comprise a signal, which may include information gathered by the client

device about the file, such as the file name, file location on the client device, and file size.
3
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client device sending the request has the right

account privileges to store files renotely. The web
W@ 007088235 devi ce then creates a partial recor dPCTUS2006/036991

dat abase for the file. The partial identifier may

include information such as the file name and the file

si e i;al. IS LIRC lete i nce so Lo

i e o ey aBiod RO sk ERTROE b o8RG R g e
accpptable. Eoransppicedhe Wetesenwidss Sevicd maysdetiemieevticdeeihe @seran the

- L fLer ner t dat abas and, sends th
i SRS P80 M BLA0R B PR BES rn
t hehhepadkagess tdbdcd thérecrédie aypagial wantisn & datal@sofoe kh¢ file. The

ore..on the. |istener device. Packagin e file de .
parfBARE b oeh8d FRERa G Ui AR GHPREnd F gl s 3B R
recaidiiemtomplviecendeasmp infdagech dtbet the file does i@ BRIEICEch 3¢ BFwRit is
enCth(taeclient devi ce sends the web services device a

SP§Sal . The signal may include i nformation about the
packegesh seitics dowedre@dveb bisidp@erten g@dra3d 448, théfdatAse, and sends
h qftbéi%atl%ﬁ thL the file is ready to be renotely
the Iegpfiey 1 Fhechigntideesner device. The client device then
senms olie AgMiat thed phditBecdelR FHOMY R SvalRYb Ebndidhbtote the
te transfer is_beginning, and the client device

..re :
hst?i’ég?%cet GOt Agme s le REdperEipaigR e IRTPSing gne FSTYHUSE Bisdile. Once
the IRt @Svicd e PadkdBed tBEHL €0 FhRRSf Qbre) the SIRNMPHELR seddd®he web
client, device signals the web services device that the
seryipgsgleyige g fenalel el simghiery adydedalogngiionrboytitheparkaged file, such as
its ¢ R ge@ Biz6,-anll B nSOMRLEMRNGhIEIR Sreadyts bH $&Fot¥, blorda®h Y 1kener
certain actions on a file or a directory ih the client
dm%ﬁplipation, whi ch only causes a database record of
t herfel dintld@vile iR SRR si g td e @v@l?sefrblkﬁ detzi%glch];t hé MRt
in storage on the |istener device wthout belng
trangfes sdseiningyadphedienfdevioe begirstto taesfar te nadicge@ ity fhg liatener
sortde] p . . oAt i P o
o) gl B s R, 19100 2L e RELEF 0,
devicgrthat the fd¢ isemtthellésiineedevise piabthe file idavadlbllse i s accessed
an N A odi_nent s, .. .
2 a2 L LSRR TR B
the chent apppligativms whith byly sashs aidgrbageotcad st the it tb bk epdated, while the
l. ' | i stener device.repni.ns stati in th
file (SN} b, b ik R0y LT BLRncEtsfia FeapyPles Ssuch
actichest intladeerehamis; o ifite, shatiog aréite] dupliaktingta fils @ délefigSa file. Such

e di men of the present. i nventi on.praqvide f ast.er,
emEERSELTER, & g Dl ERSP Py St R, S fuak
accesstacetidnenths listensd dédce Th esshdiaaboBlirhéhts)Bilke: R rEhbily stored on

erations, such as.renanng, .sharing, duplicating and
the HEFISE IRECSlh AORREPF A R GBI ol P prtion Ghtedencr
devBt aeridfs S3tRt Rithdlesenddanch Sehekibragsdévidependent of the
client device's operatin s¥,st em giving enterprises
mor® {HHEeR; afﬂ%&ﬁ@ﬁ%st&ﬁeilﬁ%@ PR ARAUE USST Gleafanbadimsats of the
pregéhf ih@ngioh ploideQrfifer, Mbis Gecutd pfoBEPloSeRbiR kRBGe SYFHEM

d%scr i bed herein rm%/ be utilized across various
embodiments tend to allow users fo make many file operations, such as renaming, sharing,

duplicating and deleting and sharing more efficiently.
The remote storage system described herein is independent of the client device’s

operating system, giving enterprises more flexibility to utilize remote storage across different
4
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enterprises, wth users |ocated around the world. This
introduction is given to introduce the reader to the
w@enensd27subj ect matter of the application. ByPCDUS®AsIE36991
is the invention limted to such subject matter.
Illustrative enbodi nents are descri bed bel ow. System
plat ox%li]sl t elso, Ltll{eelfe Va{e s%lfls 3 s%em ngcrtlbed%Cr%gar da € utvﬁzeg] across v%nous
present rnven e construc eferring now
enteipeisady &ith ngss lbcataﬂmmmdlt]nd«eorm.mer als indicate like

| ts t h haut th
o1 ole° AR Sty et vt FUBS Bt SR bd of e
apﬂali’mﬂlmraimMS of thoheerrioh Gahitekdtsucd subjeet pates eltustrative

ention tem 100 shown in Figure 1 conprises
“% %‘T@ﬁﬁm&55”§@§%%% Win comunication with a web
servi ces device 104 aﬁgyanfwggﬁaah;deV|ce 110 over a
net wor. k 108 In one. e i t he netmorkb108 shown
n%o PILQUS SYSIFRS ngeeardazpe W glg RESSH PR’GTH@ CERTTCEd:
Reﬂa@nﬁgrﬁof\a&atﬁ&ﬁe drawing§ a Wlﬁélﬁlﬁ(ehﬁhl‘é@[slﬁn&lba‘fé\ﬂlke deh&ltephapkout the
network, or a conbination of suitaple networks. The

several Hggregy ElguEe! 1peblogkitkiagganshowing and Lusiayy eV ronmeph 7t he

impleBbRRE FRUE 6:8bJdhHeATRY the PRESE tnviRidAS N E}kstelapldd"@h@\k‘ﬂ bh
wired, wireless, or optical connections. The we

Figyge | pouangisgren flicat qetyzpeﬂgZ Bl commupicalitnibh & web éfﬁVWStcﬁVlﬁe 104 and

a 1@@5@}@%& ilﬂﬁoveﬂ h&%ﬂﬂ 0BT BHR etbbdflHIBS B oYk Posiinbh e
ciient device 102, web services device 104, database

cornpidseq g Infempte e ngisxaile E0STMAY comprienangaitanshie LokaltAvea Network

(L}?l;\]ﬁ %Qél&pﬂoﬁé/ ﬁ&&/bﬂ@ 01‘/‘.4 éolmb'i Hbl?@ii sluifaﬂlé]ﬁét%gﬁ(s anPé ﬁfeﬂ‘é de(z%ée 102,
0 I'l ent devi ce$ may i nclude a plura

thevmb_ sseiogh d@sceoﬂé)macé ﬁieimner da‘tleﬂoblé)elsaylf@’en%m@ net\mﬂe h@ through

wi%gxx%lgﬁ% i I%Q)pt\}\z\’{% p%rﬁlg&}{)'ng eﬁle%‘ﬁ Kictd ée\/ﬂ{%q 014 e

are de |cte as sl ngl e conput er

kmmymnhﬁmmwm%@Q%wmﬂpubnﬁnted as a netmork of conputer

pr O%‘ene 3" BITE, ?%&J@%S only EY\EH%I lt ge%?ce(jl%? %Sselocéles a?vwe 104,

lis erver
dataetsevbdkead [cenputeeice 100, antibsdipenoéths (presblﬁsimdn’dﬁwmegqlcally

| t f t [ . ient . .
i P oL R ey s RS By S Sy o B coviee
10¢Iﬁmbaﬁﬂ1MiaﬁEﬂenmﬁEw&&alprocessor 128 can be any of a
f bed .
Ul B aLs 04 PO TR e borat] Bhagr LR ee
colapwteitsystéiak, inhay bl ijpRAGBNID LT Wdorkor pangitdrgfocssors. Examples of
cessors may Jinclude a

chau g5 gych
welte i e bies 4 il bskisr e ighng 08 o e REE e RS
netMoB&a AP Sict, ef:&tu@{q)mdagsofrsaée@@evﬁdas GQAIBHTIA L FbésUT sWitdnlk and
conmput er - r eadabl e nedi a, which stores
devices.

Client device processor 112, web services device processor 116, and listener device
processor 128 can be any of a number of computer processors, as described below, such as
processors from Intel Corporation of Santa Clara, California and Motorola Corporation of
Schaumburg, Illinois.

Such processors may include a microprocessor, an ASIC, and state machines. Such
processors include, or may be in communication with computer-readable media, which stores

program code or instructions that, when executed by the processor, cause the processor to
5
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program code or instructions that, when executed by
the processor, cause the processor toperform actions.
wEndvoaissrent s of conput er-readabl e nmedi a i ncl udeCT/081006/036991
are not limted to, an electronic, optical, magnetic,
or other storage or transm ssion device capable of
pel? rrglvacﬁbﬁ] g\%%@g&%%gt% 2F c?rﬁpul%er-rea%slélF mreg{é dnqgllld%sﬁ{t afe not Pm1ted 1o,
an elagtanies bptm:n]s magiketieyor @ﬂmmﬁbmge af traasmﬂsa&sxi deviredhable of providing

i ncl ude are not di sk
« PRt BGREET b 2ol el A §2o Rt st ar
insA&tions. a0 herdkhgple €olf sprtﬂﬂeﬁlsma inclyde,i thddre nmdumtedrta,ganmippy disk,

t ia, or.any other u
ol BRfL TR Sragbiicifi RhmShudtp. ROBE R AT b, Pt @
proé¢édsbrobisticall thélia, inigidic @dpe Gl biediry o€l autiable Mdivan i which a
transmt or carry. gram ode or | StrUCtlonS to a
cOnRR eS0T 1O R R B\ED: PP TS - Sadabe

meBRINEHansiBf 01002l rdgh-2M SeHeos idftudliodd ©8 PBmpeiea rimﬂldmglmbﬂter
wi red and MAY;JGSS The instructions na npris

Prif DO AR e BB iR FAREHI Rt B ﬁ’ﬁ%l %ﬂﬁwaaévlreless
Thé BEdritioROmasf &ﬁnﬁﬁ%@ﬂﬂakﬁm Sede ﬁﬁlﬁaanﬁaml?ﬂt&%b grBadiify language,
er |

Java, Python, and JavasScri houl d_be_ not ed
incfuding, for 8x45HRks Enfrivie YiTughBatisy | %rﬁyﬁh@ef’eg& andlpya$eaiph ng
a  ditfshER nodddGhit HRGIrse St iAot AEY coMlirkb sﬂls%‘en%hﬂ la Rlifferent
Figure 1. For exanple, in sone _systens according F
arc{lﬁ@um Baethet vhighissheow indigup 4s Borgedinple. ipeemasystsans according to
the 5& ! 1@&%?1’{1611" JATEERE YevickS06 HiA be X&‘Iteﬁfﬁd]ﬂ? Qneﬁ{b?}y\@lg nl“he system
gure I's merely illustrative, and Is used t Ip
lo%s&plwaum Flgh@ liip mezetly dlustiasivepsd ismsedn d!lelpreaplemstbﬁsﬂlustrahve
sys?én%%&{ggfo@eéé%' AWussth bR, Devices In some embodinments, a
user y Interact wwth client device 102 to create,
access or nan|pulate fi Céent Deuicks as creating video
fil
abl gl ! 0 S gg@ aSLB reﬁ%ﬁxp%f} ct\th gl%e‘n a-egfﬁctel'i g{ilol &ggé‘teiggcess or
mafipultecidss suchleg sreatem@)ﬁl@tom uletﬂltmg kreeacdbhe@hiﬁled eltiegmenmeay be
t I
ablg (?0 591@ rf’gc% l(?cgll gn fhe Qﬁén\@ﬁé\‘}ggeslogoﬁ'ﬁec e?sjﬁ?gle%%tgfstoz%gqhe client
\E«Eamw mmﬁecwldltemhetd/erh de sdm@embnciinghes, theiclibrguevice is not always
cmnwde%ﬁ OFersonal conputers, digital assistants,
Cike d tal assistants, cellular phones, mobi | e
phoEmnplesnﬁ tlenp Bones],02 dﬂxogidea\krit}toablilﬁttaionl Bdpdoapl computers, digital

uters rnet ap i nces, ang. ot her .
o Rt Bl B Ba I R Bine RIS BAOEES. e phpe, diital
tablds) 1y compasiy, li‘atétﬁeﬁbéﬁlaﬁc)é@,&n@f)thBK@@@Sﬁ)@-ﬂ)asbaﬂeﬁces In general,
hat .is connected to the rk_ 108

| at,f ar and
a iyt n@?a’a@em RIGHE e o BrogesS; aﬁ lgtfmhay d coppected to
thedeewdik il €8) bndiBt i6@rad Avithdshe 6OMbRI PpldcafsOFREaNE. 112
cou%L q to a coqguter readabl e nedi um_. such as neno
114 T heglieiflevige | Peen pontaReyPressecal & GHPISHIP oframaier rf*@dable

me8Sd, SiBhGR BRRLE 01, SWRRIYIcH 0BmBF IERS oiPiny operatm system
br owser - enabl €d application, such as M crosoft %

capapl¢ b SPPIting p bravsgsor breveseepadled aprlisriion, 1ush 2 MlCIP%ﬂf@
WIRAGHIRY &b LifP &fhs QR dEAFPIR8E, f&’&ﬁ%lbﬁ%e?sonal computer executing a

browser application program such as Microsoft Corporation’s Internet Explorer™, Netscape

Communication Corporation’s Netscape Navigator™, Mozilla Organization’s Firefox, Apple
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browser application program such as M crosoft

Corporation's Internet Explorer(tm, Netscape
w@oomass2cat i on Cor poration's Net scape Navi gat oPCT/I$2006/036991

Mozilla Organi zation's Firefox, AppleConputer, Inc.'s

Safari (tm, QOera Software's Opera Wb Browser, and

| .
bR SRUARE CBLALIFE RISy WIE B G0 LS, A3Re i
Bnmwefiles stored locally and renotely. In sone
c{f%ﬂlttdséw%? Hﬁzgmz%yutr % lth%?rgnclggﬁalg)g g) Hsé £ | nu Fs)}cu%% [%CEJE%F%%D files

stolfed Ilm],ly amdeldetlebft il g)nﬁei énﬂis)dlrﬂ'd']ﬁ edchétlntct1d1&\malﬁdek®ﬁing‘lﬂks

al. so have the functi to_.pe rn1var act.i o )
ron iR PR ettt B Hilthe Sy Bl BB cofe® Rvice
1020iesibokdve she fﬁlﬁbﬂbﬂlemlgy ﬁlpkﬁﬁlg@ffarﬁﬁs adihuﬂi d)rﬁﬁi)ebtgges Such functions
directories, t.in i rectorj es. odi
may HE R Sl POyt e et Rk s Earrey b eing
dirqe@dries. OFmBodi@BMLIbRhe ﬂaaadidnan@lo@ thelcn&dt Abvied] 2Mndye acﬂaktﬁﬂfh
device. . In anotgﬁr enb nt the functigpality |

congpaier 2gpliczies e, oa HiAce et TP op crtogcas U functionslity

is paR P 8 brovaeCassledarpyicdtiog, @151'1 8tn AHEM1, GEclBH BYER cBnt device
I nternet connection. I.n sone enbodi nents of the

through ap drterRet caReriiaint  devi ce 102 has the functionality

[ 0 MGERE SmBodimbis O thélinvBR/IcA! ¥cliehOdevRY A0PhA thd Actfhh@ o
device 102 may access a file to see how large a file

accetirfde opdiresione dive xmple, ﬂse clippi dgrige Hrmekacaess a filg tasee how

largel d BB EhAGMYBmEGR TRYs. TR A& e&&nﬁl@ 8hd MBS Y réfjuest
directory. "I n _some enbodi nents these actions only

to septhsicorteita pi editestonsn Ip emeapbadimente higsedetions entyguvadveorequests
to tfl@@reg ?érﬁpé@.%wg@ f4 38 %e%ta‘%ﬁste 1'0 (ﬁli V& n@téﬁ@cﬁv%' 48es 1H§ the files

| es renotel stored on t I'I'stener device 11
mng@ﬁ%“@ﬁﬁ@dﬂwﬂﬁﬁsﬂdePhéN]nventlon a client deV|ce 102

h aSyy sGﬁle efﬁg&ﬁ 9!)1* thé/ nthnt?)H dA J:lfeﬂ{ C%VICL: llS’ZQ‘ ?a%qg%fgflcuaon?llny éo

di rectories. evice requests
duribieatd dﬁﬂ.ﬁsmn@dleqsttormh eWheba slent deves refpeits hatlOle i gmhcated the

fi th b d t
Wel% %e%g%f%}uﬁgﬁ%ﬂﬁigﬁtr%%?% {ﬂe\{/ Hie rececm#j mftﬁl c?%ﬁ)’ase H%lfggﬁanlgl thd
mfguehomfiom tieadigmehfile’stréverd | Ilnesmdzh aiaeemboém&nr dﬂpwhsmt dedce’s

dupl i cat. |nvoIv ccessin
reafttP o GBfchucy f Ser 0P a1 Byt A SR AU Ratn st 1 oo
i nviarkbine nmb@dmbntemﬂthejmveman,lé)alehmevich @071 huzahe fonelondilyty to
o.share.fil nd dir 0 xanpl
shate R St iracs, B0 et o iR sl i JoB SRRt wvices
devida4i 0 Go ke fle Evdﬂabla\f@:l dodBloadihg by d @Mzﬁh@adahﬂ@vtb)é 1@2 In some
(fond g%bint deVIf 102. In s nbodi nent s,
emBigRis B 05 [ OHaErs T hRen Ba e Ba0" it pwatit
of files $hRk ?lu@ah@}} cRlek El¥en®evidek €BoMhdidhcd R dhead deliie 062 may send a
ot her_client .devices, For |nstance, ‘the client device

reqyesbtohg Weksravices devierel4 tp grakpa difpatori af et aeilaly todownined by a

groti of'®K& cBedlide@gdsory of files available to downl oad by
a roup of other client devices. In sone enbodi nents

semp ARRBeipEHS offhe nventioncrelicatdeyive 1fhlasthpefunctionality to
unsilbi@q;lés%? lrédidtiel OFor example, a client device 102 may send a request to a web

services device 104 to make a previously available file unavailable for downloading by any

other client devices. As another example, a client device 102 may send a request to a web
7
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unshare files or directories. For exanple, a client

device 102 may send a request to a web services device
wae7oss2make a previously available file unavaPCHOE®06/036991

for downl oadi ng by any other client devices. As

another exanple, a client device 102 may send a

Seryi ces de 04
ser&w? X CF%F ;}84 r}l\é\ff% ] (ylfeﬁ or;gj 8ﬂ¥ ? t}l néenntseonqstan ent1re %Hectory
unahilebdd oregrialnases. | abl e to certain users Wb SerV|ces
Device I n sone enbodi t he i nvention, a web
servi ces device 104 fgggsawﬁ?% Vit er acti on between a

gliEﬂbnﬁ&Mﬁﬁﬁnﬁﬂﬁoﬂmdhﬁmﬂm&@?aﬁﬁséﬁﬂhsdEhgeWmhkﬁﬁﬁﬂxces

evj c recei s from t devi

int 18 Do TAER oot SV ieriOp Gt ol lis. (i ueb fvices defhoe may

recélivé @ghestd B6m cliC evadeh touisre QRarfipul@s, sharél oddelere Ewsloeﬂlréb&Shes.
be acconp |shed by updat j ng records in the dat ge,

SuchpsfigapToflcsa e t?fgestcﬁ% bq RPREP kR edbY WBHTE 85 S&@ ©

datblifsé Ci@stea&ow&es%&g\tﬁecfﬂés SeVicaRelddageaRvic@nt ai n a
processor 116 coupled to a conputer readable nedi um

suc SERIFST Jeviced 04 faee PROeGHri S ERPEPPT # s,
A v Jeviced 04 sHc R 11 @ eupled 5e # EQPRRUST
read @SR, SicHIeheRb:9A88S Phe théBory iR Ipﬁéeg BAicRERAC L8804 a

120 can rocess reguests fromthe client device 102
sigiH @r@wﬁamp ride sigaa) Propogyorc Bsen B§ess 1qspesty fom %&éerft@rsvwe
108 efdrersnggi Ig}te%egéé& g?o J;dgfﬂrrﬁée‘ss% rtggrwc%delg& d«%&ggﬁggﬁlch mister-ler
dederbdditereeress in pidler Wistpreadr rpirisveibs bife. 12 eommgmbgdineents, the signal

r

o QB 5% b A Bk PSS WHBAESSphfpaes
filelr@@ord A 22 gongd i thgldatabasa 106 preto mapiputiteoniila stoiedtogadistener device

1 16j eXitl?o% %giglsiir?’:t‘e& zﬂoa%%lé ﬂrk%@%go[r aL& Q@gpl%césk&%ﬁ mag compnse a
comtmnhjmmatf isegrad ﬁofsfemepragrame ﬁnddarlarwam@crcmﬁguramvls or
har ?ﬁvawe ge%ces %uxgiget ing 1§ ﬁl (‘TOHlénuanClatl 1) Wl\l.h ;&Bgéat A (1:@6 ]Igéome

is in conmuni cati on w
embodiodntyphd web $eh\ecaa,{elbv1@eemm o@ﬁfsmnhwatee e) tmeaatmmmm disect

atab via,a.direc
i el SHRCTRE o et S BPiebirbe VG B8 YR o
coﬁemnmaeﬂﬁ4MﬁmmmumH®aWEﬂh¢nnﬁhﬁ database 106 via the
Int net i ent

ev'ce 102. L
& b o il 8 P g Stireol Qe ¢ feBtss! Bt Eeb Sioep gpvice 104
forgﬂﬂ‘oﬁﬁxfimn r%lﬁltlﬂ'gﬁb atﬁlld’@orlt:@o@thfe Ih'st@néitd@ﬁeﬁl 10ntht kigndl ipsdcesser 120
evice 11 the si.gna r ssor 1 nma execut
mﬂé{ﬁé?fyt%ag%ewsftgae%ﬁbg%s 1 Hpﬁﬁ@%egt 1064 %e 51@%1 PIYFFEsg Gﬁ@ﬁn
retin® 658 oM thfhtdthe kst isclidatavice om.t he dat abase
query to the client device 102. Database Dat abase

devi ce 106 contains a conpB@t?8#er eadabl e medi um st or age

devipgRbast WeNcAM 6 ohREL Et:blﬁp&ér 1eRfab1e MedRiSdors eQ{eage such as a
devi ce, on which are stored tables 122-126. The

magastis s 9Bt b Jisl Borrerpdavice Qruwhich ag stor ddtilssd 28 AGg Bheedtabase
dew¥S R hcIfdE 438 stoRemSXa3Eh&lt sy stem> QEds VIR OraE®, SQLServer, or

MySQL relational data store management systems, which allows the database device 106 to

provide data in response to queries.
In some embodiments of the invention, the database 106 comprises a collection of

records associated with a plurality of files. In an embodiment, some database records are
8
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MySQL rel ational data store managenent systens, which
al l ows the database device 106 to provide data in
WO e®poOsRES t 0 queries. I n some enbodi ments of tPET/US2006/036991
i nvention, the database 106 conprises a collection of
records associated with a plurality of files. In an
poi%{é?sotg },s?é%ﬁflc’ loga?iggs %1 asbo?ﬁﬁe fis e%grréi Yicdh %).Ofnns&%g gmggdiments, the
specific Tocations o iTes on e I'istener device
recddid in thp dstobase édbodemenitsl, t he records in the database
106 are encrypted. ListEner vice In sone
enbodi ments, a |istener T8 &&E"f50 may be a server
St oI soghe@nodinehis) a/listdnetiderice 10 inag e b Bereercedsringal plurality of

| ocati.on, distinct fro he | qcat.ion.of cl]ient device
st § iR portodfos e R it e d bR i Glen(iERL o2 HeSR
stoldgs beh@kedd @Y ke of &He livRndralevitd aathe dadijtatad VD wek Eariic®device

devjc 04 d_a dat ahase 106, I n sone enbodi neENt.S, .
10{1 H@ ac%‘.tﬂ B¥ft I%a #asom&a&&oﬁwntﬁf the, coqteiRAng SIHve g’ga iiﬁ?l“er device
ma@Bhly He&nkWatha dMaRsddicabase 106. The |istener device

110_conpri ses.a processor 128 couE%ed to a conputer

rea RO VéFg‘je”Bé?}P%g?S I PROFeSsY | Wdi‘%?mfwt%rd?ﬁéiable

stofiFD Q6HiEE Bich as ilt@roEPTPU e fonfLasalInfntt i 388pHEMELBDIE 3Rdrage
he a magnetic or optical disk. In sone enbodinents,

deyigfecanibp @ dnagheficey opirat figk-nenory 130 are conpressed and

en Cfrb/d%hx%@mb'gﬁi%]eﬁﬁs! @S ikt dbRE of @hérﬁ&n&@ T8 Yre %&Qpﬂg?s\éd M0
be obfuscated, such that the files are

endryteshyFhstiilerstaredon e ansyronelA0ceyi hatabfuseatedgsich o files arc
inclgﬁj?}@h&fsf’ol«gﬁva!n ﬁe\ﬁ%&o@g@i%tﬁp%@se@ﬁ&s%v%g %4 and database device

ustrative t Renot e Storage o ectroni c
10@ata Figure 2 is a flowhart illustrating a process

for recei Ylkﬂg'aﬁve;ﬁgﬁgtﬁto{ k@m%&'ﬁﬁ%;@%&’ of 190 fon 5%‘11 ein
one enbodi nent of the present 1 nvéntion. fn t he
enbbigireeis adlopwkart illhwratieda gioeass fe secdivigaae @4t to eanesitelp store a

ﬁletalﬁé'ng Flﬂ{)ocfu% t%%%k%%ﬁtﬁrg{?ﬁtl& gﬁ gl%f@%ihgé?{ sh%ﬁ‘}ﬁ?é §eb services

I ent device sen ornat’t ed
devies HHgecetwee p sighd td renmetalestoiendile 204, Myr tiratpld, He ctibintaavice 102
' [ or ' i Th .

maSUEETEO Borh oG b R et b80ira 8 ppe Pt agvice
wasgtgdhreamtdly stosi anddemrfde. | Teabdsenge oy talye ilude idfoleviba ehout the
ﬁkjgﬁmgga %ervi 8%fdeVi§Sc§g§dRpen checks to see if the

r &rore 'SP AYe ?5@%8@ i c%éﬁ?able 204. For exanpl e,

a r ¢hotveb strdcagevicetpdabdn dmykshe seadtibp tentitestbrhgd lgueseib

ser Vi evice 104 determ nes the user account, ha )
o3RO, P Rorera reok clsmass b Syl P e R AP Peth O Sysorvices
devitsitaNRterdids ©e udek Qecolufit Habenou GBIl Ra18d GEAGErafLQRSd the Sile on a
i not acceptable, the web services device 104 transmts
istgngr deYigh Hl0pssage 206. In one enbodinent, the failure

Me'S Fakkere BN dr8RSre MRstQ Bt hc@Biable] tBe ¥eb services device 104 transmits
a failure message 206. In one embodiment, the failure message comprises an email sent to a
user, requesting the user to take an action to be able to remotely store the file, such as
upgrading the user’s storage account or deleting files. In another embodiment, the failure
message may cause an application on the client device 102 to display an error message.
If the remote storage request is acceptable, the web services device 104 accesses the

database 106 and creates a partial record of the file 208. In some embodiments, the record is
9
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user, requesting the user to take an action to be able
to renptely store the file, such as upgrading the
W@ 3@r/038233 or age account or deleting files. |n BCOUN®NG/036991
enbodi nent, the failure nmessage may cause an
application on the client device 102 to display an
[ror _ness .
peral e TR A pabon d0G HEREnSOIARE pRFUEEE by rmmorely
stockd} subla sethd O cHivdistheatceise whegateifad isl@ated dorofhi¢thmctyptien

nts, the record ispartial since
nwﬁgﬁgmfﬁﬁgq rﬁ%%gﬂgﬁt the file is not available unti
af t &pori stucdfbasfubc&ﬁ{ple”tﬁﬂﬁf Bk parsiblae@ad crsatmln ths wiehgervices device

f I wh
10} REGHesaritr B 20t Mt adethEmbme L ebu ey oy
gmhmﬂaﬂguﬁ@eﬁﬂ&mﬁlm@npletlon of the partial record
cre

i t he S ces deyi Q cei.ves. a. file
ol PRusenogs e B S SRma i e rE el e B3 b1
Tlandmblbﬁ bEthe bigna b3 BinpH&! thayisHRARAICRIFDtofobs folatatbdmessage
he web services device 104 then transmts the

to ﬁhF F]éenlt devie; U7 dhat frade the LympieftomgoreddeShns i ssi on of t he

Si gp@hreBYa ﬂ@%ﬁdrﬁﬁuiﬁaﬁﬁ‘éﬂ)&&és@ £br FerdSeETY; kiBriRg R ERGRbne
formatted nessage to the client device 102 that nade

emppdmerd b ihe @%%?%@@nﬁ% daseme ppbreirgenss, the ugermay,gengpte a request

to fekdotbdf diéklaFle By @Ja@%iﬁ;,s 8 viiey file @Rt @b HeskioBlid A elder firl 46 rdnfbte
one enbodi nent” of "the present invention. In sone
stogagp ailisalfls, the user mmy generate a request to

renpigl ¥m§&ﬁ’r§1@nt%h<§dzﬁ Sheiet @G 1 Rndbiad§haf folEmbiE19Rore a file
the desktop to a fol'der in the renpte storage

30 pphe sigel Y be sent tedhewdlogriass devdesolid, It spmecgmbediments, the
pro%g%'o?ﬁ Qgttlﬁg ﬂﬁ% n@alstb 90tel thr E%%ﬁ%‘éﬁg aredt ) Fuser. The

be sen Vi ces devi ce
sigh@4nay| cnntsmnmfoemtm atreyittles, file t@epstcm@cblsmot@iy, sucires thetnping @f the

ﬁle{,%ﬁ%ﬁh@qgﬂls lto(‘,:)af;{1 &Ptthglcy n‘?ae%c% a file 302 i s transparent

user contain informati on about
t heThe ¢lent devive 162 thee decplemﬁ fdb ydentifir 3 04hsInt dome warpedigfents, this

1de(%;ﬁ§er VJ/I l%ﬁx_ﬁe%rt]g ﬁ@ﬁ{e‘% dseltvwes?' dév bE Qan&) rc]or{i ses? L. 1‘6%5']%1 i1|1 the database

evi ce tHen recei ves a
106 Whmh |06m®p01ﬁi§4v1thl the ﬁbn@bﬁlmblot(bilymw@ on thh lhstenedeln‘hcef 11 The

. t b 1
1dt:\ém ier ﬁ'lagr & S%Q:O}ng}éﬁﬁ, 3 1{1%\6 a?xr?g %}?};@3 gﬁeng g{vd%e%ﬁg I‘li)repare the file to be
rerfi@telly e®pdg avkagntit) &/hich nerytiechizie compebsitgyandteacrgptingrthd file.

I|s evice 110. Th ent i e al s i se
e e L Ry N g SR A O
Pa&mgmg teerilé ehab ﬁicﬂlﬁﬁﬁbﬁb&ssﬁ{géﬁlﬂ dnddyptidg @ﬁ(ﬁ’gﬁ nmf slolhl,e eﬂﬂjlbb@lhlents
e COo ressin encr t|n e 1 e n
the q% té’%lﬁ‘ﬁﬂ ?%ﬁ?at \GRPOY gwgfqat? e Ha@@ .nt%\@fym?pfq%?ﬁ and encrypted
daRaekeigfsnct e filel rﬁaﬁ&@omﬁi‘b@%@ﬁlblﬁ? a kBfdatd Y@ JoBYrdshiEh, Wde

conpr essi ng and encréptlng the file. In sone
encypiediisign Sanderieneyplon 2lg#Be 102 creates a tenporary

filencd t‘He ERNE ?édﬁaéé&eth@ eMdnY JGARN0E $8Rchi BRI SRCHMRlEEe i 1s
data. For instance he file may be conpressed using

pacjiagsrpnd geagy o W@é&gﬁ@ﬁd 3@ dhis signal may be transmitted to the web

services device 104. In some embodiments, this signal may indicate that the file was

—

successfully compressed and encrypted. The signal may also indicate the size of the

packaged file.
10
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encrypted using a standard encryption algorithm Once
the file is packaged, the client device 102 transmts
wa2@rgseersthat the file is packaged and ready POI/082006/036991
renotely stored 308. This signal nay be transmitted to
the web services device 104. In some enbodi nents, this
S|g y e fi.le s
e IReiach 62 bl IR galiofed e AT SR S aetuent e
011¢rih éexsqezl@Z abndniis t]m@lcb@d fitd, viicll lnery bk c@npreshed amwtentB3ted, to the
n s t aged file 310. In an
]néﬁé?%ﬁ) ﬁgﬂ%%mrasugﬁgbdeV|ce 102 transmts the
packagedcebd (bfegemwhlycstbnmgya fﬂ@m@ﬁ)]ﬁ@ﬂie&ﬁﬁe&ﬁl‘c adnitle ese.r ypdred,
on the Ii
eyt Bl ee ot s i P R PebeT e s
spekifiet] it d¢giex, sudhras ﬂf&gﬁh@’@&ﬂé omebtn aﬁp'[& thkﬂbx@@dﬂs PleOEt8S Sin some

S a servi.ce.. Eac client device
e S e DB tR PG ¥4 ticmam torhe Ve S 40 AHHiGE Brs hyemtaken
untilitheefile Rhsbedn s@@&hﬁlly stohR cRItRCEHEte8XRAdHIBSice 1 1D, SONE
enb di nents, e application %lves no i ndication to

t he laf-‘spé?cemaey SRANGIEES byingdhe gieatiloyisr A2 eAmnpqt tq plstener device
110@asorRARASICER 35S upldad ppdcRisQen Bkt AEnddBATY erdrivd ﬁl@@srready to

deV|ce 110. The process may al so include having the
be pplpaded. devi ce 102 connect to a listener device 110
aut PipRk 4G hb/w@ﬁrttﬂi‘@bﬁaﬁﬁ%% DR i%'h%ﬁl%% fﬁ@ﬂl e thgodiment of
i mredi_ ately after Is ready to be upl oad
thopyregeitdnventian. 4n fhesymbrainient showasa uel sgyices gedeseldd reasives a signal
to eI 19 482. fTII.lees@ﬁl t%qgna?ﬂ'@cﬂéjﬁ S’ bQEentt 5’8 A §Rfevice 102.

invention. In the enbodi ment s wn, serV|ces
deviVexd: thoweh wrdeasalgvige é@ﬁnga(tssqsa rmnhma datghapeel 06G@socifked with

thesﬁlegml The web @é}oi%est ci%%wta 1b$ d%l&@ tlﬁ?g'l% récoﬂf'i%} Sl}lec alta%gge 106

devi ce 102. web servi ces accesses
neegs foceaipdaterh aad @QFQIM@Q stbow! fds devs nattredd toi Helncedsgedfonltlee listener

T that t
A& V6PN SR AR T BB e
servibes dewinol & tp asqesertbcl refcptdsn dr@ehtabm 1beed étCCBSbﬂleifﬂ@ﬁSIﬁé dn the
t t
hstgl{é{ hggce ],16 ?nncﬁfxer%m\éo& ents th %}él ylc%etcg%glq g ﬂ%“"\i&%y C'Suse the

rons ind
welg mpezsebvwe 4cte adddds the rmoxdeﬁ ﬂletdh’ﬁberse ¢Of 1th drderttdr@etermine which
bas and es he file stored on the

h“]wr %ﬁgr éefoEO%@§‘“?iﬁ%f%%+ enbodi ments, the actions
[ n dI‘ leal thel wel sdrhieessiegiaall 04deatéaﬂlﬁ dathlbtRe WRbrdSBE YV It te

e rd [ he dat abase 106 in
em@?dé‘&?n%% i‘l@d’é%tbesre?ﬁﬁﬁagwe 4opdatis g 3@6%@%@&8001 Bl f%e name
includeineheysiglabir @@miticd &o {18 wal serviteddeviche web ser VI ces

deV|c 04 u dat es, the dat abase record 406.

In
h'EP Sepviees levos KA rapsmitefesign Offb%ﬁl%%f‘é‘i“@%f qfﬁlee

datﬂﬁbe’iﬂ&&ﬁ& 40% CIUt Ghnsyintd) tiid @le fdeh@ridd 1M bb REAHHRL th Bhd dHent device
tted to the web services device. Next

tra
1“%%&”%%%'?%qvqﬁ%?nﬁé%ﬂﬁ%m49%59¥ansn1ts a signal of the
fi lEgidend 4 fibvednafiindsB8ting a process for receiving a request for a directory to

be shared in one embodiment of the present invention. In the embodiment shown, a web
services device 104 receives a signal to share a directory 502. The signal to share the

directory may be sent from a client device 102.

11
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dat abase record 408. For instance, the file identifier

may be transmitted to the client device 102 indicating
wao bar/osf2es fil e renane was successful . Fi gure 5PCEUS2006/036991

flowchart illustrating a process for receiving a

request for a directory to be shared in one enbodi ment

oh M08, BF SR8l BE0E 630 wkBbIEe STRREERNY gR00Ru i e
dlrehtanedt)@ I'The ﬁﬁ)tﬂbasa' FE@O]SlI aggoalateld gvithiae diret:h)ﬁ/ ﬂay gied o yssotiated with

froma ﬁTﬁent dev ce 10

Fdp (F QU o LS O CRSLE RS B e B pE gge in the
diresegci ated with the dlrectory 504. The dat abase record

ass |a ed wth th rector so be associ a
¢ i PEQreP e Govioad PSSRt ly DHegrn RIS gHen i 506
Foﬁﬂﬁﬁﬁlﬁ:e“ﬁé ﬂfa%reé&ﬂ niab%dﬂlbcfeeﬁbfh{a}‘ioﬂ Euaciﬂa!s @%0 g%hfcb&s the file, and
di rect ory en Servi ce evi ce creates a
W OF RGP SHaPETRHt PFr or 506, For

l nsrmermcaw web Ger$iday @ vice a0 8idIme shixe lidedlEfidrnb HeMatabfB record
as_who_can access_the file, and what privil eges

assarlrtr%% wath the direpteried e 25 Grecioptisedil HyY O asspyipied WitheRS of Here
shad&RlesEteyd. ces device 104 adds the share identifier to

t he dat abase record associated with the directory 508.

A dNpcthe b parisesdienisy 1 Hotrapsmies sigend ofube Rew skare rdy epigfics 510.

Tn SRS &1130@%{85 !:hﬁsr 1alNe ﬁiansrﬂlﬁﬁ a%l? el W a@cﬁﬁnﬁ&\ﬂcg g Oé— %th the
transmts a signal of the new share identifier 510

meswae NS theeltest ofith sevdy ghged disctoryansni tted as an
email to a client device }92 ith the nmessage

M
informng the client of the ﬁgmdy shared directory.

Gen&haforepping desceigiarmef thfeerehadimeantsnineluding prefertrddinrhediments, of
e B B P Bl o PO S Blulspioh ERSLAioR AR i no
intenrdigd d:elwthlsrl‘mrpram m;tsherwt/enrtlnm @rﬂzleptertlsﬁ ﬂgensadahé@rsd i Memerous

r Iy
mogl{ﬁcg %IJSS’ gga £%hﬁg?llg3§e§%{)f‘a\9 pl g a}gp%%ﬁts tB glﬁ %e §1§11£c?1n%e art without
depalntargefofm thie Ispiribendegoper rilhe fresebttiosstieki [ 1 ed in t he art

wi t hout departing fromthe spirit and scope of the

present invention. That which is clained; 1. A nethod

for renote data storage, the nethod conpri sing:

receiving a signal fromat |east one client processor,

the signal conprising information relating to at | east

one file and at | east one action; accessing a record

in a database based at least in part on the

i nformati on; detepnining whether to nmanipul ate the

record in the database or to manipulate a file stored

on at |east one separate processor based at least in

part on the at |east one action; and updating the

record or the at least one file based at |least in part

on the information.
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2. The nmethod of claim1, further conprising accessing
the at least one file stored on the at |east one
WG e@ans2es processor. 3. The nethod of clai m 1, PelTEsm®061036991
the signal is received over the Internet. 4. The
met hod of claim1, wherein the signal is generated by
Thﬂﬂv 1scaatlon running on the at |east one client
SSOr. The nethod of claim1, wherein the at
| eaAhmb]ut&l fot femnte dptaGorggthe ﬂmtmﬂic&ﬁﬁnﬁgal ur al iNLy of
i ent. roces od of m.1 erein
ChePuirBF RRERE obig:Jep e el Raveon B Sy samplivs
mﬁmnmpom&ﬁmnghaanMHmsﬁnamﬁathaﬁaﬁéﬂﬂonand size. 7. The
od of cla e | east, one action
ol e rEe s Hoh doatbie g alFrdl refR b BB R e et
t o sdiaignihd@hethdr t€maBpuldid ehe oM@t tBd dfdRbdBrle n‘iéﬁl@ﬁl@terh file
H | east one file conprjses a plurallt%lﬁ
storg: O’Fﬁéleﬁ%f’%ﬁp?ff‘m@F%P%Prlbas%df?é 1@tin PHEORRE & %Séone actlon and

CONpdaiMSthé PO tHeQRN1ch S load fiRBbaled afiRhA iARLWN th n?o?m%ﬂgn

di rect or 10. The_ nethod of claim 1, wherein
2. | nf BieRehehot A e hrAoR PSR agsRing ke Jeagtione ﬂlfestored on the
atl%fmepjmgb@bégg&, wherein the file stored on at | east

one processor IS stored across a plurality of
- pr otksmghed of phimthwherpin fessigml is respived overisrlaternet he

4. fi | enshanrboRmial, RN EiREdd B Lo
and encrypt ed. nﬁs %ﬁ}ﬁghr&et hoﬂgr%% cl a(:“:dmysan v\g]grael&ri mg o
thepf east gpoeliset miACeator| east one processor is obfuscated
r v,
p
5. 14. iy ABh&osk cEHIR! YR8 thd £ (fe%%]t oan it ﬁﬂog&%r ct){n.?megta lurality
| east one client processor, e signal conpris
of qligfigraeesiosh rel ating to at | east one directory and at
6. | ea?ﬁe rﬁ&ﬁ?cﬁﬁcia% 1, @ﬁ&aﬁ%qu{?ﬂnat%%%lgmﬁl ﬂgeda%iegg%%g file
based east art on the I nformation; an
comppisepine &l Snll},ﬁnteh@m@@wd siza. t he dat abase based at | east

'S enco ram cod

Cm@mnp$asnwgtmphugﬂahﬁbode for receiving a si gnal from

at roces th nal conpr.i si
5. P AR DS ol a8 B0 Rl Bl SoPpfies GRRAS pEfles
9. o neTleahéthert ofjptady i awhamd ﬁlefdatabaseccemﬁmng irdorfr@€ion fkldtiig & data
b 9%? (ﬁibaged at least in part on the information;
aou IGSMI dode For determ ni ng whether to mani pul ate the
10.r edﬁfednﬁhod(ﬁ chixnil patheadie ti@ ihfokBation in the database is encrypted.

7. ' n 'aﬁer R&i &Qﬁurﬂgt ‘39%?% gt}eaa'r%]le%&gﬁg chﬁn 1€ &% ﬁ*xen?p asl% one file

11. The method of claim 1, wherein the file stored on at least one processor is stored
across a plurality of processors.
12. The method of claim 1, wherein the file stored on at least one processor is
compressed and encrypted.
13. The method of claim 1, wherein the file stored on at least one processor is obfuscated.
14, A method comprising:

receiving a signal from at least one client processor, the signal comprising
information relating to at least one directory and at least one action;

accessing a record in a database based at least in part on the information; and

manipulating the record in the database based at least in part on the action.
13
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stored on at | east one separate processor based at

| east in part on the at | east one action; and program
w@eoma/0882r5 updati ng the record or the at | east PCEUS100€036991

based at |east in part on the information. 16. The

conmput er - r eadabl e nedi um of claim15, further

CoOmMar i Si I for .accessing the a t _one
157 o R g 88 By e R B Pl s LE TR Boce
corhirisidg:conput er - r eadabl e nedi um on which i s encoded

program code, the. progra ode, conpri si ng: program.

e QBB R B TR e o Lo A RLPh Sl e ffjens
compigigesmfirmatidaeclatigmialat kagtpné fiengd ar1éat smtactsn; r el ati ng

to at | east qne directory and at |east qne action;

or oBIEHIL GRS R areeseA oY Ths pelihgrePioed o Il padeh the
infoAsa@dnat | east in part on the information; and program

g? d Fe)@fgga{no ; ¢ Qlﬁcgﬁ!?t%%ﬁgzgﬁtqug@rp? %3{131@ att%crﬁg Vgg}éi%kr) ?os glarkl)igglgtg a file
stoB&daA dt Sdafi@ne SephiafeShrodessOE BASO At 1bddt BPANWA KR 1688 oé hdliod; and

dat abase configured to: store a record related to at

| eaBoLHHECqdP o5 Updatige fecpesnry or thin gt lepst eiterfilnesghaitlerst inggrt on
thelipfhadgtidnne record based at least in part on a signal

froma client processor; and a second processor in
16¢ ot PraRY oAl A meREY ofiokim 3 P ihes 6pmprsieg egramgode for
acREQEEMS M ledsDore T MBI Bk 1Rkt WaliRnd seph@leARcedBYi Ce, the

second processor configured to store the at |east one
17¢ i | & qomppisereatablegedivre vn dichyigencypied psoayams wpdst thelpsggiam code
corhPrisihgll t her conprising the second processor configured

to store the at least one file in a static location in

t he PEEEIBepde fisy¢celing a signal from at least one client processor, the signal

comprising information relating to at least one directory and at least one action;

program code for accessing a record in a database based at least in part on the
information; and
program code for manipulating the record in the database based at least in part on the
action.
18. A system comprising:
a first processor in communication with a database configured to:
store a record related to at least one file or directory, and
determine whether to update the record based at least in part on a signal from a
client processor; and
a second processor in communication with the first processor, the second processor in
communication with a storage device, the second processor configured to store the at least
one file in the storage device. '
19. The system of claim 18, further comprising the second processor configured to store

the at least one file in a static location in the storage device.
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