METHOD AND APPARATUS FOR BASE STATION
SELF-CONFIGURATION [000]jThis application claims the benefit of U.S.
Provisional Application No. 60/882,079 filed December 27, 2006 which is
incorporated by reference as if fully set forth. [0002]FIELD OF INVENTION
[0003]The present application is related to wireless communications. More
particularly, the presenMpglld&Br b I IAREARLelEdnfiguration and
security featulSRERASHESHATION WitdidsS OMHGREATRON
[0004]BACKGROUND [0005]The 3rd Generation Partnership Project (3GPP)
as initiated the Long, Term, Evolution {LTE).pr tg bring. ne S
000 lon e aTE A S e DTS R Aegliagion No.
60/ 8820 oefil sé Micastib aviizTe 20 06l wlhidheiwatksriporeterd tb ypretidenayprevddully set
f hspectral efficiency and faster user experiences. [0006]While the demands
ortheontinue for greater functionality, low maintenance LTE systems, particularly
in terms of network deployment and runtime service optimization, are also in

demand.
[0002] FIELD OF INVENTION
[0003] The present application is related to wireless communications. More

particularly, the present application is related to self-configuration and security

features of a base station in wireless communications.

[0004] BACKGROUND

[0005] The 3rd Generation Partnership Project (3GPP) has initiated the Long
Term Evolution (LTE) program to bring new technology, new network architecture,
new configurations, new applications and new services to wireless cellular networks
in order to provide improved spectral efficiency and faster user experiences.

[0006] While the demands continue for greater functionality, low
maintenance LTE systems, particularly in terms of network deployment and
runtime service optimization, are also in demand.

[0007] The UTRAN architecture used prior to LTE, the 3GPP Universal
Mobile Telecommunication System (UMTS) system, is shown in Figure 1. The core
network 100 communicates with the UTRAN 110 that consists of multiple radio
network systems (RNS) 120. Each RNS consists of a radio network controller
(RNC) 130 and one or more Node-Bs 135. The configurations and operations of the
deployed Node-Bs 135 are totally controlled by the RNC 130 with explicit
commands over the ITub link 140. Iub 140 is an RNC-to-Node-B interface that has
been previously defined. The configurations and service upgrade of Node-Bs depend

on the RNC and other cell engineering and planning efforts. Prior to LTE, no



[0007]The UTRAN architecture used prior to LTE, the 3GPP Universal Mobile
Telecommunication System (UMTS) system, is shown in Figure 1. The core
network 100 communicates with the UTRAN 110 that consists of multiple
radio network systems (RNS) 120. Each RNS consists of a radio network
controller (RNC) 130 and one or more Node-Bs 135. The configurations and
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self-configuration phase. [0012]Operations are disclosed for a
inforg@ﬁ@mft@mmgi&agbesgﬂ&aaddto enable configurations and cooperation as the

eNB readies itself to enter E-UTRAN operational mode for serving the WI'RUs in

1ts coverage area.

[0010] SUMMARY

[0011] The present application is related to operating procedures over a
connection between base stations at a self-configuration phase.

[0012] Operations are disclosed for a self-configuring base station, and
communication with connected neighboring base stations. A newly deployed base

station performs the self configuration to associate itself with its neighboring



communication with connected neighboring base stations. A newly deployed

base station performs the self configuration to associate itself with its

neighboring operational base stations or cells. Security procedures are

performed to protect the network from certain attacks. [0013]BRIEF

DESCRIPTION OF THE DRAWINGS [0014]Figure 1 is a block diagram of an
0per8émmghﬁﬁelé§%ti§mﬁmumﬂﬁoﬁ@wétm.I{mrp%rcrgaré@ ipepinmehtiorpegtect the
netw %&queg '195%%?%4@' [0016]Figur§ 3is a flow diagram of one

embodiment of a method of the present disclosure. [0017]Figure 4 is a flow

diagram of a second embodiment of a method of the present disclosure.

[0013PO18IFIgUre S i HOMAIRERIOF RHIN'E FRRALI RN Rrgthod of the

[0014] Figure 1 is a block diagram of an existing wireless communication
system.

[0015] Figure 2 is an illustration of an existing LTE architecture.

[0016] Figure 3 is a flow diagram of one embodiment of a method of the

present disclosure.
[0017] Figure 4 is a flow diagram of a second embodiment of a method of the

present disclosure.

[0018] Figure 5 is a flow diagram of a third embodiment of a method of the
present disclosure.

[0019] Figure 6 shows a known type of security breach.

[0020] Figure 7 is a flow diagram of a fourth embodiment of a method of the

present disclosure.

[0021] DETAILED DESCRIPTION OF EMBODIMENTS

[0022] When referred to hereafter, the terminology "wireless transmit/receive
unit (WTRU)" includes but is not limited to a user equipment (UE), a mobile
station, a fixed or mobile subscriber unit, a pager, a cellular telephone, a personal
digital assistant (PDA), a computer, or any other type of user device capable of
operating in a wireless environment. When referred to hereafter, the terminology
"base station" includes but is not limited to a Node-B, a site controller, an access
point (AP), or any other type of interfacing device capable of operating in a wireless
environment.

[0023] Although embodiments are described here in the context of LTE, they
should be construed as examples and not limited to this particular wireless

technology.



present disclosure. [0019]Figure 6 shows a known type of security breach.

[0020]Figure 7 is a flow diagram of a fourth embodiment of a method of the

present disclosure. [0021]DETAILED DESCRIPTION OF EMBODIMENTS

[0022]When referred to hereafter, the terminology "wireless transmit/receive

unit (WTRU)" includes but is not limited to a user equipment (UE), a mobile
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g? % g y. % g

uniqygpl Rl el ioemilgaane vane arerdame Horbital (dea 3R0)- The
self- QSEH%&%M@%‘{F%% perform the eNB network authentication with its

primary operator’s serving access gateway (aGW) (step 310).

[0026] When the self-configuring eNB has succeeded with its network
authentication, it then powers up and initializes (step 320) with its IP address,
either configured or obtained through the S1 interface or the X2 interfaces, which
connect the self-configuring eNB with other neighboring LTE eNBs.

[0027] As an optional early action, the eNB may then obtain the identities of
its X2-connected neighboring eNBs, for example, their eNB-Id(s) and/or Cell-Id(s),
public land mobile network (PLMN)-Id(s) and other non-confidential information
such as current operating status (step 330). The eNB may then inform the serving
aGW so that the eNB acquires the necessary network instructions and/or
authorizations 1in connection with the X2-connected neighboring eNBs for
authorized and permitted operations, such as WTRU handover or eNB
measurement and report retrieval. Although this optional early action (step 330) is
shown in Figure 3 as a "handshake" it could also be a pair of request and response
messages as shown in Figure 7 or any other appropriate procedure. The
neighboring eNBs to be contacted for such information are those that are pre-
configured in the default neighboring eNBs list, such as those stored in the UMTS
integrated circuit card (UICC) device.

[0028] This method for early action enables the network to maintain certain

input or control over the inter-E-UTRAN operations in a multi-vendor/multi-
4-



[0025]Referring now to Figure 3, when the self configuring eNB powers up,
its Si interface is preferably powered up first (step 305). The general internet
protocol (IP) function or the eNB specific IP address resolution function
obtains a unique IP address for the self configuring eNB over the Si interface
(step 300). The self- configuring eNB will then perform the eNB network
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[0031] A need for authenticity, integrity and confidentiality protection on X2C

has been previously documented. A light-weight authentication, defined herein as
the inter-eNB authentication, and integrity and/or ciphering key agreement,
defined herein as the security key association procedure, are disclosed below for
LTE inter-eNB authentication and security key association between any pairs of
eNBs, including between a self-configuring eNB and its already deployed

operational neighboring eNBs.



[0030]After the initial data collection, the eNB will then send an E-UTRAN
parameter request 340 over 51 with the information it obtained in the early
X2C step disclosed above. Alternatively, the eNB will send the Request over
the 51 if the early X2C action is not taken. In an E-UTRAN parameter

response 350, the self-configuring eNB obtains needed operating parameters
[0033br the ENsTRANaInthelivgtpareiBtery foenticprEnB nudsedtication dhe eNB self
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s the security key association procedure, are disclosed below for LTE
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operational neighboring eNBs. [003”2]Note that the inter-eNB authentication
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[003guthentigifyof theeNERAh e nadfilaye! dthenicatiom periepackPelPtocol

without the node level control and the node level parameter's participation
Secumiigul e hdé-goadiftesenesamedtival ofaNB Alithemitits (6083 wed around the

mbod re disclo oneg utilizing t erlying_nternet Pr I
s R B e R IR TSR B ool
securteyehwithi tingetiyirtgalPsea im'dsesual” nedpit || (08 4P beefitat em bddimentovelty of

. utilizes the underlying Internet Protocol Securit -to-eNB communication
this G5 ORI B A EFot A TH BT FEPAD htoco suite. An
[0033])nderstaidihgro TeXISliRgprsestel, plotest sacuatyianbitdPateatial information is
weaknesses is helpful for appreciation of the novelty of this embodim%ntd and

consiggredqte BeSEitRoH HHEIENAVER fobBBIRATIRH 858 /B Jesi otRafifl dress
spoofPigtegtionsafih headernifarmatield®n hijacking. Network layer authentication

and confidentiality are thus employed using a set of Internet Engineering Task
Force (IETF) standardized processes called Internet Protocol Security (IPSec).
Authentication, which in this context means data integrity and source address
protection, is mandatory for IPSec, while confidentiality (encryption) is not.

[0036] The three basic components of IPSec are Authentication Protection,
Confidentiality Protection, and Security Association. The authentication and
confidentiality protection mechanisms are implemented via additional fields in the
IP packet. The field for authentication, which is mandatory in IPSec, is the
Authentication Header (AH). It is positioned immediately following the IP header.
This field contains various subfields that specify the cryptographic algorithms to be
used, a sequence number for replay prevention, and integrity hashing referred to as
the Integrity Check Value (ICV).

[0037] The confidentiality field, which follows the authentication field, is
-6-



considered to be critical in preventing the typical attacks which result in
address spoofing and which often lead to session hijacking. Network layer
authentication and confidentiality are thus employed using a set of Internet
Engineering Task Force (IETF) standardized processes called Internet
Protocol Security (IPSec). Authentication, which in this context means data
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the authentication field, is optional and is called the Encapsulating Security
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number subfield, the encrypted payload data, and a subfield containing a
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follo asuthentication and confidentiality, as opposed to just authentication, is used,

4 Security association (SA) is set up in IPSec. The SA consists of three parts:
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destination address, and an identifier for AH or ESP. The SA is implemented
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escribed and related to the present disclosure below. [0040]The initial
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request/response pairs or a total of four messages.
[0041] The first pair establishes cryptographic algorithm usage and performs
a Diffie-Hellman exchange to arrive at a seed from which integrity and
confidentiality keys are derived. The second pair uses the keys generated from the
first exchange to authenticate the first set of messages, swap identities as well as
certificates, and provide setup for follow-on child SAs.
[0042] The initiator (I) of the protocol sends the following payload:

1. I — R: HDRy, SA1 g;, N1

The responder (R) responds with:
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[0041]The first pair establishes cryptographic algorithm usage and performs a
Diffie-Hellman exchange to arrive at a seed from which integrity and
confidentiality keys are derived. The second pair uses the keys generated
from the first exchange to authenticate the first set of messages, swap
identities as well as certificates, and provide setup for follow-on child SAs.
[004 2T he ihitIORA) BAthegiroddeol sends the following payload: 1. | -> R:

. HDRY/, QAr, g; ,.Ni The respondef (R) responds with: 2. R ->|: HDR 9,0, .
This fgrbhi ¥§‘Ltr@fﬁégp‘§1?%?3r%%§§;gf£ed@ﬂf i ﬁ%@é&%w%@&%mﬁiﬁ%p@omam
head6PTHRIDEHEBURr WieTFRatiRMMANAR PrmRIy: MaipkInstthe statelf tBémmunication

communication between the two entities. SAr and SAg are the security
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the Diffie-Hellman protocol the values g; and g;', are exchanged to produce
the rébpahdeedisecses vipwoasichlse N edtaBseedpmyendrdie thduetegrityand g;
and confidentiality keys using the prior negotiated algorit_hms. The quantity g
are exchgjegefatorranacsythe gﬁ%@?ﬁgp%@"@eﬁ’ﬁl‘lﬁ whetdsls seyEpp 1afyshe seed to
prime number. The values p an 8 are publicly known and all . .
generate the 1ntegrity and confidentiality keys using the prior negotiated
algorithms. The quantity g is a generator of the cyclic group F,* (order p-1), where p

1s a very large prime number. The values p andgare publicly known and all

calculations are performed mod p. Lastly, the nonces Nr and Nrs are exchanged to

prevent replay.

[0043] The second pair of messages is
3. I — R: HDR;, SK{ID;, Cert;, AUTH, SA2j, ..., other fields to create child
SAs}
4. R — I. HDRg, SK{IDr, Certr, Sigr, AUTH, SA2kg, ..., other fields to create
child SAs}
[0044] Messages three and four are somewhat simplified from what 1is

specified in the IETF protocol. This second pair employs security key information
derived from the first message pair, as stated above. The SK designates a security
key operation on the argument shown inside the braces. Two security keys, SK_a
(authentication, meaning integrity here) and SK_e (encryption) are generated from

g (from Diffie-Hellman). They are wused to protect the integrity and

confidentiality, respectively, of the exchange. The initiator and responder identities
(IDr and IDRr) and their corresponding identity secrets are proven by each entity to
the other; AUTH contains the integrity check values for each direction. The
certificates (Certr and Certr) provide keying information, apart from SK_a and

SK_e, to verify AUTH in both directions.



calculations are performed mod p. Lastly, the nonces NR and Ni are

exchanged to prevent replay. [0043]The second pair of messages is 3. | -> R:

HDRT,Certr, AUTH, SAZr, ..., other fields to create child SAs1 4. R -> I:

HDRg, SKIIDg, Certg, Sigg, AUTH, SA2g, ..., other fields to create child SAs1

550044]Messages three and four are somewhat simplified from what is
[0045pecifiedip toatETF proteeoleHieniEaen@bairessfseys seznfty2kegeurs, the SA
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each Madithitatatyand iespdrgesiddrtitibat(liDrcanddgpandiheincaitksdendlifiged here
identity secrets are proven by each entity to the other; AUTH contains the
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wherBrvéderkesiag iafapnatiom aRaibiamn sKeacinehak_e, to verify AUTH in
both directions. -8- [0045]As long as no eavesdroppin%of messages 1 and

[0046] occursAthEstaéstam@ﬁ@dtb&wééﬁllmit%%%of%sﬁ_ ﬁqémglgh_c{ﬁ@ofexchange
betwé&?sf%%f‘iﬂ‘&dsﬁé%ﬂ?’lgefi &?&%P'ﬂ%%hléek?swﬁ?ﬁrév*ﬂjgm”ﬁ[ahp95c8ive%§xfrom I

messages may be vulnerableto a type of the we man-in-the-middle
and @2U#ack IR Which-a0cattackenaan foregsepeffivalit BRI tQalRR key Jegdd that where
it can exploit. The attack described here compromises the entire
both commmueithtidntprocsbsbetwedhmitiatwmatdredptinatery atherentbieattackdéhe real
origiﬁ%goqjﬁtoﬂl%%%egr%gg lagfglal’(l;lggg]fel' that each party has it is easy to show that A

mx

shares the Diffie-Hellman seeds g and g™, respectively, with the wvalid

communicators I and R. A now computes the same encryption (SK_e) and

authentication/integrity (SK_a) keys as I using g™ and similarly with R using g™ .

[0047] The SK functions in steps 5 through 8 do not protect either integrity or
the confidentiality of the messaging, given that A has spoofed the communications
by orchestrating the key usage and successfully masquerading as both I and R. The
absence of any pre-shared secret key information prevents the protection of the first
two exchanges between I and R. Method and apparatus embodiments for preventing
this type of attack are described below.
[0048] A first embodiment is shown in Figure 7, feature 600. At node levels
eNB; and eNBgz, (such as the self-configuring eNB and a neighboring eNB, as
described above and shown in Figure 7)) the eNBs share a network distributed
secret key Ks which 1s only known by eNB; and eNB:.
[0049] With such a node level strong secret, the initial exchange between I
(initiator) and R (responder) can be protected by the following pair of messages 600:
[0050] 1. eNB: — eNBe2 HDRi, SA;, g, N1, {HDR:, SA1, g, N1 iks
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[0046]A typical man-in-the-middle attack for the initial IKE exchange between
I and R is shown in Figure 6. In steps 1 through 4, A receives ,g; from | and g;
', from R; moreover A sends g, its Diffie-Hellman value, to | and R, where
both assume that the other was the originator of that value instead of the real
originator A. Knowing the information that each party has it is easy to show
[0051that A stares tredNDisfie=HeNan Hé¥dis §lend ginVez, (EBPBetivEdy, \with Maxs
valid communicators | and R. A now computes the same encryption (SK_e)

[005?dnq aut_kiEhﬁc%tmhﬁMegﬂtlSﬂéﬂagf_ld)t@eM@ Mefheed dveysintiryRsies Feessages 1
and éj,syﬂg %%ég%&]gﬁ§nsgew&%t%o A ﬁ%@?&%&@(ﬁ'ﬂ'ﬂ@n iggt? RIIE :()ﬁf\@gxltﬁrvalues
iden g ed the

integrity or the con tiality of the messagiig, given that A has spo
are adoledyenicatiops dsentchestratis theikeytheagethadtseioesséfutiggrity key, 1.e. the

asqueragding sﬂo | and R. The absence of any pre-shared secret k
shard R ol IS ke TGRS Ml FraPRis Yok b Banuagir g hash

with K Methee aiwd appesapes émigodimentadesqarevditifig lis tigehef attack aleown in
described below. [00_480{A first embodiment is shown in Figure 7, feature 600.

Figune Godiafelield Mpn-anderBpddschtiadhetSardtifisurinti enptarta gend s, to R
or 57 e AoRiaT DIt B G R L er RS SR e Ay cNRparith that
compgﬁgg?ﬁ%%iﬁmaﬁogﬁée%sﬁé%@g secret s initial @kChabd8pts, or any
spoofing attempts, will be detected and defeated. Figure 7 illustrates this improved
IPsec Security Association with respect to the X2C eNB authentication and key
association operations.

[0053] In a second embodiment indicated at step 630 in Figure 7 and detailed
in Figure 4, direct eNB authentication is done over the X2C. To guard against
possible hijack/replacement or other tampering of surrounding eNBs, a light-weight
authentication is disclosed herein to make sure that inter-eNB authentication is
assured at the node level. This is opposed to the assumption that the neighboring
eNBs are all protected endpoints already, as shown in Figure 4, between any two
pairs of eNBs in LTE.

[0054] Referring to Figure 4, the LTE network prepares a universal shared
secret key K and a universal shared eNB credential C for all LTE eNBs for inter-
eNB authentication. IN an E-UTRAN parameter response 420, the self-configuring
eNBs obtain the parameters over the S1 channel from the network after the eNBs
are network authenticated. The LTE also standardizes authentication algorithms
Fx and Fy, described further below.

[0055] The self-configuring eNB uses the key K and the security algorithm Fx
to encrypt the credential C at step 400. The resulting encrypted credential C' is
transmitted in an Auth-Req signal 410 to the neighboring eNB and used by the
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(initiator) and R (responder) can be protected by the following pair of

messages 600: [0050]1.eNth -> eNB2: HDRIi, SAI, gjt, Ni, IHDRi SA/ g Ni}ifs

[0052]The symbols correspond to those defined above. For IPsec messages

1 and 2, the braces notation denotes that message authentication code
MAC) values are added, each representing a hash usin

neig ﬁa&@h&%ﬁ%@@h@k@ﬁﬁé%@@ﬁ&@&%@@@% %ﬁﬁh@@éﬂ@@ﬁ%ﬂfﬁng eNB
also 8&1&‘8?@%0%‘?{}% éﬁ%]ﬁ SN Eﬁ%%v""zi%i B@tagasﬁ'%%owa?gm%m to

IPsec message. I ollowing t n in'Figure 6, that is, a
comprznam elwarymwké Atk the tiackeluatiB s threenB 4N RButh; e ,Ghend the

R ANE (M |nte %or£%sp1(1)&d %}%sgseaﬁ%\elg?tﬁ%rm with that compl_Jted

e reC| ien @ message. ts, or any spoofing
[005@}ttem ptsrhéllzbeaieiﬁgtﬁdlgh@mf@tﬁd%gmk@ﬂ wstsﬁrlaéeﬁlt@i@mewedkey K and

IPse ity Association yith res ectt X2C eNB tlcat nan
é?ﬂ&if‘o@” GOEP R Rot 160ES RN ipc (step
430), 6xiaHigunead and ﬂ%ﬁ%ﬂ!ﬁ% in Figdnest lisgct BN Qw%ﬂtimwsﬂp%mpute a

over the X2C. To guard agalnst ossible hijack/replacement or other

decrygiafeting ensisabondir) eNBER ngH&vEignE authestioRtior RedRESsisythen sent
back li‘ﬁrgf{]AQlfﬂah%%'EQgtﬁﬁi m&@%u@@%m&gﬁﬁ%ﬁglﬁm% fhihe ﬁpgﬁthentlcate

level. This is opposed to the assumption that the neighboring eNBs are all
the ngrshdmetheradpBitsis(ateand)Ohs shown |n Flgure 4, between any two palrs of

(005 NBS . ?%Eargggl%é%]:ret . ﬁ? Flgl nlversa Eﬁﬁet&,ﬁ@é}{g g£? VOlChS the

nlversa ared e cre fora
lengthijEcendBatfmnunereN B}&ulfBQN pﬁﬁn ANIEnam-d) MO paﬂ;lmetamrenpdﬁ%l‘s UE

s A R S BRI B Bt
load standdrdizes mahesttwlg@@égmghﬁ@sag@Mﬁyod@ﬁmd further below.

[0056!] OSS]T%e%%ﬁrﬁ%%ﬂ ourll“rllgu?flg%utslr?grtehgllégyn‘fagnk?etgle\lsléegg(rzlt%é;g%e@htansg())(matlon
630 over X2C. Given that IPsec will be deployed for LTE X2 connections, the use of
IPsec and its related IKE-v2 in “Manual” mode with LTE eNB supplied security
keys is disclosed with only ciphering performed by IPsec. This ensures the control of
X2C security and keys by the LTE via an eNB, ensuring a high security threshold.
[0059] For an LTE eNB controlled security key association (for integrity
protection and ciphering) the following options are proposed:

[0060] First, LTE may standardize an X2C security protection algorithm Fa
among all LTE eNBs. The algorithm Fa may be a currently employed algorithm,
such as the UMTS {8, or a new algorithm that allows encryption and decryption of
information with a shared security key, for example X2C-key.

[0061] Second, LTE may standardize a universal set of security keys (which
may be chosen for the best security results of the Fa) for the security applications
(integrity protection and ciphering) among eNBs over the X2C interface, that is, an

indexed set of N keys known to all LTE eNB sites may be defined.
11-



to encrypt the credential C at step 400. The resulting encrypted credential C'
is transmitted in an Auth-Req signal 410 to the neighboring eNB and used by
the neighboring eNB to authenticate the self-configuring eNB. The
self-configuring eNB also selects a random number (RAND) (step 400) and
uses the Fx algorithm to compute an encrypted authentication value X-RES

[0063tom RANDIrBothiRei eris ahrbDiare rbls¥iite saouniésheipisdinrp may be
T00561T o~ . . :
downzﬁé?gg (ﬁ“t(?rﬂ L]fél%) s@%ﬁ% Q@Wﬁeﬁﬂ'qg@%'&g%%ﬁ@%ﬁglﬁés)smgna%% ?ﬁg network

secret key K and Fx to decode C' and com e result wit
authemiversanepi® arddertja Cl{step4 30F swhicthlingascirthaegeoilj: BIBANSBgrameter

the received, RAND to ¢ ute a,decrypied authenticatian, value RES usin
RespylRq e R e S B IR e Sl TR S iy it at the
eNB'seltloediglipngseNB tetfofdt WhauthtntiediBthe heighbasirgepNB(shtsi¢pmode and

450). [0057]This simplified light-weight inter-eNB authentication avojds the
thus ?e‘?%&ﬁg% e%ﬁﬂf REBA %Q@ﬁ ERRCRRIP A P EOER] Eifsalready
have Weattheaticatiesgorocedure prior to LTE in order to reduce the security

computational load as well as to reduce the signaling message size over )
[0063koc. [odberRtuihifgts HiturE e tekevtsdfrhagise eRBeseEimieRElEy protection

and A%5AFRTIER 9%9119}{8&1%%91{%5\/% thatilhaac lcl?f%gé'rpl&y %gggéiEI@@tween any

connections, the use of IPsec and its related IKE-v2 in "Manual” mode with

pairs|of tvei BN Bsplieer serdri{ kesttadisotdsdb with ealyigpinating séagenrssesiation
o8, IR TR RS SISO BT, s
key iselexxrityekdy dassbeiatiobuddlyinlegeiynpneté cioararidecifihening) dfieafolloyvizegl single
securg%it%%ﬁm%m %?ﬁ%:inoggg lﬁgtt}lig llznrcnr%%s% ns%%@%%%%ﬂé%%o?ﬁ%gitgot sending
the root values of the security keys in the message exchange, as in the prior art,
reducing computational load by directly deriving the security keys and reducing
signaling size in the key agreement message exchange.

[0064] Fifth, at the key agreement step, for the same set of the N number of
X2C-Keys, the Diffie-Hellman key indexing method may be used to mutually reach
the same key index I such that the security key X2C-key[i] will be used for the
intended integrity protection and/or the ciphering operation. This is shown in
Figure 5.

[0065] Sixth, the derived security key may be used for both the integrity
protection and the ciphering. Alternatively, a different security key may be desired
for each operation. In that case one option is to run the same key index exchange
procedure separately, in series or parallel, for the other key. An alternative option is
to add an offset number to the already obtained key index and then take the modulo
N operation again to achieve a new index [0, N-1]. The offset can be obtained by
using a number known only to the two sites, for example an identity number such

as the self-configuring eNB-Id.
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among all LTE eNBs. The algorithm Fa may be a currently employed
algorithm, such as the UMTS {8, or a new algorithm that allows encryption
and decryption of information with a shared security key, for example
X2C-key. [0061]Second, LTE may standardize a universal set of security
keys (which may be chosen for the best security results of the Fa) for the

[OOGQeCl;(rity é&)bpfétm (mdgpiprowition dhe dp@mi@é)t@méngl@rflr'@@baén also be
. fter t of 0 t e

run BESEEROEPR e S i ST Mo e
assocoperatibassecayite deysm|duedwidinrddesethrgchGivesmheeselfigomigognygoken

eNB after the netwoyrk authentication procedures, such as at the signaling
unde]é)?%ﬂ Eaémﬁ%.?? Iﬁ?,gkl gté%l?énn%%tsér Response" 350. The security key set

[006ownloaltie eairleNBeiNBaayiostiohad tidetbb B selt g kefjgusation S@gbetween
en the eNB is ip the pre-operational mode thus ahble to afford the
the Sﬁﬁgﬁ bgra%%rsﬂkﬁhﬁwf ER D S B A By RIS ggether to
achieS@UStereth 1006 IBouithdhe GasHHt ke X108 keysrithersols A6 {ahiBtegERthange,
protection and another for deciphering, may be individually chosen or

as shasgp dmdetrBEakaiinh pRIStER iR lepslboel tendemnatalid apsratigns over
X2C FRANGUEHIOR §age R3304 3lieR3iaRs:C5 R later operating stage for

re-association. In the association stage, only a key index needs to be .
[006&hutuallyldegermined iknebteabionseiof dhggreed singke Sdsurity ReintrHis point
o benefits,the ingre security threshald o} sending the ro .
o S B AU e LR P Sberaion.
Thereéohecingudticyritationaé loaddpitbethetfeconfig therse elNiBy ifeysdemtying IP layer

reducing,signaling. size jn the key agreement message exchange. [0064]Fifth,
supPOSEH LY AITBLISHE <0ab (6P e CRTRE AR S e E S BOPSEach o Lhe selt
configheRffeNTelindanilayingdexing method may be used to mutually reach the
ame k(gﬁindex / such that the security keﬁ X2C-key[i] will be used for the

10069htende Hsgthy bividdgomardchbr e bttt apergaOnsniin o sifiscribed
abové BHIRfer QRESS K the slepyes saeunty-kenry betbseANBr pethdAtication and

integrity protection and the ciphering. Alternatively, a different security key

SeCuriigy kexieareeemenhcPoperstioas tﬁ@ﬁéﬁ%@én@b@‘ﬁ% wheran the sad  two
TPseK§HNdEX %@&eﬁr@?ﬁ%#ﬁﬁﬁ(?%%%%dpﬁﬁg%g setalletpl e Qehy then

key. An alternative option is to add an offset number to the already obtained
be cakenpihdek zhthihd R seke drenalodedolN operation again to achieve a new

o0n o Ol TS S WA PN OIS, i
base®NBrldseveral consecutive failed attempts, the self-configuring eNB shall
consider the X2C interface invalid and report to the network.

[0071] The following E-UTRAN (eNB) parameters may be obtained from the
neighboring eNB parameter exchange operation 610: GPS location information; the
number of cells the eNB operates and the cell-Id(s); service operator’s identity or
home PLMN Id; eNB measurement or measurement group/association information;
radio parameters for the Cell(s), such as frequency band and center-frequency, cell

transmit bandwidth value, power control information, baseline cell common channel

configurations, MIMO and directional antenna information, MBMS SFN
-13-



[0066]All options (and others within the scope of the invention) can also be
run periodically, even when the eNBs are in operational mode, to reselect
(reassociate) the security keys. This will reduce the chances of security being
broken under long lasting attack attempts. [0067]The inter-eNB
authentication and the security key association between the self-configuring

inforggBemd ashdRddrngasum(ey caH anssnmsinendgeehelct Relikvelssth for the
ter- o : ton | nge - .

el e S T Bormation

sharesyenX2@ wiiBBrespect to connected neighboring eNBs. [0068]The inter-eNB

perations,in Figure,7 look like a point tg point operation, but, from the eNB .
007 o o R s O R P SLEny TRt WS B an the
embodsatbhysthe pealfttantguworghs N it nadeabinte Htdayerselppostst suehbe used alone
... operation. But each neighboring eNB must refsp nd to the self-configuring .
Wlth‘éﬁsaiaiv?& fiy 5588 N0 atgi]ﬁ%‘a%‘f% ? th@‘ﬁzé% RULAGRESe 28 igD various

combORAigBak & dgseihedahayetincicfereneed @ FiDuIee NS thecAlrdshih isclosure.
inter-eNB authentication and security key agreement 600 is that described

The msghedsrerdmedhattierresladitiaX Rriamjenrinddhnd SURRIEEr THesram,
softwid O]Ithﬁﬁlﬁ%ﬁfrét‘%eﬁgﬂ;ﬂ@ﬂl?@d?@&”ﬁg QU AR NI PEL ATV RIS medium

[OO7Q If authentication or key exchange fails, with the failure decision being
for exegsdtponbsescranevnspouivedaifeanttemprsa theosefsoonfigEAmpPENBShathputer-

o A PR SR T s
memory (RAM), a register, cache memory, semiconductor memory devices, magnetic
media such as internal hard disks and removable disks, magneto-optical media, and
optical media such as CD-ROM disks, and digital versatile disks (DVDs).

[0073] Suitable processors include, by way of example, a general purpose
processor, a special purpose processor, a conventional processor, a digital signal
processor (DSP), a plurality of microprocessors, one or more microprocessors in
association with a DSP core, a controller, a microcontroller, Application Specific
Integrated Circuits (ASICs), Field Programmable Gate Arrays (FPGAs) circuits, any
other type of integrated circuit (IC), and/or a state machine.

[0074] A processor in association with software may be used to implement a
radio frequency transceiver for use in a wireless transmit receive unit (WTRU), user
equipment (UE), terminal, base station, radio network controller (RNC), or any host
computer. The WTRU may be used in conjunction with modules, implemented in
hardware and/or software, such as a camera, a video camera module, a videophone,
a speakerphone, a vibration device, a speaker, a microphone, a television
transceiver, a hands free headset, a keyboard, a Bluetooth® module, a frequency
modulated (FM) radio unit, a liquid crystal display (LCD) display unit, an organic
light-emitting diode (OLED) display unit, a digital music player, a media player, a

-14-



neighboring eNB parameter exchange operation 610: GPS location
information; the number of cells the eNB operates and the cell-1d(s); service
operator's identity or home PLMN Id; eNB measurement or measurement
group/association information; radio parameters for the Cell(s), such as
frequency band and center-frequency, cell transmit bandwidth value, power
Vide%mm imwiéwd}d%liﬁ@ daltesmbrokiseihehadiiityrBlonsraiesrolapl area
netwgﬁg }Sgaall(gformatlon MBMS SFN information, and MBMS
reso rce information; and service parameters for the Cell(s), such as MBMS
information, LCS informatidn, and cominon Sl infofmation shared among
eNBs. [0072]Although the features and elements disclosed are described in
the embodiments in particular combinations, each feature or element can be
used alone without the other features and elements of the embodiments or in
various combinations with or without other features and elements of the
present disclosure. The methods or flow charts provided may be
implemented in a computer program, software, or firmware tangibly
embodied in a computer-readable storage medium for execution by a general
purpose computer or a processor. Examples of computer-readable storage
mediums include a read only memory (ROM), a random access memory
(RAM), a register, cache memory, semiconductor memory devices, magnetic
media such as internal hard disks and removable disks, magneto-optical
media, and optical media such as CD-ROM disks, and digital versatile disks
(DVDs). [0073] Suitable processors include, by way of example, a general
purpose processor, a special purpose processor, a conventional processor, a
digital signal processor (DSP), a plurality of microprocessors, one or more
microprocessors in association with a DSP core, a controller, a
microcontroller, Application Specific Integrated Circuits (ASICs), Field
Programmable Gate Arrays (FPGAS) circuits, any other type of integrated
circuit (IC), anchor a state machine. [0074]A processor in association with
software may be used to implement a radio frequency transceiver for use in a
wireless transmit receive unit (WTRU), user equipment (UE), terminal, base
station, radio network controller (RNC), or any host computer. The WTRU
may be used in conjunction with modules, implemented in hardware anchor
software, such as a camera, a video camera module, a videophone, a
speakerphone, a vibration device, a speaker, a microphone, a television
transceiver, a hands free headset, a keyboard, a Bluetoothle module, a
frequency modulated (FM) radio unit, a liquid crystal display (LCD) display
unit, an organic light-emitting diode (OLED) display unit, a digital music
player, a media player, a video game player module, an Internet browser,
and/or any wireless local area network (WLAN) module. * CLAIMS
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What is claimed is: List of Claims 1. A method implemented in a Long Term

Evolution (LTE) evolved NodeB (eNodeB), comprising: receiving a unique
Internet Protocol (IP) address from a core network associated with the LTE
eNodeB; receiving authentication from the core network; transmitting, to

the core network after authenticatigy, gmaguest for a first set of parameters
associated with the core network; receiving the requested first set of
parameters wherein the requested first set of parameters enable
WhaCRMyRieatian with the core network; initiating an inter-station interface
for performing inter-station communication; receiving information about a
neighbor eNodeB via the inter-station interface; transmitting a request for

List & ond set of parameters wherein the requested second set of parameters
1st O Egﬁlms L . . L
mmunication with the neighbor eNode B; and receiving the

requested second set of parameters wherein the requested second set of
parameters enable communication with the nei h?or e B. 2. %
L R 57 LR U B DR LG AS0E R g g s
(eNode®y, eomptisimeNodeB identifier, a cell identifier, public land mobile network
(PLMN).identifiers, or_current operating status. 3. The method of claim 1

WHRSSFLBB M JrrbatiRet prsipant HELABEF N dHRR eotApriass BRRES a
assochiiBhiake & PRiTel dRYeRTE and response messages.

receiving authentication from the core network;

transmitting, to the core network after authentication, a request for a first
set of parameters associated with the core network;

receiving the requested first set of parameters wherein the requested first set
of parameters enable communication with the core network;

Initiating an inter-station interface for performing inter-station
communication; receiving information about a neighbor eNodeB via the inter-
station interface;

transmitting a request for a second set of parameters wherein the requested
second set of parameters enable communication with the neighbor eNode B; and

receiving the requested second set of parameters wherein the requested

second set of parameters enable communication with the neighbor eNode B.

2. The method of claim 1, wherein the information about the neighbor eNodeB
1s at least one of: an eNodeB identifier, a cell identifier, public land mobile network

(PLMN) identifiers, or current operating status.

3. The method of claim 1, wherein obtaining information about the neighbor

eNodeB comprises either a handshake or paired request and response messages.

-16-



4. The method of claim 1, further comprising receiving security parameters
for at least one of: authenticating transmitted and received messages; and
performing security key agreement procedures over the inter-station
interface. 5. The method of claim 4, wherein the security parameters
comprise at least one of a universal credential, a universal shared secret key,
a security algorithm, or a universal security keyset. 6. The method of claim 1,
4. surliver e R Eaind Sehes I RS LAsaIvHIE fifs WNbyBarameters for

at 1ea@HINGCATAIISIL QRRINOG AFRGET KEY %@@é?@eﬁyrﬂ%%ﬁﬁeg?&ﬂnﬂeﬂ%rming

neighboring eNodeB; transmitting a first message comprising a hash of a
securfitstkrsader ¢efoanatvncedirsesevaritihassdeintoatiatinsttkelageneration
value and a first nonce, the hash using the secret key; and receiving a
second message comprising a hash of a second header information, a
5. sdiomdhethodtyfadsoniationhaseoaric keywabe @icmvalers andgpseeartdleast one
nance, the hash using the.secre 7., The method of claim 6, wherein the

key. th
Of & Ly SR SR G S B AL ST N A P 5 2
unividuce arsgerdpsgenerating at least one of: integrity keys or confidentiality

keys.

6. The method of claim 1, further comprising securing communications to and
from the eNodeB, the securing comprising:

obtaining a secret key shared by the eNodeB and a neighboring eNodeB;

transmitting a first message comprising a hash of a first header information,
a first security association, a first key generation value and a first nonce, the hash
using the secret key; and

receiving a second message comprising a hash of a second header
information, a second security association, a second key generation value and a

second nonce, the hash using the secret key.

7. The method of claim 6, wherein the first and second key generation values
are Diffie-Hellman parameters used to produce a seed for generating at least one of:

integrity keys or confidentiality keys.

8. The method of claim 1, comprising performing direct eNodeB authentication

over the inter-station interface.

9. The method of claim 8, wherein the authentication comprises:
receiving a secret key shared among a plurality of eNodeBs;

receiving a credential shared among the eNodeBs;

17-



8. The method of claim 1, comprising performing direct eNodeB
authentication over the inter-station interface. 9. The method of claim 8,
wherein the authentication comprises: receiving a secret key shared among a
plurality of eNodeBs; receiving a credential shared among the eNodeBs;

receiMotha ahaHgadplwrlityofasthenrticatiomalenritypsithm§ncrypting the
credential using the secret key and a first algorithm from the authentication

aRfFIiRtERg thedisednptiadantios immssrenkieyeriating ffomgerthm from the

auth&ngpgeted glflélagmiﬁﬂgon value using the first algorithm; transmitting the
encrypted crédential, the random number, and the encrypted authentication

vaklectorgivingral decryprebleaahdrgicadort vaguzoandt congranyg tee
auth g%%é%%d Q,%gu%ngg%eﬁl%tﬁgepgg (t)lrolrt]/}fvrgl;ges. 10. The mt_athod of claim 9,
wherein the decrypted authentication value’is calculated using the random
ntrabenant] agstoo pd algptitirortrden thd atlthentichiinmalgdrithnasid the
encrypted authentication value;
receiving a decrypted authentication value; and

comparing the decrypted and encrypted authentication values.

10. The method of claim 9, wherein the decrypted authentication value is
calculated using the random number and a second algorithm from the

authentication algorithms.

11. The method of claim 1, further comprising controlled security key association
for integrity protection and ciphering comprising at least one of: standardizing an
inter-station security protection algorithm for all eNodeBs that allows encryption
and decryption with a shared security key, or standardizing a set of indexed

security keys known to all eNodeBs.

12.  The method of claim 11, further comprising receiving the set of indexed

security keys at the eNodeB following network authentication.

13. The method of claim 12, wherein receiving the set of security keys occurs

during the receiving of network parameters.

14. The method of claim 11, wherein security keys are either individually chosen

or associated with the eNodeB and the neighbor eNodeB by mutually determining a
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11. The method of claim 1, further comprising controlled security key
association for integrity protection and ciphering comprising at least one of:
standardizing an inter-station security protection algorithm for all eNodeBs
that allows encryption and decryption with a shared security key, or
key iftRidardizing a set of indexed security keys known to all eNodeBs. 12. The
method of claim 11, further comprising receiving the set of indexed security
keys at the eNodeB following network authentication. 13. The method of
15, ClAfelRRIN dRARMG DRI 0TSRRI KRUR ORAYR 04 REIR dex
receiving of network parameters. 14. The method of claim 11, wherein
compgesiring key e AdlaitHdeihuaiduzthodosen or associated with the eNodeB
and the neighbor eNodeB by mutually determining a key index. 15. The
method of claim 14, wherein mutually determining a key index comprises
16. usiflgeanRithedeflmammEthoom pisiine usatigoshef lobyifod in Ggmissigimgtection
using one key for integrity protection and a different key for ciphering. 17.
and ﬁ{gpﬁ@%%%% g‘?ﬁifﬁp&f%rein the integrity protection key and ciphering
key are obtained by running a single key index exchange procedure
separately for both keys. 18. The method of claim 16, wherein the integ_rit% )
17. prft%%tmﬁwmlamemg%%}e bbeiRERRBL A RIORSGRR EshpRSifPRering
key a2BtEHING 009 PiANSHEYS: agdiNg RByOHRELNERMEH 8¢ rocedure separately for

both keys.

18. The method of claim 16, wherein the integrity protection key and ciphering
key are obtained by a procedure comprising:

obtaining one of the keys;

adding an offset number; and

performing a modulo operation to obtain the other key.

19. The method of claim 18, wherein obtaining the offset number comprises using

a number known only to the eNodeB and a neighbor eNodeB.

20. The method of claim 1, further comprising:
transmitting a request for parameters related to the neighboring eNodeB;
and

receiving the parameters in response to the request.

21.  The method of claim 20, wherein the received parameters are at least one of:
Global Positioning System (GPS) location information; the number of cells operated

by the neighboring eNodeB;
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performing a modulo operation to obtain the other key. 19. The method of
claim 18, wherein obtaining the offset number comprises using a number
known only to the eNodeB and a neighbor eNodeB. 20. The method of claim
1, further comprising: transmitting a request for parameters related to the

neighherfg eNrAeBaNk 13reddng, the PARISIRISI FeSRRINE PP ome PLMN
request. 21. The method of claim 20, wherein the received parameters are at

1dentjdioss SRR TR P RATHIRLS e (GG TRt GKJHIbriTIRsEse ment
assodMREF AT GRY$ eRaIBEed Ry RN eiaiBing aNedeBor thAPIAENIHGEI ce

each of the cells, a service operator's identity or home PLMN identifier;
parain¢dermafiontba eeblasurement, measurement group, or measurement
association for the neighbor eNodeB; radio parameters for the cells; or
service parameters for the cells. 22. The method of claim 21, wherein the
22. rdbiepahetert dreratleastioneof: thequehoybhanoh atentenrfeerulensy, aedl of:

transmit bandwidth yalue, power control information, baseline cell commo
freau g T R e b R U IE (A aR e s
inforaatEiona alsuIatiesll Mot medialBroadtash iVhlieaidsenvicet (Y B Mpuvehatiple
Single Frequency Network (MBMS SFEN) information, or MBMS resource

Outpiyf .an4l dieqta ERR DYOWRam N e HACE s BhnrtsAshre
MultRHeasterr MRS feraayan.1loation saryioesth-GR) (NBNISHIANY

. common system information (SI) information shared among the neighbor

inforgbige er MBMSresTarae ERBILHSHIQTE) evolved NodeB (eNodeB)
comprising: a receiver configured to receive a unique IP address and
authentication from a core network associated with the LTE eNodeB;

23.  The method of claim 21, wherein the service parameters are at least one of:

MBMS information, location services (LCS) information, or common system

information (SI) information shared among the neighbor eNodeBs.

24. A Long Term Evolution (LTE) evolved NodeB (eNodeB) comprising:

a receiver configured to receive a unique IP address and authentication from
a core network associated with the LTE eNodeB;

a transmitter configured to transmit, to the core network after
authentication, a request for a first set of parameters associated with the core
network;

the receiver further configured to receive the requested first set of
parameters wherein the requested first set of parameters enable communication
with the core network;

a processor configured to initiate an inter-station interface for performing
Inter-station communication; the receiver configured to receive information about a
neighbor eNode B via the inter-station interface;

the transmitter configured to transmit a request for a second set of
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a transmitter configured to transmit, to the core network after authentication,
a request for a first set of parameters associated with the core network;

the receiver further configured to receive the requested first set of parameters
wherein the requested first set of parameters enable communication with the

para SRR PEMIGIn tifeRiasessIcatigiiad (o Mitatmastdpteasiaion dnier@station
for performing inter-station communication; the receiver configured to receive

with ﬁh@rﬁ%ﬁbh%b‘bﬂ?ﬁ%&gﬁbér eN.ode B via the inter-station interface; the
UeRSTILERRQHAYIRY IR HAPIMINA SGAER!JAhA FEGAPLSRIRL RRIYTENETS

wherein the requested second set of parameters enable communication with
paranmetersighbercaNGle Bzaebted geeredeiot ofipthemeetiigurndhiterecmiveuthisation
. uested, sec etpf parameters wherein the requested second set of
with E%(%arrlﬁé%grgogneab?ﬁ%gﬁmunication with the neighbor eNode B. 25. The
eNodeB of claim 24, wherein the processor is configured for processing

received security. parameters for at least one of: authentigating transmitted .
25, R ot b AT by PSS AT SRR ER oBUpessine
recei @ thetiempsiadiprivierfacet 2 sthmeNodanioéctadardd wherainitted Hed
.receiver is configured for obtaining a secret key shared with a plurality of

recel YRioMSSRRGESNOHBEEOT M NG SESHEHHE P Y i Shgnrad RIaatarsitRie R Hhednter-

statidREs$sagL eoMprising a hash of a first header information, a first security
association, a first key generation value and a first nonce, the hash using the
secret key; and the receiver is configured for receiving a second message

26. COMRrsNghamassing the rectel key, of a second header information, a
second security association, a second key generation value and a second
noheeedraveasis oeirfygheeddoneoktyining a secret key shared with a plurality of

neighboring eNodeBs;

the transmitter is configured for transmitting a first message comprising a
hash of a first header information, a first security association, a first key generation
value and a first nonce, the hash using the secret key; and

the receiver is configured for receiving a second message comprising a hash,

using the secret key, of a second header information, a second security association, a

second key generation value and a second nonce, the hash using the secret key.

27. The eNodeB base station of claim 26, wherein the first and second key
generation values are Diffie-Hellman parameters used to produce a seed for

generating at least one of: integrity keys and confidentiality keys.

28. The eNodeB of claim 24, wherein:
the receiver is configured for receiving a secret key shared among eNodeBs,
receiving a credential shared among eNodeBs, and receiving a shared plurality of

authentication algorithms;
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27. The eNodeB base station of claim 26, wherein the first and second key
generation values are Diffie-Hellman parameters used to produce a seed for
generating at least one of: integrity keys and confidentiality keys. 28. The
eNodeB of claim 24, wherein: the receiver is configured for receiving a

SeREhkEYeshaFad arnens: eNDRRES (RaaiMiR0 B CredaptialanasathatReRgcret key

eNodeBs, and receiving a shared plurality of authentication algorithms;

and afgphedaesthg dspmytheprarhemtigatiing iz ereduntaralsst iseisesndoray
numidd &S ALHNE Fom he.auhapticaHanRe AR RS - HIating: B SAPRATon

number, and generating from the random number an encrypted
valuequsnegtidetibnstadlgovdihmthe first algorithm;  the transmitter is configured

fortransmitting, the encrypted credential. the.ran number, and th .
It RIS Jenatt %‘E{E' 6 tial, th
encrypte Sarﬂ%%teeﬁtﬂéa %n value; f %ég raceiver u?tﬁélr‘:]é%%‘f%u?éﬁ%? tal, the

randoeceivind ardeary predauthgrtiéchiionhaltiepainch valtee processor is further
configured for co ring the decrypted and encr ptij authenticatjon values.
el bR AR SR M e A

valueg@ngaring the decrypted authentication value when that value is calculated
using the random numper and a secaond algorithm from the authentjcation
a@}ﬁimﬁ&e_ssor 1s further configured for comparing the decrypted and

encrypted authentication values.
29.  The eNodeB of claim 28, wherein the processor is configured for comparing

the decrypted authentication value when that value is calculated using the random

number and a second algorithm from the authentication algorithms.
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