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CLAIMS

1. A service providing system eharacterized—by
comprising: a plurality of unit deviceg which independently
execute authentication constituting processes constituting
authentication processing that uses biometric
authentication; a unit integrating device which has each of
the unit devices provided therein or externally connected
thereto to communicate with each of the unit devices; a
user terminal which has thé unit integrating device
provided therein or externally connected thereto to
communicate with the unit integrating device; a verifying
device which verifies the execution contents of each of the
authentication constituting processes in accordance with an
authenticator; and a service providing device which
communicates with the user terminal and the verifying

device, characterized in that

each of the unit devices comprising

firsteguiprment—eertificate storage means for storing
an egquipment certificate issued to each of the unit devices
by an equipment certificate issuer in accordance with a
public key encryption method, the equipment certificate
including an equipment certificate body and a digital
signature generated for the equipment certificate body by a
secret key to the equipment certificate issuer, the

equipment certificate body including identification
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information for a public key of or for secret information
to generate a message authentication code of the unit
device to which the authentication constituting processg
belongs, unit device specifying information to gpecify the
unit device to which the authentication constituting
process belongs, and equipment certificate issuer

information to specify the equipment certificate issuer,

secondevatuation—¥repeort storage means for storing an
evaluation report, the evaluation report including the unit
device specifying information of the unit device used for
the execution of the authentication constituting process,
biocmetric authentication constituting process information
to specify a biometric authentication constituting process

including a biometric authentication algorithm, and

biometric authentication accuracy indieating—the—aeceuraey

of—the—biometric—authentication—by the biometric

authentication algorithm,

thirdseeret—nfeormatieon storage means for storing

secret information to generate the authenticator,
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So—execuEinag-meansg
for executing the authentication constituting process when
each of the unit devices receives, from the unit
integrating device, a random challenge value generated by

the service providing device, and an authentication
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constituting process execution request—te—reguest
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authenticator generating means for generating the
authenticator by the use of the secret information in
accordance with the eqguipment certificate, the evaluation
report, the challenge value, and a hash value of the
execution contents,

authentication context generating means for generating
an authentication context, the equipment certificate, the
evaluation report, the challenge value, the hash value of
the execution contents, and the authenticator being
described in the authentication context in a specific

format, and
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gererating—means for generating authentication constituting
process result information in which the authentication
context and the execution result of the authentication

constituting process are described in a specific format,
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at least one of the unit devices further comprising

fourthuser Gegdeomit g £ s e g e b 0 s et g ey g
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storage means for storing a user identification information
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certificate issued to a user of the user terminal by a
third-party organization in accordance with a public key
encryption method, the user identification information
certificate including a certificate body and a digital
signature generated for the certificate body by a secret

key to the third-party organization, the certificate body

including user identification information—te—identify—th
uger, a hash value of biometric referential information for

the user, and £he—-third-party organization information-te
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the authenticator generating means of at least one of
the unit devices generating the authenticator by the use of
the secret information in accordance with the equipment
certificate, the evaluation report, the challenge value,
the user identification information certificate, and the
hash value of the execution contents,

the authentication context generating means of at
least one of the unit devices generating an authentication
context, the eguipment certificate, the evaluation report,
the challenge value, the user identification information
certificate, the hash value of the execution contents, and
the authenticator being described in the authentication

context in a specific format,

the unit integrating device comprising
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fifthdevws information storage means for storing, in

asgociation with one another, unit device specifying

information—fer—each—-of—the—unit—deviees, a function name
indicating a function in an authentication constituting

be—unpit—deviees, and a

ar

process—exeeuted—by—ecach—of

-t

ar

processing order indieating—the—order-of preoecessing-the
functions,

first sending means for sending the challenge value
and antke authentication constituting process execution
request to the unit device specified by the unit device

specifying information in accordance with the processing

order and the unit device sgpecifying information: in—the
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rage—means—in response to thean

authentication processing execution request te—reguest—Ehe

T
TOTTT

~r o o
&Y L% I W e )
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challenge value from the user terminal,

second sending means for sending the challenge value
and the authentication constituting process execution
request to the unit device subsequent to the sending
destination unit device in the processing order in

accordance with the processing order and the unit device

specifying information in the fifthdeviece—infeormation

storage means in response to the authentication

constituting process result information from the unit
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device which is a sending destination of the authentication

constituting process execution reguest, and
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generating-means for generating authentication processing
result information in accordance with the processing order
and the unit device specifying information in the fifth
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storage meangunpit—deviece—econstitut

response to the authentication constituting process result
information from the unit device which 1s a sending
destination of the authentication constituting process
execution reqguest when the sending destination unit device
1s the last'unit device in the processing order, the
authentication context in the authentication constituting
process result information received from each of the unit
devices and the execution result in the authentication
constituting process result information received from the
last unit device in the processing order being described in
the authentication processing result information in a

specific format, the execution result information in the

authentication constituting process result information
received from the last unit device in the processing order

indicating an authentication processing result,—a=rd
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the user terminal comprising
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means for sending, to the unit integrating device, the

challenge value and the authentication processing execution

request in response to an authentication request which

requests the user to perform the biometric authentication,

and the challenge value from the service providing device,

and

transfer-means for transferring, to the service

providing device, authentication processing result

information received from the unit integrating device, —and

the service providing device comprising

sixthuser—information storage means for storing, in
asgsociation with each. other, user identification
information in the user identification information
certificate, and service user identification information

which has a value different from that of the user

identification information to identify the user,

seventhgserviee—providing—potiey storage means for

storing a service providing policy indicating conditions
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for providing services to the user, the service providing
policy including service identification information—teo

tdentify—EhRe—gerviee, unit device gpecifying information

used for the execution of the authentication constituting
processes, biometric authentication constituting process
information to specify a biometric authentication

constituting process including a biometric authentication

algorithm, and a reference value indiecating-a-reference for

regarding &the—aeeuraey—ef—the bilometric authentication

accuracyby—the—biometrie—authentication algorithm as

proper,

ation—reguest—gending—means for generating
and holding the challenge value and sending the challenge
value and the authentication request to the user terminal
in response to a service request from the user terminal,
genpding—means for sending the held challenge value,
the authentication processing result information, and the
service providing policy to the verifying device in
response to authentication processing regult information

from the user terminal,

rega—means for searching the sixthugser information
storage means in accordance with the user identification
information and reading service user identification

information associated with the user identification

information in response to user identification information
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and a verification result from the verifying device when

the verification result is proper, and

ron—sending—means for sending &he
service information to the user terminal in accordance with
the read service user identification information,

the verifying device comprising

eigthpublie—dey storage means for storing a public key
to the equipment certificate issuer of each of the unit

devices and a public key to the third-party organization,

receiving-means for receiving, from the service
providing device, the challenge value, the authentication
processing result information, and the service providing
policy,

firstfermat verifying means for verifying that the
received authentication processing result information fits

the specific format,

secondauwthentieateor verifying means for verifying an
authenticator in the authentication context described in

the received authentication processing result information,

thirdeguipment—ecertifiecate verifying means for
verifying the digital signature in the equipment
certificate included in the authentication context
described in the received authentication processing result

information in accordance with the public key to the

equipment certificate igsuer,
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verifying means for verifying the digital signature in the
user identification information certificate included in the
authentication context described in the received

authentication processing result information in accordance

with the public key to the third-party organization,

fifthevaluation—report verifying means for verifying
the evaluation report included in the authentication
context described in the received authentication processing
result information in accordance with the received service

providing policy,

sixthehaltlenge—vatuwe verifying means for verifying the
challenge value in the authentication context described in
the received authentication processing result information

in accordance with the received challenge value,

seventhexeeution—result verifying means for verifying
that the execution result described in the received
authentication procesging result information is proper, and

LI W
&

ridentification—information—sending—means for
sending, to the service providing device, the user
identification information in the user identification

information certificate used for the verification by the

fourthuser—identification—information—eertifieate verifying
means and the verification result that indicates properness

when all the verification results by seventhe—format
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verifying means+ from the firstewthentieater verifying
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verifying means are proper.

2. A service providing system ekaracterized-by
comprising: a plurality of unit devices which independently
execute authentication constituting processes constituting
authentication processing that uses biocmetric
authentication; a unit integrating device which has each of
the unit devices provided therein or externally connected
thereto to communicate with each of the unit devices; a
user terminal which has the unit integrating device
provided therein or externally connected thereto to
communicate with the unit integrating device; a verifying
device which verifies the execution contents of each of the
authentication constituting processes in accordance with an
authenticator; and a service providing device which
communicates with the user terminal and the verifying

device, characterized in that

each of the unit devices comprising

Hh
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storage means for storing

firsteeuipment—eerts:

an equipment certificate issued to each of the unit devices

by an equipment certificate issuer in accordance with a
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public key encryption method, the equipment certificate

including an equipment certificate body and a digital
gignature generated for the equipment certificate body by a
secret key to the equipment certificate issuer, the
egquipment certificate body including identification
information for a public key of or for secret information
to generate a message‘authentication code of the unit
device to which the authentication constituting process
belongs, unit device specifying information to gpecify the
unit device to which the authentication constituting
process belongs, and equipment certificate isgsuer

information to specify the equipment certificate issuer,

secondevatuation—report storage means for storing an
evaluation report, the evaluation report including the unit
device specifying inférmation of the unit device used for
the execution of the authentication constituting process,
biometric authentication constituting procegs information
to specify a biometric authentication constituting process

including a biometric authentication algorithm, and

biometric authentication accuracy indieating—the accuraey
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Fern—by the biometric

authentication algorithm,

thirdseeret—anfermation storage means for storing

secret information to generate the authenticator,
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ting—proecegs—excenting—means
for executing the authentication constituting process when
each of the unit devices receivesg, from the unit
integrating device, a random challenge value generated by

the service providing device, and an authentication

constituting process execution requegt—te—reguest—th
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authenticator generating means for generating the
authenticator by the use of the sgecret information in
accordance with the equipment certificate, the evaluation
report, the challenge value, and a hash value of the
execution contents,

authentication context generating means for generating
an authentication context, the equipment certificate, the
evaluation report, the challenge value, the hash value of
the execution contents, and the authenticator being
described in the authentication context in a specific
format, and
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ating—means for generating authentication constituting
process result information in which the authentication
context and the execution result of the authentication
constituting process are described in a specific format,

are
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at least one of the unit devices further comprising

fourthuser—identification—information-—certificate
storage means for storing a user identification information
certificate issued to a user of the user terminal by a
third-party organization in accordance with a public key
encryption method, the user identification information
certificate including a certificate body and a digital
signature generated for the certificate body by a secret
key to the third-party organization, the certificate body

including user identification information—te—dentify—th

wse¥, a hash value of biometric referential information for
the user, and the—third-party organization information—te
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the authenticator generating means of at least one of
the unit devices generating the authenticator by the use of
the secret information in accordance with the equipment
certificate,

the evaluation report, the challenge value,

the user identification information certificate, and the
hash value of the execution contents,

the authentication context generating means of at
least one of the unit devices generating an authentication
context,

the equipment certificate, the evaluation report,
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the challenge value, the user identification information
certificate, the hash value of the execution contentsg, and
the authenticator being described in the authentication
context in a gpecific format,

the unit integrating device comprising

fifthdevice—information storage means for storing, in

association with one another, unit device specifying

information—fer—ecach-of-theunit—deviees, a function name

indicating a function in an authentication constituting

@
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qr

he—unit—deviees, and a

procesgs—exeaut

processing order indicating—the order—of precessing—the
functions,

first sending means for sending the challenge wvalue
and anthe authentication constituting process execution
request to the unit device specified by the unit device
specifying information in accordance with the processing
order and the unit device sgpecifying information ir—the

e deg
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age—means—in response to thean

authentication processing execution request fe—reguest—th

xeouwtion—of-the—avthentiecation—precessing—and the
challenge value from the user terminal,

second sending means for sending the challenge value
and the authentication constituting process execution
request to the unit device subsequent to the sending

destination unit device in the processing order in
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accordance with the processing order and the unit device

specifying information in the fifthdeviee—irnformation
storage means in response to the authentication
constituting process result information from the unit
device which is a sending destination of the authentication
congtituting process execution request, and
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ing—means for generating authentication processing
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result information in accordance with the processing order

and the unit device gpecifying information in the fifth
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storage meansunit—deviee—econstitut

response to the authentication constituting process result
information from the unit device which is a sending
destination of the authentication constituting process
execution request when the sending destination unit device
ig the last unit device in the processing order, the
authentication context in the authentication constituting
process result information received from each of the unit
devices and the execution result in the authentication
constituting process result information received from the
last unit device in the processing order being described in
the authentication processing result information in a

specific format, the execution result information in the

authentication constituting process result information
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received from the last unit device in the processing oxrder

indicating an authentication processing result,—and
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means for sending, to the unit integrating device, the
challenge value and the authentication processing execution
request in response to an authentication request which
requests the user to perform the biometric authentication,
and the challenge value from the service providing device,
and

transfer-means for transferring, to the service

providing device, authentication processing result

information received from the unit integrating device,—and
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the service providing device comprising

ninthservieeuseridentification—infermation storage
means for storing, in association with each other,

cooperated user identification information which has a
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value different from that of the user identification

information to identify the user, and service user
identification information which has a value different from
thogse of the cooperated user identification information and

the user identification information to identify the user,

seventhservice—providing—potiey storage meang for
storing a service providing policy indicating conditiong
for providing services to the user, the service providing

policy including service identification information—te

identifyr—the gerviee, unit device specifying information

=
e

He-

used for the execution of the authentication constituting
processes, biometric authentication constituting process
information to specify a biometric authentication

constituting process including a biometric authentication

mh
m

algorithm, and a reference value indiecating—a—referene

regarding the—aeeuraey—ef—the biometric authentication

accuracyby—the—bieometriec

&
a

proper,

n—reguest—sending—means for generating
and holding the challenge value and sending the challenge
value and the authentication regquest to the user terminal
in response to a service request from the user terminal,
gending-—means for sending the held challenge wvalue,

the authentication processing resgult information, and the

service providing policy to the verifying device in
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response to authentication processing result information

from the user terminal,

ed—read-means for searching the ninthserviee
uwger—tdentifiecation—infermation storage means in accordance
with the cooperated user identification information and
reading service user identification information associated
with the cooperated user identification information in
response to the cooperated user identification information
and the verification result from the verifying device when

the verification result isg proper, and

rmation—gending—means for sending the
service informaticon to the user terminal in accordance with
the read service user identification information,

the verifying device comprising

elgthpubltie—key étorage means for storing a public key
to the equipment certificate issuer of each of the unit

devices and a public key to the third-party organization,

recedving—means for receiving, from the service
providing device, the challenge value, the authentication
processing result information, and the service providing
policy,

firstfermat verifying means for verifying that the
received authenticatibn processing result information fits

the specific format,
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secondavthentieater verifying means for verifying an

authenticator in the authentication context desgscribed in

the received authentication processing result information,

thirdeguipment—eertifieate verifying means for
verifying the digital signature in the equipment
certificate included in the authentication context
described in the received authentication processing result
information in accordance with the public key to the

equipment certificate issuer,

]
Hh
B

i

b W RS A N A
L3 4 SO i wpps ) IT [ S W Sy S ) js

e
H
&

fouthuser—adentification e

verifying means for verifying the digital signature in the
user identification information certificate included in the
authentication context described in the received

authentication processing result information in accordance

with the public key to the third-party organization,

fifthevaluatien—report verifying means for verifying
the evaluation report included in the authentication
context described in the received authentication processing
result information in accordance with the received service

providing policy,

sixthehadtlternge—value verifying means for verifying the
challenge value in the authentication context described in
the received authentication processing result information

in accordance with the received challenge value,
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sevent hexeewtion—resutt verifying means for verifying

that the execution resgult described in the received

authentication processing result information is proper,

tenthecoperated—user—infermation storage means for

storing, in association with each other, the user

identification information in the user identification
information certificate, and cooperated user identification
information which is the same as the former cooperated user
identification information having a value different from

that of the user identification information to identify the

user, and
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means for sending, to the service providing device, the

cooperated user ildentification information read from the

tenthecoperated—user—in t+orn storage means and the
verification result that indicates properness in accordance
with the usgser identification information in the user

identification information certificate used for the

verification by the fourthuwser—icenti-ficabion—irformatien
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verifying means when all the verification

results by seven verifying means from the firstfermat

verifying means+ tothe—authenticateor verifying means—th
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verifying-means—and the sgeventhexeewtien—result verifying

g

means are proper.
3. The gervice providing system according to claim 1

or claim 2, characterized in that

the secondauthentieater verifying meansg verifies the

authenticator generated by each of the unit devices in

accordance with information identical or corresponding to
the secret information in each of the unit devices.

4. The gervice providing system according to claim 1
or claim 2, characterized in that

the secret information 4n—the sceret—dnformation

sterage—means—1is a secret key in a public key encryption

method, and

the authenticator gernerated by the aubthernticater

genperating-means—1s a digital signature generated on the
basis of the secret key.
5. At least one of a plurality of unit devices used

in a service providing system, the service providing system

ized—by—comprising the unit devices which
independently execute authentication constituting processes
constituting authentigation processing that uses biometric
authentication, a unit integrating device which has each of
the unit devices provided therein or externally connected
thereto to communicate with each of the unit devices, a

user terminal which has the unit integrating device
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provided therein or externally connected thereto to
communicate with the unit integrating device, a verifying
device which verifies the execution contents of each of the
authentication constituting processes in accordance with an
authenticator, and a service providing device which
communicates with the user terminal and the verifying

device, the unit device characterized by comprising:

firsteguipment—ecertifieate storage means for storing
an equipment certificate issued to each of the unit devices
by an equipment certificate issuer in accordance with a
public key encryption method, the equipment certificate
including an equipment certificate body and a digital
signature generated for the equipment certificate body by a
secret key to the equipment certificate issuer, the
equipment certificate body including identification
information for a public key of or for secret information
to generate a message authentication code of the unit
device to which the authentication constituting process
belongs, unit‘device specifying information to specify the
unit device to which the authentication constituting
process belongs, and equipment certificate issuer

information to specify the equipment certificate issuer;

secondevatuation—report storage means for storing an
evaluation report, the evaluation report including the unit

device sgpecifying information of the unit device used for
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the execution of the authentication constituting process,

biometric authentication constituting process information
to specify a biometric authentication constituting process

including a biometric authentication algorithm, and

biometric authentication accuracy #irdieating-theaceuraey

Pt

£ =1 A oamet e
f g O A A ) [N LN B ) N W S

atter—Dby the biometric

authentication algorithm;

fourthuser—ddentification—informationcertificat
storage means for storing a user identification information
certificate issued to a user of the user terminal by a
third-party organization in accordance with a public key
encryption method, the user identification information
certificate including a certificate body and a digital
signature generated for the certificate body by a secret

key to the third-party organization, the certificate body

including user identification information—te—ddentify—the
wgey¥r, a hash value of biometric referential information for
the user, and &ke—third-party organization information—te

crmm e oy
STy
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thirdeseeret—informatien storage means for storing
gsecret information to generate the authenticator;

- o B W TN i P I WG G i =R R I I S e S VPN S
T NN JE A L W oy T Y [ 4 e o) bub_!..&.!.':j b}_l_\/ WO \./Ll,_i.llj means

e

for executing the authentication constituting process when
receiving, from the unit integrating device, a random

challenge value generated by the service providing device,



10

15

20

25

95

and an authentication constituting process execution
request to request the execution of the authentication
congtituting process;

authenticator generating means for generating the
authenticator by the use of the secret information in
the evaluation

accordance with the equipment certificate,

report, the challenge value, the user identification

information certificate, and a hash wvalue of the execution
contents;

authentication context generating means for generating
an authentication context, the equipment certificate, the
evaluation report, the challenge value, the user
identification information certificate, the hash value of
the execution contents, and the authenticator being

described in the authentication context in a specific

‘
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generating—means for generating authentication constituting
process result information in which the authentication
context and the execution result of the authentication

constituting process are described in a specific format;
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wherein the authentication context and the execution
result are extracted as the authentication constituting
process result information by the unit integrating device,

the extracted authentication context and execution
regult are described in authentication processing result
information in a specific format by the unit integrating
device, and

the authentication processing result information is
sent to the service providing device from the unit
integrating device via the user terminal, the
authentication context and the execution result are
extracted by the verifying device after the authentication
processing result information to which the challenge value
and a service providing policy are added by the service
providing device is sént, and the verifying device verifies
the execution result, the format of the authentication
processing result information, the authenticator in the
authentication context, the equipment certificate, the
evaluation report, the user identification information

certificate, and the challenge wvalue.



