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This invention relates to a telecommunications system.
In particulaf, but not exclusively, it relates to a mobile
5 . communications system such as a cellular mobile radio or
telephone syst.em. .
A recent innovation in such systems has been the
' introduction of Subse:riber identity Modules (SIM cards).
These are integrated circuit cards which can be releasably
i0 -imserted into a mobile telephone and whick contain in
memory the subscriber‘s i@@ntity,' i.e. his telephone
‘number. These known SIM cards also have a rolling buffer
which can store & certain number of alphanumeric
characters. The buffer. facilitates the so-called Short
i5 Message Service (SMS) in wiich a message for a subscriber
| or for a specified group of subscribers cam be broadcast
over the air, as an advanced form of radiocpaging. ' Messages -
gcan be received by a mobile telephone whenever it is idle
. or on stand-by. However, if a message is received which
20 would overfill the buffer, data is lost on a
first-in-£first-out basis. _
it is an object of the invention to provide a more
efficient and remotely reconfigurable SIM card.
From one aspect, the present invention congists in a
25 telecommunications system comprising at least one host
station and a plurality of subscriber units, the or each
host station being operable to transmit a message to at
least one of the subscriber units, and each subscriber unit
having a multiplicity of fixed memory locations and means
30 responsive to the detectioneof the message to store the
message in a selected one of the fized memory locations
which can not be 'ovgmittam from the subscriber unit, but
which can be accassed ﬁmm the smbscriw unit when
requiz:sd.
35 -In this description and the acc@mpanying clgims, &
"figed” memory lmcatian means & location into which date
can be written, and excludes first-in-first-out or circular
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5 Thus, for example, a set of telephone numbers, each
with an identifying alphanumeric tag, can be transmitted to
the SIM card, allowing users easy access to commonly used
services such as hotels, car hire or airline reservations.
This feature is known as a Value Added Service Directory.

10 A mezs@ge may be retrievable by the subscriber on the
' entry of simple, short codes into the subscriber unit, each -
memory location corresponding to a particular code . A
message may include a telephone number and, once stored,
may be able to be overwritten over the air. Preferably, the
i5 or each host station is operable to transmit & request for
information stored in a subscriber unit. The information
may be included in a message and it may alsc include '
information which is stored in a secure memory locatiom,
accessible only when the subscriber enters a personal
20 identification number (PIN number). The imfcrmatiomlmay
include credit details relevant to the subscriber, for
example, a credit card number of credit status, thus
greatly facilitating credit card transactions carried out
cver the telephene. Using this feature of the invention,
25 & credit account holder avoids having to dictate his
A account details and need o;niy enter the mandatory PIN
nunber.
The host station maj be operable to transmit
instructions to lock and/or uniock a memory locaticn at the
30 subscriber unit. It may be operable to transmit
‘instructions to run a program stored in memocry locations at
the subscriber unit. The host station may be operable to
transmit £iles containing functional data and/or files
containing non-functional data_to the subscriber unit.
35 The messages, requests for information and the
instructions being transmitted may be in a specific format
which the subscriber unit is able to distinguish from other




‘aréa, data is held at the host station until such time as the subscriber——
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Ppresent invention there is provided a tel econmuni cations ;

conprising at |east one host station and a plurality of s || j’m,, L
units, each subscriber unit having. a multiplicity of neno _

adapted to be selectively accessible fresp-said at | east one host station
and the subscriber wunit, neans at said host station operable to transmt

to at |east fommatst he Theébsspedifiacnfosmit r saymbes agale codedre ageainst
interception. .
In a preferred embodiment, the subscriber unit
comprises a mobile radio or teléphone and an integrated
- eircuit card which can be removably connected to the radio/
telephone. - The integrated circult card may contain the
memory locations and may contain means for distinguishing
the specific format from other formats. The card may
contain means for distinguish;ng between the messages,
10 requests for informaticn and instructions. The card may
alsoc contain the means for storing the messages and means
for acting on the requests and instructions.
From another aspect, the inventiocn consists in a
module for <controlling a subscriber wunit in a
15 telecommunications system, comprising a multiplicity of
fixed memory locatioms and means responsive to the
detection of a message transmitted remotely thereto to
store the message in & selected one of the fixed BEMOTY
locations, and being adapted for removable connection to a
20 transceiver of the subscriber unit. -

' At least one of the fixed memory locations may 'be
protected from overwriting by the subscriber. The module
or card may include means for rendering anj_ or all of said
fixed memory locations accessible or inaccessible by either

28 the subscriber or the host station. The card may include
a directory structure within which files can be stored.

The invention is particularly applicabie to global

telecommunication systems in which the mobile cellular

. telephone networks of various countries or areas

330 communicate using a common standard. An example of such a
global system is GSM (Global System for MNobile
Communications) currently operating in Europe. However the
invention is not limited to global systems and couid be
applied to a gingle' national cellular network or even to a '

35 f£ixed land-linked network. -

' An embodiment of the inventicm will now be described
by way of example with reference to the accompanying




-2- Iin a predetermned first format, neans at said host station
operable-to transmt to said at |east one subscriber—untt—preselected
‘second messages coded in a second format which is dlstm@ggﬁé,;p_iron1sald

first format, said second format conprising a datz~w a7 e i

enbedded connand -and each subscriber unit having nmeans
transmtted flrst and second nessages, neads for distingti®™ o y
formats, means connected to said distinguishing neans for decodlng sai d
second nessag@tﬁwmingﬂnime@hiahSﬁld second format, means for detecting
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| east one menory | oepgisd 2C&RoWEDI£L Pocess in which a subscriber unit
5 transmits a message and requested information;

Figure 3 is a block diagram showing elements of a
‘medule shown in figures 1 and 2;

Figure 4 shows details of cne of the blocks shown in
figure 3; and

10 Figure 5 is a flowchart showing'the cperation of the
module shown in figures 1 to 4. '

Figure 1 dllustrates an SME distribution path
éec@xdimg to the invention. In the prior art, the short
‘messages have usually been directed to a single subscriber

i85 or a specified group of subscribers such as a sales team.

' | Heowever, GSM also supports a feature known as Cell
Broadcast in which messages can be sent to all the
subscribers in a particular area. In the embodiment of the
invention illustrated, a message consists of the telephone

20 number of an advertiser and an alphanumgric tag to identify
the advertiser.

An operator enters the message intoc a terminal 1. The
message is then coded into a secure format known as an
Embedded Command Stream (ECS) and sent via a modem 2 and a.

25 fixed line 3 to a local GSM switch 4. According to its

delivery address, the message is delivered to any or all of

~the other switches within that network, or even across
networks.

The switch 4, which in this ezample is in the

30 geographicai area to which the mesg@ge is to be
transmitted, delivers the message tc a number of cellsites
5., The cellsites 5 are the base transceiver stations of
the GSM network. :

Each cellsite 5 then broadcasts the message to a group

35 of transceivers or mobile telephones, hereinafter referred
to as “"mobiles”. If Cell Broadcast is used, the group
consists of all mobiies within the geographical area at the



i naccessible to at |least one of said host station and said subscriber
unit,. and neans for processing the attribute comvand {&I—of:k—or—‘uﬁr’ck
‘said at | east one menory |ocation, whereby to control AGCESS L ,

| east one nenory ‘location fromat |east one of said hO¥terks
subscri ber unit. One enbodi ment of the invention, {{igi§
enabl es a set of tel ephone nunbers, each wgh an |dent|f ARIRY (R
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al | owi ng user stimsyofictbesbroadoastnl y used services such as hotels,. car
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Service Directo be retrie
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 From now on, until an update situation, the system will not
5 contact this mobile 6 again. '

- The mobile 6 recognises the message as SMS data and
passes j.t to 8 SIM card 7, which is a samall self-contained
microprocessor, held in a slot inm the mobile 6. The SIM
card 7 in turn recognises the ECS using special hardware

i0 and software and stores the message in memory im such a way
that it may not be overwrittem by the subscriber. Xnown
§IM cards contain a large number of fixed memory locations
in which the subscriber can store freguently dialled
numbers and corresponding alphanumeric tags. The SIM card

i5 7 of the invention stores the message in one ©f these
locations, and then carries out a write protect operation.
The locations dedicated to storing write protected measages
may be designated by code numbers relating to a particular
category of advertiser. Thus, for example, ‘car hire

20 cempany telephone numbers can be stored in locatiom 01,
hotel reservations in location 02 and so on.

Figure 2 shows a call placing process in which a
subscriber communicates with an advertiser. The
subscriber; remembering that the car hire company’s number

25 iz in location 0l as shown at 8, keys in a short code
corresponding to the location, such as 01#. The mobile 6§
then interrogates the SIM card 7 to retrieve the t@lephoﬁe
number from the location. ' The SIN card 7 provides both the
number and the alphanumeric tag giving the company’s name

30 and displays it to the subscriber. The user confirms that

~ he wishes to pz@ceed by pressing SEND. '

- Next, the mobile obtains a voice chazmal through which
the call proceeds to the dialled number. The GSM system
antomatically handles intrawmetwork and inter-network hops.

35 At this pcint the subscriber can hold a voice c@mversation
with the company.

Providing the correct equipment has beemn installed at

]



-3- unit, each menory |ocation corresponding to a parfrf’ré”r’*code A ced
nmessage may include a tel ephone number and, once storedy:
bverwitten over .the air. Preferably, the or each host '- ‘

operable to transmt a request for information stored i & ‘:
unit. The information may be included in a .nessage and it"™ “al so include
I nformation which is stored in a secure Er&m)ry | ocati on, accessible
only when the subscriber enters a personal identification number (PIN
nunber).  Thethe n@@W@@Non amysopnched&hec aadil it answeredey snbscaiber

subscri ber, fofggxaipl mﬁdﬁ@%&ﬁa@a@u% Cﬁhérgﬁ@t cRid Up, ?N@g the
greatly faC| lI'itati ng credl t. _card transactions carr t ove
tel ephone. UsFPBPERYs impgddatecustone aé %ﬁf@ %@géuﬁg Ro Mdgte
and address. : :
5 The SIM card 7 also contains information detalling the
: subscriber’s credit account. This information is held in
& separate, secure memory .location, accessible only when
the subscriber enters a mandatory PIN number, known only to
, himself, thus confirming that the mobile has not been
10 stolen or lost. When the subscriber has confirmed his car
hire deal, le enters the PIN number inte the mebile §,
reguesting the credit information from the SIM card 7. The
SIM card 7 Supplj.es the information and the mobile uses
existing voice/data technigues to transmit the information
i35 te the company, in a format mecure against detection by
fraudsters. The sale is confirmed by the company or its
equipment and the call is terminated.

In this example, it is also possible to @btain a
telephone or fax number from the operator-assisted

20 directory enquiries system without the subscriber having to
manually enter the number into the communications terminal
which he desires to use.

To use this féature, the subscriber calls network

_ directory enqguiries and gives the name of the person,

25 company or service of which he wishes to ascertain the

telephone number, as well as any additional information

requested by the operator answering the call. The operator

then locates the number, confirms it and enguires as to

whether the number is to be transmitted wverbally,

30 transferred over SMS into a given memory location of the
subscriber’s SIM card or both. '

If the subscriber chooses a SIM update, the voice call
is terminated and the operator initiates the ‘sMS process by
entering a sequence into a computer or pressing a dedicated

35 button. The telephone number is then encoded into am ECS
nessage at the despatch centre and is posted across the
network to the subscriber’s communications terminal, which




avoi ds having to dictate his account details and need only =Ye) ﬁ{mmm
rrandatory PI N nunber. The or each host-station is operahhsg
i fistructions to | ock and/or unlock a menmory |ocation at the Sifighk |
unit. It may also be operable to transmit instructions to.rurb %% m
stored in nmenory locations at the subscriber unit. Mreover, the or each
host station may be operable to transmt f¥+es containing functional
data and/or fil es ¢ nt ai ni ng non functional data to the subscriber unit.
The nessages, HagHEdts & sonfipmation &0 thwi despatiehgentsens Thus the
transmitted in e%RCindchaaBGa)d ﬁmwt@p&&ﬁ@éh@ﬁﬂ%@e&erﬁ \Btirl£ 3ixnetl oy
to distinguish from ot rieredformats The s&)emflc format may be nmde secure
agai nst i nt er cep® is suspende

Th@ communications terminal recognises the message as
8 85 data, passes it to the SIM card, and if c&gable,
displays a "message received” banner. The SIM card in turm
recognises the ECS using special hardware and software, and
decodes it accordingly. The number, and any associsted
alphanumeric tag, which would normally consist of the name
10 of the person or company, are recovered together with the
memory location in which they are intended to be stored.
The number and name-tag are then writtem to that location
and are write-protected if requested by the subscriber, the
overwrite protection being encoded into the message at
15 source. |
_ Subsgguently, the subscriber attempts to place a call
to the number in the known memory location by keying in the
memory location number. " The SIM card passes the telephone
~ or fax number to the cemnications terminal on demand, and
20 upon receipt of the subscriber’s confirmation, the.
communications terminal sets up the cell to the desired
nuaber.
Figure 3 shews the electromnic stmcture of the SIM
card 7. The card communicates with the mobile to which it
25 is connected wvia an input/output (I/0) manager 15,
preferably using the protocol IS0 7816 T=0. A filter 16
receives incoming data from the I/0 manager and detects any |
ECS messages from among the short messages received. The
ECS messages are sent directly to an extended erasable read
30 only memory (E2ROM) 17, which is preferably a "flash"
E?*ROM. Data can alsoc be output from the E2ROM directly to
the I/0 manager 15. The remaining blocks shown in figure
3 are standard components of a SIK_ card.
Figure 4 shows how the E?ROM is organised. A root
35 directory 18 contains a SIN administration énd identifier
19, a GSM directory and network data 20, and a telecom
directory 21. '
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-4-, In a preferred enbodinent, the subscriber S a

unltico'pnys
mobi l e radio or t el ephone and an |ntegrated circuit orTﬁkﬁhi"jf‘:;ff;' e
" whi ch can be renpvably connected to the radio-tel ephone.||f i O @tied

circuit card fmy contain the nenory |ocations and may cofl§gkiish I
di stingui shing the specific format fromother formats. e card nay
contain neans for distinguishing betwen-8the nessages, requests for
information and instructions. The card may al so contain the neans for
storing the nessafie artehecos fdirsctiony orint hebturnuecontaichs nswemeryons.

Accor di ng tol%%tt'l]%fnsas%%"t ﬁli%ﬁs?ra%ré &%doraiéi?erﬁa@efé@‘“ﬂid a

nodul e for control a subscriber unit ecomuni cat1ons s

i ncl udi ng at "FaRab hEanfharaiion’ |3§¢ﬂﬁﬁh§¥ﬁbQMﬁ%§?@ﬂa?e%& ed

: dial numbers®” 25, and “charging counter” 26. Each block

5 represents a plurality @f'mgm@zy locations. The freguently
dialled numbers and corresponding alphanumeric tags are
stored at locations 22. _ ‘

The "abbreviated dial numbers™ locations 22 and the
"short messages" Jlocations 24 each have an associated

10 - locking control file 27, 28 respectively. The locking

' control files constitute means for read/write protecting
and removing read/write é@@t@@ti@ﬁ from their associated
memory locations. T%e-lackiﬁg control files 27, 28 will
typically be in the telecom directory 21 as shown, however

15 they can be located elsewhere such as in an_administraticn
directory.

Figure 3 is a flowchart illustrating the cperation of '
the SIM card 7, which uses the specially fabricated
hardware and software which has been described above to

20 implement the operations illustrated. At lozenge 9,

‘messages, reguests, and instructions having ECS arxe
distinguish@d from those without. Each of these ECS types
conslists of a data stream headed by a comnand which is one
of at least four types. write commands for the messages,

25 read commands for the reguests for information, attributg
commands for lock or unlock imstructions and run commands
for instructions toc run a program. | N

The command and data types are decoded at box 10 and
‘acted on in one of the four paths 11-14.

30 Path 11 handles the write commands to store messages.
starting at a location specified therein. Path 12 handles
the read commands; again, the regquests for information

. contain a location to be accessed fizst. Successive
locations are read and the data stered'iﬂ a buffer until’

- 35 the required amount of data has been read. The data in the
buffer is then encoded into the ECS format and despatched
from the mobile using $MS to the calling party.
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~conprising a multiplicity of menory |ocations adapt ed to | :f?f}f

" accessible from said at |east one host station and the § -

means for detecting first and second nessages transmtt

said at |east one host station, said first nessage being coded in

predetermned first format and said see®nd message being coded in a

second format which is disti ngU| shed from sal d | rst format, sai d second
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5 stored in the SIM card te be run.

- The basic ECS system is expandable to up to 255
internal shell commands of which write, read, lock/unlock
and run ,;a_ré four examples. The specific protoccl used for
the transfer of information is not fixed and could be

1¢ IS078l6 T=0 or any other suitable protccol.

The internal shell q@mn@s are a supplement to the
ability of the system to create external file cbjects
within the SIM card 7. The file objects are of two types:

- Application Data ¥File Programs (ADFP’s) containing

15 functional data which can be executed by the SIM card
processor and can self modify if required and Appiication
Data Files (ADF’s) containing non-functional data which
~does not have these capabilities. Existing ADF(P)’s can be
modified _@vegethéeair enabling advanced facilities such as

20 personalisation, 'respegsenaliSati@n or downloadable phone
book. .

The SIM card 7 has a directory structure, similar to
that of a computer disk, and new ADF({P)’s can be downloaded
- into any directory over the air. Also over the air,

25 directories can be created, deleted and modified, multiple
tree directory operations can be carried out and ADF(P)’s

~ that are no longer required can be deleted. The amount of
ADF(P) data which can be downloaded is limited only by the
size of theé E2ROM memory of the card. .

30 The invention, a&s described, greatly extends the
applications of SIM cards. For example, using the Value
Added Services Directory, subscribers can bock hotels and
airline seats over their mocbiles qﬁickly and easily.

An additional advantage of this feature of inventiocn

35 is that the geogﬁaphical distribution of mess'ag@s to cards
in a specific area such as the Socuth of France is
faclilitated. . Thus advertisers can direct their messages to
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- 5 - conprises an attribute command sel ectively identifyi at | east one
of said nenory |locations which is to be |ocked or unl ockedfgs
said at |east one menory location accessible or inaccessibl ¢t i
one of the host station and subscriber unit and means for priokids ik el
attribute command to | ock or unlock said at | east one nenory Iocatlon '
whereby to control access to said at |east-¥D¥¥ nenory | ocation from at

| east one of the host station and subscriber unit. The nodul e may

i ncl ude a diresldr yasbilet subagunibersmhich fh¢ espeaifiic sevesd. ThisThis

e o't he PERFHISAARBASRE D SLOREL ok OPEBTHE, Sl R ST
or areas to another and have no knowledge of local services. :
' The . directory eaquiries download enables contact

5 telephone or fax numbers to be delivered to a sﬁbscribér’s

muunications terminal without any interventiom by the

subscriber. The process of manually entering a number

‘whilst engaged in a call to the operator is often

d@ngemugf, especially when the subscriber is driving.

10 The ability of the system to download ADF(P)’s means
that additional services can be added to the SIM card cver
the air while maintaining total compatibility with the
existing cellular system. Thus the SIM card could acquire
the functions of a credit card, passport, dxiviﬁg licence,

i85 car park pass, membership card and so on, becoming & multi-
service card. Also, dynmi@ally updétable services can be
added which reguire a different process to be run each time

| a service is accessed. _
Once the card has extra services on it, it can be used

20 outside of the mobile phone environment if desired as.a
standalone item. 7This cam be read from or writtem to by a
dedicated piece of hardware, such as a point of sale
machine. If desired, the new services can be deleted,
however the card will never lose its mobile phone SIN

25 cepability. In addition, if the card has extra services,

- they will continue to function even if the subscribexr has
been disconnected from the mobile phone network, unless
otherwise desired. :

| Modifications are possible without departing from the

30 scope of the invention.

For example, the 8SIM card can be trained only to
receive messages detalling services relevant ¢to the
subscriber’s needs. '




conmuni cate_using a conmon standard. An exanpl e of such a global system

Is GSM (d obal System for NbbiTe Communi cations) currently operating in

* Europe. How&lieBhetttas BRv®ajad i S not limted to gl obal systems and coul d
be applied to st $iNENPE Eknal cel | ul ar network or evﬁ

|.and-1inked n r{ 1! :"_‘“‘ ng to yet a further il ,@l’ﬁm, U
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invention there I's | ,a met hed 1= of operatl ng’;

t el econmuni cati ons system i n.which a host station is operable to
transnmt, to at |east one of a plurali ©uldMS subscriber units of the
system a first nessage coded in a predetermned first format which,

i e 51 o Enk el comags AR LaRS: e s hriele i SLSSHE e
second for rrahgﬁtSﬁt.@ﬁﬂ@ﬁhemfaﬁm & PpIufalpty é@@m@ﬁ@eﬁ edad (fBormmt
conpri Slg ga ﬁata Stre%%ﬂ host station being operable to transmit a
_ message to at least one of the subscriber units, and each
subscriber unit (6,7) having a multiplicity of f£ixed memory
lecations (22) and means responsive t@'the detection of the
message to store the message in a selected one of the

10 fixed memory locations which can not be coverwritten from
the subscriber unit (6,7), but which can be accessed from
the subscriber unit when reguired.

2. A system as claimed in claim 1, wherein at least
one of the subscriber units {6,7) comprises a transceiver

15 (6} and an integrated circuit card {7} or other module
‘having the fixed memory locations (22), and means
regponsive to the detection of _a message by the transceiver
to route it to the selected fixed memory location, said
module being removably connected to the transceiver.

20 3. A system as claimed in claim 1L or 2, wherein each
pemory location (22) 'i.s associated with a simple, short
code, and the subscriber unit (6,7) includes means
r@gp@nsive to the entry into the unit of each code to
retrieve data from the associated memory location.

25 4. A system as claimed in any pxeceding claim, wherein
the or each host station (1) is operable to overwrite the
message stored in the fixed memory locatiom (22) at each
subscriber unit (6,7).

5. A system as claimed in ény preceding claim, wherein

30 the or each host station (1) is operable to transmit a
request for information stored in a fixed memory location
(24) within a selected one of the subscriber units (6,7},
and each subscriber unit contains means responsive to such
a request fgr retrieving and transmitting the information.

35 6. A system as claimed in claim 5,' wherein the means
responsive to the request is actuated only on the entry of
a personal identification mumber (PIN number) into the




"6 - having an enbedded conmand, transmtti_ng%[\wedw:ond
nmessage fron1§&wQMhﬂmﬁmeneﬁtho sald at | east one subscriber unit,
receiving said [1 o 18l T ssage at said at lea H ' MR i i

causing said e i { ggcrl ber unit to di stli '*'* ﬂ

uni t
i e d u second
message from said Tire ge coded in said predeterfi nked ¥ 1 rsSt «f or mat ,

routing said second nessage coded in sai<i&econd format to decodi ng nmeans,
decodi ng said second nessage and processing said decoded second nessage as
dictated by smbsaxileenidonffoit) . Throughout the descri ption and

rordsuch as * corm e %gﬁﬂ&iﬁﬁgg%"car réif% \éé%é‘?% exct £djé A

word, such as_"conprisifig
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be descri bed f@k@%@m&y £838BL 6ns \Wwillcl i 96 € o ride t2eFO AW | fike

drawi ngsyi N WhvEtriver unit (6,7). .
8. A system as claimed in any preceding claim, wherein
each subscriber unit (6,7) includes means {27, 28)
responsive to an instruction transmitted from the or each
host station (1) selectively to enable or prohibit said
10 further fixed memory 1@cati@ns to be overwritten from the
or each host stati@n (13 or from the subscriber unit (6,7).
S. A gystem as claimed in any preceding claim, wherein
‘each subscriber unit (6,7) includes means responsive to an
' instruction transmitted from the or each host station (1)
15 'te® runm a program stored in said fixed or further fixed -
" memory locations .at the subscriber unit (6,7).
10. A system as claimed in claim 8 or 9, when
dependent upon claim 5, wherein the or each message,
: .zéque;gt for information and instruction transmitted is in
20 a specific format, and the subscriber unit (56,7) includes
means (16) for recognising the specific format. .
. 11. A system as claimed in one of claims 3 to 10, when
dépend@nt.. upon claim 2, wherein the module (7) includes the
- means responsive to the detection of a message to store the
25 message in a selected one of the fixed mégﬁoxy locations,
and/or the means responsive to the entry of a simple short
code to retrieve data from the associated memory location,
" and/or the means responsive tc a reguest for informatien to
retrieve and transmit the information, and/or the
30 multiplicity of further fixed memory locations which can be
overwritten by the subscriber, and/or the means for
sglectivély enabling or prohibiting salid further £ixed
 memory locations to be overwritten, and/or the means for
running a program, and/or the means for recogniging the
38 specific format. -
12. A module (7) for coantrolling & subscriber unit in
a telecommunications system, being removably connected to




Fi‘gure -1 shows the transnission of nessages to a subscrlberm”‘;w

‘systen1accord|ng to the invention; Fi gure 2 shows i
"subscriber unit transnmits a message and requested |n¥a ik
3 is a block diagram show ng el enents of a nodul e shomn [

-ﬂ;‘.fi"

ch a
F#gure

rf ffgures 1 and 2;

Figure 4 shows details of one of the blocks shown in figure 3; and
Figure 5 is a flomchart _showi ng the. operé@?%n of the nDduIe shown in

figures 1 to
according to

. trat §tribut th
R FERHRAMTER, (6) 1of nEhG, PUPSSFLDST AL ho, EhE ECBRELE NG, B

usual | y been gli¥€npEflei oy Bo8i ﬁgke@sméﬁarybwcamonsspgmf key, gandpmehns
subscribers such as fvsales t

10

18

responsive to ¢ {@" detection of a message transmitted
remotely thereto to store the message in a selected one of
the fixed memory locations. :

13. A module (7) as claimed in claim 12, wherein at
least one of the fixed memory locations (22, 24) is
protetted from overwriting from the subscriber umit.

~ 14. A module (7) as cleimed in claim 12 or 13,
including means (27, 28) for rendering any or all of said
fixed memory locations accessible or inaccessible from
either the subscriber unit or the host station.

15. A module {7} as claimed in cleim 12, 13 or 14,
including a directory structure (21) within which £iles can
be stored. _ :

i6. A module (7) as claimed in any one of claims 12 to
15, wherein the module is in the form of an integrated
circuit caxd.




-7 - ' However, GSM al so suppbrts a feature known as Cell Broadcast in
whi ch nessages can be sent to all the subscribers in _a particular area. In
‘the enbodi ment of the invention illustrated, a nessage consists of the :
t el ephone number of an advertiser and an al phanuneric tag to identify the:
adverti ser. An operator enters the nessage into a ternmnal 1. The
message is then coded into a secure fornmeti&nown as an Enbedded Command
Stream (ECS) and sent via a nodem 2 and a fixed line 3 to a | ocal GSM
switch 4. According to its delivery adiBSERACThe message is delivered to
any or all of the other switches within tthat network, or even across
net wor ks. The switch 4, which in thls‘fexanple is in- the
geographical area to which TEERECOMMUINICATIONS [SXSTEM t r ansmit't ed,
delivers the nessage to a nunber of cellsites 5. The cellsites 5 are the
bass transceiver stations of the GSM network. Each cellsite 5 the
broadcast? t he nesé@%éit communications system such as & global mabile
telephone network in which each subscriber unit includes a
Subsecriber Identity Module (8IM card), each SIM card has
fixed memory locations 22, to which data can be addressed
over the air. Some of the lJlocations 22 can not be
10 overwritten from the subscriber unit but can be accessed
therefrom on the entry of short simple codes, each
asscciated with one of the locations. Further fixed memory
locations 24 can be read over the air only when the
subscriber enters a personal identification number.
.15 Locking control f£iles 27, 28 are used to control read/write

access to the locations 22, 24 respectively.

{Fig. 4)



"of transceivers or nobile t el ephones, hereinafter referred to.as "nobiles".
If Cell Broadcast is used, the group consists of all nobiles within the
geographi cal area at the tinme of the broadcast. A sel ected nobile 6
receiving the nessage transmts a confirmation of receipt back to its
respective cellsite 5. Fromnow on, until an update situation, the system
w il not contact this nobile 6 agabg6 The nobile 6 recogni ses the
nmessage as SMS data and passes it a SIMcard 7, which is a small

sel f-contai ned m croprocessor, held-in a slot in the nobile 6. The SIM
card 7 in turn recogni ses the ECS using special hardware and software and
stores the nessage in nenory in such a way that it may not be overwitten

by the subscriber. Known SIMcards contain a | arge nunber of fixed nmenory
| ocati ons : '

) (INTER-N
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“i'n which the subscriber can store frequently dialled nunbers and
correspondi ng al phanuneric tags. The SIMcard 7 of the invention stores the
nmessage in one of these |ocations, and then carries out a wite protect.
operation. The loctions dedicated.to storing wite protected nessages may
be designated by code nunbers relating to a particular category of

adverti ser. Thus, for exanple, &, hire conpany tel ephone nunbers can be
stored in | ofatTOM UL, hoter

Figure 2 shopflfa AMIE @ARSNng
wth an adyerdL58%~ %7@543

22?&282&’3?%;%%@%@?-

the SIM car diist-

conpany’'s nane
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W S

SERVICES ||




Next, the nobile obtains a voice channel
The GSM system

proceed™by pressi ng SEND. _
t hrough which the call proceeds to the dialled numnber.
automatically handles intra-network and inter-network hops. At this point
t he subscriber can hold a voice conversgybon wi th the conpany.
nstall ed at the conpany,

Providing the correct equi pnent has bee
as the call is answered, subscriber identity informatiaqn read fromthe SIM
card 7 gives the conpany i medi ate custoner billing details such as a nane
and address. The SIMcard 7 also contains infornmati on detailing the
subscriber's credit account. This information is hel&in a separate,
secure nmenory | ocation, accessible only when the s&ESc i ber enters a

known only to hinself, thus €Bn&i rmng that the

| < &

and disglays it to the subscriber. The user confirnms that he w shes to

as soon

mandat ory PI N nunber,
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® stolen or |ost.

When t he subscriber has confirned-his car hire deal,
enters the PIN nunber into t-he nobile 6,

fromthe SIMcard 7. The SIMcard 7 supplies the information and the nobile

uses existing voice/data techniques to transnmt the information to the

conpany,

in a format secure agai nst detection by fraudsters.

The sale is

confirmed by the conpany or its eglbprent and the call is term nated. .
it is also possible to obtain a tel ephone or fax nunber

In this exanple,

he
requesting the credit information

fromthe operator-assisted directory enquiries systemw thout the
subscri ber haV|ng to manual Iy enter the number into the comunications

term nak To use this feature, the_subscriber
calls ¢

za/ H

LE (SMSI
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Vconpany or service of which he wishes to ascertain the tel ephone nunber,

wel | as any additional information requested by the operator answering the
The operator then | ocates the nunber,
whet her t-he nunber is to be transmtted verbally
a given nenory | ocation of the subscriber's SIMcard or both.
subscri ber chooses a SI M updat e,
operator initiates the SMS process by entering a sequence into a conputer

The ‘tel ephone nunber is then encoded into

an ECS nessage at the despatch centre and is posted across the network to -
t he subscriber's conmunications term na

call .

or pressing a dedicated button.

to the despatch-centre.

a conflrnatlon IS received,

"INCOMING GMS

MESSAGE

HESSAGE

|

t-Bf 6/0i ce call is ternm nated and the

whi ch

I s suspended.

DERIVE :

DATA LOCATION
DECODED & NO OF BYTES |

E_COMMAND

} o

DISPLAY SMS
MESSAGE TO USER

t
‘.‘
i

l

OFFER USER SIM

|

AND @AT& TYPES STORE DATA .
DATA CORRUPT  |IN LOCATION |
OR . T N
{INVALID (O | l |
' ' CINCREMENT |} |
D SCAR_U- DATA 0 L‘QCATW@N ] ' "

S THIS
THE LAST

-@CA@@N_ Pl

confirms it and enquires as to
transferred over SMS into
If the

transmts a confirmation
Thus the retry nechanlsn1 whi ch operates until such



- 10- The conmuni cations term nal recognises the message as SVS
data passes it to the SIMcard, and if capable, displays a "nessage
récei ved" banner. The SIMcard in turn recogni ses the ECS using special
har dwar e and software, and decodes it accordingly. The nunber, and any
associ at ed al phanunmeric tag, which would normally consist of the nane of
~the person or conpany, are recovereﬁf@ogether with the menory location in
which they are intended to be stored. The nunber and nane-tag are then
witten to that location and are wite-protected if requested by the

subscri ber, the overwite protection being encoded into the nessage at

@ERWE'@EAW@N DERIVELOCATION| [ DERIVE LOCATION g
1& NO. OF BYTES & LOCK TYPE | & CHECK HANDLE

l —

 READ DATA FROM

. | LOCATION STORE [ I3 %
- “THIS A WRITES |
| BUﬁFER PROTECT _/
| INCREMENT E |
LOCATION ‘?

LOCK

| |RUN PR@GRAMME,,
(AT LOCATION |

1 TENCODE BUFFER §[ UNLOCK
|INTO ECS FORMAT || _ LOCATION

'DESPATCHOVERSMS] / END
TO CALLING PARTY | \__°

PDATE COMMAND
| NO. DIRECTORY
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source ' Subsequent |y, th;e su renpt.s
‘nunber in the known-eamy | ocafiron ‘byizkeyi:ng: i
nunber.—H1E, ok the/tel ephone

| ocati on
t he
he subscriber's

confir catlwﬁs term nal setg up,: to the desired
nunber . { s the el ectronic structur b SIMcard 7. The
card cofym ] hg m)blle to which.it, @@Fonnected via an
input/ot oot manader '-15,. préf ergbly us n( t-he- protocol |1SO 7816
T=0. ' reT™ 1 S typ| cally a pr gramv\hlch resides in part of the

operatl syst em (O’ S) ROM apgrrrovMuRttaeronNs keshpsf er and forward data
to and fromthe subscriber unit. Afilter 16 of the card receives inconing

short nessage datBhis orinventAon marekpdremandtexami ndeljecommmnicat rrsence
(ECS). ety b, DRRGIEEERFs Bif BOPy BALSIG oIy o b T By €6
erasabl e read gahy: 8P ERmunERIREMs ;ﬂs%enwﬁéhléspéewmdzma n@ﬁﬁﬁé"
E[err] ROM Once the message has been stored in the Eferr] It is decoded
and the radic or telephone system. -

A recent imnnovation in such systems has been the
introduction of Subscriber Identity Modules (SIM cards).
These are integrated circuit cards which can be
releasably inserted :ftnto a mobile telephone and which
contain in memory the subscriber's identity, i.e. his
telephone number. These known SIM cards alsc have a
memory area which c¢an store a certain number of
alphanumeric characters. The memory area facilitates the
gso-called Short Message Service (SMS) in which a message
for a subscriber or for a specified group of subscribers -
can be broadcast over the air, as an advanced form of
radiopaging. Messages can be recel.ved by a moblle
telephone whenever it is idle or during a call. However,
if a message is received which would overfill the memory
area, data is held at the host station until such time as
the subscriber manually clears a space for it.

According to one aspect of the present invention
there is provided a telecommunications system comprising
at least one host station and a plurality of subscriber
units, each subscriber unit having a multiplicity of
MEemMoTyY iocatians adapted to be selectively accessible
from said at least one host station and the subscriber
unit, means at said host station operable to tramnsmit to

at least one of the subscriber units first messages coded

o2 gF¥ 3-3
2 [9%%



S+ E]

associated conmand data as extracted, as de<REPBédm=JR3 SHEET |
11 hereafter with reference to the flow chartf o Tirgure 5= The
remai ni ng bl ocks shown in figure 3 are stang DM

card. During the decodi ng process, the Scratchpag
necessary, be used as a tenporary data store and
the CPU nay also be utilised. Data can also be ¢utput fromthe E[ferr] ROV
directly to the 1/0 manager. As nmenjioned above,tTheStiteard may
include a directory structure within whith files may be stored. Wth this

arrangenent indi aecpoedescamntned! | Laged dARKS, Ofmeans at said host

station operable to transmit to said at least one

subscriber unit preselected second messages coded in a
second format which is distinguished from said first
format, said second format comprising a data-stream
having an embedded command, and each subscriber unit
having means for receiving said transmitted first and
second messages, means for distinguishing said formats,
means connected to said distinguishing means for decoding
said second messages transmitted in said second format,
means for detecting when a decoded second message
comprises an embedded command which is an attribute
command selectively identifying at least one of said
memory locations which is to be locked or unlocked so as
to render said at least one memory location accessible or
inaccessible to at least one of said host station and
said subscriber unit, and means for processing the
attribute command to lock or unlock said at least one
memory location, whereby to control access to said at
least one memory location from at least one of said host
station and said subscriber unit.

Cne embodiment of the inventicn, for example,
enables a set of telephone numbers, each with an
identifying alphanumeric tag, to be transmitted tc SIM
cards installed in the subscriber units, allowing users
easy access to commonly used services such as hotels, car
hire or airline reservations. This feature is known as a
Value Added Service Directory.

A message may be retrievable by the subscriber on

the entry of simple, short codes intc the subscriber



;.'

rrermry Iocatlons for storage of their data files an it ly
“OCClJpI es a plurality of these locations. Figure 4 sh CA’EEM mﬁiﬁl
directories and files are organised within the Efer '] RO%IQ)% b%ﬁ Sl l\h qard.
A root directory 18 is the starting point, at the tppjo g r]lRQ\/Is
filing systemtree, and represents the point fromwhigh any of its asub-
directori es may be accessed. Wthin the root directory are the folTowi ng
sub-directories, as will be famliar to .3 .person ski4+ed-in-the art. | That
is, a SIMadm nistration and identifier™ directory 19 which contains
files identidyitg ehehSkhdmeatd Rscdrid &ofrdsponiingateSM csateiealar
tel ephone and not sone other type of card receiving device; GSM
directory arfP@@: wokkmeasageomay dncdydicaien s alaphone | ugher tand, once

admi ni steri req mepi. s a m such as
TN el B ERn AN BB ROS A el St R R
contains fi |§£ef§i‘§k§§§"} t@héd%z!‘“ Séﬁnn%déte seheqonben gr e@géf&ﬂiét sgoof a
GSM conpliant system such as "abbreviated dial nunbers ,

"capability %mmmtaal @aqugst fomoinfprmesdden stored ijecr dmabsﬂmrhers" 25
and "char gi count er.' 1 nthis rect reguent diall ed
nunbers and “3%%121‘ co“’rl}eés%%%% %?%hgnﬁh’ngﬁ %gdeé 28" ssage and

it may also include information which is stored in a

secure memory location, accessible only' when the
subscriber enters a personal identification number (PIN
number) . The information may Iinclude credit details
relevant to the subscriber, for example, a credit card
number of credit status, thus greatly facilitating credit
card transactions carried out over the telephone. Using
this feature of the invention, a credit account holder
avoids having to dictate his account details and need
only enter the mandatory PIN number.

The or each host station is operable toc traunsmit
instructions to lock and/or unlock a memory location at
-tkg@ subscriber unit. It may also be operable to transmit
instructions to run a program stored in memory locations
at the subscriber umnit. Morecver, the or each host
station may be operable to transmit files containing
functional data and/or files containing non-functional
data to the subscriber unit.

The messages, requests for information and the
instructions are transmitted in a specific second format
which the subscriber unit is able to distinguish from
other formats. The specific format may be made secure
against interception.



are "stored- in the "abbreviated dial nunber" _nennry locati-ess 22.
'Assoc! ated with the "abbreviated dial nunbers” a R}:FL&@Q{&,@}{TBSEEE% " nmenory
| ocations 22, 24, are respective |ocking controlf ftfes—27-28-wi c

contain details of the

- totk/unl ock
attributes of the nmenory |ocations in which each sfor@zégfsggeé apd
abbr evi ated di al nunber are stored. These control f

ftiles constitufe’ neans
for read/write protecting and read/wite enablin

_ _ t heir associ ated{nenory
| ocations. This provides the facility t'dt pr event - --y“l' ocations

from being overwiyt ep opragepeeqd embodiimehBat i tolky, sibsitiBBsUGinit
actions. The |ocking control

comprises a mobile radioc or telephone and an integrated

circuit or 8IM card or module which can be removably
connected to the radio-telephone. The integrated circuit
card may contain the memory locations and may contain
means for distinguishing the specific format from other
formats. The card may contain means for distinguishing
between the messages, requests for Iinformation and
instructions. The card may also contain the means for
storing the messages and means for acting on the requests
and instructions.

According to another aspect of the present invention
there is provided a module for comtrolling a subscriber
unit in a telecommunications system including at least
one host station, said module being adapted to be
rem@vabiy connected to the subscriber unit, and said
module comprising a multiplicity of memory locations
adapted to be selectively accessible from sald at least
one host station and the subscriber unit, means for
detecting first and second messages transmitted thereto
from sgaid at least one host station, said first message
being coded in a predetermined first format and said
second message being coded in a second format which is
distinguished from sald first format, said second format
comprising a data stream having an embedded command, said
module further comprising means for detecting received
first and second messages, means for distinguishing said
formats, means connected to said distinguishing means for
decoding sald second messages coded in said second

format, means for detecting when a decoded second message



fil es 27,28 will typically be stored in the__telecomdirectory 21, as
shownn. However, they can be | ocated el sewhere, AN T
admini stration directory. Figure 5is aflo QE‘%EE}@LE tggﬁgh t he

operation of the SIM card 7, which uses the S)eCiillEié @br cat ed
har dware and software described above, in responseft® REPH8%H nl M5, to

i mpl ement the operations illustrated. At decistoh box 9, messages,| requests
and instructions having ECS are distinguisshed frpm those w thout. | Each of
t hese ECS types consists of a data stream headedbhy a _command.whi.ch is one

of at |east temprixees anvatiterituiensdswiaid tde] aesbegbs, ideatdicoingnas: for
the requests for information, attribute commands for |ock or unlock

i nstructi onsleagtr @ne HfefRibd f BEmPEY: Agcatdpas: ¥high d&regrhm lpckede
message i s fqun evq| d_qf ECS o, ik, d su 0 .he a rd
SMS nmessage §%d%é£%€§?€ ﬂ%thagn tg)n%ﬁ%‘gggknéo%\%&t%%t hgggsék! %d@%ﬁt&gfg
art.  Typi cabkchtish bexcd@fiblaecst akidcesiMbI®@stageat s 18har owe oF the
user who is then, at box 101, given the option of storing it on the SIM
However, if the nbBosigesitatiiggndand ceubscribereECsnitheanghemeamsandoind
data types contained therein %Ee.ge%oded and v idite at_box, 10, to _ensure -
that the dat Qrpgegmtthe attribute command toc lock or unlock sail

at least one memory location, whereby to control access

to said at least one memory location from at least one of
the host station and subscriber unit.

Thé module may include a directory structure within
which files can be stored.

The invention is particularly applicable to global
telecommunication systems in which the mcbile cellular
telephone networks of varicus countries or areas
communicate using a common standard. An example of such
a2 global system is GSM (Global System for Mobile
Communications} currently operating in Europe. However
the invention is not limited to global systems and could
--bg applied to a single natiocnal cellular network or even
to a fixed land-linked network.

According to vet a further aspect of the invention
there is provided a method of operating a
telecommunications system in which a host station is
operable to tramnsmit, to at least one of a plurality of
subscriber units of the system, a first message coded in
a predetermined first format which is adapted to be
received and displaved by sald at least one subscriber
unit, comprising the steps of coding a preselected second
message in a second format distinguished from said first

format, said second format comprising a data stream



and free frominvalid coding. If thé vaiidati
I's .di scarded at box 102 and the process ends.

ggtﬁif“%ﬁj ?n t he nmessage

successful,
t he decoded nessage is parsed via decision bgxdgs 110,120, 130{and 140 for
one of the aforenentioned commands and i s actjed r$ Q9ﬁe f {the four
pat hs 11-14. Hence, path 11 handl es each VWIte connand ng starts at

box 111 which derives fromthe decoded data detalls of

-13- the first menory location into which thd.data is to be witten, the
nunber of bytes of data included with the nessage and the actual bytes of
data. Starhh9gnat e embedded command, transmitting saild coded

second message from said host station to said at least

one subscriber unit, receiving salid coded second message

at said at least one subscriber unit, causing said at

least one subscriber unit to distinguish said coded

second message from said first message coded in said

predetermined first format, routing said second message

coded in said second format to decoding means, decoding

said gecpnd message, and processing said deccded second.
message as dictated by said embedded command.

Throughout the description and claims of this
specification, the word “comprise’ and variations of the
word, such as "comprising” and “comprises’ are not intended
to exclude other components or integers.

An embodiment of the invention will now be described
by way of example with reference to the accompanying
drawings in which:- '

Figure 1 shows the transmission of messages to a
subscriber unit in a system aceording to the invention;

Figure 2 shows a process in which a subscriber unit
transmits a message and requested information;

Figure 3 is a block diﬁgram showing elements of a
module shown in figures 1 and 2;

Figure 4 shows details of one of the blocks shown in
figure 3; and

Figure 5 is a flowchart Showing the operation of the
module shown in figures 1 to 4.

Figure 1 illustrates an SMS distribution path
according to the invention. In the prior art, the short
messages have usually been directed to a single subscriber
or a specified group of subscribers such as & sales team.



first nmenory | ocation, successive bytes are witte
| ocati ons by boxes.112 and 113 until the require
witten, as determ ned by decision box 114. ach read
command and starts at box 121 which derives fro decoded datfafdetails

of the first nmenory | ocation fromwhich data isfto be rea nunber
of bytes to be read. At boxes 122 and 123,” star menory
| ocation, bytes are read from successive nenory |ocations anda—the data is

stored i n a buffer Howlevermnr cEEM salepeatuppaitts &hdeadure ckinowmbes deliyt es
have been rea er gine degl.si 0X 4., The f d a

t hen encoded gﬁ?%aE%E%Tog#htgg?&gox&%ggagﬁ%, géﬁboggli%gH%eg%gtc é% f%é#n
the nobile, ushhgcsiBensoirhe partisylpar ayea. In|theambadimenhoef tthe
parser has deygyRhRan! 13l vk rditldd P ﬁx&%@%dx&_ @S%th@x@%@pﬁaﬂ

responsi bl e for deriving fromthe decoded data the ocation and esw_eofa
status of theDEBBGE 64 an agvartisey aBgxandlrhanuperin feedaidentity
"wite protecthet Be¥eRtA@RSS] N proceeds to block 133 where the

specified location is wite protected, otherwi se, at block 134, it .i s
mfite enabl ed. An operator ehters %%e message Into’a tesminal 1. 'Theé

nessage is then coded into a secure format known as an
Embedded Command Stream (ECS) and sent via a modem 2 and a
fixed line 3 to a local GSM switch 4. Aceardiﬁg to its
delivery address, the message is delivered to any or all of
the other switches within that network, or even across
networks. )

The switch 4, which in this example is in the
geographical area to which the message is to be

transmitted, delivers the message toc & number of cellsites
5. The cellsites 5 are the base transceiver stations of
the GSM network.

Each cellsite 5 then broadcasts the message to a group
of transceivers or mobile telephones, hereinafter referred
to as "mobiles®. If Cell Broadcast is used, the group
consists of all mobiles within the geographical area at the

"time of the broadcast.

A selected mobile 6 receiving the message transmits a
confirmation of reéeipt back to its respective cellsite 5.
From now on, until an update situation, the system will not
contact this mobile 6 again.

The mobile 6 recognises the message as SMS data and
passes it to a SIM card 7, which is a small self-contained
microprocessor, held in a slot in the mobile 6. The SIM
card 7 in turn recognises the ECS using special hardware
and software and stores the message in memory in such a way
that it may not be overwritten by the subscriber. Known
SIM cards contain a large number of fixed memory locations
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and corresponding alphanumeric tags. The SIM caxd
7 of the invention stores the message in one of these
locations, and then carries out a write protect operation.
The locations dedicated to storing write protected messages
may be designated by code numbers relating te a particular
category o©of advertiser. Thus, £for example, car hire
company telephone numbers can be stored in location 01,
hoetel reservations in location 02 and so0 on.

Figure 2 shows a call placing process in which a
subscriber communicates with an advertiser. The
subscriber, remembering that the car hire company’s number
is in location 01 as shown at B8, keys in a short code
corresponding to the location, such as 01#. The mobile 6
then interrogates the SIM card 7 teo retrieve the telephone
number from the location. The SIM card 7 provides both the
number and the alphanumeric tag giving the compény's name
and displays it to the subscriber. The user confirms that
he wishes to proceed by pressing SEND.

Next, the mobile obtains a voice channel through which
the call proceeds to the dialled number. The GSM system
automatically handles intra-network and inter-network hops.
At this point the subscriber can hold a voice conversation
with the company.

" providing the correct equipment has been installed at
the company, as soon as the call is answered, subscriber
identity information read from the SIM card 7 gives the
company immediate customer billing details such as & name
and address.

The SIM card 7 also contains information detailing the
subscriber’s credit account. This information is held in
& separate, secure memory location, accessible only when
the subscriber enters a mandatory PIN number, known only to
himself, thus confirming that the mobile has not been

At box 142, the check handPe ©'s used hs a form of ctecksum so
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fraudsters. The sale is confirmed by the company or its
equipment and the call is terminated.

In this example, it is also possible to cobtain a
telephone or fax number from the operator-assisted
directeory enguiries system without the subscriber having to
manually enter the number into the communications terminal
which he desires to use.

To use this feature, ‘the subscriber calls network
directory enquiries and gives the name of the person,
company or service of which he wishes to ascertain the
telephone number, as well as any additional information
requested by the operator answering the call. The operator
then locates the number, confirms it and enquires as to
whether the number is to be transmitted verbally,
transferred over SMS intoc a given memory location of the
gybscriber's SiM card or both.

If the subscriber chooses a SIM update, the voice call
is terminated and the operator initiates the SMS process by
entering a sequence into a computer or pressing a dedicated
butten. The telephone number is then encoded intoc an ECS
message at the despatch centre and is posted across the
network to the subscriber’s communications terminal, which

transmits a confirmation to the despatch centre. Thus the
retry mechanism, which operates until such a confirmation
is received, is suspended.
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The communications terminal recognises the message as
sMs data, passes it to the SIM card, and 1f capable,
displays a "message received"” banner. The SIM card in tuxn
recognises the ECS using special hardware and software, and
decodes it accordingly. The number, and any associated
alphanumeric tag, which would normally consist of the name
of the person or company, are recovered together with the
memory location in which they are intended to be stored.
The number and name-tag are then written to that location
and are write-protected if requested by the subscriber, the
overwrite protection being encoded inte the message at
source.

subsequently, the subscriber attempts to place a call
to the number in the known memory locatiocn by keying in the
memory location number. The SIM card passes the telephone
or fax number to the communications terminal on demand, and
upon receipt of the subscriber's confirmation, the
communications terminal sets up the call to the desired
number.

Figure 3 shows the electronic structure of the SIM
card 7. The card communicates with the mobile to which it
is connected wvia an input/output (I/0) manager 15,
preferably using the protocol IS0 7816 T=8. The I/0
manager is typically a program which resides in part of the
operating system (0/S) ROM and its function is to buffer
and forward data to and from the subscriber unit. A filter
16 of the card receives incoming short message data from
the I/0 manager and examines it for the presence of
enhanced short message data in the form of an embedded
command stream (ECS}. When detected, the ECS 1is sent
directly to an electrically erasable read only memory
(E2ROM) 17, which is preferably a "flash® E?ROM. Once the
message has been stored in the E’ROM, it is decoded and the
associated command data as extracted, as described

of France
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As mentioned above, the SIM card may include a
directory structure within which files may be stored. With
this arrangement, directories are allocated blocks of
memory Jlocations for storage of their data files and each
file typically occupies a plurality of these locations.
Figure 4 shows how such directories and files are organised
within the E?ROM of the SIM card. A root directory 18 is
the starting point, at the top of the E?ROM's filing system
tree, and represents the point from which any of its sub-
directories may be accessed. Within the root directory are
the feollowing sub-directories, as will be familiar to a
perscon skilled in the art. That isg, a SIM administration
and identifier directory 19 which contains files
identifying the SIM card as being for use with a GSM .
cellular telephone and not some other type of card
receiving device; GSM directory and network data 20 which
‘contains files relevant to administering the minimal
regquirements of a GSM compliant system, such as LAI, TMSI,
BCCH and Adjacent BCCH's; and telecom directory 21 which
contains files relevant to administering_thé subscriber
requirements of & GSM compliant system, such as
"abbreviated dial numbers™ 22, "capability configuration®
23, "short messages" 24, "fixed dial numbers” 25 and
*charging counter™ 26. Within this directory, frequently
dialled numbers and their corresponding alphanumeric tags
are stored in the "abbreviated dial number” memory
locations 22.

Associated with the "abbreviated dial numbers™ and
“gshort messages"” memory locations 22,24, are respective
locking control files 27,28 which contain details of the
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services r@mlarﬁhorb meﬁeagebsndumrevmbed dial number are stored.
These control files constitute means for read/write
protecting and read/write enabling their associated memory
locations. This provides the facility to prevent specified
memory locations from being overwritten or accessed or,
alternatively, to allow such actions. The locking control
files 27,28 will typically be stored in the telecom
directory 21, as shown. However, they can be located
elsewhere, such as, in an administration directory.

Figure 5 is a flowchart illustrating the operation of
the SIM card 7, which uses the specially fabricated
hardware and software described above, in response to an
incoming SMS, to implement the operations illustrated. At
decisjion box 9, messages, requests and instructions having
ECS are distinguished from those without. Each of these
ECS types consists of a data stream headed by a command
which is one cof at least four tvpes: write commands for the
messages, read commands for the requests for information,
attribute commands for lock or unlock instructions and run
commands for instructions to run a program. If the message
is found to be devold of ECS, then it is assumed to be a
standard SMS message and is dealt with in a manner known to
those skilled in the art. Typically, at box 100, the
standard SMS message is displayed to the user who is then,
at box 101, given the option of storing it on the SIM.
However, if the message is found to contain an ECS, then
the command and data types contained therein are decoded
and validated at box 10 to ensure that the data is correct
and free from invalid coding. If the validation test fails
then the message is discarded at box 102 and the process
ends. However, 1f it is successful, the decocded message is
parsed via decision boxes 1i0,120,130 and 140 for one of
the aforementioned commands and is acted upon in one of the
four paths 11-14.

Hence, path 1l handles each write command and starts
at box 111 which derives from the decoded data details of

'h.dédfcated“biece
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to said successive memory locations by boxes 112 and 113 until the
required number of bytes have been written, as determined
by decision box 114.

Path 12 handles each read command and starts at box
121 which derives from the decocded data details of the
first memory location from which data is to be read and the
number of bytes to be read. At boxes 122 and 123, starting
from the £first memory location, bytes are read from
successive memory locations and the data is stored in a
buffer. This process repeats until the required number of
bytes have been read, as determined by decision box 124.
The buffered data is then encoded into ECS format at box
125 and, at box 126, despatched from the mcbile, using SMS,
to the calling party.

In path 13, once the parser has determined that an
attribute command is present, box 131 is responsible for
deriving from the decoded data the location and desired
status of the location. At decision box 132, if <the
desired status is 'write protect' then processing proceeds
to- block 133 where the specified location is write
protected, otherwise, at block 134, it 1s write enabled.
In this way, specified memory locations may be rendered
accessible or inaccessible, either to calling parties or to
the subscriber.

Processing of the run command is via path 14. The
command is used to execute a stored program and, at block
141, the location of the executable program and an
assoclated check handle are derived from the decoded data.
At box 142, the check handle is used as a form of checksum
8o that the program stored at the derived location may be
validated. At decision box 143, if the routine is found to
be invalid then the process ends, otherwise the program is
executed at block 144 and if block 145 finds the program to



" - RECL |
di stingui shing neans for decodi ng said second sdages gr tded in said
second format, neans for detecting when a dedodedd ﬁ%@] mgsgage
conprises an .enbedded command which is an

ey

: _ bed _ ttribute rarjd
selectively identifying at |east one of said ne ocations whiich is to
be | ocked or unlocked so as to render said at

; dcat i on
access!ble or inaccessible to at |eastl4one of Said host station and said

subscri ber d f t UHRIYE
ol ock sni §0ibr 39 cORANR GbaBtPREOPhBORACLER, (bOK| £16 UMBUNGS Bk O
said at | eatheoﬁénggngﬁycpmandéns"’-??@ﬁ‘n ap ﬂé%s@m‘érf’eaﬁ a%H PRk ittaq i on

and sai d subgef bRl ¢4 lhew command.
' The basic ECS system Iis expandable to up to 255
internal shell commands of which write, read, lock/unlock
and run are four examples. The specific protocol used for
the transfer of information is not fixed and could be

1807816 T=0 or any other suitable pxrotocol.

The internal shell commands are a supplement to the
ability of the system to create external file objects
within the SIM card 7. The file objects are of two types:
Application Data File Programs (ADFP's) containing
functional data which can be executed by the SIM card
processor and can self modify if required and Application
Data Files (ADF's) containing non-functional data which
does not have these capabilities. Existing ADF(P)‘s can be
modified over-the-~air enabling advanced facilities such as
personalisation, re-personalisation or downloadable phone
book. |

The SIM card 7 has a directory structure, similar to
that of a computer disk, and new ADF{P)'s can be downloaded
into any directory over the air. Alsc over the air,
directories can be created, deleted and modified, multiple
tree directory operations can be carried out and ADF(P)'s
that are no longer required can be deleted. The amount of
'ADF(P) data which can be downloaded is limited only by the
size of the E?ROM memoxry of the card. .

The invention, as described, greatly extends the
applications of SIM cards. For example, using the Value
Added Services Directory, subscribers can book hotels and
airline seats over their mobiles quiékly and easily.

An additional advanta@e of this feature of invention
is that the geographical distribution of messages to cards
in a specific area such as the south of France is
facilitated. Thus advertisers can direct their messages to
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The directory enquiries download enables contact
telephone or fax numbers to be delivered to a subscriber’s
communications terminal without any intervention by the
subscriber. The process of manually entering a number
whilst engaged in a call to the operator is often
dangerous, especially when the subscriber is driving.

The ability of the system to download ADF({P)‘s means
that additional services can be added to the SIM card over
the air while maintaining total éompatibilit;y with the
existing cellular system. Thus the SIM card could acquire
the functions of a credit card, passport, driving licence,
car park pass, membership card and so on, becoming a multi-
service card. Also, dynamically updatable services can be
added which require & different process to be run each time

a service is accessed.

Once the card has extra services on it, it can be used
cutside of the mobile phone environment if desired as a
standalone item. This can be read from or written to by a
dedicated piece of hardware, such as a point of sale
machine. If desired, the new services can be deleted,

" however the card will never lose its moblle phone SIM
capability. In addition, if the card has extra services,
they will continue to function even if the subscriber has
been disconnected from the mobile phone network, unless
otherwise desired.

Modifications are possible without departing from the
scope of the invention.

For example, the SIM card can be tralined only to
receive messages detailing services relevant to the
subscriber’s needs.
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Ld_at | east—eRe—host St 7. A system as clained
in any preceding claim includinqcﬁﬁg%% for detecting when said
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command, and mans for reading data stored in _at | east, one qf the mepory
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subscriber unit havxng a multiplicity of memory locations
adapted to be selectively accessible from said at least
one host station and the subscriber unit, means at said
host station operable to tramsmit to at least one of the
subscriber units first messages coded in a predetermined
first format, means at sald host station operable to
transmit to said at least one subscriber unit preselected
second messages coded in a second format which is
distinguished from said first format, said second format
comprising a data-stream having an cmbedded command, and
each subscriber unit heving means €£for receiving saild
transmitted first and second messages, means for
distinguishing said formats, means connected to said
distinguishing means for decoding said second messages
transmitted in said seconid format, means for detecting
when a decoded second message comprises an embedded
command which 1is am attribute command selectively
identifying at least one of said memory locatiomns which
is to be locked or unlocked so as to render said at least
one memory location accessible or inaccessible to at
least one of said host station and said subscriber unit,
and means for processing the attribute command.to lock or
unlock said at Jleast one memory location, whereby to
control access to sald at least one memory location from

at least one of sald host station and said subscriber
unit.
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conmand, buffer a read fromsaid at
| east- one nenory { ¥ encodi ng said st
third nessage codgdfimns 'S ormat, and neans for,,,
third message. 8. ifred in claim7, wheré
one nenory | ocati ( ry location and sai d
fetched and transmi ute nenory location in response to
entry of a persongl identification gi gnqllf} nto the subscriber unit.

2. A system as claimed in claim 1, inciluding means for
detecting when a decoded second message comprises an
embedded command which is a write command, and means for
writing data comprised Iin sald second message into at
least one of said memory locations.
3. A system as claimed in claim 1 or 2, wherein said
attribute command locks said at lest one memory location
to prevent overwriting from at least one of the host
station and subscriber unit. |
4. A system as claimed in claim 1 or 2, wherein said
attribute command locks said at least one memory location
' to prevent reading of data stored therein from at least
one of the host station and subscriber unit.
S, A system as claimed im claim 1, 2, 3 cor 4, wherein
each subscriber unit includes access means enabling said
memory locations of the subscriber unit to be selectively
accessed, when required, to fetch from a selected memory
location data stored therein.
"6, A system as claimed in claim 5, wherein each
subscriber unit includes means toc present information
corresponding to data fetched from a selected memory
location to a user of the subscriber unit, and means for
transmitting data fetched from a selected memory location
to said at least one host station.
7. A system as claimed in any preceding claim,
ineluding means for detecting when sald decoded second
message comprises an embedded command which is a read
command, and mans for reading data stored in at least one
of the memory locations as identified by said read

command, buffer for storing the data read from said at
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8. A system as claimed in claim 7, wherein said at
least one memory location is a secure memory location and
said data is only fetched and transmitted from a secure
memory location in response to entry of a personal
identificatior signal into the subscriber unit.

9. A system as claimed in any preceding claim,
including means for detecting when a decoded second
message comprises an embedded command which is an execute
command, and means for executing data stored in at least
one of the memory locations.

10. A system as claimed in any preceding claim,
including means for detecting when a decoded second
message comprises an executable application data file
program for providing additiomal services, and means for
executing said program.

11. A module for controlling a subscriber unit in a

. telecommunications system including at least one host

station, said module being adapted to be removably
comnnected to the subscriber wunit, and said module
comprising a multiplicity of memory locations adapted to
be selectively accessible from said at least one host
station and the subscriber unit, means for detecting
first and second messages transmitted thereto from said
at least one host station, said first message being coded
in a predetermined first format and said second message
being coded in a second format which is distinguished

from said first format, sald second format comprising a

¢| east
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received first and econd nessagss
means connected toj said distinguish

‘data stream having an embedded command, said module
further comprising means for detecting received first and
second messages, means for distinguishing said formats,
means connected to said distinguishing means for decoding
said second messages coded in said second format, means
for detecting when a decoded second message comprises an
attribute command selectively identifyving at least one of
said memory locations which is to be locked or unlocked
so as to render said at least one memory location
accessible or inaccessible to at least one of the host
station and subscriber unit and means for processing the
attribute command to lock or unlock said at least one
memory location, whereby to contrcl access to said at
least one memory location from at least cne of the host
station and subscriber unit.

i2. 2 module as claimed in claim 11, including means for
detecting when a decoded second message comprises an
embedded command which is a write command, and means for
-*wgiting data comprised in said second message into at
least one of said memory locations.

13. A module as claimed in claim 11 or 12, wherein said
attribute command locks said at least one memory location
to prevent overwriting from at least one of the host
station and subscriber unit.

14. 2 module as claimed in claim 11 or 12, wherein said
attribute command locks said at least one memory locatiocn
to prevent reading of data stored therein from at least
one of the host station and subscriber unit.

15. A module as claimed in claim 11, 12, 13 or 14,

wherein the subscriber unit includes access means
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sai d second nesshgpq coded.in said second format, neans for detecti when
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I naccessible to at {l das ¢ Rost station and

means for processing ithe attributejcgnmmand to | ock or unlock said at |east
one nenory l-ocatiorn, whereby to cont ol ess to said at |east one nenory
| ocation fromat |¢€ t station and subscriber unit. 12. A
nodul e as cl aj o 4,8 l, N - ShkOk ' e
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16. A module as claimed in claim 15, wherein the
subscriber unit includes means to present information
corresponding to data fetched from a selected memory
location to a user of the subscriber unit, and means for
transmitting data fetched from a selected memory location
to said at least one host station.

17. A module as claimed 3in any preceding claim,
including means for detecting when the decoded second
message comprises an em-ﬂb.edded command which is a read
command, and means for reading data stored in at least
one of the memory locations as identified by said read
command, a buffer for storing the data read from said at
least one memory location, means for encoding said stored
data intoc a third message coded in said second format,
and means for transmitting said third message.

18. A module as claimed in claim 17, wherein said at
least one memory location is a secure memory location and
sald data is only fetched and transmitted from a secure
memory location in response to entry of a personal
identification signal into the subscriber unit.

19. A module as claimed in any preceding claim 11 to 18,
including means for detecting when a decoded second
message comprises an embedded command which is an execute
command, and means for executing data stored in at least
one of the memory lccations.

20. A module as claimed in any preceding claim 11 to 19,

including means for detecting when a decoded second
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message comprises an executable application data file
program for providing additional services, and means for
executing said_progr@m.

21. A method of operating a telecommunications system in
which a host station is operable to tramsmit, to at least
one of a plurality of subscriber units of the system, a
first message coded in a predetermined first format which
is adapted to be received and displayed by said at least
cne subscriber unit, comprising the steps of coding a
preselected second massage in a second format
distinguished from said first format, said second format
comprising a data stream having an embedded command,
transmitting said coded second message f£rom said host
station to said at least one subscriber unit, receiving
said coded second message at said at least one subscriber
unit, causing said at least one subscriber unit to
distinguish said coded second message from said first
message coded in said predetermined first format, routing
~s§id second message coded in said second format ¢to
decoding means, decoding sald second message, and
processing said decoded second message as dictated by
gald embedded command.

22. A methed as claimed in claim 21, wherein the
processing step comprises detecting when the dJdecoded
second message comprises an attribute command idemtifying
at least one of the memory Jlocations which is to be
locked or unlocked so as to render said at least one
memory location accessible or imaccessible to at least
one of the host station and subscriber umnit, and locking

or unlocking said identified memory location(s), thereby



enabling its menory |ocations to be selectively accessed, when required,

to fetch froh1'§§? 1 @6 @ maenory | ocation data stored therein. 16. A
modul e as cl ai =~3’i?§§1m VL 5

T4, wherein the subscriber LI '
means to present} information cdrriesponding to data fetchednnmﬂmﬂﬂnwmnlm
sel ected nmermory § opaDinBEPIY® uderl of the subscriber unit, and neans fior s+
transmtting datp fetched from §e|ected menory |location to said at |east

one host station| 77 A nodule gas_(;‘,lc?ai_,ned in any preceding claim
i ncl udi ng neans kor detecting . .when the decoded second nessage conprises an

enbedded CORRERNGLANYGN h8caskether PR NEromNdt Meast Wnd eafli Raedaiantst or ed
in at | east one of the nenory |ocations as identified by said read conmand,
a buffer fostsaitdonn@nid eubstcar ibead Unidm said at | east one nenory | ocation,

means for encoding said stored _data jnfo a ,third_nessa coded i,n said
second for mé8,- arfd RS 1 8P %‘?‘%’f}ﬁéﬁ%gc&ﬁ?ﬂ gﬂ’l r n‘gESa %er%_n A@h%dul e
as claimed L9 laldinly’. s Cldbmidihédd detecting when the decoded

second message comprises an embedded command which is a

write command and writing data comprised in said second
message into at least one of said memory locations as
identified in said second message.

24. A method as claimed in claim 21, 22 or 23, wherein
the processing step comprises detecting when the decoded
second message comprises an ecmbedded command which is a
read command and reading data stored im at least ome of
said memory locations as identified by sald second
message.

25. A method as claimed in claim 21, wherein the
processing step comprises detecting when the decoded
second message comprises an embedded command which is a
write command, writing data comprised in said second
message into at least one of the memory locations, as
identified by said second message, to store said data,
protecting said stored data from overwriting from said
subscriber unit whilst permitting reading thereof £from
the subscriber unit, accessing said at least one memory
location so as to fetch therefrom data stored at said at
least one memory location, storing the data fetched from
said at least one memory location in a buffer, encoding
data stored in the buffer in said second format so as to

produce a third message, and transmitting said third
message.



lseast. one nmenory location is a secure menory |location and said data is only
fetched and transmitted froma secure nenory |location in response to entry
of a personal identification signal into the subscriber unit. 19. A nodule
as claimed in any preceding claim1l1l to 18, including neans for

detecting when a decoded  second message Lorpri ses an enbedded command
which is an execute command, and nmeans for executing data stored in at

| east one of the nenory | ocations. 20. ABSERAUR as clained in any precedi ng
claiml1ll.to 19, including neans for detecting when a decoded second

-21-
TELECOMMUNICATIONS SYSTEM

5 In a telecommunications system such as a global mobile
telephone nétﬁork in which each subscriber unit includes a
Subscriber Identity Module (SIM card), each SIM card has
fixed memory locations 22, to which data can be addressed
over the alir. some of the locations 22 can not be

i0 overwritten from the subscriber unit but can be accessed
therefrom on the entry of short simple codes, each
associated with one of the locations. Further fixed memory
iocations 24 can be read over the air only when the
subscriber enters a personal identification number.

i5 Locking control files 27, 2B are used to control read/write
access to the locations 22, 24 respectively.

(Fig. 4)
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message conprises an executable application -data file programfor

provi ding additional services, and neans for executing said program 21. A
nmet hod of operating a tel ecommuni cations systemin which a host station is
operable to transmt, to at least one of a plurality of subscriber units
of the system .a first nessage COdfF in a predetermned first format which
is adapted to be received and disp 4§ed by said at |east one subscri ber
unit, conprising the steps of coding a presel ected second nessage in a
second = format distinguished fromsaid first format, said-second fornat
conprising a data stream having an enbedded conmand, transmtting said
coded second nessage from said host station to said at |east one subscriber
unit, receiving said coded second nessage at said at | east one subscri ber
unit, cauging said, at | bscriber unit to distinguish

sald coded fgecond VENTER-NETWORK UNK TINTER-N
“GSM 1 GSM 11 | GSM
SWITCH |~ | SWITCH |1 | SWITCH

= = e

f}’ﬁ/g i (j»

830AM 26/4
VODAFONE UK

p—— .

VODAFONE
D) GSM
ISMART CARD
‘\\§5




L)

nmessage coded in said predeterm ned flrst fornat "routing said second
nessage coded in said second format to decoding means, decoding
said second nessage, and processing said decoded second nessage as

di ctated by said enbedded command. 22. A nethod as «clainmed in claim
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-*22.-- to control access thereto fromat |east one of the host station and
subscriber unit. 23. A nethod as clainmed in claim?21 or 22, wherein the
processi ng step conprises detecting when the decoded second nessage
conprises an enbedded comand which is a wite command and witing data
conprised in said second nessage Bpgo at |east one of said nenory

| ocations as identified in said second nessage. 24. A nethod as clained in
claim?21, 22 or 23, wherein the processing step &pnprises detecting when

t he decoded second nessage conprises an enbedded gbnmmand which is a read
command and reading data stored in at |east one said nmenory | ocations
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pt oduce a third nessage,
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and transmtting said third nessage.
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