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REAL-TIME DATA PROTECTION METHOD AND DATA PROTECTION
DEVICE FOR IMPLEMENTING THE SAME  This invention relates to a
data protection method, particularly to a real-time data protection method_
5 As the information industry progresses, computers and the Internet,
through which computer information arelaccessed, have become
indispensable communication tools in our daily lives. This results in
proliferation of hackers who intentionally and maliciously intrude 10 into a
computer system and alter or destroy data or programs in the computer

Systﬁgﬂaﬂ?bﬁ%&ga%ses Fmal Qr s do.theseliability,gf.cchpriter infarmation.

Various tec ave been proposed to counter that threat. One
conveENiDnal teohnigue Wikzesr sempiter 38Mirewall. Unfortunately,

computer 1qr,ewalls have security loopholes thgt may be gxplgited brx A\ g
This lﬂV&Hﬁ%Oﬁ,re ?L S Lo A ébadmro @CT 100 method,
hacker to get'through the computer firewall'and gain access to information

in a gamputer: ranother conveational technigue, nput dataiare 20echod.
manually inspected to determine whether the input data have been
modified *Fhis Bonvenfioiat techiiqut? holever i€ BmeConSuning =¥ Hat s
yet another.conventional technigue, arprogrank calswiates a hash valuefor
each packet of input data 25 using a hash function and stores the input
datadf a stefdgesd6vick 2 HiffereRt Fash valte tafctatéd &t aiafet ffte: °1

indm@%gaghﬂ?gggrggﬁghgggqg§90&ﬂ@g gesults in proliferation
of hackers who intentionally and maliciously intrude
into a computer system and alter or destroy data or
programs inthe computer system. Thisposes amajor threat
to the reliability of computer information. Various
technigues have been proposed to counter that threat.

Cne conventional teéchnigue utilizes a computer
firewall. Unfortunately, computer firewalls have
security loopholes that may be exploited by a hacksr
to get through the computer firewall and gain access
to information in a compuler.

In another conventional tTechnigue, input data are
manually inspected to determine whether the input data
have been modified. This conventional technique,
however, is time consuming.

In yet another conventional technigue, a program
calculates a hash value for each packet of input data
using a nhash function and stores the input data in a
storage device. A different hash value calculated at

2 later time indicates whether or not the corresponding



packet of the input data has been modified. The modified input data may
be recovered using an original copy of the input data previously stored in
the storage device. This conventional technique is disadvantageous in
that a large capacity storage device is required. In addition, the program is
vulnerable to viruses and hackers. » Embodiments of the present
invention seek to provide a real-time data protection method that can
overcome the aforesaid drawbacks of the prior art. Embodiments of the
present invention also seek to provide a data protection device that
implements the tealfime datapretection-methed. f 1 Accarding-taian i ed
aspect of the present invention, a real-time data protection method is

inpiétheRfecPhby s dabs pfoteCtisi Gevite tolipied t6ahbinpat d&ied afd a
Gompyting device - the eal-time data pratgction methad comprising: 44 .
configuring the data protection device to receive input data from the input
dévice; BY SottighPing thé Yata protecticn devicd 1Bisterésthiednplit daat
received.instep-A). Cleonfigring the data pratection device fo.send-the
input data stored in'step B) to the computing device, the computing device
derferating restltidatd based ahthe Iput HarsEséntdRerets by hHé data
protegfion deyice: D) copfiguiing the datg protection device togeceive the
result data from the computing device ; E) configuring the data protection
device. tbegenerate testidata that eowesporiditothe Fesultcdatd rédeiveriin

step D); E) configuri ti Vi 0 re.the 3 test
s GEnraiat i Se 16 toe Bk dats ot i 10p B andies)
whertitisdeterminedin stée F)that the testidata-are:nctidenticakto the
input data. configuring the data protection device fp indigafe (gt the rgault
data have been modified. According to another aspec of the present
ingention,reedatatprotection device comprages a comparing unit and a test
data-generating unit. The comparing unit js adapted tq be coupled to an
input‘gd:e(i/(i)geééngg aq'c%n%&ut%%pfé: B gbe%\/ic%e%%nﬁ%ggﬁ%guj‘r%g?g ]EfégéﬁVe @
inpulldatarfro nuthezinputcdevice oto sterethe input data teceivedithereby |
and to send the input data to the com ugng device..The cogguting devicge
g% d v an

JEhetates FESHIt dath ased 6n Hiein fa st thréto by the

comMparing: unitcTheidestdd, datagenerating unit is caupledtocthection
comparing unit, is adapted to be coupled to the}rcomputinﬂg device, and is
dBRfigHredtd et e tHé rédult@ata oth thE comipufifig debics -t o7

generate test datacthat sorrespanddadhe result datareceived thereby.<and
to send the 20 .test data generated thereby to the comparing unit. The

Dp&fiRg Al TS RFtherConfigirad BF RICBREtHE tedf dats serft thierets®
bythe test data:generating vai, to-comparehe test data receiveddheraby

to the input data stored thereby, and to indicate that the result data have

wWhen ifR7derrinéd ivereby thaPiHe &3t datalarestot 10
identical o thedpput.data. Other featres and advantages of the, present

device generating result data based on the input data
sent thereto by the data protection device; D}
configuring the data protection device to receive the
result data from the computing device ; E) configuring the
data protection device to generate test data that
correspond to the result data received in step D); F)

" configuring the data protection device to compare the
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4 invention will become apparent in the following detailed description of
the preferred embodiment with reference to the accompanying drawings,
of which: Figure 1 is a circuit block diagram of the pref err d
5embodiment of a data protect ion device according to the present
invention; and  Figures 2 and 3 are flow charts of the preferred
embodiment of a real-time data protectian method according to the

present invention to be implemented 10using the data protection device
shown in Figure lo  Ref erring to Figure 1, the preferred embodiment of

a data protection device 3 according to this invention is shown to include.
comb ATy RIS SHA A B At GERTatng it 35, T5Th S sfadics 2
unit 3% is eepnected: tosan input-device ias coapeting device:2s and &) that
storage device 5.  The input device 1 may be a computer keyboard, a

compiter mdtise TG Etodicl parfel. TIeEEomPiting device™2 i iRstallett =2
VW”‘@B@P?&%EEhg~the data protection device to indicate that

the result data have been modified.
Lecording to ancther aspect of the present invention,
a data protection device comprises a comparing unit and
a test data-generating unit. The comparing unit is
adapted to be coupled to an input device and a computing
- device, and is configured to receive input data Ifrom
the input device, tostoretheinputdata receivedthereby,
and to send the input data to the computing device. The
computingdevicegeneratesresultdaﬁabasedontheinppt
data sent thereto by the comparing unit. The test
data-generating unit is coupled to the comparing uniﬁ,
is adapted to be coupled to the computing device, and
is configured to recelve the result data from the
computing device, to generate test data that correspond
to the result data received thereby, and to send the
test data generated thereby to the comparing unit. The
comparing unit is further configured to receive the test
data sent thereto by the test data—-generating unit, to
compare the test data received thereby to the input data
stored thereby, and to indicate that the result datsa
have been modified when it is determined thersby that
the test data are not identical to the input data.

Other features and advantages of the present
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20 system, and a word processing application program 24, e.g. , Microsoft
Word, which resides in the operating system, and is connected to a
display device 4. The storage device 5 stores therein first, second, and
third executable f nes, each of which has an attribute 25that is set to
hidden. The test data-generating ﬂnit 32 is connected to the comparing
unit 31 and the computing device 2. © The data protection device 3
further includes a controlling unit 33 connected to and controlling
operations of the comparing unit 31 and the test data-generating unit 32.
The prefpired empodiment ota jealdine dalg-protgetion melhad g bee o
mpﬂemenfedjbyt e aforementioned data protection device 3 according to
thizinventian will ndw be gdescribedawitkfurther refetence to Figures 2and
3. 10In ste, the com;ari_ng unétﬂ31w§ets the gtyibtgg%gf_the first, second,
arid tHiff exXectibié files Sordd in the &torage device 5 to read-only, and
subseguentiy:instafisthe; first; ssecond-andithied executabile files:into- thed
comPuting device 2, whereby the first, second, 15 and third executable
fil&& seAES first: sedohdt ddthird applicafon (ograme 2T 2, 23 thit
reside.in,the operating. systerqrespectively.  Instep 52, the comparing
unit 31 reoei es Input data from the input device 1. 20In step 53, the
Compémﬁﬁﬁﬁﬁ3ﬁsﬁﬂ@3ﬁuﬁéﬁtﬁéow charts of the_preferred

empbodiment of a real-time data proteciion method

acoording to the present invention toe be implemented

[te]

using the data protection device shown in Figure 1.

Referring to Figure 1, the preferred embodiment of
a data protection device 3 according to this invention
is shown to include a comparing unit 31 and a test
data~generating unit 3Z.

The comparing unit 31 is connected to an input device
1, a computing device 2, and & storage device 5.

The input device 1 may be a computer keyboard, a
computer mouse, or a touch panel.

The computing device 2 is installedwithan operating
systam, and a word processing application program 24,
e.g., Microsoft Word, which resides in the operating
system, and is connected to a display device 4.

The storage device 5 stores therein first, second,
andthirdexecutablefiles, eachofwhichhasanattribute
that is set to hidden.

The test data-generating unit 32 is connected to the

comparing unit 31 and the computing device 2.
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input data received in step 52.  Alternatively, in this step, the input data
may be stored in the storage device S. In step 54, the comparing unit
31 sends the input data stored in step 53 to the first application program
21. data sent thereto by the comparing unit 31, generates result data
based on the input data received thereby, and sends the result data to the
word processing application program 24.  The second application
program 22 detects the resul.t data .generated by the first application
program 21, and sends the result data detected thereby to the third
application program 23. The third application program 23 receives the,

result 10 data Sénttheéreto by the“decsditd application’ progrdm 22 ang €S @
sends:theresult data received thereby te the-test data-generating:unit 32. 4
In step 55, the test data-generating unit 32 receives the result data sent

theréto By thé thifd application $5program™23 “fn'step 56, tHetest?®  test

data-generatingt 32.generates test-data that correspond to the result data
received in step 55. For example, suppose that the first application
The preferred enmbodiment of a real-time data

protection methed to be implemented by  the
aforemantioned data vrotection device 3 agcording o

this invention will now be described with further

refaren

To Figures 2 and 3.

¥
i

{5t

In

[#3]
et
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ep 51, the comparingunit 31 sets the attributes
o~ é—b = 9 ot FE-Yatatale ~3 “-'{‘d 1ty ey ) £ 401 s o
of the first, second, and third executable files stored

in the storage device 5 to rzad-only, and subseguantly

{—1

installs the first, second, and third executable files
into the computing device 2, whereby the first, second,
and third exscutable files serve as first, second, and
third application programs 21, 22, 23 that reside in
The pperating system, respectively.

In step 52, the comparingunit 21 receives input date
from the input device 1.

In step 53, the comparing unit 21 stores therelin the
input data received in step 52.

Alternatively, in this step, the input data may be

-

stored in the storage devica 5.

In step 24, the comparing unit 31 sends the input

o8

ata stored in step 23 to the first application program

I

The first applicaticon program 21 recelives the input

[}
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20 program 21 is a Chinese input method editor (IME Suppose further that
the input data received in step 52 are in the form of pinyin. The result data
generated by the first application program 21 are thus associated with
Chinese characters and the test data generated in this 25step are thus in
the form of pinyin. In step 57, the test data-generating unit 32 sends
the test data generated in step 56 tofthe comparing unit 31. In step
58,comparing unit 31 ccctest data sent thereto in step 57.  in step 59,
the comparing unit 31 compares the test data received in step 58 to the
input data stored in step 53. In step 60, when it is determined in step 59
th4it the 68t datd B hot ftlentical fo-the friput datd e flow protééds fo°
steps61.10therwise; seq itis 1 determined; in-stepb:that-the test-data
are identical to the input data, the flow proceeds to step 62. In step 61,
tiie' onfiFdiing uhit 31 fftficatés thafthe fesultdata Haveé beeRtR6dified
prompts the third application program 23 to discard the result data, 15
generates a warning message, and sends the warning message to the thi
rd applicafpapregram 2 3 Theteafters e flongoes back tolsteps: 1 ¢

data generated by the first application program

3

1, and
sends the resulit data d@tecﬁed thereby to the third
application prograem 23.

The third applicaticn program 23 receives the result
data sent thereto by the second application program 22,

and sends the result data received thereby to the test

[

32

data-generating uni

[

In 3, the test dat

13

te

M
T3
(8 3]

—generatingunit 32 receives

jat]

the result data sent thereto by the third spplication
program 23.

Inst

0

56, thetestdata-generatingunit 3Z generates
test data that correspond to the result data rsesceived
in step 55.

For example, suppose that the first application

the form of pinyin. The result data gensrated by the
first application program 21 are thus associated with
Chinese characters and the test data gsnerated in this
step are thus in the form of pinyin.

In step 57, the test data~generating unit 32 sends

the vest data generated in step 56 to the comparing unit
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The third application program 23 controls the display device 4 to show the
warning message sent to the third 20application program: 23 by the
comparing unit 31. - In step 62, the comparing unit 31 indicates that the
result data have not been modified, stores the result data received in step
55 in the storage device 5, and sets an attribute of the result data stored
thereby to 25hidden. Thereafter, the flow goes hack to step 52. The
resul.t data stored in this step can be used for data recovery when
required in the future. 8 From the above description, since the
comgaring unit 31 stores an original copy of the input. data, based on
whicH the computing device 2 generates the result data, since the test
data-generatingunit, 32 generates the 5, test,data that correspond to the., .
result data, and since the comparing unit 31 compares the test data to the
origifiél  éopyofithé iipltt data storéd: theréby, the data protection device 3
of this invention determings in real-time whether the result data have been
modified. 10 %gssﬁesr%ré,iTnEé buag 6?3?% first, second, Shd oot
execttdabie fileseare sét toread=only prioptocinstallation:theseof inther=d in
computin q%vice 2 by the comparing unit 31, the first, second, and third
executable files are prevented from being modified. 15

In step €0, when it is determined in step 5% that

the test data are not identical to the input data, the

&
o)
R

fiow proceesds to ster . therwise, 1.e., it is

o5

determined in step 59 that the test data are identical

to the input data, the flow proceeds to step 62.
In step 61, the comparing unit 31 indicates that the

result data have been modified, prompts the third
application program 23 to discard the result data,

generates a warning message, and sends the warning

in

message tothe thirdappllicationprogram23. Thereafter,
the flow goes back to step 52,

The thirdapplicationprogram23 controls thedisplay
device 4 to show the warning message sent to the third
application program 23 by the comparing unit 31.

in step 62, the comparing unit 21 indicates thart the

4

rasult data have not been modified, stores the resulft

data received in step 55 In the storage device 5, and

i

sets an attribute of the result data sto

=
o
o2
ot
-
1]
i
&)
o

.
o
8

dats recovery when reguired in the future.
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9 CLAIMS: 1. A real-time data protection method to be implemented by a
data protection device coupled to an input device and a computing device,
said real-time data protection 5method comprising:  A) configuring the
data protection device to receive input data from the input device; B)
configuring the data protection device to store the input data received in
step A); 10C) configuring the data pfotection device to send the input data
stored in step B) to the computing device, the computing device
generating result data based on the input data sent thereto by the data
protect ion device ; , , , . , E
From the above description, since the comparing unit

1 store

ud
€]

an original copy of the input data, based on

which the computing device 2 generates

ct

he result datea,

i

since the test data-generating unit 32 gensratss the
test data that correspond to the result data, and gsince
the comparing unii 31 compares the test data to the
original copy of the input data stored thareby, the data
protection device 3 of this inveniion determines in
real-time whether the result data have been modified.

Furthermore, since the attributes of the first

£ oy

T

{

second, and third executable files

€A
y
%
bt

set to read-only

pricr to installation thereof in the computing device

!

¢ by Lhe comparing unit 3L, the first, second, and third

+

ted

b
I3
=3}

executable files are prever rem being modified.
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174 configuring the data protection device to receive 15the result data

from the computing device;  E) configuring thedataprotectiondevice to
generate test data that correspond to the result data received in step 0);

F) configuring the data protection device to compare 20the test data
generated in step E) to the input data stored in step B); and  G) when it

is determined in step El that the test datd are not identical to the input

data, configuring the data protection device to indicate that the result
25data have been modified 2. The real-time data protection method as
claimed in Claim 1, further comprising: 10 H) when it is determined in
step E%Ié%’%ze test data are identical to the input data, configuring the

data protection device-teiingicate dhatthe sestilt datahaye-nrot beatmented
modified. 3. The real-time data protection method as claimed in Claim 2y
the dataptotecticoR teviee befiy APihércaipied ts'al Storagerdevicelevice
Wher%iﬂg’tgpc'é)nm%@ @@*ﬁﬁ@éteQé of reai-time data protection

method comprising:

A)Configuringtﬁmadataprotéctimxd@vicetc>receiva

input data from the input device;
| B} configuring the date preotection device to store
the input data received in step Aj;

C) configuring the data protection device to send
the input data stored in step B) to the computing device,
the computing device generating result data based on
the input datasent theretobythedataprotectiondevice;

Dy configuring thedataprotection device to receive
the result data from the computing device;

El configuringthedatapreotectiondevicetogenerate
test data that correspond to the result data recelived
in step D);

Fi configuring the data protection device to compars
the test data gensrated in step E) to the input dats
stored in step B); and

G} when it 1s detsrmined in step ) that fThe test
data are not identical to the input data, configuring
the data protection device to indicate that the result

data have been modified.

3]

The real-time data protection method as claimed in

Claim 1, further comprising:



19

15

hl) configuring the data protection device to store 10the result data
received in step ID) in the storage device; and  h2) configuring the data
protection device to set an attribute of the result data stored in sub-step hl)
to hidden. 154. The real-time data protection method as claimed in claiml,
the dat a protect ion device being further coupled to astorage device,
wherein, in step B), the input data is Hored in one of the data protection
device and the storage device. 905. The real-time data protection method
as claimed in claim 1, thecomputingdevicebeingcoupledtoadisplay device,

wherein step G) ippludes the sub-steps of; I corgfgq_‘rgrll(g%thg,dgt% st
protec%nwdz?ﬁce“tb prompt the @5”%%%“%& dg\%%g to (gjliscardt'thenresulrtE

data: s 02) cenfiguring the datanprategtion device, to-genetagtera warning
message; and  g3) configuring the data protection d(ﬂ/icg to seintddtheh
warHiRgRReSSade Genefatedh stbStep 2T fo tHE Computing devics - tha
computing, device coptsalling the display device to show the warning
message sent thereto by the data protection device.

3. The real-time data protecticn method as claimed in
élaimz,thedataprotectiondevicebeingfurtbercoupled
to a storage device, wherein step H) includes the
sub-steps of:

1) configuring the data protection device to store
the result data receivedinstep D) inthe storagedevice;
and

hZ) configuring the data protechtlon device to sel
an attribute of the result data stored in sub-step hl)
¢ hidden. 7
4. The real~time data protection method as claimed in
Claiml, thedataprotectiondevice being further coupled
to astorage device, wherein, in step B), the input data
is stored in one of the data protection device and the
storage device.

5. The real-time data protection method as claimed in
Claim l, the computing device being coupled to a display
device, wherein step G} includes the sub-steps of:
gl) configuring the data protectiondevice toprompt
the computing device to discard the result data;

g2) configuring the data protection device to

generate a warning message; and

g3) configuring the data protection device to send
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6. The real-time data protection method as claimed in Claim 1, the data
protection device being further coupled to a storage device, said real-time
data protection method further-.comprising: I) configuring the data
protection device to set an 10attribute of an executable file stored in the
storage device to read-only; and  J) configuring the data protection
device to install the executable file into the computing device, thereby
permitting the computing device to generate the result data. 7. The
real-time data protection method as claimed in Claim 1, the data protecti
on devi ce being further coupled to a storage devicce,ggidi_real-time q__ata
protectiGn Hicthdd furdtict omprising: 20h configuring the data protection
deviceda;set an attribute of anexecutphleifile; stereddn the:storage deyiee e
to read-only; and  J) configuring the data protection device to install the
execltable'fild Mty tHeScomputitg tedice? terely Hermitfingthe - thersto

compuiting;device:to send:theresylt data geperated thereby to the data
protection device. 8. The real-time data protection method as claimed in

12 Claim[;the %égdqrdémegéwératéﬁfﬁwr@cmﬁpm%@é&/iéé bejrigi med in
assogiated with ﬁ%@ Qﬁ?@acggga:%%@i wheyein.the fest | gtﬁﬁﬁﬂ%@%% upled

instep Ej are in the form of pinyin. 9. A data protection device, comprising:
to a storage device, sald real-time data protection

methed further comprising:

I} configuring the data protection device to set an
attribute of an executable file stored in the storage
device to read-only; and

J) configuring the dataprotection device to install

the executable file into the computing device, theraby
permitting the computing device to generate the result
data.
f. The real—-time data protection method as claimed in
Claiml, thedataprotectiondevicebeingfurther coupled
Lo a storage device, sald rezl-time data protectioen
mefhod further comprising:

I} configuring‘the data protection device to set an
attribute of an sxecutable file stecred in the storage
device to read-only; and

J) configuring the data protectiondevice toinstall
the executable filé into the computing device, thereby
permitting the compﬁting device to send the result data
generated thereby to the data protection device.

8. The real-time data protection method as claimed in
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a comparing unit adapted to be coupled to an input device and a
computing device, and configured to receive input data from the input
device, to store the input data received thereby, and to send the input data
to the computing device, the computing device generating 10result data
based on the input data sent thereto by said comparing unit; and a test
data-generating un it coupled to said mparing unit, adapted to be
coupled to the computing device, and configured to receive the result data
from the 15 computing device, to generate test data that correspond to the
regult data re%eived thelzr;tebx,‘ and tg seng the teg,data enerated Cghereby
H . ky 2 ) " TR e 50 10 1
to'said Bomparing TRt © Shetel SaidCompaning triit 1S rthér? oev<®
capndigured: toskeceivedhefestdataisent thergtoby-said test2Qrein the
data-generating unit, to compare the test data received thereby to the
inpatdatstdred Mierdby -and HhiRbicate®hat e resuft tatathave Beer -
madifigd Juhen it is,determined thereby thatthe, test data.are not identical
to the input data. 2510. The data protettion device as claimed in Claim 9,
wherein saitheampating bt i3 faRiereomfigafed (' StorsitHe resultidata t
re&%ly%gg)éﬁ%lqﬁtgggﬂ%§ting device, and configured to receive
input data from the input device, to stors the input
data received thereby, and toc send the input data to
the computing device, the computing device generating
result data based on the input data sent thereto by sald
comparing unit; and
atestdata-generatingunitcoupledtosaildcomparing
unit, adapted to be coupled to the ceomputing device,
and configured to receive the result data from the
computing device, to generate test data that correspond
to the result data received thereby, and to send the
test data generated thereby to said comparing unit;
wherein said comparing unit is further configured
to receive the test dataz sent thereto by said test
data-generating unit, to compare thetest,data19céived
thereby to the input data stored thereby, and te indicate
that the result data have been modified when it is
determined thereby that the test data are not identical
to the input data.
10. The data protection device as claimed in Claim 9,
wherein said comparing unit is further configured to

store the result data recelvéd by said test
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data-generating uni.. t from the computing device when it is determined
thereby that the test data are identical to the input data. 11. The data
protection device as claimed in Claim 9, wherein said comparing unit is
further configured to generate a warning message, and to send the
warning message generated thereby tq the computing device when it is
determined thereby that the test data até' not identical to the input data,
the computing device 10controlling a display device to show thewarning
message sent to the computing device by said comparing unit. 12. The

data %otection device as claimed in Claim 9

. %Ihe @) .
is fur

the input data. 13. The data protection device as claimed in Claim 9, the
result Bata§erérated By the computing device being associated with

Chingse chatacters, wherein the test-20data.generated by saidtest 2 i o,

data-generating unit are in the form of pinyin.

wherein sald comparing unit is further configured to
generate & warning message, and to send the warning

message generated thereby to the computing device when

it is determined thereby that the test data are

identical to the input data, the computing device
controlling adisplay device to show the warning message
sent to the computing device by sald comparing unit.
12. The data protection device as claimed in Claim 9,
wherein said comparing unit is further configured to
prompt the computing device to discard the result data

when it 1is determined thereby that the test data are

not identical to the input data.

13. The data protection device as claimed in Claim 9,
the result data generated by the computing device belng
assoelated with Chinese characters, wherein the test

data generated by said test data-~generating unit are

in the form ¢f pinyin.

C 48 gamed In = wherein said,comparing unit .
drcohfiglred to romipt the computing device 1o discard the fesult
data 15when: it is determinedtherehy thatthe:test-dataarenot idenrtical tes 1
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ABSTRACT REAL-TIME DATA PROTECTION METHOD AND DATA
PROTECTION DEVICE FOR IMPLEMENTING THE SAME A real-time
data protection method includes: receiving input data from an input device
(2); storing the input data; sending the input data to a computing device
(2), thereby permitting the computing device (2) to generate result data
based on the innut data; receiving the regult data from the computing
device (2); generating test data that correspond to the result data;
comparing the test data to the input data; and when it is determined that
the test data are not identical to thexipputzdate, indicating that the result
data have been modified. A data protection device (3) that implements the

real-tifid data Proteeich MBtHoES Hitd YREBSEd AMiguierd s SRfyESteH: OX

for puRHEAlON ZoRr TMPLEMERTING THE SAME

A real-time data protection method includes:
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receliving input data from an input device (1); storing

the input data; sending the input data to a computing

device {Z}, thereby permitting the computing device (2}
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‘esultdataba&edcntheinputdata;receiving
theresultdata fromthe computingdevice (2); generating

tast data that ¢
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rraspond to the result data; comparing

-y

the test data to the input data; and when 1t 1s determined

that the test data are not identical to the input data,
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indicating that the result datas have been modified. A

data

T3

rotectiondevice {3) that implements the real~tinme
data protection method is also disclosed.

Figure 1 1s suggested for publlication.



