METHOD AND TERMINAL FOR ESTABLISHING SECURITY INFRASTRUCTURE AND
DEVICE

[0001] This application claims priority of Chinese Patent Application No. 201810230134.0,
filed with the China National Intellectual Property Administration (CNIPA) on March 20, 2018
and entitled "Method, Terminal and Device for Establishing Secure Infrastructure”, the entire

content of which is incorporated herein by reference.

Field
[0002] Embodiments of the invention relate to the field of payment security technology, and in

particular to a method, terminal and device for establishing secure infrastructure.

Background
[0003] The mobile USB key is currently the existing payment solution, which is implemented
by mainly using SE (Secure Element) combined with TEE (Trusted Execution Environment). The
USB key application in the SE realizes the storage of keys and certificates, and the TEE realizes
the human-computer interaction such as biometric identification. Taking the mobile banking
transfer scenario as an example: a user confirms the transfer, the mobile banking client invokes
the TA (Trust App) of biometric identification, the mobile banking client is allowed to access the
USB key program in the SE for signing and return the signature result after the TA completes the
user's biometric identification, the mobile banking client sends the transaction to the background,
and the background verifies the signature and accepts the transaction. However, the mobile USB
key is mainly the direct business between mobile phone manufacturers and banks, and a bank
corresponds to a mobile USB key. The lack of service abstraction of service providers results in

the poorer openness of the technical framework.

Brief Summary

[0004] Embodiments of the invention provides a method, terminal and device for establishing

security infrastructure, so as to provide a technical framework with better openness.

[0005] In a first aspect, embodiments of the invention provide a method for establishing

security infrastructure, including:



receiving, by an intermediate service organization, an organization secret key sent by a

third-party service organization;

encrypting, by the intermediate service organization, the organization secret key by a
first encryption means; wherein the first encryption means is to use a service private key of the
intermediate service organization to sign the organization secret key and use a root public key of
a terminal to encrypt the signed organization secret key;

sending, by the intermediate service organization, the encrypted organization secret key

to a secure storage region of the terminal;

receiving, by the intermediate service organization, a first terminal public key encrypted
by the terminal using a second encryption means, wherein the second encryption means is to use
a root private key of the terminal to sign the first terminal public key and use a service public key

of the intermediate service organization to encrypt the signed first terminal public key; and

sending, by the intermediate service organization, the first terminal public key obtained
by decryption to the third-party service organization.

[0006] A method for establishing security infrastructure provided by the above embodiments
includes: an intermediate service organization receives an organization secret key sent by a third-
party service organization; the intermediate service organization encrypts the organization secret
key by a first encryption means, and sends the encrypted organization secret key to a secure
storage region of a terminal, the first encryption means is to use a service private key of the
intermediate service organization to sign the organization secret key and use a root public key of
the terminal to encrypt the signed organization secret key; the intermediate service organization
receives a first terminal public key encrypted by the terminal using a second encryption means,
the second encryption means is to use a root private key of the terminal to sign the first terminal
public key and use a service public key of the intermediate service organization to encrypt the
signed first terminal public key; and the intermediate service organization sends the first terminal
public key obtained by decryption to the third-party service organization. It can be seen that the
organization secret key of the third-party service organization can be sent to the terminal through
the intermediate service organization, and the first terminal public key of the terminal can be sent
to the third-party service organization through the intermediate service organization. In this way,
the intermediate service organization can not only ensure the security of the terminal and the
third-party service organization and provide the common security infrastructure, but also provide

the technical framework with better openness.

[0007] Preferably, before the intermediate service organization receives the organization secret



key sent by the third-party service organization, the method further includes: sending, by the
intermediate service organization, the service public key to the secure storage region of the
terminal; receiving, by the intermediate service organization, the root public key encrypted by the
terminal using a third encryption means, wherein the third encryption means is to use the root
private key to sign the root public key and use the service public key to encrypt the signed root

public key; and decrypting, by the intermediate service organization, to obtain the root public key.

[0008] In a second aspect, embodiments of the invention further provide a method for
establishing security infrastructure, including: receiving, by a terminal, an organization secret key
of a third-party service organization encrypted by an intermediate service organization using a
first encryption means, wherein the first encryption means is to use a service private key of the
intermediate service organization to sign the organization secret key and use a root public key of
the terminal to encrypt the signed organization secret key; decrypting, by the terminal, to obtain
the organization secret key by using a root private key of the terminal and a service public key of
the intermediate service organization; storing, by the terminal, the organization secret key in a
secure storage region of the terminal; encrypting, by the terminal, a first terminal public key by a
second encryption means, wherein the second encryption means is to use the root private key of
the terminal to sign the first terminal public key and use the service public key of the intermediate
service organization to encrypt the signed first terminal public key; and sending, by the terminal,

the encrypted first terminal public key to the intermediate service organization.

[0009] Preferably, before the terminal receives the organization secret key of the third-party
service organization encrypted by the intermediate service organization using the first encryption
means, the method further includes: receiving, by the terminal, the service public key sent by the
intermediate service organization; storing, by the terminal, the service public key in the secure
storage region; encrypting, by the terminal, the root public key by a third encryption means,
wherein the third encryption means is to use the root private key to sign the root public key and
use the service public key to encrypt the signed root public key; and sending, by the terminal, the

encrypted root public key to the intermediate service organization.

[0010] Preferably, after the terminal sends the encrypted first terminal public key to the
intermediate service organization, the method further includes: receiving, by the terminal, an
application secret key encrypted by the third-party service organization using a fourth encryption
means, wherein the fourth encryption means is to use an organization private key to sign the
application secret key and use the first terminal public key to encrypt the signed application secret

key; decrypting, by the terminal, to obtain the application secret key by using a first terminal



private key and an organization public key; wherein the organization secret key comprises the
organization public key; storing, by the terminal, the application secret key in the secure storage
region of the terminal; and sending, by the terminal, a second terminal public key encrypted by a
fifth encryption means to the third-party service organization, wherein the fifth encryption means
is to use a second terminal private key to sign the second terminal public key and use the

organization public key to encrypt the signed second terminal public key.

[0011] Preferably, the method further includes: generating, by the terminal, the root public key,
the root private key, the first terminal public key, the first terminal private key, the second terminal
public key, and the second terminal private key corresponding to the third-party service

organization in an onboard manner.

[0012] Preferably, the method further includes: receiving, by the terminal, an access request of
a third-party application that is an application corresponding to the third-party service
organization; generating, by the terminal, check content; sending, by the terminal, the check
content to the third-party service organization; receiving, by the terminal, a checking instruction
sent by the third-party service organization, wherein the checking instruction is obtained by the
third-party service organization using an application private key to sign the check content;
performing, by the terminal, signature verification on the checking instruction by using an
application public key; wherein the application secret key comprises the application public key;
and allowing, by the terminal, the third-party application to access a secure region of the terminal

after the verification passes.

[0013] Preferably, the secure storage region of the terminal is a Secure Element (SE) or Trusted

Execution Environment (TEE).

[0014] In a third aspect, embodiments of the invention provide a method for establishing

security infrastructure, including:

encrypting, by a third-party service organization, an application public key by a fourth
encryption means, the fourth encryption means being to use an organization private key to sign
the application public key and use a first terminal public key to encrypt the signed application
public key; sending, by the third-party service organization, the encrypted application public key
to a terminal; and receiving, by the third-party service organization, a second terminal public key
encrypted by the terminal using a fifth encryption means, wherein the fifth encryption means is
to use a second terminal private key to sign the second terminal public key and use an organization

public key to encrypt the signed second terminal public key.

[0015] Preferably, the method further includes: sending, by the third-party service organization,



an access request to the terminal through a third-party application that is an application
corresponding to the third-party service organization; receiving, by the third-party service
organization, check content sent by the terminal; signing, by the third-party service organization,
the check content by using an application private key to generate a checking instruction; sending,
by the third-party service organization, the checking instruction to the terminal, so that the
terminal performs signature verification on the checking instruction by using the application
public key; and allowing the third-party application to access a secure region of the terminal after

the verification passes.

[0016] In a fourth aspect, embodiments of the invention provide a device for establishing
security infrastructure, including: a first receiving module configured to receive an organization
secret key sent by a third-party service organization; a first key processing module configured to
encrypt the organization secret key by a first encryption means, and instruct a first sending module
to send the encrypted organization secret key to a secure storage region of a terminal, wherein the
first encryption means is to use a service private key of the intermediate service organization to
sign the organization secret key and use a root public key of the terminal to encrypt the signed
organization secret key; the first receiving module further configured to receive a first terminal
public key encrypted by the terminal using a second encryption means, wherein the second
encryption means is to use a root private key of the terminal to sign the first terminal public key
and use a service public key of the intermediate service organization to encrypt the signed first
terminal public key; and the first sending module configured to send the first terminal public key

obtained by decryption to the third-party service organization.

[0017] Preferably, before the first receiving module receives the organization secret key sent
by the third-party service organization, the first sending module is further configured to send the
service public key to the secure storage region of the terminal; the first receiving module is further
configured to receive the root public key encrypted by the terminal using a third encryption means,
wherein the third encryption means is to use the root private key to sign the root public key and
use the service public key to encrypt the signed root public key; and the first key processing
module is further configured to decrypt to obtain the root public key.

[0018] In a fifth aspect, embodiments of the invention provide a terminal, including: a second
receiving module configured to receive an organization secret key of a third-party service
organization encrypted by an intermediate service organization using a first encryption means,
wherein the first encryption means is to use a service private key of the intermediate service

organization to sign the organization secret key and use a root public key of the terminal to encrypt



the signed organization secret key; a second key processing module configured to decrypt to
obtain the organization secret key by using a root private key of the terminal and a service public
key of the intermediate service organization, and store the organization secret key in a secure
storage region of the terminal; the second key processing module further configured to encrypt a
first terminal public key by a second encryption means, wherein the second encryption means is
to use the root private key of the terminal to sign the first terminal public key and use the service
public key of the intermediate service organization to encrypt the signed first terminal public key;
and a second sending module configured to send the encrypted first terminal public key to the

intermediate service organization.

[0019] Preferably, before the second receiving module receives the organization secret key of
the third-party service organization encrypted by the intermediate service organization using the
first encryption means, the second receiving module is further configured to receive the service
public key sent by the intermediate service organization, and store the service public key in the
secure storage region; the second key processing module is further configured to encrypt the root
public key by a third encryption means, wherein the third encryption means is to use the root
private key to sign the root public key and use the service public key to encrypt the signed root
public key; and the second sending module is further configured to send the encrypted root public

key to the intermediate service organization.

[0020] Preferably, after the second sending module sends the encrypted first terminal public
key to the intermediate service organization, the second receiving module is further configured to
receive an application secret key encrypted by the third-party service organization using a fourth
encryption means, wherein the fourth encryption means is to use an organization private key to
sign the application secret key and use the first terminal public key to encrypt the signed
application secret key; the second key processing module is further configured to decrypt to obtain
the application secret key by using a first terminal private key and an organization public key,
wherein the organization secret key comprises the organization public key; and store the
application secret key in the secure storage region of the terminal; and the second sending module
is further configured to send a second terminal public key encrypted by a fifth encryption means
to the third-party service organization, wherein the fifth encryption means is to use a second
terminal private key to sign the second terminal public key and use the organization public key to

encrypt the signed second terminal public key.

[0021] Preferably, the second key processing module is further configured to: generate the root
public key, the root private key, the first terminal public key, the first terminal private key, the



second terminal public key, and the second terminal private key corresponding to the third-party

service organization in an onboard manner.

[0022] Preferably, the second receiving module is further configured to receive an access
request of a third-party application that is an application corresponding to the third-party service
organization; the second key processing module is further configured to generate check content
and send the check content to the third-party service organization; the second receiving module
is further configured to receive a checking instruction sent by the third-party service organization,
wherein the checking instruction is obtained by the third-party service organization using an
application private key to sign the check content; the second key processing module is further
configured to perform signature verification on the checking instruction by using an application
public key; wherein the application secret key comprises the application public key; and the third-

party application is allowed to access a secure region of the terminal after the verification passes.

[0023] Preferably, the secure storage region of the terminal is a Secure Element (SE) or Trusted

Execution Environment (TEE).

[0024] In asixth aspect, embodiments of the invention provide a device for establishing security
infrastructure, including: a third key processing module configured to encrypt an application
public key by a fourth encryption means, and send the encrypted application public key to a
terminal, wherein the fourth encryption means is to use an organization private key to sign the
application public key and use a first terminal public key to encrypt the signed application public
key; and a third receiving module configured to receive a second terminal public key encrypted
by the terminal using a fifth encryption means, wherein the fifth encryption means is to use a
second terminal private key to sign the second terminal public key and use an organization public

key to encrypt the signed second terminal public key.

[0025] Preferably, the device further includes a third sending module. The third sending module
is configured to send an access request to the terminal through a third-party application that is an
application corresponding to the device for establishing security infrastructure; the third receiving
module is further configured to receive check content sent by the terminal, and instruct the third
key processing module to sign the check content by using an application private key to generate
a checking instruction; the third sending module is further configured to send the checking
instruction to the terminal, so that the terminal performs signature verification on the checking
instruction by using the application public key; and the third key processing module is instructed
to allow the third-party application to access a secure region of the terminal after the verification

passes.



[0026] In a seventh aspect, embodiments of the invention provides an electronic device,
including: a processor, a memory, a transceiver and a bus interface, wherein the processor, the

memory, the transceiver and the bus interface are connected through buses;

the transceiver is configured to receive an organization secret key sent by a third-party
service organization; receive a first terminal public key encrypted by a terminal using a second
encryption means, and send the first terminal public key obtained by decryption to the third-party
service organization; wherein the second encryption means is to use a root private key of the
terminal to sign the first terminal public key and use a service public key of the intermediate

service organization to encrypt the signed first terminal public key;

the processor is configured to read a program in the memory to perform following
operations: encrypting the organization secret key by a first encryption means, and sending the
encrypted organization secret key to a secure storage region of a terminal, wherein the first
encryption means is to use a service private key of the intermediate service organization to sign
the organization secret key and use a root public key of the terminal to encrypt the signed

organization secret key;

the memory is configured to store one or more executable programs and store data used

by the processor when performing the operations.

[0027] In an eighth aspect, embodiments of the invention provide an electronic device,
including: a processor, a memory, a transceiver and a bus interface, wherein the processor, the

memory, the transceiver and the bus interface are connected through buses;

the transceiver is configured to receive an organization secret key of a third-party service
organization encrypted by an intermediate service organization using a first encryption means,
and send an encrypted first terminal public key to the intermediate service organization; wherein
the first encryption means is to use a service private key of the intermediate service organization
to sign the organization secret key and use a root public key of the terminal to encrypt the signed

organization secret key;

the processor is configured to decrypt to obtain the organization secret key by using a
root private key of the terminal and a service public key of the intermediate service organization,
and store the organization secret key in a secure storage region of the terminal; and encrypt a first
terminal public key by a second encryption means, wherein the second encryption means is to use
the root private key of the terminal to sign the first terminal public key and use the service public

key of the intermediate service organization to encrypt the signed first terminal public key.



[0028] In a ninth aspect, embodiments of the invention provide an electronic device, including:
a processor, a memory, a transceiver and a bus interface, wherein the processor, the memory, the

transceiver and the bus interface are connected through buses;

the processor is configured to encrypt an application public key by a fourth encryption
means, and send the encrypted application public key to a terminal, wherein the fourth encryption
means is to use an organization private key to sign the application public key and use a first

terminal public key to encrypt the signed application public key;

the transceiver is configured to receive a second terminal public key encrypted by the
terminal using a fifth encryption means, wherein the fifth encryption means is to use a second
terminal private key to sign the second terminal public key and use an organization public key to

encrypt the signed second terminal public key.

[0029] In a tenth aspect, embodiments of the present application provide a non-transitory
computer readable storage medium storing instructions, which cause a computer to perform the
method in the first aspect or in any possible implementation of the first aspect when running on
the computer, or cause a computer to perform the method in the second aspect or in any possible
implementation of the second aspect when running on the computer, or cause a computer to
perform the method in the third aspect or in any possible implementation of the third aspect when

running on the computer.

[0030] In an eleventh aspect, embodiments of the present application provide a computer
program product containing instructions, which cause a computer to perform the method in the
first aspect or in any possible implementation of the first aspect when running on the computer,
or cause a computer to perform the method in the second aspect or in any possible implementation
of the second aspect when running on the computer, or cause a computer to perform the method
in the third aspect or in any possible implementation of the third aspect when running on the

computer.

Brief Description of the Drawings

[0031] In order to illustrate the technical solutions in the embodiments of the invention more
clearly, the accompanying figures which need to be used in describing the embodiments will be

introduced below briefly.

[0032] Fig. 1is a flow chart of a method for establishing security infrastructure provided by an

embodiment of the invention;
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[0033] Fig. 2 is a flow chart of a method for establishing the secure communication between a

terminal and an intermediate service organization provided by an embodiment of the invention;

[0034] Fig. 3 is a flow chart of a method for establishing security infrastructure provided by

another embodiment of the invention;

[0035] Fig. 4 is a flow chart of a method for establishing the secure communication between a
terminal and an intermediate service organization provided by another embodiment of the

invention;

[0036] Fig. 5 is a flow chart of a method for establishing security infrastructure provided by

another embodiment of the invention;

[0037] Figs. 6 and 7 are flow charts of methods for establishing security infrastructure at the

application layer provided by embodiments of the invention;

[0038] Fig. 8 is a flow chart of a method for establishing security infrastructure at the

application layer provided by another embodiment of the invention;

[0039] Fig. 9 is a flow chart of an application scenario provided by an embodiment of the

invention;

[0040] Fig. 10 is a structural schematic diagram of a device for establishing security

infrastructure provided by an embodiment of the invention;

[0041] Fig. 11 is a structural schematic diagram of a terminal provided by an embodiment of

the invention;

[0042] Fig. 12 is a structural schematic diagram of a device for establishing security

infrastructure provided by another embodiment of the invention;

[0043] Fig. 13 is a structural schematic diagram of an electronic device provided by an

embodiment of the invention;

[0044] Fig. 14 is a structural schematic diagram of an electronic device provided by an

embodiment of the invention;

[0045] Fig. 15 is a structural schematic diagram of an electronic device provided by an

embodiment of the invention.

Detailed Description of the Embodiments

[0046] In order to make the objects, technical solutions and beneficial effects of the invention
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clearer, the invention will further be illustrated below in details with reference to the drawings
and the embodiments. It should be understood that the specific embodiments described herein are

only used to explain the invention but not to limit the invention.

[0047] Fig. 1 exemplarily shows a flow chart of a method for establishing security infrastructure

provided by an embodiment of the invention. As shown in Fig. 1, the method may include:

[0048] S101: an intermediate service organization receives an organization secret key sent by

a third-party service organization.

[0049] S102: the intermediate service organization encrypts the organization secret key by a
first encryption means, and sends the encrypted organization secret key to a secure storage region

of a terminal.

[0050] Here, the first encryption means is to use a service private key of the intermediate service
organization to sign the organization secret key and use a root public key of the terminal to encrypt

the signed organization secret key.

[0051] S103: the intermediate service organization receives a first terminal public key

encrypted by the terminal using a second encryption means.

[0052] Here, the second encryption means is to use a root private key of the terminal to sign
the first terminal public key and use a service public key of the intermediate service organization

to encrypt the signed first terminal public key.

[0053] S104: the intermediate service organization sends the first terminal public key obtained

by decryption to the third-party service organization.

[0054] It can be seen that the terminal obtains the organization public key of the third-party
service organization through the intermediate service organization, and the third-party service
organization obtains the first terminal public key of the terminal through the intermediate service
organization. Then, the terminal may use the organization public key to encrypt the data sent to
the third-party service organization when performing the data communication with third-party
service organization, and the third-party service organization may use the first terminal public
key to encrypt the data sent to the terminal when communicating with the terminal. In this way,
not only can the data security between the terminal and the third-party service organization be

ensured, but also such design can provide the technical framework with better openness.

[0055] In order to improve the communication security between the intermediate service
organization and the terminal to enhance the security of the organization secret key in the

transmission process, before the intermediate service organization receives the organization secret
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key sent by the third-party service organization, the following method flow shown in Fig. 2 can
further be performed in order to establish the secure communication between the terminal and the

intermediate service organization.

[0056] S201: the intermediate service organization sends the service public key to the secure

storage region of the terminal.

[0057] S202: the intermediate service organization receives the root public key encrypted by

the terminal using a third encryption means.

[0058] Here, the third encryption means is to use the root private key to sign the root public
key and use the service public key to encrypt the signed root public key.

[0059] S203: the intermediate service organization decrypts to obtain the root public key.

[0060] Here, the service public key and the service private key are asymmetric keys of the
intermediate service organization, and the first terminal public key and the first terminal private
key are asymmetric keys generated by the terminal and stored in the secure storage region of the

terminal.

[0061] As can be seen, through the above method flow shown in Fig. 2, the terminal obtains
the service public key of the intermediate service organization, and the intermediate service
organization obtains the root public key of the terminal. Then, the terminal may use the service
public key to encrypt the data sent to the intermediate service organization when performing the
data communication with the intermediate service organization, and the intermediate service
organization may use the root public key to encrypt the data sent to the terminal. In this way, not
only can the data security between the terminal and the intermediate service organization be

ensured, but also such design can provide the technical framework with better openness.

[0062] Fig. 3 exemplarily shows a flow chart of a method for establishing security infrastructure

provided by an embodiment of the invention. As shown in Fig. 3, the method may include:

[0063] S301: aterminal receives an organization secret key of a third-party service organization

encrypted by an intermediate service organization using a first encryption means.

[0064] Here, the first encryption means is to use a service private key of the intermediate service
organization to sign the organization secret key and use a root public key of the terminal to encrypt

the signed organization public key.

[0065] S302: the terminal decrypts the encrypted organization secret key by using the service

public key of the intermediate service organization, and performs the signature verification on the
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decrypted organization secret key by using the root private key of the terminal.

[0066] S303: the terminal stores the organization secret key in the secure storage region of the

terminal after the signature verification passes.
[0067] S304: the terminal encrypts a first terminal public key by a second encryption means.

[0068] Here, the second encryption means is to use a root private key of the terminal to sign
the first terminal public key and use a service public key of the intermediate service organization
to encrypt the signed first terminal public key. The first terminal public key is generated by the
terminal. When generating the first terminal public key, the terminal also generates the first
terminal private key, and the first terminal public key and the first terminal private key are
asymmetric keys. The first terminal public key and the first terminal private key may be generated
by the terminal after obtaining the organization secret key by decryption and storing the
organization secret key in the secure storage region, or may be generated by the terminal in

advance.

[0069] S305: the terminal sends the encrypted first terminal public key to the intermediate

service organization.

[0070] In order to improve the communication security between the intermediate service
organization and the terminal to enhance the security of the organization secret key in the
transmission process, before the terminal receives the organization secret key of the third-party
service organization encrypted by the intermediate service organization using the first encryption
means, the following method flow shown in Fig. 4 can further be performed in order to establish

the secure communication between the terminal and the intermediate service organization.

[0071] S401: the terminal receives the service public key sent by the intermediate service

organization, and stores the service public key in the secure storage region.

[0072] S402: the terminal encrypts the root public key by a third encryption means, the third
encryption means is to use the root private key to sign the root public key and use the service

public key to encrypt the signed root public key.

[0073] S403: the terminal sends the encrypted root public key to the intermediate service

organization.

[0074] It should be noted that the root public key is generated by the terminal. When generating
the root public key, the terminal also generates the root private key, and the root public key and
the root private key are asymmetric keys. The root public key and the root private key may be

generated by the terminal after receiving the service public key sent by the intermediate service
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organization and storing the service public key in the secure storage region, or may be generated

by the terminal in advance.

[0075] The above processes shown in Figs. 1, 2, 3 and 4 will be illustrated below in detail by

way of a detailed flow chart, as shown in Fig. 5.

[0076] S501: establishing a secure channel between the intermediate service organization and

the secure storage region of the terminal.

[0077] Specifically, the intermediate service organization may establish the secure channel with
the secure storage region of the terminal based on the secure channel protocol GP

(GlobalPlatform), SCP (Secure Channel Protocol) series of protocols.

[0078] S502: the intermediate service organization sends the service public key to the secure

storage region of the terminal through the established secure channel.

[0079] Here, the service public key is generated by the intermediate service organization in
advance. When generating the service public key, the intermediate service organization further
generates the service private key, where the service public key and the service private key are

asymmetric keys.

[0080] S503: the terminal generates a root public key and a root private key after receiving the

service public key sent by the intermediate service organization.

[0081] Optionally, the terminal may also generate the root public key and the root private key

in advance, the root public key and the root private key are asymmetric keys.

[0082] Specifically, the terminal can generate the root public key and the root private key in the
onboard generation way, to reduce the transmissions of the root public key and root private key

in the network, and improve the security of the root public key and root private key.

[0083] S504: the terminal signs the root public key by using the root private key, encrypts the
signed root public key by using the service public key, and sends the encrypted root public key to

the intermediate service organization.

[0084] S505: the intermediate service organization decrypt the root public key sent by the
terminal by using the service private key and performs the signature verification by using the root
public key obtained by decryption, and the intermediate service organization obtains the root

public key of the terminal after the signature verification passes.

[0085] So far, the intermediate service organization has sent the service public key to the secure

storage region of the terminal, the service private key is still stored inside the intermediate service
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organization, while the terminal has sent the root public key to the intermediate service
organization, and the root private key is still stored in the secure storage region of the terminal.
In this way, when the intermediate service organization performs the data communicate with the
terminal, the intermediate service organization may use the root public key to encrypt the data
sent to the terminal, while the terminal may use the service public key to encrypt the data sent to
the intermediate service organization. It can be seen that neither the root private key of the
terminal nor the service private key of the intermediate service organization is transmitted in the
secure channel. Thus, the security of the data of the terminal and the intermediate service

organization can be improved.

[0086] Specifically, when the intermediate service organization uses the root public key to
encrypt the data sent to the terminal, the terminal can decrypt the encrypted data by using the root
private key after receiving the data encrypted by the intermediate service organization using the
root public key. After the terminal decrypt the encrypted data by using the root public key, if there
is a need to continue communicating with the intermediate service organization, the terminal may
encrypt the data sent to the intermediate service organization by using the service public key.
After receiving the encrypted data sent by the terminal, the intermediate service organization may
decrypt the encrypted data sent by the terminal by using the service private key. Or, when the
terminal uses the service public key to encrypt the data sent to the intermediate service
organization, the intermediate service organization may decrypt the encrypted data by using the
service private key after receiving the encrypted data sent by the terminal. If the intermediate
service organization needs to reply to the data sent by the terminal, it may encrypt the reply data
by using the root public key. After receiving the encrypted reply data sent by the intermediate
service organization, the terminal may decrypt the reply data by using the root private key, to
obtain the reply data sent by the intermediate service organization. Since the root private key of
the terminal and the service private key of the intermediate service organization are not
transmitted in the secure channel all the time, the security of the data of the terminal and the

intermediate service organization can be improved.

[0087] S506: the third-party service organization sends the organization public key to the

intermediate service organization.

[0088] Optionally, the organization public key may be generated by the third-party service
organization in advance, and the third-party service organization further generates the

organization private key when generating the organization public key.

[0089] Optionally, the third-party service organization may further send the organization
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symmetric key to the intermediate service organization when sending the organization public key

to the intermediate service organization.

[0090] S507: the intermediate service organization encrypts the organization public key by a

first encryption means after receiving the organization public key.

[0091] Here, the first encryption means is to use a service private key of the intermediate service
organization to sign the organization secret key and use a root public key of the terminal to encrypt

the signed organization secret key.

[0092] Optionally, if the third-party service organization further sends the organization
symmetric key when sending the organization public key to the intermediate service organization
in the above step S506, then the intermediate service organization further encrypts the

organization symmetric key in this step.

[0093] S508: the intermediate service organization sends the encrypted organization secret key

to the secure storage region of the terminal.

[0094] Optionally, if the third-party service organization further sends the organization
symmetric key when sending the organization public key to the intermediate service organization
in the above step S506, then the intermediate service organization may further sends the

organization symmetric key to the secure storage region of the terminal in this step.

[0095] S509: the terminal decrypts by using the root private key of the terminal and then
verifies the signature by using the service public key of the intermediate service organization, and
the terminal stores the organization public key in the secure storage region of the terminal after

the signature verification passes.

[0096] Optionally, if the third-party service organization further sends the organization
symmetric key when sending the organization public key to the intermediate service organization
in the above step S506, then the intermediate service organization may further store the
organization symmetric key in the secure storage region of the terminal when storing the
organization public key in the secure storage region of the terminal in this step, to further provide

the openness framework for use by the third-party service organization.

[0097] So far, the terminal has obtained the organization public key of the third-party service
organization through the intermediate service organization. Thus, the terminal may encrypt the
data by using the organization public key of the third-party service organization when sending the
data to the third-party service organization again later, and third-party service organization may

perform the decryption by using the organization private key of the third-party service
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organization when receiving the data sent by the terminal.
[0098] S510: the terminal generates a first terminal public key and a first terminal private key.

[0099] Optionally, the terminal may also generate the first terminal public key and the first
terminal private key in advance. Specifically, the terminal may generate the first terminal public
key and the first terminal private key in the onboard generation way, so as to reduce the
transmissions of the first terminal public key and the first terminal private key in the network, and

thereby improve the security of the first terminal public key and the first terminal private key.

[00100] S511: the terminal encrypts the first terminal public key by a second encryption means

and sends the encrypted second terminal public key to the intermediate service organization.

[00101] Here, the second encryption means is to use a root private key of the terminal to sign
the first terminal public key and use a service public key of the intermediate service organization

to encrypt the signed first terminal public key.

[00102] S512: after receiving the encrypted first terminal public key sent by the terminal, the
intermediate service organization decrypts it by using the service private key of the intermediate
service organization and verifies the signature by using the root public key of the terminal, and

obtains the first terminal public key after the signature verification passes.

[00103] S513: the intermediate service organization sends the first terminal public key to the

third-party service organization.

[00104] So far, the terminal has obtained the organization public key of the third-party service
organization, while the third-party service organization has obtained the first terminal public key
of the terminal. Thus, the third-party service organization may encrypt the data to be sent by using
the first terminal public key when sending the data to the terminal later, and the terminal may
encrypt the data to be sent by using the organization public key when sending the data to the third-
party service organization, where neither the organization private key of the third-party service
organization nor the first terminal private key of the terminal is transmitted in the network. In this
way, not only can the communication between the terminal and the third-party service
organization be ensured, but also such design can provide the technical framework with better

openness.

[00105] In order to be able to encrypt the application layer at the communication layer, protect
the security of the application layer and improve the openness of the technical framework, after
the terminal sends the encrypted first terminal public key to the intermediate service organization,

the following method flow shown in Fig. 6 may further be performed.
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[00106] S601: the terminal receives an application secret key encrypted by the third-party

service organization using a fourth encryption means.

[00107] Here, the fourth encryption means is to use an organization private key to sign the
application secret key and use the first terminal public key to encrypt the signed application secret

key.

[00108] In one embodiment, the application secret key may only include an application public
key of the third-party service organization, where the application public key may be generated by
the third-party service organization in advance, and the third-party service organization further

generates an application private key when generating the application public key.

[00109] In another embodiment, the application secret key may include the application public
key and the application symmetric key of the third-party organization, an application scenario of
the application symmetric key may be: a mobile banking may use this application symmetric key
for encryption when transferring the sensitive information such as card number to the mobile
banking background; the application public key may be generated by the third-party service
organization in advance, and the third-party service organization further generates an application

private key when generating the application public key.

[00110] S602: the terminal decrypts to obtain the application secret key by using the first
terminal private key and the organization public key, and stores the application secret key in the

secure storage region of the terminal.

[00111] Specifically, the terminal firstly decrypts the encrypted application secret key by using
the first terminal private key, and then performs the signature verification on the signed
application secret key by using the organization public key. After the signature verification passes,
the terminal obtains the application secret key sent by the third-party service organization, and

stores the application secret key in the secure storage region of the terminal.

[00112] S603: the terminal sends the second terminal public key processed by a fifth encryption

means to the third-party service organization.

[00113] Here, the fifth encryption means is to use a second terminal private key to sign the
second terminal public key and use the organization public key to encrypt the signed second
terminal public key. The second terminal public key may be generated by the terminal in advance,
and the terminal further generates a second terminal private key when generating the second

terminal public key.

[00114] Another embodiment of the invention further provides a method for establishing
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security infrastructure. As shown in Fig. 7, the method may include:

[00115] S701: the third-party service organization encrypts the application public key by the

fourth encryption means, and sends the encrypted application public key to the terminal.

[00116] Here, the fourth encryption means is to use the organization private key to sign the
application public key and use the first terminal public key to encrypt the signed application
public key.

[00117] In some embodiments, the application secret key may only include the application
public key of the third-party service organization, where the application public key may be
generated by the third-party service organization in advance, and the third-party service
organization further generates an application private key when generating the application public

key.

[00118] In some other embodiments, the application secret key may include the application
public key and the application symmetric key of the third-party organization, an application
scenario of the application symmetric key may be: a mobile banking may use this application
symmetric key for encryption when transferring the sensitive information such as card number to
the mobile banking background; the application public key may be generated by the third-party
service organization in advance, and the third-party service organization further generates an

application private key when generating the application public key.

[00119] S702: the third-party service organization receives the second terminal public key

encrypted by the terminal using the fifth encryption means.

[00120] Here, the fifth encryption means is to use the second terminal private key to sign the
second terminal public key and use the organization secret key to encrypt the signed second

terminal public key.

[00121] The above processes shown in Figs. 6 and 7 will be illustrated below in detail by way
of the method flow shown in Fig. 8.

[00122] S801: the third-party service organization encrypts the application public key by the

fourth encryption means.

[00123] Here, the fourth encryption means is to use the organization private key to sign the
application public key and use the first terminal public key to encrypt the signed application

public key.

[00124] In some embodiments, the application secret key may only include the application
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public key of the third-party service organization, where the application public key may be
generated by the third-party service organization in advance, and the third-party service
organization further generates an application private key when generating the application public

key.

[00125] In some other embodiments, the application secret key may include the application
public key and the application symmetric key of the third-party organization, an application
scenario of the application symmetric key may be: a mobile banking may use this application
symmetric key for encryption when transferring the sensitive information such as card number to
the mobile banking background; the application public key may be generated by the third-party
service organization in advance, and the third-party service organization further generates an

application private key when generating the application public key.

[00126] S802: the third-party service organization sends the encrypted application secret key to

the terminal.

[00127] S803: the terminal decrypts to obtain the application secret key by using the first
terminal private key and the organization public key, and stores the application secret key in the

secure storage region of the terminal.

[00128] Specifically, the terminal firstly decrypts the encrypted application secret key by using
the first terminal private key, and then performs the signature verification on the signed
application secret key by using the organization public key. After the signature verification passes,
the terminal obtains the application secret key sent by the third-party service organization, and

stores the application secret key in the secure storage region of the terminal.

[00129] S804: the terminal generates a second terminal public key and a second terminal private

key.

[00130] Optionally, the terminal may also generate the second terminal public key and the
second terminal private key in advance. Specifically, the terminal may generate the second
terminal public key and the second terminal private key in the onboard generation way, so as to
reduce the transmissions of the second terminal public key and the second terminal private key in
the network, and thereby improve the security of the second terminal public key and the second

terminal private key.
[00131] S805: the terminal encrypts the second terminal public key by the fifth encryption means.

[00132] Here, the fifth encryption means is to use a second terminal private key to sign the

second terminal public key and use the organization public key to encrypt the signed second
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terminal public key.

[00133] S806: the terminal sends the encrypted second terminal public key to the third-party

service organization.

[00134] S807: the third-party service organization decrypts the encrypted second terminal public
key by using the organization private key, performs the signature verification by using the second
terminal public key, and obtains the second terminal public key after the signature verification

passes.

[00135] So far, the terminal has obtained the application secret key of the third-party service
organization at the application layer, and the third-party service organization has obtained the
second terminal public key of the terminal at the application layer, but neither the second terminal
private key nor the application private key of the third-party service organization is transmitted
in the network. In this way, not only can the security of the terminal and the third-party service
organization at the application layer be improved, but also such design can provide the technical

framework with better openness.

[00136] Through the above method flows shown in Figs. 6 and 7, the terminal obtains the
application public key of the third-party service organization. How the terminal uses the
application public key of the third-party service organization will be illustrated below in detail by

way of a specific application scenario, as shown in Fig. 9.

[00137] S901: the third-party service organization sends an access request to the terminal
through a third-party application that is an application corresponding to the third-party service

organization.

[00138] In some embodiments, the third-party application may be client software installed on

the terminal.

[00139] S902: the terminal receives the access request of the third-party application and

generates the check content.

[00140] In some embodiments, the check content may be a random number. When the check
content is a random number, the terminal may generate the random number through a random

number generator.

[00141] S903: the terminal sends the generated check content to the third-party service

organization.

[00142] S904: the third-party service organization receives the check content sent by the terminal,
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and signs the check content by using the application private key to generate a checking instruction.

[00143] S905: the third-party service organization sends the generated checking instruction to

the terminal.

[00144] S906: the terminal performs the signature verification on the checking instruction by
using the application public key after receiving the checking instruction sent by the third-party

service organization.

[00145] S907: the terminal allows the third-party application to access the secure region of the

terminal after the signature verification passes.

[00146] In a specific implementation, after the signature verification passes, the terminal can
generate a token and allow the third-party application to access the secure region of the terminal

within a limited period of time through this token.

[00147] It should be noted that the secure storage region of the terminal may be a Secure Element
(SE) in the strong security scenario, and the secure storage region of the terminal may be Trusted

Execution Environment (TEE) in the weak security scenario.

[00148] As can be seen from the above, the third-party service organization obtains the root
public key, the first terminal public key and the second terminal public key of the terminal through
the intermediate service organization, and the terminal obtains the organization public key and
the application public key of the third-party service organization through the intermediate service
organization, but none of the root private key, the first terminal private key and the second
terminal private key of the terminal as well as the organization private key and the application
private key of the third-party service organization is transmitted in the network. In this way, not
only can the security of data communication between the terminal and the third-party service
organization be ensured, but also the general security infrastructure can be provided by the
intermediate service organization, thereby providing the technical framework with better

openness.

[00149] Based on the same technical concept, an embodiment of the invention further provides

a device for establishing security infrastructure. As shown in Fig. 10, the device may include:
a first receiving module 1001 configured to receive an organization secret key sent by a
third-party service organization;

a first key processing module 1002 configured to encrypt the organization secret key by
a first encryption means, and instruct a first sending module 1003 to send the encrypted

organization secret key to a secure storage region of a terminal, the first encryption means being
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to use a service private key of the intermediate service organization to sign the organization secret

key and use a root public key of the terminal to encrypt the signed organization secret key;

the first receiving module 1001 further configured to receive a first terminal public key
encrypted by the terminal using a second encryption means, wherein the second encryption means
is to use a root private key of the terminal to sign the first terminal public key and use a service

public key of the intermediate service organization to encrypt the signed first terminal public key;

the first sending module 1003 configured to send the first terminal public key obtained

by decryption to the third-party service organization.

[00150] Preferably, before the first receiving module 1001 receives the organization secret key

sent by the third-party service organization,

the first sending module 1003 is further configured to send the service public key to the

secure storage region of the terminal;

the first receiving module 1001 is further configured to receive the root public key
encrypted by the terminal using a third encryption means, wherein the third encryption means is
to use the root private key to sign the root public key and use the service public key to encrypt

the signed root public key;

the first key processing module 1002 is further configured to decrypt to obtain the root
public key.

[00151] Another embodiment of the invention further provides a terminal. As shown in Fig. 11,

the terminal may include:

a second receiving module 1101 configured to receive an organization secret key of a
third-party service organization encrypted by an intermediate service organization using a first
encryption means, wherein the first encryption means is to use a service private key of the
intermediate service organization to sign the organization secret key and use a root public key of

the terminal to encrypt the signed organization secret key;

a second key processing module 1102 configured to decrypt to obtain the organization
secret key by using a root private key of the terminal and a service public key of the intermediate
service organization, and store the organization secret key in a secure storage region of the

terminal;

the second key processing module 1102 further configured to encrypt a first terminal

public key by a second encryption means, wherein the second encryption means is to use a root
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private key of the terminal to sign the first terminal public key and use the service public key of

the intermediate service organization to encrypt the signed first terminal public key;

a second sending module 1103 configured to send the encrypted first terminal public

key to the intermediate service organization.

[00152] Preferably, before the second receiving module 1101 receives the organization secret
key of the third-party service organization encrypted by the intermediate service organization

using the first encryption means,

the second receiving module 1101 is further configured to receive the service public key
sent by the intermediate service organization, and store the service public key in the secure storage

region;

the second key processing module 1102 is further configured to encrypt the root public
key by a third encryption means, wherein the third encryption means is to use the root private key

to sign the root public key and use the service public key to encrypt the signed root public key;

the second sending module 1103 is further configured to send the encrypted root public

key to the intermediate service organization.

[00153] Preferably, after the second sending module 1103 sends the encrypted first terminal

public key to the intermediate service organization,

the second receiving module 1101 is further configured to receive an application secret
key encrypted by the third-party service organization using a fourth encryption means, wherein
the fourth encryption means is to use an organization private key to sign the application secret

key and use the first terminal public key to encrypt the signed application secret key;

the second key processing module 1102 is further configured to decrypt to obtain the
application secret key by using the first terminal private key and the organization public key, and

store the application secret key in the secure storage region of the terminal;

the second sending module 1103 is further configured to send a second terminal public
key encrypted by a fifth encryption means to the third-party service organization, wherein the
fifth encryption means is to use the second terminal private key to sign the second terminal public

key and use the organization public key to encrypt the signed second terminal public key.
[00154] Preferably, the second key processing module 1102 is further configured to:

generate the root public key and root private key, the first terminal public key and first

terminal private key, the second terminal public key and second terminal private key
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corresponding to the third-party service organization in an onboard manner.

[00155] Preferably, the second receiving module 1101 is further configured to receive an access
request of a third-party application that is an application corresponding to the third-party service

organization;

the second key processing module 1102 is further configured to generate check content

and send the check content to the third-party service organization;

the second receiving module 1101 is further configured to receive a checking instruction
sent by the third-party service organization, wherein the checking instruction is obtained by the

third-party service organization using the application private key to sign the check content;

the second key processing module 1102 is further configured to perform signature

verification on the checking instruction by using the application public key;

the third-party application is allowed to access a secure region of the terminal after the

verification passes.

[00156] Preferably, the secure storage region of the terminal is a Secure Element (SE) or Trusted

Execution Environment (TEE).

[00157] Another embodiment of the invention further provides a device for establishing security

infrastructure. As shown in Fig. 12, the device may include:

a third key processing module 1201 configured to encrypt an application public key by
a fourth encryption means, and send the encrypted application public key to a terminal, wherein
the fourth encryption means is to use an organization private key to sign the application public

key and use a first terminal public key to encrypt the signed application public key;

a third receiving module 1202 configured to receive a second terminal public key
encrypted by the terminal using a fifth encryption means, wherein the fifth encryption means is
to use a second terminal private key to sign the second terminal public key and use an organization

public key to encrypt the signed second terminal public key.
[00158] Preferably, the device further includes: a third sending module 1203;

the third sending module 1203 is configured to send an access request to the terminal
through a third-party application that is an application corresponding to the device for establishing

security infrastructure;

the third receiving module 1202 is further configured to receive check content sent by

the terminal, and instruct the third key processing module to sign the check content by using the
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application private key to generate a checking instruction;

the third sending module 1203 is further configured to send the checking instruction to
the terminal, so that the terminal performs signature verification on the checking instruction by

using the application public key;

the third key processing module 1201 is instructed to allow the third-party application

to access a secure region of the terminal after the verification passes.

[00159] In summary, a method for establishing security infrastructure provided by the above
embodiments includes: an intermediate service organization receives an organization secret key
sent by a third-party service organization; the intermediate service organization encrypts the
organization secret key by a first encryption means, and sends the encrypted organization secret
key to a secure storage region of a terminal, wherein the first encryption means is to use a service
private key of the intermediate service organization to sign the organization secret key and use a
root public key of the terminal to encrypt the signed organization secret key; the intermediate
service organization receives a first terminal public key encrypted by the terminal using a second
encryption means, wherein the second encryption means is to use a root private key of the terminal
to sign the first terminal public key and use a service public key of the intermediate service
organization to encrypt the signed first terminal public key; and the intermediate service
organization sends the first terminal public key obtained by decryption to the third-party service
organization. It can be seen that the organization secret key of the third-party service organization
can be sent to the terminal through the intermediate service organization, and the first terminal
public key of the terminal can be sent to the third-party service organization through the
intermediate service organization. In this way, the intermediate service organization can not only
ensure the security of the terminal and the third-party service organization and provide the

common security infrastructure, but also provide the technical framework with better openness.

[00160] Based on the same concept, the present application provides an electronic device that
can be used to perform the above method flow of establishing security infrastructure on the device
side. Fig. 13 is a structural schematic diagram of an electronic device provided by an embodiment
of the present application. The electronic device includes a processor 1301, a memory 1302, a
transceiver 1303 and a bus interface 1304; wherein the processor 1301, the memory 1302, the

transceiver 1303 and the bus interface 1304 are connected to each other through buses 1305.

[00161] The memory 1302 is used to store a program; and specifically, the program may include
program codes including the computer operation instructions. The memory 1302 may include a

volatile memory, e.g., Random-Access Memory (RAM); the memory may also include a non-
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volatile memory, e.g, flash memory, Hard Disk Drive (HDD) or Solid-State Drive (SSD); and the

memory 1302 may also include a combination of the above types of memories.

[00162] The memory 1302 stores the elements of: executable modules or data structures, or their

subsets, or their extension sets.

Operation instructions include various operation instructions for implementing various

operations.

Operation systems include various system programs for implementing various basic

services and processing hardware-based tasks.

[00163] The bus 1305 may be the Peripheral Component Interconnect (PCI) bus or Extended
Industry Standard Architecture (EISA) bus or the like. The buses may be divided into the address
bus, data bus, control bus and so on. For ease of representation, the buses are represented by only

one thick line in Fig. 13, but it does not represent only one bus or only one type of bus.

[00164] The bus interface 1304 may be a wired communication interface, a wireless bus interface
or the combination thereof, wherein the wired bus interface may be an Ethernet interface for
example. The Ethernet interface may be an optical interface, an electrical interface or the

combination thereof. The wireless bus interface may be a WLAN interface.

[00165] The processor 1301 may be a Central Processing Unit (CPU), a Network Processor (NP)
or the combination of the CPU and NP. It may also be a hardware chip. The above-mentioned
hardware chip may be an Application-Specific Integrated Circuit (ASIC), a Programmable Logic
Device (PLD) or the combination thereof. The above-mentioned PLD may be a Complex
Programmable Logic Device (CPLD), a Field-Programmable Gate Array (FPGA), a Generic
Array Logic (GAL) or any combination thereof.

[00166] The transceiver 1303 is configured, under the control of the processor 1301, to receive
an organization secret key sent by a third-party service organization; receive a first terminal public
key encrypted by a terminal using a second encryption means, wherein the second encryption
means is to use a root private key of the terminal to sign the first terminal public key and use a
service public key of the intermediate service organization to encrypt the signed first terminal
public key; and send the first terminal public key obtained by decryption to the third-party service

organization;

[00167] The memory 1302 is configured to store one or more executable programs and may store

the data used by the processor 1301 when performing the operations;

[00168] The processor 1301 is configured to read a program in the memory 1302 to perform the
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following method: encrypting the organization secret key by a first encryption means, and sending
the encrypted organization secret key to a secure storage region of a terminal, wherein the first
encryption means is to use a service private key of the intermediate service organization to sign
the organization secret key and use a root public key of the terminal to encrypt the signed

organization secret key.

[00169] Preferably, before receiving the organization secret key sent by the third-party service
organization, the transceiver 1303 is further configured to send a service public key to the secure
storage region of the terminal; and receive the root public key encrypted by the terminal using a
third encryption means, wherein the third encryption means is to use the root private key to sign

the root public key and use the service public key to encrypt the signed root public key.
[00170] The processor 1301 is further configured to decrypt to obtain the root public key.

[00171] It should be understood that the division of the above units is only the division of the
logical functions, and these units may be fully or partially integrated into a physical entity or may
be separated physically in the actual implementations. In some embodiments of the present
application, the first receiving module 1001 and the first sending module 1003 may be
implemented by the transceiver 1303, and the first key processing unit 1002 may be implemented
by the processor 1301. As shown in Fig. 13, the electronic device 1300 may include a processor
1301, a transceiver 1303 and a memory 1302, wherein the memory 1302 may be configured to
store the programs/codes pre-installed when the electronic device 1300 leaves the factory, and

may also store the codes used to be executed by the processor 1301, etc.

[00172] Based on the same concept, the present application provides an electronic device that
can be used to perform the above method flow on the terminal side. Fig. 14 is a structural
schematic diagram of an electronic device provided by an embodiment of the present application.
The electronic device includes a processor 1401, a memory 1402, a transceiver 1403 and a bus
interface 1404; wherein the processor 1401, the memory 1402, the transceiver 1403 and the bus

interface 1404 are connected to each other through buses 1405.

[00173] The memory 1402 is used to store a program; and specifically, the program may include
program codes including the computer operation instructions. The memory 1402 may include a
volatile memory, e.g., Random-Access Memory (RAM); the memory may also include a non-
volatile memory, e.g, flash memory, Hard Disk Drive (HDD) or Solid-State Drive (SSD); and the

memory 1402 may also include a combination of the above types of memories.

[00174] The memory 1402 stores the elements of: executable modules or data structures, or their

subsets, or their extension sets.
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Operation instructions include various operation instructions for implementing various

operations.

Operation systems include various system programs for implementing various basic

services and processing hardware-based tasks.

[00175] The bus 1405 may be the Peripheral Component Interconnect (PCI) bus or Extended
Industry Standard Architecture (EISA) bus or the like. The buses may be divided into the address
bus, data bus, control bus and so on. For ease of representation, the buses are represented by only

one thick line in Fig. 14, but it does not represent only one bus or only one type of bus.

[00176] The bus interface 1404 may be a wired communication interface, a wireless bus interface
or the combination thereof, wherein the wired bus interface may be an Ethernet interface for
example. The Ethernet interface may be an optical interface, an electrical interface or the

combination thereof. The wireless bus interface may be a WLAN interface.

[00177] The processor 1401 may be a Central Processing Unit (CPU), a Network Processor (NP)
or the combination of the CPU and NP. It may also be a hardware chip. The above-mentioned
hardware chip may be an Application-Specific Integrated Circuit (ASIC), a Programmable Logic
Device (PLD) or the combination thereof. The above-mentioned PLD may be a Complex
Programmable Logic Device (CPLD), a Field-Programmable Gate Array (FPGA), a Generic
Array Logic (GAL) or any combination thereof.

[00178] The transceiver 1403 is configured, under the control of the processor 1401, to receive
an organization secret key of a third-party service organization encrypted by an intermediate
service organization using a first encryption means, wherein the first encryption means is to use
a service private key of the intermediate service organization to sign the organization secret key
and use a root public key of the terminal to encrypt a signed organization secret key; and send an

encrypted first terminal public key to the intermediate service organization;

[00179] The processor 1401 is configured to decrypt to obtain the organization secret key by
using a root private key of the terminal and a service public key of the intermediate service
organization, and store the organization secret key in a secure storage region of the terminal; and
encrypt a first terminal public key by a second encryption means, wherein the second encryption
means is to use a root private key of the terminal to sign the first terminal public key and use the
service public key of the intermediate service organization to encrypt the signed first terminal

public key.

[00180] Preferably, before the transceiver 1403 receives the organization secret key of the third-
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party service organization encrypted by the intermediate service organization using the first
encryption means, the transceiver 1403 is further configured to receive the service public key sent
by the intermediate service organization, and store the service public key in the secure storage
region; the processor 1401 is further configured to encrypt the root public key by a third
encryption means, wherein the third encryption means is to use the root private key to sign the
root public key and use the service public key to encrypt the signed root public key; and the
transceiver 1403 is further configured to send the encrypted root public key to the intermediate

service organization.

[00181] Preferably, after the transceiver 1403 sends the encrypted first terminal public key to the
intermediate service organization, the transceiver 1403 is further configured to receive an
application secret key encrypted by the third-party service organization using a fourth encryption
means, wherein the fourth encryption means is to use an organization private key to sign the
application secret key and use the first terminal public key to encrypt the signed application secret
key; the processor 1401 is further configured to decrypt to obtain the application secret key by
using the first terminal private key and the organization public key, and store the application secret
key in the secure storage region of the terminal; and the transceiver 1403 is further configured to
send a second terminal public key encrypted by a fifth encryption means to the third-party service
organization, wherein the fifth encryption means is to use the second terminal private key to sign
the second terminal public key and use the organization public key to encrypt the signed second

terminal private key.

[00182] Preferably, the processor 1401 is further configured to: generate the root public key and
root private key, the first terminal public key and first terminal private key, the second terminal
public key and second terminal private key corresponding to the third-party service organization

in an onboard manner.

[00183] Preferably, the transceiver 1403 is further configured to receive an access request of a
third-party application that is an application corresponding to the third-party service organization;
the processor 1401 is further configured to generate check content and send the check content to
the third-party service organization; the transceiver 1403 is further configured to receive a
checking instruction sent by the third-party service organization, wherein the checking instruction
is obtained by the third-party service organization using the application private key to sign the
check content; and the processor 1401 is further configured to perform the signature verification
on the checking instruction by using the application public key; and allow the third-party

application to access a secure region of the terminal after the verification passes.
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[00184] Preferably, the secure storage region of the terminal is a Secure Element (SE) or Trusted

Execution Environment (TEE).

[00185] It should be understood that the division of the above units is only the division of the
logical functions, and these units may be fully or partially integrated into a physical entity or may
be separated physically in the actual implementations. In an embodiment of the present
application, the second receiving module 1101 and the second sending module 1103 may be
implemented by the transceiver 1403, and the second key processing unit 1102 may be
implemented by the processor 1401. As shown in Fig. 14, the electronic device 1400 may include
a processor 1401, a transceiver 1403 and a memory 1402, wherein the memory 1402 may be
configured to store the programs/codes pre-installed when the electronic device 1400 leaves the

factory, and may also store the codes used to be executed by the processor 1401, etc.

[00186] Based on the same concept, the present application provides an electronic device that
can be used to perform the above method flow of establishing security infrastructure on the device
side. Fig. 15 is a structural schematic diagram of an electronic device provided by the present
application. The electronic device includes a processor 1501, a memory 1502, a transceiver 1503
and a bus interface 1504; wherein the processor 1501, the memory 1502, the transceiver 1503 and

the bus interface 1504 are connected to each other through buses 1505.

[00187] The memory 1502 is used to store a program; and specifically, the program may include
program codes including the computer operation instructions. The memory 1502 may include a
volatile memory, e.g., Random-Access Memory (RAM); the memory may also include a non-
volatile memory, e.g, flash memory, Hard Disk Drive (HDD) or Solid-State Drive (SSD); and the

memory 1502 may also include a combination of the above types of memories.

[00188] The memory 1502 stores the elements of: executable modules or data structures, or their

subsets, or their extension sets.

Operation instructions include various operation instructions for implementing various

operations.

Operation systems include various system programs for implementing various basic

services and processing hardware-based tasks.

[00189] The bus 1505 may be the Peripheral Component Interconnect (PCI) bus or Extended
Industry Standard Architecture (EISA) bus or the like. The buses may be divided into the address
bus, data bus, control bus and so on. For ease of representation, the buses are represented by only

one thick line in Fig. 15, but it does not represent only one bus or only one type of bus.
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[00190] The bus interface 1504 may be a wired communication interface, a wireless bus interface
or the combination thereof, wherein the wired bus interface may be an Ethernet interface for
example. The Ethernet interface may be an optical interface, an electrical interface or the

combination thereof. The wireless bus interface may be a WLAN interface.

[00191] The processor 1501 may be a Central Processing Unit (CPU), a Network Processor (NP)
or the combination of the CPU and NP. It may also be a hardware chip. The above-mentioned
hardware chip may be an Application-Specific Integrated Circuit (ASIC), a Programmable Logic
Device (PLD) or the combination thereof. The above-mentioned PLD may be a Complex
Programmable Logic Device (CPLD), a Field-Programmable Gate Array (FPGA), a Generic
Array Logic (GAL) or any combination thereof.

[00192] The processor 1501 is configured to encrypt an application public key by a fourth
encryption means, and send the encrypted application public key to a terminal, wherein the fourth
encryption means is to use an organization private key to sign the application public key and use
a first terminal public key to encrypt the signed application public key; and the transceiver 1503
is configured to receive a second terminal public key processed by the terminal using a fifth
encryption means, wherein the fifth encryption means is to use a second terminal private key to
sign the second terminal public key and use an organization public key to encrypt the signed

second terminal public key.

[00193] Preferably, the transceiver 1503 is further included; the transceiver 1503 is configured
to send an access request to the terminal through a third-party application that is an application
corresponding to the electronic device; the transceiver 1503 is further configured to receive check
content sent by the terminal, and instruct the processor 1501 to sign the check content by using
the application private key to generate a checking instruction; and the transceiver 1503 is further
configured to send the checking instruction to the terminal, so that the terminal performs signature
verification on the checking instruction by using the application public key; and instruct the
processor 1501 to allow the third-party application to access a secure region of the terminal after

the verification passes.

[00194] It should be understood that the division of the above units is only the division of the
logical functions, and these units may be fully or partially integrated into a physical entity or may
be separated physically in the actual implementations. In an embodiment of the present
application, the third receiving module 1202 and the third sending module 1203 may be
implemented by the transceiver 1503, and the third key processing module 1201 may be

implemented by the processor 1501. As shown in Fig. 15, the electronic device 1500 may include
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a processor 1501, a transceiver 1503 and a memory 1502, wherein the memory 1502 may be
configured to store the programs/codes pre-installed when the electronic device 1500 leaves the

factory, and may also store the codes used to be executed by the processor 1501, etc.

[00195] It should be understood by those skilled in the art that the embodiments of the invention
may be provided as methods, systems or computer program products. Thus the embodiments of
the invention can take the form of hardware embodiments alone, software embodiments alone, or
embodiments combining the software and hardware aspects. Also the embodiments of the
invention can take the form of computer program products implemented on one or more computer
usable storage mediums (including but not limited to magnetic disk memories, CD-ROMs, optical

memories and the like) containing computer usable program codes therein.

[00196] The embodiments of the invention are described by reference to the flow charts and/or
the block diagrams of the methods, the devices (systems) and the computer program products
according to the embodiments of the invention. It should be understood that each process and/or
block in the flow charts and/or the block diagrams, and a combination of processes and/or blocks
in the flow charts and/or the block diagrams can be implemented by the computer program
instructions. These computer program instructions can be provided to a general-purpose computer,
a dedicated computer, an embedded processor, or a processor of another programmable data
processing device to produce a machine, so that an apparatus for implementing the functions
specified in one or more processes of the flow charts and/or one or more blocks of the block
diagrams is produced by the instructions executed by the computer or the processor of another

programmable data processing device.

[00197] These computer program instructions can also be stored in a computer readable memory
which is capable of guiding the computer or another programmable data processing device to
operate in a particular way, so that the instructions stored in the computer readable memory
produce a manufacture including the instruction apparatus which implements the functions
specified in one or more processes of the flow charts and/or one or more blocks of the block

diagrams.

[00198] These computer program instructions can also be loaded onto the computer or another
programmable data processing device, so that a series of operation steps are performed on the
computer or another programmable device to produce the computer-implemented processing.
Thus the instructions executed on the computer or another programmable device provide steps
for implementing the functions specified in one or more processes of the flow charts and/or one

or more blocks of the block diagrams.
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[00199] Evidently those skilled in the art can make various modifications and variations to the
embodiments of the invention without departing from the spirit and scope of the present
application. Thus the present application is also intended to encompass these modifications and
variations therein as long as these modifications and variations to the embodiments of the

invention come into the scope of the claims of the present application and their equivalents.
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WHAT ISCLAIMED IS:

1. A method for establishing security infrastructure, comprising:

receiving, by an intermediate service organization, an organization secret key sent by a
third-party service organization;

encrypting, by the intermediate service organization, the organization secret key by a first
encryption means, wherein the first encryption means is to use a service private key of the
intermediate service organization to sign the organization secret key and use aroot public key of
aterminal to encrypt the signed organization secret key;

sending, by the intermediate service organization, the encrypted organization secret key to a
secure storage region of the termindl;

receiving, by the intermediate service organization, afirst terminal public key encrypted by
the terminal using a second encryption means, wherein the second encryption means isto use a
root private key of the terminal to sign the first termina public key and use a service public key
of the intermediate service organization to encrypt the signed first terminal public key; and

sending, by the intermediate service organization, the first termina public key obtained by
decryption to the third-party service organization.

2. The method of claim 1, wherein before the receiving, by the intermediate service
organi zation, the organization secret key sent by the third-party service organization, the method
further comprises:

sending, by the intermediate service organization, the service public key to the secure
storage region of the terminal;

receiving, by the intermediate service organization, the root public key encrypted by the
terminal using a third encryption means, wherein the third encryption means is to use the root
private key to sign the root public key and use the service public key to encrypt the signed root
public key; and

decrypting, by the intermediate service organization, to obtain the root public key.

3. A method for establishing security infrastructure, comprising:

receiving, by a terminal, an organization secret key of a third-party service organization
encrypted by an intermediate service organization using a first encryption means, wherein the
first encryption means is to use a service private key of the intermediate service organization to
sign the organization secret key and use a root public key of the terminal to encrypt the signed
organi zation secret key;

decrypting, by the terminal, to obtain the organization secret key by using aroot private key
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of the terminal and a service public key of the intermediate service organization;

storing, by the terminal, the organization secret key in a secure storage region of the
terminal;

encrypting, by the terminal, a first termina public key by a second encryption means,
wherein the second encryption means is to use the root private key of the termina to sign the
first terminal public key and use the service public key of the intermediate service organization
to encrypt the signed first terminal public key; and

sending, by the terminal, the encrypted first terminal public key to the intermediate service
organization.

4. The method of clam 3, wherein before the receiving, by the terminal, the organization
secret key of the third-party service organization encrypted by the intermediate service
organization using the first encryption means, the method further comprises:

receiving, by the terminal, the service public key sent by the intermediate service
organi zation;

storing, by the terminal, the service public key in the secure storage region;

encrypting, by the terminal, the root public key by a third encryption means, wherein the
third encryption means is to use the root private key to sign the root public key and use the
service public key to encrypt the signed root public key; and

sending, by the terminal, the encrypted root public key to the intermediate service
organi zation.

5. The method of claim 4, wherein after the sending, by the terminal, the encrypted first
terminal public key to the intermediate service organization, the method further comprises:

receiving, by the terminal, an application secret key encrypted by the third-party service
organization using a fourth encryption means, wherein the fourth encryption meansis to use an
organization private key to sign the application secret key and use the first termina public key
to encrypt the signed application secret key;

decrypting, by the terminal, to obtain the application secret key by using a first terminal
private key and an organization public key; wherein the organization secret key comprises the
organization public key;

storing, by the terminal, the application secret key in the secure storage region of the
terminal; and

sending, by the terminal, a second terminal public key encrypted by a fifth encryption
means to the third-party service organization, wherein the fifth encryption means is to use a

second terminal private key to sign the second termina public key and use the organization
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public key to encrypt the signed second terminal public key.

6. The method of claim 5, further comprising:

generating, by the terminal, the root public key, the root private key, the first terminal
public key, the first terminal private key, the second terminal public key, and the second
terminal private key corresponding to the third-party service organization in an onboard manner.

7. The method of claim 5, further comprising:

receiving, by the terminal, an access request of a third-party application that is an
application corresponding to the third-party service organization;

generating, by the terminal, check content;

sending, by the terminal, the check content to the third-party service organization;

receiving, by the terminal, a checking instruction sent by the third-party service
organization, wherein the checking instruction is obtained by the third-party service
organization using an application private key to sign the check content;

performing, by the terminal, signature verification on the checking instruction by using an
application public key; wherein the application secret key comprises the application public key;

allowing, by the terminal, the third-party application to access a secure region of the
terminal after the verification passes.

8. The method of any one of claims 3 to 7, wherein the secure storage region of the terminal
is a Secure Element, SE, or Trusted Execution Environment, TEE.

9. A method for establishing security infrastructure, comprising:

encrypting, by a third-party service organization, an application public key by a fourth
encryption means; wherein the fourth encryption means is to use an organization private key to
sign the application public key and use a first terminal public key to encrypt the signed
application public key;

sending, by the third-party service organization, the encrypted application public key to a
terminal; and

receiving, by the third-party service organization, a second termina public key encrypted
by the terminal using a fifth encryption means, wherein the fifth encryption means is to use a
second terminal private key to sign the second terminal public key and use an organization
public key to encrypt the signed second terminal public key.

10. The method of claim 9, further comprising:

sending, by the third-party service organization, an access request to the terminal through a
third-party application that is an application corresponding to the third-party service
organi zation;
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receiving, by the third-party service organization, check content sent by the terminal;

signing, by the third-party service organization, the check content by using an application
private key to generate a checking instruction;

sending, by the third-party service organization, the checking instruction to the terminal, so
that the terminal performs signature verification on the checking instruction by using the
application public key; and

allowing the third-party application to access a secure region of the terminal after the
verification passes.

11. An €electronic device, comprising a processor, a memory, a transceiver and a bus
interface, wherein the processor, the memory and the transceiver are connected through buses;

the transceiver is configured to receive an organization secret key sent by a third-party
service organization; receive afirst terminal public key encrypted by aterminal using a second
encryption means, and send the first terminal public key obtained by decryption to the
third-party service organization; wherein the second encryption means is to use a root private
key of the terminal to sign the first terminal public key and use a service public key of the
intermediate service organization to encrypt the signed first terminal public key;

the processor is configured to read a program in the memory to perform following
operations: encrypting the organization secret key by a first encryption means, and sending the
encrypted organization secret key to a secure storage region of a terminal, wherein the first
encryption means is to use a service private key of the intermediate service organization to sign
the organization secret key and use a root public key of the termina to encrypt the signed
organization secret key; and

the memory is configured to store one or more executable programs and store data used by
the processor when performing the operations.

12. The electronic device of claim 11, wherein the transceiver is further configured to:

send the service public key to the secure storage region of the terminal; and receive the root
public key encrypted by the termina using a third encryption means, wherein the third
encryption means is to use the root private key to sign the root public key and use the service
public key to encrypt the signed root public key; and

the processor is further configured to decrypt to obtain the root public key.

13. An éectronic device, comprising a processor, a memory, a transceiver and a bus
interface, wherein the processor, the memory, the transceiver and the bus interface are
connected through buses;

the transceiver is configured to receive an organization secret key of a third-party service
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organization encrypted by an intermediate service organization using a first encryption means,
and send an encrypted first termina public key to the intermediate service organization; wherein
the first encryption meansisto use a service private key of the intermediate service organization
to sign the organization secret key and use a root public key of the terminal to encrypt the
signed organization secret key;

the processor is configured to decrypt to obtain the organization secret key by using a root
private key of the terminal and a service public key of the intermediate service organization, and
store the organization secret key in a secure storage region of the terminal; and encrypt a first
terminal public key by a second encryption means, wherein the second encryption means is to
use the root private key of the terminal to sign the first terminal public key and use the service
public key of the intermediate service organization to encrypt the signed first termina public
key.

14. The electronic device of claim 13, wherein the transceiver is further configured to:
receive the service public key sent by the intermediate service organization, and store the
service public key in the secure storage region; and send an encrypted root public key to the
intermediate service organization; and

the processor is further configured to encrypt the root public key by a third encryption
means, wherein the third encryption means is to use the root private key to sign the root public
key and use the service public key to encrypt the signed root public key.

15. The electronic device of clam 14, wherein the transceiver is further configured to:
receive an application secret key encrypted by the third-party service organization using a fourth
encryption means, and send a second terminal public key encrypted by a fifth encryption means
to the third-party service organization; wherein the fourth encryption means is to use an
organization private key to sign the application secret key and use the first termina public key
to encrypt the signed application secret key, and the fifth encryption means is to use a second
terminal private key to sign the second terminal public key and use an organization public key
to encrypt the signed second terminal public key; and

the processor is further configured to decrypt to obtain the application secret key by using a
first terminal private key and the organization public key, and store the application secret key in
the secure storage region of the terminal; wherein the organization secret key comprises the
organization public key.

16. The electronic device of claim 15, wherein the processor is further configured to:

generate the root public key, the root private key, the first terminal public key, the first
terminal private key, the second termina public key, and the second terminal private key
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corresponding to the third-party service organization in an onboard manner.

17. The électronic device of claim 15, wherein the transceiver is further configured to:

receive an access request of athird-party application that is an application corresponding to
the third-party service organization; and receive a checking instruction sent by the third-party
service organization, wherein the checking instruction is obtained by the third-party service
organization using an application private key to sign the check content;

the processor is further configured to:

generate check content and send the check content to the third-party service organization;
perform signature verification on the checking instruction by using an application public key;
and alow the third-party application to access a secure region of the terminal after the
verification passes; wherein the application secret key comprises the application public key.

18. The electronic device of any one of claims 13 to 17, wherein the secure storage region
of the terminal is a Secure Element, SE, or Trusted Execution Environment, TEE.

19. An éectronic device, comprising a processor, a memory, a transceiver and a bus
interface, wherein the processor, the memory, the transceiver and the bus interface are
connected through buses;

the processor is configured to encrypt an application public key by a fourth encryption
means, and send the encrypted application public key to a terminal, wherein the fourth
encryption means isto use an organization private key to sign the application public key and use
afirst terminal public key to encrypt the signed application public key; and

the transceiver is configured to recelve a second terminal public key encrypted by the
terminal using a fifth encryption means, wherein the fifth encryption means is to use a second
terminal private key to sign the second terminal public key and use an organization public key
to encrypt the signed second terminal public key.

20. The electronic device of claim 19, wherein the transceiver is further configured to:

send an access request to the terminal through a third-party application that is an
application corresponding to the electronic device; receive check content sent by the terminal,
and instruct the processor to sign the check content by using an application private key to
generate a checking instruction; send the checking instruction to the terminal, so that the
terminal performs signature verification on the checking instruction by using the application
public key; and instruct the processor to allow the third-party application to access a secure

region of the terminal after the verification passes.
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