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WIRELESS BIOMETRIC AUTHENTICATION SYSTEM AND METHOD

CROSS-REFERENCES TO RELATED APPLICATIONS

[0001] The present application is a non-provisional of and claims priority to U.S. Provisional
Application No. §2/246 476, filed on Oclober 28, 2015 {Afforney Docket No.: 079800-
0981921-1548US01}, the entire contents of which are hereby incorporated by reference for all

purposes.
BACKGROUND

[0002] The use of hiometrics as means for authenticating individuals may provide various
advantages. In a system that controls access to a resource via biometric means, an
individual could present, for authenticating oneself o an access device of the system,
biomelric data that is derived from one or more physical characteristics innate to the individual
{e.g., a pholo of the face, a retinal scan, a fingerprind, a voice print, etc.}. Thus, an individual
would not need to remember passwords, provide answers {0 security questions, or keep a

physical security token.

[0003] However, existing biometrics-based authentication systems are not without problems.
For instance, such systems can be slow or cumbersome fo use. In one particular system, o
facilitate future authentications at a resource provider {e.9., a trade show organizer), an
individual {e.g., a participant in the trade show) may register one’s smartphone with the
resource provider and provide a photo of the individual's face o the resource provider. When
the individual later makes a request for access {o a resaurce (e.g., entry into the trade show),
the access device would detect the individual's smartphone and retrieve a set of photos that
includes the individual's photoc. However, the access device would still need human input
{e.g., the input of a security guard) to match the smariphone o the individual's photo before it

can grant access {o the individual.

[0004] Additionally, biomelric data may be vulnerable to theft and abuse by various bad
aclors. For example, while the vast majority of access devices may be frustworthy, #tis
possible to encounter an access device that has been hacked or otherwise compromised.

Accordingly, the rogue access device could steal an individual’s biometric data when the
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individual makes a request to access a resource. Furthermore, for authentication systems
that involve the wireless transmissian of biometric data, bystanders that happen o be near

the transmission may be able to steal biometric data.

[8005] Embodiments of the present invention address these problems and other problems

individually and collectively.

BRIEF SUMMARY

[0008] Embodiments of the invention are directed to using biomelric templates to securely

authenticate individuals over wireless communication {echnologies.

[p007] Forexample, a first mobile device may obtain a first biomelric sample from a first
user of the first mobile device and generale, from the first biometric sample, a first large
biometlric template and a first small biometric template. The first mobile device may then
generate a first public value and a first cryptographic key by passing the first small biometric
{femplate {0 a generate funclion of a fuzzy extractor. Al some poinfwhen the first useris at a
location associated with a resource provider {i.e, a resource provider location), the first
mobile device may detect an access device thal is associated with the resource provider. in
response, the first mobile device may transmit the first public value {o the access device.
Accordingly, if there are other users at the resource provider location, the access device may
receive, from each of their mobile devices, a public value that was generated by the maobile

device based on a biometric sample of the mobile device's user.

[0008] When it comes time for the first user o be authenticated by the access device, the
access device may obiain a second biometric sample and generate a sscond large biometric
tempiate and a second smail biometric template from the second biometric sample. In
situations where muttiple mobile devices are within a proximate vicinity of the access device,
the access device may attempt to determine which mobile device is the one associated with

the first user {which would be the first mobile device).

[0009] Thus, the access device can detect a number of mobile devices that are within a
proximate vicinity of the access device, where the plurality of devices includes the first mobile
2
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device. For each of the proximate mobile devices, the access device may perform the
following steps: the access device may refrieve the public value that is associated with the
mobile device; generaie a secret cryptographic key by passing the second small biometric
template and the public value to a reproduce function of the fuzzy exiractor; encrypt the
second large biometric template with the secret cryplographic key; and broadcast the
encrypted second large biomelric tempiate o the plurality of mobile devices. Accordingly,
each time the actess device broadcasts the second large biometric template, the template

may be encrypled with a different secret cryptographic key.

[0010] Foreach broadcast, each mobile device thatl receives the broadcast may attempt to
decrypt the encrypled second large biometric lemplate using the secret cryptographic key that
was generated and stored on the mobile device. However, a mobile device will succeed inifs
decryption attempt only if the access device, prior to performing this particular broadcast,
encrypted the second large biometric template using a sscret cryptographic key that the

access device generated using the public value thal was received from the mobile device.

[0011] For example, when the first mobile device receives a broadcast of the encrypted
second large biometric template, the first mohile device may attempt to decrypt the template
using the first cryptographic key. Howsver, the decryption attempt will succeed only if the
encryption for this particular broadcast used the secret cryplographic key that was generated
using the first public value. If the encryption used a secret cryptographic key that was
generated using a different public value (that was generated from a biometric sample of a

different user by a different mobile device), the decryption attempt will fail.

{0012] if the decryption atlempt is successtul, the first mobile device may determine whether
the second large biometric template matches the first large biometric template stored on the
first mobile device. If there is a maich, the first mobile device may sends a confirmation of the
maich to the access device. Because the access device has delermined that the first mobile
device is associated with the first user, the access device may grant the first user access fo a

fesgurce.

{0013] Other embodiments are directed to systems, portable consumer devices, and

computer readable media associated with methods described hersin.
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[G014] A better understanding of the nature and advantages of embaodiments of the
present invention may be gained with reference to the following detailed description and the

accompanying drawings.
BRIEF DESCRIPTION OF THE DRAWINGS

[00158] FIG. 1 depicts a system for detecting a mobile device at a resource provider location

in accordance with some embadiments.

[0016] FIG. 2 depicts a system for controlling access to a resource using wireless biometric

authenticalion in accordance with some embodiments.

[0017] FIG. 3 depicts another exemplary system for controlling access to a resource using

wireless biometric authentication in accordance with some embodiments.

[0018] FiGs. 4 shows a flowchart dlustrating a wireless biometric authentication process that

uses public-key encryption in accordance with some embodiments.

[0018] FIGs. 5-8 each shows a diagram illusirating the use of the concept of fuzzy extractors

in accordance with some emboadiments.

[0020] FiGs. 8 shows a flowchart fllustrating a wireless biometric authentication process that

uses the concept of fuzzy extractors in accordance with some embodiments.

[0021] FIG. 10 shows a block diagram of a portable communication device in accordance

with same embodiments.

DETAILED DESCRIPTION

[0022] Embodiments of the invention are directed {o using biometric templates o securely
authenticate individuals over wireless communication {echnologies. Some embodiments can
allow a user to authenticate oneself o an access device {o oblain access o a resource,
merely by capturing a biomedtric. The user does not need {o take out his or her phone and
verification of the user's biometric can be conducted in a way that reduces the risk of the

user's biometric being compromised.
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[0023] For example, a first mobile device {i.e., a portable communication device) may oblain
a first biometric sample from a first user of the first mobile device {(e.q., {ake a first photo of
the first user’s face) and generate, from the first biomeltic sample, a first large biometric
template and a first small biometric template. The first mobile device may then generale a
first public value and a first cryplographic key by passing the first small biometric template o
a generate function of a fuzzy extractor. At some paint when the first user is at a location
associated with a resource provider {i.e., a resource provider location}, the first mobile device
may detect an access device that is associated with the resource provider {e.g., via a beacon
broadcasted by or on behalf of the broadcast device). In response, the first mobile device
may transmit the first public value {o the access device. Accordingly, if there are other users
at the resource provider location, the access device may receive, from each of their mobile
devices, a public value thal was generated by the mobile devics based on a biometric sample

of the mobile device’s yser.

{6024] When it comes time for the first user to be authenticaled by the access device, the
access device may obtain a second biomelric sample (e.g., take a second photo of the first
user's face) and generate a second large biometric template and a second small biometric
template from the second biometric sample. In situations where multiple mobile devices are
within a proximate vicinily of the access device, the access device may attempt o determine
which mobile device is the one associated with the first user {which would be the first mobile

davice}.

[0025] Thus, the access device can detect a number of mobile devices that are within a
proximate vicinity of the access device, where the plurality of devices includes the first mobile
device. For each of the proximate mobile devices, the access device may perform the
following steps: the access device may retrieve the public value that is associated with the
maobile device; generate a secret cryplographic key by passing the second small biomelric
{fempilate and the public value o a reproduce function of the fuzzy extractor; encrypt the
second large biometric template with the secret cryptographic key; and broadeast the
encrypled second large biometric template o the plurality of mobile devices. Accordingly,
each time the access device broadcasis the second large biometric template, the template

may be encrypted with a different secret cryptographic key.
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[G028] The number of imes the second large biometric template is broadcasted may be as
high as the number of nearby mobile devices at the time of the authentication. For each
broadcast, each maobile device that receives the broadrcast may attempt to decrypt the
encrypted second large biometric tempiate using the secret cryplographic key that was
generated and stored on the mobile device. However, a mobile device will succeed in iis
decryption attempt only if the access device, prior {o performing this particular broadcast,
encrypted the second large biometric femplate using a secret cryplographic key that the

access device generated using the public value that was received from the mobile device.

[0027] Forexampile, when the first mobile device receives a broadcast of the encrypted
second large biometric template, the first mobile device may altempt to decrypt the template
using the first cryptographic key. Howsver, the decryption attempt will succeed only if the
encryption for this particular broadcast used the secret cryptographic key that was generated
using the first public value. If the encryption used a secret cryplographic key that was
generated using a different public value {that was generaied from a biomelric sample of a
different user by a different mobile device}, the decryption attempt will fall {e.g., produce

garbage).

[0028] If the decryption attempt is successiul, the first mobile device may determine whether
the second large biometric template matches the first large biometric template stored on the
first mobile device {e.g., whether the first photo and the second photo display the face of the
first user). if there is a match, the first mobile device may sends a confirmation of the match
to the access device. Because the access device has determined that the first mobile device
is associated with the first user, the access device may grant the first user accessto a

feSource.

{6029] in some embodiments, a mobile device, upon entering the resource provider location,
may detect a beacon containing a transmitling station identifier that is sent by a transmitting
station to the mobile device. Upon receiving the fransmilting station identifier, the mohile
device may fransmit the transmitting siation identifier {o an external service computer and, in
response, receive a resource provider identifier that is associated with the resource provider.

Upon receiving the resource provider identifier, the mobile device may transmit an identifier of

g
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the user of the mobile device {i.e., a user identifier), the public value that was generated on

the mobile device, and the resource provider identifier {o the ransmitting siation.

{0030] Some embodiments of the invention can be directed to a BLE {Blustooth low energy)
use case where a customer {i.e., 8 user) with a smariphone {i.e., a mobile device) shops in a
bricks-and-mortiar siore {i.e., a8 resource provider location). Here, facial recognition {or
recognition through the use of pther biometrics) can help disambiguate customers at or near
the cash register {i.e., an access device) without the customer having to perform any explict

actions.

[0031] Before discussing additional specific embodiments and exampies, some descriptions

of terms used herein are provided below.

[0032] As used herein, an “access device™ may be any suilable device that can be used to
access an external system. For example, an access device can be for communicating with a
merchant compuler or payment processing netwark, and for interacting with a payment
device, a user computer apparatus, and/or a user mobile device. An access device may
generally be located in any suitable location, such as at the location of a merchant. An
access device may be in any suilable form. Some examples of access devices include POS
devices, cellular phones, PDAs, personal computers {(PCs), tablet PCs, hand-held specialized
readers, set-top boxes, electronic cash registers {ECRs), automated teller machines (ATMs),
virtual cash registers (VCORs), kiosks, security systems, access systems, Websites, and the
like. An access device may use any suitable contact or contactless mode of operation fo
send or receive data from, or associated with, a payment device and/or a user mobils device.
in some embodiments, where an accass device may comprise a POS terminal, any suitable
FQOS {erminal may be used and may inciude a reader, a processoy, and a compuler-readable
medium. A reader may include any suitable contact or contactless mode of operation. For
example, exemplary card readers can inciude radio frequency {RF) antennas, optical
scanners, bar code readers, or magnetic stripe readers to interact with a payment device
and/or mobile device. The access device may also have a biomelric reader capable of

reading any of the biometric samples described herein or otherwise.
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[G033] An "authorization request message” may be an electronic message that is sent o
request authorization for an action. In some embodiments, an "authorization request
message” may be a message that is sent {o a payment processing network andfor an issuer
of a payment card o request authorization for a transaction. An authorization request
message according to some embodiments may comply with {SQ 8583, which is a standard for
systems that exchange electronic transaction information associated with a payment made by
a consumer using a payment device or payment account. The authorization request
message may include an issuer account identifier that may be associaled with a payment
device or payment account. An authorization request message may also comprise additional
data elements corresponding to "identification information” including, by way of example only:
a service code, a CVV {card verification value}, a dCVV {dynamic card verification value), an
expiration date, etc. An authorization request message may also comprise “transaction
information,” such as any information associated with a current transaction, such as the
fransaction amount, merchant identifier, merchant location, elc., as well as any other
information that may be utilized in determining whether to identify and/or authorize a

fransaction.

[0034] An "authorization response messags” may be an sleclronic message reply {o an
authorization request message. It may be generated by an issuing financial institution cr a
payment procassing network. The authorization response message may include, by way of
example only, one or more of the following status indicators: Approval -- transaction was
approved; Decline -- fransaction was not approved; or Call Center -- response pending more
information, merchant must call the toll-free authorization phone number. The authorization
response message may also include an authorization code, which may be a code that a credit
card issuing bank returns in response to an authorization request message in an electronic
message {either direcly or through the payment processing network) {o the merchant’s
access device {e.¢g. POS equipment) thal indicates approval of the transaction. The code may
serve as proof of authorization. As noted above, in some emboediments, a payment
processing network may generate or forward the authorization response message to the

merchant.
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[0035] As used herein, an “electronic wallet” or “digital wallet” can store user profile
information, payment information, bank account information, and/or the like and can be used
in a variety of transactions, such as but not limited to eCommerce, social networks, money
transfer/ personal payments, mobile commerce, proximily payments, gaming, and/or the like
for redail purchases, digital goods purchases, utility payments, purchasing games or gaming

credits from gaming websites, transferring funds between users, and/or the like.

[0038] As used herein, a "maobile device” (sometimes referred 1o as a mobile communication
device) may camprise any electronic device that may be transporied and operated by a user,
which may also provide remote communication capabilities to a network. Examples of remote
communication capabilities include using a mobile phone (wireless) network, wireless data
nebwork {e.g. 3G, 4G or similar networks), Wi-Fi, Bluetooth, Bluetooth Low Energy {BLE), Wi-
Max, or any other communication medium that may provide access {o a network such as the
internet or a private network. Examples of mobile devicss include mobile phones {e.g.
cellular phones), PDAs, tablet computers, net books, laptop computers, wearable devices
{e.g., walches), vehicles such as automobiles and motorcycles, personal music players,
hand-held specialized readers, elc. A mobile device may comprise any suitable hardware
and software for performing such funclions, and may also include multiple devices or
componenis {e.g. when a device has remote access 10 a network by tethering to another
device - i.e. using the other device as a modem — both devices {aken {fogether may be
considered a single mobile device). A mobile device may also comprise a verification foken in
the form of, for instance, a secured hardware or software component within the mobile device
andfor one or more external components that may be coupled o the mobile device. A

detailed description of a mobile device is provided below.

{0037] As used herein, a “payment account” {which may be associated with one or more
payment devices) may refer to any suitable payment account including a credit card account,

a checking account, or a prepaid account.

[0038] As used herein, a “payment device” may refer {o any device that may be used o
conduct a financial fransaction, such as fo provide payment information {o a merchant. A

payment device may be in any suitable form. For example, suitable payment devices can be
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hand-held and compact so that they can fit info a consumer’s wallet and/or pocket {e.g.,
pocketl-sized) and may be in the form of a8 mobile device as described above. They may
include smart cards, magnetic siripe cards, keychain devices {such as the Speedpass™
commercially available from Exxon-Mobil Corp ), ete. Other examples of payment devices
include celiular phones, personal digital assistants (PDAs), pagers, payment cards, security
cards, access cards, smart media, fransponders, 2-D barcodes, an electronic or digital wallet,

and the like. Such devices can operate in either a contact or contactiess mode.

[0038] As used herein, a “server computer” is typically a powerful compuler or cluster of
computers. For example, the server computer can be a large mainframe, a minicomputer
cluster, or a group of servers funclioning as a unil. In one example, the server computer may

be a database server coupled to a Web server.

[0040] “Biometric data” includes data that can be used o uniguely identify an
individual based upon one or more inlrinsic physical or behavioral traits. For sxample,
biomstric data may include fingerprint data and relinal scan data. Further examples of
biometric data include digital photographic data {(e.g., facial recognition data),
deoxyribonucleic acid (DNA) data, paim print datla, hand geometry data, and iris recognition

data.

{004 1] A “biometric template” can be a digital reference of distinct characteristics that
have been exiracted from a biometric sample provided by a user. A biomelric femplate may
be derived from biometric data. Biometric templates are used during the biometric
authentication process. Data from a biometric sample provided by a user at the time of
authentication can be compared against the hiomelric template to determine whether the
provided biomelric sample closely maiches the biometric template. In some embodiments, a
“farge biometric template” may refer to the biometric tempilatle that is initially derived from
biometric data while a “small biometric templale” may refer 1o a copy of the large biomeslric
{emplate that is either incomplete or al least partially obfuscated. In some embodiments, a
"biometric {emplate” may include a smali biometric template, a large biomelric template or the

combination of the small and large biometric templates.
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[0042] A “resource providing entity” can be any entity that provides resources during a
transaction. For example, a resource providing enlily can be a merchant, a venue operator, a

building pwner, a governmental enlity, efc.

[0043] “User identifying information” can be any information associated with a user and
that can identify the user. User identifying information can include, but is not limited o, &
primary account number {(PAN), telephone, e-mall address, zZip code, mailing address, pholo

identification, personal identification number (PIN), eic.

L WIRELESS BIOMETRIC AUTHENTICATION SYSTEM

[0044] FIGS. 1, 2, and 3 show diagrams #iustrating various aspects of one or more systems
for conducting wireless biometric authenticalion. In particular, each of the systems may be
located at a resource provider location and may include one or more ysers that are at the
resouree provider tocation 1o conduct a transaction with the resource provider, where each of

the users may possess a mobile device.

A, Transmitting station

[00458] FIG. 1 depicts a system 100 for delecling a mobile device at a resource provider
focation. System 100 includes fransmitling stalion 102, mobile device 104, and external
service 106, The steps depicted in FIG. 1 describe how a mobile device interacts with a
fransmitting station of a resource provider location prior {o inleracting with an access device

{e.q., prior to checkout).

[0046] Mobile device 104 may be a mobile device that is carried by a user while the useris
focated a resource provider location. For example, the user may be a customerwith a
smariphone {i.e., the maobile device) that is shopping in a bricks-and-mortar store {i.e., the

resource provider location).

[0047] Transmiiting station 102 may be a siationary device that is associated with the
resource provider location. Transmitling station 102 may detect and communicate with
mobile devices as they are cartried {o the resource provider lncation by their respective users.

The commupication may be carried out using a shorl-to-medium range wireless
11
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caommunication mechanism. For example, transmitling station 102 may be a Biuetooth Low
Energy (BLE) beacon that delects the presence of the customer’s smariphone via BLE as the
customer enters the siore and sends a beacon comprising a transmitting station identifier (e,

a Beacon ID) to the smartphone.

[00481 Although this exampie describes a BLE communication mechanism, it is understood
that embodiments of the invenlion may utilize any suitable wireless communication
mechanism. Examples of such communication mechanisms may include the use of an
sutitable electrical, electromagnetic, or even acoustic mode of communicalion. Far example,
embodiments of the invention may use RF, IR, or even audio signails to fransmit data {o and
from two devices i1 a wireless manner. Preferred communication mechanisms include short-
to-medium range wireless communication mechanisms. Examples of communication

mechanisms may include Wi-Fi, BLE, classic Bluetooth, elc.

[0049] In some embaodiments, BLE technology is used as the short range communication
protocol or technology. Bluelooth Low Energy is a wireless personal area nelwork technology
uyaed for transmitling data over short distances. it is designed for iow energy consumption
and cost, while maintaining a communication range similar to classic Biuetooth. BLE
communication consists primarily of “advertisements,” or small packets of data, broadcast at a
regular interval by beacons {which may be present in or be a base station) or other BLE

enabled devices via radio waves.

{0050] External service 108, which can be implemented as a cloud based system oras a
server computer system, can be remotely located with respect to the resource provider
location. Mohile device 104 may use exiernal service 108 as a trusted service {which may be
merchant or payment processor drive) to transiate a transmitting station identifier to an
identification of the resource provider location {i.e., a resource provider location identifier).
Communications between mobile device 104 and external service 106 can be performed
using any suilable communications networks. Suitable communications nebworks may be any
one andfor the combination of the following: a direct interconnection; the Internet; a Local
Area Network {LAN); a Metropolitan Area Nebwork (MAN); an Operating Missions as Nodes

on the Internet {OMNI), mesh networks, a secured custom connection; a Wide Area Network
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{WAN), a wireless network {e.g., employing protocols such as, but not limited o a Wireless
Application Profocol (WAP), {-mode, andfor the like}; and/or the like. Communications may
be performed using a secure communication protocol such as transport layer sscurity

protacol, secure sockets laver pratocol, or other suitable secure communication protocols.

[0051] As shown in FIG. 1, mobile device 104 may be carried by the user as the user enfers
the resource provider focation. At this point, the mobile device may possess a biometric
tempiate that was generated from a biometltic sample of the user. For example, mobile
device 104 may have installed on it, a smariphone application that walks the user through a
process of generating the biometric template, where the mobile device {akes a photo of the
user's face and generates a biomelric template based on the photo. The biomelric template

may then be stored i the mobile device.

[0052] Although this example describes the use of facial images as biomelric samples, other
biometric samples that may be used may include voice samples, fingerprint samples, DNA

samples, hair samples, refinal scan samples, efc.

[0053] Atlsiep S101, transmilling station 102 detects mobile device 104 as it is carried into
the resource provider location. For example, a customer’'s smariphone may be detected as
the customer enters the store. Upon sensing mobile device 104, transmitling station 102 may
send a beacon to the mobile device, where the beacon comprises a transmitting station
identifier {e.9., a Beacon ID) that uniquely identifies the transmitting station. The fransmitting
station identifier may be exiracted from the beacon by an application instalied on mobile
device 104,

{0054] In the same siep, mobile device 104 and transmitting station 102 may exchange
address information {e.q., IP addresses, MAGC addresses) so that the transmitling station 102

and the mobile device 104 may recognize each other for subsequent communications.

[0055] At step S102, mobile device 104 communicates with external service 106 fo identify
the resource provider based on the received transmitting station identifier. in particular, the
application installed on mobile device 104 may transmit the fransmitting station identifier to

external service 106. if geolocation information is available {e.g., mobile device 104 has geo-
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focation swilched on and the user has consented to the geclocation information being
shared), the application may transmif the geolocation informatian o external service 108,
which would enable the external service to catch attempts to spoof fransmitting siation

identifiers.

[0058] Atlsiep S103, external service 106 responds 1o mobile device 104 with the
appropriate resource provider location identifier. Upon receiving the transmitiing station
identifier, external service 106 may resolve the transmitting station identifier to a resource
provider location identifier. In some cases, this may involve resolving the fransmitting station
identifier o a merchant identifier and a store identifier. In some embodiments, the merchant
identifier and the store identifier may be referred to as a "Card Acceptor ID” (CAlD}and a
“Card Acceptor Name™ {CAN]) respectively. Any such identifiers may be used so long as they
uniquely identify the resource provider location. Once the resource provider location identifier

is determined, the identifier is transmitted back o mohile device 104.

{0057] Al siep 5104, mobile device 104 fransmils a message thal comprises several pieces
of information {o transmitling station 102. The information may include an ephemeral mobile
device identifier Dev_ID that identifies mobile device 104 while it is at the resource provider
location. In some cases, the mobile device 1D may be a large random number (8.4., 8 byles)
that is generated every time the mobile device is carried {o the resource provider location. In
particular, each mobile device that enters the resource provider location may provide a maobile
device {D that uniquely identifies the mobile device for the duration of the visit. The resource
provider may use these mobile device 1Ds o identify each mobile device and mainiain
consistent communication with each of the mobile devices without mixing them up from one

interaction {o the next while the mobile devices are at the resource provider location.

{0058] The information may include the resource provider location identifier {(e.g., CAID and
CAN). The information may include a customer identifier Cust ID that the user wishes {o be
known as in the store at this time. The User D may be permanent or only for the current visit
to the resource provider jocation. The information may include a nonce #n, which is a random

number of a certain size {e.g., 128 bits) that is generated by mobile device 104.
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[G059] In embodiments where the public-key encryption is used o securely transfer
biometric templates, the information may include a public key certificate PKCerf thatis
associated with mobile device 104, where the ceriificate is sighed by a certificate authority
{CA}. In such embodiments, the rescurce provider {i.e., the access device) would possess {or
have access o) the CA's public key so that the resource provider would be able to verify the
public key certificate of mobile device 104, The maeassage may be signed using the private
key of mobile device 104, Accordingly, in such embodiments, an example message sent by

muobile device 104 o transmilling station 102 may comprise the following:

SignedDev D, Cust_ID, n, CAID, CAN}, PKCert

[0060] As can be seen in the formula above, the example message comprises the public
key certificate PKCert, the customer identifier Cust 1D, the device identifier Dev_ID, the
resource provider location identifier CAID and CAN, the random number 1, and a signature of
the Dev D the Cust 1D n, CAID, and CAN. Using public-key encryption to securely transfer

biometric femplales is discussed in more detail below in reference {o FIG 4.

[8061] In embodiments where fuzzy extractor-based encryption is used o securely transfer
biometric {emplates, the information may include a pubdic value thatl is generated from a
biometric template that is stored on the phone. Using fuzzy exiracior-based encryption {o
securely transfer biometric templates is discussed in more delall below inreference to FiGs.
5-g.

[0062] After step S104, mobile device 104 may store status information containing the
resource provider location identifier and geo-location information thal tells the mobile device
which resource provider location is being visited. Accordingly, the application installed on
mobiie device 104 may be designhed such that only transactions involving the resource

provider location identifier can be serviced.

{0063] Upon receiving the message from mobile device 104, fransmitling station 102 may
cause the creation of a status entry that contains information about the mobile device's
presence at the resource provider location. Accordingly, the resource provider may maintain

a status entry for each mobile device (g.9., at a database) that is carried o the resource
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provider localion. For example, each status entry may comprise the parameters Dey 1D
Cust 1D, n, and PKCert associated with a particular mobile device at the resource provider

iocation.

[po64] When mobile device 104 nears an access device o perform a fransaction, the status
entry associated with the mobile device may provide information that is used to complete the

fransaction.

B. Access Device

[0065] FIG. 2 depicts a system 200 for conducting a transaction using wireless biometric
authentication in accordance with some embodiments. in particular, FIG. 2 shows users 202,
204, 206, and 208 standing in a line {o perform a transaction with access device 210. Users
202, 204, 206 and 208 carry mobile devices 104, 220, 222, and 224 respectively. Thus, alf of
the mobile devices shown in FIG. 2 are within a proxtimate vicinity of access device 210, #f
should be noted that, although FIG. 2 depicts only mobile devices 104, 220, 222, and 224,
there may be additional mobile devices that are considered o be at the resource provider

tfocation but not within a proximate vicinity of access device 210.

[p0B6] As shown in FIG. 2, when user 202 is ready to perform a transaction with access
device 210, user 202 may stand in front of the access device while mobile device 104
remains in his pocket. Access device 210 caplures an image of the face of user 202 and
generates a biomedtric tempiate based on the image. At this point, access device 210 may
know that i is suppossd to conduct a ransaction with a mobile device owned by user 202.
However, access device 210 may not necessarily know which of mobile devices 104, 220,

22, and 224 is the mobile device carried by user 202. Accordingly, access device 210 may
use the biometric template to identify the correct mobile device to complete the transaction
with.

[0087] in particular, access device 210 may broadcast its hiometric template o all nearby
mobiie devices in an altempt {o determine which mobile device possesses a biometric
template that matches the access device's biometric template. it should be noted that, in

some embodiments, a first biometric template does not have to be identical to a second
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biometric template in order {o "match” the template. So long as the first biometric templale is
close enough to the second biometric template {e.g., the first biomelric template possesses a
similar number of features and/or possesses features that are similar enough io that of the
second biometric template), the first biometric template can be considered to maich the
second biometric template for the purpeses of those embodiments. In some embodiments, a
“match” can be defined by a threshold matching score. For example, the first biometric
template may correspond to a facial pholo of user 202 taken by mobile device 104 while the
second biometric template may correspond to a facial photo of user 202 taken by access
device 210, where the similarities between the face shown in the first photo and the face
shown in the second photo can be used to determine a match between the first and second

biometric templates.

{0068] When a mobile device determines a match between its stored biometric templaie and
a hiometric template received in a broadcast, the mobile device may transmit a confirmation
of a match back to access device 210. Upon receiving the confirmation, access device 210
may conduct the transaction with the mobile device that sent the confirmation. Hence,
through the use of biometric authentication, the user of the first mobile device is able {o
perform a secure wireless fransaction without having to manually manipulate the first mobile

device or a poriable transaction device {e.g., a credit card).

[0089] it should be noted, however, that the biometric template cannot be broadcasted in
the clear because doing so could jeopardize transactional security and give rise to privacy
concerns. After all, it can be assumed that users would not want their facial images or other
biomstric information broadcasted openly. Thus, embodiments of the invention may encrypt
the biomelric template prior to broadcasting it. Two main technigues for encrypting biometric
templates may include a first technique that uses public-key encryption, which is described
below in reference to FiG. 4, and a second technique that uses the concept of fuzzy

extractors, which is described below in reference {o FIGs. 5-8.

[0070] FIG. 3 depicts another exemplary system 300 for conducting a transaction using

wireless biometric authentication in accordance with some embodiments. In particular, FIG. 3
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shows transmilling station 102, mobile device 104, external service 108, and access device
210.

[0071] Access device 210 and transmitling station 102 can be uncoupled or coupled
together. in some embodiments, access device 210 and transmitting station 102 can be
embodied by the same device. In other embodiments, access device 210 and fransmitting
station 102 can be embodied by different devices that communicate with each other overa

network {e.g., a local area network}.

[0072] In FIG. 3, steps S301, 8302, 8303, and 5304 may correspond {o steps 5101, S162,
S103, and 5104 in FIG. 1, respectively. The descriplions of those steps are incorporated

herein and need not be repeated.

[0073] When the user is ready o check out and stands in front of the access device 210, the
access device 210 may caplure a picture of the user's face, and generate a biometric
template from that image. R is noted that other types of biomedtric samples may be caplured
in other embodiments of the invention. The access device 210 may also encrypl the image of

the user's face.

[0074] Al step S305, access device 210 may broadeast ifs encrypted biometric template to
all nearby mobile devices, including mohile device 1804. Upon receiving the broadcast, mobile
device 104 may attempt to decrypt the encrypled biometric template. if the encryption
attempt succeeds, mobile device 104 may determine whether its stored biometlric template

matches the received biomelric template.

[00758] Al siep S308, upon determining that the biomedtric templates maich, access device
210 transmits a confirmation of the maitch back to access device 210. Upon receiving the
confirmation, access device 210 may conduct the fransaction with mobile device 104 on
behalf of user 202. Afler the transaction is finished, user 202 may leave while user 204, who
is next in line, may stand in front of access device 210 to have his picture taken, which

restarts the mobile device identification process again for a subsequent fransaction.
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iL WIRELESS BIOMETRIC AUTHENTICATION WITH PUBLIC-KEY CRYPTOGRAPHY

[p076] FIG. 4 shows a flowchart Hlusirating a wireless biometric authentication process that
uses public-key encryption. The wireless biometric authentication process can be performed
by an access device, a mobile device, a transmitling station and/or an external service, as

described above in FiGs. 1-3.

[0O77] Alslep 402, a first mobile device generates a first biometric template from a first
biomelric sample that is oblained from a first user, who is carrying the first maobile device. For
example, the first mobile device may correspond to mobile device 104 in FIG. 1 and the first
user may correspond to user 202 in FIG. 2. When an application is first instalied onto mobile
device 104, the application may have the mobile device take a facial pholo of user 202, The
application may then generate a biometric {emplate from the pholo and store the biometric

template within mobile device 104.

[00781 Atlsiep 404, the first mobile device sends a first public key o a transmitting station of
a resource provider location. For example, the transmitling station may correspond {0
fransmitting station 102 in FIG. 1. As explained above in reference to FIG. 1, when user 202
carries mobile device 104 to a resource provider location, transmitting station 102 may send a
beacon that comprises a transmitling station identifier o mobile device 104 upon detecting
the mobile device. Upon receiving the beacon, the mobile device 104 may communicate with
external service 106 to resolve the transmitting station identifier to a resource location
identifier. Mobile device 104 may then ransmit a message to transmitling station 102, where

the message comprises the mobile device’s public key certificate.

{0079] Al siep 408, the transmitting station receives and stores public keys, including the
first public key, from mulliple mobile devices, including the first mobile device. In pariicular,
upon receiving the first public key sent in step 404, the fransmitting station may create a first
status entry that corresponds to the first mobile device and contains the first public key.
Additionally, if the transmitling station receives public keys with other mobile devices at the
resource provider location, the fransmitting station may create additional status entries that
each stores a public key of one of the other mobile devices. These status entries may be

made available {o an access device of the resource provider location.
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[G0BO] Al siep 408, the access device generates a second biometric template from a second
biometric sampile that is oblained from the first user. For example, the access device may
carrespond to access device 210 in FIG. 2. As explained above in reference o FiGs. 2-3,
when user 202 stands in front of access device 210 {o perform a transaction with the access
device, access device 210 may {ake a photo of the uset’'s face. Access device 210 may then

generate another biometric template of user 202 from the photo.

[0o81] During steps 410-416, the second biometric template may be broadcasied multiple
fimes o all nearby devices. To safeguard the transaction and the users’ privacy, the access
device may encrypt the second biometric template with a public key associated with one of
the nearby mobile devices each time before the second biometric template is broadcasted.
When the second biomelric template is encrypted with a mobile device's public key, only that
mobile device may use its private key to decrypt the broadcast and all other nearby mobile
devices will fall to decrypl the same broadcast. To ensure that each nearby device gets an
opportunity to decrypt the encrypled second biometric templatle, the access device may
repeatedly encrypt and broadcast the second biometric templale with a different public key
each time until either {{} the access device receives a confirmation of a malch from one of the
nearby mobile devices or {ii} each nearby maobile device has had ifs public key used at ieast
once. Accordingly, the number of times the second biometric template is broadcasted may be

as high as the number of nearby mobile devices.

{0082] Prior to performing the broadcasts, the access device may identify which mobile
devices are nearby. For example, access device 210 may use BLE {which may be adjusted
in power) and/or mesh technology o determine that each of mobile devices 104, 220, 222,
and 224 is close enough to the access device that it could be the mobile device carried by
user 202, Upon determining that four mobile devices are nearby, acceass device 210 may
broadcast the second biometric template up {o four times. For the first, second, third, and
fourth broadcasts, access device 210 may sncrypt the second biometric template using the
public key of mobile device 104, the public key of maobile device 220, the public key of mobile
device 222, and the public key of mobile device 224 respectively. After the broadcasts are

performed, the access device may wait for ane of the nearby maobile devices to respond with
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a confirmation of a malch between the second biomelric template and the mobile device’s

stored biometric template.

{0083] Al siep 410, the access device refrieves the next mobile device's public key. In
particuiar, the access device may obtain a mobile device’s public key from the status entry

that was previously crealed in response {o the detection of the mobile device.

[0084] Al sltep 412, the access device encrypts the second biometric template using the
public key. In particular, the access device may generate a message that comprises the

following:

Encryplexf{ Template, Amount, CAID, CAN, n, m, sk{n,mi}.

[0085] As can be seen in the formula above, the message may include a combination of
values that are encrypted using the public Key relrieved in step 410. The values may include
Template, which is the biometric template, Amount, which is the purchase amount involved in
the transaction, the resource provider location identifier {i.e., CAID and CAN), n, which is the
nonce that was received from the mobile device associated with the public key, m, which is
another fresh random nonce generated by the resource provider that is unique o each device
and transaction, and “sk{n, m),” which is a secret session key that a mobile device may use to
encrypt a confirmation of a match that is sent back {o the access device, where the secret

session key is unigue o each device and transaction.

[0086] Al step 414, the access device broadcasts the encrypled second biometric template
o all nearby mobile devices, including the first mobile device. For example, access device
210 may generate a message comprising the formula desctibed above in 412 and broadcast
the message to mobile devices 104, 220, 222, and 224,

[p087] Al decision 416, the access device makes a delermination as {o whether there are
more nearby mobile devices that haven't had their public keys used for encrypting the second
biometric template. if so, the process returmns {o step 410, where the access device retrieves
the public key of another mobile device i preparation for making a subsequent broadcast of

the second biometric template. Otherwise, the process proceeds to step 418,
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[G0B8] Al siep 418, the access device waits for one of the nearby mobile devices fo send a
confirmation of a maich between the second biomelric template and the biometric template

stored in the mobile device.

{00881 i shouid be noted that after the nearby mobile devices {including the first mobile
device) receive the broadcasted message, each of the mobile devices may each attempt {o
decrypt the message using their respective privale keys. Whichever mobile device is
successful in decrypting the message may determine whether the mobile device's stored
biometric template matches the second biomelric templaie. If a match is determined, the
mobile device may conclude that its user is conducting a transaction with the access device.

Thus, the mobile device may respond to the access device with a confirmation of the match.

[0080] At step 420, the first mobile device receives the encrypted second biometric template
that is broadcasted by the access device. In pariicular, the first mobile device may receive a

message comprising the formula described above in step 412.

[p091] Al decision 422, the first mobile device makes a determination as to whether its
private key can be used o decrypt the second biometric tempilate. in particular the first
mobile device may attempt {o decrypt the contents of the message {o obtain the second
biometlric template, the purchase, the resource provider location identifier, the nonce n, and
the nonce m, and the secret session key. If the decryption attempt fails, the first mobile
device ignores the message and waits from the next broadcast. If the decryption attempt

succeeds, the process proceeds to decision 424,

[0092] Al decision 424, the first mobile device makes a determination as to whether the first
biomstric iemplate matches the sscond biomelric templaie. In some embodiments, prior to
making the determination, the first mobile device checks whether the nonce # maiches the
nonce it previously sent {o the resource provider. if so, the first mobile device may also check
whether the rescurce provider location identifier matches what is expected. If so, the first
mobile device may then determine whether the first biometric template maiches the second
biometlric template. If a match is found, the first mobile device may conclude that ifs owner is

conducting a transaction with the access device. The first mobile device ignores the message
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if 11 is incorrect, the resource provider location identifier has an unexpected value, or the

biometric templates do not match.

[0093] Al step 426, the first mobile device sends a confirmation of the maich o the access
device. For example, after determining a match between iis stored biometric template and
the second biomelric template, mobile device 104 may prepare a payment message that

comprises the following:

Encryplagnmi Signp{n, m, CAID, CAN, PAN, exp date, Amount) }

[0094] As can be seen in the formula above, the message may include a combination of
values that are encrypted using the secret session key described in step 412, The values
may include Amount, which is the purchase amount involved in the transaction, the resource
provider location identifier {i.e., CAID and CAN}, n and m, which are the nonces described in
step 412, PAN {e.g., the last four digits of the PAN), which is the primary account that
identifies a payment account of user 202, and exp date, which an expiration date associaled

with the payment account. Additionally, the combination may be signed with the mohile
device's private key (Sighg,) prior 1o be being encrypted with the secret session key. Mobile

device 104 may transmit the payment message fo access device 210 in a contactiess

fransaction.

{0095] Al siep 428, the access device conducts the transaction or otherwise grants the first
user access to the requested resource. For example, access device 210, upon receiving the
payment message sent by mobile device 104 in step 426, may validale the signature using
the public key of mobile device 104. Access device 210 may also verify that the nonces »
and m are consistent. Access device 210 may then display, to user 202, his customer
identifier Cust 1D and prompt the user to accept the charges. Here, user 202 may press a
bution provided by access device 210, which causes the resource provider {o submit an
authorization request message o a payment processing network associated with a payment
account of user 202. In some embodiments, when an authorization approval is received, the

receipt may be wirelessly communicated to mobile device 104 {e.g., via SMS).
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[G098] It should be noted that including the nonce m in the messages sent belween the
access device and the first mobile device in steps 414 and 426 may prevent man-in-the-
middie (MITM) attacks as the access device will verify that the signature key used for the

signature is consistent with the public key used to encrypt m in the message sent in step 414,

iH. WIRELESS BIOMETRIC AUTHENTICATION USING A FUZZY EXTRACTOR

[0087] To address the issue of broadcasting a user’s biometric templates o nearby mobile
devices, certain embadiments of the invention may utilize the concept of fuzzy exiractors.
Using the system illustrated in FIG. 2, although access device 210 may encrypt the second
biomelric templaie with a public key each it broadcasts the template, each of mobile devices
104, 220, 222, and 224 are likely to decrypt second biomelric template atl least once.
Accordingly, mobile devices 220, 222, and 224, each of which are not carried by user 202,
may attempt {o decrypt a biometric template generated from the face of user 202. Although it
is encrypied, the other user would obtain a biometric sample of user 202 without the consent
of user 202, it would be better if biometric samples, whether encrypted or not encrypled, are

not transferred to the mobile devices of other users.

[008RB] Thus, to limit the number of mobile devices that are able to decrypt the second
biomelric femplate, the access device may utilize encryption based on the concept of fuzzy
extractors. The concept of fuzzy exiractors will now be described. At a high level, a fuzzy
extractor may correspond to a mechanism used o generate cryplographic keys from
biomstric iemplates in a way that if the mechanism generates a particular cryptographic key
from a first biometric template, the mechanism will generate an identical cryplographic key
from a second biometric template so long as the second biometric template maiches (ie. is
nol necessarily identical to, buf close enough {o) the first biomefric template. The functional

definition of a fuzzy exiractor is as follows.

[0099] A fuzzy extractor comprises two functions: a first fuzzy extractor function G and a
second fuzzy extractor function R. G takes a biomelric template W_D and maps it to a pair of
values (R_D, § D}, where R_D is a secret cryplographic Key and §_D is a public value that is
needed for recreating R_D from any biometric template W _0"that matches W_D. R takes

W_D’and S_D and maps them {o a secret cryplographic key R_D', where R_O'is equal to
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R _Dif W _D malches W. Siated another way, the fuzzy extractor function G is used to
generate a secret cryplographic key and a public value from a first biomedtric template while
the second fuzzy exiractor function R can re-generate the same secret cryplographic key
from the same public value and a second biometric templale as long as the first and second
biometric {emplates match. Further details on fuzzy extractars can be found in an article
entitled “Fuzzy Extractors; How {o Generate Strong Keys from Biometrics and Other Noisy
Bata,” by Yegeniy Dodis, et al. SIAM Journal on Computing, 38{1y97-138, 2008. This

reference is herein incorporated by reference in its entirety for all purposes.

[0100] FIG. 5 shows a diagram illustrating how the first fuzzy exiractor function G is used.
As shown in FIG. 5, a mobile device may obtain a first biometric sample from #is user. The
mobile device may then generate a first biometric template W_D based on the first biometric
sample. The mobile device then feeds W_D 1o G, which maps W_D to secret cryptographic

key R_D and publicvalue S_D. §_D may then be transmitied o an access device.

{0101] FIG. 6 shows a diagram iHlustrating how the second fuzzy exiracior function R is
used. As shown in FIG. 6, an access device may obiain § D from the mobile device and a
second biometric sample from the user of the mobile device. The access device may then
generate a second biometric template W_D'" based on the second biometric sample. The
access device then feeds W ' and §_D to R, which maps them to a secret cryplographic
key R_D’ Here, f W_D’'malches W_D, R _D'will be equal to R_D. Accordingly, the mobile
device and the access device are able to generate the same secret cryptographic key
independently from the same public value and matching biometric templates. Thus, the
access device may use R_D'{o encrypt messages that it broadcasts {o the mobile device and

other nearby mobile davices

{6102] In addition to securing communications between the access device and the mobile
device, R_D'may be used o determine whether W_D malches W D" Stated anocther way,
because two devices are only able to generate the same secret cryplographic key when thelr
biomelric templates match, any maobile device can infer from a successful decryption of a
broadcasied message that (i} the mobile device and the access device have generated the

same cryptographic key and (i) the mobile device's biometric template matches the access
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device's biometric template. This may provide the advantage of keeping a user's biometric

template private from the mobile devices of other nearby users during the transaction.

[0103] This technique of encrypling biomedtric templates using the concept of fuzzy
exiractors may be developed further to address situations where the access device iiself is
not entirely trusted. For example, the user may encounter rogue terminals {e.g., fake
ferminals, stolen ferminals, or hacked terminals). Furthermore, in some embodiments, a
rague access device could potentially recreate the biometric template stored by the user's
muobile device from a matching biomeltric template that is generated by the terminal and the
public value provided from the mobile device o the access device, which introduces a privacy
issue. Accordingly, in situalions where the biometric tempiate that is generated on a user's
maobile device is especially detailed {e.g., the biometlric template is derived from an especially
high quality photo of the user's face}, the user may prefer not to frust access devices with his

or her complete biometric template.

{0104] For the reasons above, some embodiments may ulilize large biomelric templates and
small biomelric templates. FIG. 7 shows a diagram illustrating how the first fuzzy exiractor
function G in embodiments that utilize both large and small biomeftric templates. As shown in
FIG. 7, a mobile device may obtain a first biomelric sample from its user. The mobile device
may then generate a first large biometric template W_D based on the first biometric sample.
The mobile device may then generated a first small biometric template w_D from W_D by
obfuscating W_D or delsting portions of W_0O. The mobile device then feeds w_D to G, which
maps w_D to secret cryplographic key r_D and public value s_D. 5 D may then be
transmitted {o an access device. If the access device turns oul to be rogue, the access
device couid re-generale w_D using s_D and a biometric template w_D’that mailches w_D.
However, because w_D is of such low quality, the user of the mobile device may not mind

that w_D has been compromised.

{0105] FIG. 8 shows a diagram illustrating how the second fuzzy extractor function R is used
in embodiments that utilize both large and small biomelrics templates. As shown in FIG. 8, an
access device may obtain 5_D from the mobile device and a second biometric sample from

the user of the mobile device. The access device may then generate a second large
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biometric template W_D' based on the second biomelric sample. The access device may
then generale a second small biomelric template w_D’ in way similar to how w_D was
generated from W_D. The access device then feeds w_D'and s_D to R, which maps them to
a secret cryptographic key r_0°. Here, it W _ O matches W D w D'willmatchw D fw D
maiches w_ £, R_D'will be egqual o R_D. Once again, the mobile device and the access
device are able {o generate the same secret cryptographic key independently from the same
public value and matching biometric templates. Thus, the access device may user D'to

encrypt messages that it broadceasts {o the mobile device and other nearby maobile devices.

[0106] FIG. 8 shows a flowchart #lustrating a wireless biometric authentication process that
uses the concept of fuzzy extractors. The wireless biometric authentication process can be
performed by an access device, a mohile device, a transmitting station and/for an external

service, as described above in FiGs. 1-3.

[0107] Al step 202, a first mobile device generates a first large biomelric template W_D and
a first small biometric template w_D from a first biometric sample that is obtained from a first
yaer, who ia carrying the first mobile device. For example, the first mobile device may
correspond to mobile device 104 in FIG. 1 and the first user may correspond fo user 202 in
FIG. 2.

{0108] Al step 804, the first mobile device feeds w_D 1o a first extractor function G to obtain

a first secret cryptographic key and a first public value.

{0109] Al step 908, ths first mobils device sends its public value {0 a transmitling station of a
resource provider location. For exampie, the transmitling station may correspond {o
transmitting station 102 in FIG. 1. As explained above in reference o FIG. 1, mobile devics
104 may transmil a message o fransmilting station 102, where the message comprises the

public value that was generated by mobile device 104.

[0110] At step 808, the transmitting station receives and stores public values, including the
first public value, from muiltiple mobile devices, including the first mobile device. In particular,
upon receiving the first public value sent in step 906, the transmitting station may create a first

status entry that corresponds to the first mobile device and contains the first public vaiue.
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Additionally, if the fransmitling station receives public values with other mobile devices al the
resource provider location, the transmitting station may create additional status entries that
each stores a public values of one of the other mobile devices. These stalus entries may be

made available to an access device of the resource provider location.

[0111] Atsiep 810, the access device generales a second large biometric template W D
and a second smatll biometric template w_D’ from a second biometric sample that is oblained
from the first user. For example, the access device may correspond to access device 210 in
FIG. 2.

[0112] Atsiep 812, the access device refrieves the next mobile device’s public value. In
particular, the access device may obtain a mobile device’s public value from the sialus entry

that was previously created in response {o the detection of the mobile device.

[0113] Alslep 914, the access device feeds w_D and the public value 1o a second exiractor
function R to obtain a secret cryptographic key v D' that corresponds 1o the next mohbile

device.

[0114] Atlsiep 916, the access device encrypts W_Dusing r_ D7 In particular, the access

device may generate a message that comprises the following:

Encrypl p{W_D%.
[0115] As can be seen in the formula above, the message may include W _D'thal is
encrypted using r_D° Although it is not reflected in the formula above, the message may
include addifional values that are also encrypted using r_D’ {e.g., resource provider location

identifier, nonce, elc.)

[0118] Alsiep 8918, the access device broadeasts the message o all nearby mobile
devices. For example, access device 210 may generale a message compyising the formula
described above in 8918 and broadcast the message o mobile devices 104, 220, 222, and
224,

[0117] At decision 820, the access device makes a determination as to whether there are

more nearby mobile devices that haven't had their public values used for generating a secret
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crypiographic key. If so, the process retums to step 812, where the access device retrieves
the public value of another mobile device in preparation for making a subseguent broadcast of

the second biometric template. Otherwise, the process proceeds to slep 822,

[0118] Alslep 922, the access device wails for one of the nearby mobile devices to send a
canfirmation of a match between the secaond biometric template and the biometric template

siored in the mobile device.

[0118] It should be noted that after the nearby mobile devices (including the first mobile
device) receive the broadcasted message, each of the maobile devices attempt to decrypt the
message with their respective secret cryplographic keys. Whichever mobile device is
successiul in decrypling the message may assume that its small biometric template {e.g.,
w_D in the case of the first mobile device} maiches w_0 and from this, infer a high likelihood
that its large biometric tempiate {e.g., W_D in the case of the first mobile device) matches

W D’ Accordingly, the mobile device may procsed to dstermine whether its large biometric
template maiches W_D'. If a malch is determined, the mobile device may conclude that its
user is conducting a transaction with the access device. Thus, the mobile device may

respond {o the access device with a confirmation of the match.

[0120] At step 924, the first mobile device receives the encrypted W_D° in particular, the
first mobile device may receive a message comprising the formula as described above in step
816.

{0121] Al decision 828, the first mobile device makes a determination as to whether the first
crypiographic key can be used to decrypt the encrypled W D, if the decryption atlempt fails
{e.g., the decryption attempt merely produces garbage), the first mobile device ignores the
message and waits from the next broadcast. If the decryplion altempt succeeds, the first
mobile device takes this as evidence that the first user is likely conducting a transaction with

the access device. Accordingly, the process proceeds o decision §28.

{0122] Al decision 828, the first mobile device makes a determination as to whsther W D

maiches W D" If a maich is found, the first mobile device may conclude that ifs owneris
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canducting a transaction with the access device. The first mobile device ignores the message
W Ddossnotmalch W D’

[0123] At step 930, the first mobile device sends a confirmation of the maich o the access
device. The confirmation may include various additional information including the first user's
PAN {e.g., the last four numbers of the PAN), the first user's customer identifier andfor

authentication information {e.q., card art}.

[0124] Atlstep 832, the access device conducts the transaction or othenwise grants the first
user access 1o the requested resource. For example, access device 210, upon receiving the
confirmation sent by mobile device 104 in step 930, may display {o user 202 information
provided by the confirmation {e.g., PAN, customer identifier, card art}, which enables the user
to confirm that the correct mobile device was selected. Access device 210 may aiso prompt

the user to accept the charges.

[01258] It should be noted that while it is generally expected that only one of the nearby
muobile devices responds with a confirmation of a malch for any particular fransaction, it is
possible that an edge case might arise, where none of the nearby mobile devices determine a
match or multiple mobile devices determine a match. Various measures that may be used

individually or in combination to address such edge cases are now described.

[01268] In one measure, when the access device receives confirmalions from N {(where N =
1, 2, 3...} nearby maobile devices, all of which have delermined a match, then N false entries
are created. The access device then presents to the user a set of buttons that includes one
button for each maiching device and one button for each of the false entries. Each button
that is associated with a malching device may be endowed with card art, a customer
identifisr, phone number, expiration date, and/or a portion of the PAN of the matching
device’s user while each button that is associated with a false entry displays false information.
The user is then prompted to press the button that is associated with the information

associated with user.

[0127] In anocther measure, an access device may keep the photo of the user that performed

the transaction for dispute resclution purposes.
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[0128] In another measure, rather than have the access device keep the photo of the user,
have the mobile device of the user keep the photo. Here, the photo may be encrypted in a
way that only the rescurce provider or an entity on the payment processing network can

decrypt the photo.

[0129] In another measure, the mobile device may communicate a code to the access
device. The access device may then prompt the user performing the transaction {o enter the
cade. The fransaction is conductied only # the user enters the correct code. I some
embodiments, the code could be a piece of information known by the user {e.g., 2-4 digits of

the user's phone number).

{0130] In ancther measure, the access device prompls the user fo enter a squiggle,
signature, or other pallern at the access device’s touch screen, which is then communicated
from the access device to the user's mobile device. The transaction is conducted only if the

patiern entered by the user matches a pattern stored on the mobile device.

in some embodiments, if wireless biometric authentication fails in some way, the
access device may revert back to conducting the transaction via traditional means {e.g., credit

card, cash, efc.).

[0131] In the embodiments described above, ance a maich bebween a mobile device's
stored biometric template and another biometric template obtained by a resource provider,
any suitable transaction may be conducted. For example, {i} a confaclless, NFC fransaction
may be conducted between the mobile device and the resource provider's access device, {ii},
a remote fransaction can be conducted, or {iii} a contact type transaction may be performed.
in some embodiments, the access device may generate an authorization request message
which may be sent {o an issuer computer via an acquirer computer and a payment processing
network. The issuer computer may then relurn an authorization responss back through the
reverse path approving or denying the transaclion. If the transaction is approved, then a
clearing and setllement process between the acquirer computer, the payment processing

network, and the issuer computer may take place.
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[0132] Although the examples above specifically discuss payment transactions,
embodiments of the invention are not limiled {o payment transactions. For example, the
wireless biometric authentication technigues described above can be used {o access a
resaurce provided by any suitable resource providing entily. Other examples of resources
that can be accessed using the authentication processes according 1o embodiments of the

invention include access o a venue, access o information, slc.

iv. PORTABLE COMMUNICATION DEVICE

{0133] FIG. 10 Hlustrates a block diagram of a portable communication device 1001,
according to some embodiments. The device 1001 may be an example of the previously
described mobile devices {e.g., 104). Portable communication device 1001 may include
device hardware 1004 coupled to a memory 1002, Device hardware 1004 may include a
pracessor 1008, a communications subsysiem 1008, user inferface 1006, and a dispiay 1007
{which may be part of user interface 1008). Processor 1005 can be implemented as one or
muore integrated circuits {e.g., one or more single core or mulficore microprocessars andfor
microcontiroliers), and is used to control the operation of porfable communication device 1001.
Processor 1005 can execute a variety of programs in response to program code or computer-
readable code stored in memory 1002, and can maintain multiple concurrently executing
programs or processes. Communications subsystem 1009 may include one or more RF
transceivers andfor connectors that can be used by portable communication device 1001 to
communicate with other devices and/or to connect with external networks. User interface
10086 can include any combination of input and cutput elements o allow a user {o interact with
and invoke the functionalities of portable communication device 1001, In some embodiments,

display 1007 may be part of user interface 1006,

{0134] Memory 1002 can be implemented using any combination of any number of non-
volatile memories {e.qg., flash memory) and volatile memories {e.g., DRAM, SRAM), or any
other non-transifory storage medium, or a combination thereof media. Memory 1002 may
store a mobile OS 1014 and a mobile application environment 1010 where ohe or more
mobile applications reside 1012 {e.g., a payment application such as a mobile wallet

application, merchant application, mobile location application, elc.) to be executed by
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processor 1005. Also, the memory 1002 may store computer code, executable by the

processor 1008, for performing any of the functions described herein.

[01358] Some entities or components described herein may be associated with or operate
one or more computer apparatuses o facilitate the functions described herein. Some of the
entities or components described herein, including any server or database, may use any

suitable number of subsystems to facilitate the functions.

[0136] Examples of such subsystems or componenis can be interconnected via a system
bus. Additional subsystems such as a printer, keyboard, fixed disk {or other memory
comprising computer readable media), monitor, which is coupled to display adapter, and
others are shown. Peripherals and inputfoutput (I/0O) devices, which couple to VO controller
{which can be a processor or other suitable controller), can be connected o the computer
system by any number of means known in the art, such as serial port. For example, serial
port or external interface can be used o connect the computer apparatus {o a wide area
network such as the Internet, a mouse input device, or a scanner. The intercannection via
system bus allows the cenitral processor to communicate with each subsystem and to confrol
the execution of instructions from system memory or the fixed disk, as well as the exchange
of information betwesen subsystems. The system memory and/or the fixed disk may embaody

a computer readable medium.

[0137] Embodiments of the invention provide for a number of advantages. For example,
embodiments of the invention may allow users o perform hands-free transactions so fong as
the user possesses a mobile device that can wirelessly communicate with the resource
provider. In particular, the use of biomelric samples to automatically associate a user's image
with his or her mobile device frees the user from having {o manually provide the association
between the user and the user's mohile device to the resource provider. Addilionally,
embodiments of the invention may enable a user o participate in biometrics-based hands-
free transactions while reducing risks o the user’s biometric samples being compromised. In
particular, the use of fuzzy extractor-based encryplion may secure a user's biometric samples
from being revealed to other nearby mobile devices while the use of large and small

templates may reduce the risks of a rogue access device stealing the user's biometric
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samples. Furthermore, embodiments of the invention may provide a wireless biometric
authentication system that is fully automated and does not need any human inputfrom a

human operator during a user's authentication process

[0138] Messages between the computers, nelworks, and devices described herein may be
transmitied using a secure communications protocols such as, but not limited to, File Transfer
Protocol (FTP); HyperText Transfer Protocol (HTTPY; Secure Hypertext Transfer Protocol
{HTTPS), Secure Socket Layer (S5L), SO {e.g., ISC 8583} and/for the like.

{0138] Other embodiments of the invention are also contemplated. Gther embaodiments of
the invention may include the following: obtaining, by a mobile device, a second biometric
sample of a user; generating a second small biometric template and a second large biometric
template from the biomelric sample; generating a first secret cryplographic key and a public
value by passing the second large biometric template {o a first function of a fuzzy extractor,;
transmitting the public value to an access device; receiving, from the access device, an
encrypted first large biomstric template that is encrypled with a secret cryplographic key that
is generated by passing the public value and a first small biometric template to a second
function of the fuzzy exiractor, wherein the first small biometric template is generaled from a
first biometric sample on the access device; altempting to decrypt the encrypted first large
biometric template with the first secret cryptographic key; responsive o decrypting the
encrypted first large biometric template, determining whether the first large biometric template
matches the second large biometric template; and responsive to determining that the first
large biometric template matches the second large biometric template, sending a confirmation

of the match to the access device.

[0140] Another embodiment of the invention can be directed to an access device that

includes code, executable by a processor, to perform the above described method.

[0141] Other embodiments of the invention may include the following: oblaining, by an
access device, a first biometric sample of a user; generating a first small biomelric template
and a first large biometric template from the first biometric sample; for each mobile device of a
plurality of mobile devices within a proximate vicinity of the access device, the plurality of

mobile devices comprising a first mobile device: relrieving a public value of the mobile device,
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wherein: the public value of the mobile device was generated by passing a small biometric
template of the mobile device to a first function of a fuzzy extractor, and the small biometric
template of the mobile device was generated from a biomelric sample of the mobile device;
generating a secret cryplographic key by passing the first small biometric templale and the
public value of the mobile device to a second function of the fuzzy extractor; encrypting the
first large biometric template with the secret cryptographic key, and broadeasting the

encrypted first large biometric {emplate {o the plurality of mobile devices;

[0142] Anocther embodiment of the invention can be directed o an access device that

includes code, executable by a processor, to perform the above described method.

receiving, from the first mobile device, a confirmation of a match between the first large
biomelric template and a biometric template of the first mobile device, wherein the biometric
template of the first mobile device was generated from a biometric sample of the first mobile
device, and responsive o the confirmation, conducting a fransaction between the access
device and the first mobile device

[0143] Specific details regarding some of the above-described aspects are provided above.
The speciiic details of the specific aspecls may be combined in any suilable manner without
departing from the spirit and scope of embodiments of the invention. For example, although
the embodiments described above relate to authentication processing, other types of
processing can be performed using embodiments of the invention. For exampie, since
embodiments of the invention can verify that a user is actually at a specific location,

embodiments of the invention could also be used to provide incentives or rewards to a user.

{0144] 1 should be understood that the present invention as described above can be
implemented in the form of control logic using computer software (stored in a tangible
physical medium} in a modular or integrated manner. Based on the disclosure and teachings
provided herein, a person of ordinary skill in the art will know and appreciate other ways
and/or methods to implement the present invention using hardware and a combination of

hardware and software.

{0145] Any of the software components or functions described in this application, may be

implemented as software code to be execuled by a processor using any suitable computer
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language such as, for example, Java, C++ or Perl using, for example, conventional or abject-
oriented techniques. The software code may be slored as a series of instructions, or
caommands on a computer readable medium, such as a random access memory (RAM), a
read only memory (ROM), a magnetic medium such as a hard-drive or a floppy disk, or an
optical medium such as a CD-ROM. Any such computer readable medium may reside oh or
within a single computational apparatus, and may be present on or within different

camputational apparatuses within a system or network.

[0146] The above description is Hustrative and is not restrictive. Many variations of the
invention will become apparent to those skilled in the art upon review of the disclosure. The
scope of the invention should, therefore, be determined not with reference to the above
description, but instead should be determined with reference to the pending claims along with

their full scope or equivalenis.

[0147] One or more features from any embodiment may be combined with one or more

features of any other embaodiment without departing from the scope of the invention.

[0148] A recitation of "a", "an” or "the” is intended o mean "one or more” unless specifically

indicated to the contrary.

[0148] Al patents, patent applications, publications, and descriptions mentioned above are
herein incorporated by reference in their entirety for all purposes. None is admitted {o be prior
arl.
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WHAT IS CLAIMED IS:

1. A method comprising:
obtaining, by an access device, a first biometric sample of a user;
generating a first biometric template from the first biometric sample;
for each mobile device of a plurality of mobile devices within a proximate vicinity
of the access device, the plurality of mobile devices comprising a first mobile device:
retrieving a public value of the mobile device, wherein:
the public value of the mobile device was generated by passing a
biometric template of the mobile device to a first function of a fuzzy extractor;
and
the biometric template of the mobile device was generated from a
biometric sample of the mobile device;
generating a secret cryptographic key by passing the first biometric
template and the public value of the mobile device to a second function of the fuzzy
extractor;
encrypting the first biometric template with the secret cryptographic key;
and
broadcasting the encrypted first biometric template to the plurality of
mobile devices;
receiving, from the first mobile device, a confirmation of a match between the
first biometric template and a biometric template of the first mobile device, wherein the
biometric template of the first mobile device is generated from a biometric sample of the first
mobile device; and
responsive to the confirmation, conducting a transaction between the access
device and the first mobile device,
wherein generating the first biometric template from the first biometric sample
comprises generating a first small biometric template and a first large biometric template;
wherein the public value of the mobile device that was generated by passing the

biometric template of the mobile device to the first function of the fuzzy extractor was
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generated by passing a small biometric template of the mobile device to the first function of
the fuzzy extractor;

wherein the small biometric template of the mobile device was generated from
the biometric sample of the mobile device;

wherein generating the secret cryptographic key by passing the first biometric
template and the public value of the mobile device to the second function of the fuzzy
extractor comprises generating the secret cryptographic key by passing the first small
biometric template and the public value of the mobile device to the second function of the
fuzzy extractor;

wherein encrypting the first biometric template with the secret cryptographic key
comprises encrypting the first large biometric template with the secret cryptographic key;

wherein broadcasting the encrypted first biometric template to the plurality of
mobile devices comprises broadcasting the encrypted first large biometric template to the
plurality of mobile devices;

wherein the match is between the first large biometric template and a large
biometric template of the first mobile device; and

wherein the large biometric template of the first mobile device is generated from

the biometric sample of the first mobile device.

2. The method of claim 1, wherein the first small biometric template is one
of:
an obfuscated copy of the first large biometric template; and

an incomplete copy of the first large biometric template.

3. The method of claim 1, wherein generating the first large biometric
template from the first biometric sample comprises:

extracting one or more distinct characteristics from the first biometric sample;
and

generating digital reference of the one or more distinct characteristics.

4. The method of claim 1, wherein subsequent to receiving the encrypted

first large biometric template from the access device, the first mobile device:
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attempts to decrypt the encrypted first large biometric template with a secret
cryptographic key of the first mobile device, wherein the secret cryptographic key of the first
mobile device was generated by passing a small biometric template of the first mobile device
to the first function of the fuzzy extractor, wherein the small biometric template of the first
mobile device was generated from the biometric sample of the first mobile device;

responsive to decrypting the encrypted first large biometric template, determines
whether the first large biometric template matches the large biometric template of the first
mobile device; and

responsive to determining that the first large biometric template matches the
large biometric template of the first mobile device, sends the confirmation of the match to the

access device.

5. The method of claim 4:

wherein the plurality of mobile devices comprises a second mobile device; and

wherein subsequent to receiving the encrypted first large biometric template
from the access device, the second mobile device attempts unsuccessfully to decrypt the
encrypted first large biometric template with a secret cryptographic key of the second mobile
device;

wherein the secret cryptographic key of the second mobile device was
generated by passing a small biometric template of the second mobile device to the first
function of the fuzzy extractor; and

wherein the small biometric template of the second mobile device was

generated from a biometric sample of a different user.

6. The method of claim 4, wherein a similarity between the first small
biometric template and the small biometric template of the first mobile device exceeds a

threshold matching score.

7. The method of claim 1, wherein prior to obtaining the first biometric
sample of the user, the method further comprises:
broadcasting a transmitting station identifier to each of the plurality of mobile

devices; and
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for each of the plurality of mobile devices:
receiving from the mobile device, the public value of the mobile device

and storing the public value of the mobile device.

8. The method of claim 1 wherein obtaining the first biometric sample of the
user comprises one of:

taking a photographic image of the user’s face;

taking a fingerprint of the user;

taking a voice sample of the user;

taking a DNA sample of the user;

taking a retinal scan of the user; and

taking a hair sample of the user.

9. An access device comprising:
a processor; and
a computer readable medium comprising code, executable by the processor, for
implementing a method comprising:
obtaining a first biometric sample of a user;
generating a first biometric template from the first biometric sample;
for each mobile device of a plurality of mobile devices within a proximate
vicinity of the access device, the plurality of mobile devices comprising a first mobile
device:
retrieving a public value of the mobile device, wherein:
the public value of the mobile device was generated by
passing a biometric template of the mobile device to a first function of a
fuzzy extractor; and
the biometric template of the mobile device was generated
from a biometric sample of the mobile device;
generating a secret cryptographic key by passing the first
biometric template and the public value of the mobile device to a second

function of the fuzzy extractor;
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encrypting the first biometric template with the secret
cryptographic key; and
broadcasting the encrypted first biometric template to the plurality
of mobile devices;
receiving, from the first mobile device, a confirmation of a match between
the first biometric template and a biometric template of the first mobile device, wherein
the biometric template of the first mobile device is generated from a biometric sample
of the first mobile device; and
responsive to the confirmation, conducting a transaction between
the access device and the first mobile device,
wherein generating the first biometric template from the first biometric sample
comprises generating a first small biometric template and a first large biometric template;
wherein the public value of the mobile device that was generated by passing the
biometric template of the mobile device to the first function of the fuzzy extractor was
generated by passing a small biometric template of the mobile device to the first function of
the fuzzy extractor;
wherein the small biometric template of the mobile device was generated from
the biometric sample of the mobile device;
wherein generating the secret cryptographic key by passing the first biometric
template and the public value of the mobile device to the second function of the fuzzy
extractor comprises generating the secret cryptographic key by passing the first small
biometric template and the public value of the mobile device to the second function of the
fuzzy extractor;
wherein encrypting the first biometric template with the secret cryptographic key
comprises encrypting the first large biometric template with the secret cryptographic key;
wherein broadcasting the encrypted first biometric template to the plurality of
mobile devices comprises broadcasting the encrypted first large biometric template to the
plurality of mobile devices;
wherein the match is between the first large biometric template and a large

biometric template of the first mobile device; and
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wherein the large biometric template of the first mobile device is generated from

the biometric sample of the first mobile device.

10.  The access device of claim 9, wherein the first small biometric template is
one of:
an obfuscated copy of the first large biometric template; and

an incomplete copy of the first large biometric template.

11.  The access device of claim 9, wherein generating the first large biometric
template from the first biometric sample comprises:

extracting one or more distinct characteristics from the first biometric sample;
and

generating digital reference of the one or more distinct characteristics.

12. The access device of claim 9, wherein subsequent to receiving the
encrypted first large biometric template from the access device, the first mobile device:

attempts to decrypt the encrypted first large biometric template with a secret
cryptographic key of the first mobile device, wherein the secret cryptographic key of the first
mobile device was generated by passing a small biometric template of the first mobile device
to the first function of the fuzzy extractor, wherein the small biometric template of the first
mobile device was generated from the biometric sample of the first mobile device;

responsive to decrypting the encrypted first large biometric template, determines
whether the first large biometric template matches the large biometric template of the first
mobile device; and

responsive to determining that the first large biometric template matches the
large biometric template of the first mobile device, sends the confirmation of the match to the

access device.

13.  The access device of claim 12:
wherein the plurality of mobile devices comprises a second mobile device; and
wherein subsequent to receiving the encrypted first large biometric template

from the access device, the second mobile device attempts unsuccessfully to decrypt the
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encrypted first large biometric template with a secret cryptographic key of the second mobile
device;

wherein the secret cryptographic key of the second mobile device was
generated by passing a small biometric template of the second mobile device to the first
function of the fuzzy extractor; and

wherein the small biometric template of the second mobile device was

generated from a biometric sample of a different user.

14.  The access device of claim 12, wherein a similarity between the first
small biometric template and the small biometric template of the first mobile device exceeds a

threshold matching score.

15.  The access device of claim 9:
broadcasting a transmitting station identifier to each of the plurality of mobile
devices; and
for each of the plurality of mobile devices:
receiving from the mobile device, the public value of the mobile device

and storing the public value of the mobile device.

16. The access device of claim 9, wherein obtaining the first biometric
sample of the user comprises one of:

taking a photographic image of the user’s face;

taking a fingerprint of the user;

taking a voice sample of the user;

taking a DNA sample of the user;

taking a retinal scan of the user; and

taking a hair sample of the user.

43



