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Claims 

1. A computer-implemented method for transaction matching, comprising: 

receiving one or more transactions;  

determining at least one of a match between the one or more transactions and a 

stored data structure or a match between one and another of the one or more 

transactions;  

sending, to a blockchain system, a request for validation of a determination result; 

and 

updating the stored data structure in response to the validation of the 

determination result by the blockchain system, 

wherein sending, to the blockchain system, the request for validation of the 

determination result further comprises: 

uploading, to the blockchain system, at least one of: 

a range proof of a price of matched transactions; 

a range proof of a quantity of the matched transactions;  

an equal relationship between two quantities of the matched transactions; 

or  

a linear relationship between a plurality of quantities of the matched 

transactions, 

wherein:  

each of the range proof of the price of the matched transactions and the 

range proof of the quantity of the matched transactions is based on a zero-

knowledge range proof, and 
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each of the equal relationship between two quantities of the matched 

transactions and the linear relationship between the plurality of quantities of the 

matched transactions is based on a zero-knowledge proof of knowledge of a 

discrete logarithm. 

 

2. The method of claim 1, wherein the one or more transactions are received from a 

broadcast by the blockchain system or a broadcast by another blockchain system 

different from the blockchain system.   

 

3. The method of claim 1, wherein the one or more transactions are received from 

one or more user interface devices. 

 

4. The method of any preceding claim, wherein the one or more transactions 

comprise at least one of: 

one or more buy orders; 

one or more sell orders; or 

one or more buy orders and one or more sell orders. 

 

5. The method of any preceding claim, wherein each of the received one or more 

transactions includes a transaction type and at least one of: a commitment of a price, a 

commitment of a quantity, a price encrypted by a cryptographic key, a quantity 

encrypted by the cryptographic key, a random number that is used to generate the 

commitment of the price and encrypted by the cryptographic key, or a random number 
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that is used to generate the commitment of the quantity and encrypted by the 

cryptographic key. 

 

6. The method of claim 5, wherein the commitment of the price is a Pedersen 

commitment of the price and the commitment of the quantity is a Pedersen commitment 

of the quantity. 

 

7. The method of any preceding claim, wherein determining at least one of the 

match between the one or more transactions and the stored data structure or the match 

between one and another of the one or more transactions is performed based on at 

least one price included in the one or more transactions. 

 

8. The method of any of claims 1 to 6, wherein determining at least one of the 

match between the one or more transactions and the stored data structure or the match 

between one and another of the one or more transactions is performed based on:  

one or more lowest prices of one or more sell orders included in the stored data 

structure; or  

one or more highest prices of one or more buy orders included in the stored data 

structure. 

 

9. The method of any preceding claim, wherein:  
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each of the range proof of the price of the matched transactions and the range 

proof of the quantity of the matched transactions is based on a zero-knowledge range 

proof, and 

each of the equal relationship between two quantities of the matched 

transactions and the linear relationship between a plurality of quantities of the matched 

transactions is based on a zero-knowledge proof of knowledge of the discrete logarithm. 

 

109. The method of any preceding claim, further comprising: 

verifying, on one or more nodes of the blockchain system, validity of the 

determination result based on the request for validation of the determination result. 

 

1110. A device for matching one or more transactions, comprising: 

one or more processors; and 

one or more computer-readable memories coupled to the one or more 

processors and having instructions stored thereon that are executable by the one or 

more processors to perform the method of any of claims 1 to 109. 

 

1211. An apparatus for matching one or more transactions, the apparatus comprising a 

plurality of modules for performing the method of any of claims 1 to 109. 

 

1312. A non-transitory computer-readable medium having stored therein instructions 

that, when executed by a processor of a device, cause the device to perform the 

method of any of claims 1 to 109.  


