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METHOD FOR PROTECTI NG DI G TAL CONTENTS BY USI NG

MEMORY CARD ENCRYPTI ON AND DECRYPTION 5 FIELD OF THE
I NVENTI ON The present invention relates to protection
of digital contents, in particular to a nethod for
protecting digital contents by using nenory card
encryption and decryption which serves to protect and
manage of digital contents so as not to be copied or
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BACKGROUND OF THE INVENTION

Due to the progress of the computer science and digital
technology, many contents of creations (such as movies or music,
etc.) are converted into digital AV (audio / video compressing files).
Then the files are recorded to the CDs or DVDs, etc. and other
carriers for using. Other than movies and music, the contents of
creation are widely used to operas, speeches, etc. The contents of
these creations can be converted into digital AV (audio / video)
compressing files (in the following, they are called as digital
contents).

However, since the progress of compression and duplication,
the contents of movies or music are easily to have‘ desired file
format which can be duplicated. With the use of networks, the

media can be widely propagated. However the copyrights of these
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contents can not be well protected. New technol ogi es
can easily decode the digital contents so that the
creators of these contents will feel sad to his (or
her) creations and they have lower willing to create
nore works. Thus there is an eager demand for a novel
5 design to devel op a new technol ogy which can
effectively progress the encryption technology to
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Moreover, since the memory cards are mainly used to store
digital contents (as a disk), however if they can be used with the
safety property of a secured digital card (SD) and the feature of
small volume. The memory card will provide the advantages of
highly portable, and widely used safety devices. Other than the
progresses of transmission speed and capacities, the current used SD
cards are widely accepted . Thus the memory cards have the
advantages of as preferred contents carriers. Currently, electronic
books are published by SD memory cards. However to protect the
digital contents not to be duplicated easily, even a corresponding
certification software is used to decode the contents for playing.

Furthermore, the contents can be managed and limited by the

software, but the mechanism is inflexible so as to confine the use of
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Furthernore, the contents can be managed and limted
by the 25 software, but the nechanismis inflexible so
as to confine the use of 2 the digital contents.
SUMVARY OF THE | NVENTI ON Accordi ngly, the object of
the present invention is to provide a 5 nmethod for
protecting digital contents by using nenory card
encryption and decryption, wherein the nmenory card is

sed.t.0 ., enc t digital contents so that only the
ﬁg%a1%§31ﬁangﬁgs'de-fornatting and decrypting too
about the menory card can read the digital contents
for being played. The nethod conprises the 10 steps

gf[jl\ﬂwlmﬁgabpwﬁmmgw;mpei ng formatted with a
speci a ormat, i, e, being encrypted; digital

contepd Srdifb g, e IoHted of it presdhgiihfbnciont Bnto prkeide a
and t hen thgp%’i gitﬁbgcontents ri)ei ng stored to th(;Im

erethwat gdrmprotyciiapd;digital heodigitsalbycomdiagt smbeiory card
encrypted as downl oaded froma network and then being
shorgstibn thd #8ceyptippt edheesinr yheamemotierefrdr ds wirsd to
digital contents in the nenory card being encrypted
andryptvi digidal ocwatents t he dhetysdy Hhmomyetalivinge the
net work downl oad end reads the digital contents. The
diegfaraatéing emds desTypdngpiaa] abeihe memgyngdrdean read
the encrypted 20 ry card; and e networ k .
aﬁmlm‘fwmsﬁg&é}w@m "o EPRBEYERR ripmpsises the
stépcshofzag t%%h{e?tr oF tat bn&ngp)g c%l? rﬁ'e%l'gnﬂ)rtr}?gtted with a special
format, i, e, being encrypted; digital contents being encrypted from
a digital content maker and then the digital contents being stored to
the encrypted memory card; or the digital contents being encrypted
as downloaded from a network and then being stored to the
encrypted memory card; therefore, the digital contents in the
memory card being encrypted and having a format of the encrypted
memory card;

The network download end reads the digital contents. The
digital contents is encrypted and has the format of the encrypted
memory card; and the network download end has a de-formatting
and decrypting tool which can de-formatting and decrypting the
digital contents so as to restore the digital contents to an original
form for being played and thus the digital contents can be stored in

an SD memory card while the digital contents will not be duplicated

or copied, or amended. Thus, the present invention provides a firmly
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digital contents so as to restore the digital contents
to an original formfor being played and thus the
digital contents can be stored in an SD nenory card
while the digital contents will not be duplicated 25
or copi ed, or anended. Thus, the present invention
provides a firmy 3 secured data protection nethod.
In the met hod for protecting digital contents by using
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present vent il on menory card is selected from
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cards; and XD cards. In the method for protecting

di gilhathes enét@ids £by protaging ndigytal Ioct@nds dncugptg anemory
and decryption according to the present invention,

thed ¢ingiryptionoahdnd sciyipdicompcesd B dodhisapresdndr mvsmtion,
a file and thus the nenory card has a | arge capacity

the memoirpceardr & deliatad fr@@hﬂa@noge qfnSDheards, ,cards,
protecting digital contents using nmenory 15 card

&rft egrds, M Sapardrcdyberuds, ngr?gjlrfié t he present
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S e 5 LA SO BB i,
%Iflg d1g1ta1 contents are compressed and has a form of a file and thus
the memory card has a large capacity for storing more digital
contents.

In the method for protecting digital contents by using memory
card encryption and decryption according to the present invention,
the digital contents are encrypted by watermark encryption and are
decrypted by watermark decryption, or the digital contents are
encrypted by digital content ID sellers and are decrypted by digital
content ID sellers, or the digital contents are encrypted by
electronic envelops and are decrypted by electronic envelops.

In the present invention, the SD memory card serves to replace
the CD and DVD, and other digital content carriers. Furthermore,
the present invention has the function of preventing data transfer
and illegal recording so that the copyrights of the creators are well

protected.
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content ID sellers, or the digital contents are
encrypted by 20 electronic envel ops and are decrypted
by el ectronic envelops. In the present invention, the
SD nenory card serves to replace the CD and DVD, and
other digital content carriers. Furthernore, the
present invention has the function of preventing data

transfer and illegal recording so that the copyrights
o eators ar
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further understand the 15 present invention, a
description will be provided in the following in
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invention.

DETAILED DESCRIPTION OF THE INVENTION

In order that those skilled in the art can further understand the
present invention, a description will be provided in the following in
details. However, these descriptions and the appended drawings are
only used to cause those skilled in the art to understand the objects,
features, and characteristics of the present invention, but not to be
used to confine the scope and spirit of the present invention defined
in the appended claims.
A: digital content maker 1:

The data format of a memory card 11 is formatted by using a
special format so that the data stored in the memory card 11 is
stored with the special format. The digital content maker 1 eould

make digital contents which are encrypted and then passed to the
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features, and characteristics of the present

i nvention, but not to be wused to confine the scope
and spirit of the present invention defined 20 in the
appended clainms. A: digital content naker 1: The data
format of a menory card 11 is formatted by using a
special format so that the data stored in the nenory
card 11 is stored with the special format. The

ol
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g@{}gﬁﬁ)%f%l tﬂllﬂg 5&%nzﬁng?§/é(g;cgﬁ%‘asféﬂrﬂ§ﬂsl)dl nMgheofpessedard

rmat s 11 may be one of SD

‘I@fﬂﬁg WS g@rdts sDCkagds AIMME @adds CISMagd$s, b&S dsards, SM
cards so that the present invention can be used

thrddreand dKiJ eseds §o ehds.thbepsisent Shveartts are bseused in
descri ption, however, it is also suitable for MVC
Qed1ois, differean dfields cdiedsinSMDeartds aandux® dadgscrigtion,
other cards simlar to above-nenti oned cards.. The

bowvenn, ohis elsii guitabladoe MM& widsy pli eards: Moneaids, SM
chedonnd nbé’f“mﬁs‘:abg?@a{era;{‘se iasa“ﬂh hc?§Sa€a%s%hr§ep foned
S St A RS of
tsﬁ le?g]ﬁfg:é)rgqrng@éf yrlahtb%o: th gﬁ%t %ﬁ%PF Con?oﬁ’t{ents
%lh%ng}guirtgl wat@%grk encryption is to add some data to multi-media
data. If necessary, the contents are taken out by specific methods
for declaration of copyright of the contents. The means of the
digital watermark encryption is digital / content signature to make
difference from the original data for copyright management and for
identification. Furthermore, they can be detected and the
watermark can be decoded for copyright control. The watermark
serves to proof the copyright of the owner. Only the copyright
owner can decode the watermark.

In the present invention, the digital contents can be

downloaded from a network to the encryption memory card 11.

Thus similarly, the memory card 11 will have the digitallcontents.

B: Network download end 2:

The network download end 2 download the digital contents
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15 difference fromthe original data for copyright
managenent and for identification. Furthernore, they
can be detected and the watermark can be decoded for
copyright control. The watermark serves to proof the
copyright of the owner. Only the copyright owner can
decode the watermark. 20 In the present invention, the
digital contents can be downl oaded froma network to

f-}g%g?lcg?gtl O% ne'f?xreyg‘fgft?h teEP&’aSar%' E}ikgﬂgéﬁéd E)@Fglnally
JEPEl SR £ BneryifRdiiifa RS HRE GBI OPthEBedypted
ﬂ*g, b QRHENt:H Er eheNGIMR A% ofbeinlakly. endhémay has a

conténts is encrypted and has the format of

HberAReA YRt e dandredesy mang; teoid whihnatarorde-donmlacadg and
end may has a de-formatting and decrypting tool which
dabrystihgritet diigitalasuhtendeso st iongestbee thgidigital contents to
contents so as to restore the di |taI contents to . an

ani ginigindlorforfror fori bgimg aypdayedhe dléhqsordeaf@nmgttm and
decrypting tool is corresponding to that of
degryplingoinadnisscarigspoading tort grgqtn@f the d’fléatalrmrht@ms and

can toArIERAl FForAim B eBekn OBk HEAYEn sl 854 2 of thE hetwork
Sl LR LR B SR U,
gﬁe %ggtdf ﬂc\é\n rbflpégrgél bewgt{t% %Ef% edqg?{alcc%q{tggts O4n be
stored in an SD memory card while the digital contents will not be
duplicated or copied, or amended. Thus, the present invention
provides a firmly secured data protection method.

By above-mentioned method, the present invention can be
widely used to different audio and video contents to be stored in a
SD memory card 11 so as to assure that the contents are not
destroyed or duplicated or amended easily. Thus the present
invention provides a digital protect mechanism to protect the
copyright. Further, the present invention provides the function of
using an SD card to replaced the current CD and DVD and other
digital content file carrier, while it provides the function of
preventing the fiie transfer and illegal recording so that the creator
can manage the digital contents.

Moreover, the digital content provider compresses different

audio or video compression by using the content encryption,
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provides a firmy secured data protection nethod. By
above-nenti oned nethod, the present invention can be
15 widely used to different audio and video contents
to be stored in a SD nenory card 11 so as to assure
that the contents are not destroyed or duplicated or
anended easily. Thus the present invention provides a
digital protect nechanismto protect the copyright.
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t digital contents. Mreover, the digi taPI cont ent

Bé%‘sﬁ@fsé‘d)n”p"ﬁﬁ@.%ﬁcdj/%fiehed%nte‘%s avdiprovided deoSD music /
conpression by using the content encryption, 7

B8 enowids soileypt i dhhe odigliadi tahtadnmelerstl ¢an Encrypt the
encryption and various audi o or video conpressjon
dysitehncontestst of 80 thusiat/ Sh: mavigist by elseteonis gradls and
recorded illegally or thieved by hackers s as to
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SHTGTE e, St 6L 3L RNV 9 IR TP By Bopitprmating
?86%1%0@1”?5 tﬁ'tes@l}l Dldced in a database. When the customer 3
desired to download the SD music / SD movies, the customer is
connected to the SMOD Web Server. The SMOD Web Server will
identify the customer by the SD ID (the SD ID of the SD, which may
be placed in the partition Table as the SD card is partitioned) for
identifying the legality of the customer. Then if the customer is a
legal customer, he (or she) can download the SD music / SD movies.
After connecting to the SMOD Web Server, the server has the
functions of management, storage and accounting about the SD
music / SD movies.

Another, when the customer has the SD music / SD movies, it
can be placed by using a player. The player has the DRM
mechanism. That is, a digital right management which is a control

method for information. After payment of fees, the protection

mechanism can be promoted so that the digital contents can not be
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SD whi ch rray 15 be placed in the partition Table as
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ing are.controlled. The present |nvent| on is thus
é‘@ﬁews@dc 1318y || be obvious that 5 the same may be
varied in many ways. Such variations are not to be
regarded as a departure fromthe spirit and scope of
t he present
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invention, and all such nodifications as would be
obvious to one skilled in the art are intended to be
i ncluded within the scope of the follow ng clains.

[ 1i 9 WHAT IS CLAIMED |S: 1. A nethod for
protecting digital contents by using nmenory card
encryption and decryption, conprising the steps of : 5
A. formatting a format of a nenory card with a speci al

r , , [ encrypted; digital contents bein
‘gﬁépgtﬂéﬁchg#Pgﬁﬁ?gﬁfa| ygontent %aker; t he )
encryption of the digital contents being independent
fromthe encryption of the format of the nenory card;
and jt hep thandDicbAlproesitens 9di%@ﬂamg:(ﬁtt@h&ﬁ byoubrez memory
encrypted menory 10 card; or the digital contents
BRI d\enERgstYoh eth didedoypilioadednfprosing theestepskofind t hen
bei ng stored to the encrypted nmenory card; therefore,

t heAdifgihaktingra éotmat oftzhmemeory pardmwithai special format, i,
encrypted originally and having a format of_ the

enge'yx?gh ehaorppted; dagidal sontestssbemnsengsyRIGbFom: prdisgital
end, e user connects the SMOD. Wb eryer th h .

Senmtk,mah@r;t hthe e £REFYRBPPeston qqg%g%#)vparggeurﬁs being
ecryptjn ans.to decrypt the.coptent. .
el i e et o RSB ERE bERIGore:
ahgltth%ln ﬁ)oentd?gltt%l kg:yonlfgh@being stored to the encrypted memory

card; or the digital contents being encrypted as downloaded from a
network and then being stored to the encrypted memory card;
therefore, the digital contents in the memory card being encrypted

originally and having a format of the encrypted memory card; and

B: a network decrypting end, the user connects the SMOD Web
Server through network, and the server correspondingly provides
decrypting means to decrypt the content. Thus the user can use the

memory card.

2. The method for protecting digital contents by using
memory card encryption and decryption as claimed in claim 1,
wherein the digital contents are selected from audio and video
contents.

3. The method for protecting digital contents by using memory
card encryption and decryption as claimed in claim 1, wherein the
memory card is selected from be one of SD cards, MMC cards, CF

cards, MS cards, SM cards, and XD cards.

10
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20 nmenory card encryption and decryption as clainmed in
claiml1l, wherein the digital contents are sel ected
fromaudio and video contents. 3. The nethod for
protecting digital contents by using nenory card
encryption and decryption as clainmed in claim1,

wherein the 25 nenory card is selected from be one of

SD cards, MMC cards, CF cards, Ms cards, SM cards,

and , X r f ihROu Sind or
conterttEE Bt 5 pHSRTRER el QURCAES biGuShg himory
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contents ‘are conpress and has a formof a file. 5.

dTAtAEE SRt rarbr W ptésse ddand hals « dotanéSatfyleusi ng
menory 5 card encryption and decryption as clainmed in

cl aismThe whettaid foherode diih gl digitalecnsteat bynysing sgemory
by watermark encryption and are decrypted by .
vatdemerkpdeor gpdi decryptiothesnelahaed o qdpignekbt phprein the
digital contents by using nenory card_encrypti.on and
digitytdonients ditgi eparypied Admatemeank $nosEptipy and are
digital contents ar ncrypted by digital content 1D
deerydtedany Vﬁ?t@rmc?égr‘;?ﬁré@t’cﬂﬂ-di gital content ID

[ . 7. Th hod ,f or. ) [ i Qi
ey TR Tl 8
. el m ]
Ere SBEEUPHpRerB 1eHP PN abofleilil 18.o1608" fuimdretn dhe
BYoRAPELRPNG &I EhePFpted by digital content ID sellers and are
decrypted by digital content ID sellers.

7. The method for protecting digital contents by using memory
card encryption and decryption as claimed in claim 1, wherein the
digital contents are encrypted by electronic envelops and are

decrypted by electronic envelops.
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