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METHODS AND DEVICES FOR MANAGING CONTROL OF ASSET ON 

BLOCKCHAIN  

 

ABSTRACT 

 

Disclosed herein are methods, devices, and apparatuses, including computer 

programs stored on computer-readable media, for managing control of asset on 

blockchain.  One of the methods includes: receiving, from a user, a request to invoke 

an operation on an asset recorded on the blockchain and a token issued to the user; 

obtaining token data and a token signature from the token; determining, based on an 

issuer of the token, whether the token signature is acceptable; determining, based on 

the token data, whether the token authorizes the user to invoke the requested 

operation; determining whether the token is valid; and in response to determinations 

that the token signature is acceptable, the token authorizes the user to invoke the 

requested operation, and the token is valid, allowing the user to invoke the requested 

operation on the asset recorded on the blockchain. 
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