'e3ercozZZ["Z_6¢6l cTcl Cryptographic authentication with epheneral nodul es
The present intention relates to the technical field of nethods and systens
by which a first conputer device) such as a personal computer, can be
aut henticated by at |east one second conmputer device such as a server

. 5
Met hod The invention relates to a nmethod by which a fi rst““lﬂmmmwmlmm vi ce,
such as a personal conputer, can be authenticated by at | ond
conput er device such as a server. Said conputer devices are cossected to a
comuni cati ons network. The nmethod according to the invention conprises two

phases: a phase in which a 10 specified user logs on to initiate a session

on said first conput arypeographikuhthentiasioncvith eghémerat atwiudey as such. 1.
During the phase of the |logging on to said first conputer device by a

speci fi ed useFhaRreseagintertion t%éalqsﬁo fiedechnicabfieldraf methods andygystameehit whih
cOobssion of 1 A el ckpeE BG4 TrsdnBlcomblier ¢af B0 Skl icky b 9¢1epd, O T "

conput er devi & sebohd caripatetr devitdvackieLsdivedn of a | og-on software and by
i ntroduci ng personal identifiers, in particular a password and/or a
fingefprint. Said personal identifiersMethed it possible to check the

identity of s d. i fi e ' i L LLF e f said
spoci {1 od_usen™ WEEh fefilks 1B AMOEEF SEufa st BofpRLOBAE Suchhs 903
| d, especi al | perfonahecigputerf can be dathénticgied by tibhleass pacietomitongmiter davléeoguciat a f or

identifying said first conputer device and/or fromthe date and/or the tine
and/ or sai d deaEereR ¥id coraputerdevicas arggpnnertsd toyhcomnuRigationsnetWork oduces a

publ i c ephene I . |+ : J i r. of
ephener al pub??écmggl ea‘récsd?%nél ggggedﬁﬁegﬁé?g&ﬁ rslegatl‘? gq)?géeﬁ.uﬁ%gésgqge\?@%a ed by a
genendc equat speoifiell usdrdogdsyanao iditiatésa G seiof iwndaid) firer cdmxier<deticd amila phasBai d

| og-on software, al so produces_a uni que epheneral certificate, in signing,
by nmeans of s@¥ringdhs sessianas sicht ure key of the specified user, said session
identifier data, d ap,53is, PRl b '@ 1o DA ey a5k £ase may
be, said public exponerrltﬁ@t 2 Vv Or sg}g!@phet?rer aﬁ’pﬁg'f'?c rnurr‘ll)eetbg7 G II.
During the session After the | og-on gleeified ased t hr oughout the duration of

t he session, jhe execution of the |og-on _software is disabled, 5 _During the
Sesst on consi DERES i fog- 8 oféss, A godng of P AR ComBToers Skpq feR At

conpyser dev irr%r%dhed %8G Nwhich S8hsist® ﬁPB@ging P & scd§ih ©F Jimited SauidionOfbrof ¢ he

i nvention co ises the step, for sard Specified user, of |aunching the
execut i on of exappbed fesoiques pr sgid digst comp@ar devinepby lavoéhingthe epegonof a
di ssem nat es lHs?ai de hener&f{)acer ificate ni cati ons

{ 1 th ;
oo 2 o B SBIERE  bY iR ersppal rithen &y HRAL Aoy Bt ces

proofs that pi@ord feiprind $di@pérsdlal RAfRS AAKOt PRsABIE Qo KR RSl ERntity
aut henti cati on mechani sm especially of the GQ type. Zero-know edge GQ

aut hent i cat i off saiscipecifiedrisenandacsess @ pawalesigaiyre keytof said spesifiecd@mery 311 470
appl Pt on vebdiaeh s BRadii’ S BuR el Bl 40 (SHRiAD fom chf
appl i cati on VaeRt¥H g WMo spRuifiet sbcthnafor Hata AogideAdYing Harisfrsd o6pReat devikee ci ted
and/or from the date and/or the time and/or said duration of the session.
Said log-on software also produces a public ephemeral module n, a public exponent
v and at least one pair of ephemeral public numbers G, and ephemeral private
25 numbers Q related by a generic equation of the type:
L G=Q " (mod n) or GxQ ¥ = 1 (mod n)
Said log-on software also produces a unique ephemeral certificate, in signing, by
means of said private signature key of the specified user, said session identifier data

Id and said public ephemeral module n and as the case may be, said public exponent
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by reference. In the case of the present invention, said proof software
acts as a witness, as understood in the GQ authentication protocol. During
t he session, the nethod according to the,invention furthernore conprises
the 20 step, for said second conputer deVice, of launching the execution of
a verification software program opening said epheneral certificate with a
public key associated with said private signature key, and of extracting,
fromsaid epheneral certificate, the session identifier data Id and said
publi c ephenmeral nodules n and al so, as the case nmay be, said public
exponent v or said epheneral public nunbers G 25 Said proof software acts
as a veri fi eryonspidephemerabpabliciupibers€) aut henti cati on protocol. Preferably,
in an alternative enbodineny, he q@thod.according to the invention is such
that said private signature &é&‘b 5fﬁm?ﬁecified user is located in a
crypt ogr am copftai thethgldh Sitisél ahd fHEdughOGPME ALra€ieN iof the sebsidrl) thecé@@Butivh dfhi s
variant, the nethod =~ 3 according to the invention furthernore conprises
the step, forthedogion saftwase isslisablede, of deci phering said cryptogramin

i npl egentin ai.d personal identifier f,said s ified user. P r abl
T e case. oP iR iR SoRdftd € Bt iRk WERRT (el G Wl Rey 5
of said speci édrshtéts@videStol Rt dsaid) sacondy Bdrlita GRS, aihe ethethBd SofMBIRD! Y
card held by said specified user. In this case, the nethod according to the
i nventi on f urinventinrcemposgsithessiep, foysaidisperifiqdgises of dpusghing thecaeension of @f

i nserting sai i . (g j 1 aid
first cogputeglro e%?@é#g ﬁggwgéﬁ%ggggf%ﬁgﬁﬁgPhggggé%%égﬁﬁgggﬁgfﬁ%ﬁgﬁéention
furthernore cesifidateethréugit &8, cohiunscationd aGwoik, 16 thokéovad econPuted elelvipbier i ng

sai d cryptogram by inplenmenti ng said personal identifiers of said specified
user 10pr ef er ab#i§ prqof seffisare praduess psess that play & par i the implementatianf a 2e59-d

private signa I clfle i iLhed with signature

al gorithns i n%@%ﬁ%ﬁﬁl&%‘?%hﬁ%ﬁlga %{S@é%ﬁ%&éﬁggqgg . In the case of
this alternat Zsro-khowiedgenSQ authérticatdnmechhhisms havedbeeg descritied inh nive pateian
furthernore conprises the ste for, said specified user, inserting said

. . of
menory card i BP&® 3EnhiQ Bldhe PLdapplication NOQUd06946: nublished on; 105 Aug 2800t er
device. In th « Ll t i i t ding to
the inventi on&lfuréﬁgp hc%@'ﬁ%r%@@ﬁ%bgﬁ%g% or égélg@lzggq gﬁ&lgge??%r e, of
produsi ng sai sbptipdtioneWal 00/d6947 pubdisieed on 8X Angt2000 Thest docgments are eitegor i t hns
i npl enmenti ng saivgeézo private signature key. First alternative enbodi nent:
case of a Py 4Gt hent i cation protocol Preferably, according to a first
al ternative ebagi 8RBtorthe tpiGeht" HFBHOAN said TRodeLdtMhrd Sicts R! £TVRRERT dsn the
case of a GO type authentication protocol.” In this case, for the 25
product i on of usdgrstioqaiib thecGQphthenticatiompedtdcol. n, sai d public exponent v as

well as at |east. ope pair of epheneral,. bl.i ¢ nupbers. G and epheneral

i vate nunbePuries e BRion e R B e SueH L ROFGR FUPEREDEE - ¢ ne
stepogf setti gep,thesardbdédn®torfipiter RVRE, oF 1BXRAMENthe executibM Of At RFifieftiohandom y
choosi ng sai d public epheneral nodul es n, 4 - the step of choosing m

ephemer al pr i softwargprogeans opening said rpphemerplecestificpteowitlic armybli¢ Ky sssodiaghener al
public nunbers. G hy obtai.nin Lt he f.the neric, equations.. The
bpheneral cor Vit Fs AV B Fik M of e filisnts bl SfqrealiCrng

exponent session identifier data Id and said public ephemeral modules n and also, as the case

may be, said public exponent v or said ephemeral public numbers G.

25 Said proof software acts as a verifier, as understood in the GQ authentication
protocol.
Preferably, in an alternative embodiment, the method according to the invention is
such that said private signature key of said specified user is located in a cryptogram

contained in said first computer device. In the case of this variant, the method



5 v and the epheneral public nunmbers Gto the session identifier data Id.
Preferably again, in the case of this first alternative enbodi nent, the GQO
type aut hentication protocol conprises a proof nmechanisminplenmenting said
public epheneral nodules n and said m epheneral private nunbers QG to Qn.
Second alternative enbodi nent: 10 case of a GQL type authentication
protocol Preferably, according to a second alternative enbodi nent of the
invention, the method is inplenented in the case of a GQL type

aut hentication protocol. In this case, for the production of said public
epheneral nodule n and said public exponent v as well as at |east one pair
of epheneral gubdding todwlisventith furtheandre vemplisgsrthe step, fob saidi hdgeors scfiward)e

nmet hod further conprises the follow n teps: - .the step ,of, settjng.the

val ue of sali dofpﬁﬂ&mn@&%ﬂmpwam inHEplamenting sgid Aerops gdenifigrsephadiér al
nodul e n by iRy yiepd at least two epheneral prinme factors such that v is
prime with each epheneral prinme factor mnus one, 20 - the step of

produci ng t hePrefenabhy imthe pase ofcanotheb eltesnafive ymbbdimatpbdid ptivansighaue kepssage

m, of an RSA signatyre stapndard format nechanism . G= Red(nl), . - e step
of deferminin Sﬁ‘%ﬁ"ﬁ)ﬁ?‘%‘_‘ﬁ?&ﬁiﬁ’ﬁﬁﬁd 19 agpyptpergim codaiged inp 'P%mé"ym)ﬂq h‘ﬂ?ﬁ gyof each
ephener al pr'%%?eﬂﬁ& ulern Fﬁ@gase,'mé hfemoh 9Bcdfing & %{}&F&Pﬁgﬁx@ﬂﬁ&ﬁra'

2 y by r publ'i

private nunbers especl a al sing 25 the ephenera c nunbers G
to the power aimjrises fhei step, dor xgid repedified weatybh imsertmgdsaid nEneoty cardg ima f
epheneral private conponents Q. j ,of the epheneral, private nunbers Q .
The ephermer al MEGPE, 478 deader assdialed MWD S FHL COPRBIFE S8V Ctro b S FsGnite: pe

public exponeptmd aE&)r%ihg ngéhﬂ&ltioq%fthérhﬁfe 8Ghpridesd 3 tﬁng €6 saill NogBR Case

. . to _
of this alternative nbodi ment, the nessages m t need ahy speci al

prot édti on. Psoftfaareaiof deciphering eaid asyptogram Hiysimplementing sdid gersema identifereQ 1
type aut henticatipon ﬁo ocol conprises a proof nechani sminplenenting:
ei ther said pUp¥ Ps% EM%% nodul e n and said mepheneral private nunbers

Q to Qn or pREribIERNERAR oftdrolRr hRFAANS eRbodiMent! sfd F;Sib%el ﬁgﬁ&ﬁﬂﬁ%ﬁ@ modul e

n=pi x . . . x pf,”the nxf epheneral private conponen to Qf,m and
the f-1 par anef sidspsfified aserpih sorfingd with sigrature algeriduesy in.a Manery card beldat i ve

enbodi nent : case of..a t aut hent i cat,j on..prot ocol Preferaply,
accordi ng to_lé)\y tH rsaecéﬁ?de%t i é’gﬁ?rr%a(‘?%lioﬁethis %{‘n}aﬂ_e F’ﬁ'\/g%‘ﬁ??'bth&et H@B‘ﬁé_t hod is
i mpl ¢gent ed i gecbfiengte B iBbentiofdRiithebtre 2bpRdE: kHeatdpOfor RAispecified hser,tofi S
case, for the production of said public epheneral nodule n, said public

exponent v asinsgsting saidmempryscasd ieghewemony cprdbrepder assasiated @ithngice firséner al
private nunbegs, G r@e&?&.nlﬁ tHecadd GAth Al AR e UnbSERhe, 1R dethdd\RciBigqd
& TRE o1 Tow ng step

further conpri’s S:
the invention furthermore comprises the step, for said log-on software, of producing

said ephemeral certificate in executing said signature algorithms implementing said

20 private signature key.
First alternative embodiment:
case of a GQO type authentication protocol

Preferably, according to a first alternative embodiment of the invention, the method is

implemented in the case of a GQO type authentication protocol. In this case, for the
25 production of said public ephemeral module n, said public exponent v as well as at

least one pair of ephemeral public numbers G and ephemeral private numbers Q, the

method further comprises the following steps:

- the step of setting the value of said public exponent v,

- the step of randomly choosing said public ephemeral modules n,



- 'the step of setting the value of a paraneter k enabling the conputation
of said public exponent v of the v=2k type - the step of producing a public
epheneral nodule n that is a product of f epheneral prime factors n = p, X
p2 x . . , x pf , f being greater than Br equal 20 to 2, - the step of
choosi ng m epheneral base nunbers g,, preferably small, especially smaller
than 100, enabling the definition of the mepheneral public nunbers G of
the G = g¢g; z type, - the step of producing the mepheneral private nunbers
Q, especially in 25 raising the epheneral public nunbers Gto the power of
the private exponent s nodulo n, and/or producing mx f epheneral private
conmponents QL, i -of thelseeprof elpdosimgma kphemieval tpeivate mbmbers Q, to QThe ephener al
certificate relateg the public, epheperal dule n to t session identifier
data 1d. Indeed,” t SFﬁBr?gé?mR“t a Ephﬁfnﬁgg@“ﬂl?n‘ﬂ'é’?@rbgetﬂbo g lany 6
speci al protectiongs Rk El%’ii%l%h\){atﬁ')ﬂéi n, in the case of this third alternative
enbodi nent, the GQR tyge aut fenti cation protocol conprises a proof

mechani sm i npTherephicimernl certifi¢ateerelateaitite publit epheaeisd modale mtidyjublic exproiestai d m

epheneral private nunpers Q .10 5 or. the f eph ral _prine factors pi
tg p]tngof tE\e §_ﬁﬂ‘$m§|‘8 e @?H“QII?IE“’B%G.‘OFM.SCW%‘,‘,Sglltﬁg?ﬂﬁI‘gpherrer al pri vgte
conponent s @Heféﬁbl?;aéeﬂihaﬁﬂmk%sé of tRSIASEARNOE ehibBdiflRhe RS @%(52%15&939

remai nders. The 1 np ntation of small-sized ephemeral public ers G
and ephener al adtbengicatioant protngnb eompiises GOpropd eneohahiemt implamenting rsaidopublie, usi ng

t he Chi nese renmi nders t hod,associated wth RSA t | Q- on protocol s,
makes it possPBIEera modileyland {id m ebemerabirviie e i 9 %vel y . the wai ting
tinme of the users during each Rh@%8 aBérnaitédrBoGRdnk.0on of their personal
conputer by the servers that they wish to access, in a ratio of one to

hundrl®d as conpared wi th wrase offeGOlaxpedutiantcayenpratécol5 t he met hod had

i npl emrented RSA.tvpe protpcols, achjeye this result wthout the security
of "t e aut henPTRE G ReBiER b 2 se5SMb AFRAFE e atimens o B, nifino e
snal | -si zed eﬂi&ﬂi&ﬁ@'im?l_@:hbﬂt@d MARB Rhase JP @GQl&W@ﬁIﬁh@hc&foh\ﬁé@cau niaeths during
sessions of short duration. Indeed, 20 firs , for conparable conputation

capaci ti es of ceerfonthe@rdustion efisaidpablie ephsmeral moduigindad said publig expaghetr t han
that of the RSA | t - - i
| arge-si sed py oy SPRRERkas opEFEEDF taherld ol AuRErs HOMY bRl Brvare

certilsi cat es nwemb&s Qqaranchdd Rrter dofgprisddahs RIS epsfinally, the epheneral
character of the small-sized public nunbers G and 25 private nunbers does
not gi ve fraudul-enthestopobseitingthe valge ofwicubplic gxpasentiveve t he confi denti al

mventi on can be ulEquRe MRt SRR MRS B TAREAR B otk
conputer during a spieaietah pingt fadtolesnichahitev ishpsmpevidpeath ehometat prifteom
several servers. | %acitof'mqg&s orlllg’cessary for the user to nmenorize several
20 - the step of producing the ephemeral public numbers G by the application, to
a message m,, of an RSA signature standard format mechanism, G= Red(m,),
- the step of determining a private exponent s such that s.v — 1 is a multiple of
each ephemeral prime factor minus one,
- the step of producing the ephemeral private numbers Q,, especially by raising
25 the ephemeral public numbers G to the power of the private exponent s
modulo n, and/or producing mxf ephemeral private components Q, of the m
ephemeral private numbers Q, .
The ephemeral certificate relates the public ephemeral module n and the public

exponent v, to the session identifier data Id. Indeed, in the case of this alternative



passwords. Nor is it necessary for the users and the nmanagers of servers to
have | arge conputation resources in their personal conputers or servers.
System The invention also relates to a system by which a first conputer
device, such as a 5 personal computer, can be authenticated by at |east one
second conputer device such as a server. Said conputer devices are
connected to a communi cations network. The system according to the

i nvention conprises elenents to carry out two phases: a phase in which a
specified user logs on to said first conputer device for a session and a
phase during the session as such. 10 1. During the phase of the |ogging on
to said firstemnbmriimes: thd messageson, do sy seddfany dpectad profestionr ry out the | og-on
phase, said first .conmpuier device co ises.a log-o ftware, program
Pnatal | od on BRIty By g Gass, HeihisIsRHORG, SOPRGMERB DT G oY RAbRLgion

sof tware pr 09Bﬁ%cbﬁcdn?ﬂ#ﬂ@ﬂ?ﬁo@b’m&&ﬁnﬁﬂ%?ﬁdn%ﬁﬂéer, when | ogging on to said
first 15 conputer device for a session of limted duration) by the
activation of *eitheosdid publigrephemeralpnodwdd h yndssakdopiepberoeralfprivatedumberstQ ctonput er
device, and by the introduction, through said control unit, of personal
identrfiers, »particular a password and/or a fingerprint. Said personal
identifiers mafené feptRaRtdpAmeTait8 pKiof)8f HidQphérhdralohodiad ﬂ:ys&!i ikegl user
and access a private signature key ot said specified user. Said first 20
conput er devi the mxf ¢fhemenal privatmpoernpanents Q st tocQppandathedn! parameters ohtheol | ed
by said | og-on_soft e, to praoduce session identifier data Id, especially
fromdata fore?iﬁg}?ﬁ%q‘?ﬁerteﬁ Bréci fied user and/or data for identifying
said first conputer device and/mgrddiemdibeeiBédmand/ or the tinme and/ or said
duration of the session. The first conputation nmeans, controlled by said

| og-dB software, furthernorasgfada@? tpeaBthsusination pptieapér al nodul e n, a
public exponegt ;v .and at .l east .on ai r. of ener al, publ i.c mber.s .G and
epheneral pri egeéalﬂ&.r?ﬁcéqrgm ?? 3&“‘@%1 Bi?hyae %ﬁ@?‘g&eﬁd‘&?o%?f‘%f‘%ﬁé“e e: GHQ
" (mod n) or (9iRplembnlciDlthe)cadd6f 4 GQF type Aibmichih proosl. @QRis'casd, est by
said | og-on software, furthernore 8 produce a uni que epheneral
certificate i thegregvctien ofispidauhlieephemersl moguleynasaid @u@mwmeméwsmeﬂtaﬁe
specked user) _sai i i L i i.C~€ ral
modul e n and & f‘gé)?géis%&e&?rala?gﬁgﬁ%%l’l%&%% iebﬁgﬁo%r@?%tgﬁg@&ga@ﬂg@gﬁgmr al
publ i16 nunber grefiei than bt equBltbi INthe infsthaifarhertomptisksithe ollowingRteper devi ce
furthernore conprises disabljng neans to disable the_execution of the

| 0g- on sof t war e,” afesteprofseiting tes, valus ek 2 Rammstss o grablipg the, compuiatioroft ne
session. Said firsg,; i L 4k re conprises a proof software
programinstalled ad&@%mfgtaes%orgﬁeﬁs?ﬁg%%%t devi ce. The execution of the
proof software i-s theustephefdprbgucing d papbc epheettral spodulednrthatgs agprddse fifon
consi dered, at |east duri na tf%e first connection L?.sai d first co Hter
device to each of SRHCHCEAlPHMg RN B "d%zxffce§,l’fb§ ing sxeRfer fham ogipaial o
conthgl unit, espegjally a keyboard of said first conputer device. Said
first conputer device furthernore conprises first conputation neans, 15
controll ed by sai dthersief of ofhonsing, mf ephemlaral dhass ewimbatsi gn,prefbrablyg smalhe
conmmuni cations network and to the ond, conput er.. devi c of said epheneral
certificate and fo?smﬁl%'pf@aﬁféttﬂ%ﬁﬁ(ﬁ’ WB@?&%&@"&F%O thea ea‘ﬁl*f’“f‘:ﬁ@

i mpl enent ation of puHRMANPEAW; FER QW feRpecati on nechani sm especially of
the GQ type. Said proof softwdre programacts as a w tness, as understood
in the GQ aut hent i hatstapnofpproducing theom cphicmerab povate awmberseR;, chepacidly in

furthernore conprigses veri fication soft rogramdnstal l ed on said
secotralg conput er de{ﬁsé'%,gatgﬁﬁpl}egﬁﬁa?mlﬁlbc %‘&?\ﬁsﬁ‘% &Sgﬂgﬁr?fh@e 852‘(9%%98“&& sai d
verification sof t vahRdRloOf) aAdor PRHCIAL GPRT <HRETASHAE privhRY EdiRpdniehts BT Natr e
conpri ses second conputation means, controlled by said verification

software program them eghemersgpvateinuphess@r.al certificate with a public key

25 associ ated.w th sai rivate si ture.key and .for the extracti.on, from
aai d_ ephener aFte P ARncRh e Rle? OB SoBi Sy BodSR. B treafeidh: o
publ i ¢ epheneidahtifidp dath €d. Indeed, the Msmbedk dnb@he ASusORUmMbErs g5 ab HoPadeldi sy
exponent v or said epheneral public nunbers G Said proof software program
acts as a verifier of the GQ protocol. Preferably, in an alternative

enbodi ment, the systemaccording to the invention is




9 such that said private signature key of said specified user is located in
a cryptogramcontained in said first conputer device. In the case of this
alternative enbodi nent, said first conpuier device furthernore conprises
first conputation neans, controlled by said | og-on software program to
deci pher said cryptogramin 5 inplenenting said personal identifiers of
said specified user. Preferably, in the case of another alternative

enbodi ment, the systemaccording to the invention is such that said private
signature key of said specified user is |located in a cryptogram contai ned
in a nenory card held by said specified user. In the case of this variant,
sai d syst em f spetiabpmsciéonconpri ses a nmenory card reader associated 10 with

said first co ter device, . in which.sai eci.fied user inse aid
nenory card. %?ﬁ%r?ﬁ?‘?’ inthgy CF‘séea%é{}]‘_‘Sc@‘r‘f_gr é@@?hﬁﬁﬂg‘)‘?’@fm& HE F’@ni’fp& of
data between mn&tiaafmwots@dldoﬁﬁﬁsegalpebomesﬁq:mmsﬁlaﬁemgi ce. In this case,
said first conputer device furthernore conprises first conputati on neans,

control | ed by eithedsdidpubdic ephemexalmeoduteonjandraid ro eplaemend privatainumberg §2,dgr am i n
i mpl egenti ng said personal 15 identifiers of said specified user.
Preferably, iHKmthe case of another alternative enbodi nent, the system
accordi ng to  §ahé PYstRireRdl ptifhe Fattdts bdip, 6AiHe ephémi@hlemsduldak W, & kex ®f said
specified user is confined with signature algorithnms in a nenory card held
by said speci theaunxfiepbemerahprivate eemponents tQy stoaQi candatheiel patamgterseot thesai d
system furthernore rises a nenory card 20 reader associated with said
first conput e?Pq’g&‘if‘ﬁg’m)ﬁeﬁFRﬁm‘ﬂe‘éai d specified user inserts said nenory

card. Said memR¢ ¥mplementatRRdef s@alBized @phdiRalSpublic rfuitbets BNahE re?l%fméilzﬂt a
bet ween said nmenory card and said first conputer device. Said first

compdfer devi pavatemumbersipr@Q dupguthentcation proteesty wsiagitem Chingsesremaindersol | ed

by said |l og-o twar. r.ogr g i . Al certificate in
executing sai g‘egﬁgﬁé%%ﬁﬁtgaé‘g&a@&)rl %‘r’%@ﬁ‘%ﬁ%ﬁ%ﬁ'ﬂ@%@a@%ﬁﬂ?‘vate si gnature
key. First al &gdoad the evozkibaddi i@ Ndorreltiecdy, ahe waiGtignd thuibdeen Gl eh
protocol Prefer ab[é)}(, according to a first alternative enbodi nent of the

i nvention, thBhasgof apthenficatinn ofribeir ersenal comptesty the sgrvexsthatytry wish to

aut henticatio ot ac0l: t.hi . i i d
ubl i ¢ ephemsriror o of ShelD ynBRAR chifparkd G v Bep SHEld AR BeaP B
ephensral pubtheenethoddiad smplempnted BSA®peapropcolsat e nunbers Q said first
conput ati on neans caontrol |l ed b¥ said | og-on software program furthernore

conpri se mean%adgye His regylt withutt the) sgeurgy of theputhiestication ppsdindheing lowered yqomi y
choose said pyb H@%ﬁyﬂ%’%ﬁh@ﬁ om%-%e@ephég%ﬁag %Eﬁﬂﬁcy n%ﬁ?? ;(} Thé B !

private nunbers conput e sald ral nunber s by
obt ai ni ng ei t pevatohurhbers denmey sessiagwdishahduratiéh. The epheneral certificate
rel ates the pﬂ\%'ﬁédﬁ epheneral nodule n, the public exponent v and the
epheneral pub unbers Gto the session identifier data Id. Preferably
agai pg in the caseffly,! firScotrpafibleabdiiton @pSHRR U BRtumveonCaR Qe
aut hentication protocol conprises a proof nmechanisminplenenting sard
publ i ¢ ephemeral nputdcels providecsesurityl highegthamibataf the RYApeotegoihers Q to Qm

protocol Pref or dol SFooE AR s BhE duBiaR dragsid PR EBhIT B B ¢ ne
invention, the sysiosenérteithiéphembiabebriificatddds fidt asceNibla diFidglthé YRSions,
aut hentication protocol. In this case, to produce a public epheneral nodul e

n, said public expbnally: the ephemeral chazacter 26 the, smplksized pubdisheyrabess Gandi c

nunbgrs G and ephener Lva r id first.c u i gn. eans
cont ?él | ed by sai dﬁ‘%ﬂl lﬁﬁ%&&%(@(ﬁ rH(t!sat \%o%arugﬂ%eﬁﬁ?égﬁoé? ert_émggg?%? i%r%egﬁs to: -
set the value of smie@offitlehiial dacsFnetic GQ authdtiestivngrstabsls.ephemer al nodul e n
by multiplying at | east two ePherre.raI ) o
e method according to the invention can be used to identify a user using a
specified personal computer during a session and authenticate this personal

computer from several servers. It is not necessary for the user to memorize several



25 prinme factors such that v is prime with each epheneral prinme factor

m nus one, - produce the epheneral public nunbers G by the application, to
a nessage nil of an RSA signature standar,p type of format nmechanism G=
Red(m ), - determne a private exponent s such that s.v - 1 is a multiple
of each 11 epheneral prinme factor m nus one, - produce the epheneral

private nunbers Q, especially by raising the epheneral public nunbers Gto
t he power of the private exponent s nodulo n, and/or produce mx f
epheneral private conmponents Q,j of the m5 epheneral private nunbers Q
The epheneral certificate relates the public epheneral nodule n and the
publ i ¢ exponepasswords.oNords i mgedseasy iferciie jupgre and) theamanagers f seBvers tpehayessages

hi s second aePrmpRGBo Dies Bl eibeneobdbebhplich 438l i oo on

protocol conprises a proof nechani sm iSgstenienting: either said public
epheneral nodule n and said m epheneral private nunbers @ to Qi or the f
ephener al priHie insntion glsp relaigs fp g systern hy vdpeleadirs compuigr device, suchyas a

pf, the nxf e ral IV ] : =

Par andt er s of MR LmpRick eBh i BRHRRERY By ot tedse bt b BRbulef ooy

enmbodi ment . casesefler. aSdPorhpiitér devicbeirt cormedtedtod einpamticdtiofs aEtabIKY The
according to a third alternative enbodi mrent of the invention, the systemis

i npl enent ed i fysteAracsamiingoto the dryentigrp EOTADILES SIGMSAS; 19rcapy AW WP Phasest i s
case, to 20 p e A i I | 4 ngnt. and at
| east one pai éﬁg#’&egﬂlgﬁégg{e C(}%u ﬁ%g%rﬁr%le@ guigqéugn%cogndﬁ‘g&mdfglfg}é#%vge{aéoﬁunbers
Q said firstamdenphateadiring thesssiotansuchl | ed by said | og-on software program
furthernore conprise neans to: - set the value of a paraneter k enabling
the &@nput ati oh Luringthephaserf e togsagnpdesgidirgicoppaerdojiceydespecifiedduce  a
public ephenmeral nodule n that is a progyct of f ephemeral prime factors n
=p, x p2x . . . x pf , f being greater than or equal to 2, - choose m
epheneral basEo ranpeaus the log-ar phaseakdig fasmkcdmpwepdeviad cymprises| ®rlog-ban 100,
enabling the definition of the mepheneral public nunbers G of 12 the G
= gi 2 type, -SOS‘N@&E@%?HH“W‘&?% F’S‘p‘HWP&FCé dRYifpe e esecutionfdhe jagy i n
rai sing the egNeygfaad i is 1AHEIRADLY the §RcitiB uRPWienbadidlEoRtd YA firg X PONENT
s nodul o n, and/or pr%d#ée lmx ep erreglfgfl lpr?vdteegorﬁ%%%ts Qﬁ‘?jﬁrof the m
5 ephfneral peammiter daviodfor 8 s€ysion of limiteg denatiora by dhe adtivattmt of a ednfrbbsenit, he

ublic epheneral .npdule n to.the.session identifier data Ld.. | ndeed, the
unber k- and EAEFiDykea oo LT S Chanansr dheks 2ad B dibioRasicpnyiBEREh 0
F;g‘;er abl'y aggid.cohfiolt Ofit,C8H Ei)ei%t)nﬁlhi&nﬁﬂfﬁrﬁdinalphﬁi%ﬁ‘lﬁlt 'aV%aﬁ)W&ﬁfi'd?iﬁf&1 at he GQ2

fingerprint. Said personal identifiers make it possible to check the identity of said
specified user and access a private signature key of said specified user, Said first
20 computer device furthermore comprises first computation means, controlled by said
log-on software, to produce session identifier data Id, especially from data for
identifying the specified user and/or data for identifying said first computer device
and/or from the date and/or the time and/or said duration of the session. The first
computation means, controlled by said log-on software, furthermore produce a
25 public ephemeral module n, a public exponent v and at least one pair of ephemeral
public numbers G, and ephemeral private numbers Q related by a generic equation
of the type:
G=Q " (mod n) or GxQ " = 1 (mod n)

The first computation means, controlled by said log-on software, furthermore



10 authentication protocol conprises a proof nmechani sminpl enenting:

either said public epheneral nodule n and said m epheneral private nunbers
Q to Qi or the f epheneral prine factors p, to p f of the epheneral
nmodule n=p 1 x . . . x p f, the nxf epheneral private conponents Q,| to Q
f,mand the f-1 paraneters of the 15 epheneral Chi nese remai nders.
Description The invention conplenents the existing services and their

vari ous devel opnents. It is a software brick that provides a novel solution
to the problens of access control in virtual private networks. As is shown
by the nodels and anal yses, the workl oads are 20 reduced by two nmagnitudes,
by a ratio of produce atunique epliemeracedificptairsigning, bytrheans esaid privite signatuie by

presently known roac ;. furthernore, the rkl oads .hal ance out , .nanel vy,
Phe toad’ r eq Pt b soshsg e 4t searngueier i i BRRE popls SoRierat cat  on
thus making ifofQe i Ak s IRERY haylielUdid publieeskpbieat von s lepRGheriSHilbiici N a
sinple away. 25 Fromthe user's viewpoint, the invention can be summari zed
in two phasesnunibets §5;at each | og-on, the personal conputer nust (re)start

the follow ng: - producing hemeral modul e as well as nunbers needed
f or tﬁe subsequent running ?2@3@5%95@“?& o- knowl edge protocol, -

produci ng or fifl &t dnpul® deviesl terittepfio§ coniprR@RBIME H&int ith IdAbR MY Neans
13 of the user's private key, especially an RSA private key to relate this
epheneral nodeNeeuttan of geslogreni safweater aftesttheologeit phasq, Myroughouhthetdveationofi on, at
each access tﬁ resources through the private network, - using an epheneral
certificate ang &iEMh edge of the deconposition of the 5 epheneral nodul es

ina GQtype gg8d ﬂrdﬁB&%&éﬁ%vQé%xﬁféﬁhoreEbﬁ%ﬁsé@fa pRbdf)sofiR AR pRoghhm hdkdleds are
(0]

needed on what is: - a session, - the problens posed by access control in a
vi rt 48l pri vaersaeé fins crmputer deviges ckhesexpeytion of theegreobsnftware is lawnshed byl em of

Suppl oment ed. 1 dpigdh ot URARY g BRSICR: cdibtBfeat R BB LB BN RE Roa
and GQ zer o- kesnk@ide ®f b46 First wﬂputewdemeweaaﬁ@embnd)éorgﬂggerc&we@ pgndi ng

wor kl oads. These introductions nake it possible to then cribe the
i nvention in degetjvation of a contyel unif, especiallyi akeybaard of said first camputar dgvies; a user

for a limtedshgr FOd Ofmhd d&ﬁcegffrimﬂﬁ#%&r cﬁﬁ%h&e% Q" cSHATG dndafif, SOnal

conputer, a personal organi zer, e te ofe or & Subscri bar

t el etfsi on degunttelled Aoy esaid oprocf isdftwhief | fod hijle v diskemifatipnecdgouph dhea: -
data for the identification of ?lljtlfge conput er device and 2Q - user identifier
data and - a $URYMWHCAONS nefigrk Angs to, the secqndncompuier deavich iobrsaid spikEW™ or t he

sessi on. certificate and for the production of proofs that play a part in the implementation of a
zero-knowledge authentication mechanism, especially of the GQ type. Said proof
software program acts as a witness, as understood in the GQ authentication protocol.

20 Said second computer device furthermore comprises a verification software program
installed on said second computer device and launching means to launch the
execution of said verification software program. Said second computer device
furthermore comprises second computation means, controlled by said verification
software program, for opening said ephemeral certificate with a public key

25 associated with said private signature key and for the extraction, from said ephemeral
certificate, of the session identifier data Id and said public ephemeral module n and
also, as the case may be, said public exponent v or said ephemeral public numbers
G. Said proof software program acts as a verifier of the GQ protocol.

Preferably, in an alternative embodiment, the system according to the invention is



There is no reason why a conputer device should not have several users or
even avail able on a self service basis; however, at a given point in tine,
it is under the 25 exclusive control of ?.,e\\n singl e user: on each conputer
device, the sessions foll ow one another % t hout overl appi ng. The conputer
device brings a session to a close for one of the follow ng reasons: - An
explicit action on the part of the user to close the session. - A detection
of the absence of activity on the part of the user. 14 - Exceeding of the
maxi mum dur ati on planned for the session. - Explicit action by a user to
open a session. - Problens due to access control in a virtual private
network - i n ssohyanyaidptivae signatird &eyof shidaspecifisd asdrliy locaed éaa icnyptopuarher  of
access controls, .and this raises 5 a proplem Here are a few exanples: -
When a speci a%qniaineddn seid firstecomnptes dF‘é‘&%e&\ 'SCP?%rﬁféB’ér?ﬁ%mFtb‘?e q‘ﬁ’@ﬂﬂ&“"eave,
it nmust ident] t Bigel e . e rtj ar
procedure w t%ﬁcgmﬁ?ﬁ io\i;l}%gfjegl gﬂg&akses\?\L/%)rrigh ghﬁ?\%we?gﬁ{llglegegggf cﬁ?lgatg)?ngh%lr{%

great |y increamtroliedvby hsaid dogdnr softwaess pragran, ¢ deciphel haid bgypiogramwiih hout

any great 10 care to uniform zatjon, The high rate of increase of such
serviees is a‘W@%PCWQ&dQQH@S?‘EﬂT“{CH%ﬁ‘EEQ ?m‘isﬂ%'ﬁﬁ Uflers access a conpany

network by a piafekdbly If i Uast'Of Glbuicl Sikcfive! RURBIAAE hé thdtem ddfording to

i dentification I s done accor ing to a particular proceé re i th an

i ndi vi dual pathe mventiaris suchhbat darprivate signeturd key efxsaitbspecifiedbaserris docatetl 15

card giving a pseudo-randomof .tine. This, | card deyel oped anpd

commercl al Ly BAHBHREFOBGIER I 4 MEORSAEbEA Py $50 Sresthedobo s 1he6ns of

security, thessR vafians $&d sgé’téﬂsfuﬁﬁ&ﬂf&e Bsmilas ‘a’?né?ﬁéry‘%% re&dér ’é%#xi??c{lver S of
h rly stressfu

resources. Furthernore, t use of these cards is fa or the
user 1@t t he twitesaid firsteconglutep oviee, amiwhichogrid specified| user inserts saip unemorgevi ces

tected i i d by initiali i d ich al
il Brnt sty SEX oSt B somatsds bR ore e Heartet of Sam Hehetn ™ ©°
devel oped by §AemiRRKf 464 UhEsAd HHATRAIURS deViQd BXARRLE, S8 MRESRApEE Used

to start up Toshi ba personal conputers with a password. If a password is

| ost) a hard divisk firthermoteecomyrises ifisst romptation imeaps contealled rhydsdig lagkiing t he
manuf act ur er 0 has_ot her ssi,bilities of accessi the informtion
carried in th¥"4%Y PEeE ﬂpﬂectlwgesa CEQ’?EOEFE‘&HHi Wi@“ﬂ?‘@ge‘c\ﬁ‘ﬁf\wﬁ&“ nd
benefisti ng friaBhiErRedofuldpecifieduset.i ¢ key infrastructures are being set up
in which each user of the private network is provided with the pair of
keys: a pri vaPeferably,amthecasg pf anothes alternative jembodimnah thelsystern eegordingdges t he
public keys, ait at gt | at t.ach e t.car re
appearing to @F%@Fg@%‘%?‘%ﬁ@‘&% ??h%tggf}g{ntgrreﬁ%ﬁgfﬁf%ﬁ%_x?%@g&car ds
can carry di fwih sighatpe@ippitinesinanmerndie cardbeld Bsqaahshetified asawdhdhe cabbese

cards are al so capabl e of confining the user' private key and the

al gorit hns of of this alfernativecerphodipagng spid systemgfugthenmore, OMBrisss; 3 HemeefBded t o

i dengffy user :hn s QL : I : ' series
of obber vat 1 o shBRk U 3a R CBRRRE AL iR b AROT U Bl 7
here above, naidimgionctdardrBaid meaney batiwweaier ichmpfises| mewnsdor thehteansfer of
identification of a user, i.ey%ﬁfo eration testing a pgssword and/ or

char act er i st i ¢ batweqnesayd; acrpery gargrang sgidchirst epmputer eyige,  eqid dirsffogpuics
operation, a : I 1 } J devi ce,
amely an’ oper AT dutRRkey RRRRE At blAl: R ool MR Ml
execute its adoftwmare program, tdhprogecessaicbephentrit certifitae ineaxecuting \seidasignaipeci al ;

it ii not possli ble to lﬂool f he .Bas.swor.ds. T eé cannot be integrated into a
publ 7% key i nfeihms Impjementipg spig PrYalg SigRAISKeY: ¢ompn service of backgr ound
aut henti cation based on public KgRYSsieralive ebedmehiMi ces referred to here
above are directed in the sense that the roles are determ ned: the personal
conput er sets up proof whi césetdfie (A type aneberiticarion protocodany cases, it is good

that the personal conputer shquld be capahl e of ensuring.the authenticity
of the server'§ ra,b@sg%ogﬁpg ‘?ﬁgufr%t ailtgmﬁt“_fffe@ Bpenko ‘?Wivﬁrglophg‘f’ S¥lFM AR hi eve
functions up jifldnfémted’if BlcaflifAn0) 6pk At MRENGELHORREIS MAAhisCAED Wrahs 25

| ocated in the directory or the infrastructure of public keys, suggesting a
bal ance of the workl oads to be proven and verified. - any private key
residing in the personal conputer during the session is in danger of

interception by a Trojan horse; the consequences of the violation of an
epheneral private key are very limted.




16 - finally, even if the user has a chip card confining the private key
and use algorithns while its public key is in an infrastructure of public
keys, it is not good that, for reasons ?§ background aut hentication) the
user's private key should be accessible’to software prograns being freely
executed in the personal conputer. The user 5 nust have exclusive contro
of the use of this private key. Even when confined in the chip card, any
.private key freely used by the personal conputer during the session is in
danger of being diverted fromits use beyond the user's control. One
observation needs to be made: an effective and sure public key schene is

| acki ng. The produetion ofi said ipeblid ¢phemsml hiodulp me sdid public expenaitd andeat least

mul tiplication of, 10 passwords. and .progedures: a.uni gue password. [.S

Tt tached ro e DaicaE CRIETRIALRANISIPER & Sibrrgaersl il RyBRES thoat Bibses o
conpl ement  t henisaafiod MG QntRYE )by Kid SHBIBY %omareapxbﬁﬂ}n, Rigfhki@icte Wi th
an epheneral nodul e according to a zeroknow edge GQ techni que, especially
the ZK G2 t ewmprigeimeansite: i nventi on conpl enents the public key
infrastructures and fthe .i engntation of smartcards 15 confining private
key ahd al gori thmset-&‘%@}‘ggtlsﬁ‘gﬁ”tbg?e’ﬂ’é’%“t-‘"i n this menory, each user has a
pai r of keys: a.puhhdomly NocRE Said piblic\ephémdiilmodulés £xanpl e of pair of RSA
keys. The user's public key is: - either known to the resources and servers
that the user nustrandooaly shoost mhephemerabprivate numabess Qpiofdt,er devi ces

possessi ng and managi ng it wn directory. - _or else nmanage a .
speci al i zed di réctc(?&?,ugi Sﬁ‘[dzeé’ﬁﬁqlgaj I?lﬁﬁ nﬂ%ﬁ% ‘ﬁ%‘“i“ﬁ#@%ﬂ?ﬁ@%‘?ﬂsﬂc
avai l abl e to the ramonses and servers that the user nust access. The

user's private key is used to conpute digital signatures; it nmay be

| ocal@d: - eiTheephemeral certifisategelatas tha publicepheraeralmodule nithe publicovxabnesibnput er
or else in a 25 wn-mar ket .snartcar hch c. nj.gat it to the personal
computer 1 e i PFRE AR HERE G bE S ST AIGR 1 (N’ Uoer s
password; havprdbiy sgaRtiaithe Gast N thieFirst aiamaiver émbdditReritethe0B@D §pePUL er

t hen executes the signature algorithm and then erases fromits nmenory the
private key tavheniiqating Protgeql coamrisere p ol mechpnism implomenting &did epublic an

up- mar ket s ' pﬁﬁi i i . i whose execution
depends on pﬁ%"‘%@é@%ﬁ@l&on 0 sﬁ%@e&%&@%&ﬁé@’\]ﬂ%ﬁ%gg m of the
factogization and size of the Swond ffernativaeimbodimentt henti cati on schenes use

the problem of factorization which nay be stated thus: " - a public 5

nmodule n is the product of case of @521 %’H\baqtﬁff’ﬁ'@a’é@bﬁ’&“ﬂri me nunbers, that
is: p, s . . . : il i act ,agi ving :
p, < p-, henc%r:eélr'\dbwpa%g?&??ép? géc.olnq'ﬁ%kuser gfnglg@ lr'n%tc})% %29‘2 lﬁn%egw aﬂsu%J sone
years; it is systeinedd impleorented én theloase ofl 4 Gi(Hetype anthentjration protdcel s In ¢hiof t he
RSA type, then it conprises a public nodyl e whpse factorizati on nust remain
Soer et for - So o modhoe-d ponig Bheerth HOtHls BsSAit BRaicampane Il BOCRhdC | o
the @l | owl ngyk@gitlof Spheflerd? bENIR HumbeREG idephem f&!’gi@@dté drRbE {aRFPERLT 2z€d in
| ess than one yzy?rﬂ, %%te vm'rtE substmanti al re@gufce : Fa?:torirgz)gfi on met hods
find factors winpuation mé&dsbeorolldtheysisaid toig-arheoftwarel program fughepmeat er t han
512 bits; for_exanple 768 bits for four years and 1024 or 1536 bits for

ei ght years. SHPEFY™Mi#dPns are necessary. Today, each |ong-term RSA nodul e

is the product of gfhéWiud aCdafipublibewRMaftv, it woul d be easy to use three
factors or even nore, but this'is not the practice today for RSA

appl i cations. A-paireduse seidhephemetal megdulernidy muksiplyinghet leasirtwo ephemomt one
working day; it is called a short-termkey., The invention considers a pair
of eftheneral keys pﬁ‘é’éeet?c%?f:? %‘cﬁglbqttivds B %ﬁ?ﬁ@@pye&??}rﬁ%ﬁ fagf?rrmlgps remai n
secret for sone hqgpes. For the 20 short-term nodul es, a 420-bit size and
three 140-bit prine factors are appropriate at the present tinme; it is also
possi bl e to envi sdyeduge themphemeral publie nembess Gyt the applisation, thtpemesagsi mpnent  of
the size of the shorttarm modules.is. a aneter .that mu e,adjusted in
t aki ng account of q?ﬁl%R§Z\v%%r:%‘ﬁ%ﬁ&an%aféfyﬁggﬁé)w 8%%%16%15@“5?%{1@%?,261“ on; this
is a parameter thafeteffine Chprgge ekgufiefNs sdaly thd e nNaxta anlipldhat oadst be
taken 25 into account when designing the system To sunmarize, an epheneral
nodul e may be to two to four tines shorter than a | ong-term nodule. A
public nodule is always used with a public exponent. The characteristics of
t he public exponent depend on the schene consi dered. 18




- the RSA schenes use an odd nunber as public exponent, generally a prine)
especially v =3 and v = 2° 6+ 1. - the ZK GQ 1 schenes depend on the RSA
signature, especially with v = 2" 6+1. Wﬁt has to be done is to prove

know edge of an RSA signature 5 without ‘revealing it. - the Rabin signature
uses the public exponent two, that is v = 2. - the ZK G schenes use, as a
public exponent, a power of two greater than two, that is v = 2k with k >
1. What has to be done is to prove know edge of a deconposition of the
nodul e wi thout revealing it. 10 - taxonony of authentication schenmes and
eval uati on of workloads Authentication schenmes bring the two entities into
play. One entity pephemembpamefaoth mswoneated with the informati on. Anot her
entity verifies the proof associated.with the information. In.a word, the
VeriTying ent ity vEPRIGote; R P Murgerse Bl GTELrBl g BS0E BRe same
information. This lshenBraPhiftic dutib@das fo die poiveKst @ Prildle BkponBh 'f6lulo
threatening integrity. It Is necessary to distinguish between the operation
of the |egitimte provér pmducepsar at f cphaherahrivakt rcotponatsm@; | tof rthe am
forgery. Through an, operation of forgery, the intruder seeks to decoy the
verif%er wi t hout h%R;‘Fﬁ'ﬁr PRvate mbsrs Quenowl edge of al |l the secrets of the
prover. It isygd %enfepﬂtce&ﬁ'i,@atgrrel\éé& the! phibii! epiRittal h&IBCh AddStR puphke key
and keep it 20 secret. Static authentication - in an authenticat’ion schene
wi t hout i nt er exponen,v, tohthe pessiparidéntifivndats Id. dbndeéd; itheamessaged an,ada pott reed
verifier; the associ.ated proof is a digital signature of these data. The
verifier appl ?JQ'SSPECI?)llPB‘PtF%Po{)eri fication key to the digital signature. The
comuni cat i ONBrefdtdfly hgdhie iR MeC@kY 66 thid1SecdRd RItEAdtIe 2fbolidRne IS R Hipgnat ure
passi ng through at ‘each authentication. It is then said that the

aut héfit i cat i osuthenticationiprotossh coraprises a proof mechanism implementing's useful | ocal |y
to strengthen a.visual abservation the card, it is aften of n tility
at a di stance ?IWFB p lcﬁgl?%?% né(ﬁ@? 'h%n%t TﬁP‘EFF&’?P“P’%EE’H&‘?@eL{Broof
can be repl ang,. 19 Exanpl e of static authentication with RSA - The

foll owi ng scheme has been used in French bank cards since 1984; it is also
i n the internuentbnbephemeral prime facéms p oot olsthe gphamerdgaodyle vh@, &redk tbrcar d

501 Ol o796 SRAT ArbkaLaRaf Aibothaf & b Grabe ) Biimel; o e

si gnasur e schgiiemerabChineseatmyindérst he RSA type. - The card-issuing entity
has a pair of RSA keys. o The private signature key is the secret of the
card-issuing entity. It has a prirdaitenstivaemhodanefinonent s and a public
nodul e n. 10 o Each paynen el ; I erification key. It
conprises a public verifi Jga}e&ﬁ@&%%ﬂé%?ﬁ@e@%ﬁn%wggh f’)é nodul e n. - During
t he cust om zaPiefenably, recdrdingnte aehird dlematise tmbddiménttdfahe mserition, thé systemls) ,

each card recei,ves identificatio ta and an RSA signature of this data.
The RSA si gna‘tSdP‘Bfég’Fa 4 thejGasg ela bp¢ 6\“%‘6‘%‘“&%‘%&%@% Iiédgbs R CP

convezts 15 t i sl i ] . i ent ed
by 10 Tt oPBasaanbludicicphiialiabduic RATBIic Sxplich10aRl actkhEind BB 87 1) €
The RSA si gnatphememi publis mmmbters G aandueblemesil oprivaee numbgrsofQ,i maidgéirs nodul o

n; this nurrbetgomspultastiog b;[n%énr;egontrolled by said log-on software program furthermore

comprise means to:
- set the value of a parameter k enabling the computation of said public
25 exponent v of the v=2" type
- produce a public ephemeral module n that is a product of f ephemeral prime
factorsn=p, x p, x ...x p;, f being greater than or equal to 2,
- choose m ephemeral base numbers g, , preferably small, especially smaller

than 100, enabling the definition of the m ephemeral public numbers G, of



by applying the private signature key to the nunmber J; giving: S J s (nod
n). - During each paynent operation, the term nal obtains know edge of the
card 20 identification data Id and their . signature S which it verifies by
means of the public verification key. THE aut henti cation succeeds or fails
dependi ng on whet her or not the nunber Red(ld) is identical to the nunber S
v (mod n). ~ The proof is then a point of the RSA pernutation. The verifier
applies the public verification key to the signature, i.e. it raises the 25
nunber S to the power v nodulo n. To carry out the operation) it wites the
exponent v in binary node and exam nes the successive bits fromthe bit
that follows the nbeG,sigghiypé.cant bit up to the | east significant bit. From
a variable equal to at each, bit, it raises the variable.to the uare
modul o, then- i {ipAeep e FoehbgEEl PR eI FRFHEL (hdabuE 081 o by S
modul o n. When al | edrbgeRil P@oli&%‘ﬁﬁmb@ﬁ@td K POweN50thd YRS bxpdnBft &/Abliflo 20 of
the variable is the result sought, nanely: S (nbd n). The verifier's

wor kl oad t her ef or en,dandémdproducet tie xp €ibphemeral ipfivatetdomporento i ntof vthe Im nust
be noted that a square dul%\ﬁe res&nt about 3/4 of a nmultiplication

nmodul ©, that is: emeg?g%v “.'Rt?rs- For v = 3, which is witten as 11 in
bi nary node, {RE eMnleldl Sertficl WeRifes ahé PUBRE e 8 Rodl OV theD¥ession

mul tiplication nodulo n. That is: 1 XM~ + 1 " 1.75 MM - For v = 2 6+1,
whi ch is wri tidentifies data dd dadeed,0le mwoder 3Gad theymbhase nymbrend g, do met neediany er
execut es sixteen Pgor}ut%r es nmodulo n followed by a multiplication nodulo 10 n.
- That is: 16° OECHMh ~ 13 mwr Dynam ¢ authentication - in an

aut henti cat i OprefgiiyRgiih! i thelcaledstt thithird dieRlafe: Eﬁb&ﬁﬁleﬂtpﬂﬁe(}@eg'p%he
prover and the veritfier; each entity is alternately the sender and the
receilQer so aanthentigasioniprotacqbcerprisen a peagf merhanisnhimplérgensingr oof t hat cannot

be 15 I - fal j . i fii ' o hal |
Chat "t aken at fuiheis Boni <P oeir iR mid R Epient ook BB B B0 T

properties ofQthe challenge are nevertheless quite different between a
doubl et authentication and triplet authentication. Dynam c doubl et
aut hent i cat i ohorthef ephemgrnl primg §3etars poied; of the eplgmaraldhoduisie d, # 20%dhal | enge
produced at r i e re 1 Einally,
verifier asce?’? gﬁ’ﬁmsepﬁlﬁg%a{ %‘E%F’g@g’){né‘ 8ht|§ s%l‘t‘ftﬁla?zfma%%?@%?i lai)%rgﬁg&{ h%it e
chal ignge. Eagphenioml Chingse remaindére. uni que. This is statistically ensured if
the possible challenges are fairly large,in nunber. To ensure that the
message is known by the prover, the DSEIREQM nust depend both 25 in the
chal | enge andrgialdtiofe ﬁ@ul@eex?s%ge&ws LifCiheit VErotR delid tyt hen
ascertain that t e&ﬁgspgﬁ@gﬁfs truly appr o;grl@ate %% f%?%gc eaéflﬁlgrrlléﬂgss'alrt\d t he
message. An obssepftwaiednick dwtiprovieHa noredi solutionTth ¢heproblémsraf/adoess aonliraliin al
signature. However,. while the canstraints needed for the digital signatures
o STt e entirghprisA e IR oY e TERSS araTalyses psarorkioods e o
protegol is féﬁuéeﬁsoif o, RagnRidds! By Biratl G mbra&hsH 900 Hhes IcBMPhrdd SrithPthe
illustrated here bel’ow in a ZK doubl et authentication.

results obtained by presently known approaches; furthermore, the workloads balance

out, namely, the load required for proof is close to the load required for verification,
thus making it possible achieve mutual authentication between users in a simple
away.
25 From the user’s viewpoint, the invention can be summarized in two phases.
(1) at each log-on, the personal computer must (re)start the following:
- producing an ephemeral module as well as numbers needed for the
subsequent running of a GQ type zero-knowledge protocol,

- producing or effecting the production of an ephemeral certificate by means



Exanpl e of dynam c authentication with RSA - each proof has two nunbers
formng an RSA and doubl et: a nunber Red(chall enge, nessage) and a nunber 5
transmtted in response. The set of proofs is then a subset of the RSA
pernutati on. The prover conputes an RSA 13 ghature that the verifier nust
verify. - Wthout using the deconposition of the nodule n, and that is)

W thout using the prine factors, the witness raises a nunber to the power s
nodulo n, that is, it executes |oge n squares nodul o n, separated every
other tinme on an average by a 10 nmultiplication nodulo n. That is: (logz n)
XM + 0.5 ( log2 n) MM a 5/4 loge n MVh - In using the prine factors and

t he Chi nese renai nsfethe, usetie privarelsy, especidllgsan RSA pavatofkeql o selate this
deconposition of a nunber, an elenent, of the ring of the Integers nodulo n,
into f conponent s, Phemgrehwpdyle tasesnorddensificaiondatd.f or i ng 15 the ring. o

then in each i | t i P‘ltl@ali ulo p,

separ at ed eve@ﬁ%ﬁ%e@e ?%S%eaﬁl’oaﬁE%#%gé\%gggggqbu;&gkﬁu&ﬁqmﬁ? cat‘?‘gerﬁ‘ggn%dul o p, That
is: f (loge p) XMusing aPeghengeal portifibdte andl kddwledgyz ofrthbNecdmplsétibn éfhthe f act or s
have approxi mately the sane size. nce, each e('is about 20 f tines shorter
than #, giving: preRbexeralggdyles in tximer(%wﬂ. 85 PEfecolf j nal Iy, a Chinese
remai nders o i i Wi it.he ring of the integers
nodul o n fro%ﬁt&%te)f?Egéﬁggﬁgﬁ#g?ﬁsoﬁéegﬁkggﬁ#n%alf'oi s field. Miltiplying the

| engt h of the-amedsib by f anmounts to nmultiplying the | oad of the

mul tiplication nmodulo by f ., i.e. MW | f Z This rule enables the

| oad to be 25 HeB &H%é@hﬂqcﬁﬁ%?%tnqwuﬂé’% GEMOont + (514 | oge n
M) I f oz + %hsé?ysgﬁ '&hg&gmdet authentication - with three

transm ssions, a zero-know edge authentication is perforned, that is, an
aut hé@t i cat i onthepobblem ofitbeifacrosz@iniafign anthtrietinnodelaer t han the fact of

knowi ng th t; the. tarts by establjshi 22 random val ue,
then it compulBise SRpaRole &re, tieg ePRERMed ioh PRIV, oF e, auticdfeadon

chal | enge proguemes FompaitoThe (HEA Adie G)(Qo‘i%-k?ﬁmgé fe $Ewith @n

function of the randomvalue, the secret and a challenge; Tinally, the
verifier re- essessmentndshecomssprandingrworkloads.t he response and a chal | enge; the

aut henticatiopn is.sugcessful if 5 the t omy tents are identical and not
Zero. S noe. ¢ NG IHRGERE: ok eRihiin BBy S TR B Al T ange may
occunsagai n; it Sésivh -l séssih i RbME) eheRldby LRBERA d Sintited pefitEoMui®eh Of
possi bl e chal |l enges can be reduced to two. Two observati ons must be nmade.

10 - Wth t hraeommyesdryiessferoeremplezmparsans] eomputert a personsé orgasigere 8 mabie t he
nmessage i s kn he [, NS f transmtting t. QN nt, the
prover corrput%is%légn% érr %ﬁ@%gﬁgeraw]ﬁggléﬁggc &bt ‘% ﬁeesm(?}cl) 'lﬁ?{élﬁd gbﬁg%&?he

message to bepiateslbedsta:cat ed, the verifier the re-establishes a conm tnent
fromthe response and the chal |l enge) and then a_hash code 15 of the
reconstruct ed comméathfostheddentifigationof ths gempyteedeyigerdgdt i cation i s successful
i f bgyh hash codes ar QeidtRPliGahg for @ non-zero reconstructed comm tnent.
However, the triplet 1s always at the core of the protocol.

- alog-on date and time and

- a maximum duration planned for the session.
There is no reason why a computer device should not have several users or even
available on a self-service basis; however, at a given point in time, it is under the
25 exclusive control of a single user: on each computer device, the sessions follow one
another without overlapping.
The computer device brings a session to a close for one of the following reasons:
- An explicit action on the part of the user to close the session.

- A detection of the absence of activity on the part of the user.



- The verifier takes the initiative of |launching the checks, which it does
in practice by issuing a "challenge commtnent”, which ensures that the 20
two random draws, that of the wtness wgich proves and that of the verifier
which verifies, are effectively indepen ént . However, the triplet is always
at the core of the protocol. Exanple of dynamc triplet authentication with
ZK &Q - to prove know edge of an RSA signature using v = 2' 6+1, the

W tness conmputes a ZK GQ 1 25 triplet. - without using the deconposition of
the nodule n, that is, without using the prinme factors, the w tness
conputes o first of all a commtnent r " (nmod n) in 16 squares nodul o n,

t hen, a nul ti pli-caExceadingdiithe nraximur durativhplanned foethpeessienr x Q (nod n) in
15 squares nodul Odﬁ”ﬂﬂpn an vera%e 8 multip|ications nodulo n, then, a

nul tiplication o ICH aCHQ[LRY § WSCT [Q PPN S&SFIORNY + 10 MM ~ 33.25 MW~ -
using the prine ' r}@lrfg' e 10 nput es
0 gnfa conmm anﬁ%ﬁ%?&'ﬁ?&?gﬁ%ﬁtﬁzﬁg I&;—Zprg;g?ﬁégppg?ﬁm i nﬁii%o dgaﬁl res
nodul o p and metwo erplis camstantlyrindrehsing) nu rof agcesSh icorteds, andrehis chises
operation to estg | i a conpitrrent nodul o n, O one response conponent r~ X
Q d (frod p~) PBiodlent (Here ated few eXamplets 10 nodul o p, on an average 8

mul tiplications _mogilg JApadisliRd Beivr ebdivedrbidst s fBF W, fehi nese
remai nders operation tg gg‘%]aglé(lish a reépons %D%Fﬂoggn SThat is, tnall: (31
XM + 10 MWM' ~ 33. @bsthddu}ify each wse2, a@RThis-is Férerallgrdone by ar pacttoukar puscedure

commtment Gd x D (nmod n). ip 16 squar 15 npdul @ n, on an average 8
mul tiplications mofift E?nn,mdl‘%fgﬁpé’a?ﬁ)‘f(’? pl _ﬁgﬁ't eyt o) I[S‘lsnfi)(1 & i%":aa n all:
16 XM+ 9 M ~ 2hoMlind38l pRicRlie BURIpPL8N bi'al hoB WEREWithodt &HTEHATEN! . 2

chal | enge and a response. comm t ment "and the response are two non-zero
nunbdds R and D snedr¢ & urtifommizaGom. Thechkigh hratk lo€ ingecases ofasuch rsbivicesl i§ ngeal 0 t o

v-1l. They together fqr 1 triplet. The set of ZK GQ 1 triplets
constitutes the fa‘i‘ﬁﬂaﬁs&’aﬁ%é?ﬁut ations of the ring of integers nodulo n.
The zero chal | engeNgghd @wﬁ@%sgQc&mﬁmﬁ%tmw@w@ﬂ-seﬁwm& eivdynam c

triplet authentication wt -~ t0 prove know edge of the

deconposi ti on of ttelsphengisalls; the idéensifigationds doneoreponding ta aart@olar pEocedurp| et . -
Wt hout using the deco si.tion of the dul e n, nanel it hQut kng the
prinme factors, thew&ﬁm”&@gvx%u&ﬁgﬁf%gdy%g&mﬁy nqewicﬁ 'Y é’&f&ﬁ”?ee gﬁﬂﬁtﬁso n. It
conpyses a responsgard iking aS fisbatesarndofilof thine. ONTHAS iR Ve cadeddvel dk-1 )12
mul tiplications nmodulo n, then a nultiplication 24 nmodul o n That is: kXM

+ (k-2) XVh + (k- gommerncioty distpbuted by thefmk RSA|Secupity. Fouebyigus feasqss iofe
factors and the Chj | , e..\W i t ment
conponent per factéoer@'?&?hﬁlgqg%ﬁgrgfe% Cr#odguﬁa}ceﬁotﬁ?’g? ﬁ%rgﬁ’ggt %l'?\%cg'g&r g%g?rgl%g? S
operation to set ugseurc8MFuithafiore)dwlilse ofithest car® is fadrihostessfabigrahetder per
factor k-2 squares nodul og) and on an_average (mtines k-1)/2
mul tiplications noddredipe oktheislephonagalli pi i cati on nodul o p, then, a Chinese
remabhpders operati i 8, f dul P .S, K, N all:
3? (k1)1 2 W,)ﬁlﬂaqﬁﬁg %g}r@ﬂﬂ Hovifes” GRP PRSEEP U VaFying WBgrde§+ bY

((m+

initialization procedures which also implement passwords; the best among

these procedures are often those developed by the manufacturers themselves,

for example the procedure used to start up Toshiba personal computers with

a password. If a password is lost, a hard disk protected by this password is

25 recovered by asking the manufacturer who has other possibilities of
accessing the information carried in the hard disk.

All these access techniques are evolving and benefiting from each other.
- Public key infrastructures are being set up in which each user of the private
network is provided with the pair of keys: a private key and a public key. A



- The verifier opens a certificate. Then it reconstructs a commtnent in k
squares nodulo n. Indeed, the nultiplications or divisions with the base
nunbers are negligible. 15 That is: Certificate + k XWn ~ Certificate +
0,75 k Mvh Each proof conprises three ndrbers: a commi tnent) a chal | enge
and a response. The commitnent and the response are two non-zero nunbers R
and D snmaller than n. The challenge d is a nunber consisting of mtines k-1
bits. They forma ZK G triplet. 20 Conparison of RSA 1024 bits with ZK
G2 420 bits - a realistic exanple of a pair of RSA keys uses a 1024-bit
bits nodule with two factors. RSA is not used at present with nore than two
factors al t hough témempany directorye amoagesahe publitckeys,. witlh entitlelreotsi attgched etot he
wor kl oads. - Produci pg an RSA signature represents 25 0 1280 MM 0z4 wi t hout
CRT, 0 324 MM oza®&MUPTCRT ( f = 2) - Verifying an RSA signature

represents 0 1. 75 %R M e E%—rﬁl- 1@}00{% RF4sMutid Wwiien 2staitie 1 25 A
realistic exanple o a&%asir ofa\b K 0529% S uses as420é-}bit lrlmtszl‘ﬁ\@lenguph t hree
140 bit factors w tdmpusrs.basEhesenbads eand darry Wifferer®r pderedwgs aand i theet ZK
G represents 0 11.25 MVBzo with CRT. that is 1.89 z4, 5 - Verifying a
triplét ZK G r epf%_?éﬂ?rgmtg BASFWORGy - bhese Gaxds jage il.s‘lﬁg%ﬁ" %fz‘t‘f?“ﬁm“ﬁh@eppeni ng
of @ 1024-bit cert i Gaivaeiephn? fRboR va’ns7offd§@/bﬂm}&§5te%e§.quare (Rabi n
signature), 0 1.75 MM" oza for a cube ERSA signature). 10" These

il lustrations denoBimestics tike bgagn developal ntegnidentide s ubers wegn teakniquesk| oad

due to the inplenent atli on of a userég's RSA private key and the workl oad due
to the inpl ement at FEPPIEEIAY IO RASTRPL CChIAYFS i n the ZK G2 techni que. Such

a difference WneR& JrobsEiRns ARSI, a technol ogi cal break. As conpared
wi th existing systens, the consequences for the user are satisfactory
er godBny wi t h- Infa pantefdbe saavisesonaferted to Beth @boveend distinaionzs madi hetweentthe
aut henti cation il "He who can do nore can do | ess." Zero-know edge
t echni ques enafﬂ VUEubI et dynam ¢ authentication and even nessage
si gnat ures. Exanpl ehofidetfficatonl Ofbd aterdyoasm QF&u@&hewsﬁﬁgw pRswortingdyeger i f i er
i ssues a 20 chall enge conprising sonme tens of bits, for exanple, 32 entropy
bits. The prover t¢hamctepisticst of tg‘nebi@netmrcé ZKuser) hericp| @t sonntryplegraghic
chal I enges conme fromthe hash code or fromthe conmtnents, the verifier's
chal | enge and the 3%6&"8519 0 be authenticated. The entropy of all the ZK
chal lignges is greafrrg crybtagraglﬁic QGthantichGort Ha Esthpterydeice, iMafheledn dpedtiof
chal  enge, for exanple, 4 its of ZK challenge 25 for 32 bits of verifier
chal | enge. The pr o®chghateihyman brin caanayaeeqryl thediey oF execpiglitsplgogthme| se an
appropriate Syﬁ!ﬁeer\ﬁ)éeﬁt )I%ﬁ%d ttB'H%L‘eetclﬁove.'a}ré r§9éu:iél,sit i%hfotcﬂ%mfen%nbgola{ﬂg the
responses sincé the challenges are easily

passwords. They cannot be integrated into a public key infrastructure. There is

need for a common service of background authentication based on public keys.

20 - the services referred to here above are directed in the sense that the roles are
determined: the personal computer sets up proof which the server verifies. In
many cases, it is good that the personal computer should be capable of ensuring
the authenticity of the server or resource. There is a need for a service that can
achieve functions up to reciprocal authentication between personal computers

25 located in the directory or the infrastructure of public keys, suggesting a balance of
the workloads to be proven and verified.

- any private key residing in the personal computer during the session is in danger
of interception by a Trojan horse; the consequences of the violation of an

ephemeral private key are very limited.



reconstructed, - or better still, the challenges and the responses since
the commtnents are 26 easily reconstructed. Arealistic exanple of ZK &Q
1 proof is three triplets with v = 2 6+11 or better still, a single
triplet wwth 24 g-6S. Another realistic e6xarrple with ZK G2 uses a three
factor nodule with two base nunbers: the proof conprises three triplets for
k =95 and only one for k = 25. Exanple of ZK GQ signature - the prover
then conputes one or nore ZK GQ triplets whose ZK chal | enges cone fromthe
hash code of the commtnent or conmtnents and the nessage to be
authenticated. The size of the ZK chal |l enges nust be |arge enough, for
exanpl e 64 bi t §naly, e@ntf the userhas pelup card cenfinirgsthe prvatikenoandse plgpridmsor

triplets or else.an appropri.ate subset of these.triplets, - t [ t he
com tront s andipse PRRISHRYIE e YaStlen o PIRLAL B £ St pdpdhar Fo
reconst r uct ed, reaséis dieatigirowid Authentid¥tion,1hé LeRGEsIVARKey RBOIIE HRARERSDII NCE

the commtnments are easily reconstructed. 15 A realistic exanple of ZK GQ 1
proof is threetasaftWags progfams being freelyexepuigd indhe persenal computersi Ahe asarr i pl et
wWth gy = 264-257. I | St . K e hree-factor
modul 8 wi ch twB e EREH e EBhe b %*F?é?%@#‘?i&%%yh %C“W?%‘lcg’ o2 o
and only one f @k dhip-ca8, anfeprivag) keynfiwely @ced be thiepérbdrmal @bmpiliter durirggntheon. 20

- at each log-on operation, the conputer device executes an initialization
sof t war e pr ogr 8essiah isindaeger of being diyertedsirem s upesbayend thensergicgairolof t he

operations is t ysionifi o Prooduci d 1 fier t e..session
being initiat g(l}g otb%rgﬂé)ét%&@}e%onae gg‘rﬁlg't%geﬁgmlk'g%ﬂéﬁeep}l@ ug?){lgéhae pugl I C
ephener al noducking) EhePistbdnition Gidkes @nposyiblr gresisuly tdavoid \Wee mndlipiitatiogasgt one
pair of GQ nunbers, for instance mpairs wwth ma 1. Each pair conprises a
publ il® nunber PESSWRESaand} iprocedurasind anique, pruwer! Hy attaghedeta dheegisert MR GO

e (e, o SRR BEIGR, Qo ol o bt U LMK AL o
for exanpl e t fer examplesof pairqi R Jrakeyspvith ap @phenidryl medubd svrerdingtoby zero-
DL oL Co. O AdP! G s R O GBI s . P ertlon 215
complements the public key infrastructures and the implementation of smartcards
15 confining private key and algorithm.
— User's pair of keys — in this memory, each user has a pair of keys: a public
key and a private key, for example of pair of RSA keys.
The user's public key is:
- either known to the resources and servers that the user must access, with
20 each of these computer devices possessing and managing its own directory;
- or else managed by a specialized directory, integrated into a public key
infrastructure available to the resources and servers that the user must access.
The user's private key is used to compute digital signatures; it may be located:
- either in a cryptogram that is present in the personal computer or else in a
25 down-market smartcard which communicates it to the personal computer; the
computer deciphers the cryptogram by means of the user's password; having
thus obtained the user's password, the personal computer then executes the

signature algorithm, and then erases from its memory the private key that it

has just deciphered and used,



5 of the signature under the control of the user's private key in order to
rel ate the epheneral nodule and the session identification data for the
duration of the session. Such a si gnature} is an epheneral certificate.
Dependi ng on the GQ net hod used, GO Gé 1 or G, particular constraints
apply to the production of the epherrer al nodul e, the exponent and the
public 10 nunbers, as well as the structure of the certificates. In a first
met hod (GQO), a public exponent v is fixed and a public nodule n and m
private nunbers Q are taken at random In this case, the epheneral private
key must be represented by the nodule n and the mprivate nunbers Q1 to
Qm the epheneral orelseiif awbp-crarkst siartcard; eonfned with aiSignatlirtfalgoritUmt‘ahQSo t he

bl b d th , th
e (o e -t RGeS on ¢ eeshifigh S R Ssdl PRSHON Sy en 1 1o |1 e

the verifier Pashiém of thé fattdiization shiddiAd bf theinbaales —2Rabiy Afhdahieibdge of
it. It is then necessary to use an RSA signature standard wth a format

mechani sm consobcmemgpeehep;oblm shpstorigativa whighhwdy ibatstated thusiifer— aspublic 20 a
mechapi sm gen h funct Every. RSA verification key has
The. pabi 1 ¢ ex o i HE Rerductih B et e shERGEAFohe PAuntekn U3F BABCE -0t wo

l'arge, distingithfseCit®astio/® whithiaf distict, gﬂﬁagp%, G?Lbcheﬁc@aﬁ P, ks..prime with

p~-1 and pz 1. I'n this case, each public nunb Presuits tromt he
appl i cati on oThe hssr's pairef keyscinustilestrsome ybassisit gehaall@d@ longitefar ket olfatheessage;

that is: G = Red(ne el o, t he 25 represent n by the
modul e n and PHES RREPT berve i i RSAbbp et dottbres, PGS SR PEPsRY  nay
agai n be repr fsRREADN ISR RNREE etdt Yorodomie Weats. PRdrBng-RethGhddulbs, feferdie MX T
private components Q,, to m and f-1 paraneters of the Chinese

renail@ders; tmay é’phemrtalﬂl% ltqwmg: zasulty. e |Adt presenth dhes 84 2-bisnnunaheens can dait i on

ot toot e HBOBIEPH, e B0l v 356 in RSB RS AR e

denpnstrates iﬁB@n‘éﬁﬁﬂﬂBfa@forsﬁofd@Q@lm@Biti I THe stde df ke MOEUIE enust béGiehter g al i ng
it and the verifier verifies a deconposition of the nodule wthout getting

know edge of $ 12 bitsp for gxeraple 748 pits for fous yaurs apd 1634 pr b330 bitsdfor gigheysrs: me
factors at %@Eg&é{ﬁ}gﬁ ﬁgmegéasm eTS‘dagt éa'aﬁlion§ L&im ﬁ?ﬂ%&é{ Ls%hez rollact DfP?

, SHpf et ponen Vis a
powenn5of two gvoadters; idwaner imvoulcbbe ensyrtqs)hse shm fabtomi drh:vkn mo& but thiz i;mal
public nunbers are all small sguares:; g; 2. The nunbers g, to g," are

the base nunb@Qtdhe practics today fordd A?PPA’G%H"(“Fon to the module n and the m
private nunbe =Ya) v WBH(] n

represented aéj)antogg@})u altkE@‘ T%P%oﬁe@* agtilg?ggs%? ? 55 lt?&iad private
conmponent s Q a short-&n® lie,y ’ﬁ]mjmfveﬂtlopauoaudtreraspam‘ of hpheﬁterahé:sps besedlomder s; the

epheneral certifjcat the session tq the n nber ; he very
smal | nunber sP¥IS 8 b ifrwf“ﬁ@“ﬁ%’("“rf@'é% TR SERIES tor ?lé‘H’ ﬁ'e Pur i ng

the ggssion, ha tﬁﬁﬁfﬁiéh@lés degdoh s%%@%ewmldsﬂme@&t&gw ASRARSLL O

resour ces (for exanpl e access portals) or wth devices constl tuting
resour ces (f othe pBsentctime; ét i alsotpossiblerto anvikdge 6‘bel\‘/erls)and 160+hit factoput er

Char act or i ot | £t SeyRlopPiniad e pb i ShATI AR mastigs§ s rapal Wt must be
di stributes tQfueh @Bk a6kt dfl theHéveldpaient&K@E petfoRfMmet h SactdRization;

this is a parameter that may change from one day to the next and that must be taken

25 into account when designing the system.
To summarize, an ephemeral module may be to two to four times shorter than a
long-term module.
A public module is always used with a public exponent. The characteristics of the

public exponent depend on the scheme considered.



20 establish Id and n for whoever knows the user's public key, said key
being in the directory of public keys. o It acts in the role of ZK GQ

Wi tness to establish ZK GQ triplets constituting proofs. - Each resource
executes a verification software prograrfhaving the 25 foll ow ng
characteristics. o It knows the user's public key or else it can procure
the key for itself in a sure way. It uses it to "open" the certificate and
thus establish the session identifier data and the epheneral nodul e pl us,

if necessary, an exponent and public nunbers. 29 o It acts in the role of
ZK GQ to verify proofs. It nust be observed that, provided there is access
to a directory to thbRSAscheroed wsd@e oddl npmbérn as publis exponeutnperneellydeprino®s with a
verification software.ﬁéggrsn13an psol utely authenticate a session | ogged
on to by any user §SREG#Y GFPARE8RZ 1 Detaiied description Other features
and advantages of HBezk et kienidUepe®PRRhe’ ROM Lithulidl | ichialy dgssT I pti on
of an alternative enbodi nent of the invention, given by way of
nonrestrictive i ndvsdl$ie Whathpd ode danelisito prave-knbivlpdge of amRiISAhsigmatuxe

di agrammati c general, view Qf the second alternative 10 enbodi nent of the
syst eth accordi ng tB“WH@“Wﬁggﬁﬁion. The system according to the invention
enabl es a personal ig QiBitsfinathrd RePme bR poRe BF0, Biat WE= o More servers 2.
In a manner known per se, the user 5°conneCts his personal conputer 1 to
the servers 2 t hrothg@KaGO3schemies aisé, as1a putdiceapénedt, alowehof hwe geatepthage A

description shall npow,be givgn.of the,phase i ich a user 5 havin
aut hori zed access 5“@gg’a§ﬁg’t‘oﬁ t%&%?sgﬁ?ﬁ%&ﬂgﬁ%m B %ngvesl&og\ﬂ%irgeiog
planned for a |ini §georisbalibrst H mBBsH Witk rél@)linghite per sonal conputer 1
has a | og-on software program 4. This |og-on software program 4 has been

instdll ed i n t hetaxenmmy of authentication schemes @and: evaluatidanogigwarkloadvy—t he
user 5 or by any, person entitled to do so. .The. user 5 ] aunches the
execution of t neEERGRoR G s Prinf o i e alf Fow, Orf ERGobitE: e
keyboard 6 or byreisfi f8odatB®Usith (e Glfbrdation. amuofeP ity eRmddiHg Firdbft he

| og-on software program 4. The user 5 introduces personal identiftiers 21,

especi al | y a pagsmeiated with e drfermatiogodala wadpthe aerifyingleptityeverifienthat the

keyboard 6. The f S b ed by fin print.
o manner knoo'geR wly IR BHEL b B RO E IR B oo R o
sof twere programisis doe e an fistrddee thiretdting ynt€dritg. nelt SP@eédsiaey to sEdtinpuishd

access the private si %’r%gture, key 14 of the specified user. In the case of
the al ternati ve bemsed thecprerationqfi the degitimpte rpravss sand oeperatiop roft Wefipudes 1, t he

private signatur thty [ j r. I
containing in 30" lﬂ%r%mf?{ge%reﬁgé%% gﬁeé%tg(gla{)ﬁ%tr%%yg%gélﬁdgg S%%g%ga A
reader 23 of a niecoyrtie carifdr ¥thowt havingamt eptidrickriolvdedge rof atl ahe sorgmudfethe 1. At

t he begi nning of the session, the user 5 inserts his nenory card 22 into
Lhe reader 9. PHRYSF dhiteicabdiakbis PPLMLN 2h oS PrREsS BiYae Ytaﬁé?(r«%&ﬁsf er of
dat asget ween saigg.penory card 22 and the first

Static authentication — in an authentication scheme without interaction, the
prover forwards identification data to the verifier; the associated proof is a digital
signature of these data. The verifier applies a public verification key to the
digital signature. The communications interface perceives the same data and the
25 same signature passing through at each authentication. It is then said that the
authentication is static.
While a static authentication is useful locally to strengthen a visual observation
of the card, it is often of no utility at a distance through an network such as the

Internet. Indeed, the proof can be replayed.



5 conputation neans 7 of the personal conputer 1. Under the control of the
| og-on software program 4, the first conputation neans 7 deci pher said
cryptogram 20 by inplenmenting the personal identifiers 21 of the specified
user 5 in a manner known per se. In anotffer alternative enbodi nent, the
private signature key 14 of the user 5 is 10 located in a cryptogram 20
contained in a nenory zone of the personal conputer 1. In the case of an
alternative enbodi nent of this kind, the first conputation nmeans 7,
controlled by the | og-on software program 4, deci pher said cryptogram 20 by
i npl ementing the personal identifiers 21 of the user 5. In another

al ternative enmbdinample of staticoauthenticatiopnwithr BSAey— The dollawing sehemeshdss 15

confined with the signature algorjth 25 i .m croprocegsor .card 22 held
by the specifi eﬂmél?ec@_.m |F‘r'ei‘?“[°hgb <&y Siee 398 h Rt AR B aIVRROB ¢ hi s
kind, the user ispa@fitatiBh$ piibhsHRA RCA99O by ahé cRedif thRl BPERABRET Eakply, 2

nucr oprocessor card 22) connected to the personal conputer 1. The reader 23

has data transf é¥lasiereard apd Visar(™)hand ealled £EMV 096.dBheal SEYECHE 8706 angd 14888

m cr opr ocessor car.d arﬁld heseperso al .conput er 20 1. The fi.rlgyt

conputat i on neans’ YrsH 3“%65“ oASP Signatyrg sehemes  EPESjally, P e o g - on
sof tware prograrrgy typeoduce the epheneral certificate 13 which shall be
descri bed here bel ow by inplenenting said private signature key 14 and
execut i ng t he -si §hecand-assuing entity hasa p&ir o RBA&e¥sri pti on of the | og-on phase

shall now be continued. The first, co. tation ns 7 of th er sonal
Coaut o1 oot oTbE Bl SandibaReey O e Rickelros e R Beuing ettt BEE 2o
identifier data | dpfvad @gnatiie exfforentisdaaaiplibles mediléns, the personal conputer
identifier data 1, the date the tinme and the duration of the session. The

firstlOconput ati on Bechnpaymeny teemisabliiayes the ublic yerifisadorekey. Moenmpsises 9, a
public exponent v ng . J i,r of ral public nunbers G 11
and 31 epheneral &%gﬁya?@éaﬁlawgg%%éaa?ﬁ@lcpgtﬁgrﬁrfg?"ers n, v, Gand Q are
rel ated by gener Darifg it duswmifition e terpeuse@then isrhdl of)thelisstingt dfecatdspe 5 xQ
" . 1 (nmod n). The first conputation nmeans 7 al so produce_a unique

ephemer al cert i f gashtcardirgesives ddepsifigasion dlatand andiSA gignaturg ef thisdaal dihg and

said public epheg@k%%ﬁﬁﬂé"sﬁn{bﬁ& i Ys %foﬁéa%é&aﬁ&&vﬁé%%ﬂﬂ%ﬁg&key 14

of the user 5. It necessary, e certiftica may al SO conprise t

si gndsur e of sai theddntificatien datacwamely 4 Striag of hytesaeprassteddy Idf infoOa hingber
epheneral public nunbers G 11. It nust he nade clear here that the term
"uni que certifi coktbe ripgphintegers madula n giving,hr Redddy  LhetRA sigppfure fdhisn

sof tware progra il rdbdicat i ; jon
identified by: t a‘éa}@' eﬂr?tlllfﬁ%?gt& a‘?gn%%{ﬂt t?%s%&%?% el e?f’?%‘?é’r% ata of
t he personal conbuépplyifg thelpeivataisignatne key taethe fnuinbergh; giyinga Sas/ ‘Welod nys t he
maxi mum dur ati on_pl.anned for the sessign. However,. it is not 15 ruled out
That | dur i ng. theDBHRG S0 BAGHEn RGN iGe e iaTlBeotthine SrPRedEr of Jifafee Koy
to capry out si gpeAdicRdP84ta Vi AR -thdiPSighdire RS WRRBEIt Qbrifids L Rehlidof! (e

i ssuance of another certificate during the session considéered, the personal
conputer 1 has dpwhdic| Yemficationnkey15 The agthentislation lseccesdscent fails dependiag long- on

uri ng. < he seser Eeid fs8h he FrsRIIRAC Rafknstel i PR A%t bes X i ont f cat | on
operations dutd mMpe r&ﬁ%ﬁ&ﬂap&t&ltbﬁwksmﬂe}rﬁmﬁ&}ﬁ first connection of the

personal conputer 1 to one of the servers 2, the user 5 | aunches the
execution of &hgveriffer applisscthe ppblisgyerificat®n keys tan Hheesighature hie. pi raisgsathe
conpyter 1. Thi I sof tware .nraq m16 will haye been installed. in the
25 pgﬁsonal C ‘F{ﬁ'ﬂ{%ﬁg&epﬁﬁe”"}og&?ﬁtg%s%@%%{%en(’pgf)aépg’tlfgﬁlfes S $APOR by the
user 5 or by afybipay swdeand etdntiflesttie SlRc&Oive Biterromn Hic Bit thatfUBRS tHetRost
execution of the proof software program 16 by activating the key of the
keyboard 6, o$lglw§icmtthklpw%#%wgﬁ%wblsﬁpmwwleﬁ%gﬁm%ateay bii €h t he
nouse of his . i (o} taf.l a 7, trolled
by sai d proof H)g% @%ﬁ&gﬁgﬁﬁﬂuﬁﬁ%‘%{ﬁ%@dmﬁ lé%ﬂ"eaﬁor gr?e, %:tenr“fqlgq}ecszat e 13
through the coewaiitieby OnafdiletWien 31 tie Bild BaGeeds taken inth @cdoukts theG@PUt at i on
means 7, controlled by said proof software program 16, produce proofs in a
manner known per se according to the GQ technol ogy. These proofs are
intended for use in the inplenentation of a zero-know edge GQ type

aut hentication 5 nmechanism The proof software program 16 acts as a w tness
according to the GQ protocol. A verification software program 18 is
installed on the server 2. This server has | aunching neans that are
activated, in a manner known per se, during the setting up of a conputer
link with the personal conputer. These |aunching neans |aunch the 10
execution of said verification software program 18.




Under the control of the verification software program 18, the second
conputation neans 17, open the epheneral certificate 13, with a public key
19 associated with said private signature key 14. Under the control of the
verification software program 18, the s@fond conput ati on neans 17 extract,
fromthe epheneral certificate 13, the 15 session identifier data Id 8 and
sai d epheneral nodule n 9 along with, as the case may be, said public
exponent v 10 and said epheneral public nunbers G 11. The proof software 16
acts as a verifier according to the GQ protocol. A description shall now be
given nore particularly of a first alternative enbodi nent of the system
when the aut hefithé cariableris the aésalt dbughs nafelyh&” @dd A)ype. I n the case of 20 this
alternative enbodinent, the first conputation neans 7. under the control of
the 1 og-on soffeugrdie M@}rﬁﬁ? thegcferg depengs ﬁut&ﬂ? E“@Sh"éﬁﬁ?a&m FEBRNCEt k 1, a
publ i c expone L tgﬂ'ng i daRers G
11, and epherr‘glp%t?ﬁeé?}egggaégtﬁﬂﬁgrﬁgwgb%fsﬁhﬁt%féoﬁgﬁgfﬁg{eué rlétg)g rﬂere’bel OW.
The first comhatigtXMp~reZHMM,.f urt hernore conprise neans to set the value
of said public 25 exponent. v 10, randonm y choose sai d, public epheneral
modul € n 9, randlgqﬁv@ﬁﬂu%lss\&m@neaahlén%r a%m%i&ttsem F¥ecEes 2 SARYFpUL e
sai d epheneral pybhihs @&stb G i aop nshiig 21 t her of the generic
equations. In the casg 0 thig arflt elp%cgt?l\ge en%gdi ment, the epheneral
certificate 1Bhatéd:al XMfhd MM~ t.76Meher al nodule n 9) the public exponent

ot Ta | by ne S aiRl auth HERR S Y obbnihod Mion 060 B RS Ry
aut hentication w%ﬁplgc&em&aﬁ ure mﬁlormﬁ,haw'e% iarmﬁlﬁﬂﬁ;ﬁ%&{‘ﬁo&%d

publ i ¢ ephener al n 9 and sard mepheneral private ers Q12, to
Qn ADdescriptiom shall now be given nore particularly of a second
alternative 5 enpodi rre%x@& ”@F@’St en the authentication protocol is
of the GQ 1 type MatH:¢ sk A1 ernative embodi ment, the first
conput ati on NPYfismio afehfiQitiond—bi SPhthenBEnion sSRile L inRrRUbRM dialoP" oduce
a public epheneral nmodule n 9, a public exponent v 10 and at |east one pair
of epheneral issetlupdetwaehthesprayer and the dewfidregach antitpis sltermately tHeeende®atd i n t he
manner descriped here bel qw ., The first. 10 conputation ne 7/ CcO ise
means to set VRASHEnE0 4F 1 APHIL A i EHrHG Tyl @ st sane! Bnener al
nmodulie n 9 i nrePlakéd. Pinyihe Foldwihgawb chie®, @BNefRéraksuls iadhafllagt Ahd taeahatt hat v
is prime with each epheneral prinme factor m nus one, produce the epheneral

publ i ¢ nunber mndom,1 and isa fierafora qunpregdictablas swe geallnpee Hat AGAPYoppréies iafniie ur e

Such that o, vouCTRE S et S e Tt B b U Rt o

produce the eahksikicaionpri vate nunbers Q 12, especially in raising the
epheneral public nunmbers G 11 to the power of the private exponent s nodulo
n, and/or proHyaamig doybletauthentication; v with fwofanssssions; the yeritigtdssyeephener al
privahe nunbe ) r [ L ir native
rbodrment  dogz bt proded Atafddalk Mo e ByERRRhel Blepblt Sl e St 10 )
directly but aseawitsthatctheeespoase Brirulptapproprigie ne thesci@llengel 2Eachhdhaligngener al
certificate I 3 rel ates t{l@ publi.c, epheneral . gﬁdul e.n 9 d the QU#'gl iC
exponent v 10M{8 berniques TS 15 glatisticply gasuprd 1 he, ppssible g H§esiq’ieg Ycase of
this variant, the, ggapgdes m do not need any special protection. In the
case of this alternative enbodinment, the GQ 1 type authentication protocol
conpri ses a proefsuRihatsbhmassage isqpbentbytthegrozert the respanst puitldepersipginer al

nodule n 9 and sai epheper a rivate nunbers Q. to, Qn 12 or the f
ephef@ral pri We‘i? gg@[}]pggﬁqug ‘FQ%S%F 'P% é‘&h@wé%‘tﬁ‘i; the dgrifierymusy t?\gn_ CLX
p;, the mxf epbatms dht d6 ke &em?w%@ag torthe SHaANEY E’angaleﬁﬁk‘i.s%gﬁ? f-1

paraneters of the epheneral Chinese re nders 28. descripti shal | now
be gi ven nor eApabseratibmnéegs tf beamadei rd al t er nati ve enbodi ment 34 of the

system when the.aut hentication. grotocol i,s of the type. In e. case of
This al tor natt vERAUAMHER SE Sanaere Bintencnik Mestbsis sBrieldor od by
sai d | 0g-on sof h¥alshali Qe dre sFfRGEAE SordsuRHD ot B fedbrsd RARbtGne. 9. 2
public exponent v I0 and at | east one pair of epheneral public nunbers G
11, and epheneral private 5 nunbers Q 12 in the manner that shall be
descri bed here below. The first conputation means 7 conprise neans to set

the value of a paraneter k by which it is possible to conpute said public
exponent v 10 of the v=2k type, produce a public epheneral nodule n 9 that

is the product of f epheneral prinme factors n=p, x pzx. . . xpf , f
bei ng greater than or equal to 2, choosi ng mepheneral base nunbers g, , 10
that are small, in particular smaller than 100, enabling the definition of

the m epheneral public nunbers G 11 of the G =g, Z type, produce the m

. o L~



does not necessarily use the epheneral private nunbers Q 12 directly but
use the epheneral private conponents Q,~ 12. In the case of this
alternative enbodi nent, the epheneral c%ﬁtificate 13 relates the public
epheneral nodule n 9 to the session 20 i“dentification data Id. |Indeed, the
nunber k and the m base nunbers g, do not need any special protection. In
the case of this alternative enbodinent, the G type authentication
protocol conprises a proof nechani sminplenenting either said public
epheneral nodule n 9 and said m epheneral private nunbers Q to Qm 12 or
the f epheneral prime factors pt to p f 26 of the epheneral nodule n= p; x
X p~, 25 Suph apptoepliefasiess of aj apasterin dhavothe digitalignature, ag iflustrated and

the f-1 par anmeters, qf the e al inese remai nders 28. The

i npl enentation ‘bﬁfeé?(jrﬁ‘m%??g‘g’"g%fn%%‘%gféq‘ﬁﬂb! ic nunbers G 11 and epheneral
private nunbeEgariplelof dyrigmit YibtheiticREon wihi ROA P+ &icRGRbST HaS kW@ nlilBershi nese
remai nders met hod associated with RSA type | og-on protocols nakes it

possible to fogmingearoRSA antdeublgs @ mupbereBed(phhllonge, anessaghk angdal sunabered at

by the preseni invent.ion. |ndeed, the conbinatio f.thet.echni cal

char agt or ot 1 Gt inEponts IR aennt Puanr 2804 Pt e RS BB s and,
correl ati vel yTh@protdi@omiphics RORS ARMatite thitehdGifier Akt vegifyeach phase of
aut hentication of their personal conputers by the servers that they 5 wi sh

to access. |t- caWitheutdising thdacompesitiertiofche wadwe niand thasrikvotigut usingthg rat i o
of_one 10’ Nundr e e camPHE i hRal bR G HARIRL R (o

i npl emrent known TOt ol espect a pe. I'S” reducti on of
the workl oads obéatuteslopyn sduares mMpdarse:) separated evbrysomidr hinfei ohesl aeeage By al

public nunbers G 11 and epheneral private nunbers during short sessions
does ot reduce mHbipheationmagulefz.t he 10 aut hentication method since:

firstly, the . C I$Mpr ! g r. i han the RSA protocols
for conparabl %%@hgﬂl@n I ng%éggg)&?gﬁﬂSe?gﬁgéﬁwlﬂe RSA-type | arge-si zed,
| ong- dur ati on -priniaing thé praé ficoorkay the CHinkse rgmbiadeat ahd Wanap bostates|
certificates are not accessible during _the sessions, 15 finally, the

epheneral char aét elirsbpf gl degomposition of (i, Bpmbern, apisigmentsof the sing\eft Benunber s
does not all ow fraudyl d) vi ti . i .
confidential dat aa%{%lé'fﬁ%gq %ﬁghty'ﬁgﬂg‘%@%‘;{ﬁg@% dpéﬁg%%ggﬁgagh%é&ﬁehté ﬁ%ﬁlgggor di ng
to tHé invention ctharibg used to identify the user using the personal
conput er concerned durin ssion and authenth%te this erson%I 20

a_s
conputer from sévethelt it gachs fiel avﬁ‘%‘mﬂﬁ? CP’_E"QO‘Pfé‘fﬁ'Q HecBsWALS  BPAYiA P yser to
menorize several p&g&%&@%ryamgrtir}%%ﬁ%’ﬁvekégéb?‘ﬁ'nﬂlﬂtiﬂlﬁﬁt‘ﬁﬁﬁ%dﬁléﬁr the users

and for the managerS of servers to have substantial® conputati on resources
avai | abl e on their perEuta: fdegypdXMs+ 2 (logepy MMy~ 2§ lo5 MM, net hod of

the i ti is t f t | ar nb f licati . 36
Qi e Wet hod 1+ NBEHRGE Sact Raye aopton BfatTy M FREF sfze, ABRe. &8 a3l oy
persgpal conputer ,ft;,ﬂeslgﬁo,@égt[ﬁﬁr;g %ﬁﬁ{geﬁ’.b,y ha,scelfq@sz;p .Df@gzeﬁ_econd conput er

device, especially a server, said 5 conputer devices ing connected to a
communi cat i ons getandr fnally g Ghinesetremainderp operptian torset BpRIsiEnalure wtthpsing |

During the phase of..the, | i NQ;.0N,{ aid fcrst c t er ~devi 1) by a
sp e::i ?i ed ug er S( 5)of tﬁe 1nteg81%%od%lon from thé f compongnts, one T eath GafoYs ﬁ:e?d.( ) by

Multiplying the length of the module by f amounts to multiplying the load of the
multiplication modulo by £, i.e. MM, = MM, / f 2. This rule enables the load to be

25 assessed as follows.
That is: decomposition, + (5/4 log, n MM,) / f ‘+ CRT;
Dynamic triplet authentication — with three transmissions, a zero-knowledge
authentication is performed, that is, an authentication made without revealing

anything other than the fact of knowing the secret; the prover starts by establishing a



- the step, for a specified user (5), which consists in logging on for a
session of 10 limted duration, for exanple a few hours, on said first
conput er device (1), by launching the eétezcuti on of a |l og-on software
program and by introducing personal iderffifiers, in particular a password
and/or a fingerprint; said personal identifiers (21 ) enabling the checking
of the identity of said specified user (5) and the accessing of a private
signature key ( 14) of said specified user (5); 15 said private signature
key ( 14) having the characteristic of being a key of long-termuse as
conpared with the duration of the session; said software program produci ng:
sessi on i dentrahdam vdiae,ahdndit cempates and issifes ancodemitmdntyrthéndtha tverfifyer nggueh e

speci fied user (5) and{or data for identifying said first conputer device (
P> Candr or - 0-heliShseitrogEd & oS epibe Biovd ks POH A AR S e
session, a pubhdd GARSTRS AcrdPMd & MhallSge; FnkiP! he RXRANSNEstablind at | east
one pair of epheneral public nunbers G and epheneral private nunbers Q
rel ated by a cpmmmitmentdrpmatheoasminse el 8 ghadlengs; e’ aythmticationds s@o@ssful. if 1 ( nod
n) 25_ a uni qthglg egherreral certificate élB , in signing, by neans of said
private si gnafifo gUymitments argridentical apd BOYZEl0y yser (5), sai d session
identifier dagged fle G@log%r!ﬂe ﬁfﬂbﬁen@bﬁﬁ'df%aﬁp&ﬁél?éa%h cﬂﬂ@dk@nﬁy(o%éuradlgﬂin,aﬁ the
case nmay be, said publiTt exponent v ( 10) or said epheneral publhic nunbers
G ( 11 ) ; samdstpnhl beaunprditable comsoguenty, rth¢ symbrea\of pgssitie chdllengastoanibet i ¢ of
being small sized 37 relative to the private signature key ( 14) and of
having a dur atP8%98? ™MRe conparable to the duration of the session; II.
during the sepwbobsdriors@astbeiudefl the | og-on software program (4) being
di sabl ed after the |l og-on S phase and throughout the duration of the
sessil@n; sai d net hod Witlpthree zetorknowiedge dranemissigns tibgan dardnsered ghat dessi on

considered, at least during,he first connecti of saj.d first co ter
device (1) to each ireegar o e Brteald Gunstilling lhe'SnoiBeRE, °Ga ¢
specified user (5), @feprawtehipited iR tRNAAIS 4 Ridh @bdofMRO@Imiidhtmane of0
program the dissem nating of said epheneral certificate (13) through the

comruni cat i ons net wotlie, messagp etos & orthentieatad ethe duerifise the) re-estdhlishgs odluct i on

aut honti cat i on mechanPRRpmelttxdm et (BRFIE Abe e Bofinst ABIBAHBIRE 1 o o

( 16)5acting as a pref eaecomstrivtaiScommitiiént 3hé fthe messageritkt atBenficatipanput er
device (2), of launching the execution of a verification software program
openi ng sai d ephener sfccesstuliif boththash cades agg ideptigalfioppinonwzele gserstiugiedd wit h

said private signaturg ke =N i i hener al
certifcafe, the sess{con I g&'t’ #‘%%ewagaeg&?lgﬁ% é‘?&gén%qgeaélotrﬁgé?u%%%mgglhener al 20
nmodul e n (9) and al s@he aarifidnéakes e infigtiveet Iamchinpuld checles paivhrit does(in 10) or
Zai/gr Ie]P Ih g?e (r)? | t Egb&%ﬁfcﬂ@{e e(r)iss§u(i;né aj“]c':hzillen?;1 IcgrrPnEi?rr?gnt’go\Lﬁi\c,P Earef‘suge]éG ata gl ng as

20 two random draws, that of the witness which proves and that of the

verifier which verifies, are effectively independent. However, the triplet is
always at the core of the protocol.
Example of dynamic triplet authentication with ZK GQ1 — to prove
knowledge of an RSA signature using v = 2'%+1, the witness computes a ZK GQ1
25 triplet.
- without using the decomposition of the module n, that is, without using
the prime factors, the witness computes
o first of all a commitment r ¥ (mod ») in 16 squares modulo », then, a

multiplication modulo n,



2. A nethod according to claiml1, said private signature key ( 14) of said
specified user (5) being |located in a cryptogramcontained in said first
conputer device ( 1), 25 said nmethod furthernore conprising: - the step,
for said | og-on software program (4), of3deciphering said cryptogram (20)
in inmplenenting said personal identifiers (21 ) of said specified user (5).
3. A nethod according to claiml1, said private signature key (14) of said
speci fied 38 user (5) being located in a cryptogram (20) contained in a
menory card held by said specified user (5), said nethod furthernore
conprising: - the step, for said specified user (5), of inserting said
menory card (22) in a rhemrayresponte ¢ 32)0° @asdien) ms P equriresdmoiild 5 aindai i r st
conput er device (1), 5 - the _step, for said |og-on software proqran1(4), of

deci phering said crypt RYFREs 8 xwtinligations mogilers fgn.aanyltiplisationmodylagnt i f i er s
(21 ) of said specifie : od ~a6&auff Ng to claim1, said
q“ﬁ%? Enoﬁgul;jslallﬂceil"s"dslec| 3§'2%§M%

private signature key ( I'td use ) being confined with
si gnature al gorit hnsuding atheeprithy fagtod @@ )thdeClindsy dthahmied, shecwitheasl user
(5), the nmethod furthernore conprising: - the step, for said specified user
(5), df inserting safeMP¢fory card (22) in a nmenory card (22) reader (23)

associated with said_.fitst E%PH' LR | ( 4 (v (o] id

| og- on software progroarén?ﬁo, 0 p"?SSﬂ‘g’?fh%@éhféQJ)epéé“&g:@ ﬁ%}g?‘{cfo}’i {(I:]atfg ( 13)
in executing said signadquares alogalol p bnd o mpltipligrtionemidulogy, theinda Ghinede e 15
signature key (14). First alternative enbodinment: case of a GQD type

aut henti cation prot ocoIreE‘?‘“A”ﬁ@PﬁB@“a‘GGB‘PUPsh@CPB‘“&W“BF“’@W@"CI ainms 1 to 4,

i d t hod bei i mp| i t t: td i
said method being i %}ﬁ}hﬁ{r&ngé‘c&%onﬁﬁtsﬁ x ’id ?]Télgﬁag p%ﬁﬁcﬁh{_ R8It dghates On

protocol) said metho nor e conpri OW ng st'eps, for

t he p@oducti on of sai d modilée cp,epineane asd¢rageo uinaultiplicjons s aioduloulpl iand exponent
v ( 10) as well as at |east,.one pair of epheneral public¢ punbers, qu 11 )
and epheneral private nd B“%a“@‘%"ﬂ‘f??’@“ gn 2 (&gt reaARgeRORFRICH AP e of
sai d public exponent Vv s abfdh arespdiRe ffolRI0®. "andonly choosing said public
epheneral nodule n (9), 25 - the step of randomy choosi ng m ephener al
private nunmbers QTHaRis, in-allt (3¢ Xdep 16fMWymp33.2h YIMQ)i/of +bEBifer al public

nurbers © Lt )2, 38 PR AEL o BT 0 D3 BB o) e
publ ijg exponent v ( HiuidRdod AfaveRipe BRdliplREtibsdMPE Kifen@ ulliplidatib® t he
session identifier
modulo n.
That is, in all: 16 XM, + 9 MM, ~ 21 MM,
Each proof comprises three numbers: a commitment, a challenge and a response.
The commitment and the response are two non-zero numbers R and D smaller than
20 n. The challenge is a number d from 0 to v—1. They together form a ZK GQl
triplet. The set of ZK GQ1 triplets constitutes the family of v permutations of the
ring of integers modulo n. The zero challenge corresponds to the RSA permutation.
Example of dynamic triplet authentication with ZK GQ2 — to prove
knowledge of the decomposition of the module n, the witness computes a ZK GQ?2
25 triplet.
- Without using the decomposition of the module 7, namely, without using
the prime factors, the witness computes a commitment in & squares

modulo n. It computes a response in k-2 squares modulo », on an

average (m times k—1)/2 multiplications modulo », then a multiplication



39 data Id. 6. A nethod according to claim5, said GQO type authentication
prot ocol conprising a proof nechani sminplenenting said public epheneral
nodule n (9) and said m epheneral privatﬁ nunbers Q to Qm( 12). 5 Second
alternative enbodi ment: case of a GQ type authentication protocol 7. A

met hod according to any of the clains 1 to 4) said nethod being inplenented
in the case of a GQ 1 type authentication protocol, said nethod furthernore
conprising the follow ng steps for the production of said public epheneral
nodule 10 n (9), said public exponent v ( 10) as well as at |east one pair
of ephemeral public nunbers G ( 11 ) and epheneral private nunbers Q ( 12):
- the step of setti n@qdﬁb"?/al ue of said public exponent v (10), - the step
of produci ng e Nefa. ul e.0+(9) i plyi aity sl t two
ephener al pri’%ngét?sél% or"s+ Q‘ﬁ%ﬁmeﬁ'%\(/,‘[’1izi/gd\?lpyﬂeﬁymh{lhpgéégﬁlégﬁgnm prime
factor 15 m nus one, Usidghehespeimeofacpirodandi tg Chénesd remminddrs,pthel mdtnessnbers G
( 11 ) by the application, to a nessage m, of an RSA signature standard
format mechani sm G=CREBEMET), - the step of determining a private exponent

S such that s.v - 1 i Sus &)l i r 43, QUS one,
20 - ?he step of pro ucﬁé%y%%gﬁg@ﬁgﬁmbﬁqgate’ﬁukn%gérg?‘awz)%ﬁh%q

especi al l'y by rai sing tQrinegehremmindérs ppdrhtich towetupracomnitnieht jnodalotrie power of
the private exponent s nodul o n, and/or producing nxf ephemeral private
conmponents Q , ~ (27) Sf ORGTESHANESFAINRANSNL BSF fagtar & sangess nedulq p and ongg; g
epheneral certificate ( ?")fr at ﬁ h kibHGRBSER ul 9) and
the 25 public exponent ?/\;E 8) ?’L’to t e%sgggﬁg{l}mﬁé%ﬁtl fi e?dué(g?g’ Itﬁ?lﬂt %e
messages m havi ng no nmatiplitatianymedide ipalthenr at Ekihesenrenfainddrsn@tekaridnatocor di ng
to claim7, said GQ 1 type authentication protocol conprising a proof
mechdfli sm i npl enent i ng: e&%h?hg,resgg;sa “ﬂﬁ?b‘PQ’é epheneral nodule n (9) and said

m epheneral pipj %,?n,?lﬁ-mﬂ (k—lﬁgﬁ\@#ﬁ)t l_,_?wEST{l)Z);( or the f epheneral prine

factors p, to pf o e ephenera . . . X p~, the nxf
epheneral private €orfhervenfier dpens a certficatd. ~Thdn2if yecanstructsea donimipraerdnmtcer s of

the epherreral Chi nesg,onml 9SES, 28k, i Muldpflaioh b8k s STRIAL B
numbers are negligible.
15 That is: Certificate + k XM,, » Certificate + 0,75 k MM,

Each proof comprises three numbers: a commitment, a challenge and a response.

The commitment and the response are two non-zero numbers R and D smaller than
n. The challenge d is a number consisting of m times k-1 bits. They form a ZK
GQ?2 triplet.

20 Comparison of RSA 1024 bits with ZK GQ2 420 bits — a realistic example of
a pair of RSA keys uses a 1024-bit bits module with two factors. RSA is not used at
present with more than two factors although there is no reason not to do so. The
following are the workloads.

- Producing an RSA signature represents
25 o 1280 MM,,,, without CRT,
o 324 MM,,,, with CRT (f=2)
- Verifying an RSA signature represents
o L.75MM,,,, withv=3,
o 13 MM,,,, withv=2"%+1



case of a G2 type authentication protocol 9. A nethod according to any of
the clains 1 to 4, said nethod being inplenmented in the case of a G2 type
aut henti cati on protocol, the method furtgerm)re conprising the foll ow ng
steps for the production of said publi c? pheneral nodule 10 n (9), said
public exponent v ( 10) as well as mpairs of epheneral public nunbers G (
11 ) and epheneral private nunbers Q ( 12), m being greater than or equal
to 1: - the step of setting the value of a paranmeter k enabling the

conput ati on of said public exponent v ( 10) of the v=2k type - the step of
produci ng a public epheneral nodule n (9) that is a product of f 15
ephener al pri Awedliati¢ exampte of qpainof @K 6Q2 keys uses p#20-bit nivdulegvigr thedeeY40t han or
equal to 2) - ., ﬁg st ep of choosi m epheneral base nunbers g, enabling the
definition ofbif {EtOR ¥ %?%F“wﬂg?gfﬁemﬁgﬁ@ers G( 11 ); of the G =g; z
type, - the ste j ral private nunbers Q ( 12)
especially in r%gﬁﬁﬁfﬂgﬂéﬁ%ﬁg%ﬁﬁ%ﬁﬁg nunbers G ( 11 ) to the power of
the private exponent s @01h@8MM,  widrCRBrthgiod8e MM, m x f ephener al
private conmponents.Q , ~. the m epheneral private nunbers Q (12);
sai d &phenerar &?ﬂ&%@ﬂé‘eﬁﬁ&@l’aﬂﬁ% t he public ephenmeral nodule n (9)
to the session identifierggatamM d GRis 1tiddvppnber k and the m base nunbers
g, having no need of any special**protection. 'Z5 10. Method according to
claim9, said-GThetgpeningof heOR4-bibcdrtificate mpwsats conpri si ng a proof nmechani sm

i npl ementing: either sai | C hener al dule n (9) and said m
epheneral private nunbe?sgég%ayl@ﬁgafﬂﬁ‘a,mw}ﬂ%“afur hermeral prime factors
p, top f (26) of the e(phq:nfgrli(g?ﬁ?la%&gg(Rﬁ%g;i)g“amre)_ 41 x p~, the nxf

0 =,

ephereral private conponents Q 7, _ and the f-1 paraneters of
t he é@hener al Tigs¢ dbstaticnssiemdustiate( the jgainsef toamagiwdespéteaemthatwarkload

Il -sized h I bl | , 11 d I i vat b
PhoG0 type. i ecmerrelsfiof S 8 oeers ReA bivdie R D RE EorRond el e ot hou
assoc at od wi ipdRRAuisR | BOcHRnRERL ABALIS. in TECEK] GRORShRIR. t Cuchr gduce

t he workl oads and) correl atively, the waiti ng time the users during each

phase of aut hdifferenest iroperfdrmanes repgesents riatec abrbr¢ak. t Ae compaeadswitihat t hey
wish to access.stjn atrati(ﬁ ofnone to I%urn red as . .co9 r?d with what .t hey
woul d have bediedne e fin canipationcR, fohiti et AeaSqiRstory Stepdamy wih

wi t hesit the sigeradetl ¥ecitity. he aut hentication nethod being reduced by the

i npl ementation of small-sized epheneral public nunbers G ( 11 ) and
ephener al pri Qthes methpds of zenekngwiedgeiaythensicationr “He mdwojcgn dejmre can

protocel s pr o NevseZe MK e Rle BRBIY bR} SRRRE AEHfilF ol
secondl y, t heeviebfnckyagesighammgs.dur ation, | arge-sized private si gnai ure key (
14) used to nerat e .t h ral certjficates i s not accessible during
the sessi ons?ﬁxamslﬁd?flii? ‘gﬁe‘f‘gﬁﬂ%émﬂmwh%n gntication 1 hes patifier §559¢sga publ i ¢
nunbgss G and.@finedl (Bglg }%él%nf }&gbg rsons the tine
needg(?j to ret rhlge‘!\:/né@t ﬁlgpgégﬁﬁ%%%tgﬁs;? a’ttg r orﬂieta’lgghI ut henti cation
prot ocol s, 20Tleprovesthenlcompetehiont aramotecZKi$HQ ttiplets cehose ZIK challages vanherg a
i , . h ; hi |
e e P e SR Ebg o8 o hecSrestnais B DS hGRhg L snper Some
message to be authenticated. The entropy of all the ZK challenges is greater than or
equal to the entropy of the verifier's challenge, for example, 48 bits of ZK challenge
25 for 32 bits of verifier challenge. The proof comprises the ZK GQ triplet or triplets
or else an appropriate subset of these triplets,
- thatis, the commitments and the responses since the challenges are easily

reconstructed,

- or better still, the challenges and the responses since the commitments are



W thout its being necessary for the user to nenorize several passwords,

wi thout its being necessary for the users and the managers of servers to
have 25 | arge conputation resources on their personal conputers or servers.
System 11. A systemenabling a first colfuter device ( 1), especially a
personal conputer, to be authenticated by at |east one second conputer
device (2) such as a server, said conputer devices being connected to a

comuni cati ons network (3); 42 1. During the phase of the logging on to
said first conputer device (1 ) by a specifced user (5) said first conputer
device (1) conprising: - a log-on software program (4) installed on said

first conputer devi ceasfly feconsttubedS execution of the program being | aunched
by a specified user (5), when logging on to said first conmputer device ( 1

) for aI : i mtztdeaﬁistmﬁamplegﬁgﬁf@ﬁz nsgotih@rq;dtiplmtwimaf2‘°alcqxrhett@1bsti¢lm;]t (6),
. oY . L
PaEroduct § on, S SIS vBt 5%, Mther-RRREE BBl i FC G020t e

(21 ), in parfaétetinoduld wihsodask Anabes: tﬂe?fd&ﬂ%r[ﬂf)ﬁib%,thré@tr&‘;ﬁétﬂ_fd?% sopal
identifiers (21 ) enabling the checking of the identity of said specified
user ¥5) and andenheensderhg28f a private signature key ( 14) of said

speci fi ed useﬁxa(r?;))lg &Mg@(}géﬂ%@r? 'aﬁgf_?e% gr;ogeriiﬁé/n {ohiutdde rrtlcprg K £Q

characteristic o el ng m usé as ‘conpared W

duration of tipleBewhbsenZKSéetalledges omeofipnit the Haslyicode of the comndithrRhtror €
conprising: 15 - first conputation nmeans (7), controlled by said | og-on
sof t war e (4),comsmifipeniyend the smessage to pejanthenticated.q The size) of the ZKs¢hallenges y fr om
data for identjfyi egl Tl M. or f. j ifyi ng
sai d i1t oanstdeligt OB fol ekl 38 bics o) sBH e Bhhr bR 2R

andl o0 sai d doQatiplevorafipleds@r sles an sppropriateyubset of thpdearipleal nodule n (9), a
public exponent v ( 10), and at | east one 20 pair of epheneral public
nunbers G ( 11 ), -anthabisbeeemmitpents andithg sespansss singe thoghallenges gt easily
generic equation of thJ S% g Q" (mod n) or &xQ" . 1 (nod n) a unique
epheneral certificate ?n ? I’n si gning) by neans of said private signature
key ( 14) of the speai betektilisthe chdllengesaind theassonses ismeethe committiens drel ( 8)
and said public 25 egh meral nodyle n (9) and as the case nay be, said
publ i ¢ exponent v ( %ﬁywog%quat pheneral public nunbers G ( 11 ) ; said
publ £ epheres afiRkafiplt d2K DM phSorlil BrdcApRE WAl WL 20+ orltittr Wi, SiTa! |
size relative to the prrvate sighature key 14) and of having a duration
of use conparsiigle triplettwith dur 21+257. ofAnbther sealisticoexample4Bith ZK D2 meest de

session sald [l L e MRilein S0 Sae huhbdrs! e oRsor SrmpriSe Rice Hifléhs for &
=9 and only one for k = 25.
We shall now see the details of the invention.

20 — at each log-on operation, the computer device executes an initialization
software program with the following characteristics (the order of the operations is
not significant).

- Producing identifier data for the session being initiated, this data being
denoted by Id.
25 - Producing a public ephemeral module 7, a public exponent v greater than
two and at least one pair of GQ numbers, for instance m pairs with m =
1. Each pair comprises a public number G and a private number Q
related by a generic equation GQ.
Either the direct equation: G = Q" (mod n)



- disabling neans ( 15) to disable the execution of the |og-on software
(4), after the | og-on phase, throughout the duration of the session, 5 - a
proof software program ( 16) installed on said first conputer device ( 1),
the execution of which is |launched by sd’d specified user (5), during said
session considered, at |east during the first connection of said first
conput er device (1) to each of said second conputer devices (2), by the
activation of a control unit (6), especially a keyboard of said first
conputer device ( 1 ). 10 said first conputer device ( 1) furthernore
conprising: - first computation neans (7), controlled by said proof
software ( 16), to dissem mttﬁeﬁ]abldee@hqmrelxQeitll(fmdaa,t)e( 13) through

t he comuni cations network (3) to the second conputer device (2) produce

proofs that play a plientifying the userdiyewsing aunighe dncal-procadutey fasaamgls the

aut henti cati on nmechapj ec al I war e (
16) program actlng as™ V\ﬁ.\x}liﬁe)esﬁﬁsswg néi) 126'00 %%R}%Hte&(a';ﬁ% 'ﬁ%’% ?%Eétlon
protocol, said seconexdngi@afifigerptat iof oite’¢hetkirth PESANDE Br CAITP fHeSproductioR
verifi cat| on software program ( 18) installed on said second conputer

devick® (2), 20 - | auntHerignawsnundes theyeenitel ohdheosss bitprivae &ey dajogler to
ficat ft
Cont rol Ted by sai d vt i @knerdlinodine 3RGRE SRR hBIRNCEEE o B)

ephenmeral certificat duratidBof thé tdisian.pSdh asigersuré ikl ephernerali ceftifidatei t h 25 sai d
private signature key (14) and extract, the se55| on identifier data Id (8)

and sai d publ Pepcagdingrasy ke GRamethod userd, @Qﬁ’ &Q7, nparticylas Goastrats saj d
bl 0 h d
P herrer al - oortiely o 4 proflo i G SR ifERer Wﬁ‘%“% %%E‘é“‘%“rﬁa%‘%a‘;"tb.‘ﬁgmaia'

verifiger of thenkes, ps weldaothe strucMeﬂ;ﬂtheéemﬁsatesm according to claim 11, said

private signature key ép@ }; sai d, specified user (5) being located in a
crypt ogr am ( 2k a Sisstimaethed (GRM 2 gublic axporesty s Brediand ¢ publicymodyls @ apd st

conput er devi g r ans
(7)) control I'gg’r{‘;&ésal gg{gg%n%%?%k%?%#g&gr é‘g‘;?‘g%c?ﬁ)@gtg ge gjkler sa

crypt ogr am ( 2fpstibe repipsentedriyi thg madute pemdahelm prieatd nbmbers Q1210 Q,,gfthe;al d
speci fied user accordi n to,claim1l, sai rlva

si gnature keyef(h%‘!'f’ab?er%%‘fa& | “@EP‘?PS‘Q‘? ifisy dafa.fofhe P‘é%‘éi ?’?‘Ei vypt ogr am
(20) ygontained pn a nenory card (22) held by 10 said specified user (5);

sai d systemfurtﬁerm)re conprising: - a nenory card (22) reader (23)

associ at ed wi Irha sexoud fmetbod ¢GRI the pcwer has to demppstiate kvivivdédge aif anRfexi f i ed

5 t d d 2 d 23
Compr | o1 ng. neHBEIES ARG R | SXUREIerSR b VER ABdROA SRS WENGEy cat d
(22) and sai dofthihing KAOWRMES bf fie\lﬂ 18 @hdnldecessddytofuist 3h ROARWnAurd Sihded ( 1 )

furthernore conprising: - "first conputation'neans (7), controlled by said
| 0g- on sof t wawish pfarmabme¢hanismieonvstingnsry @asseeedojapmgfr@mc)(mnben such

0P 302751 oo A BleRRL 00y AREE A BSnh, Jeth RSN BRERAEY 133 () %

said specifi eﬂxuus,ek dnéht\hﬁﬂ g)uﬁﬁcﬂfﬂoﬁ&lé rvhidh $9 &B@I‘Mu@t@ﬂmrlhﬂgbfﬂistfna@) In a
menory card (22) he d by sai speC|f| ed user (5); said systemfurthernore

conprising: - SeaTehBRBE fackss B, a2, swakuhaty is prye yathon i-h@ead pyile Hinghisgase; r st
t d 1 d
commt o et gl s 7 MAE B BB o P 402",

for the transfigiangé s@adad betav\m&nagwmhmer@{# Ical(;des(vag?é,) aindaddlitlon i thet

conputer device (1), said first conputer device & furthernore
conpPPsing: representation by the module » and the m private numbers Q, to @, the ephemeral

private key may again be represented advantageously by the f prime factors p, to p,
mxf private components Q, ; to @, and f~1 parameters of the Chinese remainders;
the ephemeral certificate relates the session identification data to the two numbers n

and v ; indeed, message, to message_, do not need any special protection.



- first conputation nmeans (7), controlled by said | og-on software program
45 (4), to produce said epheneral certificate ( 13) in executing said
signature algorithnms (25) inplenmenting said private signature key ( 14).
First alternative enbodi nent: case of azéQO type aut hentication protocol 5
15. A system according to any of the clains 11 to 14, said system being

i npl enmented in the case of a GQO type authentication protocol, said first
conput ati on neans (7) controlled by said | og-on software program (4)
furtherrnore conprising, for the production of said public epheneral nodule
n (9), a public exponent v ( 10) as well as at |east one pair of epheneral

publ i ¢ numberkn £thid method (GQQ) em}ﬁﬁmalbmpnsimaaats&nawrmge of &décohiositiorans t o:
- set the value of sajd public exponent % -.randomy choose said

publ i ¢ ephenetfathe Fﬁﬂguleemﬁ‘o("%eve ing itnandnihe V@H@@s‘@"ﬁF%BW@ﬁQ!PBﬂS“}% fathe
nunbers Q ( lﬁ))dule Wﬁﬁﬁ@%&@né%&vﬁﬁé@%ﬁ ah@%ﬁgglrgﬂe@pﬁbﬁu&o? atte ?%tnpl cate

obt ai ni ng either o eneri c equat| ons ener a

13) relating lafpe piriel factos phienst twd oifmhiulh merahstlﬁc)t for Beangpl®) 2, pxROpents v ( 10)
and the epheneral public nunbers G ( )bto the session identifier data
Id. 18. Syst efnchRcol Vil £8: Xiy - or%ﬁ@ Hf FEPORENt; v,1813povesiof T8 SFE8HSF bei ng

ol enent ed 2 fd B EAHI0) =3¢ GAR 4 YBR RULIEN 6Bk ARy BLOLAL BN ST ST g

a proof nechanism 1’ npl ene | ng said publ’ic ep ) and said
m ephemer al psquars-eGegiierEheQurhiterg) fo 32 )areSthe dase alhinbersatinvhisegusndn nent :
cation protocol 17. A system according to any

case of a pe aut henti

of the cl alqrgsa‘fﬂ{“‘{“do%ﬁ @i\mn%%%m l?i‘é‘iaf?g“q"EPﬁFseQeFRQd f eplmeral PEVEE 4 QL
type aut hentl (r];é,uﬂ] 7 ol | ed
bg;psal d | og-on so?’nm% re gersg‘?(naz %Jah{agéogrglg @Zpglt%be{?g&gspé‘e#e f’aP& dule n
(9), 18ai d pubpnuateeoompoamts @, ( tciQ},,, amti/-d tpatansesdrs of\me;ﬂunesefremmhéem;rthb public
nunbers G ( 11 ) rﬁgemer |vate nun&ers #2&‘5 conpri se nmeans
to: - set the® E%ﬁ?ﬂﬁﬂh@n e\pum b)"’ m cens §al publ i ¢
ephener al nndﬁurgoégsggad%)xoguh(;h&wé@ ryasﬁ)eélﬁ%?&e&iﬁﬂ ephenmeral prime factors

such that v is prime w 88ch epheneral prime 5 factor mnus one,
— During the session, the computer device dialogs with devices giving access to

resources (for example access portals) or with devices constituting resources (for
15 example printers or archival servers).
- The computer device executes a proof software program having the
following characteristics.
o It does not know the user's private key.
o It distributes the ephemeral certificate that makes it possible to
20 establish /d and n for whoever knows the user's public key, said key
being in the directory of public keys.
o It acts in the role of ZK GQ witness to establish ZK GQ triplets
constituting proofs.
- Each resource executes a verification software program having the
25 following characteristics.
o Itknows the user's public key or else it can procure the key for itself
in a sure way. It uses it to "open" the certificate and thus establish
the session identifier data and the ephemeral module plus, if

necessary, an exponent and public numbers.



- produce the epheneral public nunbers G ( 11 ) by the application, to a
nmessage m, of an RSA signature standard type of format nechanism G=
Red(m ), - determine a private exponent s such that s.v - 1 is a multiple
of each 10 epheneral prinme factor m nus28ne, - produce the epheneral
private nunbers Q ( 12), especially by raising the epheneral public
nunbers G ( 11 ) to the power of the private exponent s nodul o n, and/or
produce mx f epheneral private conponents Q .~ of the m epheneral private
nunbers Q ( 12); 15 said epheneral certificate ( 13) relating the public
epheneral nodule n (9) and the public exponent v ( 10), to the session
identifier data Id, th } :]ﬂﬁﬁ f any speci al
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pI’iV(il e nunbers Q@ (12); said ephe rall certificate ( 13) relating the
publ i'c epheneral nodule n (9) to th Cr88-QBPEMEN i dentifier data Id (8), the
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4. This log-on software program 4 has been installed in the personal computer 1,
20 prior to the logging on by the user 5 or by any person entitled to do so. The user 5
launches the execution of the log-on software program 4 by activating a key of the
keyboard 6 or by using a mouse to click on an icon corresponding to the log-on
software program 4. The user 5 introduces personal identifiers 21, especially a
password, into the personal computer 1, by means of the keyboard 6. The use of a
25 password may be complemented by a fingerprint. In a manner known per se, the
personal identifiers 21 enable the log-on software program 4 to verify the identity of
the specified user 5 and access the private signature key 14 of the specified user. In
the case of the alternative embodiment described, which does not refer to figure 1,

the private signature key 14 of the user 5 is located in a cryptogram 20 containing in



or the f epheneral prinme factors p; to pf (26) of the epheneral nodule (9)
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by any person entitled to do so. The user 5 launches the execution of the proof
software program 16 by activating the key of the keyboard 6, or by clicking on the
proof software program 16 icon with the mouse of his personal computer. The first

computation means 7, controlled by said proof software program 16, send said
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ephemeral certificate 13 through the communications network 3 to the server 2. The
first computation means 7, controlled by said proof software program 16, produce
proofs in a manner known per se according to the GQ technology. These proofs are
intended for use in the implementation of a zero-knowledge GQ type authentication
5 mechanism. The proof software program 16 acts as a witness according to the GQ
protocol.
A verification software program 18 is installed on the server 2. This server has
launching means that are activated, in a manner known per se, during the setting up
of a computer link with the personal computer. These launching means launch the
10 execution of said verification software program 18.
Under the control of the verification software program 18, the second computation
means 17, open the ephemeral certificate 13, with a public key 19 associated with
said private signature key 14. Under the control of the verification software program
18, the second computation means 17 extract, from the ephemeral certificate 13, the
15 session identifier data Id 8 and said ephemeral module n 9 along with, as the case
may be, said public exponent v 10 and said ephemeral public numbers G 11. The
proof software 16 acts as a verifier according to the GQ protocol.
A description shall now be given more particularly of a first alternative embodiment
of the system when the authentication protocol is of the GQO type. In the case of
20 this alternative embodiment, the first computation means 7, under the control of the
log-on software program 4, produce a public ephemeral module n 9, a public
exponent v 10 and at least one pair of ephemeral public numbers G 11, and
ephemeral private numbers Q 12 in the manner described here below. The first
computation means 7 furthermore comprise means to set the value of said public
25 exponent v 10, randomly choose said public ephemeral module n 9, randomly
choose said ephemeral private numbers Q 12, compute said ephemeral public
numbers G 11 by applying either of the generic equations. In the case of this
alternative embodiment, the ephemeral certificate 13 relates the public ephemeral
module n 9, the public exponent v 10 and the ephemeral public numbers G 11 to the
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authentication protocol comprises a proof mechanism implementing said public
ephemeral module n 9 and said m ephemeral private numbers Q 12, to Q,,.
A description shall now be given more particularly of a second alternative
5 embodiment of the system when the authentication protocol is of the GQ1 type. In
the case of this alternative embodiment, the first computation means 7, controlled by
said log-on software program 4, produce a public ephemeral module n 9, a public
exponent v 10 and at least one pair of ephemeral public numbers G 11, and
ephemeral private numbers Q 12 in the manner described here below. The first
10 computation means 7 comprise means to set the value of said public exponent v 10,
produce said ephemeral module n 9 in multiplying at least two ephemeral prime
factors such that v is prime with each ephemeral prime factor minus one, produce the
ephemeral public numbers G 11 in applying, to a message mj, an RSA type
signature standard format mechanism, G= Red(mj), determine a private exponent s
15 such that s.v — 1 is a multiple of each ephemeral prime factor minus one, produce the
ephemeral private numbers Q, 12, especially in raising the ephemeral public numbers
G 11 to the power of the private exponent s modulo n, and/or produce m x f
ephemeral private components Q, | of the m ephemeral private numbers Q,12. It can
therefore be seen that this third alternative embodiment does not necessarily use the
20 ephemeral private numbers Q.12 directly but uses the ephemeral private components
Q,;12. The ephemeral certificate 13 relates the public ephemeral module n 9 and the
public exponent v 10 to the session identification data Id. Indeed, in the case of this
variant, the messages m, do not need any special protection. In the case of this
alternative embodiment, the GQ1 type authentication protocol comprises a proof
25 mechanism implementing either said public ephemeral module n 9 and said m
ephemeral private numbers Q, to Q,, 12 or the f ephemeral prime factors p, to p, 26
of the ephemeral module n=p, x ... x p, the mxf ephemeral private components
Q,,, to Q;,, 27 and the f-1 parameters of the ephemeral Chinese remainders 28.

A description shall now be given more particularly of a third alternative embodiment
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computation means 7 comprise means to set the value of a parameter k by which it is

possible to compute said public exponent v 10 of the v=2K type, produce a public
ephemeral module n 9 that is the product of f ephemeral prime factors n = p, x p, x
...x p;, f being greater than or equal to 2, choosing m ephemeral base numbers g, ,
10 that are small, in particular smaller than 100, enabling the definition of the m
ephemeral public numbers G, 11 of the G, = g, ? type, produce the m ephemeral
private numbers Q, 12, especially in raising the ephemeral public numbers G 11 to
the power of the private exponent s modulo n, and/or produce m x f ephemeral
private components Q,; 12 of the ephemeral private numbers Q,12. It can therefore
15 be seen that this third alternative embodiment does not necessarily use the ephemeral
public numbers G;11 directly but use the ephemeral base numbers g,. Similarly, it
does not necessarily use the ephemeral private numbers Q12 directly but use the
ephemeral private components Q, 12. In the case of this alternative embodiment, the
ephemeral certificate 13 relates the public ephemeral module n 9 to the session
20 identification data Id. Indeed, the number k and the m base numbers g, do not need
any special protection. In the case of this alternative embodiment, the GQ2 type
authentication protocol comprises a proof mechanism implementing either said
public ephemeral module n 9 and said m ephemeral private numbers Q, to Q_, 12 or
the f ephemeral prime factors p, to p; 26 of the ephemeral module n=p, x ... x p,
25 the mxf ephemeral private components Q, , to Q,,. 27 and the f-1 parameters of the
ephemeral Chinese remainders 28.
The implementation of small-sized ephemeral public numbers G 11 and ephemeral
private numbers Q 12 in GQ type authentication protocols using the Chinese

remainders method associated with RSA type log-on protocols makes it possible to
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each phase of authentication of their personal computers by the servers that they
5 wish to access. It can be seen that the reduction of the workload is in a ratio of one
to hundred as compared with what it would be if the method were to implement
known protocols, especially of the RSA type. This reduction of the workloads
obtained by the implementation of small-sized ephemeral public numbers G 11 and
ephemeral private numbers during short sessions does not reduce the security of the
10 authentication method since:
* firstly, the GQ protocols provide greater security than the RSA protocols for
comparable circumventing capacity,
* secondly, the RSA-type large-sized, long-duration private signature key used
to generate the ephemeral certificates are not accessible during the sessions,
15 ¢ finally, the ephemeral character of the small-sized public numbers G and
private numbers does not allow fraudulent individuals the time needed to
retrieve confidential data of the GQ authentication protocols.
The method according to the invention can be used to identify the user using the
personal computer concerned during a session and authenticate this personal
20 computer from several servers,
e without its being necessary for the user to memorize several passwords, and
* without its being necessary for the users and for the managers of servers to
have substantial computation resources available on their personal computers
or their servers.

25 The method of the invention is therefore open to a large number of applications.
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1. During the phase of the logging on to said first computer device (1) by a
specified user (5)
- the step, for a specified user (5), which consists in logging on for a session of
10 limited duration, for example a few hours, on said first computer device (1), by
launching the execution of a log-on software program and by introducing personal
identifiers, in particular a password and/or a fingerprint;
said personal identifiers (21) enabling the checking of the identity of said specified
user (5) and the accessing of a private signature key (14) of said specified user (5);
15 said private signature key (14) having the characteristic of being a key of long-term
use as compared with the duration of the session;
said software program producing:
* session identifier data Id, especially from data for identifying the specified
user (5) and/or data for identifying said first computer device (1) and/or

20 from the date and/or the time and/or said duration of the session,

* apublic ephemeral module n (9), a public exponent v and at least one pair of
ephemeral public numbers G, and ephemeral private numbers Q related by a
generic equation of the type:

GuQ " (mod n) or GxQ ' = 1 (mod n)

25 * a unique ephemeral certificate (13), in signing, by means of said private
signature key (14) of the specified user (5), said session identifier data Id (8)
and said public ephemeral module n (9) and as the case may be, said public
exponent v (10) or said ephemeral public numbers G (11) ;

said public ephemeral module n (9) having the characteristic of being small sized
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to the duration of the session;
11. during the session

the execution of the log-on software program (4) being disabled after the log-on
phase and throughout the duration of the session;
said method implementing the following steps during said session considered, at
least during the first connection of said first computer device (1) to each of said
second computer devices:
- the step, for said specified user (5), of launching the execution of a proof software
program,

¢ the disseminating of said ephemeral certificate (13) through the

communications network, to the second computer device (2),

* the production of proofs that play a part in the implementation of a zero-

knowledge authentication mechanism, especially of the GQ type,

said proof software (16) acting as a protocol witness.
- the step, for said second computer device (2), of launching the execution of a
verification software program opening said ephemeral certificate (13) with a public
key associated with said private signature key (14), and of extracting, from this
ephemeral certificate, the session identifier data Id (8) and said public ephemeral
module n (9) and also, as the case may be, said public exponent v (10) or said
ephemeral public numbers G (11),
said proof software (16) acting as a verifier of the GQ protocol.
2. A method according to claim 1, said private signature key (14) of said specified
user (5) being located in a cryptogram contained in said first computer device (1),
said method furthermore comprising:

- the step, for said log-on software program (4), of deciphering said
cryptogram (20) in implementing said personal identifiers (21) of said specified user
(5).

3. A method according to claim 1, said private signature key (14) of said specified
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10710%& () -3 - the step, for said specified user (5), of inserting said memory card (22) in a
memory card (22) reader associated with said first computer device (1),
5 - the step, for said log-on software program (4), of deciphering said
cryptogram (20) by implementing said personal identifiers (21) of said specified
user (5).
4. A method according to claim 1, said private signature key (14) of said specified
user (5) being confined with signature algorithms in a memory card (22) held by
10 said specified user (5), the method furthermore comprising:
- the step, for said specified user (5), of inserting said memory card (22) in a
memory card (22) reader (23) associated with said first computer device (1),
- the step, for said log-on software program (4), of producing said ephemeral
certificate (13) in executing said signature algorithms (25) implementing said private
15 signature key (14).
First alternative embodiment:
case of a GQO type authentication protocol
5. A method according to any of the claims 1 to 4, said method being implemented
in the case of a GQO type authentication protocol, said method furthermore
20 comprising the following steps, for the production of said public ephemeral module
n (9), said public exponent v (10) as well as at least one pair of ephemeral public
numbers G (11) and ephemeral private numbers Q (12):
- the step of setting the value of said public exponent v (10),
- the step of randomly choosing said public ephemeral module n (9),
25 - the step of randomly choosing m ephemeral private numbers Q (12),
- the step of computing said ephemeral public numbers G (11) by obtaining
either of the generic equations;
said ephemeral certificate (13) relating the public ephemeral module n (9), the public

exponent v (10) and the ephemeral public numbers G (11) to the session identifier
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7. A method according to any of the claims 1 to 4, said method being implemented
in the case of a GQI1 type authentication protocol, said method furthermore
comprising the following steps for the production of said public ephemeral module
10 n (9), said public exponent v (10) as well as at least one pair of ephemeral public
numbers G (11) and ephemeral private numbers Q (12):
- the step of setting the value of said public exponent v (10),
- the step of producing said ephemeral module n (9) by multiplying at least two
ephemeral prime factors such that v is prime with each ephemeral prime factor
15 minus one,
- the step of producing the ephemeral public numbers G (11) by the application,
to a message m,, of an RSA signature standard format mechanism, G= Red(m,),
- the step of determining a private exponent s such that s.v — 1 is a multiple of
each ephemeral prime factor minus one,
20 - the step of producing the ephemeral private numbers Q, (12) especially by
raising the ephemeral public numbers G (11) to the power of the private
exponent s modulo n, and/or producing mxf ephemeral private components Q;
(27) of the m ephemeral private numbers Q, (12),
said ephemeral certificate (13) relating the public ephemeral module n (9) and the
25 public exponent v (10), to the session identifier data Id,
the messages m, having no need of any special protection.
8. A method according to claim 7, said GQ1 type authentication protocol
comprising a proof mechanism implementing:

« either said public ephemeral module n (9) and said m ephemeral private numbers



910%& ()-3 10%& ()-310%& ()-SF

1098’ () - X) 4dEmbCLOF9! #10%&' () - &L0%&' () - FS109&' () - & 10%&' () - &10%&' ()-F
1098 () -4(zaBmbCl&* 10%&' ()-3@ #10%&' ()- & 109%& ()- &&10%&' ()- &s$10%&K () -! FO! #
109&' () - okxnbC1109%& ()- 10 10 40 ‘
10&7S10%&' ()-"6109%& ()-310%&' ()- 3l 1#10%& () - YRa?nmbCl 4Y#109%&' ()-&S 109%& () -
&10%& ()-&10%&' ()- ! f#10%W&' ()-3 10%&' ()- ROZAEmbC! 3 "~ $10%&' ()-"

1098 ()-Y'" 10%& () - &L0%& ()-10%& () - &3&10%& () - (pdEnbCl . 10%&' ()-Y

y, 109&' ()-*Y 10%&' ()-3@#10%& ()-Y '10%& ()-Y %109 ()-3Q LMJE:/ 10
107109%&' () - L6Y10%&' ()-4F10%&' ()-F 310%&' ()-3Y110%& ()-/ 10%&' ()- NOR$gxY:/
10109&' () - S&IPAU'Q A2 09& () - &109&' ()-F 10%&' ()-310%&' ()- 10S| dE: /
10&10%& () - &10%&' <;§ - 109%& () - FFMLOY&. (t) -109%& ().- 10%&' ()-rcD:/ 1031#109%& () -
+109%&' () - 3y) #1udke fephemeralprine fagtorsogy tp peofthe ophegeral modulei=p; X 101%P»

#10%& ()-!Vl tﬁé&%lef)ﬂén!leﬂl ﬂ%@oﬁ%bnéﬂ%{yé,g Qo' Q%nO(Z%’S) and the f-1 parameters of
the ephemeral Chinese remainders (28).
5 Third alternative embodiment:
case of a GQ?2 type authentication protocol
9. A method according to any of the claims 1 to 4, said method being implemented
in the case of a GQ2 type authentication protocol, the method furthermore
comprising the following steps for the production of said public ephemeral module
10 n (9), said public exponent v (10) as well as m pairs of ephemeral public numbers G
(11) and ephemeral private numbers Q (12), m being greater than or equal to 1:
- the step of setting the value of a parameter k enabling the computation of said
public exponent v (10) of the v=2* type
- the step of producing a public ephemeral module n (9) that is a product of f
15 ephemeral prime factors n =p, x p, X ...x p;, f being greater than or equal to 2,
- the step of choosing m ephemeral base numbers g, enabling the definition of
the m ephemeral public numbers G (11), of the G, = g, * type,
- the step of producing the m ephemeral private numbers Q, (12) especially in
raising the ephemeral public numbers G (11) to the power of the private exponent s
20 modulo n, and/or producing m x f ephemeral private components Q; | (12) of the m
ephemeral private numbers Q, (12);
said ephemeral certificate (13) relating the public ephemeral module n (9) to the
session identifier data Id (8),
the number k and the m base numbers g, having no need of any special protection.
25 10. Method according to claim 9, said GQ2 type authentication protocol comprising
a proof mechanism implementing:
» either said public ephemeral module n (9) and said m ephemeral private numbers
Q, toQ, (12),
* or the f ephemeral prime factors p, to p; (26) of the ephemeral module n= p, x ...
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ephemeral private numbers in GQ type authentication protocols, using the Chinese

5 remainders method associated with RSA type log-on protocols, makes it possible to:
« reduce the workloads and, correlatively, the waiting time of the users during each
phase of authentication of their personal computer by the servers that they wish to
access, in a ratio of one to hundred as compared with what they would have been if
the method had implemented RSA type protocols,

10 e without the security of the authentication method being reduced by the
implementation of small-sized ephemeral public numbers G (11) and ephemeral
private numbers during sessions of short duration since:

» o firstly, for comparable circumvention computation capacities, the GQ
protocols provide security higher than that of the RSA protocols,

15 * ¢ secondly, the RSA-type, long-duration, large-sized private signature key (14)

used to generate the ephemeral certificates is not accessible during the sessions,

« ¢ finally, the ephemeral character of the small-sized public numbers G and
private numbers does not give fraudulent persons the time needed to retrieve the
confidential data from the GQ authentication protocols,

20 so that the method can be used to identify a user using a specified personal
computer during a session and authenticate this personal computer from several
servers,

* without its being necessary for the user to memorize several passwords,
* without its being necessary for the users and the managers of servers to have

25 large computation resources on their personal computers or servers.

System
11. A system enabling a first computer device (1), especially a personal computer, to
be authenticated by at least one second computer device (2) such as a server, said

computer devices being connected to a communications network (3);
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specified user (5)
said first computer device (1) comprising:
- a log-on software program (4) installed on said first computer device (1), the
execution of the program being launched by a specified user (5), when logging on to
said first computer device (1) for a limited-duration session, by the activation of a
control unit (6), especially a keyboard of said first computer device (1), and by the
introduction, through said control unit (6), of the personal identifiers (21), in
particular a password and/or a fingerprint,
said personal identifiers (21) enabling the checking of the identity of said specified
user (5) and the accessing of a private signature key (14) of said specified user (5);
said private signature key (14) having the characteristic of being a key of long-term
use as compared with the duration of the session;
said first computer device (1) furthermore comprising:
- first computation means (7), controlled by said log-on software (4), to produce:

* session identifier data Id (8), especially from data for identifying the
specified user (5) and/or data for identifying said first computer device (1)
and/or from the date and/or the time and/or said duration of the session;

* a publi\c ephemeral module n (9), a public exponent v (10) and at least one
pair of ephemeral public numbers G (11), and ephemeral private numbers Q
(12) related by a generic equation of the type:

G=Q " (mod n) or GxQ ' = 1 (mod n)
a unique ephemeral certificate (13) in signing, by means of said private signature key
(14) of the specified user (5), said session identifier data Id (8) and said public
ephemeral module n (9) and as the case may be, said public exponent v (10) or said
ephemeral public numbers G (11) ;
said public ephemeral module n (9) having the characteristic of having a small size
relative to the private signature key (14) and of having a duration of use comparable

to the duration of the session;
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5 - a proof software program (16) installed on said first computer device (1), the
execution of which is launched by said specified user (5), during said session
considered, at least during the first connection of said first computer device (1) to
each of said second computer devices (2), by the activation of a control unit (6),
especially a keyboard of said first computer device (1).
10 said first computer device (1) furthermore comprising:
- first computation means (7), controlled by said proof software (16), to
* disseminate said ephemeral certificate (13) through the communications
network (3) to the second computer device (2),
* produce proofs that play a part in the implementation of a zero-knowledge
15 authentication mechanism, especially of the GQ type,
said proof software (16) program acting as a witness, as understood in the GQ
authentication protocol,
said second computer device (2) furthermore comprising
- a verification software program (18) installed on said second computer device (2),
20 - launching means to launch the execution of said verification software program
(18),
- second computation means (17), controlled by said verification software program
(18), to:
* open said ephemeral certificate (13) with a public key (19) associated with
25 said private signature key (14) and
* extract, the session identifier data Id (8) and said public ephemeral module n
(9) and also, as the case may be, said public exponent v (10) or said
ephemeral public numbers G (11) from said ephemeral certificate (13),

said proof software (16) program acting as a verifier of the GQ protocol.
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(D
said first computer device (1) furthermore comprising:
5 - first computation means (7), controlled by said log-on software program (4), to
decipher said cryptogram (20) in implementing said personal identifiers (21) of said
specified user (5).
13. A system according to claim 11, said private signature key (14) of said specified
user (5) being located in a cryptogram (20) contained in a memory card (22) held by
10 said specified user (5);
said system furthermore comprising:
- a memory card (22) reader (23) associated with said first computer device (1), in
which said specified user (5) inserts said memory card (22); said memory card
(22) reader (23) comprising means (24) for the transfer of data between said
15 memory card (22) and said first computer device (1);
said first computer device (1) furthermore comprising:
- first computation means (7), controlled by said log-on software program (4), to
decipher said cryptogram (20) in implementing said personal identifiers (21) of said
specified user (5).
20 14. A system according to claim 11, said private signature key (14) of said specified
user (5) being confined with signature algorithms (25) in a memory card (22) held
by said specified user (5);
said system furthermore comprising:
- a memory card (22) reader (23) associated with said first computer device
25 (1), in which said specified user (5) inserts said memory card (22), said memory
card (22) reader (23) comprising means (24) for the transfer of data between said
memory card (22) and said first computer device (1),
said first computer device (1) furthermore comprising:

- first computation means (7), controlled by said log-on software program
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First alternative embodiment:

case of a GQO type authentication protocol

5 15. A system according to any of the claims 11 to 14, said system being
implemented in the case of a GQO type authentication protocol,
said first computation means (7) controlled by said log-on software program (4)
furthermore comprising, for the production of said public ephemeral module n (9), a
public exponent v (10) as well as at least one pair of ephemeral public numbers G

10 (11) and ephemeral private numbers Q (12), means to:

set the value of said public exponent v (10),

- randomly choose said public ephemeral module n (9),
- randomly choose m ephemeral private numbers Q (12),
- compute said ephemeral public numbers G (11) by obtaining either of the
15 generic equations;
said ephemeral certificate (13) relating the public ephemeral module n (9), the public
exponent v (10) and the ephemeral public numbers G (11) to the session identifier
data Id.
16. System according to any of the claims 11 to 14, said system being implemented
20 in the case of a GQO type authentication protocol comprising a proof mechanism
implementing said public ephemeral module n (9) and said m ephemeral private
numbers Q, to Q, (12)
Second alternative embodiment:
case of a GQI type authentication protocol
25 17. A system according to any of the claims 11 to 14, said system being
implemented in the case of a GQI type authentication protocol;
said first computation means (7) controlled by said log-on software program (4), to
produce a public ephemeral module n (9), said public exponent v (10) and at least

one pair of ephemeral public numbers G (11) and ephemeral private numbers Q
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5 factor minus one,
- produce the ephemeral public numbers G (11) by the application, to a
message m,, of an RSA signature standard type of format mechanism,
G= Red(m,),
- determine a private exponent s such that s.v — 1 is a multiple of each

10 ephemeral prime factor minus one,

- produce the ephemeral private numbers Q, (12), especially by raising the
ephemeral public numbers G (11) to the power of the private exponent s
modulo n, and/or produce m x f ephemeral private components Q, | of the m
ephemeral private numbers Q, (12);

15 said ephemeral certificate (13) relating the public ephemeral module n (9) and the
public exponent v (10), to the session identifier data Id, the messages m, having no
need of any special protection.

18. A system according to claim 17, said GQ1 type authentication protocol
comprising a proof mechanism implementing:

20 « either said public ephemeral module n (9) and said m ephemeral private numbers
Q, 10 Q, (12),

* or the f ephemeral prime factors p, to p; (26) of the ephemeral module (9) n= p, x
. X pp the mxf ephemeral private components Q, , to Q. (27) and the f-1
parameters of the ephemeral Chinese remainders (28).
25 Third alternative embodiment:
case of a GQ?2 type authentication protocol
19. System according to any of the claims 11 to 14, said system being implemented
in the case of a GQ2 type authentication protocol

said first computation means (7) controlled by said log-on software program (4), in
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| #109&' ()- least one pair of ephemeral public numbers G (11) and ephemieral private numbers
Q (12), furthermore comprising means to:
- set the value of a parameter k enabling the computation of said public
5 exponent v (10) of the v=2* type
- produce a public ephemeral module n (9) that is a product of f ephemeral
prime factorsn=p, x p, x ...x p;, f being greater than or equal to 2,
- choose m ephemeral base numbers g enabling the definition of the m
ephemeral public numbers G (11), of the G, = g, * type,

10 - produce the m ephemeral private numbers Q, especially in raising the
ephemeral public numbers G (11) to the power of the private exponent s
modulo n, and/or produce m x f ephemeral private components Q;, (12) of
the m ephemeral private numbers Q, (12);

said ephemeral certificate (13) relating the public ephemeral module n (9) to the
15 session identifier data Id (8),

the number k and the m base numbers g; not needing any special protection.

20. A system according to claim 19, said GQ2 type authentication protocol

comprising a proof mechanism implementing:

» either said public ephemeral module n (9) and said m ephemeral private numbers

20 Q, to Q, (12),

« or the f ephemeral prime factors p, to p; (26) of the ephemeral module (9) n= p, x
. X pp the mxf ephemeral private components Q, , to Q,, (27) and the f-1
parameters of the ephemeral Chinese remainders (28).
so that the implementation of small-sized ephemeral public numbers G (11) and
25 ephemeral private numbers in GQ type authentication protocols, using the Chinese
remainders method associated with RSA type log-on protocols, makes it possible to:
» reduce the workloads and, correlatively, the waiting time of the users during each
phase of authentication of their personal computer by the servers that they wish to

access, in a ratio of one to hundred as compared with what they would have been if
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5 e « first of all, for comparable circumvention computation capacities, the GQ

protocols provide security higher than that of the RSA protocols,
* » furthermore, the RSA-type, long-duration, large-sized private signature key
(14) used to generate the ephemeral certificates is not accessible during the
sessions,
10 * « furthermore, the RSA-type, long-duration, large-sized keys used to generate
the small-sized public numbers G (11) and private numbers are not accessible
during the sessions,
¢ « finally, the ephemeral character of the small-sized public numbers G and
private numbers does not give fraudulent persons the time needed to retrieve the
15 confidential data from the GQ authentication protocols,
so that the method can be used to identify a user using a specified personal
computer during a session and authenticate this personal computer from several
Servers,
* without its being necessary for the user to memorize several passwords,

20 * without its being necessary for the users and the managers of servers to have large

computation resources on their personal computers or servers.



