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Because of this limitation online credit card fraud is inflated in no proportion to the real

world, and online commerce is not as common and accessible as it could be.

Several methods have been proposed to overcome this limitation. Some of them involved
requiring users to identify themselves offline prior to conducting a transaction. One such system
is the SET project launched by Visa, MasterCard and other parties. It was based on banks issuing
digital certificates to their cardholders offline, installing these certificates on buyers’ computers
and verifying them during a transaction. In practice, the distribution of certificates to millions of
prospective buyers proved to be too complicated and costly, and SET failed.

Visa has recently launched a similar initiative called ‘3-Domain Secure’ or ‘3D Secure’
(marketed in the USA as “Verified by Visa®), which is similar to SET, but allows issuing banks
to authenticate their cardholders online with a password. This password is usually assigned
online after some proof of identification is given (e.g. a secret code printed on the credit card
statements sent to the cardholder’s home). This system significantly simplifies the registration of

buyers, but still requires a huge effort. 3D Secure is described in PCT Application WO01/82246.
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Authentify, Inc. from Chicago, Illinois offers a method for verifying a phone number
provided online. According to this method, described in PCT Application WO01/44940, a user
provides his phone number online and receives a secret code. A phone call is then made to the
phone number, and the user should provide the secret code in that phone call. This verifies the
user has access to the phone line identified by that phone number. This method is limited in that
it requires making a phone call. It is further limited in that it can only verify phone numbers.
PayPal, Inc. from Palo Alto, California uses another method of authenticating Internet
users. This method, described in PCT Application W002/05224, is based on submitting a credit

card transaction in which the merchant’s name field includes a secret code. The user should type

this code online upon seeing the charge on his bill (either by viewing it online or in paper). By
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Verification ConditionS other than the Verification ndi tion at  was

descr iiBedifien (RIBRsafighir a/ SarBe Person Condition, (b) a sender of PI1 and a sender of P12 satisfy a
Same Sender Condition, and (c) PI2 identifies the sender of P12; are true.

Preferably, the method also includes the step of sending a Verification Report, based on
the results of the estimating, that indicates whether PI1 identifies its sender.

Preferably, the Verification Request also includes at least one of: (2) PI2; (b) a first
sender indicator relating to PI1; (c) a second sender indicator relating to PI2; and (d) verification
Information for PI2.

Preferably, the estimating further includes: (a) sending at least one query to at least one
Person Identifier-Sender Indicator Database; and (b) receiving at least one response to the query.

Preferably, the query is a conditional query describing at least one of the Verification
Conditions.

Preferably, the estimating further includes estimating whether the response to the query
satisfies at least one of the Verification Conditions other than the Verification Condition that was

described in the query.
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(d) use of the reliable network addresses by two related organizations; (e) use of the reliable
network addresses by the same Internet Service Provider; (f) use of the reliable network
addresses by the same Internet Service Provider Point of Presence; and (g) association of the
reliable network addresses with close geographical locations.

Preferably, at lease one of the reliable network addresses is one of: An IP address, an IP
address together with a UDP port number, a TCP session handle, and a physical interface
identifier.

Preferably, at least one of the secrets is one of: A secret kept by a device, a secret HTTP
cookie, a secret HTTP secure cookie, an SMTP header, an HTTP header, a hardware identifier, a

secret kept in a software component installed on the device, a secret assigned to a person for
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to a secret upon which the Same Sender Condltlon is based; (e) reliability of an address of the
sender of PI1; (f) reliability of an address of the sender of PI2; (g) accuracy and reliability of
external data sources used in the step of estimating; (h) popularity of PI1; (i) popularity of PI2;

(j) tendency of people to change a person identifier; (k) time elapsed between sending of PI1 and
sending of PI12; and (1) time elapsed since charging an account identified by PI2.

Preferably, the estimating also includes: (a) sending at least one query to at least one
Person Identifier Directory; and (b) receiving at least one response to the query.

Preferably, the method also includes the step of generating a hash of a part of at least one
of the following information elements: (a) PI1; (b) PI2; (c) a first sender indicator relating to P11,

and (d) a second sender indicator relating to PI2.
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apart nunber, a zip code, a phone nunber, an email address, a

fi nanci al apﬁ%%&yiqggﬁﬁl%qdaalﬁﬂﬁ%ﬁesﬁﬁé gteg BPQWsinﬁﬁvnlggl?ﬁeﬁ&Fﬂgﬂﬁﬁé?‘fmﬁ%’ a

gover nment -1 ssue ier, a social security , a driver's lIcense
nunber plulitsaof mnsin iléntifienbieryse as PRsiaphe stemahdséimatipgr sonal characteri stics,

a height, i,ght, a gender,. onpl exi o a. race, and a hair. color.

Pr of or abl , Pisterafiy e metitalstiaclyries s SR OLp WMl figt o k, a
CATV dgb@ thsdnier kr@md a nobil e data network. According to the present
invention, there is provided a systemconprising: (a) a Receiver for

recei vi ng aPtgéaralily cthe imsthodedsoaiseluiiescthe diep gf Fembiningarests of theeastimating with

Estimat or,. f est i mati n e r .R.1 and a Pl2.satisfy a Same Person
cond tiegts 1 g8 it el ol Bine BRtst [BRFE Lo sender of P12
satisfy a SeweerslapdEn ocPinciuds on@ b affol nest, dkist Mdmdyaehiddle nalik2alaent i fies
t he sender of P12. Pref erablé, the system al so conprises a reporter for

I

sendi nipng, vemeinitialsi ohtlRapadiress asewntnys g st Bty of steasbaddeesss ancaparteignt

Esti i ot i I i Lie . 1 .

pr et or i ger { R Bl AP bdEber Tl ol BALCE S BRORRy Rl p redingid,
Modul endmtser S bahkngcourd nempet, @ gavétamsanistidndddtifier, alocat seaunityauthbegeei vi ng a
response to the query, the response then used the Verification

Est i mefiyer’s peahsemysIber, atrr?éw%lﬁpme&& RasgofiduEnber, negsogpl yrcisgisicsna

| dent i fdigf; M&ﬁ{, U énderBa complexion, a race, and a hair color.

Preferably, PI1 is sent via one of: an Internet, a private data network, a CATV data
network and a mobile data network.

According to the present invention, there is provided a system comprising: (a) a Receiver
for receiving a Verification Request including PI1; and (b) a Verification Estimator for
estimating whether PI1 and a PI2 satisfy a Same Person Condition, for estimating whether a
sender of PI1 and a sender of PI2 satisfy a Same Sender Condition, and for estimating whether
P12 identifies the sender of PI2.

Preferably, the system also comprises a reporter for sending a Verification Report, based
on output of the Verification Estimator, indicating whether PI1 identifies the sender of PI1.

Preferably, the system also includes a Person Identifier Directory Query Module for
sending a query to a Person Identifier Directory and receiving a response to the query, the
response then used by the Verification Estimator.

Preferably, the system also includes at least one Person Identifier Directory.



WO 03/ 034633 PCT/ US02/ 32825 Preferably, the systemal so includes a Person
| dentifier-Sender |ndicator Database Query Mddule for sending a query to at
| east onewBaesmsts33 denti fi er- Sender | ndi cat or Database andPCTdise?/¥isaf) a
response to the query, the response then used by the Verification
Estimator. Preferably, the systemalso includes at |east one Person

| dent i f i er -Refedahly,Ithesxstamalso Duludss s Eerspn &deatifipl-§enden bdisptar databasoQPery| udes

a Has erat or .for generatin g f ; (b)
p1o. (peer Spain PR LR sher e MyRis! St LRSI AP B B SC s
i ndi cafeadivingladtipogsd @ thd duery tthivtdsporik SienhgedibylesV @tfitatib@Estihstosyst em
according to the invention may be a suitabl progranmed co 31er.

Li kewi se, tPestarghleribe systen Albe msludes at 1sast onp bespn B%B@H%ﬁﬂ@é?fdr% 1cAWAdabl e by
a corrpH%,cg1 as]éor executing the nethod of the invention. The invention further
contenplates’ a machi ne-readabl e nenory tangi bly enbodyi ng a program of

i nst ruct i onBrefeeatdy thabfseenbylsd helhnies hiffash Generatoe futtdengratihea haethhuddt Iehstt he

i nvention. The_inventi as several, advantages_ over e priqr t. One
advant @5t @ PHadb) g §3§t Bhsendsy er;é‘iaFR{dg]ﬁB%%mr% ; %‘5‘.1&515‘ Pﬁgcroé‘a g?q?{gr any

acti Veip@ﬁ.ﬁ{o-k?él iigprhromthe users such as software or hardware
installation, registration, entering a password etc. Another advantage is
that the sykwelualsarbd umdésiodd dot hersystemsgadridingriethe inmensimopeayshe asuiteblyone
specific entity to verjify a p&lrpson .dentifier, Anot he{? advant% eis that it
'S 1 ol BIOPEIRRARorReh Ly e Mgy Srlales AGOMBYIeh B BRRE S ual |y
rel i es,oMhL%e6y LESME@BE forbxdMBnY BRM SN 1B idventied. ITh¥ i#Nentibsl aithef Vi Ng
information, which  are not easily accessible to unauthorized parties.

BRI EF QESORIEFS ONachinTEaddRawmeussy tangdhly embpdyinga eragramef instruetippent i on and

to see how it be .carried out i.n practi . a referred enbodi rent w ||
now beexggﬁéfgllegggl?fe WCIRB?/%%FX%C Dg Fl}ﬁ'}q?tﬁ% 8§t§1ﬁﬁﬁween§% y, with reference to
t he acconmpanyd MgestcdNaB §Sverdladvdtades otdrGhe prictes Oneegdviriuedn Hat ierestémi n

whi ch t he Sﬁst emoperates. Fig. 2 describes the rel ations hetween

i nf or naidi methed dersritos usurdly spruiteiaay aethve PagiiapAtiondia theaisprsisaeh #o39IBREHer son
identif] Fi e i . f j; r e

w th dopfbs il iREi At LRERERBRIRRLE A A MUSAER 0 (RTRRIHRREC |

t ypi cadndvaésthbd dedsi mon upuiadlgesls onroastatichasfoae spécificerpitgfeevarifg a@atsoni ment  of

the present invention. 7 WO 03/03463 [ US02/ 32825, DETAI LED, DE | PTI ON
OF Tﬂgdpw'fmzﬁ@qher advantage 1s that it is re at?veﬁfcg;ff&{:u tto degaud the system and method, as

it usually relies on secrets kept at the user’s device to verify his identifying information, which

are not easily accessible to unauthorized parties.

BRIEF DESCRIPTION OF THE DRAWINGS

In order to understand the invention and to see how it may be carried out in practice, a
preferred embodiment will now be described, by way of non-limiting example only, with
reference to the accompanying drawings, in which:

Fig. 1 describes the environment in which the system operates.

Fig. 2 describes the relations between information elements and entities that enable the
verification of a person identifier.

Fig. 3 describes the components of the system in accordance with a preferred
embodiment of the present invention.

Fig. 4 describes a typical verification process in accordance with a preferred embodiment

of the present invention.



The inventors have devel oped a nethod for verifying a person identifier
received in an online communication, achieved through the anal ysis of

anot her pwop3sf346dentifier received in an online conuni cRCirarsp2/&dsessary of
Acronyns The foll ow ng acronyns are used in the docunent: AVS - Address
Verification Service CATV - Cable Television CPU - Central Processing Unit
DNS - DPEdIRERBESGRIPIHON-OF THEINNVENIEANct i on Service FTP - File

Transfer Profo - V] &l i HIMe - :

Var kup. Lang g erlpghve gyt ol B et Bheron iier (AARBISERL |

| MC - dniiSik @Binnivas@sigh N@ghievédihtoughNhe analyssd @inofiles pagimigeStfier rec@ivel SiNan
Initial Sequence Nunber |SP - Internet Service Provider MAC - Mdia

Acces OIS CPBIMURIQIEOD. Myl ti - pur pose I nternet Mail Extensions NAPT -

Net wor k Address Port Translation OBPS - Online Bill Presentnent System OSP
- Onl i@ﬁm%\m%ﬂgwg der Pl - Person ldentifier PI2VI - P12 Verification
I nformation® PISI - PI-SI Database POP - Point of Presence PTC - Pl2 is
True Condi t TienfollRF g acReyyussire fised iCtherdogumentS| - Sender | ndi cator SMIP -
glems)loﬁ ghh@?&g?&ﬁé%%g}ﬂ%&%ﬂ §er¥\118603/ 034633 PCT/ US02/ 32825 SPC - Sane

CATYV - Cable Television
CPU - Central Processing Unit

DNS - Domain Name System

FPS - Fraud Prediction Service

FTP — File Transfer Protocol

FVW - Frequently Visited Website
HTML - Hypertext Markup Language
HTTP - Hypertext Transfer Protocol
HTTPS - HTTP Secure

IMC - Instant Messaging Client

IMC - Instant Messaging Service

ISN - Initial Sequence Number

ISP - Internet Service Provider

MAC - Media Access Control

MIME - Multi-purpose Internet Mail Extensions
NAPT - Network Address Port Translation
OBPS - Online Bill Presentment System
OSP - Online Service Provider

PI — Person Identifier

PI2VI — PI2 Verification Information
PISIDB - PI-SI Database

POP - Point of Presence

PTC — P12 is True Condition

RFC — Request for Comments

SI — Sender Indicator

SMTP - Simple Mail Transfer Protocol



SPR - Sane Person Relation SSC - Sane Sender Condition SSN - Soci al
Security Nunmber SSO - Single Sign-On service SSR - Sane Sender Rel ation
TCP - Trawem®siceh Control Protocol TLS - Transport LayerC3awsor/s1sgs UDP -
User Datagram Protocol URL - Uniform Resource Locators WBES - Wb Based
Emai |l Service Environnment Fig. 1 describes the environnment in which the
system oper%P@s.samqg@ﬁom@oﬂdéﬂ%nnect ed to the Internet 20 using a User
Devi ce 12. M@éaﬁ’ePMR Etfilcﬁ{ users are al so connected to Internet 20.
User 10 is a person using er Device 10 to send and receive nessages over
I nternet 28SCHSankeeSendat @xiditddn t he present invention, the term person may
al so refer a device capabl e of generating nessages for sendi ng and/ or
processi ng éﬁgdrﬁoﬁﬁ‘i ﬁ%%@g@gm%@anm es of types of User Device 12 are a PC
wi th a node nek: [ j.pteractive TV term nal and a cellular phone
wth am cr%?3 rgﬁ\}é’g’é?‘:ﬂﬁﬁﬁ% yir(fg Service Provider 14 (OSP) is also connected
to the |nt8SRetSadC SamdesReleiiory User 10. OSP 14 can be any entity that

requires ve '{]i tion of user _informtion, for exanple an el ectronic
conmmer ce seﬂ; Cﬁgﬁgﬂssé@gﬂnt%IPir?r}Sc%r chant, an auctions site, an online

bank, an onfjge TeaRgbk Lepr&ebGRyer, or a paynent service provider.
Verification System 30 is the systemcarrying out the present invention and

i s accessi bUPP tgsepBptaptam Protaen) al so be connected to the Internet 20. As

used herein,othe t.ermyslnternet” also refers to any other data network
over whi chngRijs'g[megor{Hl %ﬁ@%;"&%ﬂ%m cate. Information Rel ations

I nf or mat i onWEEIeW:s Bed EpfailtSepscdl g. 2 descri bes the rel ati ons between
information elenments and entities that enable the verification of a person

identifier, in accordance with the present invention. PI1 100 is a Person
| dent i Epwropent by Sender of Pl1 104, and received by OSP 14. A Person

Identifier £Pl) 4.8 0 -paﬁi : i r I nts
descri bi ng }glgh%dé%grg%oﬂrlllgfeﬂn%r e %ghﬁeéggﬁg?ltée scg’l%%@ xgar;[%ﬁf'ééf ﬂg&&gﬁ%b%ﬁer@ﬂgg?@
m ddl ethe [@sinet 2(hudingb Flsertt Déties] 2 Norpallpmagdrtka siserd al1OB3¢dhadE88 to

i p coltrasiady Use Thionatisantan UserDRARC] Gio sead BlireoreAbarert P Egat o
nunberzo, BRHe BeRRHSE thEYRRES: iRfditin, the BPHGRTRMay AtHRfrt68ALiEd Elpable of
generating messages for sending and/or processing incoming messages. Examples of types of
User Device 12 are a PC with a modem and browser, an interactive TV terminal and a cellular
phone with a micro-browser. An Online Service Provider 14 (OSP) is also connected to the
Internet 20 and serving User 10. OSP 14 can be any entity that requires verification of user
information, for example an electronic commerce service such as an online merchant, an
auctions site, an online bank, an online credit card issuer, or a payment service provider.
Verification System 30 is the system carrying out the present invention and is accessible
to OSP 14. It may also be connected to the Internet 20. As used herein, the term “Internet” also

refers to any other data network over which a User and OSP may communicate.
Information Relations

Information Elements and Entities

Fig. 2 describes the relations between information elements and entities that enable the
verification of a person identifier, in accordance with the present invention.

PI1 100 is a Person Identifier sent by Sender of P11 104, and received by OSP 14. A
Person Identifier (PI) is an information element or a set of information elements describing some

persons more than others. For example, a name (first, middle, last, initials, titles etc.), an address
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(social security nunber, driver's |license nunber, national |D nunber,
passport nunber etc.), a personal characteristic (height, weight, gender,
conpl exi owp osasss33 hair color etc.), and any conbi nation Peareset/3282 Pl can
further be any information elenment that is associated with a PI through a
Pl Directory, as described below. OSP 14 wi shes to verify P11 100. PI

Ver i f i catiton state, i spedaddeessfapagmentarinhgr wireeadercte), aphopasnumbgs, afingngjiale. A
true Pl is a Pl that.jdentifies,(I..e. i he it : se PI
o2 procoridinst O SRE bbbk ReaRTARIbRER . s R s AR Bl

veri f i gadihlogcidity @8Mbd4 dsiveehitensé hahbdl| datibde] NBsuralestt pypat dunalbed 8ty a
attenpting to inpersonate a person jdentified by PI1 100, or if OSP 14
suspecpes@eh chegateristic fhaight, weight errdesrramplexien. sacerir Qlordte-iand ap¥asons,
only DG RARKLLY L1 LiAHEmtSHARHRIAIAENBMen: (RXEASh AR Yifilteprase of
uni ntentional errors i s obvious to person skilled in the art. For

exanpl @roughl HIQWireteytyf Bqiesertbeddeiofi.cation if it was provided in the context

of an online_purchase pro : istration to an onli.ne, banki service,
onl i ne appl PERtIAFHShesto éfe]'ég’g@? t106-§%r\zerg’tac€@°rplféﬁﬁﬁ@c?s§ Ogﬁgllﬂaé’rngﬂi’q%é]é%a by
Sender pof 1l 2 %a?)& Al trrue’WE)?g’Y ?nélg RRAtFECE VD cies (Tl sehfle0bnd PYal RN E P

onli ne service provider. I's norimal Iy received béfore PI1 100, but
can al thet does noedentifgdtsabhder. P11 100. For exanple, P12 102 nmay have been

recei ved dugj.ng an online chas ss, .sqf rednstallatign
regi strati ontlf $0 may §AMTHY fﬁiﬁ@%}?l&ﬁf@?? ELREET 811# iéﬁl ﬁool‘?ﬁf feat Wsaeﬁalﬂferand
Sender g1dmJethg td 88pdFBohal a PEYor REntRdUSEPI1 100, @S OLPsIarubiRdisiral 20 comainone

cases, the actual” process of sending P11 100 or P12 102 'nay be done not by
Sender ugfteRidnal etorsnborSempldeityotasong, ondisthd ipessibility, offtaudisdiseyssest bedow.

aut horjzed .agent thereof. For .exanple, a rent may .provide his child' s
det ai | thﬂ&m%lg%othie CHE OE&PWe fopal e&og%,s P B’OngO. aSPéefForf él?edg%itﬁ%m!tao t he
service. | nFgngaiple, PKENGU Ray Beqiits beifiadioh if is Waaprividd ia tieavpany ofay
provide the details of a new enployee to the co_rrpanﬁ' S enmil server in
or der ewingInusshaseeroessp) isgisEaiian topaealine banking seryige, opbine erplisationyor a srrditder
t he 39&9 Liol O be the person whose Pl is provided and not the person
techni Ca Fy'sendi ng the PI, as long as the latter is indeed authorized to
provi de thaPI2 IRR.is Mesthér Riathidsy Seadeli dfiRin$0d.Hempy seriicen naceived by OSH 14 ores
PlI'1 100 by checking that: 10 WO 03/034633 PCT/ US02/ 32825 1. PI1 100, and
Pl 2 100y apdharioplng fravies REovisst <da lggmw %Gi’fe’(‘;‘ﬁggf’é"% -loéﬁé}t.canﬁg(@gnder
of Pl 1..104.4 srd:181 $66& person as Sender of P12 106 (Same Sender

For example, PI2 102 may have been received during an online purchase process,
software installation, registration for an online service etc.

Sender of P11 104 is User 10, and Sender of PI2 106 may or may not be User 10, as
described below.

In some cases, the actual process of sending PI1 100 or PI2 102 may be done not by
Sender of PI1 104 and Sender of PI2 106 directly, but rather by an authorized agent thereof. For
example, a parent may provide his child’s details to an online service in order to register the
child to the service. In another example, a system administrator at a company may provide the
details of a new employee to the company’s email server in order to allow the employee to
receive email. In such cases, we consider the sender to be the person whose Pl is provided and
not the person technically sending the PI, as long as the latter is indeed authorized to provide that

PL

Verification Conditions

The present invention verifies PI1 100 by checking that:
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Condition - SSC). 3. P12 102 identifies Sender of P12 106 (P12 is True
Condition - PTC). \When these conditions ( Verification Conditions') are
sati sfi edwORBA3MEO is shown to identify the sane person ®€TREA2/31325 whi ch
identifies Sender of P12 106, who is the sanme person as Sender of Pl 1 104.

Therefore, RI1 100y i fi nder..0f, Pl1 104 ich nmeans Pl.1 100Q_is
true. Sati sflyi ng tr?ép\?lgé #Cll g%t%%gﬁg%%ﬁ%hei%% pgﬁ%k%“ﬁ@%ﬁ%&%n‘iﬂp?lf T%gpt)-
task for a er.audsté%rende&rdf\PiIIil(D@is&ﬁ@iah%pe?@ihsa@@'eﬁdd@%f?@l”'l@@@%ﬂefﬂeﬁ&er than
for someone providing his own person identifier. The Verification

Condi tions should BAE85Ye- defined in a way that presents maxinal

difficultiegto fr 1R KhERsykties 1o .ordi peopl e, as
described in det a??g%%ﬁ)dv%v? e%g?é{ﬁglﬁ(l%'l{)ﬁ hﬁ*féﬁ%ié%ﬁﬁ’c?ﬁ‘gﬁ@‘ti on is
defined as tWkerpthedeadsinkitions { VatificatidnsCérditéons!)tare tdtiefied, ®IE 10eRRIFNEH t he

difficulty. . for a fraudster to successfully satisfy that Verification
Condi ti%‘“ﬁ‘*’iﬁh&?ﬁ%‘nﬁﬁwwa 2 g ply éée.nﬁ@&ﬁels@ﬁeéfmd&édwm@htheLsn@me pesspon A

successh Bendepbf PTICAI, PRerefAM FILS 00 ﬂ?ehtﬂ%é‘srs%gf gfgfcgﬁ, éﬂgﬂ%igﬁ gtlg%% PEdaofig >

as Sender of P12 106. This is the Sane It on
satisfit@g if a nmessage containing PI1 100 and a message containing P12 102

have a Sane er Rel.at.j.on. R)...In this context, we define a nessage as
i nformation S?‘gﬁ?m&} ?@rlﬁ%aﬁwgi}%gzgmo&ﬁ SW&?BW megs, diffisultaslnin & Tesupster  or
exan npftg/i&ihgwmnertp@@s,oﬂwmsaé}ﬁﬁﬁrﬁﬁmﬁi%ﬁsomwn%%t&gggia $58GF pershle, Met hod

is based on the two nessages being part of one I nessage that is
known {dsntifiens dhe Yer 1{1§atm_x,80nﬂqfeon§§ o thesgforenteatpriakd imes wag ¢hat resemessage

change Tt e fitR0RSfa ekt AUkl biflie o e ReanlE abprecribed Pauds er

woul d deteid baloeess to network appliances on the route of a packet in order
to change itl“pi ntransjit, which is usually difficult. Therefore, all

i nf or mat i on |PHSEMEh pla Vetifizadion Srpsdiiondgidefined @s theqmobdbality dhee itsie frderlt

Anot hefheet8dRileBerltls odMhd B | [ infermati.qn that i.s signed using
a crypt ogr_aphiege mgtoﬂoé ?ltct;fr?wl i3 alﬁﬁu&%g“Fr‘i%%“&%sé@&%&%%?‘w?&Fl&?aﬁ%mc

al gor i €hnditles oy thbedhyiihwRFGHRAGH, or RSA signature described in patent
4405829). 11 WD 03/034633 PCT/ US02/32825 1In this case, the strength of the
SSR (which determin the strength of the SSC) nostly depends on the

di ffi\(,:\%?'f’?Sleﬁ&eé’hQ?Fb‘ﬁﬁant he integral message in transit. Another method is
exam nation of the relation between two information elenments, each related
t o eacDefikitivhe two messages. Any such information el ement that can be used

to determ ne e . .
A successful verification requires that Sender of PI1 104 be the same person as Sender of

PI2 106. This is the Same Sender Condition (SSC). SSC is satisfied if a message containing PI1
100 and a message containing PI2 102 have a Same Sender Relation (SSR). In this context, we
define a message as information sent over a communication medium. Several methods exist for
examining whether two messages have an SSR.

Integral Message - One method is based on the two messages being part of one integral
message that is known (or assumed) to have one sender. An integral message is a message that
cannot be changed in transit (or that it is relatively difficult to change in transit). For example, in
a packet switched network, a fraudster would need access to network appliances on the route of a
packet in order to change it in transit, which is usually difficult. Therefore, all information in one
packet is considered to be from the same sender. Another example of an integral message is
information that is signed using a cryptographic method for maintaining message integrity (e.g.

HMAC algorithm described in RFC 2104, or RSA signature described in patent 4405829).
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whet her the two nessages were sent fromthe sane sender is called a Sender
I ndicator (SI). An Sl can be received in the nessage (e.g. as part of the
sanme i nt egoaB/osw3xzage) or outside the nessage (e.g. descrchashvsesthe
nmessage was received: fromwhat physical connection, at what tine etc.).

An Sl related to the rressage cont ai ni r]grlPI 1 100 is naned Sl1, and an Sl
rel ated to Inftkis casss hegtreegth oAtheiSTR @apch determisesibersigensilpof Ba f8Cxaastly - | n

one ex%gjgllggr?og g?l}%ﬁ‘g@%}ﬁ%gﬁl?%?Sish%{i#éqglﬁgﬁ%g@ﬁ{&l- considered to be from

the sa h™c €=sdne s secret is an

i nf or mat i onAgdtesranéthbédRtexbminatioh o€ agirttiatbassébive inforifatiop vlehients( eavti
especially not to fraudsters). In this _case, the Sl% are the  t )
appearghiddo gach ofehe fire msaseees: Anysugheinformafior slement that caa hedised Fo\é%aer%%w) ,
and  Nepdihd: RO AL sa%&%ﬁgem&lm deReadiPR dhited H5EAdef HdidhdsgRARI NG
access to the secret e.g. by eavesgropplng, by gal ni ng access t he
senderSixanév r@eivehyn theasssagy (efg. &tmayt oflthe sAnouintbghed nessapd) ot dwaiside thei s al so

possi ble that a _derjvative of the sane .secret appear | one of th Wo
messadBessese e deerbe P ReaResRes Has S ﬁm&@?‘e Pehéfél_ciglo‘i?&n%f’ém?h%t What
deri vakhyechSARRL rel@c@id" ’éd ﬁﬁg %gé%@@%'c%tﬁinﬁrfg P18 0B iPhdred S¥1t RN KINeMkdado ke

secret). [n’one exanpl e, erivative is present instead of the secret
becausmedstge ®nidisiog BE2 07, o naamest $18r pur pose, such as a sequence nunber in

TCP (described bel gw).. 1 n another. exanple e .source encrypts. .the. secret
before ser%“?’f‘g?‘?cf&i_ DORE %@Bﬂﬁd’fe’éﬁmﬁﬁ?%ﬁ%ﬁ t_YV8 rg?sr%g‘?élaﬁe%nflﬁlerg gﬁ%gﬁod
agai nsfroR ACHEHARRIRES cach cohtamld dsd @neRaMes N QR Dhr! iafditibh El®ment that is
comruni cati on woul d not be able to create the derivative because he does

not hanas casily aserseiplst todhe wehic (pivl eshpeialbxaohie Sandsterpp icthisrase. it Sksfarg Hies
th | d d.th tion k ' : i vat i ue.
T e PRSI b SRS Bl R BB B P BB o,

t he sege8ERIh&Rl deperddelonabd eiffsldiyas gamingracadiotditie sexratvele by tavesdieppiages
have an SSR if a reliable network address of the sender is provided for
each niBsgramBg agnees torbe sepgdernsidevacses BY SHesSingdh&ck i kel y to be used by the sanme

der th LSSES. 18-y ' j il f
cender ! har Litd g&;@@p@%ﬁ&ﬁ@&%&% golégn_ﬂ@m aﬁénba%w%%@%lltwﬂ%&%fsg&% %ﬁghﬁn' a

fraudster can abri cat I'n this case, e two
reli abdre ofendievo rackdags e én bathdinstedboSthe esvpdthitself, ashengSBRhedatvayivdéparids on

the reliability of the addresses, and an the correlatio etween.senders
and aﬁ?@é%“égsﬂ‘%&%tﬁ %‘ﬁ &4 out kpqyvigg gtﬁr’?@?"@x&ftﬁﬁe@(a‘ﬂ}%’ ﬁggré YE Sre
consi g&ﬁt inSteh@of @ %&9@0335\55? it 18 §REGed for ARG RIpNBSuSR A a bQubR& Sender
of th Irst message, and it (or a derivative of 1t) 1s received in the

seconcungss agECP descobed bilew)rdn hodharsuamhple, the peurds cunypis HhessetnsybeforteRel i abl e

12 V0 GO POTURON 28 Al o Ak BB LI I pery o 13
CoNpr ok 18@) eaveRirbPhifig CRHL firfSmAMunicutibh SovRERR be 98It t0 lcfeatd tBe Beei@iveof the
first nmessage, an t%e other SI is the secret or derivative appearing in
t he scwmomibeinesloegyeot hewethe encryption key. In this example an implementation of this metho
would need the encryption key to verify the derivative.
For simplicity purposes, the term ‘derivative of a secret’ can also refer to the secret itself.
Reliable Address — In another example, two messages have an SSR if a reliable network
address of the sender is provided for each message, and the two addresses are more likely to be
used by the same sender than two random addresses. An address is considered reliable if a
fraudster cannot easily fabricate it. In this case, the SIs are the two reliable sender addresses, and
the strength of the SSR mostly depends on the reliability of the addresses, and on the correlation
between senders and addresses.
Assigned Secret — In another example, two messages are considered to be from the same

sender if a secret was sent to the sender of the first message, and it (or a derivative of it) is

received in the second message. Use of this method usually depends on achieving a ‘Reliable
12



strength of the SSR depends on the difficulty in gaining access to the
secret. Since the secret is sent to an address, this difficulty also
depends owotod@346ad i ability of the address, and the possi biPCiTtys02/89825
eavesdr oppi ng on msssages to that address. It should be noted that the two

nessage re, not JPECes ly received t ne entit For exanple, in
the - oaridiss, lop ?ré‘frﬁz ﬂﬂ%\i‘? ‘i‘?ééssséﬁtetgl%}g%‘i??]a‘%eﬁ ?{g’ftﬂi*Fem%ﬁ%e @@Wmse%
sent ts@créﬁ/&ﬁaydbé é(ﬁﬁﬁr@imﬁé@ ithitigs cas-Eh@net Ys ﬁﬁtsbﬁk@s%nf%sﬁle 9(991@?5?{11@ ﬁﬁré? or der

to verify that the secrets match For exanple, one entity w send
secr et 7§ssaggcaiidbe 0‘(17@1‘ Shisdbe sageet iov derdsfative yppearmg\en mescnmddemﬁssatgy Tland the

second t ecret recei Sls relating to
rressagegl%ﬁtltl Xf e sa el'Islgésno e%r r%@c £\ 9%‘“8%?0%7’%8 tﬁf‘eseﬁfetﬁec tﬁ%’?%‘? ts

addr essenifto an tddressrays GifiBAAE; aldoNRpERIFRNIBE Felibbiliy oPDBe ASHEHN S5l e ésfﬂ;lﬁﬁe
users a%P different tines). In such cases the strength of fhe SS depend

on the® ?‘?@S‘B&E@%%é’?wﬂ%@ﬁtﬁ@g@s@f the two nessages (shorter tines
I eading to ?ttsrh}g]ﬂﬂq{e I{O?é@{hh%g}iwo es{%% ér%%@ne%s%gﬁﬁveusgq‘%&hg F%ﬁ‘? %Vrﬁ [, what

time each o e nessages was rs usu “tine

it wasFoeoeinyde)in tH ‘:Saﬂn@CSeand rﬁiéltﬁodl,@&o Ry sdpey oriEihigtthe San® ek nfa@lbaled t o
each of %ﬁ? and each SI1 nmay be used in conbination with each S12 for
exam nFchéf" SlerraF entiiest Ty tassigies myshaeopsiatesprder ko wertll thas the seersts matech. of

Si an@o%ﬁﬁ% ohe eﬁ@ﬂy‘%ﬁ%eh@ HIREGel Pegequﬁg (c\'ﬁ%yc}elrlggtlrl ‘ﬁgg% He se§01}daetnt1 S12

may have the anme SecCret'’ at| on an ress'"re n, as
descr i badithsstend eUQtyaddngpmd:shéwﬁhlﬂﬁ@nxeeltméceﬁ&dh additional relation between
an Sl and an_S i ven PI B and P12 102 strengthens their SSR

The exact s??@ﬁéﬁ%re aﬁ’&’igégfréeﬁsaﬁﬁs prane ypfanBheangpeYdin(cith e evel of

corr el aétivoRk AREYB N atRE Thay thatgs) ‘%ﬁ@éamé Jecﬁf‘m%/ bk %s eﬂ t8 ﬁﬁf@&t Gher§ at

contained i n messages of nbre persons) I 'ncreases the
pr obabfiffersat times). ke surdipasestthestragigfhf (H‘rtbmSSIpeilepmds owﬂhd tuhe pas:se& betercedl to be

fromt erso A SEgt & sed.a shoul.d. be sonehow kept between
uses. %k%l ﬁ%gé? rﬂg trv?os ROFRE (?‘9 ‘Lﬁéﬁf“ :“??aU@B? SYERRECE EC1AlEoTS): 1%%&‘?&%‘%?@ User
10. Fobdefilito gnew @t ehanithe sacdfof i esREsaldsQBSt (Whidh 18 BSuAMBRARSd frdd ﬂﬁeddr ess
Internet Protocol (]P;, see RFC 791) dat agr ams (or packets) contain the IP

addr es4mgfit Wargeceiggiher (' source addr ess ) in the "Source Addr ess field of
h dat 33 ,P US02/ 328 b
eac a agrf‘ﬁ]l()ﬁ 8‘#15:?09 51?13% 1%% y noet ]?rlgeta\ﬁ%{zltp e]a%l} {1? ﬁgpo €

used as a secret ecause | IS USU

di scoviany béesedd K:emblnahoﬁ withesaslo SINfer SxambihRIgPiiJiger e Mm%ﬁﬁgb%tlﬁve Ryen
though%stfgeI &gader E fuII ontrol on this field, It can alSo be used as a
Rel i abt'e [RG4HEQ8: cackipair of Shiygnd 2 rliléﬁty\/h?rrﬁ@te\dnm mage Hyantone wayakesrexewplen of

SI1 and SI2 may have the ‘Same Secret’ relation and the ‘Reliable Address’ relation, as
described below. Usually, the existence of each additional relation between an SI1 and an SI2 of
a given PI1 100 and PI2 102 strengthens their SSR. The exact strength indicated by multiple
relations depends on the level of correlation between them.

In general, if an ST is more common (i.e. contained in messages of more persons) SSR is

weaker, as it increases the probability that messages from different persons will be considered to

be from the same person.

A secret used as an SI should be somehow kept between uses. The secret is normally kept

in User Device 12 or memorized by User 10.

Following are examples of implementations of these methods:

IP Address
Internet Protocol (IP; see RFC 791) datagrams (or packets) contain the IP address of the

sender (‘source address’) in the ‘Source Address’ field of each datagram. A source address can
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| P packets, which they suspect to be spoofed (i.e. packets whose source
address was not assigned to their sender), making it difficult for a
fraudst erwDo3t08®B3 M t such packets. Since not all networlPETiUspt/83282ht such
measures, a source address is a relatively weak 'Reliable Address'. The
reliability of an | P address as a Reliable Address! can ge ignificantly
i ncr edeadedss a seerat beeausgyitds Usyally aot trisishiin aludstpr togkiscower ¢ %%if?ﬁép@é 2 js the
process_of ,sending.. ecre a { M cret
Cor - a reEprpReHtenp e 1y hflschBier By s AR Aitel BRIM B R 10,30
eaves ¢h plso Be asdEsaRelighle tA ddeesa™ sinbe sonks BY netwhnks efit deny theitsanpmissies 9f shows
that the nessage in which the se%ret was, sent back %ggﬂ'a nessa

n e
cont ailR@ackets, aighibeyFuspedria BasRO0TRS ¢ f RAgkEts FhepIour Lantve 9°ttaﬁgg]besder
who u : : [ r t Qi tre it was
recei \s}ggmé)l}}%fl#a?%’qﬁ%@?gs ﬁ?ﬁ}fgdg? ?Og%gf%ah%%tgle% %F%?gﬁt?g%%k&gé%ﬁ?@ \/\/%Otlai131 addr esses
associnetvestkwimpiement suek segeses, dspene sddvesstihe refativetdwbak Relighle 1ARdsaset esses

are assigned and used_.in_the network. .In t I,Lnternet,.l P address are
assi gned t ﬁﬁeﬁtﬂéffbr’i]éfty %@P\ﬂg Bgdrp?s&'@iaq&]ée}bl?:éﬂglifﬁ? &an gﬁ algB{fJ}?é?t?X ngieia?egtsblyo ns
(" OWN&fSodmin %t‘ﬁéhf%ét'}ﬁﬁdéhﬁﬁéﬂ BOsdRRIAndBSEES is B PoRESHIARABAL § sadrét tyaHal |y
tenporary and their durations vary. In sone cases an address is assigned

and ussdrebyandvecsinimeg baslethaf secratbentanderiyativeyefdt)sIn mpstIB envirermngas, d#d8es it is
used f a, few mnputes. Therefore, the sane-addr.ess i.f.ferent
users d(;{ﬁcﬂ}tit? BPENTTOP PRI SS_BMB a&%ltg?relés e\ Ars bthi':,‘q‘?r4 Sée%é élgoéAng[ Ltt}géer s at
once, ASshct ih RhiclCds Qeddbt WasBeht hack $81d £ MRk QleTonRNRd\th bh imtegrpiuhessge
connected to the Internet using Network Address Port Translation (NAPT,

see RPGtUP®BBIecrelwassenty theaper o wgits Poddipsa foswhish fep soptet Waa st Hicess
may be. beneficial f.or alyzing the strength of the relation. If the two IP
addre?glé%ﬂg\‘aér?cﬁévﬁfii é’atﬁél[élﬁ%f‘ reliable, it is usually considered a strong

rel ation. Tikeuenablofatrelangt betabed e MPelddidsays absveased with aso hivesapesobabi | ity
the two nessages were sent. by the same sender) depends on t{f(glttiprre passed

bet weelepgiiginibe orthoddyiwic s%%es(%ﬁﬁsﬂ?é‘redﬂl‘?‘r’é%ed I AR RAY Oy Fonger
L3 IR, (hARIRELL Atk f<ihed R ARG SEIQ 18ROl Rhick o St BE(LOR:

| eadi n stron I ons e nunber of users sinultaneously using
t hat |(Rvastds’ pimt &dsipn themits theonmstisniech apsigsmbite atearsaalhy tempomrgawtihekt i nat e

of the period an_|P address is nornal.l ssi gn or by checking the owner
of t hafltur?tl@néaﬂlﬁ’eglss;o%caé%\a“t?é‘sdfeéﬁ W&S%Xfﬁ%@dgﬁ‘?ﬁﬁi@ SP%%&F?B%’&‘HB “Nane

Syste lied R GE DhereFSR, RE Sarh®3ddreeitnféervd)35) or
a ‘mhgr)ieélg%po%éﬁ%ﬁ%s%g&ﬁg%dsgﬁdlfﬁg%ge RI PEQ%fg Arr}ster dam The Net heﬁ':éaéﬁlds

doc unetiffercipese38 ifférent tingosalp sameaatldraes owsiatsolsprva sevrrplausgrsias opgsyad Is yhe

assigned for |longer periods to i.ts users enpl eyegs t . d by an
ot o1 rate Bk praBBrg bR ety b Pl e R DY B el b S s

PCT/ USQ24:328%% TARSILASH (N AP Rt ded RFUESIOHRE N Btiadiy 65He suinbeefagels aping iee
assunption that even when the user is assigned a different |IP address, it

i s assiageeddieys map bs herefisial foryanalysing dieasismeth of thesrelatign |

If the two IP addresses are identical and reliable, it is usually considered a strong relation.

The exact strength of the relation (measured as the probability the two messages were sent by the
same sender) depends on the time passed between sending of the two messages (shorter times
leading to stronger relations), the period that IP address is assigned for (longer periods leading to
stronger relations), the number of users simultaneously using that IP address etc. It is sometimes
possible to achieve a good estimate of the period an IP address is normally assigned for by
checking the owner of that IP address, as can be found by performing a reverse Domain Name
System lookup (also called inverse DNS query; see RFC 1034 and RFC 1035) or a ‘whois’
lookup (see RFC 954 and RIPE of Amsterdam, The Netherlands document ripe-238). For
example, an IP owned by a company is usually assigned for longer periods to its users

(employees), than one owned by an Internet Service Provider (ISP) serving home users.
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normal Iy use the same | SP when connecting in different occasions, and an
enployee is likely to use the sane conpany's network. Therefore, two IP
addr esseswo9a@34s93 t he sane | SP, by the sane Point of Pres@cara/S0PEB2s of the
| SP, by the same organi zation, by two related organi zations, or bel onging

to the same sub- network are nore likely to indicate the same sender than
two | P addrigmthes relataon bitween IRaddressey ivhased pe the assyraptigpnibat gven 3diep dieses t hat

jcally.cl fical.ly..if i gni fi f
oot - dhgt frisnte SefEeR R SRkt Rt soidka By R 88 EPLEREIMO skl
| P addbassiBsusile saney ISRl Whenasahaiag in differet oscasions, andas enpliyeeisdiletks.

Furthernore, it can also be assumed that even if the user connects through
a di f fuse thgtsame gempgLy s AdWOe entities will be located in close geogr aphi cal

| ocat i ons (%%E?r%%@%dﬁgsg WELLy thd gﬁﬁe fépé f-&g@ﬁe andk Mgﬁt @&%@é 18t wor K

he uses at products are specifically suite r associ ating a
geogr apktiedsP, bythatsh@s ovgahiratdon, b taddeleted orgautdatiass, Bde Gogipetd the rankk subai

Technol ogi I nc. or_ NetlLocat f | nfQSplit R | ook d
e YR8 Reste 50 ey e Wt SEdeEEL Gt B g S UF°
geogr aph ?&%ﬁdrﬁpﬁi AcfaPeswsttﬂatl% ﬁ&&%ﬂn 8hse lf’g%{eégﬁgeggzﬁf Aig ek amb&toreen | P

addresses that considers a |arger er o resses as indicating the
sanme skesideosteagisfsantits SSRA¢rdichk alse hker thisielation, as mpulépkedPsddrepseaatest er with
nore options for cgendi ng a nessa et'.tq)t will have an SSR with a nessage of

hi s vilOPP#Y $581ENCE M5 ,mtgef:%qsgﬁnafﬁ KShi ch | P addresses are identical is

more di ffi qibhelQ 6 RIS 4s5@NePiht evell iPVAE GberlcBnAstd BEARE aiRffereathe same
owner. It should al'so be noted that the entity assigni ngt an address to a

user caotitydtteswosntifies widldhedoeatedyintdiesergep@replupal Besahienn(el e Pd¥afa upsy

assigning.rel ated | P addresses t he sa [ For | & . can
ent T2 R o RO AP HATRS TS Saamur o5 PR S R o e

Pas sWasthsAsiRaid galiapRich otakal witt afiredddesgeutihagBhgdseapsfibrantiaani i on
Protocol described in  RFC 1334) and then assign_him an IP‘a%d,r ess whi ch
i s nurkeeheadgios coerdNetbogaer from ffapplidag Reysuse ga%\lfdlqogupﬁ and; ‘Whetelookups | n

anot her, t1.on'.s: ] t i i ot ocol
oo e SIS Al A S BB ot oG A AR B oL 0
Et hernet  NMefimallpcceisiobbsiweeh [Radresss thiMAGnsidsrscdarper adbérof MEREES2s 11

standard), assign it an |IP address and then update the organization's DNS
ser veras difierting she FaEreieReeT ORISR BTN 00 WRRken e ddBesersd §et Wltghat

conpu ' . ' et egggr i bed in
R 2 s B B B e P B R Per 11
cases esh@pk, selation inprhist Padddosssanant clantiahis morerdificel tacemprogdset than ek ve

nmessages,, . d ssages fromthe same sender are nornally received on the
sane ilwéﬁhg@&dg%?@?s ¥e &‘Qéﬁme OWne.

It should also be noted that the entity assigning an address to a user could assist in
detecting the relation between IP addresses by assigning related IP addresses to the same user.
For example, an ISP can identify a user using a username and password (often done using the
Password Authentication Protocol or Challenge-Handshake Authentication Protocol described in
RFC 1334) and then assign him an IP address, which is numerically close to the IP addresses
assigned to him in the past. In another example, an organization’s Dynamic Host Configuration
Protocol (DHCP; see RFC 2131) server can identify a personal computer using its Ethernet
Media Access Control address (MAC; as described in [EEE 802.11 standard), assign it an IP
address and then update the organization’s DNS server such that reverse DNS lookups on IP
addresses assigned to that computer would yield related results (dynamic DNS updates are

described in RFC 2136).
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interface is connected to a different geographical area in the network), a
physical interface identifier can be used as an Sl indicating a Reliable
Addr ess' .wDto3sbusad d be noted that the SI in this case isPeatusomsisagied in
the recei ved nessages but generated | ocally and associated with each
message. UDP Port Nunber The User Datagram Protocol (UDP; see RFC 768) is
of t en Bhwsécal dpterfaeaddentifier ng over | P networks such as the Internet. UDP

dat agr ams oo AdE R RS VOB bt D SERAC kel ed }Ecci FAHESE 0T L

field of eac agram source used as a secfe
becausand rheSSSgasﬁoaﬂl the sanie stiidey bl nofrmaH}arefcemadi st die samedniscface(fe.g fesagor t

nunber, used by a on h atte g to i npersonate, Nornmall t he UDP
sour cel"fd $ t?‘itob?s‘@gfe’ieﬁt nﬁ %fﬁa W ‘lpﬁ neiyek), p Pgiival igdifeess of
the s aﬁ%nt@'@ér%gﬁ BLsREEIMSE iddiGatd gig%“ R@Eatﬁé AHHFesPOIttsh&HH‘BE 'hotea thdl th'8 in

context of a particular I'P addr TCP Sessi on Hand he Transm ssi on
Cont r othisRrast tawk inclided iis the rée/edIBYssagss busgcn@fatt@doc@b'chlﬁ@ssocmﬂmﬂh eadhi ng
over | P networks such as the Internet. TCP inplenents the " Assigned

Secr et M5%%3ne Secret’' and “Reliable Address' nethods. It includes a
secret handshake nechanism in which each host stores a secret in the

I ni ti appPepprenNembeNunber (1SN) it sends to the other host during connection
establ i shnent, and then every TCP segnent sent fromthe other host on that

connection FheVstddatagrammrotaeol(BIaY; S@‘-’n%F €3R8) 1 oftes usatlon somEWgicAting OYainber

ACKN h
onsi eyt EiS patrRfc Bidined BbP e BT ERkan e PREAOFFINE B Sengerin o
sane sgersdurtd P& ﬁeﬂﬂ efeh datpasage DR urderd itinglstd cas Be 0fedtabe ssﬁatder is

considered reliable (as.it is verified with a secret _handshake), d (c)
al | oubgyarsegt rwﬁwélsygwéﬁrﬂ\galafprea dauditrdo fliscoveache RasenERbrIdisepy %H%fs‘i’ i ng

TCP Se&g&?ﬂl}t Qﬁﬁﬁéﬁ&g}ehfqohﬁalﬁd(?ﬁee@EPLéﬁﬁﬁe;)Brt%%ﬂ)f gﬁé ﬁqfcfo‘?ﬂﬂlﬁéi oRwit ¢

shoul d be "no ed t erent”’operati ng systens an erent versions of
each) thsdP solirté atdeess offteimmesiamgfant, lgeavae dtei mepnitgeofl thdporSamaberf is ihthse
mechani sns are stron?@f’%ﬁtdgan others (i.e. the generated ISNis |ess

pr edi cYoRxE Of 2 pyyticwa “S& better secret). This affects the strength of
the SSR 16 WD 03/ 034633 PCT/ US02/ 32825 A TCP session is identified by a
"TCP sgepieibapdhgle t hat includes a source IP, destination IP, source TCP
port, and destination TCP port. This handle all ows one host with one IP
address to HemBigasisvien&lonToiProtose] GiEP; senBHEr19A) isyalsol oftenassed farher e

PG I SRR b BIGEBRSE 9,VOD O erent users my

respondi ng TQP ampRE®AGEhO VESsighed SECISES'Safe Sebreffting ‘Rekaly Addres£ agdihods. It
includes a secret handshake mechanism, in which each host stores a secret in the Initial Sequence
Number (ISN) it sends to the other host during connection establishment, and then every TCP
segment sent from the other host on that connection includes a derivative of the ISN in its
Acknowledgement Number (ACKNUM) field. Therefore, (a) all segments of a TCP session are
considered to be from the same sender (they include a derivative of the same secret in an integral
message), (b) the IP address of the sender is considered reliable (as it is verified with a secret
handshake), and (c) all outgoing TCP segments are assumed to reach the sender of the incoming
TCP segments (because the IP address used to send them is reliable).

It should be noted that different operating systems (and different versions of each) use

different mechanisms for generating the ISN. Some of these mechanisms are stronger than others

(i.e. the generated ISN is less predictable, and therefore a better secret). This affects the strength
of the SSR.

16



only the message's sender, conpared to responding in a raw | P packet to the
source | P address of the nessage. Protocols using TCP (e.g. Hypertext
Transfer WooBoswsB3 HITP, see RFC 2616) nmy aggregate nes®agasot/sases sever al
senders into one TCP session (e.g. when an HTTP proxy handles request from
several users to one HITP server). |In such cases each response_received in
t he sessi orA FGPtsessdomistidénsifiediby i ‘TR sessienkandler phinpluderasowgalpl e, an HTTP

o St iRl 1 sfos dTTRRC ahd ReRFRROTECR A0R, Tt ASH RIS ol gho®

requées ot 0co ncrypte
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2246) inplenment the ~Sane Secret' nethod. Ig this cont eg}t&,t %Pc%gi on is
def i neamgdP addressdees NS¥PT); ditfsrsnhuserymay hevedheeanys saprep IE Ryt ditter fore,

t wo € r 1 I g j e
consi derid RS VIR0 s Poldif RALe ke ol aHNesGPA T bl ek AU 3oh
mec hanindmhé dessige 3edndet, ¢dthpadEtotresponding n andy IMpidke: B10OFoumtd Ib\esldreas hbst

receiving an HTTP request to cause the sender to send a specific
i nf or g 16#528F-enent (the cookie) on each subsequent request that neets

certain congdibQus inﬁeﬁ,%gl@ige }g@ertépa@f&ﬁ{sferr@r&@cmﬁq“Tpg&eq%mm@gggxg for

i npl enmenting the a ret” and " Assigned Secret' methods. fically,
when aggiegatemessages Gloiresevenat sendensdgnta one JCH segsigre (@ twheoakitEl NP piexgn HTTP

response,. all subsequent HITP re s cont.ai ni,ng the sanme secret coQkie
are pgﬁgﬂlﬂ%Feé]Hesttgr%s PR Tk ﬁ?f@?rr)]’ég‘ SP%g%FFeeatcﬁ5?5139]?155_%0&(1:‘?6@98

cooki g¥8sside Must Be marRRBd GRAKhERIVMACWHuRE Fob 8%dhifle GAGKTEB sorvi ik keqairky  be
transmtted if the conmuni cati on channel over which the HTTP request is

sent ite sewkity wspasethomes givan HEPRestouindhe sanrpgdesis eecerpethege@iesGonnect i on.
Secure cookies offer better security conpared to regul ar cookies, because
t hey %e netverP'gran mtted in the clear, and are thus |less vulnerable to
eaves '6% Wd’. KOG di t i on, when using a secure comuni cati on channel the

client w | IEnssyadd sonmthiesioncgb®colsguch abeNandpyridiaythSecasty@LSusierRIF@ ser ver
certificate (for an expl anation (i)f certificates see, REFC 2459), and so.it

wi |l gath) inlemsntriheg Samsiacer neetipfdn thin sorterik FreryRtiogdh felingdias @ presgst Phat e
server; : S Bvo Hsel. @g@lﬁ@,@ef\gﬁﬁmrsqm & nanmes and
passmﬁ?ﬁéégggagﬁsg%%@ﬁbg%##he Ir%t%%rgne(t) to&l estrcl t access toggertai n

ser vi gekited) byryption Kess afeasasidérgd tdiee frsmrthosanassindered to hi monl i ne. HTTP
Basi ¢ Authentication Schene (see RFC 2069) is a nethod of requesting and
sendi,\{ﬁ yggﬁ?n pes and passwords in an HITP session. A usernanme and

passwdl & 9%4t¢so be coll ected using an online form such as a Hypertext

Mar kup Langpag@Tie 0hokidiMehasiR (BeCrib&ORIUS bhieft F77a0%0 gid MRHO2009)@HIWs see
a host receiving an HTTP request to cause the sender to send a specific information element (the
cookie) on each subsequent request that meets certain conditions. A cookie can therefore be used
as a mechanism for implementing the ‘Same Secret’ and ‘Assigned Secret’ methods.
Specifically, when assigning a cookie containing a secret (‘secret cookie’) in an HTTP response,
all subsequent HTTP requests containing the same secret cookie are considered to be from the
same sender as the one that the secret cookie was sent to.

Some cookies (known as ‘secure cookies’) will only be transmitted if the communication
channel over which the HTTP request is sent is secure, such as an HTTP Secure (HTTPS; see
RFC 2818) connection. Secure cookies offer better security compared to regular cookies,
because they are never transmitted in the clear, and are thus less vulnerable to eavesdropping. In
addition, when using a secure communication channel the client will usually authenticate the
identity of the server using a server certificate (for an explanation of certificates see RFC 2459),

and so it will gain a very high confidence that the cookie is sent to the legitimate server.
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RFC 959), Telnet (see RFC 854) and other services al so contain nmechani sns
for collecting usernanmes and passwords. A usernane and password can serve
as an i npwerms#B3 on of the " Same Secret' and ~Assigned Bewrusn2/3aset hods.
Specifically, any nessage including the sane usernane and password is
considered to be fromthe sane sender. |If the usernane and password were
assigd@&mﬁmwmﬂﬁﬁﬂﬁﬁﬁuéen by the user), a nessage containing a usernane and

password i g;gonsidered asts 8pcféoaré {n?éﬂ 1%@& 0 n%e 1%935 {%ﬁ i NG chginuser name

and passwordS Wwere” dsse ghe ouI e no I'n many cases the

use OfsetisE MEHEY Btk SSVIBY S ube oadisigmet eslhim Enﬂnneeldﬂfﬂﬂ Basid Authsnticatiomn f or
an HTML browser to offer the user to storgéusernames an asswoyds and

pr ovi d¥heme faes BEG% & 3 pethind of requgstngand sepising wymags %B@S‘C‘fpf At Bomre
sof ;W’PTPQSQBESAMQ&B%%% 9&%5 SR Sin af8WWe B RedBY éfr?é)%ﬁ nitheUBiAUSch dent i fier

comrmuni catin an on I ne service provi I's unique identifier
aI | owdtpesexxirVadkep ianguageforpr((H/TMér sete(RE(dé&%ﬁG)ﬂf/ﬂet Tensfankrotasbl ¢H~Té’ s¢d ent in

Shoul ﬁl%éggﬁv‘.réﬁe{‘ﬁw 3R SRR e off AR mediarn dot T8 o

can %HE§&1éQ§mm§6§E Secret' and "Assigned Secret' nethods. An exanple
of suc a popul software client is an Instant Messaging Client (1M,
such as | @Qusei@md st passwidsse sgfae ps ar&mpl@g@ﬁnfgm of the (Savaghlestet sk enger |

o onganeyahserLome Fpat Sieri LRy t¥aly i oMb b TR ot 11 or

(whi c tbaﬁ'ﬁ%r@@s @nYitlerel 30 Be Adth BASENOEshdet MOBE DsdpiarhdgndisREword Weat gesigneddom
nunber assigned to the client etc.) whenever the user connects to the

| nst arendvees shgiendysee vicele a MIaVBIe CPBlRIIRE BUICAING Fidatasard Wet@sidgeats PP er s
can bgffus * es%%e‘égli% “3%{11 ik tﬁét‘ﬁsre?na‘in%rana £en c??&%léérﬁglgﬁ% d{or exanple when

the s quires € ‘unique i e associated with

t he devi ce It ghodidg: hdted thexitpigscasds thausveBerndens arfd wisswarleisautenated.
nunber of an Intel PentiumIll processor (in 18 WO 03/034633 PCT/ US02/ 32825
accor dicsamplenit isrpoammen 1oxe8 ATMb Srowset F(b?ff"‘m]@wﬂﬂ tREere uspaeyihal | y

un! UG ELGH08 Wfide B 635ma SIS RRNAY o [alfBEL | oS, Ty be reported

wi t hodt use ware an men |ngthe Sanme Secret'
met hod, such as an Ethernet MAC address, which is normally sent with every
Et her rSdfiwaae Kéent Secret URL Uni f orm Resource Locators (URL; see RFC 1738)
can al so beSolfr?eesc(l)ftfw%rre cl[Té[r)l’cseirrltsettau:ledq Sh ltlSréle‘S’ devices may report a unique identifier when
communicating with an online service provider. This unique identifier allows the online service
provider to identify the owner of the client in order to provide him with a personalized service.
Such an identifier should be secret (to prevent impersonation), and therefore these clients can
implement the ‘Same Secret’ and ‘Assigned Secret’ methods.
An example of such a popular software client is an Instant Messaging Client (IMC), such
as ICQ, AOL Instant Messenger, MSN Messenger, and Yahoo! Messenger, which can be found
at www.icq.com, www.aol.com/aim, messenger.msn.com and messenger.yahoo.com
respectively. These IMCs report the unique identifier (which may be a username and password
chosen by the user, a large random number assigned to the client etc.) whenever the user

connects to the Instant Messaging Service (IMS).

Hardware ldentifier

Hardware identifiers can be used as unique identifiers for software clients, for example
when the software client requires the unique identifier to be associated with the device running it.

Examples of hardware identifiers are a serial number of an Intel Pentium III processor (in
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"Same Secret' and " Assigned Secret' nmethods. For exanple, a user browsing
an HTM. site receives HIM. pages that include URLs |inking to other HTM
pages, i mMa@es/0386nd etc. The host providing these HTM. pagdasoraes2pl ace a
secret in each of these URLs (' Secret URLS'). Any HITP request including
such a secret URL is considered to be fromthe sane sender as the one that
t he Haddordrage withdntsE s patent apglieation WR08/54836)atnsn slebalbeeniqye Fhemst ¥édss of
obt ai ni an SI, as described in detail below Email Headers Enail
nessa@g‘g’%ﬁased on the Sinple Mail Transfer Protocol (SMIP;, see RFC 821)
contai n a SyfReErdiarSldentifis i betrbgs®dSlithoat esel dfsofiwatstamdaked | y provi ded

by the user's email software, such as the sender's nanme and emuil address
(i n t heplemertingths yPame Seerely methadnguchgpmp Bthgapgt Mﬁe@xﬂdﬁreé%ﬁﬂﬁ&ass,mflﬁ%ﬁy

sender ' EQP i i he SMIP "Organi zation:" header), the sender's
devi céenﬁd\glﬂ i %%%&%%%&%WP "HELO' command or the SMIP "Received:"

header), the tine and tine zone on the sender's device (in the "Date:"
headeSec@e®®1 bed in RFC 822), and the user's personal signature in the

e ahub o dee Lot R S IER L S L L
the US@émQSe&%&’eéﬁt?‘@s%irggegéec@ﬂﬂ chen, 158 Rkambleha aidr bRSWiihg AEHTMIESIte They

therefore inplement the “Sanme Secret' nethod. Many users manage their email
accountesiven HI M pagragkat ievhadd UBEs linkiag tveig) HTWBOS gesiimegeso pausd eigrdibe

' to. i bl Veb i.nt er.f :
ot s DIOGHE o H RLEOFE CURIRBRAF! el S BRG aiob RAT DEFb Yahoo
(mai | MBNPPTE e iflu@y @ BRInaSsetfet URD. i @PitidsredBESRSrorh ithd hiefesendaes thet he

Sls are’stored on the server and not on the wuser's device. It should be
not ed onh#tat thedHd T nages@s g taare not strong secrets, as they are not very

difficult kct, and .ar -ac] pl ent i 4 omthe
user. 19 v BSkE s ah BabaP 10BS BHock, it h 3T o8 dorfbERin Jerk T
strongklw. el ated to Pls of the user, and should be handl ed accordingly, as
described in detail below Another SI found in email nmessages is the user's
| P address _as obtained in the communication between the user's device and
his eddiqil Hepdes¥ and usual |y reported in the SMIP "Received:" header. This
connectiong.s.: [0 T, iNAa; cedKL 8d heref ore
the IP addrE é@%@g&g@égg |daﬁ3tgé§3r§?1 SSI\E?IP?%\%%?/%&@?%%%T? #é eI P addir)es_s i's
usual leyntainepouried o $1t Mostefthes Hnaie itesmrangomdtaatly potvidsdthyithedseris eawil| y

I)][ O{n htég g/ussézcgﬁgi‘th% s:eg%k%}rgsijrl}allﬁet%d%frnaglha%dreeslg Ih %eSSlgl%e%osmp’r}le%@e% or ?ﬂe‘ ability
SMTP “MAIL FROM:” command), the sender’s organization (in the SMTP “Organization:”
header), the sender’s device identifier (in the SMTP “HELO” command or the SMTP

“Received:” header), the time and time zone on the sender’s device (in the “Date:” header
described in RFC 822), and the user’s personal signature in the message’s body (for simplicity
purposes, the signature is also regarded as an ‘Email header’). These SIs are generated once at
the user’s device (by the user or by the device), and then sent with all email messages. They
therefore implement the ‘Same Secret” method.

Many users manage their email accounts on a web based email service (WBES). WBES
sites offer email services to users accessible over a Web interface (HTML over HTTP). Hotmail,
owned by Microsoft (www.hotmail.com), and Yahoo Mail from Yahoo (mail.yahoo.com) are
examples of two popular WBESs. In these cases, the SIs are stored on the server and not on the
user’s device.

It should be noted that most of these SIs are not strong secrets, as they are not very

difficult to predict, and are exposed to all recipients of emails from the user.
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HTTP Headers Simlar to email nmessages, HITP requests contain a nunber of
Sls that inplenent the "~ Sane Secret' nethod. For exanple, the type and
ver si on oWotohm3wper ati ng system and HTTP client are provipdedison3ishe HTTP
"User-Agent:" header; the types of files, encodings and |anguages accepted
by the HITP client are provided in the HITP "Acce "Accept - _Encodi ng: "

t:",
and " AcceptFunamymgenanMah@Sb.arerﬁ@ngbnlﬂatadatpiP&%@ﬁp ha usmsgand shopldibsded in t he
HTTP st andard efines, a fy .Of ders that can be used for
i npl eﬁ?&ﬂ@?‘%&cqoﬁ(gnglga%deécer@;égﬁgd?at%l bel %gi gned Secret' nethods. The contents

of these heafifies SRfQuNAdh Rl InStapeeth thauidie IPaddress dobtdred inthe HTTP
client) cache, and sent to the HITP server with sone requests. Fo
exanplcemmyrigation dpovegn e ussr's deriesang s egail @?W@@Q%?algﬁgpﬂ*ﬁf lgé\li’vé]}/”r?ay
provi di T i i i i P ank @BITP)Madi i ed:’
header ﬁegﬁ\é&@fﬁqﬁ%ﬁﬁr}]g%ﬁ@%@g% E%lggg???tr)\c ugglgg?ﬂr}%rsé\gbsgauent r)equest s for
t he saheefobdRhe P bidiessan acRalizblmAtdresst] Hemevepsiocd the IP addrestiampeallyent by t he

server. In_a sjmlar exanple, the TP server rovide ta. h TP
S B S B o o P e S A o S B SiBAER oL
Pr Vi dfaidieqdRhdd oh 189Rd: i PRGN i AONSRLS uSing the I - - None- Mat ch
header. ssdge Ti nestanps For various reasons, nessages fromthe sane

sender are not distributed evenly in time (e.g. users do not send nessages
when tHEJP #eadas| eep or not connected to a network). Furthernore, many

senders' acgtivity is.periodic e.qg. every. af Y. d).
Ther ef or e, %&gﬁéeeémé&ﬁfssﬁgesr gtrg% égg’lelstr%ﬁgnt{%&gﬁ%&?%? A ?gz’ithgthlg{rp%, er*%%l%?r Zime,
at si nghé SBEP nefhod. Bof &HQRGIN, tﬁ@@?e aid vdrkien s8R opasatiaf stérhené MTTheeks)
are nore likely to have been sent fromthe same sender. %{ggV\D 03/ 034633

PCT/ Ushientzpspsvids imbedil AT GUse-Agant” hgades; the typpef Ales,sneedags 3 1 equi r ed

. ¢ . i E . | R | ith
e ooipede it L ST it o G A9 A ERurl: 0SSR T
Cooki @_ﬂcfc_b@iﬁgﬂ aU_&é‘AcE?ﬂé%ﬁgda%eir’;the?_d@i. be caused Itlo senld an HT\':'\AI: request to
e e Voo R b ang ettt Bk HaotalichtER BTN e
Servi ql%a(%r?fﬂafj@in HeREAor i%@?é@nti%@gcg%% el REd @Rgﬁ%&%@e\é@’_ rh?tﬁH@é.j by

anot her online service pr B). Since OSPA and OSPB will normally
use diTHeanetehtsddisise haalresire bemnalPestiredinliBe widrls denme (e Al Theliangodacke,wi t h

ARALTETENERC, (TS TR G S RSN I R
with tgti‘@en URL, an HTTP server may provide to each HTTP client a different timestamp in the ‘Last-
Modified:* header. The ‘If-Modified-Since’ headers included in subsequent requests for the same
URL will then contain the client-specific time stamps sent by the server. In a similar example,
the HTTP server may provide to each HTTP client a different entity tag in the ‘ETag’ header,
and the clients will provide the entity tags in subsequent requests using the ‘If-None-Match’

header.

Message Timestamps

For various reasons, messages from the same sender are not distributed evenly in time
(e.g. users do not send messages when they are asleep or not connected to a network).
Furthermore, many senders’ activity is periodical (e.g. every afternoon or every weekend).
Therefore, messages sent at related times (e.g. within a short time frame, at similar hours of
different days, at the same day of different weeks) are more likely to have been sent from the

same sender.
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rel evant path. This will cause the cookie to be sent. The conponent
receiving this request is SI QObtainer 42, described below. Wile the

host nane woad/084533 eveal the cookie is within OSPB s donaiPaI/uSo2/g1sedi ner 42
is not necessarily controlled by OSPB - OSPB need only define a hostnane
in his domain that points to a hostnane or | P address of SI Obtainer 42.
Usual ISy GbsBEpingoul d not know what domain and path are required to reveal a
cooki e of _OSPB, whi . [Wal=1g h, d @g-%r@ti on (e.qg.
because | ¢ ITOBpe} A dgray P At SNk R B [ Thi s
case, OSPAF¢t btangie, Sd%oki&@ ate%nt cﬁﬂjdemﬂqéérﬂbreqeemh mmerth{ﬁ‘laemaammdtURb a

wel | - known hostnanme (e - obt ai_ne poi nt i n%t 0 S C@t alﬁ?ﬁ

whi | e paigp. Imwrdgrie pbiam qukl%%%@ see ¥’é?P 1%%‘89?)[@8 Used 40 gy E’Prequest
to OSER 'rhgsi AR d dsptdifycerih® Wiknlife pRE@itned is a
secur &% u%g&Q%b%ﬁ@ﬁomgﬁsaﬁgc OﬂﬁflbeSpr nvoyﬁtgd excelpt hat the user S
devi cemsshﬁormlbeomlasedem csfemﬂesaaﬁsemtrte one qukist servios proxzdep (@S, while

speci fying_the t ps rot oc identifier in.the r. RL. Furthernore,
to al RseEaokie telbieéhtk?fa“?e@ xBaasdtswggh)y@g?t e JinE GeIice tpgl;ovd&&%ﬁ%&)?gr ver handling
the requesis;, @ G 8hd e%'PfH WiC@HrRalifagd d1ff¥feﬂﬂd61ﬁﬁn nAesk, aREDvideNn 2 GEIPB' S

domain will e Issued to ht ai ner 42, and this certificate will be
pr esembeskntidhd tvkid wish HTTRrreamﬂtSrte rOSé%éarﬁbsreeDealcgéarsherﬁé thereforsdessiabsed theed

to be obifai froma user, or vi,ce, t to enter
t he u§%‘?‘d:1 ﬂﬁdew&m an§m§eﬂ StPgse? famdin ée &, 51&2’63?@%31’@%&%@@? d be an
aut hentie¢ak b, TRY wﬁﬁtca@a‘e thi IR KBa®i e sbuit TR toapdicanreosivary thishéquestioSin f or
entering the usernane and %ms\sword This shoul d cause a, user hi s

user ndgainert?2, desssibed Helowr Whilsdhehestnamn wea (¢ revad dhasnokis i warhlm%%g{ ovi de

t hese det ai I n order to M’ may be
necessdélpﬁ?nr ﬁ(%’rfsléert > te?ecgssgélgrcggH@%da@’n%}%w H?equesta@f’tmoeIaI specific
URL andstahb in hid d@rrﬁtlrﬂﬂhbaibom@mdﬂehoaﬁam bﬂfﬂPtd@ldrasaeﬁSb@btahteaﬂhr ng a cooki e.

21 WD 03/034633 PCT/ US02/ 32825 In anot her gp eci al (g(essfr S
required t AJeBlaOSPALwoRlp nelknqye ¥hat dampain ga Pat aEf‘e‘i‘?ﬂ‘élee t?ﬁ?%ea}rg 10

neces [ T e a HTTP

or oy Dty SO BE ALR%s e el tntdaflich (R bSAuET 1l 6%“3?5“ Vet hods
for olkbaipahythattoopeRitadditie©SPBhda this bmgOSBAdmihcau@ the ssatsslovic éelsdnd apCT

application WOO 1/13 anot her exa b tware
cl i entHhFotaayes te Bv‘faﬁém?é"@‘r%%s ngmip; (g-8; Si-0§; 3%‘{5 CQB’EPﬁHﬂ%Qg?%SLpﬁgl e¥4? he user s
devi C 1UTRL 45 Qﬁﬁczﬁﬁk@ﬁl‘% sePd cYévhc%Q@%eﬂd@i'H‘PTP 'ré’tfhe§t€t6\OSI®s dombinTay

di rec y access S store on the user's device (e.g. HITP cooki es,

sof t watescribddabo¥a. er s, hardware identifiers, stored usernanes and passwords
etc.) and d th er ed above
required cg[g er‘FQO 8?)8%?8’5(1132&‘?65% Eon%ega@%g??cggwgﬂﬁggﬁm%%@ net hod
of achiyeyitMeht i Fsel’s d@Mcélﬂidwd b@ukBdR sBedlh E@td mqwﬁecfbamrasmle by

specifying the ‘https’ protocol identifier in the request URL. Furthermore, to allow the client to

authenticate the identity of the server handling the request, a server certificate identifying the
hostname under OSPB’s domain will be issued to SI Obtainer 42, and this certificate will be
presented to the client.

In another example, a username and password need to be obtained from a user or his
device. In this case, a request to enter the username and password is sent to the user’s device.
This could be an authentication request of HTTP Basic Authentication or an online form for
entering the username and password. This should cause a user to enter his username and
password, or invoke an automatic mechanism that will provide these details. In order to invoke
such an automatic mechanism, it may be necessary to cause the user’s device to send an HTTP

request to a specific URL and path, in a similar manner as with the case of obtaining a cookie.
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Anot her nethod is to enbed a link to a web object such as an inmage (al so
known as "web beacon") or a pop-up window in an HTM. page sent to the
user's dewDmd/03®B8th that it would send the required requ@st/tisaz/sesder to
retrieve the web object. Cient side scripting | anguage such as JavaScri pt
(for an explanation of JavaScript see the Netscape deve(_\llqr%gr site, at

devel oper . Aeerethgrexempje, Aapechd Piasesh i sequied feoiamdhe ha iSH o user

;?t Bg \e/e{} Ll Slf}iése 1%%% b? %ng %h&?&léaﬁo&@fﬁ)ﬁ(w@%eﬁ% ROt ;%’grtl’?roﬁéﬂ shiyTirpstal | ed

the require request, for exanple through a
propr iped:8r sérek of Ne®vorld IKH@I@B (] mimlaplom NATS sefetRM 2663)i Methode fortvptaining eki ng
the software client through a soc at ed for an

expl anBefdgsomdepheee ¢ Esonéé@l\%ﬁ@bféd%})% Bhe l?aé](ﬁ’ﬁe EQB%@ 'ng the SI nust

have an SSlﬁl%étﬂerpét}(%}ﬂ SIdES 8&9&%%&%%&%&%@& prySREd toﬂhb%sérss deeg;@l red so
paral | el requests ferent usefs wll not be mxed, as well as to

pr everfindersaftdateemanihg @mthceumbr ngeviee n@mailydansi highkeprovlsgesibes puing S@fVIWh er

users.. This.is, nornal ne usi cret

secr efit @P@lalr?qﬂy Aeegss §5%%°1}e§ Quheu s@%ﬁ’ﬂ@"d?‘? ésa%;ﬁglgﬂ %Oé)i“eﬁsseoﬁwar%{éa\%gt @%gt o send
a reqygaiwdrOldeftif&E di6Rd uSeth@h&aindtipRssRirds ct6) eid a&hdahers k@S Obaimkr ¥al | et, a
singl e sign-on service, a transaction authentication service, or an onI|ne

advert i si ngomet efdh&methodh mﬁmqﬁeaboamrenelr@b@ansmg UsshPariee i1 30 sefilth any of

h hods d d
" Cauo BRI R Har BH RLROLE i CarATerRe R Re BT R BNRE I 27

ext er otk hYdtk& &9 efnBb®a lipk tPo8eb bBjcetvebh g¢ gaineigevhisn kaevenafwenl i ne
service prOV|ders cause users' devices to send a_ request tg the s

ext er Mghcod) of a:pop mEx sl ovg infagr T EMA age s tovlie|useiss 6%06‘3 S thatd} aﬂu‘gﬁend
ser vi % S %e]q%]réeeq Ie Gy OI)IIdeF % %(/é he’%%hl (?#c(f kCl%i'l? 91'518 %mﬁ%& éég%?g é%h gt . An

exanpl nsact ron service I's An exanpl e
of an JaScht aovar éx;ﬁaﬂaﬂomefmaﬁcmﬁ s@Athd Namhpe ddvdlopefsrsiteaNew Yor k, NY. 22
WO 03/ 034633 PCT/ US02/ 32825 SSR Chai ni ng SSR car]E?I so_be based Qn

chai n dsvelagraetserpeROsRIBE 2 Fgd t%x?reﬁsmﬂpt‘w QY N0 USEE IPIGFXEiion, Y& hag

an SSFénwghlw%r AR o guésbs QorlRs %Hé’m%s?%féd rae@%agﬁe&c@ BR LAY Breab B

(since €€ nessages are s fromthe sanme sender). Naturally,
t he SSRyzst, \ﬁaesxmmmtagmgh agmoprivesg ageodd] oaderiteodby thiglsdifveare nluerttw@yt han t he

SSR bet ween e B and nmes and ea o be bhased on. a

di f f erlBYR llﬁt‘FéP atg qlignt %ﬁ&gﬁ%&ﬁﬁﬁ aé%ﬂ?g?i‘”ﬂha‘ %g%thod“gf uni que
i dent i@k S%eél'ﬁ?csmg on when connecting to an I M5 (Message B), and
Message A r%é/k have t he sarre | P address as that of Message B (verified by

the TCP " seEhegtqiraheigivaing the Shistdakeys &%% V@mﬁfﬁ‘i’lot%ﬁ)mﬁﬁaﬁestfﬁén dwrmeyni que
Ir. glera]; :l{§lﬁre S{.}Q 568(.]?1%%3 %(I; pgr)e(lﬁémeqdests t%I‘O eren USCI'S %’lﬁ)ﬁgteo% I‘R&e& as%as%g cret’

prevent fraudsters from sending requests and take over sessions of other users. This is normally
done using the ‘Assigned Secret’ method and a secret URL.

If, for some reason, OSPA already causes users’ devices to send a request for a service
external to OSPA, such as an electronic wallet, a single sign-on service, a transaction
authentication service, or an online advertising network, such service can be used in conjunction
with any of the methods described above to cause the user’s device to send any required request
with minimal or no changes to OSPA. The benefit from using such an external service for this
purpose is even greater when several online service providers cause users’ devices to send a
request to the same external service. Examples for electronic wallets and single sign-on services
are Microsoft Passport, AOL Quick Checkout and Yahoo Wallet. An example of a transaction
authentication service is ‘3D Secure’. An example of an online advertising network is 24/7 Real

Media from New York, NY.
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secret URL and a secret cookie, both contained in the same HTTP request. In
yet another exanple, one SSRis a Sane Secret' with a secret cookie in an
HTTP r equetod/osdsds e another is based on having a rel at ed PCP/UAd282835
('Reliable Address'). SSR chaining is especially useful when SIs relating
to messages fromthe sanme user change over tine. For exanple, the IP

addr eS§RLdiminngr net user uses changes over tine, as described above, such

o, eSS, PR o R PR S s gesm o

only have n such~cases, other nessages sent
from phemdsage Bis be SSRS#ith nesshipa@, thien BsRsaghal mdoaessegnCiatve HavoamBSBages.
Sone online service providers are_nor likely to receive such nessages.
One ekd@rgsiadl thege amqspaggs areshg Wt pe @8“\/@%%41?%53@??% , receiving HTTP requests

froma | ar denuihele QIR Hlyeh RillsadS Al s AL S OMPRS oCOMERICA Bge Bhuldie

address and a sécret cookie. er exanple is an I M5 which receives a
| 0gi nSSRIRagEnmasages® nsd messye Ct amisach egn dombebased ontahdiffenantcslrelatediper ei n

each | ogi n nessage cont ai an | P address. .and. a. unique i.dentifier. Another
exaonTl@Si‘a@e@ﬂFBh@iW?%@P\}%‘emﬁY SQHche‘Fm‘ﬂ‘éec‘éP"\rl}%}?é Hé?rﬁll SFFIEY ar ge  nunber

of us ' | ' P hadohe ssmaNtadmuenathasetr ets in
%{)]r('f;nae&fef%{o VRN QAR B), ‘éﬁd‘t\@sé’h}ﬁﬂ;% a adktha

emai | as descri bed above. based on SSR chai ni ng provides
f r aud dMassageVi erifiod by pesECD | settet bandslkedt whidkMesgaga e will eqndain thacgmean be

attacked) and..s thus relativel akeh. .l n one ex e S i:nl "ng
MessadfBldse n}lﬁ%ﬁl},@t@tﬁlﬁﬁ eém}lﬁlﬁfﬁ? g‘gﬁggks g%nbrag?ﬁF?lgaa%% %gcgetD%ﬁog%k}g&sgage E
I S seRicNeRL and h Mer&d0RIE! Both CoAinkd/n the sdibPHTTPRetiksaddyetmother A rever se
DNS query shows | P address D and I P address E were assigned to th s.(éme

conparyamnflheorBSFSR: isa ‘$ame Sepiet et sqcaet geokip i el TPAPquass $44s 2P

contained in HITP r t Ty est in one TCP session); (b)
HTTP P& @&%aﬁwsregﬁﬁﬁ%ﬁ%%#zqg%&%&dé%g(t he | P address appearing in the
TCP sessi 0BKR dhainindisagpbcesly ustfahehéPSBdelntngs tobmussngesdismn gredm2 3ssD

03/ 034633 PCT/ US02/ 32825 to the sanme conpany (r Rel i abl e Address'); and (d)
MVessagbapeRysr waatFarexemle) s I pdiessmn lagaies beer gsqs 4hangss A8 BESSappear i ng
Int h%e%;g“i%Fé S5ReCRch tﬁﬁ%l?ea'ﬂ)girdg BRdaMeRs ﬂgﬁxf@m@gs‘i%ésméﬁt S IsHRE askr ndght
originate Tromthe sane sender. In another exanple of SSR chai ni ng, Message
A i s aBdiaved vidakISERPor re S8R tat All fineuch dsesadtheessssageFEnPromdhester Blaydat

s agecEoding 2 St Ferin BDRTR MeaNa TSy S O e RN T AP S gTese R
recel Y]{%gl%% Jﬁ]ctgh)% gﬁ%&%&&' D9 PRARAIEs £r8niIY @ sHBI BB aES f/‘gf WRedde/igs HTTP

reques in“in this case is as follows: (a) Message A was
cont aiiBEP tequédiPomedars mumbey sidiffeidliMRerse qasbgequest envéaimiap as 6B addsgys; andp)

T LB S TS S o Ao b i posoaRegriag 1 the
time they connect to the Internet, wherein each login message contains an IP address and a
unique identifier. Another example is an online service provider receiving emails from a large
number of users, wherein each email contains an IP address and several secrets in email headets,
as described above.

An SSR based on SSR chaining provides fraudsters with more possibilities for attacks
(any of the links can be attacked) and is thus relatively weaker.

In one example of SSR chaining Message D is received in a HTTP request D from IP
address D, and Message E is sent when an IMC connects to an IMS in TCP from IP address E. A
reverse DNS query shows IP address D and IP address E were assigned to the same company.

The SSR chain in this case is as follows: (a) Message D was contained in HTTP request
D (same HTTP request in one TCP session); (b) HTTP request D was sent from IP address D
(the IP address appearing in the TCP session); (c) IP address D and IP address E were assigned
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originate fromIP address A and were sent at a simlar tinme ('Reliable
Address'); (d) HTTP request B and HTTP request C contain the sane secret
cookie ('Bam/os®e3et’'); and (g) Message C was contai ned PCTHRIR328efjuest C
(sanme HTTP request in one TCP session). Message A and Message C are thus

considered to originate fromthe sane sender. _|n anot hehre I? of SSR
chai nimie sae semypary (‘Reliableafddigss h aprib dlessegrds agsentfp t ém&é‘ Po Message
F a segure [ %? loesdiipiyed to the domain "f.cont.
I\/lessa&ééjr Siésaﬁéegﬁe?cgdg%%iaﬁp E’%?g{c?uests‘gékl%}h response to Message G the
user's deviMdsdgs D ietiMesaied drothas sersdiredfb KRIZinaRt fiom thb eardosender. " f . cont',

causing it to send the secret cookie. The SSR chaip. i iS case.l S .as

fol l ows: (&) anike gyamplef$SRAREITIe g/IqSﬁagq-[Ar %e?f’éﬁ‘?}g@t}?’rﬁ;‘ (G%“F&%é*gfralin i
Messagei..Qya Giy i ; h K SRAKHBMERRLe W t h
R R s O e TS

r equesbnthing missigg BeahdSeseceet tdakie, @od rachived etarel VW FPRI URIques G iseciseth®d secr et

URL sent t he .sender o TP request, G (' Assi d Secret'); and (d)
Messad¥ @‘3@@“&%‘%&1&?%@%‘3 {:ﬁn%ﬂﬁeﬁ@’gcfﬁ%r& a8 esaa?ﬁi—?l{iﬁﬁﬂufécﬁest in one TCP
session). lpss’aehhirAndhilYeasagss 18%8: (ahNessRa N das eshtiife i [T TRE&ubstom t he
sane sender. In another exanple of SSR chaining, Message His received in

HTTP reguesHTTH request i oredBER sessian); EeHTTReessseA wagaentdeanm [} addhiess A addr ess

H at ti | ose to.the. s ing of.. S i { was
Sent {PEM FATERaPBEEE LT SR bl it Ariad HE R Reg et
| dent ipfibRie B 2QM1EssAR nd Ve feRAl at i sgRBiulBe AReRiblE AddRsSXgd) HITHTTP
request Kis sent fromIP address J, at a tine close to the sg&ﬁlﬁsggﬁgf

emai | remssdbendHARR re@estl sentaingbe saste w6tk peokie ({Fame Segigksang (

nmessa L as.weld. i t K The SSR
chai n i W% %qngalgeadslgﬁrsfggeqﬁg%{ﬁo@gﬂe ?fz;%ﬁﬁl\}ggisl aé??—rilgv@a-dgp E%t{@ ned in HTTP
request HM ATIPMessige €1 are ths rensidited esaigingte f1ob) thelFaiRe sagleest H was

t f | P add H (the 1P, add ing J. TCP ' ;
TP 1 equedt bR amala o eSS DI DA A DR SO P SGhaob2s
ori gl 9@3&)?{1&2@;0&1@5%&%% ge%ﬁré’ée%?c%%@wﬁ@&fsigﬁ&d Bidtedd B dobi¥n 4F 38l abl e

Addr ess message emal | “‘message J have the sane SIs, as
descr iNkedagli® were¢éiGaiin ISEEP eddupst §. &) rdspaiRe to dpseage K thavdsesivdevicaisssage J

both orj.ginate from SS nd wer.e sent at simjar ti .

(' Rel ir%fidweétea&ﬂﬁé%%et)f%[ﬁ??%r@ “-F]l%a%%’{“ £CURG GayFRe ?téa 6%%4 tﬁ%%"é‘%‘?’&f’lﬁwt he
same secr etrpe @RI &aid inIRARaRES heollbiwsaRY M@3a 0@ nkaiM@SInGOTTRE RGdedt N
HTTP request L (sanme HITP request in one TCP session). Message H and

Mes s ade(‘ Integra Mévsaged by shygieresaphicomenrisyyi (Rhthe seeusersackrs coelie s vy the sessre
pers Orf—l'[%édb 98 th%esfa}nrélc%Bﬁre] assigned in response to HTTPS request F (‘Assigned Secret’);
(c) the secret HTTPS URL is the same secret URL sent to the sender of HTTP request G

(‘Assigned Secret”); and (d) Message G was contained in HT'TP request G (same HTTP request
in one TCP session).

Message F and Message G are thus considered to originate from the same sender.

In another example of SSR chaining, Message H is received in HTTP request H from IP
address H. Email message I was sent from IP address H at a time close to the sending of HTTP
request H. Email message J was sent from IP address J, and has the same sender name, sender
device identifier, time zone and personal signature as email message I. HTTP request K is sent
from IP address J, at a time close to the sending of email message J and contains a secret cookie.
HTTP request L contains message L as well as the same secret cookie as HTTP request K.

The SSR chain in this case is as follows: (a) Message H was contained in HTTP request
H (same HTTP request in one TCP session); (b) HTTP request H was sent from IP address H

(the IP address appearing in the TCP session); (c) HTTP request H and email message I both
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A successful verification requires that PI1 100 and P12 102 identify the
sane person. This 1is the Sane Person Condition (SPC). SPCis satisfied if
Pl1 100 awo 0Bb246302 have a Sane Person Relation (SPR). TireTSR®R/3182%8Nngt h
(whi ch det erm' nes the strength of the SPC) varies and depends on several
factors. general if PI'l 100 and P12 102 are |ess CIIIF ﬁ rel ate
to nDrCélgHg?éﬁ? omd adiress H and axess senaat 3 findleptimed’ R‘%lra@e &ssi)

di ffer e r

P12 1d§ggna§q{) {éﬁiem S‘[SQ§ gl o] Itﬂg:gb a§Igrag§| %Ctr?gcrl r$ber an:d 9 T 100 |s a
card nugist Kendiengilwhésbageidseh drigingke fiwom Ithaddnéss J (aad everd-‘:leilt aiﬁlosnaﬂdr tene 102
are considered to_identify the sa on ev t hou Pl1 100 nm

act ual (BelpbleAddressok éfatHjeTaIy ’E?qu‘??ufrt?g‘g }fﬁﬁreﬂﬂ‘? ‘@WT’B%WW%TZ’OJ‘%@ was

cr eat t HEe any
card t haatrﬂ-%a%cﬁgé %@M@%@ﬁd\?gﬁ @q%?édﬁﬁg{%%kéqﬁgét rjlJl Séﬁggﬁggclgﬁiehs | ess

speci fane TE? gpssioont ai ns less digits), it is easier to find a matching card,

maki ng the attack_ ea t SPR weaker. .\ est j,mat i n w specific
PI1 100 or @f%a&?ﬁ "’F’E ﬁ?ﬁsaﬁ?ggﬂﬁgﬁ‘ﬁewaflﬁ%egﬁo PBgIB%tSf m %lgg% C%ESCI‘I bi ng
the popularity of various person identifiers in the relevant popul ation.

For exan®PérsohlCoRlitidP2 contains a name, a description of the popularity
of various nanmes helps in estimating how specific P12 102 is. Persons nay

soneti mes change sone of their Pls (e.g. the street address of a person may
changePefiniiorr edit card nunber of a person may change) In such cases the

Lo I SRy T, e At s

Pls and on theée't enc change suc
est i ek oS arePdiesn CbAdiASD(SPY). FHR 1sl@ﬁsﬁd:b1lﬂﬂ)i[1‘ 100 sl RIAMO2 hevesoHame Eerson

Cdant | RariqraTRoTBEE SEsngth et heihe St pbtne SEOL RS et o y
i dent Ié%%}?%(%eoé%'evéljaﬁfaéfé@ IIL%QIJGI’EP T8 1d()narf31r]5‘IQ h@ﬁ arededdQ Q@Iﬁ@ gﬂeﬁ ?e'iate to more

PCT/ U exa 2 102 contains all or ap ar 1 100 (e.g. P12
102 copersingsSRR wwehlqer caltcremeshpore casdsiin whmlﬂdlﬁ@@ntmicms Nell baeonsidaredito

digits of that nunb In.a ont al ns part
of “p1ber ?Samﬁpﬁé% %exmke:”?@ﬁﬁﬁi Z’m%? 13?%{&158%3{? Gt B%TFt“uuH’rli’e%fan%l 1 100
and P21 108 id $ carll 3uBfer SR BIE t}ﬁisawcﬁgltscm this abQMIf i 6Raid PIROS@pe cases,
nore conplex processing is required to find a relation between PI1 100 and

P12 10@nsidateditmifientifiethe huye herven evensimrghd 18k maplaetualiy be 3 diffesend cmd2 102
h t t h l e ||
B L e

cont ai tRaEHE RRRKE¥hEdr@ thadmalthds 102294 dVditI\PEY $az (Aes RI2 10@ ®eaimmdslless

"j hdoe2002@ai | . comi and_the name | John Henr% . I n anpt her _.exanpl e P11
100 arspesifip (e.zopntans lgssrigiteit iscapieytocdikemaiebing %{ﬂqﬁ@kglg( ¢ gitack eAHEY s t hat

di fferan%ndlé(spﬁ&eggell_ ast fewdigits

When estimating how specific PI1 100 or PI2 102 is, it may be beneficial to use a
database describing the popularity of various person identifiers in the relevant population. For
example, if PI2 102 contains a name, a description of the popularity of various names helps in
estimating how specific P12 102 is.

Persons may sometimes change some of their PIs (e.g. the street address of a person may
change; the credit card number of a person may change). In such cases the strength of the SPR
depends on the time passed between sending of the two PIs and on the tendency of people to
change such PIs.

One method of estimating whether PI1 100 and PI2 102 identify the same person, is
examining them for literal similarity by checking if they contain an identical portion. For

example, PI1 100 and PI2 102 can be completely identical (e.g. the same full name). In another
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such as 555-1280 and 555-1281), which are nore likely to identify the sane
person than any two random nunbers (since phone conpani es often assign
consecut iwe oplawsaes nunbers to the same custoner). |n anot Rem/Eeasske, Pl1
100 and P12 102 contain geographically close geographical paraneters

Geogr apmalal PP anavEegll S priv ok ol Abir & EURBLLCan el § Sl RAVBRE near by
| ocatigpg P(If 9(; (ﬁ‘}tﬁ‘ﬁb g{%qggt 4%1 %%Llﬁ@hat%um%ksgsﬁll a%tHe?E)‘?aﬁxﬁﬁ& 19811680 cHhitfins all

wor kpl'ace "é cations es of such paraneters are
conseoeuhipue ofi BISE2N Iinpenesal VBRBhisrstiohger st 1®ntle:dtpodmlt wﬁ:PIﬂ 400 endBI2 BRGEt ude
coordi nates that are Eound 0 be close by geonetrical calculations. Using
Pl Di la&gegdanorp statisticelly sepificagse of a Pl Directory is required to detect

the SPR AIE’LO& E£6L, ke 'c§mglesl$tr@ée§sﬁﬁg RGBGateRitH Ginfl G616A6n BaGHer@BEOWAL | Ng
two or nore lerein theré is at | east one erson that is identified

by evemglr PH} IGMhahadsaﬂq:éhérydmcdn SPR. Fori exampbm ek 00 and 203 seayihgvaay syst em

or a ¢ ation of, syste answer q t; e t of
he'r GuBas Pordh Sa e b o e S SR T ey 0 SR abd P Bea,, 0
Lo ong, Ql%tﬁ&rbxhﬁﬁﬁfétmﬁ I1©d nha)y oantaﬁpﬁpam@mmfP&M@@s&v@@derpm@ thegrhl .

Anot her exanple is a database of a credit card issuing bank in which each

r ecor djihdee20QR @ymait.eomnandgbe sane { Jobnienieldody In apeiher exémé’lﬂ RI1dQPand hhber

and bi addr ess r t)
Aot ndP> SRR iRty S5 RSt T hGnf BE oL hAR I 107 RFR
geogr apkl £2455- PR0AE 5655 28 €), @hidhairé nsetelilestyltd idagify tiskeameqperalthar anytmoone
nunbers with the current geographical | ocations of the c I I uI ones 26

WO 03/r@Bloganuplsrs (5uee/PhoBO ompEsHE fen a3 PSPy R PRORE 1 %Té’t f
assoC Al AR ﬁg?&ag@ggrﬁ%%owaﬁ@ﬁzhﬂ)m%g LRELS Qbst L Aiatial

addr ess. ry can be automatica ated by anal yzi ng
enmai | parmsagsSvhials ateliroraditelyss 1de|naf3d1$w Gﬁnc)m:rsc'fmthandnmyo mdezhlg;aog:t@phlaaln t he
recipient's or_, sender's nane, wel | f n y«imall addr ess,

f

the ePBIAMGESSHYES REROT 1ML Y o teye PSonS (58 Sste 8‘&? %“SFD
pr eve'?:tloségg b ek QR Qe q{l{ RB&PERe e, )ftﬁﬁ%%lel'aéatfo%Q G ehenpfl &y 6@@0@{)&%&1@@’&% Q her

Pl Directories nmay ess specific, such as one describing the correl ation
bet weennscoatieshane nembert Midsn (htersemp @mﬂt ar twy lagfudedengitude gegrdinates thed preai n
countrj Cf aE ecord n Su a Directory could describe the nunber
(or frig@ds 956993&8?1@3 1694 % u&”@&?tal nnane in a certain country. Some
Pl Dlrectorles associate Pls of the sane type but fromdifferent tines. For
exanpl @sing PRPirebpREd 1N a change of - addr ess dat abase cont ai ns addresses of
t he sanme person (or famly

In some cases, use of a %)I Directory is required to detect the SPR.

A PI Directory is a database containing records each associating two or more Pls,
wherein there is at least one person that is identified by every PI in the same record. In this
context, a database is any system or a combination of systems that can answer queries about the
content of the records.

For example, each record in a white pages directory pertains to one person identified by a
specific name, address and phone number.

Another example is a database of a credit card issuing bank in which each record pertains
to one person identified by a name, credit card number, and billing address (the address to which
the credit card bill is sent).

Another example is a geographical directory associating addresses with geographical

parameters (e.g. latitude and longitude), or cellular phone numbers with the current geographical

locations of the cellular phones.
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different periods in tinme. Sone PI Directories nmay have been created
specifically for the purpose of online identification. For exanple, in the
case descwpDlaai34sed ow where codes are sent to user's nail Paddrsey3mses a Pl
Directory is created associating each code with the nane and address it was

sent to. In another exanple,. the PayPal , system descrjbped ahoye uses_.a PI
Directory o508k gkamplednahemail dHpqloyAsPcinling &a° I{“Hf ?‘i?ge%sé’%l ©@aYe Ofised in
char gi . q i ) A by an

it or raep ety el e R QAL LRl B tonlo N Mo BT O e 21 et
becomemail fidssagesasdhandilress fishis(Feongdheeamine®@) uialinbasainitise weipEmed or assi gni ng

e i S Bl e RO
Di r ectiifiom Phhsitd 901%@91:0'3 Prédvek? 2adiaye oﬁﬁﬁé@&l&i br fPadldrRar £c888 asiRidRcRrF!

that has an SPR with PI'1T 100 with another Pl that has an SPR with P12 102.
Access to FMthgiRlddirestarées noarbedessdpedfit.sucines onstdeserihing thetdeerelatips betienod,

some (but no al I | s are .given_as a quer aor locati rel ev record
(o e e B poutitidig Moo Pt §bu PR el onBR) HheR el iR 5

r ecor dg DifRtbry Eorll@dBstribt AR HBERE (brdFactieB)dTdRoFE Baviak hicemed nand in a@Bitainn
response. To mnimze data transfer or preserve information

confi denetial ity, it is also possible to linmt the nunber of records sent
in the res (& |y & e oM I f.rom
each recor ?2) ?rgeépgl.ﬁﬁ%%orgegr? ?Oﬁ%?%%&%tsg%gr aegéilﬂappe%ﬁfefer?ttlta ﬁiggqfﬁ)ér %mﬁp ]Ig’or
exanpleach tetomdlil a B8 desofenddrean databuyb eontaidn dddresded OPthe Sarfie hedsbn (warfemindat
address, a query. containing P12 102 is sent to a white pages directory to
find dlfEeReriodhitdiA¢ng a Pl that has an SPR with P12 102 (e.g. the same
name and addre ' ' ' - gligont ai ns al |
t he phone ?&%@sﬁ\fé&s@%@g{lé}c}ﬁ \?\Ae'? h&{ ﬁgiﬁ&% rrelﬁzfg goérgﬁe e%lgrﬁé%ﬁg%r elf“?i eved
nunberidergifieatidie Rorctrenkee ifi dre cape GRRibdd belRy Whtkiodesardsewtrto bedt’ sabaive. | n
anot her, white es 27 WD 03/ 034633 PCT/ USQ2/ 32825 exanple, the query is a
phone Adiss: "‘aﬁ@g ‘cr?ﬁ-f‘orﬁ’é% HEAEd 280REtR Eacglri’Qg%%tggﬁ%?aé’ae Wgﬁ%ﬁm&?ﬁ & W%OSSP sses
(genenglih¥nkevikaap]@ thd BYPREEsRACNRcHRRAKIDBYVA uses A HI MRree P BebobREAOEhchat

| east two Pls are given as a query, and the response describes et her a

r el evamdir@ubmadnksivettsthe isectttocade needinshimgimgdhgeredicardlent i fi ed by those Pls

exists (or 0 ny .spch persons. .exi st). For exanple,.if,Pl1 nt ai ns
S ereai + cdr oM oS Rt BE 530555 o pratetlon SR S dp1oh A R UhSRRLS 1
t he AViuts@oMhefnd2&aEitbRELARWEL EoNt:Altd¢ SviRAktoPtrhmehDatatide Rlotedt@?, and
the response is a Yes/No answer describing whether a record exists in

whi ch assigring I) nnmberstia sadreiSeRr (pigt idemifiediipohip fulbnamey bith daje apdngmes ofpo) and
an addre h i . Finding such a record usually

i ndi cé)tareezl§sg’he§?h %%? I%@%etr?ﬁgo]ﬂ%ffsllaloﬁhg address of the owner of the credit
card accourWwhérdgsitig 4 PEDiteytoR), PIILOSD and PI2 102 have an SPR if a record associates a PI

that has an SPR with PI1 100 with another PI that has an SPR with P12 102.

Access to PI Directories can be done in two methods: in the first method, some (but not

all) PIs are given as a query for locating a relevant record (a record containing PIs that have an
SPR with the Pls in the query) or records, and if found, the record or records are retrieved and
sent in response. To minimize data transfer or preserve information confidentiality, it is also
possible to limit the number of records sent in the response (e.g. only the most recent record), or
the PIs sent from each record (e.g. not sending Pls that already appear in the query).

For example, if PI1 100 is a phone number, and P12 102 is a full name and address, a
query containing PI2 102 is sent to a white pages directory to find a record containing a PI that
has an SPR with PI2 102 (e.g. the same name and address with spelling differences), and the
response contains all the phone numbers associated with that name and address. The retrieved

numbers are then checked for an SPR with PI1 100, as described above. In another white pages
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O course, any conbination of the two nethods is also possible. For

exanple, the query may include two Pls, and the response descri bed whet her
such a reworod/oatBsts, and if so, includes a third Pl fromcrhisoyaeses record.
In sone cases, the response to the query is not provided explicitly but is

rather inplied from another acti For exan‘FI_e, an online nerchant
n

n.
subni exampleathe gueryas e pbwqwﬁfra%@%irﬁwonw 3Ry the @sseedLemeR ARY mat i on,
and t i i ‘ i if the address passes an AVS
checkggﬁiltﬁgﬁ%}q?%ﬁgcﬂgg %&gﬁgge@g%}?ﬁkﬁggﬁ?ﬁbn aut hori zation indicates an
AVS mat chln the ssconel raahed,at {dastrievoi s me giwgnl ds @i query, end thegespoRie @iserdlegsor vy,

but a response is recejved as,.a .result of another..actiqn. r exapple, OSP
14 mayvhedicepyde vt Beat e&litﬁﬁ%gaéwgmhf‘é?rﬁ&efsoaﬁg%ﬁeﬁﬁﬂf ise Eﬁ‘r%‘ﬁ%%g"nf
Pr 0OCeJ 3w rgmuﬁsggﬂ?%ﬂsoﬁ@&iﬁ}. T9r 8BRS AE PAL 1 (0 tohRiNE G edibSarB RRbRA End PR emai |

address o and 1's therefore equivalent to a response froman emil
di r ectlO2 gonthins sheddrdssye queryasisenin &t thea ANES servige deseribell pleyvesoytaining otb&lHone

over ayali | e | atform. F anpl e, .a persaq ual ] . ke a
VOi ce%gﬁﬁﬂ‘iﬁﬁaﬁ&’ f“i’)dﬁ’r‘?rF?é’Bfeﬂé a(ééeﬁﬁ\)](? ?ql%wﬁ S%Sicplﬁglg\y@}q%?% aergJr}r)é 8%11¥1i§e ween a
cr edi tuif@f glcamishernd A ST RAIPIET 06 (iRajentidal tePRUl0Y) bed Avidblesshas ause of
a Pl Drectory could weaken the SPR between Pl 1 100 and P12 102

especiSER withiEh1 @5 Firglizg suchpireense syally hadicaiertbat R12d82dy thedilling address. efne
relation. Suc directories incr e er of cases in which different
per sor® W’i‘e{rOgéheic&%ﬁff%rflgﬁcoggp]ﬁﬁ%&zeé{g 62?@3& Specifically, when a Pl of
one type (&fbours, aayNonitindiRRlotetws héthedsds bB6 tpossblastaekanpkt, thelquedy

anot her type (e.g. the address of the person having that SS

e.g I .. the
i dent imaydaclgdotyy Bisosrs the respprseslepathed Yhsthengica apecesd exists: '\3 Eo4 1ppludesat
is dir I 1{h the second PI (e.g. all people living in the
sane gggfrr&e)ggﬁg% gggﬁgg‘:ﬁ@o@%, and they can not be told apart. 28 WO
03/ 034633 REEkiS0Ee]2B2EespdnsPlo Dierqeetyds yocmnvidbd exieitliskad i mtlicr ipli¢te t ot al
nunber_ (or fraction)_of people that are identifjed by P12 102, by Pl1 100
or by feswr HI}OWW%BOMF@B@?‘@@&%WEIHF e ainh%ﬂ‘%nﬁﬁmtgr?e“%’é?%}?&]fﬂf %“PCQ/SPWE SPR,
as_desglJ; i %3 eranEbliod 9811 bS afthSASEPonIPHAHE hddtedyuber
( SSN) ?ﬁ%}nlgag?ggﬁ%siléﬁgggt?%git card  nunber. Aacredi_t (;nafjd issue‘ra" S
dat abaasses an USEctesk anPhis Dhsepa barcyssiid smosatipnm gutbpdgitiondadidatesarb&VS  wi t h
SSNs. The PI Directory can show that only one person exists with both that
SSN afeftetedi t card nunber, indicating the card was issued to one person.
This woul d Hssak b¥sebndE©ad Bo axpiicitepery tSBRI Difectiipitien réypandelisrecBlad 302 i s
an address of an apartnent building, ‘and PI1 100 is a full nane. A white
pages reulieftaopthesintins. Foraxamnle, PSPsidrmayreceize apameil fopesetl Oaspertadfaress.

ng V\?xg)ﬁlgp!% i:)%l%h%sﬁg pz(gc%\évss '[thri]saé[meﬁfac\:/o%tteﬁhs aO& &%5018?0&136)6%641’1' ﬂ{g nglrne tclﬂ& {he%ﬂ%les s. SPR

address of User 10, and is therefore equivalent to a response from an email directory.

It should be noted that access to a PI Directory could be done over any available
platform. For example, a person may manually make a voice phone call to an issuing bank in
order to verify a match between a credit card number and a cardholder’s name.

It should be noted that use of a PI Directory could weaken the SPR between PI1 100 and
PI2 102, especially when using a PI Directory that doesn’t describe a one-to-one relation. Such
directories increase the number of cases in which different persons will be identified as the same
person. Specifically, when a PI of one type (e.g. an SSN) is replaced with a directory-associated
PI of another type (e.g. the address of the person having that SSN), the identified group grows to
all persons having a PI of the first type that is directory-associated with the second PI (e.g. all

people living in the same address as that person), and they can not be told apart.
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strong as in the previous case. In another exanple, P12 102 is a first
name, and P11 100 is a country. A Pl Directory describing nanme popularity
in differwoto3osssiri es shows a | arge nunber of persons hapeTtusar/328eame in
that country, while a small nunber have that nanme outside that country.

This indicates an SPR exists, but_not as strong as in the previous cases.
I't shoul d & BoDisectervteed alsade userbtogind thatojalamambes (qr diciipmhoigeorte B1at per ect or y
m ght . al e t i bid .S STh T

out dai BrtBed by PERLosh B9 PR G0 G 8 Ry et DGR T B e MAZIRE,
when @sd $Prtdsdgsdribed @RRe. SPR Chai ni ng An SPR can al so be based on a chain
of SPRs. If PI A has an. SPRwth. Pl B, . a Pl as SPR wW th Pl t hen
Pl A and PIneness@mied] 10 sprdqcisl mesury theégsﬁiﬁ and BI2S atc{)edlti"&g’mi fy
the s 1SQRY): 3 3 i e RufBets be
basca e A ofy crdihl's Jiihest IR a 101 Plredoff il ditRafniullie 22
cr edi twitheSSNs T Dirkctohy tan shagethat coily @t personi existswith bothf thatdd habierediss ( or

addr esses) assqci.at ed th that nape. Next, the AVS .,seryice.is used to
ver | f yarienadigtesbe pir iRds R Ko atrons Bas ol ity o Sibecos
for therp credit card nunber in P12 102. This shows an SPR between the PI1
100 and PI2 102 that goes through a third Pl (an address). The use of SPR
chai ni ng odn pudthérExemple, P12 B& iseh eddressdfdnfaprthent budldingnandill IBRis ¢ &8hpar ed
to the use, of .one Pl . D rector escri bed ve). | npl e, the

r el ev AT §ridils RRgesHIsHHE 81??‘%5 tglﬁ‘f,orgéaregscg H%ﬁaveﬁ)rr\lamte ﬁlggggtééaﬁatgdn%égs soneone
havi Ngdvhi&es HBsAHIHE IBat @8verdiyhed petsbes laetch: @i5s addrass SBRat adrafbieot bt car d.
29 WD 03/ 034633 PCI/ US02/ 32825 Furthernore, in estimating the SPR strength

when sgpagjasSPrRheprgivivuagaseon! y mat chi ng portions of the person identifiers

are consi dered.., For. _ex J [.Qhn : i rbd f the PI
“John Doe' %W%Herceg ﬁ?lglﬁggiél%%lrgt% ifg%t ﬂoaﬁg t %gOO%III ﬁgg%%gg‘mﬁ@é\%\g&#@ﬁ%ﬁnce t he
i dent idegdribRey Adn@SopularRRahdiffaicnt efunBies shows e turpd mireber ofipbfsenselmve thashn' i n
the first pair, and dge' in_ the second pair) tgderg iS no i dent SPR

bet weaamejip Hiid comiryandile pspgh@umbephavs daat ngms ogtside taalfona Y-t gusingycates

Di r ect_Qr. RAUE i Pls that are used in another
query a es?Pg. Séét%’},,{b‘ﬁ?ﬁ&tidﬁ%?ﬁfgg Lﬁngcﬁf ?}éﬁb@%;;/é’sfg? a PISIDB, as described bel ow),

addi ti onal IPmulipalsdiee satppthiacthelmyc@BH abd, religbility dér Pl Direatoryomight ahso wffect
nunber_ of queries. e AVS. exanpl e given above, the user's.adgress may
be suphg stesa Qfﬁ@e #ﬁhmﬁ I%?Sﬁ‘gﬁgy Oflﬁ’éﬁs@ﬁgjo ate&ﬁk?fﬁ%"eaﬁsﬁﬁg SIRPS T th oall
the aqeifRE3eSnAREBE bl Hhed QenRARBHBER Whi te pages directory, —one
query 1s made to verify the name is associated with the supplied address,

and an AVS query
SPR Chaining

An SPR can also be based on a chain of SPRs. If PI A has an SPR with PI B, and PI B
has an SPR with PI C, then PI A and PI C also have an SPR (since all three PIs are shown to
identify the same person). Each of the SPRs can be of a different type and may be based on a PI
Directory.

For example, PI2 102 is a name, and PI1 100 is a credit card number. A white pages
directory is used to find an address (or addresses) associated with that name. Next, the AVS
service is used to verify that the address (or one of the addresses) is the billing address for the
credit card number in PI2 102. This shows an SPR between the PI1 100 and PI2 102 that goes
through a third PI (an address).

The use of SPR chaining or multiple PI Directories could further weaken the SPR
(compared to the use of one PI Directory described above). In the last example, the relevant
group is enlarged to any person having the same name as someone having the same address as

any of the addresses associated with that card.
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is made to verify the supplied address is associated with the card. P12 is
True Condition A successful verification requires that P12 102 identify the
Sender ofwP¥3/03483 This is the P12 is True Condition (PTECI/UB&32825
probability that P12 is true (termed P12 Verification Level) varies and

depends on several factors. Specifically, the nmethod used for verjfying
that P12 1Gurihermareyia esigatingths SERepengh whey vusingibRuchagiag. oahshaeheg.

Several such t hods .exi.si: i St Verifj i : y be
vor  f RSOy Bip eas S P ek BB I8 PR MeeptR IR D

I dent idokt@dn oftRé PEXaRR DRe’ WhAith t02tains aportiondetiedPl ‘bobdae’ . Howerentsiiceshe
informati on not usually  accessible to fragdst er.s (.e. gﬁ%ﬁ@val.i d @é‘g)dit card
nunberideticplaritionsds ¢aeh Pain®Idry atsreopplately Jitfqret {iRby i 1B P IR SPOW™ h
P12 1 l. chi t n rySReE:, Or a correct
respo&éeeget%gﬁ(?ﬁ%@égﬂ{gf%(g%gﬂt?%#n%?\?’ge&d g@??%%&lgbove) E ‘Successful O fline
Acti on Anotihesses®iteada abparse id y PhDiredaryki@ryi @ntaingxelaf germminngpr af Blsdhatsed ul

offline action based on P12 102. . exanpl e, ] 12 102..i credit card
nunberuseEEANPENT dUSTY A Sa3sbYI qnﬁé‘%gﬁéﬁ%‘g‘éf%r §L¥6$iqlgl arsléle_%crg’ﬁipggw the card
for t zb%gﬁféhglrﬁ§ ﬁ%ﬁﬁk%ﬁ?{%ﬁedq@?bﬁle@ﬁ'iﬂ oRfEr BPnAowPHE®n theatunibe® 8f flefies M@ Zhe | t

e noted t

shoul at since disputes are not nornally reported i medi ately,
a si gnhYs eamnhplepévenaibond, the wer raddrepsanay laf tuppliecha ong iithdibesnas. dosterd 002 can

be consi dered ue (usually a few nonth WO 03/.0346 P 0 2825
Dot oo TR ML NS TNl SRRl WD SRy ORI

di sput g GLERNS Rfalik /Nerf the ik 18 dssBdidted0AtAGE QhshiliRgladredd, bed BRIV Yery t he
account can"be checked to be wvalid after enough tinme has passed (e.g. by

sendi nigmade tevirify tze sipalicchasidresais aspociatethwitb thes®yd. Since accounts are
normal Iy bl ocked foll ow ng unaut horized use, this ensures that no dispute

was rgi,sed. | p another exanple of verification by an offline action, a
uni queﬁ?é%&é'tleg‘é}&gﬁ}og sent to a mailing address, and the receiver is

request ed tA ssddossfiil Vehicstutarequitds tieat PThe0Liidentify theSemter oDRIE 1060ENis if thes t he

d.i d P12 102 i h [ [ The. . di h
code e el Goreiion (PG oty mesUGI R PR OLuacHegbed PRI APERETRE

addr esg | a1¥&§ep§ﬁ&t od &’Velﬁl {%@?%?@Eﬁﬁ&il%ﬁe%m&&eﬁ%r FRHFink $had !Plpllﬂ ¢2d

identifles e“sender an re ve es P12 102. This usually
i ndi catesntlie sasredabilitystodraud sidamsidatedt Sevesd dudsmethedoeiisit ed with the code
inthe Pl Directory. Use of registered nail or other secure nail services

can | nﬁ.{i?t?i?geszrrz}‘?castttogz%tszgdg fthis
PI2 102 may be verified using any of the existing methods for verification of a person
identifier. For example, PI2 102 is considered true if it contains information not usually
accessible to fraudsters (e.g. a valid credit card number or bank account number) or if such
information was provided with PI2 102 (such as a PIN matching the bank account number, or a

correct response to the Equifax questionnaire described above).

Successful Offline Action

Another method of verifying PI2 102 is by performing a successtul offline action based
on PI2 102.

For example, if PI2 102 is a credit card number received during an online purchase,
submitting a charge on the card for the purchased product and receiving no dispute, verifies PI2
102.

It should be noted that since disputes are not normally reported immediately, a significant
period of time must pass after the charge before PI2 102 can be considered true (usually a few
months).

30



met hod. The user can provide the code online manually (e.g. type it in a
form, or the code may be contained in a conputer-readable nedia and
provi ded wotosfsgsdral [y. In a simlar manner, a code can b@®C3drsn2/das2: phone
call to a specific phone nunber. A conmmunication in which the code is

provi ded back identifies its sender as having access to that. phone nunber.
The code cdeténsingwhethgea dispate acpargshiomid b%d%WiI@ép%mPg‘i‘tsP‘g?ﬁor ina

data .co nj cati sess . i I code
e pr SEBRCLARER AEARTIZA0s aEecRinlt] RloRaliiE The ol AR b Kibcked e 2
nunberyaliPiRerldddhgh Amddas pisiedi(eny. by iseteking heredin dardi auttarizhthoretrambdtiony Sinee
known to be fron) _that nunber, as descri Hed in the Autﬁjhent%;gv%s%stem
ment | @aeQngLRe sormallyblogher 1QMgwing upaushorgzsd Jse, this gasures thafnog 8% the
code ir§is rtain that the code was not al so received by unauthorized
persons. Usage Patterns atypical to fraud Another nethod for verifying P12
102 is by dnahythémaexampdd dfeverifinaticndnydin ¢ffis actiomt whique secigheodeds 84ny &2 ar e
atypi cal,_.of fraud. e such nethod i.s anal.yzi ng,ti nest s_.of wh 100
2" poliopadr, Sk 1SeER PR o SEE £ PG bu R o Be e e HARty it cur
durin | td th the %s&ﬁrih%tibﬁIWr?ﬁskﬂcﬁh' g cader edi t
card g% tﬁégg%i%g{%@gggg%%%sr%%g@%an a?sume_ that if P12 102 Wa% sent a
consi cecands| acPlRirectaty @bsaciativg bathoode drserds with thernddorss tesseHto. And assumi ng

the SPC and.SSC are,.true hen .PL 02 1. i.£Vyi 1 100
as welPIIEIERHORI @V,hlcithttﬂ%%cfeds Flhbd]iu%tﬁ(#écgeflhé‘?st t%%&ﬁﬁ%@f@%#ﬁ%é’%%%@d t he
same PenSPRis LhA1S iRYiBhtefth QBEIcPRId @6t at tH¥Rddis ad3otiatedtwifhi thakode inehe
could indicate that he knew the identity of his victimin advance g% t hat

he waiRlddrestarpridiedyregibierednailgm yroeerss sapatvisss 2am sssasse hesirgeth pT thise

bet ween .obt ai,ni ng the_info kO i i . t .
Ther orpraod 1Rt B G APHIRMOP ARARARAD (&, it BE PRELE S e AUEEC)
| ongerpetddanimedtiy Bicomipufer-a¢idablt htedlia ard provided amtdmaticdlly. anot her met hod, P12

102 is considered true if it was provjded to a_ service.that fraudsters
don't have IngcptlaneannsT.deiods gan begsnt ng cal} 1q 2 spReEcR OPﬁ&Pm%Sﬁ- F}ed
acces Sco%n%{uﬁﬁ@&t filin W%?{hstﬂg cgdeis Efﬂvtide(aarfagk ﬂﬁhﬁﬁéﬁté’%ﬂh@r AARUCInB AcdeRFROMat O
register to a free online dating service wt the name registered on that
card. pHoas afupber, The BAR bl berpeawdadesieathegphbnem ondiceeordmuhicgtiereonin@alaty e. g.
during registration) can be considered true. In another nethod, P12 102 is
consi FOPERURIFaONSeSIqN (o2 BEBBAMAdEM)wi t h significant online activity

typical of Aeai iyt e difieds prosedtll dllidy istehsnsk M8 t&@RRhRato bdtifingl y f or
fraud purposes, “significant” online activity' is defined as the use of a

st ol erptiodentunbyr (B 002). Ahvaer thewplovidet the dodauia phenssgldo (qrdmowrderps &0t p12
102 V\@cﬁatp nru(r)n Ieg,%g dgéjcrrfbre]g in ’Slglﬁutﬂge%i'f}pgys efh %eﬁ\ﬁc?ﬁeg%%gge. This will verify P12 102 as

long as the sender of the code is certain that the code was not also received by unauthorized

persons.

Usage Patterns atypical to fraud

Another method for verifying PI2 102 is by analyzing whether the conditions in which it
was received are atypical of fraud.

One such method is analyzing timestamps of when PI1 100 and PI2 102 were sent. Since
online identity fraud attacks usually occur during a short period of time (e.g. the period between
stealing a credit card and it being blocked), one can assume that if PI2 102 was sent a
considerable period of time before or after PI1 100 was sent, and assuming the SPC and SSC are
true, then PI2 102 is true (thereby verifying P11 100 as well). Otherwise, it would indicate that a
fraudster impersonated the same person twice over a long period of time, which is atypical (i.e.

could indicate that he knew the identity of his victim in advance or that he waited a considerable
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emai | service, and the associated email account is showmn to send and

recei ve nunerous neani ngful nmessages fromother legitimte users, then P12
102 can bwomonsicdered true. In yet another method, P12 102CraiSowsesiiler ed
true when the device used by Sender of P12 106 does not appear to have
been cl eaned from cooki es and ot her uni que | nformati on%%‘errents IS may
be us@drlod)Of/@mb bytwm ob@inieg fhedniPFaeH AISIETHI RSTRITBETAKAS) EE‘%IF %S from

such i.nfor ment 8@5 ﬂég | fiafd G@4BR drcat e
futuré F?rg (frab 88?:&&%3%;%& I'ng ﬁ&%ﬂ&ﬁ 1’%lew g%ﬁl&'rs cl ean carli1 be
done Rye WetiRg the met hods descri bed above for obtaining an SI (and

especial |y methods for obtaining a co ki e user and. a ssvvord)
wherei n a flapreihe metheghiH? AO%WOSFMP@ Ha %ﬁf"’a\wrﬁf&ar{g?é%w&ﬁ%

shoul a%ﬁst&gtd%ff tthgée% inlc BRI TS BEAI L PoPdxaldMe, RIRRARE: ﬂhﬁﬁ’%édod&c&@@@ﬂﬁﬁhérhe

benef i users can gain fromsénding a P12°102 in conditions
whi ch pafsen’ts&haﬁmarcédetaﬂwmdd lhawd no faasandto r&pister fol afitd qnlmbyiaﬂng seyvisowithey may

i ncrease the |jkel d that_a aud trans ctl cee t ed based on
i ncor rﬂ&;@a%%?sreé ﬂmgear% Tlhei?f ch(# TEe1E %t(?t & cf"ilélf‘ gL Seéﬂ&és)t ers
becom%e V@I{r lgthﬁloqizgmcdn@iﬂ@mdlt%, they wll attenpt to imtate such
condi t' % t hem no | onger pical to fraud' . Therefore, the

nunber of fIn amthexefnsthadveﬁlé 162 lammfdﬁl@éélrw i hwsmﬁtechmthh@n@ﬁq@et atlinghi ch
P12 102 .was, sen est 12 102 was
recei \?‘QHVIFyntYB@ﬁ]t[J‘?ﬁF%}ﬁglaéetVﬁch nc? alfl(fgerfﬂlmpeﬁona aab igfi u%ﬁ)?ﬁe EAgent In
anot hey,rggtd) @ﬁ'ngéﬁn b@fnd &tﬁﬁ?‘sis defifd é;srtueusea‘ ofiat stoters identityi teechdhatarreeded
authori zed ageRt of Sender P12 106 (as, described ahove), ng?ﬁelae

aut horforehdganeses Faxssempleoil BE 102 wesprogidef grringsegisEon & &Y€

d trat t det |
when e Bs and s Y AR S Bl I sidSotind EhfeOUYE fubEidlis CRL R, S
Con?aﬂﬂeémtg&‘iﬂ![ﬂlesfﬁg‘e‘é €fom 0%%1&%1%%13&&1@?? tHeyt PA2 $93 tanbe am:sldmedttmt or can
erformreqgi strations, a sent_ to, a coppany .enai ver .du
rpegl strati gﬂ Yé‘a@ﬁloﬂﬁr awsthqdg RPe 2 15 Gensidased irag gp F&%&FW@? usatheiié'rf?é‘fl r\;gjlﬂg to
use t ri%6% g&’r%@ E‘Aé\%r\ae'éﬁ Qféﬁ.@gli?érﬁ cBQkﬁ@éﬂcf é/thg)rjt%@&%nfokﬂaﬁéﬂ Semé@se, P12

102 is verl osalsfythe Ication Conditions with another PI
(P13) TH?s‘Lﬁha)‘t@@ usa:howledfy PlenR fsinct imudsiers tqndrts olreaaﬁlemckwcSefrdmrSUGh P12 106

and Sender of P13 shoul d be the s .person, | d be true. This
ef f ectipfpaigtion @8@@@% &F FEPREHNS a%%é‘? Hr‘@hg)r Tatfgnﬁt%lr%ﬁ%q' ‘P%’Fsiléa%‘if‘splz
102, ‘Mfﬂe%iz'm fhett H § hd vielid fie&fcdbeRibie ¢ 89 ds0 R meBas @¥cibad abdvelescr i bes
t he conpone Rt's of Verification System 3
obtaining an SI (and especially methods for obtalmng a cookie or a username and a password),
wherein a failure to obtain any S is indicative of a clean device.

It should be noted that implementation of the present invention changes the benefits
malevolent users can gain from sending a PI2 102 in conditions which are considered atypical of
fraud. Specifically, by doing so they may increase the likelihood that a fraudulent transaction is
accepted based on incorrect verification of PI1 100.

It can be expected that as fraudsters become aware of the present invention, they will
attempt to imitate such conditions, thus making them no longer ‘atypical to fraud’. Therefore, the

number of fraudsters aware of the present invention at the time at which P12 102 was sent should

be considered when estimating whether PI2 102 was received in conditions atypical to fraud.

Trustable Authorized Agent
In another method, PI2 102 is considered true if it was provided by an authorized agent of
Sender of PI2 106 (as described above), and the authorized agent is known to be trustable. For

example, a system administrator at a large company can be trusted to provide real details when
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Receiver 32 is responsible for receiving a Verification Request 60, and
Reporter 34 for sending a Verification Report 62. Verification Estimator
36 is reswyorsiobieas f or estimati ng whet her the Verificati onPCCarsd2/sisehs are
true, as described in detail above. Verification System 30 may optionally
include a PI Directory Query Mdul e 54 used for sending :il guery to at

| east registePhg DnewEmplgyesEn tﬁ;equmpa@a’tﬁ enilspEtee A Ssomipg thatn BbﬁaY%t%}/ni ncl ude

one or_nore Pl Directories 56 li B r %ﬁ; ModiN& gadnand the P
Di r ectiPTRSTERr GAnge fto er%l?t?aggp ggﬁplgég%&rrgtq {’)rgcé%ll %ﬂec%g thQQSPC, as
descr iBgetrationdh dk lodi@ted trver i fi cati on System 30 may optional Iy include a
Pl - SI Dat abase (PISIDB) Query Mdule 50, used for querying at |east one

PISIDB 52. Verification System 30 nmay optionally include one or nore
PI S| DE%¢cypsiven Pl SIDB 52 is a database, containing Pl-SlI records. Each

Pl-SI T ecor&%cgtﬂ%ta@éeﬁﬁti@e Rlto %Qéjthg!présgﬁttin{?@ﬁﬁoﬁ%dﬁﬁ%l %o vdriky PEORORMEIthEL2 | n

estimating t erification Conditions. Each such is an indication of
the sasd®i2 002 isherifkd insatify thaNerifienmnd orditivns maéhangtheny! GP3): Bl 03/

i nclud ddi,ti gngl such SIs. ach rec i onaldoya | P

Ver i BaRHORETRY Srerate RppRR DS SISO Pl T sanrian P SREAAE e Sme

det er i MeBhesu1EIE the. true. For exanple, PI2VI may contain results of
a standard online verification process, the tine in wh 12 was sent (or

ich P
recei ved), Tlgseffecively caeateser yerificatioroehairi whare PLL il fQyistveaifisd bx 8R4 102 v on
etc. Pl 2Vl .rra?\é#lg%]borigggt eﬁ, for exanple, when 33 WD 03/034633 PCT/ US02/ 32825
Pl S| DERSYDIEV o @BACAPH only records with verified Pl's, when Pl is
considered true due to its content etc. Normally, PISIDB 52 woul d be a
st andagybtarg! ati onal dat abase, thus making the association of SIs and Pls
straightforward. In other cases PI3Jl Dg_ 52 be a text log file, in which
case the asiec descahestherempencplsal Vadisation et sVand PIs are | ogged

bet ween t Vm}%eq%%? 94 gsﬁ@g%oéq?%eefé?%éﬁowg’%Véﬁﬁ&tioh ué¥t 80, ORdIRPoRERL fok ne, or

on differen I nes sequent enpty lines efc.) An exanple
of a RiebliiaB aBPerificatiolRepdraé2 i n whi ch each record contains a credit card

nunber (P12 102) and the |P address._ from which that, n r. . recei ved
(S12). Anot Wesrficaien Bstigmatos 3@%‘&?%’&@&? foﬁ e%@ﬁlge‘%&qﬁhﬁrg%g?gﬁ\é\%%%i ns a nane
and hogg, adoiess &2 idQ%bed [£&RAYSSbveN @ comuni cation, a unique cookie

d
sent to the sender og that communication (S12), and the time in which the
name and advedSsatineSystemcH) meylogtRinally jnclutieatdriresiaarRuery Mogule §4tuserhios

ouns BRGNS Bl bR S AT P T AR 2 1
assi gngtl drInde 1 WiRELosiel bE: duri ng
The PI Directory Query Module 54 and the PI Directories 56 assist Verification
Estimator 36 in checking the SPC, as described in detail above.
Verification System 30 may optionally include a PI-SI Database (PISIDB) Query Module
50, used for querying at least one PISIDB 52.
Verification System 30 may optionally include one or more PISIDBs 52. A PISIDB 52 is
a database, containing PI-SI records. Each PI-SI record contains a PI and SI that may be used as
PI2 102 and SI2 in estimating the Verification Conditions. Each such Sl is an indication of the
sender of the PI in the same record. Each record may optionally include additional such Sls.
Each record may optionally include PI2 Verification Information (PI2VT). PI2VI is information
relevant for determining whether PI2 is true. For example, PI2VI may contain results of a
standard online verification process, the time in which PI2 was sent (or received), results of a

verification of PI2 using the present invention etc. PI2VI may be omitted, for example, when
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registration, and the tinme of registration (PI2Vl). Verification System 30
may optionally include a Hash Generator 40, used for generating hashes of
Pl s and owbap/0s4sBdr mati on el ements, as described in det ai IPCyaiSom32825
Verification System 30 may optionally include an SI Cbtainer 42, used for
obt ai ni S|s. as described |n detail aboye erification System 30 can be
physi ?Z%@ Wi rounas CQINSID BB S w%aeaﬁﬁéaﬁawh@ﬁ Tpopsiatiag g e fo

i ndepggdsntniQper ator. The conponents of Verification System 30 can be

di stributed between several different |ocations. For exanple, if PISIDB 52
i's owned b)Noamalin PISIDB; &2 wiovkl bepr sarddat reldtianalrdatpbases thustmakingsthay at its
prem ses,. t.hen I nen of rificati m 3 an.be.] ocat ed

By wheratishigt s o DB R B gD s PR Aoy Ree TR ELeEr vi ce
provi ¢aiich caBSkhBlaSoLRtich 86 d ettt 8ssaBiad!dIs &RNPMALCIRESedbdtiedd twRver a data
network. Wien two conponents of Verification System 30 are |ocated on the

sane evpguenbiexbelingiéas e ihayare gn dlepgmediagi erens, differept himss hubbeteer e over
an internal t us_or \over a Local Area Network, respectively. Wen they
are Ig%asf’%ucfnﬁﬁ}iﬁwgweﬁﬁté:r)t t hey may comruni cate over any applicable Wde
Area Net wop, ex&hh‘gh: @& RIBEDB 150 64 M edtabade Bt WwHih@acitedondeioniing a @edifidayd dat a
network and a nobile data network. Alternatively, the tw conponents nay be

two s8rnher@E2 Kehpahtinld address Fgmowhieh that ayabasyasraseimddSEDsppetheni t (CPU),
t . ; ; .
051 ng SXBASE T Plaie BHIRCE OE0RRNS o i RoARSBIAAISROTL T B2 €

publ i eecamtdvrr X sormmudieaigorn aiungjuseooltie sau td trtsernddr eftimocommuarbii@n(SIZhannel s
such as_ the Transport Layer gggrity (TLS; aee C 2246) protocgol. The sane

34 Worksihg diessin vorsh themams 2ad gddigserkirecsteg A B dHwther sxappleiltani e to
entitj i i ] : £ L i . I hce 12
Sna CERbA0TIEA 53 bh St Whidtabh bRk Qhua(ed fihOthd 4 @D 1A R
comrumihemt user redistared|to shecdersase, BTMPBe identificofSiR)rrssighddto the tsee’siMISdurinigevi ce

12 and P.14. For exanple, if. receives I'll 100 and SI1 using a
non- s& r@“%r‘?ﬂgg]i’qtbtﬂ_engre@és&auﬁﬁo&ﬁ%él 12, and SI1 is a secret, a fraudster
woul d be alleafitQioatydich PPy Bhdoing iﬁdl‘l%deaasﬁém @éReatsH 40, R¥ePRY St ARRI N,

and then use themto inpersonate USer 10. A secure connection to User
Devi cbashgs oiokis dnd etherinformagion eleawsits, svdasiuieadabidgtaffdetovdi ffi cul t . Process

or o or r e SRR RaF S T Spllll SRy B o PR T Bl e B 1

P11 1@9ddsbabed ih dee@leibyesl, it sends a Verification Request 60 to Receiver

32 of Verification System 30 (step 202). The Verification Request 60
cont ai ns PVerifiggion System 30 can be physically located at any location, including at OSP 14 or

at an independent operator. The components of Verification System 30 can be distributed
between several different locations. For example, if PISIDB 52 is owned by an online service
provider that requires it to stay at its premises, then all components of Verification System 30
can be located anywhere, except for PISIDB 52, which will remain at that online service
provider, and PISIDB Query Module 50 will communicate with it over a data network.

When two components of Verification System 30 are located on the same device or on
geographically close devices, they may communicate over an internal data bus or over a Local
Area Network, respectively. When they are located further apart they may communicate over
any applicable Wide Area Network, such as the Internet, a private data network, a CATV data
network and a mobile data network. Alternatively, the two components may be two software
components running on the same Central Processing Unit (CPU), or two parts of one software
component, in which case they communicate using internal elements of the CPU. Preferably any
communication over public networks is done using secure authenticated communication

channels such as the Transport Layer Security (TLS; see RFC 2246) protocol. The same
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and it may optionally contain SI1 and/or P12 102 and/or S12 and/or Pl 2VI.
It may also contain any further information, which can assist Verification
Syst em 30WDn3i08433 ask (e.g. a Pl used to narrow Pl Directrempusquaasees, as
descri bed above). Next, Verification Estimtor 36 estinmates whether each of
the Verification Condltlons is true (step 204% scribed_ in detail
above COM@IanOMQMHSW@mCWC ExeHitisa comugica I%W“hﬁ'f%’rtj’r?ﬁftl‘i’rbﬁy erBnts Pl 1
100, P12 OZDSI 12 éé@ﬂ orretlnes Pl2vi. If all required information

el eme$-& BEDLVER 450 er’fication Estimator 36 can check the

Verificati ofis alseabhhédt alveayd beseficial to e s@omreicofmmmumitation chdum@thb aa%H TPS

m ssing, Verification Estimator, 36_can e PLSI DB e check
t he Ve qomagniepiondstveendiis: Prsice 42 and 9%2’\)& #OIE %Wi%] rﬁ[ (§§yﬁg re‘ieh‘f@‘BP mti on
el eme Cl%\qﬂ%df ) PNisel RERNGSravldteraki ng
quer i 2?6%&5 %%&%%ﬁ%ﬁqg[%@%\g% %Fﬁggtllgfy he rg}uevgnt

Ver i f ivaatd benatﬁe)twblitamrb@t}emmmd(theaasswatdd Siloba¢avgsdrenping, a@d thep use ghpmbionat i on
of bot h. SpeC|f|cII , Verificatio t or 36 tr Pl SI DB Query
Modul émB@S?I@t‘?]Uéq‘ra érsegurppmg}ecp%&ﬁ V%CIeyll n‘ﬁo‘g@lﬁ@dgf t%fsn i&%ri fication
Condi tclngﬁ ara 2%1 €33ﬁ5@§ rieve fromsuch record (or records) the el ements
require or Ing the remaining Verification Conditions. Verification

Estimator 36 can then proceed to checking the Verification Conditions, by
exam Mroges§a) the informati on el ements provided in Verification Request 60;

(b) the infor i O elerre etrlev (c)
the resul T 4B o rorarqaErT Ser s s s p R
shoul Ql)f%lf}@geﬁﬂmb&ﬁloﬂ n the context of the present invention, exam nation
of the result of a conditional query s conS|dered ulvalen

to
esti mati ng Atrf@SRaf wishes fereitahll dhiiat it sreiveds if sads poreriicatipn éeq‘fglstsqug

Query dul e tdnf e
per soRaetE ¥ Fouiliceif Sofentedlp a2 Ihe Vsl ey S ReR e ofRiinal 19810
Ver i f iagatt oy olﬁﬁ)halﬂlﬁb@{tala@lt hed/sPI2HAR a8d/2r BIR arkdéorrRIR V1. dimdy alsc comtaiand S| 1
i ndi cate that Sender of P11 104 a Send of 2 106 are t per son.
| n andnkéirthex ifpimaatiop @h@hcayéﬁstﬁfg&@%“ e 5%%%5 ta%F e%&ﬁﬁ “F?{{T@m ch S12
and Slnjarﬂoar?l }e%t({?g rﬁ%ﬂ&eaesaﬁbeﬁla%o 4 and Sender of P12 106 are the sane

person, ¥ication Estimator 36 checks that P12 102 in the
retrieved r}%@r‘denﬁddenm Eftimstor Be esamatepeheber cach of the Mydificatien Corditimsiy| in

the ret d ind that P12 10 fied th
examp I (BFBABE: 8 Sy iEa i Ssboey s are s gD KTk Bt 8P 27 ccor g

I n whi; gﬁnﬁhﬁoﬁ é]é'mé{%& ipf 1 9@6 'P@m@@m tSIPasd Srfetiids EVEAf alvidqabed retrieving
any information fromthat record. In some cases, P12 102 and/qr its

assocuafoemiatﬁtbrizalbmamte ateeqyailahe, Oéasification Eetimator foean dheglpiiiceVerifikation| | name of
User ]é) % I& je it was provided nmay be kept in a cookie, which
onditions 1rect .

If some information elements are missing, Verification Estimator 36 can use PISIDB
Query Module 50 to check the Verification Conditions that are relevant to the missing
information elements. It can do so by retrieving such information elements, by making queries as
to whether information elements that satisfy the relevant Verification Conditions exist (‘a
conditional query’), or by a combination of both. Specifically, Verification Estimator 36 can
instruct PISIDB Query Module 50 to query for a PI-SI record satisfying some of the Verification
Conditions, and then retrieve from such record (or records) the elements required for checking
the remaining Verification Conditions.

Verification Estimator 36 can then proceed to checking the Verification Conditions, by
examining (a) the information elements provided in Verification Request 60; (b) the information

elements retrieved by PISIDB Query Module 50; and (c) the results of conditional queries. It
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can be obtai ned using any of the methods descri bed above. |n another
exanple, the nane and tine are kept by a software client installed on User
Devi ce 12yOwhiog4s33ray send t hem upon receiving an identifiPcatison3aseguest in
sonme proprietary protocol. Wen receiving P12 102 or PI2VI directly from
User Device 12 (or fromany other non-trusted source) tgﬁﬁda%ﬁéﬁhom d be
somehehoydd be aeted that 4 theecontext @ﬁfb@p@ﬁer&éweaﬂ%@wgﬂmaﬁw de 8at a and

glez:] :) ? I%g%&ﬂgnasf %Eéﬁrﬁ Corlr?a%%u 4 e fent?f éﬁuﬁfaﬁﬁg Gk @Br ﬁg theest *bRIifideisHMRC

m  or en usi ng Verification System
30 shoul d IFeguesiple hHSII\)BQueﬁ}f Moldeledatretricivese retcbnd 1pa~rhu<;h RIRA02 igantifiesthed it )

t fy its authenticit ternat f. the da
or ovi aambaeson sgbhr B eipy Cngfeefen b B2 o W ar S homYeRhOy TR o

rel evﬁ%hmﬁ{& Rk %ﬁé%(? r{'h% StE¥Sthe tr&rle%‘ﬁrrleédrg ahd N iRIRERAhABend& of PILOOY ghaverify

the authenticity e data. Last, Reporter 34 sends a Verification Report
62 t 0 SRR bf P(31@par2 Gl samiermhrset Inglothﬂh exdreple AISINB Quesy Modele S4getisvesat ed

by Verificatio i f positive
s porEce T hicOT A S Btcethbit B ot hef EPE SAegEt e bR Aol G o
negat igy@e 3&%&9 N5 thdn V&fidkibn ¥efinbios 36 cR&kSCAHEPII T0PSinweeE Retrical iksdoied. |t

may provi score describing the probability that PI1 100 is true,

Vet hodéerxbtlﬁes thechuiergrsahas PHeb (b aed thabPRaM do thererissed lte@oréianéle@ta% et PR score

ared rlbed r|f|ca

i nf or |V¥ﬁsl VF?EFA ?‘ﬂ@n(?} i epﬁaglgq gESIB?)@%% 2\2 chlz% é@? e i P%rg{;llg%ﬁée of

el enent;scdig aewhithtaNehe VeEEs&idneC ehditihe alddtisSeR withb@Mie}rievBRRnysnfoengidn, SSR
strength or P12 Verification Level. 36 WO 03/034633 PCT/US02/32825 If PI1

100 i gram gwtregprdPl s (e.g. a nane and an address), Verification Report 62

TRy provi deh&sel% %fg, ﬁfg;gbtafld/fﬁ s 586 at%&fmlfa% Lgﬂtél‘n]l?s%r DRVict 98, /e

subsets (e onl'y one In sone cases it

may bexbeprf ieifall nhde @i Elsyr O é?idShE)BrrEth wad propided mambs keﬁan agwakie) whichf SSR
is based on | P address sinil arlt

F may _r ece fr User
10 i ncepdr abtaingd ysigrey cpihe r&@by &h?\fﬂ/\rgéﬂ‘(g fipangy §§§‘nP 1%?%8]%%?11 fter
OSP 1 ord in
pi 1 DB ESHE LBty SRMRD MEGURRIICIRn UsPDLIS 15300ch o SLiYMal, 162
Veri f Ixe@etwmgl aiR&lmntlﬁcﬁR)m 8questiin snhErpropuez;ary U0l | Whélmmdw(ngvh‘—la 102 oanot her
Verifi cat| sent Al tern t| vel can
send JUék! ‘i@p{ L&HIRBY}’E"* gi W ? %réf}‘\’?rtﬁ‘&t Xﬂlediﬁé‘r lrai’r% PI S| DB
Query MAUL pr@lectbd kindghl ffdu@lé’t%f &ihl&é‘ééﬁ& AR anenEE Hﬁ@bh&ﬂeﬁe@ﬁd&he aghineved by

t he present Pnvention i s not absol ute, and so it is ossible for a false
Pl 1 10Xanplésefdetsirderéoh metheds aedhd BMAC alageittop,jor signgfaree Yrhsndeingd

]]: Zlcts grsgcl-lrrr}l%ﬂf())ﬁ b\%rltlwa 1Xn ggfstgnl{%% Elgllllldl%écfusestvtﬁé Io%ﬁera(ﬁqhéjgﬁg @des th%%a%qyat
protected it) to verify its authenticity. Alternatively, the owner of the data may provide the
required details of the data protection methods (e.g. the relevant cryptographic keys) to
Verification System 30, so it could verify the authenticity of the data.

Last, Reporter 34 sends a Verification Report 62 to OSP 14 (step 206), indicating
whether PI1 100 Is true, as estimated by Verification Estimator 36.

Verification Report 62 may provide a positive response if all Verification Conditions
were satisfied. It may provide a negative response if not all Verification Conditions were
satisfied. It may provide a score describing the probability that PI1 100 is true. Methods of
deciding what response to send, and how to calculate the score are described below.

Verification Report 62 may also include further information from the verification
process, such as the information elements used in the process (e.g. P12 102, SI2, PI2VI), SPR
strength, SSR strength or PI2 Verification Level.
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OSP 14 should decide its verification |level requirenents. Setting such
requirenments limts its exposure to fraud (' Fal se Negatives') as well as
t he probawDloBg4663 rejecting a true PI1 100 (' Fal se Posi tPCTas0)/3288ch
requi renents are usually set in accordance with the associated risks and
benefits. For exanple, an online nmerchant consjdering i ppi a costly
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Veri f pglgohebf Berpds)t i ons, the verification level of PI1 100 depends on the

SSR st th, the SPR st t dth i.fi i . level P12 .102. Wh
Chese ar o e case i e pRRTIR 4o ey FEVIPY 2 g s Teserimetnl pi1
100 Vggkg%, Gkl e b 8 @kss BnllaR9SS U hhfHdene anadssas iR Wse: enonasieder ed,

and t ties they preSent to the fraudster.” Since nost frau
at t ackis namiey(PEN1 020 apd owrrait iRy addxess|(8B3 oniyradten OSPHdssent ¥erifi¢agian Reguest 60.

probability of PI1 100 bei iLdered true .t i on
Phe. ol ayciehat ol PisTaB o ieoRaed aife Uiiialibn Faldl 8G rat SREN

rel i abileliyai@in RJoBl 610ds sBiRtvohep bk ¢&DrdRgBud el aeifvasthel Vatfiemiop Repes 52 may
al so affect P11 I00 verification level. Pl Directories 56, PlISIDBs_ 52, DNS,

and ° weekéadysenthl Alternstiveh, BEIDB Buesh saad suchenvpdate vathprt aipligkhyHserdviagi st
for estiyatin |1 rifiGcati | evel and setting verification |evel
requi P@@t%‘?gﬁow}%%@%@ﬁ@?%%ﬂ 32825 One nethod is using

rul e-based logic to define which cases are accepted and which rejected. For

exanppgl Vieligicatit B8vélan be configured to provide a positive report only in
cases where (a)_PI1 100 is. a card nunber, g‘&)‘ a sec re1 ook(%rg i.'S obtai ned
from User [Dagverficepion (evel aghicved by thenrpeent MygRiion 18 goLgasalvule: ARG 412 102) at

a Pl S| DB. ( .S I I ' oci at ed
R T R R R T R i o
mont hhb efadapilif} df sLOR faikne Taeies amet dependssorusamgfagioronat ed | ear ni ng

technol ogi es_such as neural networks. For .exanpl .a neural .network .can
recei ve as O plt @Oﬁfdl dec IFSe"Ieé‘!%‘ﬁﬁ’co g eéﬁe@ﬂ‘gfi’?e’?%: %“’%W"Efiq"irﬁ e\ﬁﬁégm >
verifi ; Ndoh 80t iBybIagBa IR Lr@PESIDMat e of
whet h'g:?gﬁﬁ%g‘%raﬁg (?ﬁ% or fﬁg%s)gS%Afuﬁsa?ﬁ%%Basl?ngd)su?h tﬁégtchnpl ogi es

requi (‘®alsa Positives’ n §uphesieireinantovhicatsuilhpet i ascerdapgeovitly e aswnsiatedrishsend t he
expect ed response, .and the system adjust.s i.t.sel r onses
W T BEn aPaPUa e H e ST HE O P UEre AT ASPe o A PR Tk £FR

pr Oba?élé\iiﬁbﬁ)csh_%g@ 1¥§life a hidhéMVesifiemidiaeva ihanriekidpping ah ifespemivedtent st high

exam ned as ‘evidence to support each of the possible hypotheses (true PI1
100 oprdfii(se. Pyofiwia@eproducidi ng st andard conditi onal probability cal cul ations

(e.g. Bayeginclc_}%%) ;gr%s it il’EVI%Ieltigl{ Pelﬁgp f)ﬁ Ik ¥nRE VRlification Conditions, the verification
level of PI1 100 depends on the SSR strength, the SPR strength and the verification level of P12
102. When these are higher, PI1 100 verification level is higher.

In estimating PI1 100 verification level, all possible fraud scenarios should be considered,
and the difficulties they present to the fraudster. Since most fraud attacks rely on compromising
at least one of these relations, the probability of PI1 100 being considered true when it is false
depends on the probability that these relations be compromised.

The accuracy and reliability of external data sources used in the verification process may
also affect PI1 100 verification level. PI Directories 56, PISIDBs 52, DNS, and ‘whois' are all

examples of such data sources.

Several methods exist for estimating PI1 100 verification level and setting verification

level requirements.
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100 being false can be calculated. This probability can be conpared to a
threshol d representing the maxi num acceptable risk, and PI1 100 is
consi der ewofoalosss33 f the probability is above this thresheCad/uset/328ps
Correl ati on When using a secret as an Sl, its strength should be exam ned

inviewof the fact that a fraudster is normally aware of the identity of
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awar e 'S Vic ofre addr ess connects to an I'SP POP close to that
addr essist Gmdnihs bafsé Pliedoan | P address fromthat POP. This increases the
| i kel i hood that the present invention wll _ find.thi e

f | P ad t 0h
rel ated to/@Athepmgthnddsasing aytomajed Iearipg drcagigeien S‘f‘%‘easﬁlg%aﬁj %1%5 %EI‘EFSBW ng
P12 19%%111@2%%%&%\%31%&%2 leé%céi%@ ﬁg fhpfis anhé Pel@kﬁlﬁf paEmeRrAe.SROWPN2 1021t not

as a ress’ (e.g. the victimmay have a designated |P_address,

whi ch wakiverifiGPmwithdd oftSRastrength vHSPR latsr) and @eseratsanterympiegdgdiether BEnl Mot use
that specifigc |IP address. even if e.knows it). .3 3

PCT/ USR5 ARG ESBEF Sral AR A e Ety mhR s e o o

IS bei)}‘@/?&dtd%ﬁplléﬁ KA e E!éﬂfe%‘ceﬂ koS eRE MRaY Qe adisfs ivel sb ieat peranns havi ng
access to the secret used as an S| of that user. Wien this correlation is
st r ongespheses &l bt gerersted kerinptoin thg ffpice, a student may steal a credit card

fromhis teacher nd .use it to . ine F O [ : ool's
library. T%I’é’glef) H}?@%"%ﬁs Hee %({Pgb@g%%‘%%lrl%\l/ i gh{s Sylﬁ%@g%gg@a%ﬁ%ﬁ h{f%%%gﬁlg?qgnd
cont aieRaAine@ &¢ ¥idERRkb Surdsi cgaledr the pbiseblt Baehibeses Gruedil 400 defds MHau DOy
access to the conputer are nore likely to irrper,sr nat e tge tg’a&g r?f[clﬂ?n a
r andoMsingtiaistert condiongberpbability cplenleBipns G Bakey Tae ey B PRIARIBRICH! 1h a
siml nn i d ' i infigef rom
he. paP BEE T st o B e e B e g
al so nesmhkiniui s@eprblel riskyard FIyil100 iscdakileredalse Stbaprohebiliflie ahoe thises not
identify the sanme person. This could happen if the user can access anot her
user' dhisgholdt for the sanme reason they are both identified by the sane PI.
For exanple, a parent used the famly's conputer to register to an online
servi 9’?'52“@‘?{’;‘?’23"” ovided his famly nane (P12 102) and received a secret
chi

cooki e. uses the same conputer to o
When using a secret as an SI, its strength should be examined in view of the fact that a

fraudster is normally aware of the identity of his victim. This causes secrets that are correlated
with a PI of the person identified by PI1 100 to be weaker.

For example, a username, an email address or a name in a ‘From:” SMTP header are all
likely to contain the name of the sender or some derivative of it (e.g. likely usernames for J ohn
Smith are johnsmith, john_smith, jsmith, johns etc.). Therefore, they are not considered strong
secrets, since a fraudster can more easily guess them if he knows the victim’s name.

In another example, a fraudster aware of his victim’s home address connects to an ISP
POP close to that address, and is assigned an IP address from that POP. This increases the
likelihood that the present invention will find this IP address to be related to an IP address that
the victim used in the past for supplying PI2 102. This reduces the strength of an IP address as a
secret, but not as a ‘Reliable Address’ (e.g. the victim may have a designated IP address, which
his ISP will not assign to other users, so the fraudster can not use that specific IP address even if

he knows it).
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regi ster to another online service, sending his full name (PI1 100). The
secret cookie is obtained, and P12 102 is retrieved and found to match Pl 1
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al so be L &qy 'afg;cg%ﬁed%ﬁ% %’&%ié?s’enﬁfng%@ RUSRR PR ¥a0)! TROSeche cs ISR Behikied,

Verification I'n such cases, the information may be hashed in
t he samePITEINRdS rdigéadent doungl to emdtich PI1t 100 (thespma samily n@ng). DBth@eass; evbtiul e

50. It may_al so be Lred th Pl1 100 t be. I to th f

Py 51 Dibogat Pl La A IR e s by e ety S ifeacrh pbigny WL Ohi <
, s ; o ¢ b o

ooy S RS Rty T ettt andor L o
verification of PI1 100. .

Miscellaneous

Hashing

In cases where OSP 14 does not control all components of Verification System 30, it may
be required that OSP 14 not reveal significant identifying information of User 10 to Verification
System 30. In such cases, PI1 100 (or part of it) may be hashed before being sent to Verification
System 30 in Verification Request 60. In this context, we define hashing as a method of mapping
one information-set (the source) to another (the hash) in such a way that (a) the same source
information always generates the same hash, and (b) it is difficult to deduce the source
information from the hash. One popular hashing method is the MD5 message digest algorithm
(MD35; see RFC 1321).

When receiving a hashed PI1 100, Verification System 30 should hash PI2 102 (or a PI

from a PI Directory) in the same manner that PI1 100 was hashed, before it can compare them.
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records before conparing themto PI1 100. It should be noted that if the
source information set is relatively small, it mght be possible to detect
t he sour cwoimfoateant i on from the hash. For exanpl e, since PoErEsSIasm24 ess
than ten billion valid phone nunbers in North Anerica, one may be able to

deduce a phone nunber from its hash by goi n% t hr ough th? ha]éshes f all the
possi Binse giosanenofismeton alivays senceaesdhe pamerhgshpRll 10ran sl 4 sheyn ORfce t he
hash siz W kL. be. E ’%gé [ e AL Q5B 4 PRoh I8 BRges for
each hdae§1ﬁ°"flg‘?ig’be|{@’?%‘jé%1é‘?%¥e gflll |?Id|9(1‘(1)1§1\ce|?)f oélrgﬁﬂulq ers ar%d % hash size of 3
deci mpfogh@idnscohfidegrtty is @astrvhdsh val ue can be the hash of any one of ten
m | lion phone nunbers on average). However, this i{sl??greases t he |ikelihood

that two dilfsheridrie noseds thehprigal TRRAERELT PP ARETE THFEPaENTPEEI when
t hey ?éo%g%?ﬁ cah iRk 8% b wﬂﬁﬁfﬁaﬁieﬁ?z shulg sHﬁil&Sfonﬁ@eﬂtf&ﬁManr&dﬁ@@ the best

bal an en nf ormation confidentiality and the acceptable | evel of

f al se elegdeinfs dvaidt @psmallyt resiaindickilat after heshing. Stch hemparisons ean shitldeapasible i€oul d
b d f | S t i nf ' t. Varificati

okt wobts o i $0Gand B (ot e Bre srBuRe FRbulagt SEEHenniOEY’ poR ' "
check itl?%ra%g lo)\{@srsieci b&BEd W ERRELd (e Sewiifiddwaddid b aamliteRipslling initliod; kan P12

102). this involves finding a relation between SI1 and
addi t ippevaht pelingalifieentdsan S12) associated with the additional Pls. 40 WO

03/ 034633 P 32825 Iy, € | e findian i [ t he
sane credi g%@ﬂiﬁ?{g%@teg@%mﬁc%ﬁ% S%%t%mg’ro bgi qayc)ﬁlé%fck% g?hhlg&?i t}rhﬁlpg? 1?%
addr esgnapISThb ANGili Aot Wesevedled @6 Vet fibatioaBysgad3 0vin kath dasssgas dnfothation
verification level of PI1 100 conpared to_ finding onlé one éuchﬁéfu?si on.

Each ofiayttechaskrdi initemsamenmeannen pefoss keingsant idhe resgonsgdo SEDRRYsY %o
different entities, and nmay be retrieved fromthe same PISIDB 52 or from
di ffen5 ht PISIDBs 52. Furthernore, allowi ng Verification System 30 access
to nore thanmeyelsPbSkddRird that RLIr HHses bt hevepled batlieldviner of PISINBIXAg a r el evant

Pl -SI record, thereb ncreasi ng the nber .of . cases Verificatio t

30 rraﬂaﬂﬁémﬁlgc\é@%@qaﬂm){ §§ﬁr§1@cﬁ.osr!ré§‘f<’<§rlhﬂﬁ’géheégx&né% ﬁ%%s?i e ?‘?éliol iﬂ V%{%@ﬁr‘?ss,&’/ﬁaim
[ t : i P : - d

r equi %%Sml 1[9@%);?1«@ ser?@%%% ggﬁe @%rg?éﬁmbgtszo hig] PRIDBS? RilISHAsE s ifprisgcor ds

in eacC 0 Sl's obtalinable by SI Cbtainer 42 be
used. r&ionid efore@osipdenathieonts PFaY0@&l so require that the chosen el enents be

may be basduHI i nerEiet S ae s dohar ey oref i b2 (o gt
o SR RS elogin Bl o Motay Myt o sttt
si mi | aillivevifid plarieonmnyhestiad$uth Amerion oanyagtrablesaideduses ghape gember from
its hash by going through the hashes of all the possible phone numbers. In such cases it may be
beneficial to reduce the hash size so there will be many possible source information instances for
each hash (e.g. if there are ten billion phone numbers and a hash size of 3 decimal digits is used,
each hash value can be the hash of any one of ten million phone numbers on average). However,
this increases the likelihood that two different information instances will be considered identical
when they are not. Therefore, hash sizes should be set so they produce the best balance between
information confidentiality and the acceptable level of false verifications.

Tt should also be noted that similar procedures could be used for SI1 and SI2, or any other

information element.

Verification with Multiple Pls
Better verification of PI1 100 may be achieved by checking the Verification Conditions

with additional PIs (other than PI2 102). Normally, this involves finding a relation between SI1
and additional SIs (other than SI2) associated with the additional Pls.
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For exanple, if Verification System 30 intends to try to obtain several
cookies fromUser Device 12, it may not always be effective to obtain them
i n paral lwbD,03loawatise obtai ni ng each cookie woul d requirePdyarsomgasete 12 to
send a different request, each | oading User Device 12 and its connection

to the Internet. It would therefore be nore effectjve to first, I
cooki es t h&er exgmplendinding R Pcasions iy 156 830§ 9@5\‘}8?1?‘1@@&’[6? %‘nﬂgiabﬁs.

Queri | e i i di i i gor
R R e
whi ch tliveriBicatiar leve ad IPL B $00 emmaparétkbto frslg @dy ofie slichfogeasiin. Pl S| DBs 52 are

ST B e RS B

CoOki g4 B, bR 2Om AR YIS 82 3r ROSI diff¥Rnt PRIDBES2. This way the
interactioh with User Device 12 may be reduced significantly. Verification

Report 62 mayhexpresdoning YeatficatihaSysteme Otasesss éheor tham eneBISdDBR2t he

verification, process. F xampl.e, | b XDk eSS i r

Hoscr gt piasotepl e BoiSiant b ST s: SORET IS bR ARG cos for
each RhsedSReficAion Yy sRnOY0 fHahBe duddesdfuiBfusee Pls (and Sls) used. 41 WO

03/ 034633 PCT/ US02/°32825 Conbining with G her Methods Wil e the nethod of

t he presentPeiformaance and peamwideeonsilesdtioas may irgmiiteshasoRbra sbstOf acespsible

verifyj erson jdentifier, 4 j . For
oo SR B SO S0t B nch pITBY 3. RE2 SRRRESENIS clbaln RS I GRARGS
conbi nedewiséd) SifiBar ®@asidéatiofs @af ilseitbqpire that tHeathosadahediabedsedin pat t er n

recognition, generating a score representing the probability that PI1 100
i s trgeecifBuenetonmbi nation is normal |y done using conditional probability

cal cul ati Og%e’ci ﬁjggahi%ﬁ sgﬁg¥§?l%sa;£g§%§% Z?Mtgrrnﬁ Be orﬂé‘f‘atﬁ)ﬂi%@c%@ﬂ@spm hod

descri bed ovVe assune . Nevértheless, It | nor e
r easornadkhé ovderssPISIDBY 2 (@e. huovoiap tlof ussrs bhenes@BR il ¢ erqunoneilikelystowiel | use

such a service. The in difference |n ch ca i at Verification
Syst e ﬁ?%@er\gﬁéh? élp‘?ﬁ‘tfkepnlgllp% 5!% oF PP é&f’?"{flﬁ Vgl%%]ib §&tpr%‘sie%i 1’?2@1 H‘f‘m%pr?iﬁlé’h% en :j er of

the n%irﬁiﬁﬁr%ﬁﬁ?éﬂo%bﬁ@éés%, URSotRd suib@lsppgrskilled in the art wll

appreciate that making this change is straightforward. Applicable
Envi r onnentier Whirhele £ i erifieatiomt Syistewe A intsmdsta 1y o elitsiossewsl eekiss frony dseit ed

A e e IO
sane $epEewduRlrelBird ek Mma i 2 © sbfd & GFFeré Ml eeiio et N6iRlng B Mivie 12
and its connection to the Internet. It would therefore be more effective to first obtain cookies that
are more likely to produce positive verification results.
Queries to PISIDBs 52 can be used in deciding which SIs to obtain. For example, if |
Verification System 30 has access to several PISIDBs 52, in which the Sls are cookies, and the
cookies of different PISIDBs 52 are limited to different domains, then it may be beneficial to
first query each PISIDB 52 for a PI2 102 that matches PI1 100, and then obtain only cookies of
PISIDBs 52 that provided a positive response. This way the interaction with User Device 12 may
be reduced significantly.
Verification Report 62 may express the fact that more than one PI was used in the
verification process. For example, it may be expressed in the score describing PI1 100
verification level, by providing separate responses for each PI used, or by providing a list of the

PIs (and SIs) used.
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Several options for operation of the present invention were described
above. To assist in wunderstanding the various options, followng are

provi ded wofoam34sedrpr ehensi ve exanpl es of the present invecmiusn2/38esi ne

Mer chant Cooperation Merchant A is an online nerchant. He receives froma
user, over an HTTPS connection, an order to purchase a product. This order
cont aiGeelinipgevith QteaiMethodhi ch i nclude a credit card nunber and the name
on the car ] %{e}g : = 3 ViR tails,
and sends ﬁ)t&]hllq%{hg e?cf?fltggp feg%ﬁ%%\%éggrtl B%bg'i%%e% aggggefingtfgétg%ﬂ%? Ver i%‘siq%ati on
Syst emelfyindvepabanidedtifidrsiv npy aldodesperhte witlsechwicthodsnF erdxenigbed therragydtsi n - an
HTM. page that points to SI Qotai ner 42 of .Verificatio tem.30. Pl SI DB
Query O%%mm@%e@ﬁ%ﬂ@sma}nmp Coh e BRiPRiged AL e SR AR

Mer chapi ﬁ‘ase&:og BdidPn r&%‘gﬁi’cﬁﬁ ééﬁ@ra’ﬁﬁ% a R8I SeprélepliiBie Hrotubaiig etee 1t 100
contain a record wth paynent detaifs froma previ ous purchase that woul d
mat ch i$ tree. guvle pohbimhtioMsmobaally ®nengingzonditiogdlaealsgdditpcrcusions3 a8 hss
I\/Erchgzpt C]%s%ond to the PISIDB Query Modul e 50 that they have such a
recor 3% ‘&5P&her 42 decides to obtain the cookie of Merchant C, and it
redirects the user to another address of SI Cbtainer 42 under the domain
of I\/ErMng,gye@gpgl'he user's device sends to SI Cbtainer 42 the cookie of
Merchant C, and PI SI DB eré Modul e 50 sends a guery . including the hash
and t he co&heé}’ﬁ@ml\?@dﬂgﬁd scied Ahane ascumed psigls @%gli’f‘@m“éﬁléﬁ%“%dul e 50

that a I i i i credit
card TR0 EAAMOTlded NGRS on e IE: FOVLE T St Sulfs e

Ver i f itatoh0n dEshénetinsucht ¢ses thatl\eerlifratoh Sysgém 30 chowdd intdee stwat Vartfeapary ment
details are .true, and Reporter 34 sepnds_Merchant A erifi i,on  Report
52 CorieBPRItAgs Tl Pe SERT G5 porcingA PR REOmACUET AP R B Oledan et

pr oduct:it : L : ik | om ng options were

i mpl eqn%}lltagggegﬁ&%%%ﬁal%lgggﬁné ?)I}laﬁgﬁ{eg%n%}gglgfgﬂ%ﬁhm 1 100 is a credit card nunber

and the nanme on the card provided to Merchant A P12 102 is a credit card
nunberdmpidabln &mvéoemenist he card provided to Merchant C. PISIDB 52 is

Mer chant C ransacti an dat abase. P12Vl is the resul nd.ti he
transact i om@%&?&?ﬁmfIBV‘?IEWHﬁﬁmﬁlé’éfgﬁcﬁfse%?Spﬁﬁr lﬁff.altlo %ﬁgn{vg\glse lt’gg\gfeigb%n Pl 1
100 angyRiAtel0s R2eiond skidedid makst 1SR masbdbasty eeended)to Bhi eddforingmt obsieai ned
in the EITTPS request; (b) a secret URL was sent to the sender of the HITPS

r equedwo nfasyagas ooy the semokrindenean healetarmined\ip bp fiopeths same sender.

Examples

Several options for operation of the present invention were described above. To assist in
understanding the various options, following are provided a few comprehensive examples of the

present invention:

Online Merchant Cooperation

Merchant A is an online merchant. He receives from a user, over an HTTPS connection,
an order to purchase a product. This order contains payment details, which include a credit card
number and the name on the card.

Merchant A then creates a 24-bit hash of the payment details, and sends it in a
Verification Request 60 to Receiver 32 of Verification System 30. Merchant A also provides the
user with an embedded image in an HTML page that points to SI Obtainer 42 of Verification
System 30. PISIDB Query Module 50 creates a query including this hash and sends it to
Merchants B, C and D. Each of the merchants’ PISIDB 52 is checked to contain a record with

payment details from a previous purchase that would match the given hash. Merchant B and
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URL; and (d) the same secret cookie was assigned by Merchant C to the user
who provided P12 102. PTC was based on Merchant C charging' the credit card
account iwWOR3MB34B2, and receiving no dispute for 10 nont RET/USa%BIsAY was
used to prevent exposure of PI1 100 to entities that don't already have

that information. A hash of PI1 100 was sent tQ several owne of . Pl S| DBs
52 i nMardent Cacgend e ISR RueguRide 30 b HeiYe RIAPA BENEeS) QRN T ag

used to .deternm ne.whet .t ' It QalloHRr aREdsfJf&at | on
Reporﬁggﬁadﬁﬂg§@%ﬁgﬁpﬁ$§%ﬁc%eﬁ%@%%gﬁh%%n ?%%kﬁgygﬁgﬁf recelves froma user,
over aptdllcERS waane domain eiMexhait .o purchase a product. This order

i details, which include. di d d. 43 WO
031 034bs spismevise 2PuBe0 S ARG P he ki BUEhinE - ad PLODT QRS AR o
the Cr@@éﬁdg%fchlgrﬂ i%élgl?{ntgftﬁé hééﬂ%h?@l?é Qokickh1sBRaRant then sends the payment

detaiPs an he user (fromthe HITPS connection) in a
Verificati MerBequestsmads v RISTDRQlepy Bidulei Orthaterecard ngates)e bathdhemsh

esti mat es whet her. transacti gns are fraudul ent exam ni etaids such as

whet hard fh@éoafﬂﬁle?ﬁ& ﬁ%%@gﬁﬁ%@ﬁ@%‘“{“ﬁ@ ﬁfrrﬁ‘,"’rg&%ias\ﬁﬂ%‘ieﬁ%?nﬂ’f %}a?%géé:l ress is

in a hﬁﬁ®khgglmhere many fraud incidents occurred etc. The FPS operates
Ificati

t he Ver on System 30 and uses it to verify transactions that its
ot her net hobsificativsi Beimatpght nies kule-bhssditpgc tedscidesthetibe paypeay detatls aisact i on

is high-ri and r war t.he Ver{fi N R . J of
Vor 1 FER HBrRerGEt Shiohe MUBHIRI Sk | BiC eyl BP0 oF ShpatudeCe RRERIeEporte O
Pl SI DB QuenyeMagulaedfiek % provid¥ihe plodadtyditegusthe | P address. The IMS finds
that an I MC has recently logged in on that IP (sending its unique

i denti i er ) thihexane gredfoleving HptiapnwerRdsp &ed when the user registered
to the | . \\as i gn he uni que identifier), and responds to
Pl SI DB @%ﬁ‘gﬁlagﬁﬁm&%'e name and the tine at which the nane was
provi ded. R Dbo B @edit Qe hymvbdandahbdamben ke cahtbplogided &) MerghensAn by t hat
name |lives at the specified billing address, by.checkin i pages
di rect ory; PAAd0% is)a erpdit pard pRmGenady %galnﬁa{lib?&}/%fgvlf}rééé‘?l\&é%ﬂ%ﬁunber, by
using an AR ¥b EevieNBEL¢ S RERORGSbiRkOr 36 then provi des a neural

i In t he i

network w th or mat 1 on about popularity of the nane, the nunber of
peopl e | i viPIgVhis thdreshit bhd tige afl tredsmsadtioe condretedt folldnviplg re¢eept o Rl 1Was

Pr OV ded 1 Qe Dased b PIT 100 snd 15 10T befigHadifibh™t @ of the probability that

SSR was based on (a) PI1 100 was contained in the HTTPS request; (b) a secret URL
was sent to the sender of the HTTPS request; (c) a secret cookie was received with the secret
URL; and (d) the same secret cookie was assigned by Merchant C to the user who provided PI2
102.

PTC was based on Merchant C charging the credit card account in PI2 102, and receiving
no dispute for 10 months.

Hashing was used to prevent exposure of PI1 100 to entities that don’t already have that
information.

A hash of PI1 100 was sent to several owners of PISIDBs 52 in order to determine which
cookies to obtain.

Rule-based logic was used to determine whether to provide a positive or negative

Verification Report 62.

Messenger-Fraud Service
An online merchant receives from a user, over an HTTPS connection, an order to

purchase a product. This order contains payment details, which include a credit card number and
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transaction is fraudulent etc. The neural network then provides a fraction
between 0 and 1 representing an updated estimate of the probability that
t he transwotsoseds fraudulent (i.e. that the credit card mamhEso2/sses not
bel ong to the user who provided it), based on information sets it received

inits traini phase. Reporter 34 sends Verlflc tlon ort 62
i ncl uﬂler’@lhnﬁédgrﬁﬁdtthmﬁddtﬁs fogistorad atthpere 1t?P1’i§1 IHVEE g e g s

acfleg%aﬁljee%cg’%ﬁ%ﬁ{ n‘?ﬁétaﬁ? ;I’l*“gfth%g&érﬁoﬂﬁﬁé HTT'P'S éotahéct fipf e the

fo vverelrrp I's an online merchant. PI'1 100
is thyefifiedion E@lhdstr(ﬁortberfrapd(pwd@k&nbntservidee(FBﬁ)chant A billing address is

provided to assist in the use of Ihe ages d| rect and,AVS. P12
102 is t heTheFPS gatirpatss phrdediransaciiogs %‘ieréﬁ Bﬁ? %ﬁ’?/ag BB s an

IMS d i fie
of "t hSrBaRs fe Sibaadedt ﬁ%ﬁﬁéﬂhyiﬁ%d%%%%%z%%@é%%% A 1 &

t he t hmmg franpimdikars dcngeddterTHRIEPSIQRratesthe deailivatinn SpRMAE athused ildh two Pl

Directorjes. One associa na bi whi t

pages yerifiEnscEons Eﬁtsa?t;’ﬁ‘g‘%‘?f}qﬁso?qnﬁn%ﬁg”ﬁﬂﬂsge@ Vé #%g%ﬁ&ggljrieec en{carlcl ﬁurrber
(the H%%%Eﬁorpérhqjgh-hﬁ@ WA fSrwhids!the1g cAgEiion Rediiés 60 & ReasnaSgiosVeritibatinmgh t he
AVS) . based on (a) PI1 100 was contained in the HTTPS request; (b)

t he IBysa:etdB@ss fromthe HITPS session is identical to the I P address from

thelogin t.he | MC m@
cont ai ned t'ff E‘%ﬁ%iod‘ui‘/ %e&?er%@m d@lg quSWJhrf)g%ﬁ ? ggiéﬁpq(gﬁgrrégﬁdl??de{rb 9
assi gpRehdiR; B eP He@EsIMTRe PVIS\irde thaPd2 IMChas P&ﬁnﬂ\ﬁbg@&ﬁﬂﬂoxﬂhaﬂl’lseﬂrﬂmgam ng
recei ved a Si |f|cantl |l ong tine before PI1 100. A neural net%%ekh

Used s uakab jdeatifien. Hoa VB AREkS ARG Yes R5PHEabHhFR f}letlﬁgrtregiistfr
Lrue I RaRe S RELN By ROgSRIERL NG fafortae uPISDBIQME! Mddild ipmSystem

30 w ary res onynous enger fraud service

Thi's ﬂi@m{@nd&héumelaawmdh thélﬁarﬁeszaep@erdeﬂr aud servi ce exanpl e descri bed

above, exceg that the IMS is an cinonyrm servic ng t he,.user never
bediatp

suppl i ed ayDiecigreRuerrdyladuds phghacss icthemiad a pRisoy FREVEYS 2 ort a
LSRR ASILLL % ESEPUNE g il bty iyt o
nunbeinadtds e cetir @ nfunben, bhusing thAMS smsieet | on was conduct ed.

Verification Estimator 36 then provides a neural network with information about the
popularity of the name, the number of people living at the billing address, the time at which the
name was provided to the IMS, the FPS’s preliminary estimate of the probability that the
transaction is fraudulent etc.

The neural network then provides a fraction between 0 and 1 representing an updated
estimate of the probability that the transaction is fraudulent (i.e. that the credit card number does
not belong to the user who provided it), based on information sets it received in its training
phase.

Reporter 34 sends a Verification Report 62 including the fraction to the merchant.

The merchant decides the risk is acceptable and provides the product to the user.

In this example the following options were implemented:

OSP 14 is an online merchant.

PI1 100 is the credit card number provided to the merchant. A billing address is provided
to assist in the use of the white pages directory and AVS.

PI2 102 is the full name provided in registration to an IMS.

PISIDB 52 is an IMS database of the registered users, associating the unique identifiers

of their IMCs with their names.
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The I M5 records are not used as a PISIDB 52 as in the previous exanple, but
rather to associate two | P addresses at different tinmes as belonging to

t he sane weas/03#peci fically, the IMS finds that the | MC tPhatusSowsggesl i n at
the I P address (1 PA) reported for the current transaction had previously

| ogged in at another |P address (I1PB). PlISIDB Query Mdule 50 would then
retrieve fPEMIRS thepBnsmmmdeserbias niwp&12 185 watiesewedwi th | PB, and
Verificati Est i,mat or 36 [ b Vs : rted
by ¢ he. mer GRBTE PReq Lt e b RRE Op pds A AR (B o BBRT ©5,
cont aiwhiRgpaaePosid bneassRsmaske billingt dddrasemdthain credih cardewintbes (thocipdideinde t he
product to the user. In this exanple the follow ng options were

i mpl eifswredillinggpdreas @@W@Fﬂ%‘ﬁg@ﬁ@o& fhe A 100 is a card nunmber. P12

102 is ac | R 28 ¢c Alestd ASthd IFRRRRGET ONS
and associ gﬁgdvo#gégécﬁd?&a?g?%&ﬁghéc gag?ég?}ﬁéggﬁPCT/ UeS 26/83 25 PI2VI is not
expl i Giond the SETERS sissiorisRHGItDOR 52hé Ftddddess fon the dogin emssage sentdrosmdhei [yHs .

SPR based Pl 1 100 and P12 102 being.|depti SR .

P11 GoANe it el meeshrecaueres eduiant d<bE R (B TR B e

WTPS“%gg%k%gditgtﬂquglt‘k,ﬁ@bmtvmegmz hé>.address fromthe | ogin nmessage sent
tothe IMs; "(c) T

from the he uni que secret identifier reported in the
| MC | ogi n PEFESaapebassd onlBIY 1 Wabeingretdived 4 slgnificantbylong metbstpre Rl ¥} evi ous

| ogin message; (d).the IP address fromihe previou I i
i denti cal gl‘?‘ﬁé %nga’yaggge  2halye eodﬁga atngaeﬁtérg%teist%éngi 'r?@‘i’lgfi.ﬁtﬁgtg’glﬂﬁ%z
PTC wasihased on a successful transaction based on P12 102. Rul e-based

| ogi c was used to determ ne whether to Provi de_a posjtive or negative
Verificati dihe Rewel netgprk alghcayabine Geueults af Vplé’féca(twﬁftewmg theddrSS access
their %Tai.l accounts frequently, WBES sites (described above) are

fr equHt WY SPER websi tes (descri bed above) and they are aware of the
current | P addresses of nany of their users. Furthernore, they can gain

i nf or NRfoPMoAS Mdssengpi-frand spasde | P addresses of these and other users by
anal yzing incomng emails. In both casc}grs, t hey have ”éﬁ f]éll anme of tthe
users, as prFGxaBPles ﬁi‘?ﬂéarﬁ%a}esffl‘?sé?l?&?ﬁ 8hd SVIGR CRHRBIHIRIFTRAA pPOVEXCED

descr i ' LAl MBS IiSplicafay PRheR rdodstérimatost. &

pi 51 D168 B o e e B e B e oany
owni ngha IMBE®dsAlsowavka tremmmisa whitjie searey identifierswingy conaeetmgf or ot her pur poses
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including the card number and IP address from which the transaction was conducted.

The IMS records are not used as a PISIDB 52 as in the previous example, but rather to
associate two IP addresses at different times as belonging to the same user. Specifically, the IMS
finds that the IMC that logged in at the IP address (IPA) reported for the current transaction had
previously logged in at another IP address (IPB).

PISIDB Query Module 50 would then retrieve from PISIDB 52 the card number
associated with IPB, and Verification Estimator 36 would compare it with the card number
reported by the merchant.

If they match, Reporter 34 sends a Verification Report 62 containing a positive response
to the merchant, who decides to provide the product to the user.

In this example the following options were implemented:

OSP 14 is an online merchant.

PI1 100 is a card number.

PI2 102 is a card number.

PISIDB 52 is the FPS database of past transactions and associated IP addresses.
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be expanded for this purpose. In this exanple, an online merchant receives
froma user, over an HTTPS connection, an order to purchase a product.
Thi s or dewoadns®shs shi pping details for sending the itemPCThEs02/3182ppi ng
details contain a nane and address. The nerchant then sends the shipping
details and the IP of the user (fromthe HTTPS connectjon) in.a

Veri ficati BRVBdgnetsxpEeitly semetinsa IS 1IaB S nclygssion yc%??#‘%@&?sélﬁ?%' oper at ed

by a WBES. I -her a user by that nane has
| ogged in tsgkt%#ae'?%a%ﬁ@’gm%agg% ?%ﬁéﬁéﬁgﬁ?%'m a user by that nanme was
recei ved. BBRfvazdasal sre@YPUl 10 was cmpined iftlenHTHES request; (Bdke¢ Reatldi®s nont hs
bef ore the purchase order was, sent_fromthe user t.o the onltifne g}erlﬁlf@nt.
Ver i f from the FITHAS seasion 53denticalde thel qa8resy froms hedoginmessass et T % e | p
addr essy L. i roVen iThiGalkd indeRIC Rakn mERaePls i@mieslothe Query
Modul go %ﬁ'f%sn@ Tiﬁlﬁg@daugggér?gggé%ﬁe@?eﬁggeggln% F]i%ce?%at thegspeci fied shipping
addr egkntibiyr repetkiing mevibis legipanesaghi (B cholPyaddsise fiom the praieysilogiss sent a

significant tine before. th ur chase.order he.shi ppi ress is

consi HEFEES FINEY I’Odgﬁé%@qu’%?fﬁé@ﬁ?‘%% sans?%nﬂ%cg‘r‘&@%?gzpf@g address of the
user requestingad hi8ePbR 9 YedcessHi Uainkattioh BhgedwawId 102r t her indicate the
ransaction is legitinmate (as nos raudsters wou not. send stol en goods

t t I t te ( t f d | d d I d

to their r®&ale-baddiassvas Redde teterngine sdigthst t Wevide adafitiys ORBEESHVE 62
containi.ng a positive response to the nerchant, who decides to provide the
pr odué)tqerl'%gath{’gﬁip%trélz'l n this exanple the follow ng options were
inplemented: OSP 14 is an online nerchant. PI1 100 is a shipping address.

A ful lmhpbBetemallsemice@BESNar row down the nunber of queries to the

PI SIDB 52 instead of querying all the nanmes resjding.in the. shippi

address. PEInAgyPsgrs a%PeﬁﬁJ%Plr REH acemuafspipeayontiys ng%ﬁﬁdﬂﬁgﬁg\ﬁ&(ﬁ? 2?}ast

| ogi ng, and j neen ' i vy | | §thé BuRd 1288 8ssef3RVI 15
the ti u%%tfquﬁlél%%yﬁ%%r?gﬂ%r@?ﬁcr@gcg%gg}e%ﬂ\% 9?5%%3%% based on a vvhsils'é3 e pages
di r ectiny of 3BR wes. Pasiesmore, () cBh Faih Offomaaticnont airreatiandpashd adirEsesraiquest ;

O LS LSS TS, S555L 8y ST B! Bk 5
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A WBES can use this information to create a PISIDB 52 for use by Verification System
30. In many cases, the company owning a WBES has relations with many online merchants for
other purposes (e.g. the Passport service by Microsoft, or Yahoo Shopping by Yahoo), which can
be expanded for this purpose.
In this example, an online merchant receives from a user, over an HITPS connection, an
order to purchase a product. This order contains shipping details for sending the item. The
shipping details contain a name and address. The merchant then sends the shipping details and
the IP of the user (from the HTTPS connection) in a Verification Request 60 to Receiver 32 of
Verification System 30 operated by a WBES.
PISIDB Query Module 50 checks whether a user by that name has logged in to the
WBES and whether an email from a user by that name was received. It finds a record of an email
from that name received 18 months before the purchase order was sent from the user to the
online merchant.
Verification Estimator 36 finds the IP address from the email and the IP address in
Verification Request 60 to be identical. The PI Directory Query Module 54 finds that a person by
that name lives at the specified shipping address, by checking a white pages directory. Since the

email was sent a significant time before the purchase order, the shipping address is considered
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Verification Report 62. Single sign-on service A single sign-on service
(SSO allows users to login, or authenticate thenselves to mnultiple online
servi ces weimm3w3zi ngl e usernane and password. The SSO seP¢iTdsSonsiset ai ns a
PISIDB 52, in which each record contains a usernane and password as an SI,

and the user's Pls provided during registration to the s ice (such as
his f thdrealahippingriideess of hedier TeiaAsERS WEProdich 4 siakby thfs d‘é)&‘gc{ f{‘étﬁef lglalcéfsme

o _ | - qtd ' '
dor o1 TROHTER I DBuPRY: AT BRLge Byl oSt s a ORLUBBIANER, e

M cr ogadrtsshNET Passport (ww. passport.com) AOL ScreenNane
(ny. screennane. agl . co

d.the Ljberty Alli My, proj ect | i berty. .
[ i s oxARpbES Hhoca § NEAEFERAIPORGLSPUREIRE DAY IRBPEoroR i M LIPS

connect | MEWd@C‘[%@I@%&: Thi s order contains paynent
det ai %%%F’?@Oi&r%%ﬁﬁgdg&gogre it card nunmber. 47 WD 03/ 034633

PCT/ US02/ 328@6s exbingplerthredbiowingegiiomcveretimelegsatedt o an SSO f or
bt ai ner 42 of

aut henti cati on_ usi ng Secret URL. The SSO uses Sl
Verificati 6 S%fslsé‘%‘)@gn‘?ﬁle&%ﬁfect the user's usernane and password. If the
user was Sﬁﬁ?@(ﬁsré: §h¥%ﬁx§§ MRk CATRHnard WabPProRE Yo WRdsl @obd thetumesres from

Pl SI DB 52 e fu associ ated with the usernanme and password and the
t i mesiaenesad twhRISTDRAR ifistedd ofimmmyingall the oomgeresiding indhessappimgaddress; nane,
the ti mst%ﬁlﬁgdé@ﬁ secret fromthe Secret URL are then sent to the

nmer chant . P t19™en sends the credit card nunber, the full nane and

the timest aMDE52is (e WBES ahtabise BE gare SdgiilaniddnResiap earail8 2safciavap inhinesit i on
System 30. Verification Estimator 36 uses Pl Directory Query Mdule 54 to
check withdPreeldressgs. ful | name mat ches the cardhol der's name associated with

that credit W{%t@#%%&ﬁébhgﬁe %1{@9%? lfe@éiged.i ssuer's database. It al so uses

t he timestg name was provided a significantly
long tine [ypiRowes bdsed pukeitaseagestittectorf. bot h conditions are satisfi ed,

Reporter 34 sends a Verification Report 62 co I ng a positive response
to the nercfv&ntvas hased geen)ddl 196 Vs SQFIt%}Ee‘? H’éﬁﬁﬁg@l@&r‘fg‘b‘f%r@ tﬁg@% ?(?dlrﬁsst hi s
exanpl ' | gﬁ'éa € 1P ARYr 1§ the enfBmddais (@PIENLR e
mrchgﬁ;ﬁnﬁﬂﬁlqﬁg}%ﬁ%g\%s@{ggqﬁ% |t1£%ld ngﬁ%er. P12e e102 s agflg(i%l nanme. Pl SI DB
52 i s cbhinS®ih trteabdlsaeshga egi stered users, associating usernanes and
passwor ds Pvlv“lé \Qraéj ga?sreg on%llf 102 being received 18 months before P11 100.

Rule-based logic was used to determine whether to provide a positive or negative

Verification Report 62.

Single sign-on service

A single sign-on service (SSO) allows users to login, or authenticate themselves to
multiple online services using a single username and password. The SSO service maintains a
PISIDB 52, in which each record contains a username and password as an SI, and the user’s PIs
provided during registration to the service (such as his full name, address, phone number and
credit card details). In some cases, the username may also serve as a PI (e.g. if the username is
derived from the user’s name such as ‘john_doe’).

Examples of SSOs include Microsoft NET Passport (www.passport.com) AOL

ScreenName (my.screenname.aol.com) and the Liberty Alliance (www.projectliberty.org).

In this example, an online merchant receives from a user, over an HTTPS connection, an
order to purchase a product. This order contains payment details, which include a credit card

number.
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Pl2VI is the time at which the full nanme was provided to the SSO  SPR was
based on a credit card issuer's database. SSR was based on (a) PI1 100 was
cont ai nedwDo3B3IHTTPS request; (b) a secret URL was sentrCraSvhaesgender of
the HTTPS request; (c) a usernane and password were received with the sane
secret URL; (d) P12 102 was received with the same usernane aﬁm%ﬁsmr d.
PTC was badid msnctropredocty dierigerte @aiSpétfos authgpiieien HEipg 21565t @f or e

P11 Rulk.e~based kG- . { ] j
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o MasAabalie as” ¢

as 8 EhoRXuS R hd YO Fnd i BRI He A AMln, A MOQHARAEES Scoret

in name to create the user's enail address (e.g. “john
doe @y, a@rther ndhthe Beechamor ki ng for Acne Inc.). In this exanple, an

online nerchant receives froma user, over an TPS connecti o an. _order
to purchasébg nb?*%‘%ﬁli‘&hen??ﬁ‘g tg‘lr %FS‘#[“ E?fﬂtnﬁF’?fgr’ M irt]]fest}mﬁﬁ?%?n Ncl ude a
credi ty oo ghioRERRE 60 RR LAV ey eiiBorBdstan 3omi | address. The nerchant

assigns the user providing the paynent details a secure secret cookie. The
mer chant t RemifsetiasEstimannl 6 uses B Binttory QueryMiele Shie eheck whether BaA#t wi t h

a secret URL to_ the,enmi| address.provided, b h he
emai | NapRAGiehes ﬂ%f'rW‘il}l?ér@erﬁi%@é?oﬁé#%ﬁé{ﬁg%mﬁg%ghmﬁgrg qﬁjg&l{eﬁgﬂggg%gﬁg e emi
syst eqiBYs Gathisle NPalkd Bses ikiimbdianp &LEheSE RS the e et hathe WRL ptovidedhe
merchant along wth the secure secret cookie. This proves that the user
provi dignificanty pangrtione beferesthe pughase gedesss to the emmi| address he provi ded.
The merchant, t hen nds._to Receiyer KA L | t :
Verificati %b‘ﬁgﬁ%@ﬁonﬁe é%chs?l élg’nl%/e ém? lﬁgezp%:ep %a{g:é!tvf etlg?%}iogﬂt{ r@grﬁ,&ﬁ?ﬁpdgg?%ﬁol der
nanme, dobieivei@pbnsede tiRsBerehshtavhd égiddsnepraidertie ploducttthehesser.et URL was
received with the secure secret cookie. Verification Estimtor 36 finds
that the edaihis gxpmile the folloyimg oppopyWeRdIPE A% er ' s nane  (al ternati vel y,
Pl Director : y find the email address to be associ ated
with the c(zlsr%ﬂ%grl\&gﬁhgnnegé}aﬁ@an emai |l directory). Verification Estimator
36 det er m s 1006 eerdit cardadmbdss to be of a trustable corporation (e.g. by
checking "whois' information associated with the email domain, querying
busi ness datlaBdg & ting the corporation offline etc.). As a
corporate gfaijip3s ?s’ 3360 datdbhs@SAEPREArdusBAY B5shashLieAags Bid Passwisikabl e
aut hori zed "agent “of the user (e.g. the email server's system

adm niwith adees’ )PIs.and i s therefore a reliable indication of the

PI2VI is the time at which the full name was provided to the SSO.

SPR was based on a credit card issuer’s database.

SSR was based on (a) PI1 100 was contained in the HTTPS request; (b) a secret URL
was sent to the sender of the HTTPS request; (c) a username and password were received with
the same secret URL; (d) PI2 102 was received with the same username and password.

PTC was based on PI2 102 being received a significantly long time before PI1 100.

Rule-based logic was used to determine whether to provide a positive or negative

Verification Report 62.

Corporate Email Verification

A corporate email system allows users to access their mailboxes using a username and
password. The system maintains a PISIDB 52, in which each record contains a username and

password as an SL The username also serves as a PI by combining it with the corporation’s
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user's real nane. Pl Directory Query Mddule 54 then finds that the

cardhol der's nane matches the credit card nunber, by querying a database
of the crwoiod/os®ssl's i ssuer. Reporter 34 sends a Verifi catPcarusrepases 62
containing a positive response to the nerchant, who decides to provide the

product to the user. In this exanple the follow ng optiqgns r
i npl edemtiodameBSEreaid theusen'sgalRilMadiesy GHa Fﬂphnm%@a%WEPC@ng 1%@% [ﬁoec ard

nunber . Thef(; rdhal der's nane was provided to allow Verificator Estinator
36 t 0" RHEMK Qﬂ%emgg&c'zven in cases where the user's name is not apparent
from the empinls RAMPRS an OBl mérchae @mives fom a nwy, dver anfITARE cohnchtin, dDoe,

Jane Doe, Jeff Doe etc.)r.,An emai | . address was pr%ilde (io aé% w t he

mer cherder topusdigee aRradigl iThisordescopains Paymentdsirils oy i“ﬁ’gu CHeT f?{ffflcat i on
pr oceggmbglgle%g@flw@g% addr erpeassigned to the user at the corporate
emai | “Server. Ist

e corporate email server's usernane-password
dat abase. 7fe WErdDAM0B4iERShPGTrBOdAARRSRSpayRicRY/ethids a srsurtoweatehcasikia. H&C emi |

address, _indicating that_the email . f atrustable ¢ rate. SPR
tas bESHBNE TN PSR GPBLS TR ol Tk S rtor e e e iRE g
assochated 1 Matds hlovi o} 1 &/ dmaiR ARk tRe pRALAHR DldeermBnRaiNe
mat chf}%geﬁ?aﬁleé@g%éésdr Iiovz:daés a%grﬁén%g% ]icgn&t%ﬁ%%cr%%li t car dpi ssuer's drat abase. SSR

was baswdonhto(th cd@pdratOinaibsy sicon Beai ohieking he ik, HeTyssr scageggrseciebyRE t8ecur e

secret cookie was S to the sender .th ST a usernane
and pﬁ?%FMélrogg Wé@e%?/ é??urebi?c{eﬁ 800&%?[{11155% SY/%%EH%(%E‘% 8‘%&1 gg(%:vrl%lglg was sent
from g%&ﬁﬁéﬂai@ﬁés}/a%ﬁests@o iRent@ndaresohe plogidedser name and password; (e) the
secure secret cookie and secret URL were received in the

: . | Sa . HTLTPS
request; (The Perchaotthomsends teReeedvandE ol Meelisaian Jpstsnhaha Véﬁggﬂéfg’s%‘iﬂuﬁs%hen
th il ' { 1.0] i C b d
on- p190 siaiiiie e rRalRRREN O PhIRYGE LAs, e Shel Aifd aRla gRTC 1O0 Pase

Rul e- hase@nb agi ehewasret TR, W rdadiesdnvitie thehwetire sedret gokiei de a positive or
negative Verification Report 62. Public Eppil Verifi ca&i on'd-{ﬂnl this

exanpl e, t Nerifgationestineon 3 findsdhaidhe %alkéc%;%ﬁsést Fmilanio the sp1dReldsy s BiMSret hod
descri X D i Fap] ! i@&edBRR) and
her clB B TR A e B e By &

t r ust @ @rdtoldeesiname iage Binail dirsttenl, V&ificaiien Ebdmkiod 36 BeterpivesBicsmad

dat abase descrihing the tinme at which P12 102 was. provi.ded to. t he .ennil
ser vepddressfefye g agﬂlétﬁg@é’o%’ﬁﬁtﬂmﬂﬁ'gp BHeeERE LY hPR el %PEPBFSSSP# ew@pngllel

Ser Vel maQldofal, Y&dyinsYiiness databases, contacting the corporation offline etc.). As a
corporate email address, it is assumed to have been created by a trustable authorized agent of the
user (e.g. the email server’s system administrator), and is therefore a reliable indication of the
user’s real name. PI Directory Query Module 54 then finds that the cardholder’s name matches
the credit card number, by querying a database of the credit card’s issuer.

Reporter 34 sends a Verification Report 62 containing a positive response to the
merchant, who decides to provide the product to the user.

In this example the following options were implemented:

OSP 14 is an online merchant.

PI1 100 is a credit card number. The cardholder’s name was provided to allow
Verificator Estimator 36 to check the SPC even in cases where the user’s name is not apparent
from the email address (e.g. ‘jdoe@mail.com’ may be any one of John Doe, Jane Doe, Jeff Doe
etc.). An email address was provided to allow the merchant to send an email to the user, thereby
enabling the verification process.

PI2 102 is the email address assigned to the user at the corporate email server.

PISIDB 52 is the corporate email server’s username-password database.
49



indications that the emai|l address was deliverable at sone tinme in the past
(assum ng abandoned enmil addresses are not recycled and assigned to other
users). Swohsjoagdrati ons include an email nessage bei ng PEMUSHD3IRE enmai |
address or finding that the email address is incI uded in direct marketi ng
dat abases. exanpl e the f o t.io e i.npl enent

o o on s e s ma of the gmrQ adiEisotheftating e tsrl ST BB s
name vag,gphevided to allow Verificator Estimator 36 to check the SPC even

in case Where the user's nane is not apparent fromthe enmail address. An
emai | addr eSRR was bpsedwindbelemeil afldrosy tefreg similahtarcardholdse’s damm (emasbdcizted t he

, t b I f t . P12 10 th
adar osUUEHORER B Bbdr ey SRR MR Rty S Tor &S e o
publ i CoBdBEArd $RLMES daBss€r Name- password dat abase. 50 WO 03/ 034633

PCT/ US02/ 32825 PI2VI is the indication that the email account was created
a signi fi caP¥R yas bagpdionrfe) Bafld0evasichatapnedd thed I EF R requertR bha seiie 841N t he

emai | ad ress. bej sim.lar na t in
e OV Bl it S b I SE B b an TR F il

nunberby the thRil sefvesli(8l) £ucebt URIUGHS Sent BoabRs emabStiviee® thasadeost the) P11 100
was contained in the HTTPS request; (b) a secure_secret cqokie was sent to

the sewgERMsrangdpasTFOTHIC) tigseaire sqoest caokis anchsgeect ARL parssirpsivedusrtbe pasesei ved
by th h
Sgngef‘ﬂ‘gfﬁg eq%%Ethfp prd f %ﬁ%&&%d &}gh ﬂ!{&)anﬁheémfaﬁl% AN gsss%ﬁi lvhe;mﬁ{h‘é%!in d10 the

name and passwor Secure secret I'e an
secr et seblél’ swestemradaghigesiot fa:gtstwedsmmserl—ﬂ'TPS request; (f) P12 102 was
received with the sane usernane and password whe use tered on
the public Rhgves baresen Pl Rseeshrddroope Suigh! e@@ﬁwg@ 8%55“5“

si gni ficantkyielRBg lobTRvARe] ed fétémﬁ&@whetmts &daio@gﬁ&e F%?ed to

det er m ne ether to~provide a positive or Veri ficaflion Report
62. | s¥YedficaBod®epottié8nt i cati on The credit card |ssuer is often viewed as
the party best suited to authenticate a buyer during an online credit card

transa ayhent schemes offered by credit card organizations (e.g.
SET frg’ﬁél(‘f&?g 'er{%’%fge{”gf Card, and " 3D secure' from Visa described above)
the issuer nShisRERPRSIMRIsEmME OHetidts d fahebdrpentd aadil pRifbtibhmettvgr . The
present invention can be used as an authentication nethod in such EK nent

schenedgscrifedrabexaepeent thay thetandibsener itieublisdeigra W iand thareforgilddd
syst emh(ogé malflac?c%ésts?{p 110|E| ov?cied%\g/sa trustable authorized agent. Instead, PTC is checked

by accessing a database describing the time at which PI2 102 was provided to the email server.
Such a database could be provided by the operator of the email server, or derived from
indications that the email address was deliverable at some time in the past (assuming abandoned
email addresses are not recycled and assigned to other users). Such indications include an email
message being sent to the email address or finding that the email address is included in direct
marketing databases.

In this example the following options were implemented:

OSP 14 is an online merchant.

PI1 100 is a credit card number. The cardholder’s name was provided to allow
Verificator Estimator 36 to check the SPC even in case where the user’s name is not apparent
from the email address. An email address was provided to allow the merchant to send an email to
the user, thereby enabling the verification process.

P12 102 is the email address chosen by the user at the public email server.

PISIDB 52 is the public email server’s username-password database.
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the issuer's custonmers to view their account status online). \Wen users
visit the OBPS, they are required to provide sone proof of identity (such
as their woadios466ar d nunber, expiration date and a code pcraisez3msnst he
monthly statenment). If identification is successful a secure secret cooki e
is issued to the user, .and associ at ed with his ccoun% rftl fier Fg
credit car PIAYkisehg mdicagiopfhst By expnil qcqoyiy avas grsatsd @ Fign 1@5’3}@ ong, HBFIIb

mer ch froma user over an HTTPS connection, an order to
purchgds}éeplg%%%gﬁ%tr This order contains a credit card nurrber He causes

t he user t SFends basetfonBR eregjliagiressbeidlg sGhilaitn eardi@lderf's Wanme (qr@asdc:iﬁmdSyst em

30 t ted t h 'S t.
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card nylelard Bs@rdedakdvagat i on Request 60 to Receiver 32 of Verification

System 30. The Verification Request 60 and HTTPS request both contain the
same secr e&SR Waabdtsed/ovéa) RIil 440 ivean caytainednipthe Bl ESStsqhest:db hegpuresgcret

descri be 6 [ US02/ 32825 S th di
an- FTRACE SRGR! 1 WATFLRIEs g ORI oUar amagh Ao pivaekd Fhw S "
secur eoyscﬁ@ Ehil GEQK:; 1) SRURH URY, WhLscht f@Ithé efBPSeriér t@XRO%ader(dffthd he donai n
used by the 3D Secure server is different than that of the OBPS, the

user' sisgaaineandpytseordiskibe ﬁ@ﬁur%%ﬂ@rfééﬁok%am@@‘?@@ld‘%@lrﬁ9€1VeﬂH€ thessme i er

.0, PR PR e R PSR et gt Ll
then Q@g’@t@fe‘d&mthepmbltbérhﬁlgdreﬁlt card number reported in the Verificati on

Request 60._1f match, Reﬁorter 34 sends a, Verific t| on port Eé ont ai ni ng
a positive Flspenbeasedont %lo%b%aafmelvedm@e‘éqaa%\é fa’é’ R O@r oduct to

the user. I@ubRbSdISRERIR dsdfil RIIAMIILARE!E By g&r%me%egﬁ% osP 14

is an online ner I's provided to the
mer chavdrifiddfidn Regort 62t he credit card nunber prOV| ded in registration to the
OBPS. PISIDB 52 is the issuer's OBPS database associ ating users' cookies

with their edit card, nunbers. PI2VI is not explicitly sent, as PISIDB 52
is kno&ﬁ‘ef’é&‘@d%‘l"z?ﬁtlﬁﬂof verified records. SPR was based on Pl1 100 and

P12 102 beifyg dr&ﬁf‘&dr&?ésue§§5’ft¥@‘5le%§ @9‘[11@@) bedtkditelO@ anBRnGEul abtigdl i n the
HTTPS request to the nerchant; secret URL was sent to the sender of

t hat Hirmng aneglies credl(c cardaraslemmoe @@V@@n@@b«n@ affesedsleneredipiard Omﬁéu@@@nSet

é@% ih e gsl:t%g C;_le} %escgﬁés %l‘e %{n@ga %XSCtrl%gd %(EV% pl% user

prOV| I catron proces per orned

when tr@ﬁaoﬂ&@k fb@ﬂie&inﬁhe duﬁh@nﬁdaﬁon of the user.

The present invention can be used as an authentication method in such payment schemes,
for example, by utilizing the issuer’s online bill presentment system (OBPS; a system that allows
the issuer’s customers to view their account status online). When users visit the OBPS, they are
required to provide some proof of identity (such as their credit card number, expiration date and
a code printed on the monthly statement). If identification is successful a secure secret cookie is
issued to the user, and associated with his account identifier (i.e. credit card number) in a
PISIDB 52.

In the ‘3D Secure’ case, an online merchant receives from a user over an HTTPS
connection, an order to purchase a product. This order contains a credit card number. He causes
the user to send an HTTPS request to SI Obtainer 42 of Verification System 30 (integrated into
the issuer’s ‘3D Secure’ server, and using its domain), by opening a pop-up window. The
merchant also sends the credit card number in a Verification Request 60 to Receiver 32 of
Verification System 30. The Verification Request 60 and HTTPS request both contain the same

secret to allow Verification System 30 to associate them, as described above.

51



OBPS (e.g. he provided a code fromthe nonthly statenent). Rul e-based |ogic
was used to determ ne whether to provide a positive or negative
Verificatworn@epest 62. 52 WO 03/034633 PCT/ US02/ 32825 CPATNS0X32825 et hod
of verifying a first person identifier conprising: a. Receiving a
Verification Request includin ,}h first rson identifier; and b.

Esti mati ng SHER 1HEISSyds F‘?I}d&&a,ng[ﬁ é%&?qt”%ﬁ thedRsugs Agmain OVPha S¢S St  per son

P dent i {nGe tf%ﬂ,dtpé sﬁ&ﬁ?%ré%%élﬂ@ iésgé'd%gj thi fhusa OBDY i€expRO (iF1RE ABMafanRdi t i on,
ii. a sender of the first person identifier and a sender of said second
per sorby thel 8Pt Setinersesat isstiffermnShae tiseolibe OBRN ithd war’s dendcé inhy be edugedtrcond

erson identifi L denti f | sai d..sender of,.said second pe identifier;
P et ragnc 0 e IRk fiaeiy. TheaferiaRr R nis RePedifno RonD SReIBR Ehndi ng. a
Ver i figaiieBoReRAibve the Qésgt@ihtgafg_réeiﬂ%ﬂﬁﬁmﬁm fifonf BISIDBN 50 N/eﬁﬁgmdnfmmnamr_

identifies said sender of irst person identifier, said Verification

Repor t36isemgothpasedit oithrtbe atedd cerfd rymibgr weppitedin thg Vegificatinn RequagichOof cl ai m 1,

i or mat  orlt BEHe REDERBedro Ry v P Ropled e e Ringlat S5 veipnseto s

per sonmérdRat] Whedecidbs tédptdvide the prdact tb ksl wet.or relating to the first person
identifier; c. A second sender indicator relating to said second person
i denti fi er;Indhig exgmplydhe follewingoeptions vierpaidememed:sai d second per son

identifier 'Oglgllgbeaﬂ@ﬁl{h%qn&gl%ﬁkai m 1, wherein said estimating further
a. sSending a

i ncl udes: I"'east one query to at |east one Person
| denti fi er -Bendeis the di«iittoard nusabea pasededad dhdmerlctatti vi ng at | east one

response to_said at |east ope query. 5. The nethod qof claim4 wherein at
| east one d?uégi?éﬁ%cff‘élgs‘iaf%ﬁé“ @F%Wli?f‘éllar%ﬁl%ﬁuppé‘hg?e O%Bg-ry descri bi ng at

| east one ofyofey §2Y§ﬂf’efi§sﬁéﬁ’%@?@%@Jb&ée%%ciﬁ%mﬁsmﬁg wifh dLRkRIR Gher ei n
said estimating further 1 ncludes estimating wiet her sai at |l east one
responsmmbess.sai d at | east one query satisfies at | east one of said

vert 1 2o Pl s, oLter LigiPal 0 b, Logst one Yer fAGall.on

SPR was based on PI1 100 and PI2 102 being identical.

SSR was based on (a) PI1 100 was contained in the HTTPS request to the merchant; (b) a
secret URL was sent to the sender of that HTTPS request; (c) a secure secret cookie was sent
with the secret URL; and (d) the same secret cookie was assigned by the OBPS when the user
provided PI2 102.

PTC was based on the authentication process performed when the user registered to the
OBPS (e.g. he provided a code from the monthly statement).

Rule-based logic was used to determine whether to provide a positive or negative

Verification Report 62.
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7. The method of claim11, wherein said Same Person Condition is satisfied
if the first person identifier and said second person identifier have a
Sane Per se0 BaBason t hat includes at | east one rel ati on HEAVVEeR28280
person identifiers selected fromthe group consisting of: 53 WO 03/034633
PCT/ US02/ 32825 a. Said two person identifiers include identical portions;
b. Sy LR Person identifiers include portions that are identical except
for ggelAI i'ng differences; c. Afirst of said two person identifiers

i ncl udeq. an nadibscewf wirifping affirst peesoaidentifiesandprising® per son identifiers; d.
Said two person_identifiers include nunerij.cally.close phone. nunhers; e.
Said two per 8onRecgaring fiVeridicatinn %?Pé‘eﬁég‘g\“aﬁﬁ thedfinst psrsideylisgraghi cal
parameters; f.pd:.dl § roh: i son identifier that has
a Sane Per sorl?' R%#léi?%tg%%%&%%\g&%cfg%%%@ﬂslg?lﬁq{l%@% rson identifiers with
anot her person i deint thkifast detsah ideasifier ardensec@st sosorRdeatifiansanisfyla Sangecond of
said two person idenfgifi eéé; .t’ind g. Each of said two person identifiers has
a respective Same Pel&SM RPN with a third person identifier. 8 The
met hod of claim 14 WostRkPoshb drsppBBomrRRAGTcE@AA W seh@? of Said dbdonflipfbohf a
message containing the first person identifier and a nmessage contai ni ng
sai d second person iddetfi¢rfsatsfy hPameHSesderd_®ditthay ak| at i on t hat incl udes at

| east one relation, between,a first .poessage and.a secopd. el ect ed
fromthe group co%%i%?éﬁﬁOB?Pe%PnKEﬂ%ﬁgéﬁF%E%?S%%Fﬂ“%f?@%“§§%§§§§@%§% sai d
second nessage in a glepw®; i ntegral nessage; b. A relation between a tine
said first nessage was sent and a tine said second nessage was sent; c. A
rel ati on bet weededtueel i abl e network address of a sender of said first
nmessage lyi e r k. - 83l d nessage;
&t et el leprlc il B ER flp B RRHRL, CLiABkETEHAC T

cont ai ned ﬂnﬁioﬁﬁh%wh&ﬁh@ﬂﬂhd fireperge ideatifier idettifiea tshidesnddr of tledimtpersacr et ;  e.
A first secret that was sent to a senggézof said first message and a second

secret conentifirsgsaich Verfieptioadisnarthewghgecd rsalnenfisoidgstmetiRg o cormmon

secret; ,a - S gl r=WAK P‘Fﬁ{elr' e ds
Rel at i or? ' \?\Aﬁ[l{]mgﬁt% ﬁl%rf gfalﬁégggigﬁ%ﬁﬁ@ﬁ%@ ﬁ(l)%q%?ﬁc al mﬁgz}l&\imggtr el n séai d
rel ati on befoveetios alethemethoabh omethoprokpadoigse off said sender of said

first nmessage agd said reli abée .?etwork address of said sender of said
a. Said second person identifier;

b. A first sender indicator relating to the first person identifier;

A second sender indicator relating to said second person identifier; and

e

Verification Information for said second person identifier.

4. The method of claim 1, wherein said estimating further includes:

a. Sending at least one query to at least one Person Identifier-Sender Indicator
Database; and
b. Receiving at least one response to said at least one query.

5. The method of claim 4 wherein at least one of said at least one query is a conditional
query describing at least one of said Verification Conditions.

6. The method of claim 5 wherein said estimating further includes estimating whether said
at least one response to said at least one query satisfies at least one of said Verification
Conditions other than said at least one Verification Condition that was described in said
at least one query.

7. The method of claim 1, wherein said Same Person Condition is satisfied if the first person
identifier and said second person identifier have a Same Person Relation that includes at

least one relation between two person identifiers selected from the group consisting of:
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second nmessage includes at |east one relation selected fromthe group
consisting of: a. ldentity of said reliable network address of said sender
of said fwoaB/oswsszage and said reliable network address @eCTgmoz3sehder of
sai d second nessage; 54 WO 03/034633 PCT/US02/ 32825 b. Menbership in a

comon sub- ngt V\@dé&t\ggggéb ide 1111@[9 rf\chﬂfété é{g ggsigiﬁgl%s of said sender of said

first nmessage and sal e networ of "said sender of said
second nessafe; Said tws pesbn Bhntxiﬁerelincabie@onmnmhat apclidentie] efceptiod spadlmier of
said first nmess and said reliable network address of said sender of
said second nes‘glﬁg?nﬁ §>a common organization; d. Use of said reliable

net wor k addr @ssa frsiSiFsHidR0 fsoﬁﬁde%ﬁﬁgrsflhdlﬁﬁesrﬁﬁ%ﬁﬂ:@la@@ﬂ oS akétond ef kab! e
net wor k address of said sender sai d second nessage by two rel ated

or gani zat i ons; fevo pdgsonoflensifieds; r eI i abl e network address of said sender of

said first SsS and said netvvork a s _of i.d. sender of
sai d second @%@é %yerzﬁo%bq‘?ﬂ@ﬁers frf‘?h drer{’élfnegg?'l\)f g Sh(?\?lg ul%% > Use of said
reliabl e networ&aiaeds pesoRidenaficts %ﬁﬂlﬂﬁrge@%ra@ﬁbﬁll}f losd gdﬂi@ﬁt@ﬁ@@l @Mnﬁaﬂsﬂ
reliable network address of said sender of said second nessage by a common

Internet Ser¥icé dFl‘leé'f@i'Bd@ﬁoﬂdcﬁS%"ﬂc%ﬁfs ﬁeé%dé@ltlfﬁh ¢hag hayas Syae B?fls%RélfaU@%l
reliable net mr@tﬁggﬁ&s& s t%“ grs&? E‘c%‘ﬁﬁﬁ&f oftﬂe‘fryar 0% SR A er tﬁ&qﬁ%' d
a at £ Y54l g

reliabl e networ ress o sec nessage Wt

geographi cal | ogah¢ Pason R@latla'rhﬁfltﬁatsbﬂdldoff saidaivonpBrsontidengifiersaind east one of
said reliable network addresses.is a reliable npetwork address,sel ected
fromthe gro8p BsAQfsaiddyogersonidenpi 18@&\%%65138‘?{1‘1@531’%?&??%5[{? b‘é‘t‘ﬁ’é]? dwith a
UDP port nunber handl e, and a physical interface identifier.
11. The met hod %rﬁg}&?ﬁ%ﬁﬁaﬁﬂ;r ein at |east one of said first and second
secr et s 8i sTlz methnébf c]aﬁhécWhetemrsaId $dmee SerolepCondisivs is sagsfodd if Anwesaget kept

by a deV| ce a secre I—FI'TP ki;e}e,é a, secret HITP.sec C&e copki e, an SMIP

header , t pegs and)a presyags contaINI AR IeCRIAPEON 5 sof t war e

corrponent 1'dE‘1§t§ﬁ’ér |h§€"e 9 BaSRISEn AR YelRion thah BRI les ABRAGRAE rdIfXich, BERRERa !
online use, a username and password, a secret URL, a network address, an IP

address, medsBRR aprdrat secondmessagn delactFBogebs igomptrensisiéng a®. The met hod of
claim1l, vvherel d se erson ident con3|dered to identify
sai d sender 8f ggg@o 'gletf TSRe S aesTt r&fﬁa‘éfrsef?mg’?leffs%% ¥ R BV Ber son
identifier message;
b. A relation between a time said first message was sent and a time said second
message was sent;
c. A relation between a reliable network address of a sender of said first message
and a reliable network address of a sender of said second message;
d. A first secret contained in said first message and a second secret contained in said
second message being derivatives of a common secret;
e. A first secret that was sent to a sender of said first message and a second secret
contained in said second message being derivatives of a common secret; and
f. Each of said messages having a respective Same Sender Relation with a third
message.
9. The method of claim 8, wherein said relation between said reliable network address of
said sender of said first message and said reliable network address of said sender of said
second message includes at least one relation selected from the group consisting of:
a. ldentity of said reliable network address of said sender of said first message and

said reliable network address of said sender of said second message;
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condition is true, said second person identifier condition being selected
fromthe group consisting of: a. Said second person identifier was

verifi ed woiag3®3st andard net hod for verification of a pecyarsor/sksetifier;
55 WD 03/ 034633 PCT/ US02/ 32825 b. Said second person identifier was

verified by %ermhmeﬁgggin UGS GEEG - Rk sgﬁtr%mlé)ﬁé%rm%b dr gggond

person identifier second person i1dentitier was verified
successful ly Chﬁﬁ@ﬁﬂﬁé@ﬂf&@ﬁﬁﬂﬂ%ﬁzmdSmﬂaeﬂﬂﬂenﬂnmﬂpﬁkh@ﬁofdﬂdsﬁﬁkeofmas
verified by receiving online a code sent to a nmailing address; e. Said
second person |%%$§%?P@Fwﬁﬁgiverlfled by receiving online a code sent in a

phone cal | ; gﬁ ?f s%?d:f% Q%Et%\%‘k h@cﬁ%'&f it s&‘@cfer ¥LEdid Gied nl¥sace agd vdidg,

during a phone C e sent online; g. Said second person identifier
was received i nrednabidm’e’tvmnk addrggsi Qfahldcsfendetraﬁ@b,ld hecosémsmgmd cpBIHEYN
identifier was sent, a. con5|derable period of tinme before the first person
i dentifier was S8ARIZAHON S5 d second person identifier was sent a

consi der abl e pepiogr Qld fehaﬁe%wrkh&tﬁeésldf%md sBfdes 0D sdidl 6t infos@ize wAG sdent ; | .
Sai d second person identifier was sent to a service that fraudsters |ack

incentive to d@ﬂlabladl,et%rkSédrdsss(&csmdde@@f@éﬁalddmldmeéﬁiagie%ﬂé‘é’@é@?fé@ed with
significant online actl vity typical of legitinmate users; 1. Said second

person identifi®® et KH‘ISOVI ded by a trustable authorized agent of said
sender of saigd §8&6NGiPRIISHID eIk hidreds ofanid sefider SAkald $iest ardsage nadsaid

identifier was verified using the present invention he net hod of
cl ai m 1 wher ei nredigblg I@Mthﬁ@ﬁ?rﬁﬁf Qf§a@fsf3@?ﬁr@§ sqid ﬁ?f@néﬁnqs%gyér?émé%‘ﬁ mat i ng
et hod select e ARG ORREOT=) 1 10 of &, Rl e based Logi o b
anal ysis. 14.f Ttee aﬁﬁaliw&halﬁlembmmk addvbey ofisaidsandbr WE sdid ificd tmessngRepd said
s At ol hebverd el ok s SHE o SR SERd S SiEe by S AR
consi sting of: Tela W ge by

Internet Service Provider Point of Presence; and

g. Association of said reliable network address of said sender of said first message

and said reliable network address of said sender of said second message with

close geographical locations.

10. The method of claim 8, wherein at least one of said reliable network addresses is a
reliable network address selected from the group consisting of: An IP address, an IP
address together with a UDP port number, a TCP session handle, and a physical interface
identifier.

11. The method of claim 8, wherein at least one of said first and second secrets is a secret
selected from the group consisting of: A secret kept by a device, a secret HTTP cookie, a
secret HTTP secure cookie, an SMTP header, an HTTP header, a hardware identifier, a
secret kept in a software component installed on said device, a secret assigned to a person
for online use, a username and password, a secret URL, a network address, an IP address,
a UDP port number, and a TCP session handle.

12. The method of claim 1, wherein said second person identifier is considered to identify
said sender of said second person identifier if at least one second person identifier
condition is true, said second person identifier condition being selected from the group
consisting of:

a. Said second person identifier was verified using a standard method for

verification of a person identifier;
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a. A positive response; b. A negative response; c. Said second person
identifier; d. A sender indicator relating to said second person
identifiewpo3@346¥®rification Informati on of said second p@cyarsorssetifier;
56 WD 03/ 034633 PCT/ US02/32825 f. A score describing a probability that

the first persqn.jdentifier .and .sai G i deptdskfeormas i sfy a
Same Personeti;‘oﬁmdtsle‘(‘)?ﬂd%?Soﬂlg%nglﬁéﬁhg%2§?%% %?%r%g gbi Il tyS that said sender
of the first pas@bdseEsi kdid escoad@erssmiddntifieder of sai d second person

identifier satisfy a Sanme Sender_ Condi ti,i,tgn; h. A gﬁ]ﬁre describing a
probabi | ity ¢h&eidserendeessnddenaifisnivas yermiod Petucrasiilly FPEENe AP # Qhder of

sai d second person_identifien. : IoRliRga 8ody ehedoid i ty t hat
the first pe ‘sglsall |Sggérh%élrgedrnq?gletﬁ??ﬂaggéé%ﬁg}ﬁrggﬁggr% O%f the first person
identifier. 15mallwe aRliréed of claim 14 wherein said score describing said
probability that the first person identifjer identifi. i r of the
first personci @@Fﬂﬁe@@mr%"%‘g%ﬁéﬁmﬁ'{v e‘iné%fisl?y re8?11¥m§é)|n!ilﬁ§ ?a?aesgﬁgcdagd from
the group consigtingof: a. A probability that the first person identifier
and said second person identifier satisfy a Same Person Condition; b. A
probabi ity fh&aidscondprseridaitifienevas iverfiedly wepivingeAiing &PhoR§F24t d sender
of said second Qerson .dentifier satisfy a Same Person Condition; c. A
probability th&® & 86ng o8 nd person identifier identifies said sender of

sai d second,peysPfkchfEHrsdd REntiftbr v kédefuteltiy comligaisnityicaboffawdit 0 a secr et
upon whi ch Sgl Sanme Sender Condition is based; e. R,eli?bi | tégo{ an
address of shi Baiksmtend pérsehidentifiestwas serigreongiderebleinsriod pf tggbe ?}}ety of an

address of sai d. sender .of i.d second person identifier g. Accuracy and
reliability of Eﬁ&@(%lg%f%ﬁ%WS%?%ng’s used in said step of estimating: h.

Popul arity of tdigq §dcbid p@essidentifkenidsiserra considBiaplel period pf timesdierthedugnd
person identifier; j. Tendency of people to change a person identifier; k.
Ti mre el apsed be!ﬁr@élnd@é!f@FWQSWTSt he first person identifier and sending of

I
defraud;
k. Said second person identifier is associated with significant online activity typical
of legitimate users;
1. Said second person identifier was provided by a trustable authorized agent of said
sender of said second person identifier; and
m. Said second person identifier was verified using the present invention.
13. The method of claim 1 wherein said estimating is effected using at least one estimating
method selected from the group consisting of:
a. Rule-based logic;
b. An automatic learning technology;

A neural network; and

13

d. Probabilistic analysis.
14. The method of claim 2 wherein said Verification Report includes at least one information
element selected from the group consisting of:
a. A positive response;
b. A negative response;

Said second person identifier;

13

&

A sender indicator relating to said second person identifier;

e. Verification Information of said second person identifier;
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identifier. 16. The nethod of claim1l1l, wherein said estimting further
includes: a. Sending at | east one query to at |east one Person ldentifier
Di r ect or ywOan@34683 Recei ving at | east one response to sai @CItUOB3SLS one
query. 17. The nethod of claim1, further including the step of generating

at | east one_hash of at . |east .a.par ana-dhhog bah koRngl enment
Sel eoted frofn ChEeds e%faﬂhl@ﬁsaiP&‘?ﬁ?@ﬁxﬁ?ﬂ@f@ﬁﬁ%}]d@%@%& A RS geos
The first persopdofleintificpsatish: a SahélPasni@ondigoson identifier; c. A first
sender indicator relating to the first person idfntiﬁji er; angL t'?" A second
sender i ndi cat ok seast describing® nyababilits st g sprdsh of BEtSiResn 9 UIPHAG pt hod
of claim17 further Lncludi FIELELRN N8 SerfdeZ EofditicRl d at

| east one hasK™ 552‘%96 Oggggg%oglgifﬁéﬁgde%%ﬁgf&rfggti on selected fromthe
group consi shi ngs&fre dascribinzos probhbilitycthat saitesecoad paryon identifier identifeg epd abl e

| evel of false verifications. 19. Tcgq%.?et_ho of claim1 wherein an entity
recei ving the feRasr ofesid SFPANdPEISPR IS FHASai d sender of the first person
identifier is dj i Bb @i by tiddat HIRCBisY h&tSorSiabAti SR G QAR fREEAGN
identifier ff‘oréfgéoﬁéaggecﬁg{e}%rbo@ sai1 ﬂysee}:ond Seir)son identifier. 20. The

met hod of cl ai rgedderwifdliechingt sasch idemfienf estimating is repeated with at

| east one person_identifier other than. sai.d secqnd £ i ifier. 21.
The net AodTksrmethgd ﬁg qlaing |4 pyherein s Beprr dCSHRING S pé?lpa%hlgtg[sﬂll drtlg Ills‘{:h per son
i dentifier Rk Wkt ysanf sdAQESENhk dR§ttjefdof identifietBhags] @adtdessecond
per son idel%etrslfo?llqgérnﬁllfiﬁ\é sal &lstsgp Sof estimati rlljg 22. The nmethod of claim1,
further i nadeydiangetetselestedframf thelgraumeangisting Peast one sender indicator from
sai d sender of the first san J denti.f i fdeffi@dm 1,
further incl Gdi‘%‘né’r‘f iidy &%?@F‘*ﬁaw&fsn%nﬁ%én?%ﬁsaﬁ’?%wo gescgﬁ%ggg?l?rrgt i'ng  with

results of at |ggsty L08nOPLSIn OBAdIAGN;0f verifying a person identifier. 24.
The nmethod of claim1l, wherein at | east one pers i

- . (i)n i de% fimer éel gct.%d from
the group consAgrobeyilisy thaheaid sensler peihs Sstipgesap idengifie LUt ¥EEDBRH “per son
identifier includes.at |east. d tol A SR, sel ected fromthe
group consi st i niy°gid pea{s?nuﬁgﬁtﬁfée%%ﬁaf?%?%%? Pr?gyr%%, A m ddl e name, a |ast
name, nane iRitAajrsbabalityitidt €aid 36coad pemss jdeatifeuidentifiessaist sepder odsaifty, a
street address, an apartnent punber, a zip code, a phone nunber, an enail
address, a fi n%@népef_é@b’éiﬁﬁtﬂﬁeﬁmnb_er_, a credit card nunber, a bank account
pumber, a 9over BfRdhny el hIRW tofd Rbret pdiFhih BB ic! SenddBRIdition is
driver's |license nunber,”a n%tlonal I D

based;

Reliability of an address of said sender of the first person identifier;
Reliability of an address of said sender of said second person identifier

Accuracy and reliability of external data sources used in said step of estimating;

5@ th O

Popularity of the first person identifier;

Popularity of said second person identifier;

=

Tendency of people to change a person identifier;

e

k. Time elapsed between sending of the first person identifier and sending of said
second person identifier; and
1. Time elapsed since charging an account identified by said second person
identifier.
16. The method of claim 1, wherein said estimating further includes:
a. Sending at least one query to at least one Person Identifier Directory; and
b. Receiving at least one response to said at least one query.
17. The method of claim 1, further including the step of generating at least one hash of at

Jeast a part of at least one information element selected from the group consisting of:
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nunber, a passport nunber, personal characteristics, a height, a weight, a
gender, a conplexion, a race, and a hair color. 25. The nethod of claim1,
wher ei n tWe oBios#83 person identifier is sent via a networkPSalEso2/82825 f r om
the group conprising: an Internet, a private data network, a CATV data
network and a bil e data .network. 26. A systemfor verifying a first
person i dent Ffiﬂ%%éh%??%‘%&lﬁ%s WO 03/ 034633 PCT/ US02/ 32825 a. A

Recei ver for pr esgd Yddddd Perdet identiért on Request including the first person
identifier; and b. A Verification Estimator for e ti.%rat.i n(g whet her the
first personci dédistiserderndicaior rlBEBs P the fisy pefsar MenfLHgh a8 tisfy a Sane
Person Condi ;[q' Oﬂ’seéo%(rq sefdd %&%& r@ﬂﬁﬁ%ﬁf saiPseaSPBsrs @ idehegfidel r st person

i dentifier afd ‘a S&nder of ‘sald secon person identifier satisfy a Sane
Sender @gnmid method anelafron 7 €stlieraicduntingdhe tsteprof defedndugmsizpef sirhat leasbnt i fi er
identifies said sender of said second .person jdentifier. 27. The system of
cl ai m 26, dngrhapibaseshon stdeashone eusidrRt HF%?&%CLEIW © BrOUR PRSI O(%f\ Repor t

i ndi cating whet hiSdenRSkSO4hd dentifier identifies said sender of
the first p\gﬁra;sofr%?(;rp{égﬁ{l{c?lﬁere? sald Verification Report being based on

out put of saibd Namcdeptable lomelEdfalsemvapifical®s. The system of claim 26, further

including a Person lLdentifier .Director er ule faf. . . j query
to a Per ohhg %&Paf’ifﬁlra“ﬁilr‘@&elrﬂpﬁnﬁﬂﬁtyfé@é_IW ﬁ‘ﬁl}%gtrpeeésﬁg r%é%nt]t%%pgjgl agduer Y,

sai d respofsgelt 1ehe HEEPHeRYn RRIGANGS Hiffefeht HRRA abThiiyatediving aid bbendpstsem of
claim28, further including at |east one said Person ldentifier Directory.
30. The sysleeifiaffranh saichs@8ler plisaicheacondpirsedt idgntifider son | denti fi er - Sender

| ndi cat qQr t abas er dul e f i-ng.: gne Person
| dent 1 1 20; TEEREERS e aERTor notaut wisEe’ SR Plufe Sighoadufh ol RS0 T, |

query, saigerkGsRensferidaen thsedidycari sbrsofdderttifient i on Estimator. 31. The
system of c¢laim 30, further including at | ears]t one S\ﬁli}iglﬁ Per so

| dent i f i28r TBemethod of elinads Serthoringhuling the step pheh PRt MieBtgiert ur ¢ her

i ncluding a Hash Gener ¢ ‘ QBPidePRsd iRtaialkichoast a
part of at %P@aasl? uro%ﬁg??ﬂ%eg%%al?%%%ﬁe 8%‘%\?92&24 Seécctgg%lb?rorﬁ the group b

conpri si ngestimatinge first person identifier; b. Said second person
identifier; c. Afirst sender i ndicato rel a%i E@.to tfie ;i r st §erson

i dent i fi28r Thamethed of clbadn drden ieridng g 48,01 PRELINY ¢35 83 ¥ S¥cond per son
bdenti fi ery, gicator from said sender of the first person identifier.

23. The method of claim 1, further including the step of combining results of said estimating
with results of at least one other method of verifying a person identifier.

24. The method of claim 1, wherein at least one person identifier selected from the group
consisting of the first person identifier and said second person identifier includes at least
one information element selected from the group consisting of: a full name, a first name,
a middle name, a last name, name initials, a title, an address, a country, a state, a city, a
street address, an apartment number, a zip code, a phone number, an email address, a
financial account number, a credit card number, a bank account number, a government-
issued identifier, a social security number, a driver’s license number, a national ID
number, a passport number, personal characteristics, a height, a weight, a gender, a
complexion, a race, and a hair color.

25. The method of claim 1, wherein the first person identifier is sent via a network selected
from the group comprising: an Internet, a private data network, a CATV data network
and a mobile data network.

26. A system for verifying a first person identifier comprising:
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217.

28.

29.
30.

31.

32.

a. A Receiver for receiving a Verification Request including the first person
identifier; and
b. A Verification Estimator for estimating whether the first person identifier and a
second person identifier satisfy a Same Person Condition, for estimating whether
a sender of the first person identifier and a sender of said second person identifier
satisfy a Same Sender Condition, and for estimating whether said second person
identifier identifies said sender of said second person identifier.
The system of claim 26, further comprising a Reporter for sending a Verification Report
indicating whether the first person identifier identifies said sender of the first person
identifier, said Verification Report being based on output of said Verification Estimator.
The system of claim 26, further including a Person Identifier Directory Query Module for
sending a query to a Person Identifier Directory and receiving a response to said query,
said response then used by said Verification Estimator.
The system of claim 28, further including at least one said Person Identifier Directory.
The system of claim 26, further including a Person Identifier-Sender Indicator Database
Query Module for sending a query to at least one Person Identifier-Sender Indicator
Database and receiving a response to said query, said response then used by said
Verification Estimator.
The system of claim 30, further including at least one said Person Identifier-Sender
Indicator Database.
The system of claim 26, further including a Hash Generator for generating at least one
hash of at least a part of at least one information element selected from the group
comprising:
a. the first person identifier;
b. Said second person identifier;
c. A first sender indicator relating to the first person identifier; and

d. A second sender indicator relating to said second person identifier.
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