
AFTER A SERVICE PROCESSING REQUEST OF A USER IS RECEIVED, 
PERFORM FAST RISK IDENTIFICATION ON THE SERVICE PROCESSING

REQUEST BASED ON AN IDENTIFICATION ALGORITHM OF A FAST
RISK IDENTIFICATION LAYER

CAN IT BE
DETERMINED WHETHER THE 

SERVICE PROCESSING
REQUEST IS

RISKY?

PROCESS THE SERVICE PROCESSING REQUEST BASED
ON A RESULT OF THE FAST RISK IDENTIFICATION

AFTER THE FAST RISK IDENTIFICATION IS PERFORMED, IF IT
CANNOT BE DETERMINED WHETHER THE SERVICE PROCESSING

REQUEST IS RISKY, PERFORM DEEP RISK IDENTIFICATION ON
THE SERVICE PROCESSING REQUEST BASED ON AN 

IDENTIFICATION ALGORITHM OF A DEEP RISK IDENTIFICATION
LAYER, WHERE A DATA VOLUME USED FOR THE DEEP RISK

IDENTIFICATION IS GREATER THAN A DATA VOLUME
USED FOR THE FAST RISK IDENTIFICATION, AND DURATION OF 

THE DEEP RISK IDENTIFICATION IS GREATER THAN DURATION OF
THE FAST RISK IDENTIFICATION

PROCESS THE SERVICE PROCESSING REQUEST BASED ON
A RESULT OF THE DEEP RISK IDENTIFICATION
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AFTER RECEIVING A SERVICE PROCESSING REQUEST FROM A USER,
A SERVICE SERVER PERFORMS FAST RISK IDENTIFICATION ON THE

SERVICE PROCESSING REQUEST BASED ON COMPARING A TRUSTED
USER LIST, A RISKY USER LIST, OR USER BEHAVIOR PROFILE. IF

WHETHER THE SERVICE PROCESSING REQUEST IS RISKY CAN BE
DETERMINED IN THE PRESENT STEP, S202 IS PERFORMED, 

OTHERWISE, S203 IS PERFORMED

CAN IT BE
DETERMINED WHETHER THE 

SERVICE PROCESSING
REQUEST IS

RISKY?

PROCESS THE SERVICE PROCESSING REQUEST BASED ON
A RESULT OF THE FAST RISK IDENTIFICATION

AFTER THE FAST RISK IDENTIFICATION IS PERFORMED, IF 
WHETHER THE SERVICE PROCESSING REQUEST IS RISKY CANNOT

BE DETERMINED, SELECT AT LEAST ONE RISK THEME FROM A PLURALITY 
OF PREDETERMINED RISK THEMES BASED ON A SERVICE PROCESSING

TYPE OF THE SERVICE PROCESSING REQUEST; SELECT, FOR EACH 
SELECTED RISK THEME BASED ON SERVICE SCENARIO INFORMATION
CORRESPONDING TO THE SERVICE PROCESSING REQUEST, A RULE
MODEL USED FOR DEEP RISK IDENTIFICATION; AND PERFORM THE

DEEP RISK IDENTIFICATION ON THE SERVICE PROCESSING REQUEST
BASED ON THE SELECTED RULE MODEL

PROCESS THE SERVICE PROCESSING REQUEST BASED ON
A RESULT OF THE DEEP RISK IDENTIFICATION

S201

S203

S204

S202

YES

NO

PERFORM COMPREHENSIVE RISK IDENTIFICATION ON THE
SERVICE PROCESSING REQUEST BASED ON AN IDENTIFICATION
ALGORITHM OF A COMPREHENSIVE RISK IDENTIFICATION LAYER,
WHERE THE COMPREHENSIVE RISK IDENTIFICATION, THE FAST

RISK IDENTIFICATION, AND THE DEEP RISK IDENTIFICATION 
ARE ASYNCHRONOUSLY PERFORMED, A DATA VOLUME USED
FOR THE COMPREHENSIVE RISK IDENTIFICATION IS GREATER

THAN A DATA VOLUME USED FOR THE FAST RISK IDENTIFICATION
AND A DATA VOLUME USED FOR THE DEEP RISK IDENTIFICATION,

AND DURATION OF THE COMPREHENSIVE RISK IDENTIFICATION IS 
GREATER THAN DURATION OF THE FAST RISK IDENTIFICATION AND 

DURATION OF THE DEEP RISK IDENTIFICATION

UPDATE ONE OR MORE OF THE FOLLOWING INFORMATION
BASED ON A RESULT OF THE COMPREHENSIVE RISK

IDENTIFICATION: THE PREDETERMINED TRUSTED 
USER LIST, THE PREDETERMINED RISKY USER LIST, 

HISTORICAL BEHAVIOR DATA OF THE USER, OR
THE PREDETERMINED RULE MODEL
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FIRST IDENTIFICATION MODULE

SECOND IDENTIFICATION MODULE

PROCESSING MODULE
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