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METHODS AND .S_YSTEMS FOR VERIFYING TRANSACTIONS

. Technical Field
The prescn't invention relates generaliy to payrnent transactions and more oarticularly to

.verification of authorisation of electromc payment transactrons and/or ﬁnanctal mstruments used

‘to perform such transactions.

_ Background ) .
. Wrdespread avarlabrhty and use of computer systems and the Intcrnet has resultod in

' elcctromc financial transactions becoming commonplace The use.of ﬁnancral mstruments such -

as credit cards, debrt cards and bank accounts to purchase goods or semces from onhne

. merchants or vendors 1s extremely convement However, the number of fraudulent transactlons
'-has also mcreased substantraily Merchants have little protectlon agamst ﬁaudu]ent éredit or

debit transactrons, pamcularly in “card not present” (CNP) cxrcumstances (i.e., where card

" ‘holders’ bona fides cannot bc verified by the use of conventional srgnature companson or

' .rdentrﬁcatton checks at the pomt of sale), and thay be responsible the costs of such transacnons
_ _and transport costs rn relatxon to the goods To make matters worse, merchants may addrtronaﬂy :
“be responsrble for mtra-bank dtshonour fees ’

Dunng a payment transaction. usmg a payment card (e. g a credit, debtt or stored valuc :

~ card), 1t is benef cial to venfy apurchaser” s (cardholder s) ownershrp of the card or an account

. assoclated wrth the card to avotd a variety of potentral problems such as unauthorrscd use, '

- drsputed use, ora later change of mind on the part of the purchaser (also known as ‘frxendly or
‘Tdidn’tdoit’ fraud) ‘Purchaser authentrcatron is the process ¢ of vcnfymg 3 cardholder s
ownershrp of an account. A common method of authenticatmg a purchaser ] OWneI’Shlp of an _

‘ : ‘account occurs routmely at a point of sale dunng what is called a "card present" transactron A

T card present transactton mvolves a merchant's rcpresentatwe swrprng the card though acard .
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payment terminal to vcnfy account status and credit line avaxlabthty, and then chcckmg that. the

 signature on the back of the. card matches the purchaser’s signature. This may be, accompamed by :
_ checking of a photographic identification document such as the purchaser’s driver’s license. This

process both 1dentrﬁes the purchaser and serves to provrde spccrﬁc authorisation for the .

: partrcular transdction. Providing the merchant follows the specrﬁc guidetines for such
_transactxons, themerchant will generally be: guarantced paymcnt for the amount authonsed !ess
_ drscount and fees.
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- In CNP transactions such as those occurring ouline through the mail, or over the

' telephone, payments are not generally guaranteed to the merchant The primary reason for CNP

10

transactrons not being guaranteed is that purchasers (cardholders) are not authenticated in *

' sitations where the merchant and the purchaser are not physically together with the card at the
~ time of processmg the- transactmn This, givesrise to financial risks assoc:ated with the -

. transaction, wl'uch are generally carried by the merchant. Such risks include: chargebacks of
payment transactions to online merchants (e.g., “dlsputed” use transactions), fraud for both

' merchants and cardholders (e g, unauthonsed use of stolen account mformauon to purchase,

‘goods and services onl_me), and increaséd expenses for financial mstxtutlons {which are often
passed on to the merchant in any case). This unfortunately also leads to an increased public
petceptxon that buying goods and serv:ccc onlme is unsafe and not secure, which prevents some

: 'consumers from purchasmg onhnc

. Disputed use transactions occur wher a purchaser who is the authorised card holder

- drsputes that a transaction occurred even- if they knowingly :mtxated such transaction but may

have later changed thezr mmd Whilst rarer than unauthonsed use or fraudulent lransactxons,

it d1sputed transactions. nevertheless represent a risk for merchants as they are subject to potenttal

o chargebacks Merchants often rely on dehvery services with “srg,nature on dellvery” as the
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* principal means to combat this type of fraud, however, this can be often be meﬁ'ectwe as parcels

can be signed by others, the 51gnature ‘may be 1llegxble or drffer from cardholder ] normal
signature, or the parcel delwered to addresses that differ from the bxllmg address Allof these
have. the potentlal to create a scenario for. possmlc dlspute thh the cardholder and are -

susceptlble toa chargcback

Gtven the contmumg gfowth of electronic commerce, it is desirable to provrde methods
capable of authentrcatmg purchasers as the authorized cardholdérs and/or mdxvxdual transactxons

“ ona case-by-case basis. This* will potentlally benefit all lcgmmate payment system partrcxpants

- mcludmg purchasers/cardholders, merchants card schemes, and financial institutions.
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- Authenticating a purchaser as being the authonsed cardholder (or a person authonsed by
the cardholder) and lmkmg an authorisation to each transaction (just &s in card ptesent
.transacttons) dunng online purchase transactions will reduce the levels of fraud, disputes,

- retrievals and charge-backs which will conscquently reduce the costs assoclated with each'of |

these events. Aumenncatmg the purchaser as being the authonsed cardholder (or a person

* authorised by the cardholder) also addresses consumer secunty concerns and will- hkelyiead to

increased oriline sales. leen the foregomg, a system for authentxcatmg both the identity of ihe

o purchaser and therr authonsauon regardmg the specific online transactxon ona case-by-case basis
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-would be desrrable during card not present (CNP) transactions. Such an authenucanng system '
. should preferably be relatrvely easy to lmplement and use, requrre a mmrmal investment of

‘ resources, and provide a high Ievel of confidence surrounding the authorisation of the transactmn. .

Such an authenucatmg system should preferably also cater for cross-currency transactions, in

: which a purchaser s card issue currency is different to the transaction currency of the seller or

" merchant.

Vanous checks are currently used to ldentrfy and discard fraudulent transactions. For
example, credit card gateways generally recommend Address Verifi catron Service (AVS) and

;- Card Verification Value (CVV) checks. Failure of an AVS check suggests that the purchaser as T

~ .'the originator of the transaction may not be the owner of the card, Failure of a CVV.check

su'ggests that the’originator of the transaeiibn may not be'in possession of the actual card
However, these checks are not foolproof as fraudsters are generally able to obtam the necessary :
mformanon with sufficient effort, These checks even if provxded at time of transaction, do not

: always protect-the merchant from ‘chargebacks’ whereby the authonsed card holder can dispute - '
 that the transactioti was authonsed and claim that it was rmtlated by an unauthorised thu'd par’ty

Another check is to lookup a purchaser s IP address with a geo-location service

_prowder that also detects anonymous proxies. In most cases, the general geographrcal location of

~ the IP address should match elther the purchasér’s billing or shrppmg address. Orders from
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N anonymous proxies are. generally consrdered to. represent a hxgher risk because fraudsters
, frequently use anonymous proxres to hrde theu' actual IP address

Another check is to compare the geographzcal location of the purchaser s 1P address .-

‘ agamst a list of high risk countries or terfitories. = -

. Another. check is to détermine ‘whether the goods will be shxpped toa marl-forwardmg

' eompany when the shipping and brlhng addresses are drﬁ‘erent Such orders cculd be tisky as the
" goods may be forwarded overseas. . '

Another check is to determine whether the zip or post code provided by the purchaser

, corresponds to the crty and state for both the blllmg and shipping addresses. The AVS check -
~referred to above only checks the zip code and numeric portron of the street ‘address. F raudsters

may not always be in possession of the complete address and may be too lazy todoa zip code
reverse lookup for additional addtess information, ' S
' Another check is to request the purchaser to forward a signed authonsatxcn form with

' oopres of the front and back of the card via facsimile. However this is inconvenient and i is thus
generally only requested under susprcrous crrcumstances Furthermore, fraudsters have been
.known to create credrt card i images using graphrc design software,
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Another check is to request the purchaser to provide the bank name and customer
servtce telephone number as listed on the card. Customer service may then be called to determine -

" whether information provided matches bank records of the cardholder. This check is generally

eﬂ"ectwe but is time-consuming and mconvement _ )
- Another check is to provide the purchaser with a personal identification number (P[N)

', in advance of any transactions for use wrth cach transactton Thts is considered effective but

purchasers generally need to apply separately and in advance fora PIN for CNP transactions, and

4 can oﬁen misplace of confuse PINs.

A need exists for improved methods and systems that provide evxdence or venfy that.an
account or card holder has authonsed a specxﬁc transact:on or payment from a specxﬁc account
or card, without mtrcducmg undue delays and/or urmecessary addmonal transactnons or
operattons ' '

Summary o
An aspect of the present invention provxdes a computer-tmplemented method for E
venfymg authorisation of a transactlon The method comprises the steps. of: recewmg a request
to process an electronic transaction for a predetermmed amount of s money, the request

" comprising data 1dentxfymg a particular financial instrument; dividing the predetermmed amount

‘ ,.rnto a plurahty of charges, causing the financial instrument to be debited with each of the

20

. plurality of charges; recelvmg mformat:on relating to the plurahty of charges from the ongmator -
~of the request; and venfymg the transactxon only if the mfonnatlon 1s correct.

_ Another aspect of the present invention provxdes a computer system for venﬁnng

o -authonsatton of a transaction. The computer systemy comprises: a memory for storing data and

25 .

program mstructlons ‘and at least ‘ohe processor coupled to the memory. The at Ieast one _
processor is programmed to: receive a request fo process an electronic transaction for a

_prédetermined amount of money, the request comprxsmg data ldentlfymg a partxcular fmanclal
- instrument; dmde the predetermined amount intoa plurality of charges, cause the financial

‘ instrument to be debited with each of the plurality of charges, recexve information relating to the
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" plurality of charges from the ongmator of the request and venfy the transactxon only 1f the

mformatlon is correct,

Another aspect of the present mventlon provrdes a computer program product .
compnsmg a computer readable mechum comprising a computer program recorded therem for

. verifying authonsatxon of a transactron The computer program product comprises: computer
. program code means for recexvmg a request to process an electromc transaction fora - -

4
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predetermmed amount of money, the request comprising data xdentnfymg a partlcular financial
mstrument computer program code means for dwrdmg the predeterrmned amount into a '

: plurahty of charges, computer program code means for-causing the financial instrument to be

- debited with each of the plurality of charges; computer program code means for receiving

- information relating to the plurality of charges from the ongmator of the request; and computer
program code means for verifying the transaction only if the ir:foﬁnation_ is correct. .

'Another' aspect of the present invention provides a computer-implemented method for

.‘v-erify'ing transactions. The ntethod comprises the steps' of: receiving a request to verify an
electronic transaction for a predetermined amount of money; dividing the predetermined amount
into a plurality of charges; praviding the plurahty of charges to facilitate debiting of the ﬁnancral

instrument with each of the plurality of charges, receiving information relatmg to the plurahty of "

. charges, the information orlgmatmg from a user of the financial mstrument aﬁer the plurality of -

eharges has been debited to the ﬁnancral mstrument' and venfymg the transaction only ifthe

'reoewed mformatlon is correct

. Another .aspect of the present inuention'orovides a computer syst’eml for verifying
transactrons The computer system comprises: a° memory for storing dataand program
instructions; and at least one processor coupled to- the memory. The at least one processor is '
programmed to: receive a request to venfy an electromc transactton for.a predetermined amount - |
of money; divide the predetermined dmount into a plurahty of charges, provide the plurality of

' charges to facilitate debiting of the ﬁnanclal instrument with each of the plurahty of charges, :

recerve information relating to the plurahty of charges, the mformatron ongmatmg from a user of - |
the ﬁnanclal instrumerit after the plurality of charges has been debrted to the ﬁnancral

mstrument’ and venfy the transactxon only if the received lnformatron is correct

Another aspect of the present invention provide's a computer progl‘am product
compnsmg a computer readable medium compnsmg a computer program recorded therein for
verifying transactions. The computer program product comprises: computer program code means

for receiving a request to verify an electronic transaction for a predetermined arnount of money;’

‘computer program code means for dividing the predetermined'amount into a plurality of charges, .
computer prograni code means for provxdmg the plurahty of charges to facilitate debiting of the

' ﬁnanc1a1 mstrument with each of the plurality of charges; computer program code means for

recewmg mformatron relatmg to the plurahty of charges the information originating from auser

-of the ﬁnanclal mstrument aﬁer the plurahty of charges has been debrted to the ﬁnanma!
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instrument; and computer program code means for verifying the transaction only if the received

information is correct.

s

" Incertain embodrments the plurahty of charges compnses two’ charges

In certain embodrments mformatron relating: to the plurality of charges may be'stored

- and compared w1th the recewed information; when subsequently recelved to determine whether .

the recelved mformatron is correct.

The ﬁnancral mstrument may, for example compnse a bank account, a credlt card a

: debrt card, a charge card, a storé card, and a direct debit account t‘acrhty

The information relatmg to the plurahty of charges may compnse the amount of eaeh
of the plurality of charges or the mxmber of the plurahty of charges .

In certain embodlments a currerrcy exchange rate assocrated wrth the trarisaction | may -
be stored. ‘

Brlef Desertptlon of the Drawings _

A small number of embodiments of the present invention wa be described heremafter o

with refcrence to the followmg drawings, in which:© '
. Frg lAisa schemat:c block diagram of a system for verrfymg transactlons or

: _authonsatxon of transactrons in accordance wrth an’ embodrment of the present mventron

" Fig. 1B is a schematic block dragram ofa system for verifying transactlons or
authonsatxon of transactrons in accordance wrth another embodiment of the present mventxon, .
Fig. 1Cisa schematxc block dragram of asystem for venfymg transactrons or

: authorrsatron of transactions in accordance wrth another embodiment of the present mventton

~ Fig. 1D is a schematic block dtagram of a system for verrfymg transactrons or '
authorrsatmn of transactions in accordance with another embodrment of the present mventron,
Fig. 1E{ isa schematrc block dtagram ofa system for verrfymg transactrons or
authorlsatron of transactions in accordance with another embodrment of the present mventron, :
Flg lF is a schematic block dtagram ofa system for vernfymg transactrons or

: _authonsatzon of transactrons in accordance with another embodxment of the present invention;

Fig. 2A isa ﬂow diagram of a method for venfymg transactrons or authorrsatron of

transactions in accordance with an embodrment of the present mventron‘

'Fig. ZB is a flow dragram ofa method for verifying transactrons or authonsatron of |

' .transactrons in accordance with another embodiment of the present invention;

Fig. 2C is a flow diagram ofa method for verifying cross-currency transactlons or

, authonsatlon of cross-currency transactrons in accordance with another embodrment of the

o present mventton,

N
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. F ig. ZD 1s aflow dtagram of a method for venfyrng cross-currency transactrons or
authonsatron of cross-currency transactions in accordance wrth another embodrment of the:

. present mventxon and

_ -Figs. 3A and 3B are schematrc block diagrams of a computer system thh whxch
'cmbodrments of the present invention may be practxsed ’

Identrcal reference desrgnators in drﬂ‘erent ones of' the: ﬁgures are mtended to denote

‘ rdenttcal or substantlally smnlar items unless mdrcated to the contrary

Detailed Descriptton . r
Embodrments of methods and systems for verifying. authonsatron of transactions are
descnbed heremaﬁer “The methods and systems descnbed hereinafter may be used to venfy the -

: legrtrmacy of'the ongmator of a Card Not Present (CNP) transactron to utthse the ﬂnancral
mstrument and subsequently, authonsatxon of a transaction.

For convemence, the embodrments are generally descrtbed usmg credxt cards or debrt
cards as a financial mstmment However, iti ls not intended that the scope of the mventron be
'hrmted in this manner as the mventton has broad application to other ﬁnancxal mstruments .

- .“mcludmg, but not lrmxted to, bank accounts and other stored valuc cards, -

Also for convenience, the embodiments are generally described with reference to the |

purchaser, who rnay altemattvely be referred to as the cardholder or the ongmator of the .

o transactton

Also for convemence, the embodrments are generally descnbed with reference to onlme' ‘

' purchase of an itern from a merchant (e g.a vcndor of physncal or virtual goods, or a provider of - -

servxces) bya purchaser who ortgmates an online CNP- transaetron However, itis not intended
'that the scope of theinvention be hrmted in this manner as the 1nventron has broad apphcatlon to -

’ : ‘other Card Not Present (CNP) transacttons, mcludmg Matl Order and Telesales Orders

20

' ‘_(“MOTO”), as well as hnkmg of secondary details such as email addresses or Short Message :
‘. " Service (SMS) Multr-Medra Messagmg Service (MMS) or data-enabled telephones to the
‘ venﬁed transactron, thus also verifying i in addition tc lmkmg those secondary details to the

. ".transactlon and payer (purchaser)

- 35

The venficatron methods and systems descrlbed heremaﬁer conﬁrm that the purchaser

B (as ongmator ofa €NP transactlon) has access to' an account assoc;atcd wrth the financial

instrument, and is hrghly probably the authonsed cardholder ora person authonsed by the
| cardholder : ’
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Embodrments descnbed hereinafter may be practised mdependent]y ot in conjunction’

e wrth the. vanous methods and chécks referred to in the foregomg background section.

F)g 1A'is a schematrc b]ock dragram of a system for venfyrng electromc transactlons or

- authonsatton of electromc transactrons

Refemng toFig. 1A, a purchaser (or ongmator) 110, a merchant 120 a payment '

-gateway 130, and the purchaser’s financial. institution (i.e., as provrder of the financial

instrument) 140 are typically represented or embodied by computer systems such as the

; computer system 300 descn'bed hereinafter with teference to Figs.3A and 3B. The payment

gateway 130 may-comprise an independent mte:medrary such asa clearing house or may.
altematrvely be provided by the purchaser’s financial mstrtunon or the merchant’s ﬁnancral
mstrtutxon The computer systems of the purchaser 110, the merchant 120, the payment gateway o

130, and the merchant’ s financial institution l4O are commumcatxvely coupled viaa . -
' ..commumcatrons network (not shown) such as a Local Area Network (LAN) or a Wide Area
- Network W AN) Such networks may compnse pnvate networks, pubhc networks, wired -
" networks or wrre]ess networks, or any. combmatron of the foregomg In partrcular, the fcregomg :

computer systems may be coupled via the Internet (not: shown in Fig. 1A).

In operatron the purchaser (or orrgmator) 110 sends a request 112 to the merchant 120
to proeess an electromc transaction for a predetermmed amount of ‘money. The request 112 may,
for exarnple result from the purchaser 110 browsing a vebsite of the merchant 120 (e.g., an

" online merchant) and electing to purchase an item of_fered for sale on ‘the merchant’s _websrte. In.

this instance, the predetennined amount of money may correspond to the a;dventsed ‘or list price
of the item. The request 112 typrcally mcludes 1dentrﬁcatron details of a partrcular ﬁnancral

: mstrument (e. g credrt card, debit card bank or other account etc ) that the: purchaser 110

wrshes {0 use to pay for the item. : . _
" After recervmg the request 112, the merchant 120 sends a request 122 to the payment o

gateway 130 to process an electromc transactron for the predetermined amount of money using.

the purchaser s nominated financial instrument (in accordance with the Card Scheme Network’s

_and/or the, Financial Instltutron $ process requrrements)

After receiving the request 122, the payment gateway 130 proceeds to charge (x e,

.~ debit) the financial instrument nominated by-the purchaser 110 with two-or more charges 132,

e 134 that add up to the predetermmed amount of money. The payment gateway 130 drvrdes the

35

predetermined amount of money up into the multiple (i.¢., two or more) charges, preferably in a' N

random manner (¢.g.,  using a computer soﬁware applrcatron mcludmg a random number

.generator) g S S _ , -
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" . Inan alternative embodiment the predetermined amount of money may be divided up

' mto the multrple charges by the merchant 120 and the multiple charges may be communicated to
- the payment gateway 130 inthe request 122 '

After successfully debiting the purchaser’ s ﬁnanc:al instrument 1dent1ﬂed inthe

- requests 112.and 122, the purchaser 1 10is advrsed (vra the merchant in communications 124 and
1 14). that the purchaser s financial instrument has. been debited, The purchaser l 10is also

requested to provrde information regarding the nm_nber cf charges made to the purchaser s
financial instrument and/or the amount of each charge. In another embodiment, th'e payment

_.gateway 130 may communicate dlrcctly with the purchasér 110 in this regard.

. The purchaser i 10 then checks 116 his/her account relating to the financxal instrument

-and determines or obtains 142 the nmnber of charges (z e debrts) and/or the individual amounts
of the multnple charges deblted by the payment gateway 130 on behalf of the merchant 120.

/

charges to the merchant 120. Such advice or conﬁrmatxon from the purchaser 110 may, for

. ekample, be via electronic data transfer, electronic mail (email), short message service (SMS) via :
. cellular telephone, ccmpletwn of an electronic form/entry screen made avatlable online, or any

other suttable means avarlable, mcludmg verbally (via telephone) In alternatrve embodrments

“the purchaser 1 lO may provide the adv1ce or eonﬁrmatron to-or via another party, such as the

payment gateway or merchant’s ﬁnanctal mstltutron 130. . .
Upon recerpt of conﬁnnatmn of the number of. charges and thie individual amounts of

“the multlple charges the merchant 120 venﬁes authorlsatron of the transactron Successful o
: venﬁcatnon may, for example, relate to an internial requirement of the merchant 120 prior to
,releasmg or shrppmg the relevant item/s to the purchaser 110. '

Inan altematwe cmbodxment, itis rncumbent on the purchaser I lO to check the account

relating io hrs/her financial instrument after making the request 112 to determine the number of

I charges made and/or the amount of each charge (i.e., without bemg prompted to do soyand
"advise the merchant 120 or payment gateway or merchant s ﬂnancnal mstrtuttcnl 30 acoordmgly

, : In other embodx‘ments,'the_me_rchant’s ﬁn‘ancia_l institution 130 or the purchaser’s ﬁnancial
institution 140 may verify the transaction or authorisation of the transaction for the merchant 120,

drrectly or via the payment gateway. Ver:ﬁcatton may, for example relate to an adv1ce of . .

authonsatlon clearing or actual settlement of funds to the merchant 120, following which the -

' merchant 120 may release or ship the relevant item/s tc the purchaser— 110.

ln other embodrments a Card Scherne Network to. Wthh the relevant ﬁnancaal

o mstrument is related (e g Visa, MasterCard® Amencan Express JCB etc.) may venfy the

The purchaser 110 then advrses or conﬁrms 118 the individual amounts of the multiple *
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transaction, either drrectly or via the merchant’s financial institution or payment, gateway 130, to

" the merchant 120. This may be undertaken in conjunctron with the authonsatron processes

’ employed by the relevant financial institutions. Verification may, for example, relate to an advrce' )

- from the Card Scheme Network via the merchant’s financial institution or payment gateway 130 |
of verification and/or authonsatron, or verrﬁcatron and commencement of clearing or actual
settlement of funds to the merchant 120, followmg which the merchant 120 may release or shrp
the relevant item/s to the purchaser 1 10

_ Division of the predetermined amount of money into the multiple charges may be
performed by a venﬁcatmn agent,- whrch typically comprises a computer software applrcatron
The venﬁcatron agent may, for example, be resident and/or execute on:

-+ the merchant’s computer system or network;
e o the payment gateway’s computer system or network )
) '*a computer system or network of the merchant’s financial institution; or

.an 'mdependent computer system (e.g., a computer _server accessrblevvra the
Internet by merchants, payment gateways and/or merchants’ ﬁr_rancial
' institutions; " ' | '
. a computer system ornetwork assocrated wrth a credlt or charge card scheme -
 suchas Visa, MasterCard“’ American Express®, etc or ‘
. a combination of any of the above. o

~ Following a request for venﬁcatlon of a transactron for a predetermlned amount or

~ authorisation of a transaction, the venﬁcatron agent determines the number of charges into which

the predetermined amount shall be divided irito and the values associated with each of the

- charges. As described herembefore, the number of charges and/or the amount of each charge are

_preferably randomly determined (e.g., using a computer software apphcatron 1mplemented
random number generator). The mformatlon (1 e., the number of charges and/or the amount of

- each charge) is stored and forwarded fo payment gateway or financial institution for actual
"chargmg (debrtmg) to an account assocrated with the purchaser s ﬁnancral mstrument

. Information subsequently received from the purchaser (i.c., the number of charges

- and/or the amount of each charge) is compared to the stored information to determme whether .

_the purchaser provrded version of the mformatron is correct. If correct, authonsatton of the
transaction is verified. '

Ccmpanson of the stored information wrth the mformatron received from the purchaser
1s preferably performed by the verxﬁcatron agent whether tmplemented at the payment gateway
computer system, the merchant’s computer system, the merchant’s ﬂnancral mstltutron s

10



WO 2011/120098 PCT/AU2011/000377

computer system the relevant card scheme network’s computer system, or at an mdependent

S computer system

.10
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Commumcatrcn between the purchaser and the venﬁcatlon agent may be drrect or

'mdxrect (e.g., via the payment gateway, merchant, merchant's ﬁnancral institution, or card
scheme net_work). Such communication may, for exernple, be via eIectromc data transfer, direct

' or'relayed electronic mail (email), Qirect or relayed short message service (SMS) via cellular
4 tele?hone, ccmpietiorr of an electronic fornventry screen made available on the world wide web

- orany, other suitable' means available, including verbally (via telephone) o an operator who keys

in the appropnate data. In cases. where the communication is electronic, address and device .
 details relatrng to the purchaser may be associated wrth the purchaser or transdction ard stored

" -for identification of the purchaser i in subsequent transactions. Where information is received as .

part of the verification process via electronically routsble -addresses such as email address'es,

' sms-enabled mobile telephones, IP protocol addrecses, etc.; then these electromcally routable .

addresses may be associated with the purchaser or transaction followmg venﬁcatron and’ stored
for subsequent identification of the purchaser

In cases where the purchaser s ﬁnancral instrument a.nd the merchant operate using
drfferent currencies, the currency exchange rate/s assomated w1th a transaction. .may be requested
" from the financial institution and stored on: a transactton—by-transactton basis to enable '
conversron and subsequent direct or mdrrect purchaser response to-the venﬁcatxon agent in either -

of the’ currencies,

th 1Bisa schematrc block dragram of another system fcr venfymg transactrons or

authonsatlon of transactlons

Refemng to Fig. 1B, a purchaser 2]0 a merchant 220,a payrnent gatcway 330, the

\

| merchant’s ﬁnancxal institution 240, and the purchaser’ s financial institution (as provider of the
ﬁnanclal mstrument) 250 are typically reprecented ot embodted by computer systems such as the

- computer system 300 described hereinafter with reference to Frgs 3A and 3B. The foregomg

30

35

computer systems are typxcally corrunumcatwely coupied via one or more commumcatlons
network/s (not shown) ‘Such nétworks may, for example, comprise pnvate networks, pubhc :
networks, wired networks, wrreless networks, Local Area Networks (LANs), Wide Area
Networks (WANs), and any combination of the foregomg In partxcular, the foregomg computer
‘systems may be coupled via the Internet (not shown in  Fig, 1B). ‘
A venﬁcatton agent 260 operates n conjunctton wrth the computer system of the
.merchant 220. The venﬁcatxon agent 260 may, for example, compnse a computer software
: applxcat:on res1dent on and- executed by the computer system of the merchant 220 Altematlvely,

11
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the verification agent 260 may comprise a séparate compufer-server coupledto the computer

system of the merchant 220 (e.g., -via the Internet or alocal area network (LAN))

In operatlon, the purchaser (or originator) 210 sends a ret;uest 212 to the merchant 220 -

Cto process an electronic transactlon fora predetermmed amount of money. The request may, for .

example, result from the purchaser 210 browsing a website of the merchant 220 (e.g., an onling L
merchant) and electing to purchase an xtem offered for sale on the merchant’s website. ln this .'
mstance the predetermined amount of money may correspond to the advertrsed or hst pnce of '

- the 1tem The request 212 typically includes 1dentrﬁcat10n details of the partlcular ﬁnancnal
) _instrument (e £, credxt card, debit card, bank or other account, etc ) that the purchaser 210

wxshcs touse to pay for the item. _
After recervmg the requcst 212, the merchant 210 forwards the request 3 222 to the

venﬁcauon agent 260, ‘ : _
On reeetpt  the venﬁcatton agent 260 divides the predetennmed amount of money mto

two or more charges, preferably ina randOm manner (e g, usinga computer software apphcauon

= mcludmg a random number generator), and returns the multtple charge amounts 262.to the

merchant 220. The multrple charge amounts add up to the predetermmed amount of money.
Then, the merchant: 220 requests 224,232 the merchant’s financial institution 240 via the ,
payment gateway 230 to debit the purchaser s financial instrument 1dent1ﬁed in the requests 212

s 224 with the two or more charges that add up to the predetermiried amount of money.

20

25
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.' chargcs

'Ihe merchant’s ﬁnanctal msututron 240 debits 242 the account relating to the.

- purchaser s ﬁnanc1a1 instrument (at the purchaser s financial mstrtutron 250). w:th the multxple ‘

. Aﬁer the purchaser s financlal mstrument has been deblted wrth the multxple charges, o

, the purchaser 2101s advrsed 244,234, 236 that hrs/her ﬂnancxal mstrument has been debited by
: the merchant’s financial institution 240, via the payment gateway 230 and the mereham 220

The purchaser 210 checks 214 hisfhér account relating. to the ﬁnancnal instrument at the

" purchaser 's financial mstltutron 250 and obtams 252 the number of charges (e, debzts) and the

: mdmdual amounts of each of the muluple charges debtted by the merchant’ s ﬁuarxcnal institution

'240. ' . :
- The purchaser 210 then advrses or confirms 216 the mdmdual amounts of each of the . |
. multrple charges to the merchant 220 and/or the venﬁcatron agent 260 Inan altematwe

: embodlment to that shown in Fig. 1B, the purchaser 210 may advise or confirm the mdmdual-

‘amounts of each of the multtple charges dxrectly to the venﬁcatron agent 260 (i.e. not vra the -

‘ merchant 220) Such advrce or confinmation may, for example, be vra electromc data transfer; '

clectronic mail (email), short message service (SMS) via ceflular te_lephone,_completton ofan -

electronic form/entry: screen made available online, or any other suitable means available,

12
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g 1ncludmg verbally (vxa telephone). Confirmation of the number of charges and/or the. mdrvrdual :
= amotnts of the multiple charges serves to- confirm authorisation of the transactron, ‘which may in

: tum serve as an authonsatron or trigger-for the merchant 220 to reiease or shrp the relevant’
 item/s to the purchaser 210, | '

In‘an alternative embodrment itis mcumbent on the purchaser 210to check the aecount‘ '
relatmg to his/her ﬁnancral instrument after makmg the request 212 to deterrmne the riumber of

charges made and/or the amount of each charge (e, wrthout belng prompted to do so)

th ICisa schematrc ‘block diagram of another system for venfymg transactrons or =
-'authorrsatron of transactrons ) ' .
.. The system of Frg IC is substanhally srrmlar to the system of Fig. lB However, the

‘ verlﬁcatlon agent 260 is coupled to-the payment gateway 230 instead of the rnerchant 220, That ;-
T is, the commumcatrons 222 and 262 in Fig. 1B are replaced by the commumcanons 236 and 264, .
' respectwely, in Frg 1C. The: other elements of the system of Frg 1C are rdentrcal or
.‘ substantxally similar to the correspondmg elements of the system of Fig. 1B. Specifically,
- elements having the s same reference desrgnators in ths 1B and IC have 1dentrcal equlva{ent or -

sxmrlar ﬁ.mctronahty In an alternatrve embodiment to that shown i in Fig. 1C, the purchaser 210

_—

T

W

35

. may advise or confirm the individual amounts of each of the multxple eharges drrectly to the

venﬁcatron agent 260 (i.e., not via the merchant 220 and/or. the payment gateway 230)
“Inyet another embodlment, the venﬁcatron agent 260 may be coupled to the merchant’
ﬁnancral mstrtutron 240 instead of the payment gateway 230 or the merchant 220, '
' In yet another embodrment the venﬁcatron agent 260 may be practrsed gsan -
mdependent computer server acgessible to the cemputer systetns of any of the merchant 220 the -
: payment gateway 230 or the merchant s ﬁnancxal mstztutton 240 via the Internet '

o Frg ID isa schematzc block dragram of another system for venfymg transactxons or
authonsatron of transactlons : : ' : '
- The system of Fig. ID is substantlally similar to the system of Fxg IC but also. shows a

~ card scheme network 270 (e.g., Visa, MasterCard® Amencan Express etc ) commumcatxvely L
" coup}ed to the verification. agent 260, the merchant’s financial institution 240 and the purchaser’s -
: _ﬁnancral institution 250, The venﬁcatron agent 260 facilitates debxtmg of the multiple charge

amounts via communications 266 276 with the card scherne network 270, which processes the
“funds transfer via bi-directional communications 244 and 254 thh the merchant ] fmancral
1nst1tut10n 240 and the purchaser s ﬁnaneral mstrtutlon 250 respectrvely Elements havmg the

same reference desrgnators in Figs. 1B, lC and lD have 1dentrcal equrvalent or srmr!ar N

o funcnonahty
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In yet apother embodrment the verrﬁcatton agent 260 may be coupled to the merchant’ s
ﬁnartcral msntutton 240 or the card scheme network 270 mstead of to the payment gateway 230

‘ _or the merchant 220.

In yet another embodiment, the verification agent 260 may be praetised.~as an
independent computer server accessible to the computer systems. of any of the merchant 220, the

' payment gateway 230 the merchant’s ﬁnancra! mstttutton 240 or the card scheme network 270
via the Internet.

Fig. 1E is a schematrc bIock dtagram of another system for venf)ong transactlons or -
authonsatron of transactions. _ : :
Frg 1E includes an mdependent venﬁeatlon agent 260 eommumeanvely coup!ed to’

'systems 270 and 280, which correspond to. the systems of Fi gs, 1B and IC, respecttve!y The

verification agent 260 inFig. 1E typically comprises a eomputer software applxcat:on resrdent
and executmg ona computer server that is mdependent of the computer systems of purchasers g

'merchants, payment gateways, and purchaser and/or merchant financial institutions.

Fig. 1F is aischernatie block diagram of another system for vexifying' transactions 'or
authonsatlon of transactions. B . ‘ ' .

" The system of Fig. 1F is substanttally smular to the system of Fig. 1E, The system of )
Frg lF also includes an independent venﬁcat:on agent 260 oommumcatwely coupled to system
290 which i is similar to the systems 270 and 280 of Figs, IB and 1C, reepectrvely However, a -
card scheme network 295 (e.g., Visa, MasterCard® Amencan Express JCBetc.) is shown

. interposed between the merchant’ ] ﬁnancxal mstltutlon and the verification agent 260. As i m Fig.
- 1E, the verification agent 260 in Flg 1F typtcally comprises a computer software apphcatron

resident and executing on a computer server that is mdependent of the eomputer systems of

' purchasers, merchants, payment gateways, purchaser and/or merchant ﬁnaneral mstrtuttons, and
* the card scheme network ' ’ '

It should be noted that the payment gateway and merchant’s ﬁnancral mstxtutton may be
the same or different organisations. However, when deplcted in various ﬁgures heremaﬁer, the

' payment gateway and/or the merchant’s financial institution represent the orgamsatron(s)
" . nominated by the merchant for the purposes of electronic processmg of transactions usmg

purchaser’s financial instruments. It should further be noted that this document- does not descnbe :
full mtercommumeatrons between the various clearing houses, payment gateways, card scheme :
networks and financial mstrtutmns as th1s may vary accordmg to Iocatxon and is known by those

, skxlled in the relevant arts.

14
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The verification agent does not necessanly prowde payment processmg services and
generally operates in conjunctron w;th third party payment gateways, ﬁnancral institutions, card, C
scheme networks and/or clearing houses. Furthermore, detarls of the actual ﬁnanclal instrument

~used to process a transaction (e.g., card number, card holder’s name, etc.) are not required to be
' known by the verification agent as each transaction may be processed ona case-by-case basis

- ~with reference only to the transaction 1tself mespectwe of the financial instrument typeor

.w )
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Optxonal mtegratxon of a venﬁcatlon agent in accordance with embodiments of the -

\ present invention into existing authorisation, clearing, and settlement processes of the ﬁnancxal
institutions and/or the card scheme network advantageously have the potenttal to reduce costs
assoclated with processmg credit card transactlons Card scheme networks and financial

institutions generally xmplement a three-stage Process for credit card payments, namely 1)
authonsatlon 2) clearing, and3) settlement. Embodiments of the present invention may

advantageously be mtegrated into the authorisation and clearing stages thereby reducing ¢ overall :
processing costs Accordmgly, lransactlons are not settled between the merchant’s and '
cardholder s financial institutions if venﬁcatron is not aclneved Tlus advantageously results in

. reduced mter-bank processmg and fewer chargebacks' (process used to recover funds transferred
mter-bank)

lnfoxmatron that may be transrmtted and/or stored by the venﬁcatton agent on a per-

R transacnon basrs may optronally include, but is not limited to, the followmg

«  Date and time of original transaction;
. .Merchant idcnﬁﬁer,
. , Gateway identifier;
e ' Purchaser’ s financial mstttutron 1dent1ﬁer A
e " Trensaction 1dent1ﬁer (allocated by the merchant, gateway, or venﬁcatlon agent)
»  Predetermined amount of charge, _ o ,
e Card scheme network identifier (e.g., Visa, MasterCard® American Express efc. ), _
‘s Unique purchaser 1dent1ﬁer (allocated independently of the ﬁnancxal mstrument account
. details by the-verification agent, merchant, or gateway), ’ '

‘Financial mstrument country of i rssue,

Financial instrument currency;

-

Exchange rate applied to fransaction;

15
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- . IP address of purchaser durmg transactron as relayed by merchant or. gateway,

;e' Purchaser s email address,
'3 Purchaser s phone number, bemg a SMS or MMS enabled telephone,
e  Amounts of multiple charges provided by. purchaser; - '
"¢ Date and time multiple charge amounts provided by purchaser;
e  Purchaser's IP address and/or emeil eddressand Jor Instant Messaging address or other
 electronically routable addresses used dunng purchaser s provision of multiple charge
. amounts; .
T Purchaser s phone contact detarls, bemg a SMS or MMS of srmrlar message enabled
| elephone used or nominated by the purchaser when provrdmg amounts of muluple
charges; . - :
e Acqurred MAC Address, TMEI, ESN, Serral Number or other hard coded data ﬁxed toa
‘ device used by purchaser when provrdmg the amounts of the mulnple charges;

e  Purchaser’s Personal Identrﬁcatlon Number (PIN) nommated when providing amounts
‘of multxple charges '

Frg 2Aisa ﬂow dragram ofa computer-rmplemented method for venfymg transactrons

- or authonsanon of transactrons

20

, 28

30
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. Referring to Fxg 2A;a request to process an electromc transacuon fora predetermmed
amount of money is received at step 410. The request compnses data 1dent1fymg a particular

4 ﬁnancral instrument nominated by the ongmator of the request.

. Atstep 420, the predetermmed amount is divided into a p!urahty of charges such that
the sum of the individual amounts of the plurahty of charges is equal to the predetermined

. amount of money (i.e., the total transaction amount). The number of individual charges and the _'
‘relevant amounts are preferably determined or ‘selected on a random basis (e. g. by way ofa .
‘ computer software program employmg a pseudo-randorn generator). The number of mdrvrdual

charges and the relevant amounts are stored for later retrieval.
(At step 430, the nommated ﬁnancral mstrument is separately debited wrth each of the
plurahty of charges. ' ' '
‘ At step 440, confirmation of the plurality of charges (i.¢., the number of separate

~ charges and/or the respective amounts) is received from the originator of the request. That is, the |
- ariginator obtains the number of separate charges and/or the respectwe amounts by accessing
 his/her account relatmg to the financial instrument and forwards this information for verification.
ﬂProvrded that the corifirmation mformatron recelved in step 440 15 correet the transaction is

venﬁed at step 450. In determlmng whether the information recerved in step 440 is correct, the

16
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" number of individual charges arrd/or the respective amounts as received from the purchaser) =
* is/aré compared to the number of _'charges and/or the respective amounts as determined in step -

420.

‘Fig. 2Bisa ﬂow dragram of a computer-lmplemented mcthod for venfymg transactxons.:

Referring to Fig. 2B, a request to verify an electronic transactron fora prcdctermmed .
'amount of money is recerved at step 415. ' ’

At step 425, the prcdetermmed amount is drvrded into'a plurality of charges such that
the sum of the 'mdxvrdual _amounts of the plurahty of charges is equal to the pred_etemmed
‘amount of money"(i e., the rotal rrans'action amoant) The number of individual charges and the
relevant amounts are preferably determined or -selected ona random basis (e.g., by way ofa

. computer software program employing a pseudo-random generator) 'I'he number of mdmdual

charges and the relevant amourits are stored for later retneval
At step 435, the multiple charges (e.g., the amounts) are provrded to an entlty to

' facititate debrtmg of & financial instrument.

© . Atstep 445 conﬁrmatron of the plurahty of charges (i.e., the numbcr of separate
charges and/or the respective amounts) i 1s received. This mfcrmatlon originates from the user of
the financial mstmment and is typxcally obtamed by the user. accessmg hrs/her account relatmg to
the financial instrument. ‘ . ' ,
Provided that the conﬁrmatron mformatlon received in step 445 is correct the
transaction is verified at.step 455, In detenmnmg whether the information received in- step 445 is

" correct, the number of individual charges and/or the respective. amounts as received from the

- user of the financial mstrument) ls/are compared to the number of charges and/or the respectlve

| amounts as detennmcd in step 425

The methods and systems described herembefore with referencc to: Flgs 2A and 2B
may advantageously be practised for cross currency tmnsacuons (i.e., transactions in which' the '
currency of issue or operation of a patttcula.r financial mstrument (e.g., credit card, debit card,
charge, card, bank account, etc,) is different to the currency of the transaction (as processed by
the merchant)). A particular dlsadvantage of conventronal cross-currency transactzons, which

‘ typlcally only scttle several days after occurrence of the actual transaction, is that the exchange
rate applied is not contemporaneously known to the purchaser (eg., a cardholder) and the

merchant ‘
' “The plurahty of charges that sum to the predctenmned transaction amount are:stored”

by the verification agent and are later: compared to the values supphed by the purchaser for
authentrcatlon purposes Thc piurahty of charges are preferably stored as charge ratios relatwe to '

17
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the predetermined amount (i.c., the total transaction amount) for later rnatch_ing with the values

B " supplied by the purchaser. The values received by tlre verification agent from the purchaser are -

. -10

s

20.

%

30

s

" modified by the exchange rate between the currency of the ﬁnancral instrument (i.e., the

: purchaser s currency) and the currency of the merchant (e, ‘the currency of the price of the

* advertised item or product). Each of the values supplred by the purchaser (e.g., from his/her bank

statement) are converted by the verification agent into value ratios by drvrdrng each of the
pluralrty of received values, respectrvely, by the sum of the pluralrty of received values. The
value ratros are compared to the stored charge ratios and the transaction is authenticated or -

» venﬁed if each of the value ratros matches a respective stored charge ratio within a predeﬁned -

margm of error of error tolerance (ie., due to roundrng)

Each of the plurahty of charges is converted toa rauo and stored as 2 stored charge T
‘value ratro (SV) as follows: ' ' :
SV, = Value, / (Predeterrmned Amount) _
. 8V;=Value/ (Predetermined Amount) . | o

SVN = ValueN / (Predetermmed Amount)
wherem '
' Value;, Valuez ValueN are the pluralrty of charges
Predetermmed Amount is the total amount of the transactron and
Sum(Z) [Value;, Value;.. .Valuey ]is equal to the predeterrnmed amount as
stored in the currency of the original transaction (i.e., the merchant’s currency). ‘

L Th‘e sum of the s'tored‘ratiosf Suin()_”,) {SV; S'ng .SVN ]= l._

The purchaser s response compnses a pluralrty of response values (RV) correspondmg
to the pluralrty of charges, but modrﬁed by the relevant exchange rate of the day (1 ¢., the current
exchange rate between the currency of the financial instrument used and. the currency of the
transaction & Note that exchange rate (B) need not be known and is generally notknownas
part of the process, and the process mathematrcally eliminates the requrrement to know (ﬁ) in’
order to compare stored versus received values ) R

" Upon receipt of the purchaser 5 response the plurahty of. response values are. converted' '

to purchaser. response ratios (PR) as follows

PR;=RV|/ TRV, RV:.. RVN)
PR;=RVy/ LRV, RVa.. RVN)

18
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PRy= RVN / Z(RV;, RVz RVN)
' wherem '
RV,, RV,...RVy are the plurahty of response values received from the
" purchaser and are related to the plurahty of charges
_ Value;, Valuez . Valuey by the factor (f) )
PR,, PR; PRy are the plurality of purchaser response ‘ratios; and
Sum(¥) [PRy, PRz. . l_’RN_] ~1 subject to an error tolera,nce_ (e). A

Now, if SV; is equal Wlthln a ptedeﬁned error tolerance (s), to any one of PR; to PRN

' then tlus is consulered to be a correct response for predetermmed Value, for the purpose of

verification. A similar process rs perfonned for all the remammg stored ratms by ¢ companng and

) matchmg SV, through SVzv toa correspondmg snmlar response ratio PR; through PRN subject to

the error tolerance (e) . n ‘
Each stored value (SV). must be assrgned a correspondmg PR value untrl all are .

',',-exhausted In the event that there is a mismatch in values or the actual number of SV’s to PR’ s,
* - then the authenncanon process will result iri 8 farl ' '

Further, the exchange rate apphed to the transactlon may! be calculated to wrthm a .
' reasonable error tolerance (e) by dmdmg the predetermmed amount by the sum of the purchaser .

Advantageously, the companson of stored rauos calculated usmg the plurahty of

o charges as numerators. and the predetermmed amount as the dcnommator, ‘with the response '

ratios calculated by usmg the response values as numerators and the sum of the total of the
'response values as the denommator mathemancally elrmmates the requrrement to know fhe S
fexchange rate factor (B) in advance or as part of the process ,

A merchant oﬁ‘ers a product for sale for US$ 105 A purchaser agrees to purchase the
;product for US$ 105.and enters the deta:ls of their ﬁnancral mstrument (data) i into the merchant’

predetermmed amount) into two separate charges usmg a random number generator for example, |
US$59 99 and US$45.01. The sum of the two separate charges is equal to US$105 (i.e., the .
' predetermmed amount). The vcnﬁcatron agent stores the two separate charges as amounts. and as , )
.rattos US$59 997 US$105 0. 571333333 and US$40. 01/US$IOS = 0. 381047619

19



10

5

20

25

WO 2011/120098 PCT/AU2011/000377

The purchaser’s ﬁnancial'iustrufrient however, is in anofher currency so the actual
amounts shown on the purchaser’s bank statement will be modified by the exohange rate of the
day (ﬁ) for that currency: $59.993 and $40.01 B, respectively. The predetermmed amount will

also be modified by the exchange rate, The purchaser will -thus respond to the verification agent

w1th two numerical amounts that dxffer in absolute numerical value, but that are the same relative .

: ratxo to the predetermined amount, namely $59. 99;3 and $45 01p -

The verification agent then calculates the followmg ratios relative to the modlﬁed

‘ predetermmed amount:

$59 99B /($59. 99B + $45 01[3) 0 571333333; and-
$45.01B/ ($59.99_B +845.01 ) =0.381 047619.
As can be noted, the.B. variable is mathematically factored out (i.c., removed), Ieaﬁving.

the relative fatios only, subject to computational rounding errors. To further illustrate, if the
" _ currency of the merchant is the same as the purchaser’s currency, then B w1!1 be equal to unity
o ‘(1), as the PR values will exactly equal the SV values.

Fig. 2C is ﬂow diagram of a computer-irriplethented method for verifying cross-

- currency transactions or authorisation of cross-currency transactions. The method of Fig 2Cis

similar to the method of F1g 2A apart ﬁ'om the addmon of steps 422, 442, and 444, which relate -

specifically to the ercss-currency aspect. In step-422, the pluraltty of c¢harges are converted to
' charge ratios by dividing each of the plurahty of charges by the prcdetermmed amount and
. stored. In step 444, the stored charge ratros are compared to the mformatxon received from the

ongmator of the request (i.c., the purchaser) for perfomnng verification of the transaction. The °
information received from the origiriator of the request comprises a plurality of values which .
correspond to the pluraluy of charges each modified by an exchange rate (i.c., the exchange rate

’ between the purchaser s cuxreney and the merchant’s currency) The plurality of values are
. typically retrieved from the ongmator s bank statement and transmitted to the verification agent
: for authentxcatwn or venﬁcatron Before perforrmng the comparison, the plurality of values are .

o ‘ﬁrst converted to respective ratros by dividing each of the plurahty of values by the sum of the -

30.

35

‘plurality of values. The transaction is verified or authentlcated if cach of the value ratios matcha -
respective stored charge ratio within a predeﬁned margm of error. Step 442 is an optional step, in

which identification data is captured (e g, 1P address serial numbers MAC address, IMEI
address, éte. ) and hnked to the transactrcn and authentlcatxon of the payer (purchaser)

' 'Fig.2Disa ﬂcw dlagram ofa computer—rmplemented method for- venfymg cross- -
currency transactlons The method of Fig. 2D is similar to the method of Fig. 2B, apart from the -

addmon of steps 427, 447 and 449 whlch relate speerﬁcany to the eross-currency aspect In step
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. 427, the p}urahty of charges are converted to charge ratios by dwrdlng each of the plurality of

charges by the predetermined amount arid stored. In step 449, the stored charge ratigs are
com_pared to the information reccxyed from the originator of the request (i.¢., the purchaser) for R

performing verification of the transaction. The information received from the originator of the .

request comprises a plurality of values which. correspond to the plurality of charges each: -
modified by an exchange rate (i.e., the exchange rate between the purchaser s currency and the
merchant’s.currency). The plurality of valuec are typically retrieved from the originator’s bank
statement and transmitted to the venﬁcanon agent for authentication or verification, Before

: performxng the companson, the plurality of values are first converied to respective ratios by -

dividing each of the plurahty of values by the sum of the plurahty of values. The transaction | is

- verified or authenticated if each of the value ratios match a respective ; stored charge ratio within .
a predeﬁned margin of error. Step 447isan optxonal step; in whxch 1dentxﬁcatlon data is captured .

(e g P address, serial numbers, MAC address, IMEI address, etc.) and linked to the transacnon i

and authentlcatxon of the payer (purchaser).

‘The rnethods descr_ibed herei‘nbefore with reference to Figs. ZA, 2B, 2C and 2D are

typically _performed by a veri'ﬁcation agent, also as described hereinbefore.

Fxgs 3A and 3B deprct a general-purpose computer system 300, w1th which the various
arrangements described herem can be practiced. L o '
As seen in Fxg 3A the computer system 300 includes: a computer module 301 mput

E devicessuch as a keyboard 302,a mouse pointer device 303 a scanner 326, 2 camera 327 and a
, mrcrophone 380; and output devrces including a printer 315, a dlsplay device 314 and

: : ‘loudspeakers 317 An externial Modulator—Demodulator (Modem) transceiver device 3 16 may be '
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-used by the computer module 301 for commumcatxng to and from a commumcations

network 320 via a connection 321. The communications network 320 may be a wide-area .
network (WAN), such as the Intemet, a cellular telecoinmunications network, or 4 pnvate WAN,
Where the connectxon Rlisa telephone line, the modem 316 may be a traditional

.- “dral up” modem. Altematxvely, where the connection 321 is a high capacity (e.g., cable)

connectron the modem 316 maybea broadband modem.. A wireléss modem may also be used
for wireless connectron to the communxcatmns network 320. | - |
The computer module 301 typlcally mcludes at least one processor unit 305 and a
memory unit 306.For example the memory v unit 306 may have semxconductor random access
meimory (RAM) and semiconductor read only memory (ROM) The computer module 301 also

-mcludes an number of input/output (VO)- mterfaccs mc}udmg an audro-wdeo interface 307 that
‘ »couples to the video display 314 ioudspeakers 317 and mrcrophone 380 an /O mterface 313 .
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' that couples to the keyboard 302 mouse 303, scanner 326, camera 327 and optionally a Joystlok -
" oor other human interface device (not 1I!ustrated), and an mterface 308 for the external .

" . modem 316 and prmter 315. In some implementations, the modei 316 may be incorporated

o

within the computer module 301, for example within the interface 308. The computer module
301 also has a local network interface 31 I, wh:ch pemuts coupling of the computer system 300

via a connection 323 to a local-area communications network 322, known as a Local Area )

Network (LAN). As illustrated in Fig. 3A, the local c_o_mmumc_atlons network 322 may also

_couple to the wide network 320 viaa connection 324, which would typically include a so-calyled

“firewall” device or device of similar ﬁ_inctionality. The local network interface 311 may
comprise an Ethernet™ cifcuit card, a Bluetooth™ wireless arrangement or an IEEE 802.11
wireless arrangement ‘however, numerous other types of mterfaces may be pracnced for the '

: mterface 311,

The /O mterfaces 308 and 313 may afford either or both of serial and paralle]

' connecthty, the former typically bemg zmplemented according fo the Universal Serial Bus'
* (USB) standards and having correspondmg USB connectors (not lllustrated) Storage.

‘devices 309 are provided and typxcally include a hard disk drive (HDD) 310. Other storage -
devxces such as a floppy disk drive and 2 magnetic tape drive (not iltustrated) may also be used.

* . An optical disk drive 312 is typically provided to act asa non-volat:le source of data Portable
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memory devxces, such optical disks (e.g., CD-ROM DVD Blu-ray DISOTM) USB-RAM

. portable, external hard dnves, and ﬂoppy disks, for example, may be used as appropnate sources
, of data to the systemn 300. '

The «components 305 to 3]3 of the computer modu}e 301 typlcally commumcate viaan -

intercorinected bus 304 and in a manner that results in a conventional mode of operatlon of the

, oor_nputer system 300 known to those in the relev_ant art, For example, the processor 305 is
coupled to the system bus 304using a connection 318, Likewise, the memory 306 and optical

 disk-drive 312 are coupled to'the system bus 304 by oonhections 319. Examples of computers on
’ ~ which the described arrangements can be practised mclude IBM—PC’s and compatnbles, Sun

_Sparcstations,’ Apple Mac or similar computer systems.
' The method of venfymg authonsatxon of a transaction as descnbed herembefore may be |
tmplemented using the computer system 300 wherem the processes of Figs. 1 and 2 may be |
implemented as'one or more software- apphcatxon programs 333 executable within the computer
system 300. In particular, t_he steps of the method of verifying an electronic transaction are -
‘effected by instructions 331 (see Fig, 3B) in the software 333 that are carried out within the

‘ 'computer system 300." The software mstrucnons 331 may be formed as one or more code -

modules, each for performing one or more particular tasks. The software may also be dmded -
into two separate parts, in which a ﬁrst part and the correspondmg code modules performs the
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transactron venﬁoatlon methods and a second. part and the correspondrng code modules manage
a user mterface between the first part and the user.

The software may be stored ina oomputer readable rnedmm mcludmg the storage
devtces described below for example. The software is loaded into the computer system 300 |
from the computer readable medium, and then executed by the computer system 300. A

‘ computer readable medium havmg such soﬁware or computer program récorded on the computer

readable medium i 1s a computer program product. The use of the computer program product in -
the computer system 300 preferably effects an advantageous apparatus for venfymg electromc
transactions. '

- The sofiware 333 is typrcally stored in'the HDD 310 or the memory 306." The software
is toaded into th_e computer system 300 from a computer readable medium, and executed.by the
computer system 3t)0 Thus for ex'ample, the software 333 may be stored on an optically
readable disk storage medrum (eg, CD-ROM) 325 that is read by the opttcaI disk drive 312. A

" computer readable medium havmg such soﬁware or computer program recorded onitis a .
'computer program product. The use . of the computer program ptoduct in the computer

system 300 preferably effects an apparatus for venfymg electronic transactions, _
In some instances, the apphcatxon programs 333 may be supplied to the user encoded on .
one or more CD-ROMs 325 and read via the corresponding drive 312, or alternattvely may be_

» read by the user from the networks 320 or 322. Still further, the software can also be loadcd into
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the computer system 300 from other computer readable media. Corputer readable storage media
refers to any storage medxum that provxdes recorded instructions and/or data to the computer -

- system 300 for execution and/or processing, Examples of such- storage media mclude ﬂoppy
' drsks, magnet:c tape, CD-ROM DVD Blu-ray Disc, a hard disk drive, a ROMor mtegrated

ctrcuxt USB meniory, a magneto-optlcal dlsk or a computer readable card suchasa PCMCIA

card and the like, whether or not such devices dre mtemal or external of the computer

module 301, Examples of computer readable transmrssmn media that may also partrcxpate in the

. provision of software, application programs, mstructlons .and/or data to the computer module 301
.iriclude radio or infra-red transmission channels as well as-a network connection to another

computer or networked device, and the Internet or Intranets mcludmg e—matl transmissions and
mformatlon recorded on Websites énd the lrke '
The second part of the. apphcatton programs 333 and the correspondmg code modules

-mentioned above may be executed to 1mplement one or more graphlcal user interfaces (GUIs) to -

be rendered or otherwzse represented upon the display 314. Through mampulatxon of typically -

A ~ the keyboard 302 and the mouse 303, a user of the computer system 300 and the application may ‘

m_amp_ulate the interface in a functionally adaptable manner to provide controlling commands

~ and/or input to the applications associated with the GUI(s).Other forms of functionally adaptable
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user interfaces may also be :mplemented such as an audxo interface utilizing speech prompts

" outputvia the loudspeakers 317 and user voice commands mput via the microphone 380.

-Fig. 3B isa detaxled schematic block diagram of the processor 305 and 2 “memory” 334. The -
memory 334. represents a logical aggregatmn of all the memory modules (mcludmg the
“HDD.309 and semxconductor mernory 306) that can be ‘accessed by the computer module 301 in
' Fxg 3A. . . B
- ‘When the computer module 301 is mxtxally powered up, a power-on self-test (POST)

program 350 executes. ‘The POST program 350 is typxcally stored in a ROM 349 of the
* semiconductor memory 306 of Fig. 3A. A hardware devxce such as the ROM 349 stormg
' »soﬁware s sometunes referred to as’ ﬁrmware The POST progtam 350 exammes hardware
‘ ,,thhm the- computer modulé 301 to ensure proper functxonmg and typically checks the

. pfocessor 305, the memory 334 (309, 306), and a basic mput-output systems soﬁware
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(BIOS)module 351, also typrcally stored in the ROM 349, for correct- operanon Once the POST' 3
) 'program 350 has run successfully, the BIOS 351 activates the hard disk drive 310 of Frg 3A.

' Activation of the hard disk dnve 310 causes a bootstrap loader program 352 that is ‘resident on
the hard disk drive 310 to execute via the processor 305. This loads an operating system 353 -

_ into the RAM memory'306, upon which the operating system 353 commences operation, The

operating system'353 is a system- level -application, executable by the orocessOr 308, to fulfil

various hrgh level functrons, meludmg processor management memory management, devrce

' 'management storage management soﬁware application mterface and generxc user interface..

The operatmg system 353 manages the memory 334 (309 306) to ensure that each

' process or apphcatxon runmng on the computer module 301 has sufﬁcrent memory in which to

" execute wrthout eolhdmg with- memory.- allocated to another process Fuxthermore the drfferent ‘

* - types of memory avarlable in the system 300 of Fig. 3A must be used properly so that' each

_ process can run effectxvely Accordmgly, the aggregated memory 334 is not mtended to 1llustrate .

a general view of the memory. accessrble by the computer system 300 and how such is used

. As shown in Fig, 3B, the processor 305 includes a number of functronal modules
;ncludmg a control unit 339, an anthmenc logic unit (ALU) 340,and a local or mtemal -
memory 348, sometimes called 2 cache memory. The cache memiory 348 typrcally moludes a

: number of storage registers 344- 346 in a register sectxon One or more intemal busses 341
-~ functionally intercorinect these functional modules. The processor 305 typrcally also hasoneor .-~

" more interfaces 342 for corrunumcatmg with external devices via the system bus 304, usmg a
. _connectron 318. The memory 334 is coupled to the bus 304 usmg a connectlon 319,
The apphcatron progam 333 includes a. sequence of 1nstructrons 331 that may xnclude
: condmonal branch and loop instructions. The program 333 may also include data 332 wluch is -
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used in executton of the program 333 The mstrucnons 331 and the dam 332 are stored in

: ‘mermiory. loeanons 328, 329 330 and 335 336, 337 respectwely Depending upon the relatwe
. _.srze of the instructions 331 and the memory locatmns 328- 330 a particular mstrucnon may. ' be

storedina srngle memory locatron as deprcted by the mstructton shown in the memory

_  location 330. Altemately, an mstructlon may be segmented into a number of parts each of which- ’
js stored‘ina separate memory Iocatron, as depxeted by the instruction segments shown in the -
memory focations 328 and 329 o

In general the processor 305 is glven a set of mstructtons which-are executed therem
The processor 1 lOS waits for a subsequent mput, to whreh the processor 305 reacts to

by executmg another set of i mstructrons Each input may be provided from one or more- of‘ a
‘number of' s sources, mcludmgdata generated by one or more of the mput devices 302, 303 data
. received from.an: extemal souree across one of the networks 320, 302 data retneved from one of '

the storage devrees 306 309 or data. retrieved from a storage medium 325 inserted mto the
correspondmg reader 3 12 all deptcted inFig: 3A. The exeeutton of a set of the instructions may o

‘in some cases result in output of data ‘Execution may also mvolve stormg data or vanables to the
memory 334. ' ’ ‘

The disclosed transactton venﬁcatton arrangements use mput variables 354 Whlch are .

o _'stored in the memory 334 in- correspondmg memory | locattons 355 356, 357 The transactron

.0
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R ‘venﬁcatron arrangements produee output variables 361 whreh are stored in the memory 334 in
'-correspondmg memory locatrons 362, 363, 364 Intermedrate vartables 358 may bestoredin - .
: 'memory locattons 359, 360 366 and 367. ' ' :

Refemng to the processor 305 of Fig. 3B the regrsters344 345, 346, the arithmetic
Iogxe umt (ALU) 340 and the control unit 339 work together to perform sequences of rmcro-

'operattons needed to perform “fetch decode, and execute” cycles’ for every tnstmetlon in the.
" mstructton set makmg up the program 333. Each fetch, decode, and exeCute cycle compnses

(a) a fetch operatlon which fetehes or reads an mstructxon 331 froma memory

”Iocatron 328,329, 330;,

" (b)a decode Operatxon in Wthh the eontrol umt 339 determmes whtch mstructton has-.

'been fetched and -

(c) an execute operatzon in wh:ch the control umt 339 and/or the ALU 340 execute the

- mstructron )

Thereafter 3 further fetch, decode and execute cycle for the next mstrucuon may be

o executed Stmllarly, a store cycle may be performed by which the control unit 339 stores or

writes a value to 2 memory location 332. ‘
' Eaeh stép or sub-process in the processes of Figs. 1 and 2is assoctated wrth orie or more' :

-segments of the program 333 and is performed by the regxster section 344 345 347 the
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© ALU 340, and the control unit 339 in the processor 305 working together to perform the fetch,
) decode, and execute cycles for every mstructron in the mstruetron set for the noted segments of o
the program 333 ST

~The payer authenttcatlon processes described herembefore may also form paxt of a

_ larger process involving an electrome signature for execution of contracts or records whereby
' the authentication process is attached to or logically associated with a. contract or other record

o and executed or adopted by a person w1th the intent to sign the record.. The predetermined sum
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may, for example (i) form part of the monetary consrderatmn assocrated with the contract, (ii) be

- apayment associated with the execution or lodgment of a contract or reeord or iii) bea fee
: charged individually to any, some or. all partiesin-a eontraet from a (thrrd party) service prowder
who acts as an mdependent authent:catron provrder of electronic srgnamres In each case,

successful apphcatron of the process, serves as an attached or associated process for
authentlcatron of each partY's electromc srgnature in relatron to the contract or record. '

_. Generation of the plurality of charges ('which total the.prede'tennined amount) also acts
asa system for dynamrcally generatmg one time keys which must be provided by the cardholder .

asa response to a challenge issued by the verification agent in order to authenticate that specific
- transactron To access the value of the dynarmc keys, the cardholder typically needs to access
’ thelr exrstmg mtemet or telephone bankmg systems and look up and retum the value of the keys '

The methods and systems described herembefore may advantageously be practlsed on a .
per—transactron basxs Unlike other exxstmg systems, pre-reglstratlon of users (¢. g customers or

-purchasers) is.not necessary, which substantxally mcreases convemenee to users. Furthermore,

ﬁnancral mstrument and/or user details are not requrred to be stored by an mtermedrary, whrch

B advzmtageously adds to secunty

The embodrments described herembefore mvolve debrtmg as opposed to-crediting ofa .

' ﬁnancral instrument. This is advantageous in‘that financial instruments such as credit and debit

cards are debited substantially mstantaneously Crediting of such ﬁnancral mstruments, on the
other hand, generally involves longer timeframes due to clearance checks, etc., and is thus much

" slower and not as flexible or convement Aeeordmg to the embodiments described herembefore,

verification can advantageously be provided substantrally mstantly after recerpt ofa user or.

- ~ purchaser request
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"The embodiments described hereinbefore involve actual payment transactions to a

e merchant for good or semces rather than dummy initial, pre-authorisation transactions. Such

10
- relating to or contained within the transaction to verify the authenticity of the transaction. This

- -durmmy transactlons may tmpact a purchaser s desire to subsequently revisit the merchant and

: conclude a transaction, and may also be Imnt_mg in terms_of mltxgatmg fraud. For example,

finangial instrument may be pre-authorised by use-of a dummy transactior, subsequently lost or
stolen, yet still appear as authorised for use untll w1thdrawn by the relevant ﬁnanctal institution.
The period between loss and w1thdrawal is typtcally the period in which fraud occurs, which
makes the pre-authonsatlon less desirable than if i it had not been rehed upon. '

The embodiments.descri'bed hhereinheforead\fantageously use data or information :

. dataor mformanon is known only to the authorised holder of the relevant ﬁnanczal instrument A‘

- 20

and the financial mstrument holder s ﬁnanctal mstxtutxon _

In certain ernbodlments, the methods and systems desenbed herein may be unplemented
for each and every transaction 1mt1ated ona case-by-case ora metchant-by-merchant basis.

In certain embodlments, the methods and systems descnbed herem may be tmplemented

' following a set of risk criteria bemg 1dent1ﬁed 1rrespecttve of whether the method or system has -
previously been n'nplemented for the parttcular financial. instrument. The risk cntena may, for

o example, be determined by the merchant and/or the payment gateway Sueh criteria may, for
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example, include: the product/s or service/s being purchased as part of a transaction 1dent1ﬁed as - -

- being high risk, the product/s or servicels bemg purchased bemg over a monetary threshold

_ value, the purchaser’s request originating from a IP address outstde the range nonnally

- associated thh the ﬁnanctal instrument or from a financial mstrument that has been used to
"make a htgh frequency of purchases recently, or otherwise. ' '

Some advantages of one or moré embodlments desenbed herembefore mclude
(i) Full detatls of the financial instrument itself (e.g., credxt card number and/or
o purchaser s detaxls) do not need to be passed to the venﬁcatnon agent as the
venﬁcatnon agent verifies each unique’ transact:on ona case-by—ease basis (i.e., the
transaction is assxgned a unique 1dent1ﬁer that does not necessanly eorrespoud to |
. any detalls concemmg the ﬁnanctal instrament, payment gateway, or merchant)
' Knowledge ¢ of the actual financial instrument details is not neeessary to perform
 verification, B ' '
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(i)
(iii)

@)

The venﬁcatzon agent is not suscepnble to loss of sensitive data if hacked, as

complete ﬁnancxal mstrument and/or user details are not stored by the venﬁcatxon

agent. . .
In certain embodnnents, transfer of funds from the purchaser s ﬁnancral instrument

to the merchant is initiated immediately and verrﬁcatlon of authonsatxon can be

performed almost instantly or shortly after the funds transfer is requested.

In certain embodiments where the venﬁcatron is via a fmancral institution or card

: scheme network using a verification agent the merchant recezves authorisation for -

the franisaction that has been subjected to verification from the payment gateway. . .
The venﬁcatton agent is thus transparent to the merchant as exrstmg processes '

- continue to be utilised. Commencement of funds cleanng and settlement by the
- financial institutions may be deferred until such time as the purchaser

' ,.authentxoatron is completed thus prowdmg advantages to the ﬁnancral mstltutlon

W

- (_vi.)":.

| -(vii)

(viii)

)

®)

' This also has the beneﬁt of minimal, if any, changes to mtercommumcatrons
‘between the merchant and the payment gateway for the purpose of processmg

t!'&l’lS&CthﬂS

. The purchaser does not have to cornplete, prior to an actual transaction, any.
. mltlahsatron processes mtennedlate or thrrd party sign up/aceount creation,
- advance authonsatron or other processes not directly associated with the purchase

Dependent upon the implementation chosen, the merchant does not have to
complete any intermediate or third party sign up/account creatron, or deal with any -

" financial institutions, payment gateways, and/or card scheme networks other than ‘

those it already deals with.
Verification of authonsatlon ¢an be performed on a case—by-case basrs 1nclud1ng

-and up to the case of each and every transactton

Where a card or other financial mstrument operates ina currency that differs from -

the cun'ency used by a merchant, there is no need to know the actual exchange rate
: ‘between the financial ms,trument_.currency and the merchant’s currency.

The sum of the individual amounts of money charged to the financial instrument
nominated by the purchaser equals the total of the actual transaction as initiated by
the purchaser wrthout the need for separate transactrons to provrde ‘balancmg ‘

_ credits or charges

Conﬁrmatton of the plurality of charges and random amotints charged (the sum of -
whrch equals the predetermined amount) provides a high level of confidence

.against fraud.
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) I

Devices, elecuomcally routable addresses or electromc files used or submxtted as

. partof the verification process may also be hnked to the successful purchaser

(xii)

| (xiii)

‘ authentxcauon and used to xdentrfy the customer for subsequent applzcatzons orlink -
, erthet combmatlon of the customer s real world name, customer identifier, device
. serial number, e]ectromcally routable addresses, ﬁles, financial mstrument and the

transaction to each other
Deyvices, electromcally routable addresses serial numbers, MAC addresses, IMEI

numbers, etc., may be captured for later use as ewdence in chargeback dlspute ‘

situations on a transactxonal basrs and may be optronally linked to the payer -for
future reference. | : .
Unlike pre-assrgned stauc PIN codes logrcally attached to a financial mstmment,

* suchas Visa’s 3D Secure™ or. Mastercard’s SecureCode’" the generation of the

o 'pluralxty of charges act as one time dynarmeally generated code associated with a

i

specrﬁed transactton only This is advantageous asa statrc PIN is not stored
trally, with such-static PIN subject to hacking and unauthonsed use, and, by

- virtue of the plurality of charges acting as one time codes, each transaction has its

own unique authorisation characteristic‘ This affords security which is orders of

' magmtude more difficult to break by hackmg methods than hackmg ofa

conventronal PIN. It also does not suffer from the secunty concerns assocrated w1th :

o storage of card detalls alongsxde a PIN in server systems, and the catastrophrc

consequences of card number and PIN being used by unauthonsed partxes
The tlmmg and optlonally the IP address of the customer accessmg the plurality of
charges via their existing’ mtemet banking can be.recorded by the ﬁnancxal

_ mstltuhon, and, comipared fo the timing and optionally the IP address of the
_Tésponse to the. venﬁcatron agent, prowde further evzdence of authonsatzon by the '

: cardholder

INDUSTRIAL APPLICAB!LITY '

The arrangements desmbed are apphcable to the computer and data processmg

industries anid particularly for processmg and verifying electtomc transactions.

“The foregoing description provxdes exemplary embodiments only, and is not mtended to hmlt the

- scope, applicability or configurations of the present invention. Rather, the descnptxon of the

35

-exemplary embodiments provides those skilled in the art with enabhng descriptions for

1mp1ementmg embodlments of the invention. Vanous changes may be made in the function and

’,arrangement of elements without departmg from the spmt and seope of the invention as set forth-

~inthe claxms heremaﬁer
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Where specrﬁc features, elcments and steps referred to hérein have known eqmvalcnts

in the art to which the invention relates, uch known equivalents are deemed to be mcorporated

“herein as'if individually set forth. Furthermore fcaturcs, elements and steps refen'ed toor -
denscnbed in relation to one parhcular embodiment of the mventlon may form part of any of the .

other embodnments unless stated to the contrary

" (A ust_ra!i'a Only) In the context of this spcciﬁcaitioh, the word “comprising” means
“including principally but not necessarily solely” or “having” or “including”, and not “consisting }

only of”. Variations of the word "comprising"; such as “comprise” and “comprises” have
nly ‘ > W pr P

* correspondingly varied meanings: ’
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CLAIMS:

1. A computer-implemented method for verifying authorisation of a transaction, said
method comprising the steps of: .

receiving-a request to process an electronic transaction for a predetermined amount of
money, said request comprising data identifying a particular financial instrument;

dividing the predetermined amount into a plurality of charges; -

causing said ﬁnéncial_ instrument to be debited with each of said plurality of chafgesg

receiving information relating to said plurality of charges from the originator of saiﬁ,
request; and . '

verifying sald transactlon only. 1f said information is correct.

.2. = . The computer-implemented method of claint I, wherein the sum of said plurality of

charges is equal to said predetermined amount of money.

3. . The computer-implemented method of claim 1, wherein said plurality of charges

compnscs ‘two charges.

4, The computer-implemented method of claim 1, wherein said financial instrument,

comprises a credit card.

5. "The. computer-lmplemented method of claim 1, wherein sald ﬁnanmal mstrument
compnses one of the group of ﬁnanclal mstruments consisting of:

a credit card; '

a-debit card;

a charge card;

a store card,

-a direct debit facility; and
a bank account..

6. The computer-lmplemented method of claim 1, wherein said mformatlon comprises the

amount of each of said plurality of charges.

7. The computer-implemented method of claim 1, wherein said information qupﬁses the

‘number of said plurality of charges.
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8 T A computer system for verifying authorisation of a transaction, said computer system
- comprising; '
a memory for storing data and program.instructions; and
at least one processor coupled to said memory, said at least one processor programmed
to:
receive a requeést to process an electronic transaction for a predetermined amount of
money, said request cqimprisin.g data identifying a particular financial instrument;
divide the predetermined amount into a plurality of charges;
cause said financial instrument to be debited with each of said plurality of charges;
receive infoﬁnntion relating to said plurality of charg;s from the originator of said request; and

verify said transaction only if said information is correct. -

9. The computer sy;sggm according to claim 8, wherein the'sum of said plurality of charges

' is equal to said predetermined amount of money.

10, The computer system of claim 8, whefein said plurality of charges comprises two
charges.

11. - The computer system of claim 8, whefqin said financial instrument comprises a credit
card. ' ' ' '

12, The computer system of claim 8, wherein said financial instrument comprises one of the

group of financial instruments consisting of:
a credit card; |
a debit g:a’rd; '
a charge card;
. astore card;
a direct debit facility; and
a bank account..

13. The computer system of claim 8, wherein said at least one processor is programmed to

confirm the amount of each of said plurality of charges.

14. The computer system of claim 8, wherein said at least one processor is programmed to

confirm the number of said plurality of charges.
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-~ 18 A computer program product comprising a computer readable medium comprising a
computer program recorded therein for verifying authorisation of a transaction, said cofnpufer
program product comprising; '

computer program code means for receiving a request to pfocess an electronic
" transaction for a predetermined amount of money, said requést comprising data identifying a
partlcular financial instrument;

computer program code means for dividing the' predetermmed amount into a plurality of
charges; _

_computer program code means for causing said financial instrument to be debited with
each of said plurality of charges; .

computer program code means for | recelvmg information relating to said plurality of
charges from the originator of said request and .

computer program code means for verifying said transaction only if said information is

correct.

16. The computer program product accordmg to clalm 15, further compnsmg computer -
program ¢ode means for determining said plurahty of charges such that the sum of said plurality

.of charges is equal to said predetermined amount of money.

- 17. The computer program. product according to clalm 15, wherein sald plurality of charges

compnses two charges.

18. The computer program product according to claim 15, wherein said financial instrument

comprises a credit card.

19.  The computer program product according to claim 15, wherein said financial instrument
co,inpﬁscs one of the group of financial instruments consisting of: |

a credit card; -

a debit card;

a charge card;

a store card;

a direct debit facility; and

a bank account..
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20. The computer program product according to claim 15, wherein said information

" comprises confirmation of the amount of each of said plurality of charges.

21. The computer program product according to claim 15, wherein sald information

comprlses confirmation of the number of said charges .

22, The method of claim 1, comprising the further steps of:
storing said plurality of eha'rges; and _
‘ eon'iparing said information received from the originator of said request to said stored
plurality of charges to detemnne whether said information received from the originator of said -

request is correct.

23. The computer system of claim 8, wherein said at least one processor is further

programmed to:
store said plurahty of charges; and
compare said information received from the originator of said request to sald stored

plurality of charges to determine whether said information received from the originator of sa1d

request is correct.

24, The cemputer program product according to claim 15, further comprising:
* computer program code means for storing said plurality of charges; and
computer program ¢ode means: for comparing saxd information received from the
ongmator of said request to said stored plurality of charges to determine whether saxd

information received from the originator of said request is correct.

25. A computer-implemented method for verifying transactions, said method comprising
the steps of:

receiving a request to venfy an electronic transaction for a predetermmed amount of
money; ‘
l dividing said predetermined amount into a plurality of charges; .
providing said plurality of charges to facilitate debiting of said financial instrument with
each of said plurality of charges;

receiving information relating to said plurality of charges, said information originating
from a user of said financial instrument after said plurality of charges has been debited to said
financial instrument; and 4 |

verifying said transaction only if said received information is correct.
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. 26. . - The computer-implemented method of claim 25, wherein the sum of said plurality of

charges is équal to said predetermined amount 6f money.

27. The computer-implemented method of claim 25, wherein said plurality of charges

comprises two charges.

28. The computer-implemented method of claim 25, wherein said financial instrument
comprises one of the group consisting of:
| a credit card;
a debit card;
a charge card;
a store card;
a bank account; and

a direct debit account facility.

29. The computer-implemented method of claim 25, wherein said information relating to said -
. plurality of chérg"e__s comprises one or more of the group consisting of:
the amount of each of said plurality of charges; and

the number of said pluraiity of charges.

30, The computer-implemented method of claim 25, compn'sing the further steps of:
' ; stormg information relating to ‘said plurality of charges; and '

comparing sald recewed information to said stored mfonnatmn

.31, o The computer-implemented method of claim '25, wherein the party performing the

comiputer-implemented methiod is proVided with insufficient information to enable i(‘i_cq:tiﬁdéation

. of said financial instrument,

32. The computer-implemented method of claim 25, comprising the further step of storing a
currency exchange rate associated with said transaction.
33. A computer system for vén'fying transactions, said computer system comprising:
a memory for storing data and program instructions; and '
_ at least one processor coupled to said memory, said at least one processor programmed

to:
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receive a request to verify an electronic transaction for a predetermined amount of
* money;
" divide said predetermined amount into a plurality of charges;
provide said plurality of charges to facilitate debiting of said financial instrument with
each of said plurality of charges;
receive information relating to said plurality of charges, sa?d-i'nf_onn"ati'on origihatihg
from a user of said financial instrument after said plurality of charges has been debited to said
financial instrument; and __ |
verify said transaction only if said received information is correct. -

34,  The computer system of claim 33, wheréin the sum of said plurality of charges is equal

to said predetermined amount of money.

35. The computer system of claim 33, wherein said plurality of charges comprises two
charges. '
36. _The computer system of claim 33, wherein said financial instrument comprises one of

the group consisting of:
. a credit card;
a debit card;
a charge card;
a store Cérd;
abank account; and -
a direct debit account facility.

37. The computer system of claim 33, wherein said information relating to said plurality of
charges comprises one or more of the group consisting of;
the amount of each of said plurality of charges; and

the number of"said plur'ah'ty of charges.

38. The computer system of claim 33, wherein said at least one processor is further
programmed to: , :
. store information relating to said plurality of charges; and

compare said received information to said stored information:.
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39. The computer system of claim 33, wherein the party performing thie computer-
. implemented method is provided with insufficient information to enable identification of said

financial instrument.

40. The computer system of claim 33, wherein said at least one processor is further

programmed to store a currency exchange rate associated with said transaction.

41, A computer program product comprising a computer readable medium comprising. a
computer program recorded therein for verifying trarisactions, said computer program product
. compnsmg

- computer program code means for reccwmg arequest to venfy an electromc transaction
for a predétermined amount of money; _

computer program code means for dividing sald predetenmned amount mto aplurality
of cha.rges ; ‘ '

computer program code means for providing said plurality of charges to facilitate
debfting'of said financial inétru:rient with each of said plurality of charges;

.computer program code means for receiving information relating to said plurality of
charges, said information originating from a user of said ﬁnancidl' instrument oﬁer said plufali_ty
of charg&s has been debited to said financial insttument; and

computer program oode means for verifying sald transactwn only if said recewed

mformatlon is- correct

42, The computer program product of claim 41, wherem the sum of said plurality of charges

"is equal to said predetermined amount of money.

43 The computer program product of claim 41 wherem sand plurahty of charges comprises
two charges. ‘
44, The computer program product of claim 41, wherein said financial instrument

comprises one of the group consisting of
a credit card; .
_a debit card;
a jchgrge\card;
a store card;

a bank account; and
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a direct debit account facility.-

45.  The computer program' product of claim 41, wherein said information relating to said -
plurality of charges comprises one or more of the group consisting of:
the amount of each-of said plurality of charges; and

the number of said plurality of charges.

46, The computer program product of claim 41, further comprising:
‘ computer program code means for storing mformatlon relating to said plurahty of
charges; and
computer program code means for comparing said received ihformatio,n’ to said stored

information.

" 47.  The computer program product of claim.41, wherein the party performing the computer-
implemented method is provided with insufficient information to enable identification of said

financial instrument.

48. The computer program product of claim 41, further comprising computer program code

mieans for storing a currency exchange raté associated with said transaction.

49. The cofnputer-implemented method of claim 1 or claim 25, wherein said received |
ihformation comprises a plufality of values each modified by a"sing'le qurrcncy exchange rate,
and sald method comprises the further steps of: )

converting each of said plurality of charges to a respective charge ratio by d1v1dmg each
of said plurality of charges by the predetermined amount, '

' stonng each of said charge ratios;

converting each of said received plurality of values to a respective value ratio by
dividing each of'said plurality of values by the sumi of said plurality of values;

comparing each of said value ratios to said stored charge ratios; and

verifying said transaction if each of said value ratioé matches a respective stored charge

ratio within a predefined margin of error.
50. The coimputer system of claim 8 er claim 33, wherein said received information

comprises é_\ plurality of values each modified by a single cunenéy'ethange rate, and said at

least one processor is further programmed to:
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convert each of said plurality of charges to a respective charge ratio by dividing each of
" said plurality of charges by the predetermined amount,

store each of said charge ratios;

convert each of said received plurality of values to a respective value ratio by dividing
each of said plurality of values by the sum of said plurality of valugs;

compare each of said value ratios to said stored charge ratios; and

verify said transaction if each of said value ratios matches a reépectivé stored charge-

ratio within a predefined margin of error.

51. The computer program product according to claim 15 or claim 41, wherein said
received information comprises a plurality of values each modified by a single currency
exchange rate, and said computer program product futther comprises: '

computer program-code means for converting each of said plurality of charges to a
'respectivc charge ratio by dividing each of said pluraiity of charges by the predetermined
amount; . . . o .

computer program code means for storing each of said charge ratios;

computer program code means for convcrtiné each of said received plurality of values
to a respective value ratio by dividing each of said plur’aiity of values by the sum of said plurality
of values; ' _ . ‘ T
computer proﬁr'a,m code means for comparing each of said value ratios to said stored
charge ratios; _anﬁ : -- . '

computer program code means for verifying said transaction if each of said value ratios

- matches a respective stored charge ratio within a predefined margin of error.
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