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FAULT TOLERANT COMPUTER MEMORY SYSTEM Wm-l

The present invention is directed to & fault_tolerant computer rnemorr system according to the
preamble of claim 1 and a method of claim 5.

As semiconductor memory chips are devsloped with smaller and smaller feature sizes and a cor
responding increase In circuit packaging denslty, additional error comection methods, such as on-chip emor
correction, become more and more important. in general, memory errors occurring on a chip fall into two

 distinct catogories: hard errors and soft errors, Soft enors are typically transient events, such as those
Induced by background. fevel ajpha particle radiation or caused by parametric process sensitivities that
create “weak cells™, Weak celis are those that fall upon application of uniqus voltages or data pattecns, or
are gtherwise sensitive 1o noise, printed image size or image tracking. With Increasing chip densities, soft
errors bacome mors frequent. Thus, increasing chip density dictatos a greater nesd for en-chip error
correction capabilities, gspecially for soft smors.
lnaddmontomeomncadwﬁmmwcanusuallybeeomcbdhyemrcommncodmg
. Cireuitry, there Is also the possibility of hard errors. Hard etrors often arise out of Imperfect manufacturing
conditions including device contamination. With increasing memory densitiss, perfection in chip manufac-
wre Is very difficutt. Thus, hardarrorsmaybepresentlnaddiﬂontosoftemrs Moreover, hard errors have
tha seemingly paradoxical benefit of generally beiag able to be repeated. i is however the reproducibility of
such arrors which provides a mechanism for thelr coraction (see below). One of the commeon forms of hard
error eccurring In 8 memory systern or chip Is the occurrence of a “stuck at* fault in which one of the
memory locafions continually Indicates a zero or one output response in one or more bit_ positions,
irrespactive of the spectfic contants of the memoary cell.

Such a fault tolerant semiconductor memory systom Is disclosed In US-A 4,748,627 desctibing an error
correction function used In conjunction with 2 refreshable memory but providing the abifity to end the error |
correction function when data is fo be tead from cells that are questionsble, Multi-levsl correction aspects
and the rofe of hard errors do not appesr fo be considered. .

The US-A 4.335.459, R. L, Mifler titied "Single Chip Random Access Memory with increased Yield and '
Relisbility* appears to disclose a multi-chip memory system in which chip Includes Its own on-chip error
correction (see esp. column 12), However, there dass not appear to be any appreciation of the nesd to
effoctivefy turn off on-chip error correction to cotrect hard errors $0 as fo be able to make the use of the
complementrecomplement algorithm, or of the desirability of doing 30 in terms of overall memory refiability.

{EEE, July 1887, "Cost Analysis of On-Chip Error Control Coding for Fault Tolerant Dynamic RAMs® by
N. Jarwala and D. K. Pradhan, pp. 278-283 appears to disclose & cost analysis for two different error
correcting codes that may be employed on-chip in high density DRAMs. Multl-level coding schemes do not
3ppear {0 be mentioned.

While there are many dlfferent ermror comection codes that are applicable and available for use In
conjunction with memory systems, one of the most popular class of codes that have been employed for this
purpose are codes with 8 minlmum distance of four between code words, Such codes ere capable of single
error comection and double error detection. These codes are well known and easlly implemented and have
a proven track record of rollability and sase of manufacture, particularly in terms of simplified circuitry and
minimum consumption of chip "real estate™. Clearly, single errors, whether hatd or soft in nature, pose no
problem for such codes. in eddition, such codes can detect the prasence of double errors, of either the hard
or soft variety, but cannot generally correct them. In the event of two soft errars, it does not appear that
corraction is generally possible using such codes and decoding techniques. However, the presence of two
hard emors or one hard and one goft emor, does lend ™ itself to the utilization of the
complement/recomplement algorithm for double error correction. This algorithm is aiso referred fo as the
double complement algarithm. This method is, for example, described In an arficle by C. L. Chen and M. Y.
Hsteo, “Error-Cormrecting Codes for Semiconductor Memory Applications, a Stats-of-the-Art Review", IBM
Journal of Research and Develapment, pp. 124-134, March 1984. This algorithm takes advantage of the fact
that hard errors are in general reproducible, As a result of this It is possible o be able to identify bit
positions which are in error. With this knowledge, double eror correction can in fact be carried out. #f is
thus seen that the reproducibliity of hard errors renders it possible to improve the refiabifity of information
storage systerns which are subject to hard-hard emors or hard-goft errors without increasing code word
length. Thus, aspecis of memory chip design which tend to defeat hard error reproducibllity. also present -
barders to system level double error cormection sspecielly in systems which ere deslgned around existing
single error correction and double error detection codes and circultry.

Memory architecturs itself glso plays a role In eror corraction conslderations. In pamcular. it Is often
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desirable to access a double word (64 bits) of memory data whereln each bit of the double word Is supplled
from & separate memoty chip. This memory erchitecture s usoful in that it can provide refiabiflty and speed
advantages. Ertor correction coding methods are also applled to the double word of data. This Is referred to
herein as system level arror correction (and detection), It s at this level that the complementirecomplernent
algorithm Is employed to corract hard-hard and hard-soft errors, that Is, doublle errors which are of a hard
variely. In particular, this means that 2 certain number of memory chips are solely devoted 1o the storage of
redundant coding information, typicaliy of the parity or check sum variety.

Accordingly, it is seen that it is desirable fo construct memoty systems which employ on-chip error
corraclion and detection capebiiities as a result of high circult packaging densities. SEC/DED codes are
limited to correction of only 1 bit of thelr data words, For this reason, it is ‘necessary to prevent any and all
bit correction upon detection of a multiple eror. With data correction inhibited, multiple errors cannot cause
the SEC/DED system to erroneously elter @ good data bit. The multiple error coadition {8 then cleared
during "write back" (i.e., the operation of transferring the on-chip ECC word with its sppropriate check bits
back into the DRAM cslls) through the on-chip ECC systam as valid checkbits are genarated from the
unaltered data word. In this system, damage o the data word Integrity is limited to the original multiple
errors. Although these etrors can no longer be delected, the ECC system cannot cause dogeneration of
data word during subsequent accesses.

The result of using this method ts that all errors at the chip level appear soft. Detection of bad memory
cells in manufacturing test is effectively done with pattern testing by comparing expect data with the entire
ECC word. The bits in error are ezsily noted and the qualily of hardware under test Is easily evaluated. But
In actual memory systermn coperations, the total ECC word Is not read out of the memoty chip. Moreover, the
number of bits that are typically read out Is small, This greatly Increases the probabiilty of missing the bits
In error, after a multiple ecror in the chip data word has occurred. Such uncorrectable eirors at the system
leve) tend to cause major system failures, Upon occurrence of such an error, subsequent merory
operations genecally cease. At the same tme, if Is also seen that it s desirable to employ systetn level
error correction and dstection circuitry to increass memory reliability. tt is this situation which produces the
problem which is solved by the present invention. In particular, at the system lsvel it Is desirable to beiable
to employ the complement/récomplement algorithm to increass overall memory system reliability particu-
larly through correction of double ermrors which would not otherwiss be corrected. However, the
complementrecomploment algosithin depends upon the ability to be abls to reproduce hard errors.
Howsver, it is noted that the on-chip error corraction capability can actually mask the presence of hard
efrors associated with a given chip. ' :

Accordingly, it Is the object of the present invention to solve the antagonism that can exist between chip
level and system level error correction systems in fault tolerant memory systems.

it Is a still further object of the present invention to provide semiconductor memory chip designs which
facilitate the reproduclbility of certain chip tevel errors, to facilitats the correction and detsction of hard-hard
and hard-soft memory system errors, and to ensble memory systems to apply the double complement
procedure to recover data when there is an uncorrectable error in the system levs! error cotrection coding
circuliry. : )

The solution is described in the characterizing parts of claim 1 for the system and of claim 5 for the
method.

In accordance with a preferred embodiment of the present invention, a fault tolerant computer memory
systern comprises a plurality of Individual memory unlts. Each memory unit contains a plurality of memory
celis and unit level error correction and detection means. Also present ars a plurallty of unit level means for
indicating the presence of uncormrectsble errors, these means being associated with distinct ones of the
memory units. The uncorrsctable error Indication means operates to disable the .unit leval efror correction
function upon the occurrence of an uncomrectable arror. The memory units are preferably linked together
through a system level register which recelves data from individual memory units. The memory system also
preferably includes systam level correction end detection means which receives data from the system level
register. In preferred smbodiments of the present invention the memory units ars best thought of as being
individual semiconductor memory chips with on-chip error comection and detection means. Additionally,
each chip 1s best percsived as supplying a single bit (at one time) of information to a system level word-

 size reglster which is also provided with system level error corraction and detection capability.

One of the sffects of the operation of the present invention {5 the carrying out of an effective temporary
“chip kill* upon the occurrence of an uncomectable error assoclated with a given chip. In effect, the
occurrence of such an error on a chip causes the unit fevel error correction function to be disabled, for
example, by providing an all 2ero syndrome. While this is aimost certain to gsnerate subsequent systsm
love! error indications, the reproducible nature of the forced chip emror stilf renders it possible for system
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level siror comection and detaction circultry to perform complementirecomplement correction. In spite of
the foct thet the present Invention disables unit level emror comection in one of the memory units,
nongtheless overall memory system rellabllity Is enhanced becauss of the reproducible nature of the forced
~errors that result. Accordingly, the highly counterdntultive result Is .that overall memory rellsbility is
enhariced even though an emror correction component Is effectively disabled. _
The subject matter which is regarded as the lnvention is particularly pointsd out and distinctly claimed
in the copcluding portion of the specification. The invention, however, both as to organization and method of
practice, togather with further objects and edventages thersof, may best be understood by referencs to the
following description taken in connaction with the accompanying drawings in which:
Fig. 1 is a pertially schematic block diagram fliustrating a memory organizetion which is parﬂculaﬂy
suiteble for implementation of dual leve! error comection;
Fig. 2 is a partial block disgram similar 19 Fig. 1 but which particularly illustrates modifications made
to provide unit level corraction disablement means disposed on the individual memory units (chips).
Fig. 1 lllustrates a memory organization which is parficufarly sultable for the employment of the present
invention. In particular, Fig. 1 lllustrates a computer memory organization comprising & plurality of 72
" individual memory chips 10. However, it should be appreciated that the present invention is not limited to
semiconductor memories but is generally applicable fo any computer memory system in which a plurality of
memory units each provide single or multiple culput bits to & register and in which beth unit level and
. system love!l eaor correction clreuitry: I8 employed. in the system shown in Fig. 1, each of the 72 memory
units 10 supplles z single bit to system level or Weregister 25. Reglster 25 Is slso seen to supply output
data through system level errar correction circultry 30. Furthermore, it Is also seen that chip or urit level
eror correcting circuitry 20 is provided on each of the memory units or chips 10.

In the particular embodiment shown in Fig. 1, &t is seen that cell array 12 is organized in words of 137
blts occurring in selected word line 14. Of these 137 bits, 128 bits comprise dets bits with the remaining ©
blfs being parity check bits. This is sufficient to provide on-chip single. error cotraction and double error
detection. The 137 bits of cell array information 18 are selected from ward tine 14 and passed on to chip
level error correction circuitry 20 which provides 128 bits of corrected data to static register 8. Memory
untt 10 is also supplied with address ficld Information (not shown) which is employed by decoder 22 to
select a single output bt from stsbic register 18. The oulput of decoders 22 In chips 1 through 72 are
supplied fo corresponding cells in register 25. These cslis typically comprise flip-tiop circuit elements. In
particular, it Is seen that system level register 25 Includes 72 bits of information of which 64 bits compriss
data with 8 blts comprising parity check information. Again, single error correction and double error
detection are possible with this degree of redundancy. The specific nature of the code or of the detection
and correction circulfry employed either at the unit lavel or at the system level are substantially ircelevant to
the practice of the invention. Any suitable code may be employed for this purpose.

The disadvantage of the system shown in Fig. 1 is that hard errors such as “stuck at" faults occurring
in a particular cell array 12 render it impossible far system level ecrar corraction coding methods to employ
the complement/fracormnplement method for recovering from hard-hard and hard-soft emrors (that Is, double
errors which are herd in aature). It ts further noted that the specific structure of the memory systemn shown
in Fig. t should not be construed as limiting the present lnvention. In particular, the choice of codes, as
indiceted above, is relatively arbitrary, as is the number of chips employed and the parfioular word
organization of cell arrays 12. The rolevant aspects of Fig. 1 encompass the dual level emor correction
capabllities and the independent organization of the memory units, parficularly with- respect to their
supplying independent bits of information to register 25,

In order to more fully comprehend the problem associated with the memory system of Fig. 1.
consideration is now directed to a simplified example of the probloms that csriain hard erors such as
“stuck at” faults can engender. In particufar, consideration is given to a memory structure In which each
word comprises 8 bits, the first 4 bits being data bits and the last 4 bits being parlty sum check bits. In
particular, and solely for the purposes of explanation, it is assumed that the error correcting code matrix is

the one provided In the table below:
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10111000
11010100
111000 1 0 .-
0 1 110 0-0-1

TABLE I

Itlsalsoassumedmatmerearepresenttwo'smckat'feumoeeurnnginmanrsumoulpmbupodﬂons
of the memery aray being described. If four bits of deta 0000 are written Into the memory, the word written
into the array is 00000000 In accordance with the matrix provided above. However, the data read out of the
memory is 1100 indicating an error pattern of 1100 bacause of the two “stuck at* faults. Howaver, if the
data 0100 is desired fo be stored In "the memory array, the word written into the array is 01000111 in
accordance with the perity check matrix impled by the matrix given above. However, again becauss of the
two “stuck at” faulls In the first two output bit positions the word read out of the amay is 11000111.
However, because of the unit level error correction capabliifies, fhe data reed out of the memory Is Indicated
as 0100 clearly implying an error pattern of (000 since fhis Is the same paitem writtsn into the memeory.
Thus it Is seen that, depending upon the data writien inta the memeory, the existerics of “stuck at* faults can
be masked. it Is In fact the masking of these faults which would normally prohibit application of the
complementfrécomplement algorithm for correcting hud-hard errors. The situation ebove i3 summarized in
the table below:

TABLE

STUCK AT FAULTS
WRITE DATA
WRITE WORD
READ DATA
ERROR

WRITE DATA
WRITE WORD
READ WORD
READ DATA
ERROR

C) ot mh ok =t -t A OO -

QO A0DO =00 ~

OO0 O0O0O0O0
ooooOoOnKDOoOOOQ0

Attention ts now specifically directed to Fig. 2 In which memory enits 10 have been modified as
indicated in accordance with the prssant invention. in particular, It is seen that ia Fig. 2 unit or chip leve!
emror correction circuit 60 is employed to provide an uncormrectable emor detection signal froim syndrome
generator 91 through AND-gste 83 and OR-gate 56 to latch 55, which provides a correction inhibit signal to
decoder 92 of chip level ECG clreult 80. The chip Is firet infllslized to have cotrect data and parity bits in all
the ECC words “behind" the on-chip ECC. Upon complstion of the Iniialization, the SET MODE A signal
lins is used to set latch 52 such that the uncorrectable error detection signal from syndrome ganerator 91
can sot latch §5 through AND-gate 53 and OR-gate 58 fo disable unit level error correction. _

The SET MODE A signal line is employed in accordance with standard known methods such as
applying an over voltage for an existing Input or inputs or in accordance with newly defined JEDEC
standard in which CE and W are active before RE and In which addresses at RE are decoded to provide
the SET MODE A input signal. The reset input R of laich §5 is supplied in generally the same fashlon as
discussed eariler for tho SET MODE A input. The RESET MODE A slgnal line rassts only latch 55 aflowing
normal operation to ratum after system error recovery s accomplished and data can be read from the amray
until another multiple error is encountered. RESET MODE B, again supplied by method given above, Is
used to disable the feature of data correction by inhibltion. SET MODE B agaln is supplied by techniques
previously discussed and is used to set latch 55 through OFi-gate 58 to allow memory bit mapping by
inhibiting chip level ECC data correction.

The use of RESET MODES A or B or SET MODE B Is used in conjunction with system error recovery
% allow the data from the bad area "behind" the on-chip ECC to be mapped and corrected and placed info
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another array with the use of normal chip spating methods, SET MODE B is used for system diagnostics by
inhiblfing on-chip ECC efror corraction so as fo allow memory bit mapping of bad deta locetions. The
grwlﬁyshownmﬂﬂn blockwmpmsmaddiuowdmusemptoyed on-chip to carry out the present

Accordingly, it is seen that the data from arrey chip 12 Is suppﬁ'ed [ regisfér 16 vihich is capable, in
the example shown, of storing 137 bits of information. These 132 bits include 128 data bits Di (1 = 1, 2, ..,,
128) end nine enror corraction check bits. Reglster 18 supplies data bits DI direclly to error corrector 50.
Additionally, register 16 also suppEes all 137 bits from cell array 12 to syndrome generator 81. Syndrome
generator 81 and decoder 92 operate fo gonerats a conector which Is entirsly zero In the event that no
errors occur. Furthermors, in the case that etrors do ccour, syndrome generator 81 and dgcoder 92 operate
o supply a blnary output vecfor having bits tumed on In the positions in which It is desirable to correct
errors. The blnary output veclor from decoder 92, indicating error positions, is generated from the
syndrome vector in ways that are well known to error correction code practifioners, Ttius in Its normal mode
of operation, when a single ermror is detectod the output generated by syndrome generator 81 and decoder
92 represents a vector having 128 positions one of which Is a binary 1 in the position In which the single
etror has occurred. This permits the vector output from decoder 82 to be Exclusive-ORed with data bits Of
from register 16. For example, If there is an ervor indicated in bit position 57.then data bt D57 Is Exclusive~
ORed with bit position E57 from bleck 90. This Exclusive-OR operation is carried out in Exclusive-OR block
XORS7, es suggested in Fig. 2. Thus,; the Exciusive-OR blocks in emror corrector 50 operate as conditional
inverters causing a correction upon the condition thet an error has bean found in a spacific bit.

However, in the present lnvention syndrome genarator 91 provides an uncorrectable error detect signal
to AND-gate 53 and decoder 92 can recéive back a correction Inhibit signal from fatch 55, which forces the
input syndrome to the decodsr S2 to be set fo all 2erces, itrespective of the presence or absence of error
Indications in the decoding process. This effects a disablement of the chip level error correction ceding
cireuitry, When the syndrome is set fo all 2erces, the Exclusive~OR operation canied out by error corrector
S0 foaves data bits Di intact. Atternatively, correction inhiblt signals can operata directly on the output frem
docoder 92 to provids a sst of zero cotractor bits E1 to corrector 50,

In preferred embodiments of the present invention, the signel to set the syndrome fo an all zero valus is
derived from on-chip control logic 80. In this way, ons<chip means are provided for disabling the on-chip
emor correction circultry. The disablement of the on-chip etror correcting circultry actually enables the
double complement algorithm to be camied out at the system fevel and furthenmore allows dlagnostic
mapping of the memory to be done. This functionality is very desirable during memory test operations
when it Is deslirable to be able to determine the presence of faulty memory locations.

More importantly, this provides the abllity to reproduce hard errors, a property which is necessary for
the proper operation of the complementfrecomplement method employed for error correction of hard-hard
errors at the systsm level. In this way, when the memory unit moditications shown In Fig. 2 Is employed in
a fault tolerant memory system, greater systom reliabifity is achievable. Without the memory unit modifica-
tion, whenever there Is a double error at tha system level, the data is not recoverable. With the memory unit
modification, all harg-hard and hard-soft errors at the system level are correctable.

From the sbove, it should be appreciated that the present invention provides a mechanism for
enhanced fauit tolerant capabililes in memory systems, parficularly high density ssmiconductor memories
comprising & plurality of integrated circuit chips. More particularly, it is seen that the present spplicants
have provided a counter-intuitive approach in which chip level memory system emor cotrection functioning
is disabled in order t¢ Improve overall system level error cormrection capabilities, Thus, applicants have
employed the sesmingly paradoxical approach of forcing errers to improve error comrection capabifities. it is
therefore ssen that applicants have contributed to significant advances in the areas of memory architscture
and ervor correction. It Is further seen that applicants have done so at minimal cost and with a design which

is applicable to any memory chip employing on-chip error correction capabilities.

While the invention has bsen described in detail hereln in accord with certaln prefarred embodiments
thereof, many modifications and changes therein may be effected by thase skilled In the art. Accordingly, it
is intended by the appended claims to cover all such modifications and changes as fall within the true spirit
and scope of the invention.
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1, A fault tolorant semleonducﬁor memory system with a plurslity of digits memory units which receives
address Information and whiich supplies data information in responss thereta, characteﬁzéd

by a plurality of on-chip unlt level etror cotrection and datecﬁon means (20).‘sald means being associated
with distinct ones of sald memory units, for correcting and detecting errors ln daia read from memory cells
vithin sald memory units;

by a plurality of unit fevel disablement means {Fig. 2), associatad with disﬁnct ones ot sald mamory unlts
and opemﬁng to disable the operafion of at least one assoclated unit level comection and detsction means;

and
by systam level efror correction and dataction means (30) recelving data irom gald memory units said
systom leve! correction and detection means being opetab!nocorraethardem by activation of sald
disablement means. _

2, Memory system of claim 1, charscterized
by mode switching mmisans operabls to control the activator of said disablement means.

3. Momary system as set forth In cleim 1, chardcterized
by system level emor correction and dstoction means recelving data from a plurality of said mermory units
and belng operable 1o correct hard errors by activation of s2id unit feve! disabling means.

4. Memory system as set forth in claicn 1 or 3, cheracterized
by error correction and detection means for at least two distinct onss of said levels, a lower one of said
levels being capable of exhibiting both hard and soft errors; and
by means for disabling the cperation of a lower level one of sald error correction and detsction means upon

the occurrencs of multiple errers.
: 5. Method for operating the memory system of claim 1 or 4, characterized
by a step of disabling the operatioa of a lower level one of seid error corraction and detection means upon

th’a occurrenee of multipls errors.
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