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DESCRIPTION

RELAY SERVER AND RELAY COMMUNICATION SYSTEM

TECHNICAL FIELD
[0001] The present invention relates mainly to a relay server that enables
communication to be performed between apparatuses connected to different LANs (Local

Area Networks).

BACKGROUND ART

[0002] Conventionally, a communication technology called a virtual private network
(Virtual Private Network, VPN) has been known, which allows communication to be
performed between LANs installed in physically distant places. Patent Document 1
shows an example in which a relay server, a communication terminal, and the like, are
connected to each of a plurality of LANs installed in physically distant places. With use
of the VPN, a communication terminal is able to transmit a packet to a communication
terminal connected to another LAN. More specifically, a packet transmitted by a
communication terminal is firstly sent to a relay server belonging to a LAN that the
communication terminal belongs to. This relay server transmits (forwards) the packet,
via Intemet, to a relay server belonging to a LAN that a destination communication
terminal belongs to. The relay server receives the packet, and transmits (forwards) the
packet to the destination communication terminal.

[0003] Use of the VPN enables another LAN located in a distant place to be used as if

it is a directly-connected network.
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(3]

PRIOR-ART DOCUMENTS
PATENT DOCUMENTS

[0004] Patent Document 1: Japanese Patent Application Laid-Open No. 2010-268312

SUMMARY OF THE INVENTION

PROBLEMS TO BE SOLVED BY THE INVENTION

{0005] In a LAN, not only the above-described VPN communication but also
communication using no VPN is often performed. In such a case, a packet is firstly
transmitted not to a relay server but to an apparatus (for example, a router) that functions
as a default gateway. The apparatus that functions as a default gateway forwards the
received packet in accordance with a destination of the packet.

[0006] Thus, in a case of communication with use of the VPN, it is necessary that a
relay server is designated as a primary destination of a packet, and in a case of
communication without use of the VPN, it is necessary that an apparatus that functions as
a default gateway is designated as a primary destination of a packet. For this purpose, it
is necessary to preset a gateway table in which a final destination of a packet and a
primary destination of the packet are associated with each other.

[0007] However, in many cases, it is not until a VPN 1is built that an address of a
communication partner through the VPN is revealed. Therefore, the gateway table
needs to be updated each time a VPN is built, which results in a complicated process.
[0008] The present invention has been made in view of the circumstances described
above, and a primary object of the present invention is to provide a relay server that
allows elimination of a process for updating a gateway table which otherwise should be
performed each time a VPN is built.

MEANS FOR SOLVING THE PROBLEMS AND EFFECTS THEREOF
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[0009] Problems to be solved by the present invention are as described above, and next,
means for solving the problems and effects thereof will be described.

[0010] In a first aspect of the present invention, a relay server having the following
configuration is provided. The relay server includes an address filter information
storage part, a virtual address registration information storage part, a virtual address
assignment information storage part, and a control part. The address filter information
storage part stores a first routing object address and a second routing object address, the
first routing object address being an address of a first routing object device that is located
in a first LAN and to which the relay server is able to forward a packet, the second
routing object address being an address of a second routing object device to which a
second relay server located in a second LAN is able to forward a packet. The virtual
address registration information storage part stores an address that is registered as a
virtual address and that does not overlap in the first LAN. The virtual address
assignment information storage part stores the relationship of assignment of the virtual
address to the second routing object address. The control part transmits the first routing
object address to the second relay server and receives the second routing object address
from the second relay server, and establishes a routing session between the relay server
and the second relay server. The control part assigns the virtual address to the second
routing object address and stores the relationship of the assignment into the virtual
address assignment information storage part. Upon reception of a packet whose
destination is the first routing object address from the routing session, the control part
refers to the virtual address assignment information storage part and converts a source
address of the packet into the virtual address assigned to the second routing object address,
and forwards the packet to the first routing object device that is the destination. Upon

reception of a packet whose destination is the virtual address from the first routing object



S

10

15

20

25

device, the control part refers to the virtual address assignment information storage part
and converts a destination address of the packet into the second routing object address
having the virtual address assigned thereto, and forwards the packet to the routing session.
[0011] Accordingly, by in advance associating the virtual address with the address of
the relay server in a gateway table in which a destination address is associated with a
gateway address, setting of the gateway table can be eliminated, which conventionally
should be performed each time a VPN is bult.

[0012] In the relay server, it is preferable that whether or not to de-assign the virtual
address assigned to the second routing object address at a time when the routing session is
disconnected is settable.

[0013] Accordingly, in a case of building a VPN and performing communication, for
example, setting is made so as to de-assign the virtual address at a time when the routing
session is disconnected, for a partner with which a VPN is less frequently built. This
can prevent occupation of a virtual address, and can prevent a decrease in the number of
assignable virtual addresses. On the other hand, for a partner with which a VPN is
frequently built, setting is made so as not to de-assign the virtual address at a time when
the routing session is disconnected. This eliminates the need for assigning a virtual
address each time a VPN is built, which results in an efficient reduction in the throughput.
Moreover, since the virtual address is not de-assigned, the communication can be
performed always using the same virtual address. This can simplify management of the
communication, and the like.

[0014] In the relay server, it is preferable that whether to assign the virtual address to
the second routing object address and perform communication by using the virtual
address or to perform communication by using the second routing object address is

settable,
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[0015] This achieves flexible communication based on network environments, the
status of use of the address, and the like.

[0016] In the relay server, it is preferable that whether to perform communication by
using the virtual address or to perform communication by using the second routing object
address is settable for each relay server.

[0017] Accordingly, in a case of building a VPN and performing communication, for
example, an actual address is used only for a partner with which a VPN is frequently
built. This enables communication to be performed by using the same address even
when the routing session is disconnected, still with prevention of occupation of the virtual
address.

{0018] In a second aspect of the present invention, a relay communication system
having the following configuration 1s provided. The relay communication system
includes a plurality of relay servers including a first relay server and a second relay server,
and client terminals. The client terminals belong to the relay servers. The first relay
server located in a first LAN includes a VPN group information storage part, an address
filter information storage part, a virtual address registration information storage part, a
virtual address assignment information storage part, and a control part. The VPN group
information storage part stores routing apparatuses belonging to the same VPN group, the
VPN group being a group made up of the routing apparatuses, the routing apparatuses
being apparatuses that function as routing points from the relay servers and the client
terminals, the VPN group allowing communication between the routing apparatuses via a
virtual private network. The address filter information storage part stores a first routing
object address and a second routing object address, the first routing object address being
an address of a first routing object device that is located in the first LAN and to which the

first relay server is able to forward a packet, the second routing object address being an
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address of a second routing object device to which the second relay server located in a
second LAN is able to forward a packet. The virtual address registration information
storage part stores an address that is registered as a virtual address and that does not
overlap in the first LAN. The virtual address assignment information storage part stores
the relationship of assignment of the virtual address to the second routing object address.
The control part transmits the first routing object address to the second relay server and
receives the second routing object address from the second relay server, and establishes a
routing session between the first relay server and the second relay server. The control
part assigns the virtual address to the second routing object address and stores the
relationship of the assignment into the virtual address assignment information storage part.
Upon reception of a packet whose destination 1s the first routing object address from the
routing session, the control part refers to the virtual address assignment information
storage part and converts a source address of the packet into the virtual address assigned
to the second routing object address, and forwards the packet to the first routing object
device that is the destination. Upon reception of a packet whose destination is the
virtual address from the first routing object device, the control part refers to the virtual
address assignment information storage part and converts a destination address of the
packet into the second routing object address having the virtual address assigned thereto,
and forwards the packet to the routing session.

[0019] Accordingly, by in advance associating the virtual address with the address of
the relay server in the above-mentioned gateway table, setting of the gateway table can be

eliminated, which conventionally should be performed each time a VPN is built.

BRIEF DESCRIPTION OF THE DRAWINGS

[0020] [FIG. 1] A diagram for explaining an overall configuration of a relay
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communication system according to an embodiment of the present invention.
[FIG. 2] A function block diagram of a relay server.
[FIG. 3] A diagram showing a content of relay group information.
[FIG. 4] A diagram showing a content of relay server information.
5 [FIG. 5] A diagram showing a content of client terminal information.
[FIG. 6] A diagram showing a content of VPN group information.
[FIG. 7] A diagram showing a content of address filter information that is
registered in advance in each relay server.
[FIG. 8] A diagram showing a content stored in an address filter information
10 storage part after a VPN is built.
[FIG. 9] A diagram showing a content of virtual address registration
information.
[FIG. 10] A diagram showing a content of virtual address assignment
information.
15 [FIG. 11] A diagram showing a content of a gateway table that is set for object
terminals.
[FIG. 12] A flowchart showing a setting process performed in the relay server
in advance.
[FIG. 13] A flowchart showing a process for making a VPN group.
20 [FIG. 14] A flowchart showing a VPN building process.
[FIG. 15] A flowchart showing the VPN building process.
[FIG. 16] A flowchart showing a routing control using a virtual address.
[FIG. 17] A diagram for explaining the routing control using the virtual address.
[FIG. 18] A diagram showing a content of virtual address management

25  information.
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EMBODIMENT FOR CARRYING OUT THE INVENTION

[0021] Next, an embodiment of the present invention will be described with reference
to the drawings. Firstly, with reference to FIG. 1, an outline of a relay communication
system 100 according to this embodiment will be described. FIG. 1 is an explanatory
diagram showing an overall configuration of a relay communication system 100
according to this embodiment.

[0022] As shown in FIG. 1, the relay communication system 100 includes a plurality of
LANs 10, 20, and 30 that are connected to a Wide Arca Network (WAN, Wide Area
Network) 80. Each of the LANs 10, 20, and 30 is a relatively small network built in a
limited place. The LANs 10, 20, and 30 are located in physically distant places. In this
embodiment, Internet 1s used as the WAN 8&0.

[0023] In the following, a specific description will be given to each of the LANs. As
shown in FIG. 1, a relay server (second relay server) 1, operation PCs 11 and 12 serving
as second routing object devices, and a client terminal 13 are connected to the LAN
(second LAN) 10. A relay server 2, an operation PC 21, and a client terminal 22 are
connected to the LAN 20. a relay server (first relay server) 3, object terminals 31, 32,
and 33 serving as first routing object devices, a client terminal 34, and a router 35 are
connected to the LAN (first LAN) 30.

[0024]  Each of the relay servers 1, 2, and 3 is connected not only to each of the LANs
10, 20, and 30 but also to the WAN 80, and therefore able to communicate not only with
the apparatuses connected to the same LAN but also with the relay servers connected to
the other LANs. The operation PCs 11, 12, and 21 are, for example, personal computers
that can be operated by operators. The object terminals 31, 32, and 33 are personal

computers, file servers, or the like. In an assumed case, for example, the operator
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operates the operation PC 11 to request predetermined data from the object terminal 31
and update a content stored in the object terminal 31. The client terminals 13, 22, and
34, which are configured as personal computers for example, are able to communicate
with one another via the relay servers 1, 2, and 3 that they belong to. The router 35 is an
apparatus that functions as a default gateway of the LAN 30.

[0025] Next, detailed configurations of the relay servers 1, 2, and 3 will be described
with reference to FIG. 2. FIG. 2 is a function block diagram of the relay server 3.
Since the configuration of the relay server 3 is substantially the same as the
configurations of the relay servers 1 and 2, the following description will focus mainly on
the relay server 3.

[0026] As shown in FIG. 2, the relay server 3 includes a storage part 50, a control part
60, and an interface part 70.

[0027] The interface part 70 is, for example, a connector for connecting apparatuses
that perform communication. The interface part 70 is configured to perform
communication with a terminal located in the LAN 10 by using a private IP address and
to perform communication via the WAN 80 by using a global IP address. The interface
part 70 performs an appropriate process on a packet received from the LAN 30 side or the
WAN 80 side, and outputs a resultant to the control part 60.

[0028] The control part 60 is, for example, a CPU with control and computation
functions, and able to execute various kinds of processing based on a program read out
from the storage part 50. The control part 60 is able to control various kinds of
communication in accordance with a protocol such as TCP/IP, UDP, or SIP. To be
specific, the control part 60 determines a destination of a received packet based on
information indicated by the packet and information stored in the storage part 50, and

then transmits the packet to the destination thus determined. The control part 60 is able
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to update a content stored in the storage part 50 based on information received from
another terminal.

[0029] The storage part 50 is, for example, configured as a hard disk or a non-volatile
RAM, and able to store various types of data. The storage part 50 includes a relay group
information storage part 51, a relay server information storage part 52, a client terminal
information storage part 53, a VPN group information storage part 54, an address filter
information storage part 55, a virtual address registration information storage part 56, and
a virtual address assignment information storage part 57. The relay servers 1 and 2 do
not perform communication with use of a virtual address which will be described later,
and therefore do not include the virtual address registration information storage part 56
and the virtual address assignment information storage part 57. Hereinafter, a content
stored in the storage part 50 will be described with reference to FIGS. 3 to 10. FIGS. 3
to 10 are diagrams mainly showing contents stored in the storage part 50 of the relay
server 3 (FIGS. 5 and 7 also show contents stored in the relay servers 1 and 2). FIG. 11
is a diagram showing a content of a gateway table that is set for the object terminals 31,
32, and 33.

[0030] The relay group information storage part 51 stores relay group information
indicating a relay group and a relay server that forms this relay group.

[0031] As shown in FIG. 3, in the relay group information, a group tag and site tags
that are child elements whose parent element is the group tag are described. In the group
tag, group information 511 conceming a relay group is described. As the group
information 511, identification information (“1d™) of the relay group, a last modification
time (“lastmod”), and a name (“name”) of the relay group, are described. In the site tags,
group configuration information 512 concerning relay servers that form the relay group is

described. In the group configuration information 512, identification information (“id”)
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of these relay servers is described. An additional relay group can be formed. In such a
case, a new relay group is given unique identification information different from those of
the other relay groups. This enables such setting that, for example, data exchange is
performed only within a specific relay group.

[0032] The relay group information is shared among the relay servers 1, 2, and 3 that
form this relay group. In a case where a certain relay server performs a process for
changing the relay group, it is transmitted to the other relay servers and the relay group
information is updated. In this manner, the relay group information is dynamically
shared.

[0033] The relay server information storage part 52 stores relay server information
indicating an outline of a relay server that performs relay communication and a client
terminal that belongs to this relay server.

[0034] In the relay server information shown in FIG. 4, site tags each described for
each relay server, and node tags that are child elements whose parent elements are the site
tags, are described. In the site tag, server information 521 concerning the relay server 1
is described. As the server information 521, identification information (*id”) of the
relay server, a name (“name”) of the relay server, and start-up information (“stat™), are
described. The “stat” being “active” indicates that the relay server logs in to the relay
communication system 100, and the “stat” being blank indicates that the relay server is
logging off. In the node tag that is the child element of the site tag, belonging
information 522 indicating a client terminal belonging to the relay server is described.
As the belonging information 522, a name (“group”) of the relay group to which a client
terminal belongs, identification information (“id”) of the client terminal, a name (“name”)
of the client terminal, and identification information (“site”) of the relay server to which

the client terminal belongs, are described. When the client terminal does not log in to
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the relay communication system 100, the “site” is blank.

[0035] Communication by the relay group is performed based on the above-described
relay group information and relay server information, in the following manner. For
example, in a case where a packet is transmitted from the client terminal 13 to the client
terminal 22, the client terminal 13 firstly transmits a packet to the relay server 1 that is the
relay server to which the client terminal 13 itself is connected. Here, a relay server
capable of packet exchange can be recognized based on the above-described relay group
information, and the identification information of a client terminal belonging to the relay
server, and whether or not the client terminal is connected, can be found based on the
above-described relay server information. Based on such information, the relay server 1
forwards the packet to the relay server 2 that is the relay server to which the client
terminal 22 is connected. Then, the relay server 2 receives the packet, and forwards the
packet to the client terminal 22. Thereby, relay communication can be performed
between the client terminals 13 and 22.

[0036] As for the relay server information as well as the relay group information, the
information is shared among the relay servers 1, 2, and 3 that form this relay group. Ina
case where a certain relay server performs a process for changing the relay server
information, it is transmitted to the other relay servers and the relay server information is
updated.  In this manner, the relay server information is dynamically shared.

[0037] The client terminal information storage part 53 stores client terminal
information that is detailed information concerning a client terminal. Each of the relay
servers 1, 2, and 3 stores the client terminal information concerning only the client
terminal belonging to itself. Since the client terminal 34 belongs to the relay server 3,
the client terminal information storage part 53 included in the relay server 3 stores only

the client terminal information of the client terminal 34.
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[0038] The client terminal information stored in the client terminal information storage
part 53 of the relay server 3 is shown in FIG. 5(¢). Likewise, the client terminal
information stored in the relay server 1 is shown in FIG. 5(a), and the client terminal
information stored in the relay server 2 is shown in FIG. 5(b).

[0039] In the client terminal information shown in FIG. 5, a node tag is described. In
the node tag, a private IP address (“addr™) of a client terminal, a name (“group”) of a
relay group to which the client terminal belongs, identification information (“id™), a name
(“name™), a passcode (“pass”) for logging in to a relay server, and port information
(“port™), are described.

[0040] The VPN group information storage part 54 stores VPN group information that
is information concerning a VPN group made up of apparatuses (hereinafter referred to as
routing apparatuses) that are selected as routing points from client terminals and relay
servers that form a relay group. Establishing a routing session among routing
apparatuses that belong to the same VPN group allows communication with use of a VPN
to be started.

[0041] Inthe VPN group information shown in FIG. 6, a vnet tag is described. In the
vnet tag, VPN group basic information 541, routing point information 542, and routing
session information 543, are described. In the VPN group basic information 541, a
name (“group”) of a relay group to which a VPN group belongs, identification
information (“id”) of the VPN group, a last modification time (“lastmod”), and a name
(“name”) of the VPN group, are described. In the routing point information 542,
identification information of routing apparatuses that perform routing at a time of
performing communication in the VPN group is described. In an example shown in FIG.
6, the relay server 1 and the relay server 3 are described as the routing apparatuses. In

the routing session information 543, the routing apparatuses that are to be connected to
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one another in the VPN group are described. In the routing session information 543, the
routing apparatuses are defined such that they are classified into the side (“sp (start
point)”’} that takes initiative to perform a communication control and the side (“ep (end
point)”) that receives the communication control during a routing session establishment
process for building a VPN to start communication in the VPN group. In the following
description, the routing apparatus in the side that takes initiative to perform the
communication control for establishing the routing session may be sometimes referred to
as “start point”, and the routing apparatus in the side that receives such a communication
control may be sometimes referred to as “end point”.

[0042] The VPN group information shown in FIG. 6 shows that a VPN group
(VPN-GROUP1) is made up of the relay server 1 and the relay server 3. It is also shown
that, at a time of starting this VPN group, a communication control for establishing a
routing session is performed from the relay server 3 to the relay server 1.

[0043] The VPN group information, as well as the relay server information and the
relay group information, is shared among the relay servers 1 and 3 that belong to the same
VPN group. In a case where a certain relay server performs a process for changing the
VPN group information, it is transmitted to the other relay servers belonging to the same
VPN group, and the VPN group information is updated. In this manner, the VPN group
information is dynamically shared. A process for making the VPN group will be
described later.

[0044] The address filter information storage part 55 stores address filter information
that is information used at a time of performing a routing control with use of the VPN.
Before the VPN is built, the address filter information storage part 55 stores information
(address filter information of the relay server 3) indicating a device (routing object

device) to which the relay server 3 itself is able to directly transmit a packet. The
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address filter information includes an address (routing object address) of the routing
object device and a name of the routing object device.

[0045] FIG. 7(c) shows an example of the address filter information that is registered
in advance in the relay server 3 itself. In this example, the object terminals 31, 32, and
33 are apparatuses to which the relay server 3 is able to directly transmit a packet. FIG.
7(a) shows the address filter information that is registered in advance in the relay server 1.
FIG. 7(b) shows the address filter information that is registered in advance in the relay
server 2.

[0046] As described above, before the VPN is built, the address filter information
storage part 55 of the relay server 3 stores only the address filter information shown in
FIG. 7(c). At atime of, for example, establishing a routing session with the relay server
1, the relay server 3 transmits to the relay server 1 the address filter information (FIG.
7(c)) that is registered in advance in the relay server 3 itself, and receives the address
filter information (FIG. 7(a)) from the relay server 1. Then, the relay server 3 associates
the address filter information of the relay server 1 with the identification information of
the relay server 1, and stores the address filter information of the relay server 1 into the
address filter information storage part 55.

[0047]  As aresult, a content shown in FIG. 8§ 1s stored in the address filter information
storage part 55 of the relay server 3. Information having the same content is stored in
the VPN group information storage part 54 of the relay server 1, too. Based on the
addresses thus obtained, the relay servers 1 and 3 perform a routing control (details of the
control will be described later). Hereinafter, the routing object address included in the
address filter information of the relay server 3 itself may be referred to as a first routing
object address, and the routing object address included in the address filter information of

another routing apparatus may be referred to as a second routing object address.
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[0048] In this embodiment, only the communication performed between the relay
server 3 and the object terminals 31, 32, 33 is performed with use of virtual addresses
instead of actual addresses (the second routing object addresses) of the operation PCs 11
and 12. As the virtual address, an address that does not overlap within the LAN 30 (an
address that has not yet been assigned to or reserved for any apparatus within the LAN
30) 1s registered in advance and stored in the virtual address registration information
storage part 56. In this embodiment, addresses shown in FIG. 9 are registered as the
virtual addresses.

[0049]  After exchanging the address filter information and obtaining the second
routing object address in the above-described manner, the relay server 3 assigns the
virtual address to the second routing object address (actual address). As shown in FIG.
10, the virtual address assignment information storage part 57 stores the relationship of
assignment of the virtual addresses to the second routing object addresses. In the
communication performed between the relay server 3 and the object terminals 31, 32, 33,
communication is performed with use of the virtual address instead of the actual address.
For example, in a case where the object terminal 31 transmits a packet to the operation PC
11, not the second routing object address but the virtual address is used as a destination
address, though a detailed flow of the communication will be described later.

[0050] The router 35 functions as the default gateway of the LAN 30, as mentioned
above. Therefore, in principle, a primary destination (a transit destination or a gateway)
of a packet transmitted by the object terminal 31 is the router 35. The router 35
forwards a received packet in accordance with a final destination of the packet. In a case
of performing the communication with use of the VPN described above, the primary
destination of the packet transmitted by the object terminal 31 or the like needs to be the

relay server 3 instead of the router 35. In this embodiment, therefore, a gateway table
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shown in FIG. 11 is set for the object terminals 31, 32, and 33. FIG. 11 shows a table in
which a final destination address (“packet destination address”) of a packet transmitted by
the object terminal 31, 32, 33 is associated with a gateway used when this destination
address is designated. As shown in FIG. 11, in this embodiment, when the final
destination of a packet is a virtual address, the gateway for this packet is the relay server
3, while when the final destination of a packet is not a virtual address, the gateway for this
packet is the router 35.

[0051] Normally, the second routing object address is unknown until the VPN is built.
This 1s why 1t has been conventionally necessary to perform a setting process (updating of
the gateway table) for associating a second routing object address with a relay server each
time a VPN is built. In this respect, in the embodiment which adopts a virtual address,
the relay server 3 is, in advance, set as the gateway of a packet whose destination is the
virtual address. In a case where a packet is transmitted with use of the VPN, the
destination of this packet is the virtual address. Accordingly, the relay server 3 can be
set as the gateway of a packet transmitted through the VPN without updating of the
gateway table of the object terminals 31, 32, and 33. This can reduce throughput as
compared with a conventional configuration.

[0052] Next, a preparation for the communication with use of the VPN will be
described. Firstly, a setting process that is performed on the relay server in advance will
be described with reference to FIG. 12. Then, a flow of making the VPN group will be
described with reference to FIG. 13. FIG. 12 is a flowchart showing a setting process
that is performed on the relay server in advance. FIG. 13 is a flowchart showing a
process for making the VPN group.

[0053] The setting process that is performed on the relay server in advance includes

registration of the address filter information of itself (relay server) (S101). For this
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registration, a user of the relay communication system 100 inputs, in a predetermined
manner, the address (the first routing object address) and the name of an apparatus or the
like that should be designated as the routing object device of the relay server

[0054] Then, in a case of performing communication with use of the virtual address,
the user registers, as a virtual address, an address that does not overlap within the LAN to
which the relay server is connected (S102). The virtual address registered at this time is
stored into the virtual address registration information storage part 56.

[0055] In the following, a flow of making the VPN group will be described. Firstly, a
user can display a VPN group setting screen by operating the client terminals 13, 22, 34,
or the like. In a case illustrated herein, setting is performed using the client terminal 34.
In the setting screen displayed on the client terminal 34, a plurality of relay groups to
which this client terminal 34 belongs are displayed. The user selects, from the plurality
of relay groups, a relay group in which he/she desires to build a VPN group (S201).
[0056] After a relay group is selected, a list of identification information of relay
servers and client terminals that belong to the selected relay group and are able to
function as routing points, is displayed in a screen of the client terminal 34 (S202).
Then, the user selects the relay server and the client terminal that are to function as the
routing points in the VPN group to be built (5203). In the case described herein, it is
assumed that the relay server 1 and the relay server 3 are selected by the user.

[0057] Then, the identification information of the routing points and the routing
session information are made based on the identification information of the selected relay
servers (5204). The identification information of the VPN group, and the like, are added
to the identification information of the routing points and the routing session information.
Thereby, the VPN group information shown in FIG. 6 is made. The client terminal 34

transmits this VPN group information to the relay servers 1 and 3 that belong to the same
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VPN group (S205). The relay servers 1 and 3 stores the received VPN group
information into the VPN group information storage part 54. Through these steps, a
process for building the VPN group is completed.

[0058] Next, a flow of a process before communication with use of the VPN is started
in the built VPN group will be described with reference to FIGS. 14 and 15. FIGS. 14
and 15 are flowcharts showing a process performed before the communication with use of
the VPN is started.

[0059] The user can cause the built VPN groups to be displayed in a screen by
operating, for example, the client terminal 13 or the operation PC 11. Then, by selecting
an appropriate VPN group from the displayed VPN groups (S301), the user is able to
cause the VPN building process to be performed. Herein, a case where the relay server
3 performs a process for starting the VPN group (the VPN group made up of the relay
servers | and 3) made in the above-described manner, will be described.

[0060] The relay server 3 firstly reads out the address filter information associated with
the relay server 3 itself (S302). The information read out at this time is the content
registered in S101 (the content shown in FIG. 7(c)). Then, the relay server 3 reads out
the routing points that belong to the selected VPN group (S303). As a result, based on
the content of the VPN group information shown in FIG. 6, the relay server 1 is read out.
[0061] The relay server 3 determines whether or not the relay server 1 is currently
logging in (whether “stat” is active or blank), based on the relay server information
(S304). Since the relay server information shown in FIG. 4 indicates that the relay
server 1 is currently logging in, the relay server 3 transmits a VPN-group start command
together with the identification information of the VPN group to the relay server 1 (S305).
[0062] Upon reception of a response from the relay server 1 (83006), the relay server 3

registers the relay server 1 as a routing point that has been ready for starting the VPN
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[0063] Then, the relay server 3 determines whether or not there is any other apparatus
belonging to the same VPN group (S308). The VPN group that is currently made is
made up of only the relay server | and the relay server 3, and there is no other apparatus.
If there is any other apparatus, the relay server 3 performs the steps $304 to S307 on this
apparatus.

[0064] Next, the relay server 3 extracts the routing session information from the
content stored in the VPN group information storage part 54 (8309 in FIG. 15). Then,
the relay server 3 refers to the routing session information extracted, to determine whether
or not a routing session in which the relay server 3 itself serves as a start point is
described therein (S310). In the routing session information shown in FIG. 6, it is
described that the relay server 3 itself serves as a start point in a routing session
established between the relay server 1 and the relay server 3.

[0065]  Accordingly, the relay server 3 performs a communication control on the relay
server 1, for establishing a routing session (S311). At a time of performing the
communication control, the address filter information is exchanged as mentioned above
(8311). As a result, the content shown in FIG. 8 is stored into the address filter
information storage part 55 of the relay server 3.

[0066] Then, the relay server 3 assigns a virtual address to the second routing object
address included in the address filter information that is received from the relay server 1
(S312), and stores the relationship of this assignment into the virtual address assignment
information storage part 57 (S313). The virtual address assigned in S312 may be any
address as long as it is a virtual address that is registered in the virtual address registration
mformation storage part 56 and that has not yet been assigned to any second routing

object address.
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[0067] Thus, in this embodiment, in building a VPN, each of the routing apparatuses is
able to exchange (obtain) the address filter information with the other routing apparatuses,
and thercfore the VPN can be built with use of the latest address filter information.
Accordingly, even in a case where the address filter information concerning part of the
routing apparatuses has been changed before the VPN is started, the VPN can be built to
start communication under a state where such a change is reflected in all the routing
apparatuses. This can prevent occurrence of inconsistency in the routing of a packet,
and can improve the reliability.

[0068] Then, the relay server 3 determines whether or not any other routing session in
which the relay server 3 itself serves as a start point of connection is described (S314).
Since the VPN group that is currently made is made up of only the relay server 1 and the
relay server 3, no other routing session is described in the VPN group information.
Therefore, the relay server 3 starts the packet routing control (S315). If there is any
other routing session, the relay server 3 performs the steps S310 to S313 again.

[0069] Ewven in a case where there is no routing session in which the relay server 3
itself serves as a start point of connection in S310 (even in a case where the relay server 3
itself serves as an end point of routing), which is not shown in the flowchart of FIG. 15,
the routing session establishment process and the exchange of the address filter
information are performed under the communication control by a routing apparatus
serving as a start point. In a case of performing communication with use of the virtual
address, the assignment of the virtual address, and the like, are also performed.

[0070] Each of the routing apparatuses does not perform an initial communication
control for establishing a routing session unless it is described in the routing session
information that itself should be a start point. This can prevent collision of the

communication control, and can establish a routing session between apparatuses by
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means of a simple control.

[0071] Next, a process for routing a packet by using the established routing session
will be described with reference to FIGS. 16, 17 and the like. FIG. 16 is a flowchart
showing a routing control using a virtual address. FIG. 17 is a diagram for explaining
the routing control using the virtual address. In the following, a description will be
given to a routing control that is performed when a packet is transmitted from the
operation PC 11 to the object terminal 31 and a packet is transmitted back from the object
terminal 31 to the operation PC 11. In this embodiment, a routing apparatus that
performs communication with use of the virtual address is the relay server 3 alone.
Therefore, a process shown in FIG. 16 is a process performed only by the relay server 3.
[0072] Firstly, a flow of transmitting a packet from the operation PC 11 to the object
terminal 31 will be described with reference to FIG. 16 and FIG. 17(a). As shown in
FIG. 17(a), the operation PC 11 designates the address (192.168.0.10) of the object
terminal 31 as a destination address and designates the address (200.1.40.10) of the
operation PC 11 itself as a source address, to transmit a packet. The relay server 1
receives the packet, and compares the packet destination address of the received packet
against the address filter information (FIG. 8) stored therein. Then, the relay server 1,
which recognizes that the destination address is associated with the relay server 3,
forwards the packet to the relay server 3 via the routing session.

[0073] The relay server 3 receives the packet, and determines whether the received
packet is a packet received via the routing session or not (that is, or the received packet is
a packet received from the routing object device of the relay server 3 itself) (S401 in FIG.
16). Since the received packet is received via the routing session, the relay server 3
determines whether or not there is any virtual address associated with the source address

(S402). As shown in FIG. 10, a virtual address is assigned to the address of the
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operation PC 11. Therefore, the relay server 3 converts the source address (200.1.40.10)
of the received packet into the virtual address (150.100.10.1) (S403). Then, the relay
server 3 forwards the packet to an apparatus (object terminal 31) indicated by the
destination address (S404).

[0074] Next, a flow of transmitting a packet from the object terminal 31 back to the
operation PC 11 will be described with reference to FIG. 17(b). As shown in FIG.
17(b), the object terminal 31 designates, as a destination address, the source address
{150.100.10.1; virtual address) of the packet that has been received from the operation PC
1, and designates, as a source address, the address (192.168.0.10) of the object terminal
31 itself.

[0075] As shown in FIG. 11, the gateway table of the object terminal 31 describes that
the relay server 3 serves as the gateway when the destination is a virtual address. Thus,
the object terminal 31 transmits the packet to the relay server 3.

[0076] The relay server 3 receives the packet, and in the same manner as described
above, determines whether the received packet is a packet received via the routing session
or not (8401 in FIG. 16). The received packet is received from the object terminal 31
that is a routing object device of the relay server 3 itself. Therefore, the relay server 3
determines whether or not the destination address is a virtual address (S405). Since the
packet destination address is a virtual address, the relay server 3 converts the packet
destination address (150.100.10.1) of the received packet into the second routing object
address (200.1.40.10) which is an actual address (S406). Then, the relay server 3
transmits the packet to an appropriate routing apparatus via the routing session (S407).
More specifically, the relay server 3 compares the packet destination address against the
address filter information (FIG. 8) stored therein. Then, the relay server 3, which

recognizes that the destination address is associated with the relay server 1, forwards the
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packet to the relay server 1 via the routing session.

[0077] The relay server 1 receives the packet, and, based on the destination address,
transmits the packet to the operation PC 11. The routing control using the virtual
address is performed in this manner.

[0078] In this embodiment, in a case where the routing session established between the
relay server 1 and the relay server 3 is disconnected (cases where a communication failure
occurs or where a VPN end process is performed), the virtual address assigned to the
second routing object address is de-assigned. At a time when a routing session is
established again between the relay server 1 and the relay server 3, a virtual address is
assigned.

[0079]  As thus far described, the relay server 3 includes the address filter information
storage part 55, the virtual address registration information storage part 56, the virtual
address assignment information storage part 57, and the control part 60. The address
filter information storage part 55 stores the first routing object address and the second
routing object address. The virtual address registration information storage part 56
stores an address that is registered as a virtual address and that does not overlap within the
LAN 30. The virtval address assignment information storage part 57 stores the
relationship of assignment of the virtual address to the second routing object address.
The control part 60 is configured to perform a control for transmitting the first routing
object address to the relay server 1 and receiving the second routing object address from
the relay server 1, and establishing a routing session between the relay server 3 and the
relay server 1. The control part 60 is configured to perform a control for assigning the
virtual address to the second routing object address and storing the relationship of the
assignment into the virtual address assignment information storage part 57. The control

part 60 is configured to perform a control for, upon reception of a packet from the routing
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session, converting a source address of the packet from an actual address into a virtual
address and forwarding the packet to a routing object device of the relay server 3 itself.
The control part 60 is configured to perform a control for, upon reception of a packet
from a routing object device of the relay server 3 itself, converting a destination address
of the packet from a virtual address info an actual address and forwarding the packet to
the routing session,

[0080] Accordingly, by in advance associating the virtual address with the address of
the relay server in a gateway table in which a destination address is associated with a
gateway address, setting of the gateway table can be eliminated, which conventionally
should be performed each time a VPN is built.

[0081] Next, a modification of the above-described embodiment will be described.
This modification adopts the configuration of the above-described embodiment, and
additionally enhances settable items. To be specific, this modification allows setting of:
(1) whether or not to de-assign the virtual address assigned to the second routing object
address at a time when the routing session is disconnected; and (2) whether to perform
communication with use of the virtual address or to perform communication with use of
the second routing object address. The items (1) and (2) can be individually set for each
routing apparatus.

[0082] More specifically, the relay server 3 of this modification, which has the
above-described configuration, is additionally configured to store virtual address
management information as shown in FIG. 18. FIG. 18 is a diagram showing an
example of virtual address management information. In the virtual address management
information, “name”, “address used”, and “virtual address assignment in case of session
disconnection”, are described. The “name” describes a partner with which a VPN group

is built. The “address used” describes the set item concerning (2) above. The “virtual
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address assignment in case of session disconnection” describes the set item concerning
(1) above.

[0083] In the example shown in FIG. 18, it is described that a virtual address is
assigned to a routing object device of the relay server 1 and that the virtual address is
de-assigned when the routing session is disconnected. This configuration is identical to
the configuration of the embodiment described above. In this example, it is also
described that a virtual address is assigned to a routing object device of the relay server 2
and that the virtual address is kept assigned even when the routing session is disconnected
(the content of the virtual address assignment information is not deleted). It is also
described that a virtual address is not assigned to a routing object device of a relay server
4 (not shown in FIG. 1) so that communication is performed with use of an actual
address.

[0084] Accordingly, for example, setting is made so as to de-assign the virtual address
for a partner with which a VPN is less frequently built. This can prevent occupation of a
virtual address, and can prevent a decrease in the number of assignable virtual addresses.
On the other hand, for a partner with which a VPN is frequently built, setting is made so
as not to de-assign the virtual address. This eliminates the need for assigning a virtual
address each time a VPN is built, which results in a reduction in the throughput.
Moreover, since the communication can be performed always using the same virtual
address, management of the communication, and the like, can be simplified.

[0085] While a preferred embodiment of the present invention and a modification
thereof have been described above, the above-described configurations can be changed,
for example, as follows.

[0086] In the above-described configuration, the address filter information is

exchanged substantially simultaneously with establishment of the routing session.
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Alternatively, it may be also acceptable that the address filter information is transmitted
together with the VPN-group start command (S305) and the address filter information is
recetved together with a response (S306).

[0087] Although an individual apparatus such as the operation PC 11 serves as the
routing object device in the above-described configuration, it may be also acceptable that,
for example, the entire LAN 10 (200.1.40.0/24) is set as the routing object device of the
relay server 1. In this case, a virtual address of a specified range, such as
(192.168.0.0/24), is assigned to the routing object device.

[0088] The virtual address may be assigned at any timing. For example, in a
configuration in which the address filter information is transmitted together with a start
command, the virtual address can be assigned at an carlier timing.

[0089] In the above-described configuration, only the relay server functions as the
routing point. Instead, the client terminal may function as the routing point. The
number of routing points within the VPN group is not limited to two, and may be three or
more. [t may be acceptable that one routing apparatus belongs to a plurality of VPN
groups.

[0090] A format in which the above-described relay group information, relay server
information, client terminal information, VPN group information, address filter
information, and the like, are stored is not limited to XML format. These kinds of
information can be stored in any appropriate format.

[0091] Instead of the configuration of the above-described embodiment, a
configuration is also acceptable in which an external server used for communication
between relay servers is placed on Internet and caused to exert a function as an SIP

(Session Initiation Protocol) server, thereby performing communication.
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DESCRIPTION OF THE REFERENCE NUMERALS

[0092] 1
3
11, 12

5 31,32, 33

10
30
54
55

10 56
57

100

relay server (second relay server)

relay server (first relay server)

operation PC (second routing object device)

object terminal (first routing object device)

LAN (second LAN)

LAN (first LAN)

VPN group information storage part

address filter information storage part

virtual address registration information storage part
virtual address assignment information storage part

relay communication system
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CLAIMS

1. A relay server for being able to forward a packet to a first routing object device
and being located in a first LAIN comprising:

an address filter information storage part for storing a first routing object address
and a second routing object address, the first routing object address being an address of
the first routing object device, the second routing object address being an address of a
second routing object device to which a second relay server located in a second LAN is
able to forward a packet;

a virtual address registration information storage part for storing an address that
is registered as a virtual address and that does not overlap in the first LAN;

a virtual address assignment information storage part for storing the relationship
of assignment of the virtual address to the second routing object address; and

a control part,

the control part being configured to perform:

a control for transmitting the first routing object address to the second
relay server and receiving the second routing object address from the second relay server,
and establishing a routing session between the relay server and the second relay server;

a control for assigning the virtual address to the second routing object
address and storing the relationship of the assignment into the virtual address assignment
information storage part;

a control for, upon reception of a packet whose destination is the first
routing object address from the routing session, referring to the virtual address assignment

information storage part and converting a source address of the packet into the virtnal
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address assigned to the second routing object address, and forwarding the packet to the
first routing object device that is the destination; and

a control for, upon reception of a packet whose destination is the virtual
address from the first routing object device, referring to the virtual address assignment
information storage part and converting a destination address of the packet into the second
routing object address having the virtnal address assigned thereto, and forwarding the

packet to the routing session.

2. The relay server according to claim 1, wherein
whether or not to de-assign the virtual address assigned to the second routing

object address at a time when the routing session is disconnected is settable.

3. The relay server according to claim 1, wherein
whether to assign the virtual address to the second routing object address and
perform communication by using the virtual address or to perform communication by

using the second routing object address is settable.

4. The relay server according to claim 3, wherein
whether to perform communication by using the virtual address or to perform
communication by vsing the second routing object address is settable for each relay

Server.

5. A relay communication system comprising:

a plurality of relay servers including a first relay server and a second relay server;
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and

client terminals belonging to the relay servers,

the first relay server located in a first LAN including:

a VPN group information storage part for storing routing apparatuses belonging
to the same VPN group, the VPN group being a group made up of the routing apparatuses,
the routing apparatuses being apparatuses that function as routing points from the relay
servers and the client terminals, the VPN group allowing communication between the
routing apparatuses via a virtual private network;

an address filter information storage part for storing a first routing object address
and a second routing object address, the first routing object address being an address of a
first routing object device that is located in the first LAN and to which the first relay
server is able to forward a packet, the second routing object address being an address of
a second routing object device to which the second relay server located in a second LAN
is able to forward a packet;

a virtual address registration information storage part for storing an address that
is registered as a virtnal address and that does not overlap in the first LAN;

a virtual address assignment information storage part for storing the relationship
of assignment of the virtual address to the second routing object address; and

a contro] part,

the control part being configured to perform:

a control for transmitting the first routing object address to the second
relay server and receiving the second routing object address from the second relay server,
and establishing a routing session between the first relay server and the second relay

SCrver,
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a control for assigning the virtual address to the second routing object
address and storing the relationship of the assignment into the virtual address assignment
information storage part;

a control for, upon reception of a packet whose destination is the first
routing object address from the routing session, referring to the virtual address assignment
information storage part and converting a source address of the packet into the virtual
address assigned to the second routing object address, and forwarding the packet to the
first routing object device that is the destination; and

a control for, upon reception of a packet whose destination is the virtual
address from the first routing object device, referring to the virtual address assignment
information storage part and converting a destination address of the packet into the second
routing object address having the virtual address assigned thereto, and forwarding the

packet to the routing session.



