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METHOD FOR MONITORING APPARATUS

CROSS-REFERENCE TO RELATED APPLICATION

This application claims priority of Taiwanese
Invention Patent Application No. 109105284, filed on
February 19, 2020 and of Taiwanese Invention Patent
Application No. 109116393, filed on May 18, 2020.

FIELD

The disclosure relates to a method for monitoring
apparatus, and more particularly to a method for
monitoring apparatus by utilizing networked wireless
devices.

BACKGROUND

A conventional method for monitoring a plurality of
apparatus utilizes a large number of wireless devices
that are deployed at different locations and that are
networked according to a self-established network
topology which is decided by the wireless devices based
on signal strength measurements. However, said
network topology that is established by the wireless
devices without supervision is not customized to user’s
needs, and therefore increases difficulty and cost for
the user tomaintain the network of the wireless devices
in order to monitor the apparatus.

SUMMARY
Therefore, an object of the disclosure is to provide

a method for monitoring apparatus that can alleviate
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at least one of the drawbacks of the prior art.
According to one aspect of the disclosure, the
method for monitoring plural apparatus 1is to Dbe
implemented by a system which includes a server-end
device, an administration-end device that 1s in
communication with the server-end device, at least one
primary device that is adapted to communicate with the
server-end device, and plural secondary devices that
are adapted to communicate with the at least one primary
device and that are respectively connected with the
plural apparatus. The at least one primary device and
the plural secondary devices are each a wireless device
having a device identifier. The method comprises steps
of: A) by the server-end device after receiving a
connection request from the administration-end device,
establishing at least one primary wireless
communication link respectively between the server-end
device and the at least one primary device; B) by the
administration-end device, for each of the at least one
primary device, determining subset information which
indicates a subset of the plural secondary devices that
includes at least one secondary device which is to
communicate with the server-end device through the
primary device, wherein the primary device serves as
a dominating device for the at least one secondary
device, and each of the at least one secondary device

serves as a subject device for the primary device; C)
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by each of the at least one primary device according
to the subset information determined Dby the
administration-end device, establishing at least one
first temporary wireless communication link
respectively between the primary device and the at
least one subject device of the primary device; D) by
the server-end device in response to receiving an
assistant-setting request from the administration-end
device, designating at least one of the plural
secondary devices as at least one assistant device
based on the assistant-setting request; E) by the
server-end device after step D), establishing a network
topology with respect to the at least one primary device
and the plural secondary devices, wherein each of the
plural secondary devices serves as one of: one of the
at least one assistant device, a tail device that is
to be directly linked to one of the at least one
assistant device, and a branch device that is to be
directly linked to the dominating device of the
secondary device; F) by the server-end device,
generating and storing a set of routing parameters that
corresponds to the network topology thus established
and that specifies plural transmission <routes
respectively related to the plural secondary devices,
wherein each of the transmission routes is between the
respective one of the secondary devices and the

dominating device of the respective one of the
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secondary devices; G) by the server-end device, sending
the set of routing parameters thus generated to the at
least one primary device and to the plural secondary
devices, in order to construct, based on the set of
routing parameters, a device network composed of the
at least one primary device and the plural secondary
devices in accordance with the network topology thus
established; and H) by each of the plural secondary
device after step G), receiving a working report from
the apparatus that is connected with the secondary
device, and transmitting the working report to the
dominating device of the secondary device along the
transmission route that corresponds to the secondary
device, in order for the dominating device to forward
the working report to the server-end device, wherein
the working report indicates an apparatus identifier
of the apparatus and a working state of the apparatus.
BRIEF DESCRIPTION OF THE DRAWINGS

Other features and advantages of the disclosurewill
become apparent in the following detailed description
of the embodiment (s) with reference to the accompanying
drawings, of which:

Figure 1 is a schematic diagram that exemplarily
illustrates a system for monitoring apparatus
according to an embodiment of the disclosure;

Figure 2 1s a flow chart that exemplarily

illustrates a method for monitoring apparatus
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according to an embodiment of the disclosure;

Figure 3 1is a flow chart that exemplarily
illustrates an initialization procedure according to
an embodiment of the disclosure;

Figure 4 1is a flow chart that exemplarily
illustrates sub-steps of Step 302 of Figure 3 according
to an embodiment of the disclosure;

Figure 5 1s a flow chart that exemplarily
illustrates sub-steps of Step 304 of Figure 3 according
to an embodiment of the disclosure;

Figure 6 is a schematic diagram that exemplarily
illustrates a network topology of a plurality of
wireless devices according to an embodiment of the
disclosure;

Figure 7 1is a flow chart that exemplarily
illustrates a monitoring procedure according to an
embodiment of the disclosure;

Figure 8 1is a flow chart that exemplarily
illustrates a maintenance procedure according to an
embodiment of the disclosure;

Figure 9 1s a flow chart that exemplarily
illustrates a first recovery procedure according to an
embodiment of the disclosure;

Figure 10 is a flow chart that exemplarily
illustrates a link establishment procedure according
to an embodiment of the disclosure;

Figure 11 1is a flow chart that exemplarily
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illustrates a second recovery procedure according to
an embodiment of the disclosure; and

Figure 12 1is a flow <chart that exemplarily
illustrates a third recovery procedure according to an
embodiment of the disclosure.

DETAILED DESCRIPTION

Before the disclosure is described in greater detail,
it should be noted that where considered appropriate,
reference numerals or terminal portions of reference
numerals have been repeated among the figures to
indicate corresponding or analogous elements, which
may optionally have similar characteristics.

Figure 1 1s a block diagram that exemplarily
illustrates a system for monitoring plural apparatus
20 according to an embodiment of the disclosure. The
apparatus 20 are each an electronic device that is
configured to output information of its working state
as a working report and that has a unique apparatus
identifier. According to some embodiments, each
apparatus 20 may be, for example, a camera, a smart
battery, a smart lamppost, a smart vending machine, a
smart door lock or the like.

The system includes a server-end device 1, an
administration-end device 2 and a plurality of wireless
devices including at least one primary device 11 and
plural secondary devices 12. Althoughonly one primary

device 11 and two secondary devices 12 are illustrated
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in Figure 1, the disclosure is not limited thereto.
That is, the system may include more than one primary
device 11 and more than two secondary devices 12.

According to an embodiment of the disclosure, the
server-end device 1 may be a server that is implemented
by a personal computer (PC), a cloud host or other form.
The server-end device 1 is in communication with the
administration-end device 2 and the at least one
primary device 11 through a communication network 3
which may be, for example, the Internet. According to
an embodiment of the disclosure, the
administration-end device 2 may be a PC, a notebook
computer or a smart phone, but the disclosure is not
limited thereto.

The at least one primary device 11 and the plural
secondary devices 12 are each a wireless device having
a unique device identifier. The secondary devices 12
are adapted to wirelessly communicate with the at least
one primary device 11. Each secondary device 12 is
connected with an apparatus 20 in order to receive the
working report of the apparatus 20 therefrom and to
relay the working report (indicative of the working
state of the apparatus 20) to the server-end device 1.
According to some embodiments, each primary device 11
may also be connected with an apparatus 20 for receiving
the working report from the apparatus 20. Each

apparatus 20 may further be configured to receive an
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instruction from the administration-end device 2
and/or the server-end device 1 through the wireless
device (either a secondary device 12 or a primary device
11) connected with the apparatus 20, and perform an
operation corresponding to the instruction. For
example, an apparatus 20 which is a smart lamppost may
turn on or turn off its light in response to receiving
a turn-on instruction or a turn-off instruction through
the connected wireless device. According to some
embodiments, the at least one primary device 11 and the
plural secondary devices 12 may be implemented as
wireless communication devices that are able to
communicate with each other and/or with the server-end
device 1 through wireless communication technologies,
such as infrared (IR) communication, mobile
communication, wireless local area network (WLAN),
Wi-Fi, Bluetooth, Near-Field Communication (NFC), and
SO forth, and may be implemented to be
Internet-of-things (IoT) sensors, IoT dongles, etc.

A method that may be implemented by the system in
order to monitor the apparatus 20 is illustrated in
Figure 2. As shown in Figure 2, the method includes
an initialization procedure 210 for constructing a
device network of the wireless devices which include
the at least one primary device 11 and the plural
secondary devices 12, a monitoring procedure 220 for

monitoring working states of the plural apparatus 20,
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and a maintenance procedure 230 for detection of
communication failures occurring in the device network
thus constructed and for making recovery of the device
network from said failures. Details of each procedure
will be described in the following.

Figure 3 exemplarily illustrates the initialization
procedure 210 according to an embodiment of the
disclosure. Referring to Figure 3, the initialization
procedure 210 includes Steps 301-311.

In Step 301, the administration-end device 2 sends
a connection request to the server-end device 1.
According to an embodiment of the disclosure, the
connection request may be sent in response to a user
input to the administration-end device 2.

In Step 302, after receiving the connection request
from the administration-end device 2, the server-end
device 1 establishes at least one primary wireless
communication link respectively between the server-end
device 1 and the at least one primary device 11
(establishes, for each of the at least one primary
device 11, a primary wireless communication 1link
between the server-end device 1 and the primary device
11). According to an embodiment of the disclosure,
Step 302 may include Sub-steps 3021 and 3022 as
illustrated in Figure 4.

Referring to Figure 4, 1in Sub-step 3021, the

server-end device 1 receives primary connection
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information from each primary device 11. The primary
connection information indicates the device identifier
of the primary device 11, a physical location of the
primary device 11, and a network address of the primary
device 11, which, according to an embodiment of the
disclosure, may be a network path identifier that was
assigned to the primary device 11 by the
administration-end device 2. According to some
embodiments, each primary device 11 may broadcast the
primary connection information upon being powered up
or in response to a user input thereto.

In Sub-step 3022, in response to receiving the
connection request from the administration-end device
2, the server-end device 1 establishes the primary
wireless communication link(s) respectively between
the server-end device 1 and the primary device(s) 11
based on the connection request and the primary
connection information received from the primary
device(s) 11.

Returning back to Figure 3, 1in Step 303, the
administration-end device 2 divides the plural
secondary devices 12 into at least one subset
respectively for the at least one primary device 11.
Each of the subset (s) of secondary devices 12 includes
at least one secondary device 12 that is to communicate
with the server-end device 1 through the respective one

of the primary device(s). With respect to each of the
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subset (s) and the corresponding respective one of the
at least one primary device 11, the primary device 11
is referred to as a dominating device for each secondary
device 12 that belongs to the subset, and each secondary
device 12 that belongs to the subset is referred to as
a subject device for the primary device 11. Then, for
each primary device 11, the administration-end device
2 determines subset information that indicates the
subset of secondary devices 12 that corresponds to the
primary device 11, and sends the subset information to
the server-end device 1 and further to the primary
device 11. According to some embodiments, the subset (s)
may be determined based on distances between the at
least one primary device 11 and the plural secondary
devices 12 (e.g., choosing one of the at least one
primary device 11 that is nearest a secondary device
12 to be the dominating device for the secondary device
12) or based on user selection, but the disclosure is
not limited thereto.

In Step 304, each primary device 11 establishes,
after receiving the subset information determined by
the administration-end device 2, at least one first
temporary wireless communication link respectively
between the primary device 11 and the at least one
subject device of the primary device 11 according to
the subset information thus received, and measures

communication quality of the at least one first



10

15

20

25

12

temporary wireless communication link. According to
an embodiment of the disclosure, Step 304 may include
Sub-steps 3041-3043 as illustrated in Figure 5.

Referring to Figure 5, in Sub-step 3041, the primary
device 11 receives, for each of the subject device (s)
of the primary device 11, secondary connection
information from the secondary device 12, wherein the
secondary connection information indicates the device
identifier of the subject device, a physical location
of the subject device, a network address (e.g., a
network path identifier) of the subject device, and a
number of data packets that the subject device has
previously sent to the primary device 11. According
to some embodiments, each secondary device 12 may
broadcast the secondary connection information upon
being powered up or in response to a user input thereto.

In Sub-step 3042, the primary device 11 establishes,
for each of the subject device(s) of the primary device
11 that is specified in the subset information which
the primary device 11 has received and which was
determined by the administration-end device 2, the
first temporary wireless communication link between
the primary device 11 and the subject device based on
the secondary connection information received from the
subject device.

In Sub-step 3043, the primary device 11 measures

communication quality of the at least one first
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temporary wireless communication link that the primary
device 11 has established in Sub-step 3042.

Returning back to Figure 3, in Step 305, the
administration-end device 2 sends, to the server-end
device 1, an assistant-setting request that specifies
at least one of the plural secondary devices 12, where
each specified secondary device 12 is to serve as an
assistant device that 1is allowed to directly
communicate with its dominating device and that may
gather working reports from other secondary device (s) .
According to an embodiment of the disclosure, the
connection request may be sent in response to a user
input to the administration-end device 2.

In Step 306, the server-end device 1 designates, in
response to receiving the assistant-setting request
from the administration-end device 2, the at least one
of the plural secondary devices 12 as at least one
assistant device Dbased on the assistant-setting
request. Then, the server-end device 1 sends, for each
of the at least one assistant device, an estimation
signal to the assistant device in order to initiate
establishment of at least one second temporary wireless
communication link respectively between the assistant
device and at least another one of the at least one
subject device of the dominating device of the
assistant device (excluding the assistant device

itself) (also referred to as at least one related device
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of the assistant device hereinafter). According to an
embodiment of the disclosure, the at least one related
device of an individual assistant device is the at least
another one of the at least one subject device of the
dominating device of the assistant device that is
nearest the assistant device, but the disclosure is not
limited thereto.

In Step 307, each assistant device establishes, in
response to receiving the measurement signal, the at
least one second temporary wireless communication link
respectively between the assistant device and the at
least one related device of the assistant device,
measures communication quality of the at least one
second temporary wireless communication 1link, and
sends, to the dominating device of the assistant device,
a link message that indicates, for each of the at least
one second temporary wireless communication link, the
communication quality of the second temporary wireless
communication link thus measured.

In Step 308, each primary device 11 sends, to the
server-end device 1, a reporting message that indicates,
for each link among the at least one first temporary
wireless communication link that was established by the
primary device 11 and any second temporary wireless
communication 1link that is indicated in the 1link
message (s) the primary device 11 has received, the

communication quality of the 1link. The reporting
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message further indicates, for each device among the
primary device 11 and the at least one subject device
of the primary device 11, the device identifier of the
device and a physical location of the device.

In Step 309, after receiving the reporting message
from each of the at least one primary device 11, the
server-end device 1 establishes a network topology with
respect to the at least one primary device 11 and the
plural secondary devices 12 based on the reporting
message (s) . In the network topology, each of the
plural secondary devices 12 serves as one of the
following: (1) an assistant device; (2) a tail device
that is directly linked to an assistant device (the tail
device serves as a subject tail device for the assistant
device that it is linked to, and that assistant device
serves as an upstream device for the tail device) and
that is indirectly linked to the dominating device of
the secondary device 12 through the assistant device;
(3) a branch device that is directly linked to the
dominating device of the secondary device 12 (the
dominating device serves as an upstream device of the
branch device) and that is not linked to any assistant
device. According to an embodiment of the disclosure,
the network topology may be established based on
communication quality information indicated in the
reporting message(s) . For example, 1f a reporting

message received from an individual primary device 11



10

15

20

25

16

indicates that the communication quality of a first
temporary wireless communication link between the
primary device 11 and an individual subject device of
the primary device 11 is worse than the communication
quality of a second temporary wireless communication
link between said subject device and an assistant
device which is also a subject device of the primary
device 11, then the server-end device 1 may determine
that said individual subject device should be a tail
device that is to communicate with said assistant
device through a wireless communication link that is
to be established therebetween. On the other hand, if
the communication quality of said first temporary
wireless communication link is better than said second
temporary wireless communication 1link, or if no
communication quality of any second temporary wireless
communication 1link 1is reported in said reporting
message, then the server-end device 1 may determine
that said individual subject device should be a branch
device that 1is to directly communicate with said
primary device 11 through a wireless communication link
that is to be established therebetween.

Figure 6 exemplarily illustrates a network topology
600 that may be established for a system that includes
two primary devices 11A, 11B and six secondary devices
13A, 13B, 14A, 14B, 14C, 15 according to an embodiment

of the disclosure. In the network topology 600, the
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primary device 11A is the dominating device for three
secondary devices 13A, 14A, 14B (i.e., the secondary
devices 13A, 14A, 14B are each a subject device of the
primary device 11A), and the primary device 11B is the
dominating device for the other three secondary devices
13B, 14C, 15 (i.e., the secondary devices 13B, 14C, 15
are each a subject device of the primary device 11B).
There are two secondary devices 13A, 13B that serve as
assistant devices and that are respectively in direct
communication with their dominating devices 11A, 11B,
three secondary devices 14A, 14B, 14C that serve as tail
devices, and one secondary device 15 that serves as a
branch device. The tail devices 14A, 14B are 1in
indirect communication with their dominating device
11A through the assistant device 13A (the assistant
device 13A is the upstream device of the tail devices
14A, 14B). The tail device 14C 1is 1n 1indirect
communication with its dominating device 11B through
the assistant device 13B (the assistant device 13B is
the upstream device of the tail device 14C) . The branch
device 15 1s in direct communication with its
dominating device 11B (the primary device 11B is the
upstream device of the Dbranch devices 15). The
connecting lines in Figure 6 are each a wireless
communication link for communication between the two
devices at the two ends of the wireless communication

link.
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Returning back to Figure 3, 1in Step 310, the
server-end device 1 generates and stores a set of
routing parameters that corresponds to the network
topology established in Step 309. The set of routing
parameters specifies the device identifier and the
physical location of each device among the at least one
primary device 11 and the plural secondary devices 12,
and plural transmission routes respectively related to
the plural secondary devices 12 (each of which may be
an assistant device, a tail device or a branch device)
by indicating plural wireless communication links that
are to Dbe maintained among the wireless devices,
wherein each of the transmission routes is between a
respective one of the secondary devices 12 and the
dominating device for the respective one of the
secondary devices 12.

For example, for the network topology 600 as shown
in Figure 6, the set of routing parameters generated
therefor would indicate six wireless communication
links and specify six transmission routes respectively
related to the six secondary devices 13A, 13B, 14A, 14B,
14c, 15. The six wireless communication links are
respectively between the primary device 11A and the
secondary device 13A, the primary device 11B and the
secondary device 13B, the primary device 11B and the
secondary device 15, the secondary device 13A and the

secondary device 14A, the secondary device 13A and the
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secondary device 14B, and the secondary device 13B and
the secondary device 14C. The set of routing
parameters specifies, for example, a transmission
route related to the secondary device 14A that 1is
between the tail device 14A and the primary device 11A
and that passes through the assistant device 13A, and
another transmission route related to the secondary
device 15 that is between the branch device 15 and the
primary device 11B and that passes through no assistant
device.

In Step 311, the server-end device 1 sends the set
of routing parameters thus generated to the at least
one primary device 11, and to the plural secondary
devices 12 respectively along the plural transmission
routes, 1in order to construct, based on the set of
routing parameters, a device network composed of the
at least one primary device 11 and the plural secondary
devices 12 in accordance with the network topology
established in Step 309.

According to some embodiments, the first and second
temporary wireless communication links are cut off
after communication quality thereof is measured and
reported to the server-end device 1, and the device
network is constructed by the primary device(s) 11
establishing, wupon receiving the set of routing
parameters and based on the set of routing parameters,

at least one wireless communication link each of which
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is between a corresponding one of the primary device(s)
11 and a corresponding one of the assistant device (s)
and which exists in the network topology and perhaps
also at least one wireless communication link each of
which is between a corresponding one of the primary
device(s) 11 and a corresponding one of at least one
branch device and which exists in the network topology,
and by the assistant device(s) establishing, upon
receiving the set of routing parameters and based on
the set of routing parameters, at least one wireless
communication 1link that is Dbetween the assistant
device(s) and at least one tail device and that exists
in the network topology.

As shown in Figure 2, the monitoring procedure 220
is performed after the initialization procedure 210.
Figure 7 exemplarily illustrates the monitoring
procedure 220 according to an embodiment of the
disclosure. Referring to Figure 7, the monitoring
procedure 220 includes Steps 701-703.

In Step 701, each secondary device 12 (may be an
assistant device, a tail device or a branch device)
receives a working report from the apparatus 20 that
is connected with the secondary device 12, and
transmits the working report to the dominating device
of the secondary device 12 along the transmission route
corresponding to the secondary device 12 (may be

directly to the dominating device or indirectly through
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an assistant device), in order for the dominating
device to forward the working report to the server-end
device 1. The working report indicates an apparatus
identifier of the apparatus 20 and a working state of
the apparatus 20. According to some embodiments, the
working report may further indicate a physical location
(e.g., latitude and longitude coordinates) of the
apparatus 20.

According to an embodiment of the disclosure, the
working report from the apparatus 20 which is a smart
battery may, for example, indicate the apparatus
identifier of the apparatus 20 that is a unique product
serial number of the smart battery, and the working
state of the apparatus 20 that includes information
relating to an output voltage of the smart battery, an
output current of the smart battery, or whether the
smart battery is recharging or discharging. According
to another embodiment of the disclosure, the working
report from the apparatus 20 which is a smart lamppost
may, for example, indicate the apparatus identifier of
the apparatus 20 that is a unique product serial number
of the smart lamppost, and the working state of the
apparatus 20 that includes information relating to
whether a lamp of the lamppost is turned on or off.
According to a further embodiment of the disclosure,
the working report from the apparatus 20 which is a smart

door lock may, for example, indicate the apparatus
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identifier of the apparatus 20 that is a unigue product
serial number of the smart door lock, and the working
state of the apparatus 20 that includes information
relating to whether the smart door lock is locked or
unlocked.

In Step 702, each primary device 11 receives the
working report(s) from the subject device(s) of the
primary device 11, and transmits the working report (s)
to the server-end device l. 1In an embodiment where each
of the primary device(s) 11 is also connected to an
apparatus 20, the primary device 11 also receives a
working report from the apparatus 20 connected thereto,
and transmits the received working report to the
server-end device 1.

In Step 703, the server-end device 1 transmit the
working report(s) received from the at least one
primary device 11 to the administration-end device 2.
In this way, the working states of the plural apparatus
20 can be monitored by user (s) using the
administration-end device 2.

According to an embodiment of the disclosure, each
apparatus 20 may send the working report periodically
(e.g., every thirtyminutes), and the primary device (s)
11 and the secondary devices 12 may immediately
transmit the working reports to the server-end device
1 upon receiving the working reports. According to

some embodiments, each apparatus 20 may send the
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working report in response to receiving, from the
secondary device 12 (or the primary device 11)
connected thereto, a working state request that is
initiated by the administration-end device 2.
According to an embodiment of the disclosure, the
working state request may be generated by the
administration-end device 2, sent from the
administration-end device 2 to the server-end device
1, sent from the server-end device 1 to the at least
one primary device 11, and then sent from the at least
one primary device 11 to each of the plural secondary
devices 12, in order to collect working reports from
the plural apparatus 20.

As shown in Figure 2, after the monitoring procedure
220 is performed, i.e., after the system starts to
monitor the plural apparatus 20 by means of the device
network of the wireless devices including the primary
device(s) 11 and the secondary devices 12 that has been
established in the initialization procedure 210, the
maintenance procedure 230 is performed.

Figure 8 exemplarily illustrates the maintenance
procedure 230 according to an embodiment of the
disclosure. Referring to Figure 8, the maintenance
procedure 230 includes Steps 801-813 that are to be
performed with respect to each of the primary device (s)
11.

In Step 801, the server-end device 1 determines
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whether a status message is received from the primary
device 11 within a predetermined time period (which may
be, for example, several milliseconds, several seconds
or several hours, depending on the application scenario)
after a 1link status request is sent from the server-end
device 1 to the primary device 11 demanding that the
primary device 11 should reply with the status message.
If so, the process goes to Step 805; otherwise, the
server-end device 1 determines that the primary device
11 is a disconnected primary device, and the process
goes to Step 802. The status message indicates, for
each subject device of the primary device 11,
information relating to whether the transmission route
related to the subject device is functional, which may
be determined based on, for example, whether a working
report from the subject device has been received
recently, or whether a reply to a testing signal that
the primary device 11 has sent to the subject device
has been received. According to an embodiment of the
disclosure, the status message may further indicate
communication quality of each wireless communication
link connected to the subject device(s) of the primary
device 11.

In Step 802, the server-end device 1 determines
whether any other status message is received from any
other primary device 11 within the predetermined time

period. If so (which means that the system includes



10

15

20

25

295

plural primary devices 11), the process goes to Step
804; otherwise, the process goes to Step 803.

In Step 803, the server-end device 1 issues, to the
administration-end device 2, an error notification
indicating that no primary device 11 is available, in
order for user(s) of the administration-end device 2
to arrange timely repair.

In Step 804, a first recovery procedure is performed.
Figure 9 exemplarily illustrates the first recovery
procedure according to an embodiment of the disclosure.
As shown in Figure 9, the first recovery procedure
includes Steps 901-906.

Referring to Figure 9, in Step 901, the server-end
device 1 selects, based on the set of routing parameters
stored in the server-end device 1 and from a group
consisting of the plural primary devices 11 except the
disconnected primary device and the plural secondary
devices 12 except the at least one subject device of
the disconnected primary device, one device to serve
as a bridge device. According to an embodiment of the
disclosure, the server-end device 1 may select, from
the group, one device that has a physical location
closest to the location of the disconnected primary
device to serve as the bridge device, but the disclosure
is not limited thereto.

In Step 902, the server-end device 1 selects, based

on the set of routing parameters stored in the
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server-end device 1 and from the at least one subject
device of the disconnected primary device, one
secondary device 12 to serve as a substitutive primary
device. When said at least one subject device includes
plural secondary devices 12, each of the rest of said
at least one subject device (excluding the substitutive
primary device) serves as a disconnected secondary
device. According to some embodiments, when said at
least one subject device includes plural secondary
devices 12, the substitutive primary device may be
selected based on physical locations of the subject
devices and/or communication quality information
related to the subject devices (e.g., the communication
quality information indicated in the reporting message
and/or the status messages that the disconnected
primary device has sent to the server-end device 1
previously) .

In Step 903, the server-end device 1 generates a new
set of routing parameters based on the set of routing
parameters stored in the server-end device 1, and
stores the new set of routing parameters to replace the
set of routing parameters that was originally stored
in the server-end device 1 (referred to as “original
set of routing parameters” hereinafter).
Specifically, the new set of routing parameters
indicates a wireless communication link between the

substitutive primary device and the bridge device, and
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every wireless communication link that was indicated
in the original set of routing parameters and that is
not connected to any subject device of the disconnected
primary device. When there exists at least one
disconnected secondary device, the new set of routing
parameters further indicates, for each of the
disconnected secondary device (s), a wireless
communication link between the substitutive primary
device and the disconnected secondary device. In this
way, the new set of routing parameters specifies at
least one transmission route each of which is related
to a respective one of the at least one subject device
of the disconnected primary device, and each of which
passes through the substitutive primary device and the
bridge device.

In Step 904, the server-end device 1 sends the new
set of routing parameters to each primary device 11 that
is not the disconnected primary device, and to each
secondary device 12 that is not the subject device of
the disconnected primary device.

In Step 905, in response to receiving the new set
of routing parameters, the bridge device establishes
awireless communication link between the bridge device
and the substitutive primary device based on the new
set of routing parameters, and sends the new set of
routing parameters to the substitutive primary device

through the wireless communication link thus
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established, wherein said wireless communication link
is established by wusing the 1link establishment
procedure as shown in Figure 10 that will be quickly
described below.

Figure 10 illustrates a link establishment
procedure that may be initiated by a first wireless
device in order to establish a wireless communication
link between the first wireless device and a second
wireless device according to an embodiment of the
disclosure. The link establishment procedure as shown
in Figure 10 includes Steps 1001-1003. 1In Step 1001,
the first wireless device sends, to the second wireless
device, a linking message that indicates the device
identifier of the second wireless device. 1In Step 1002,
the second wireless device sends linking information
to the first wireless device in response to receiving
the 1linking message which indicates 1its device
identifier, wherein the linking information indicates
the network address of the second wireless device.
Then, in Step 1003, the first wireless device
establishes, 1in response to receiving the 1linking
information, a wireless communication link between the
first and second wireless devices using the network
address indicated in the linking information.

It is noted that, for the 1link establishment
procedure used in Step 905, the bridge device and the

substitutive primary device respectively act as the
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first wireless device and the second wireless device.

Returning back to Figure 9, in Step 906, in response
to receiving the new set of routing parameters, the
substitutive primary device, for each disconnected
secondary device, establishes awireless communication
link between the substitutive primary device and the
disconnected secondary device based on the new set of
routing parameters (e.g., according to the 1link
establishment procedure described above with the
substitutive primary device and the disconnected
secondary device respectively acting as the first
wireless device and the second wireless device), and
sends the new set of routing parameters to the
disconnected secondary device through the wireless
communication link thus established.

Step 906 may be skipped when the at least one subject
device of the disconnected primary device includes only
one secondary device, 1in which case there 1is no
disconnected secondary device.

Turning back to Figure 8, in Step 805, the server-end
device 1 determines, for each assistant device which
is a subject device of the primary device 11 and based
on the status message received from the primary device
11, whether the assistant device is a disconnected
assistant device by determining whether the assistant
device is in connection with the primary device 11 (that

is, whether the primary device 11 is able to communicate
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with the assistant device through the wireless
communication link between the primary device 11 and
the assistant device). The assistant device 1is
determined as a disconnected assistant device when the
assistant device is not in connection with the primary
device 11. When there exists any disconnected
assistant device, the process goes to Step 808;
otherwise, the process goes to step 806. It is noted
that the procedure from step 808 to step 813 is to be
performed with respect to each disconnected assistant
device.

In Step 806, the server-end device 1 determines, for
each subject device of the primary device 11 that is
not an assistant device (which may be a tail device or
a branch device) and based on the status message
received from the primary device 11, whether the
subject device 1is a missing device by determining
whether the subject device is in connection with the
primary device 11 (that is, whether the primary device
11 is able to communicate with the subject device
through the transmission route that is specified in the
set of routing parameters stored in the server-end
device 1 and that is related to the subject device).
The subject device is determined as a missing device
when the subject device is not in connection with the
primary device 11.

If any missing device is determined in Step 806, in
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Step 807, the server-end device 1 initiates a second
recovery procedure with respect to each missing device
that is determined in Step 806. If no missing device
is determined in Step 806, Step 807 is skipped.

Figure 11 exemplarily illustrates the second
recovery procedure according to an embodiment of the
disclosure. As shown in Figure 11, the second recovery
procedure includes Steps 1101-1105.

Referring to Figure 11, in Step 1101, the server-end
device 1 sends to the administration-end device 2 an
error message that indicates the device identifier and
the physical location of the missing device.

In Step 1102, the administration-end device 2 sends
to the server-end device 1, in response to receiving
the error message from the server-end device 1,
replacement information that indicates the device
identifier of the missing device, a device identifier
of a substitutive device, a physical location of the
substitutive device and a network address (e.g., a
network path identifier assigned by the
administration-end device 2) of the substitutive
device. According to an embodiment of the disclosure,
the substitutive device may be another wireless device
that is predetermined or prearranged and is connected
to the apparatus 20 which the missing device is
connectedwith. According to another embodiment of the

disclosure, the substitutive device may be the missing
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device itself when the replacement information is sent
by the administration-end device 2 after a failure of
the missing device has been resolved.

In Step 1103, the server-end device 1 generates, in
response to receiving the replacement information, a
new set of routing parameters based on the set of routing
parameters stored in the server-end device 1l (i.e., the
original set of routing parameters) by replacing the
missing device with the substitutive device (that is,
information related to themissing device including the
device identifier, the network address and a physical
location of the missing device 1s replaced by
information related to the substitutive device
including the device identifier, the network address
and a physical location of the substitutive device),
and stores the new set of routing parameters to replace
the original set of routing parameters.

In Step 1104, the server-end device 1 sends the new
set of routing parameters to each of the at least one
primary device 11, and to each of the plural secondary
devices 12 except the missing device.

In Step 1105, in response to receiving the new set
of routing parameters, the upstream device (which may
be a primary device 11 or an assistant device depending
on whether the missing device is a branch device or a
tail device) of the missing device establishes a

wireless communication link between the wupstream
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device and the substitutive device based on the new set
of routing parameters (e.g., according to the 1link
establishment procedure described above with the
upstream device and the substitutive device
respectively acting as the first wireless device and
the second wireless device), and sends the new set of
routing parameters to the substitutive device through
the wireless communication link thus established.

Returning back to Figure 8, in Step 808 which is
performed when a disconnected assistant device 1is
determined in Step 805, the server-end device 1
instructs the primary device 11 (i.e., the dominating
device for the disconnected assistant device) to, for
each of at least one subject tail device that was linked
to the disconnected assistant device as specified in
the set of routing parameters stored in the server-end
device 1, send a contact signal to the subject tail
device, in order for the subject tail device to send,
to the primary device 11, a response signal that is to
be forwarded to the server-end device 1. The contact
signal indicates the device identifier of the subject
tail device. The response signal indicates the device
identifier and the network address of the subject tail
device.

In Step 809, the server-end device 1 determines
whether a number of the response signal(s) received

through the primary device 11 exceeds a threshold. If
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so, the process goes to Step 810; otherwise, the process
goes to Step 812. According to an embodiment of the
disclosure, the threshold may be a number that is half
of the number of the subject tail device(s) of the
disconnected assistant device, but the disclosure is
not limited thereto.

In Step 810, a third recovery procedure is performed.
Figure 11 exemplarily illustrates the third recovery
procedure according to an embodiment of the disclosure.
As shown in Figure 12, the third recovery procedure
includes Steps 1201-1206.

Referring to Figure 12, in Step 1201, the server-end
device 1 selects, based on the set of routing parameters
stored in the server-end device 1 and from a group
consisting of the at least one primary device 11 and
the plural secondary devices 12 except the disconnected
assistant device and the subject tail device(s) of the
disconnected assistant device, one device to serve as
a bridge device. According to an embodiment of the
disclosure, the server-end device 1 may select, from
the group, one device that has a physical location
closest to the location of the disconnected assistant
device to serve as the bridge device, but the disclosure
is not limited thereto.

In Step 1202, the server-end device 1 selects, based
on the set of routing parameters stored in the

server—-end device 1 and from at least one of the at least
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one subject tail device of the disconnected assistant
device that has each sent the response signal (said at
least one of the at least one subject tail device is
referred to as functional tail device(s)), one
secondary device 12 to serve as a substitutive
assistant device. When the at least one subject tail
device of the disconnected assistant device includes
plural secondary devices 12, each of the rest of said
at least one subject tail device (excluding the
substitutive assistant device) serves as a
disconnected secondary device. According to some
embodiments, when the at least one subject tail device
of the disconnected assistant device includes plural
secondary devices 12, the substitutive assistant
device may be selected based on physical locations of
the subject tail devices and/or communication quality
information related to the subject tail devices.

In Step 1203, the server-end device 1 generates a
new set of routing parameters based on the set of routing
parameters stored in the server-end device 1l (i.e., the
original set of routing parameters), and stores the new
set of routing parameters to replace the original set
of routing parameters. Specifically, the new set of
routing parameters indicates a wireless communication
link between the substitutive assistant device and the
bridge device <corresponding to the disconnected

assistant device, and every wireless communication
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link that was indicated in the original set of routing
parameters and that is not <connected to the
disconnected assistant device. When there exists at
least one disconnected secondary device corresponding
to the disconnected assistant device, the new set of
routing parameters further indicates, for each of the
disconnected secondary device (s), a wireless
communication link between the substitutive assistant
device and the disconnected secondary device. 1In this
way, the new set of routing parameters specifies at
least one transmission route each of which is related
to a respective one of the at least one subject tail
device of the disconnected assistant device and each
of which passes through the substitutive assistant
device and the bridge device.

In Step 1204, the server-end device 1 sends the new
set of routing parameters to each of the at least one
primary device 11, and to each of the plural secondary
devices 12 except the disconnected assistant device and
the subject tail device(s) of the disconnected
assistant device.

In Step 1205, in response to receiving the new set
of routing parameters, the bridge device corresponding
to the disconnected assistant device establishes a
wireless communication link between the bridge device
and the substitutive assistant device based on the new

set of routing parameters (e.g., according to the link
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establishment procedure described above with the
bridge device and the substitutive assistant device
respectively acting as the first wireless device and
the second wireless device), and sends the new set of
routing parameters to the substitutive assistant
device through the wireless communication link thus
established.

In Step 1206, in response to receiving the new set
of routing parameters, the substitutive assistant
device corresponding to the disconnected assistant
device, for each disconnected secondary device
corresponding to the disconnected assistant device,
establishes a wireless communication link between the
substitutive assistant device and the disconnected
secondary device Dbased on the new set of routing
parameters (e.g., according to the link establishment
procedure described above with the substitutive
assistant device and the disconnected secondary device
respectively acting as the first wireless device and
the second wireless device), and sends the new set of
routing parameters to the disconnected secondary
device through the wireless communication link thus
established.

Step 1206 may be skipped when the at least one
subject tail device of the disconnected assistant
device includes only one secondary device, in which

case there is no disconnected secondary device.
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Then, returning back to Figure 8, in Step 811, if
the server-end device 1 fails to receive the response
signal from every subject tail device of the
disconnected assistant device, the server-end device
1 determines that each of at least one of said at least
one subject tail device, a response signal sent from
which is not received, 1is a missing device, and
initiates the second recovery procedure (described
above in relation with Figure 11) for each missing
device. Step 811 is skipped when the response signal
from every subject tail device 1is received.

On the other hand, in Step 812 which is performed
when the server-end device 1 determines that the number
of the response signal(s) received through the primary
device 11 does not exceed the threshold, the server-end
device 1 determines that the disconnected assistant
device is a missing device, and initiates the second
recovery procedure with respect to the disconnected
assistant device.

Then, in Step 813, the server-end device 1
determines that each of at least one of said at least
one subject tail device, a response signal sent from
which 1s not received, 1s a missing device, and
initiates the second recovery procedure with respect
to each of said at least one of said at least one subject
tail device that is a missing device.

The disclosed method is beneficial in that the
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network topology thus established is more suitable from
the administrator’s point of view in comparison to the
prior art, and therefore reduces maintenance and
management costs. In addition, the automatic recovery
and failure notification functionalities provided by
the disclosed method further reduce the effort and cost
required to maintain the device network of the
plurality of wireless devices that has been constructed
to monitor the plurality of apparatus.

In the description above, for the purposes of
explanation, numerous specific details have been set
forth in order to provide a thorough understanding of
the embodiment(s). It will be apparent, however, to
one skilled in the art, that one or more other
embodiments may be practiced without some of these
specific details. It should also be appreciated that
reference throughout this specification to “one

7

embodiment,” “an embodiment,” an embodiment with an
indication of an ordinal number and so forth means that
a particular feature, structure, or characteristic may
be included in the practice of the disclosure. It
should be further appreciated that in the description,
various features are sometimes grouped together in a
single embodiment, figure, or description thereof for
the purpose of streamlining the disclosure and aiding

in the understanding of various inventive aspects, and

that one or more features or specific details from one
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embodiment may be practiced together with one or more
features or specific details from another embodiment,
where appropriate, in the practice of the disclosure.

While the disclosure has been described in
connection with what is (are) considered the exemplary
embodiment (s), it is understood that this disclosure
is not limited to the disclosed embodiment(s) but is
intended to cover various arrangements included within
the spirit and scope of the broadest interpretation so
as to encompass all such modifications and equivalent

arrangements.
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WHAT IS CLAIMED 1IS:

1. A method for monitoring plural apparatus (20), the
method to be implemented by a system which includes a
server—-end device (1), an administration-end device (2)
that is in communication with the server-end device (1),
at least one primary device (11) that is adapted to
communicate with the server-end device (1), and plural
secondary devices (12) that are adapted to communicate
with the at least one primary device (11) and that are
respectively connected with the plural apparatus (20),
the at least one primary device (11) and the plural
secondary devices (12) being each a wireless device
having a device identifier, the method comprising steps
of:

A) by the server-end device (1) after receiving
a connection request from the administration-end
device (2), establishing at least one primary wireless
communication link respectively between the server-end
device (1) and the at least one primary device (11);

B) by the administration-end device (2), for each
of the at least one primary device (11), determining
subset information which indicates a subset of the
plural secondary devices (12) that includes at least
one secondary device (12) which is to communicate with
the server-end device (1) through the primary device

(11), the primary device (l1l) serving as a dominating
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device for the at least one secondary device (12), each
of the at least one secondary device (12) serving as
a subject device for the primary device (11);

C) by each of the at least one primary device (11)
according to the subset information determined by the
administration-end device (2), establishing at least
one first temporary wireless communication 1link
respectively between the primary device (11) and the
at least one subject device (12) of the primary device
(11);

D) by the server-end device (1) in response to
receiving an assistant-setting request from the
administration-end device (2), designating at least
one of the plural secondary devices (12) as at least
one assistant device (13) based on the
assistant-setting request;

E) by the server-end device (1) after step D),
establishing a network topology with respect to the at
least one primary device (11) and the plural secondary
devices (12), wherein each of the plural secondary
devices (12) serves as one of: one of the at least one
assistant device; a tail device that is to be directly
linked to one of the at least one assistant device; and
a branch device that is to be directly linked to the
dominating device of the secondary device (12);

F) by the server-end device (1), generating and

storing a set of routing parameters that corresponds
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to the network topology thus established and that
specifies plural transmission routes respectively
related to the plural secondary devices (12), each of
the transmission routes being between the respective
one of the secondary devices (12) and the dominating
device of the respective one of the secondary devices
(12);

G) by the server-end device (1), sending the set
of routing parameters thus generated to the at least
one primary device (11) and to the plural secondary
devices (12), in order to construct, based on the set
of routing parameters, a device network composed of the
at least one primary device (11) and the plural
secondary devices (12) in accordance with the network
topology thus established; and

H) by each of the plural secondary device (12)
after step G), receiving a working report from the
apparatus (20) that is connected with the secondary
device (12), and transmitting the working report to the
dominating device of the secondary device (12) along
the transmission ©route that corresponds to the
secondary device (12), in order for the dominating
device to forward the working report to the server-end
device (1), the working report indicating an apparatus
identifier of the apparatus (20) and a working state

of the apparatus (20).
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2. The method of claim 1, wherein step A) includes
sub-steps of:

A-1) for each of the at least one primary device
(11), receiving primary connection information from
the primary device (11), the primary connection
information indicating the device identifier of the
primary device (11), a physical location of the primary
device (11) and a network address of the primary device
(11); and

A-2) 1in response to receiving the connection
request, for each of the at least one primary device
(11), establishing the primary wireless communication
link between the server-end device (1) and the primary
device (11) based on the connection request and the
primary connection information received from the

primary device (11).

3. The method of claim 1, wherein step C) includes
following sub-steps that are to be performed by each
of the at least one primary device (11):

C-1) for each of the at least one subject device
of the primary device (11), receiving secondary
connection information from the subject device, the
secondary connection information indicating the device
identifier of the subject device, a physical location
of the subject device, a network address of the subject

device, and a number of data packets that the subject



10

15

20

25

495

device has previously sent to the primary device (11);
and

C-2) based on the subset information determined
by the administration-end device (2), for each of the
at least one subject device of the primary device (11),
establishing the first temporary wireless
communication link between the primary device (11) and
the subject device based on the secondary connection

information received from the subject device.

4, The method of claim 1, wherein:
step C) further includes measuring communication
quality of the at least one first temporary wireless
communication link that has been established;
the method further comprising, prior to step E),
steps of:
I) by the server-end device (1), for each
of the at least one assistant device, sending a
measurement signal to the assistant device in order to
initiate establishment of at least one second temporary
wireless communication link respectively between the
assistant device and at least another one of the at least
one subject device of the dominating device of the
assistant device;
J) by each of the at least one assistant
device in response to receiving the measurement signal,

establishing the at least one second temporary wireless
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communication link respectively between the assistant
device and the at least another one of the at least one
subject device of the dominating device of the
assistant device, measuring communication gquality of
said at least one second temporary wireless
communication link, and sending, to the dominating
device of the assistant device, a link message that
indicates, for each of said at least one second
temporary wireless communication link, the
communication quality of the second temporary wireless
communication link thus measured; and
K) by each of the at least one primary device
(11), sending, to the server-end device (1), a
reporting message that indicates, for each link among
the at least one first temporary wireless communication
link that was established by the primary device (11)
and any second temporary wireless communication link
that is indicated in any link message the primary device
(11) has received, the communication gquality of the
link, the reporting message further indicating, for
each device among the primary device (11) and the at
least one subject device of the primary device (11),
the device identifier of the device and a physical
location of the device; and
step E) 1is to establish the network topology based
on the reporting message (s) received from the at least

one primary device.
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5. The method of c¢claim 1, the method further
comprising following steps that are to be performed
with respect to each of the at least one primary device
(11) :

I) by the server-end device (1), determining
whether a status message is received from the primary
device (11) within a predetermined time period, the
status message indicating, for each of the at least one
subject device of the primary device (11), whether the
transmission route related to the subject device is
functional; and

J) by the server-end device (1) when it 1is
determined that the status message is not received from
the primary device (11) within the predetermined time
period, and when the at least one primary device (11)
includes plural primary devices (11),

determining that the primary device (11) is a
disconnected primary device;

selecting, based on the set of routing
parameters and from a group consisting of the plural
primary devices (11l) except the disconnected primary
device and the plural secondary devices (12) except the
at least one subject device of the disconnected primary
device, one device to serve as a bridge device;

selecting, based on the set of routing

parameters and from the at least one subject device of
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the disconnected primary device, one secondary device
to serve as a substitutive primary device, each of the
rest of said at least one subject device serving as a
disconnected secondary device when said at least one
subject device includes plural secondary devices (12);
and

generating a new set of routing parameters
based on the set of routing parameters stored in the
server-end device (1), and storing the new set of
routing parameters thus generated to replace the set
of routing parameters that is originally stored, the
new set of routing parameters specifying at least one
transmission route respectively related to the at least
one subject device of the disconnected primary device,
each of the at least one transmission route passing
through the substitutive primary device and the bridge

device.

6. The method of «c¢laim 5, the method further
comprising, subsequent to step J), following steps that
are to be performed with respect to each of the
disconnected primary device(s):

K) by the server-end device (1), sending the new set
of routing parameters to each of the plural primary
devices (11) except the disconnected primary device and
each of the plural secondary devices (12) except the

at least one subject device of the disconnected primary



10

15

20

25

49

device;

L) by the Dbridge device corresponding to the
disconnected primary device in response to receiving
the new set of routing parameters, establishing, based
on the new set of routing parameters, a wireless
communication link between said bridge device and the
substitutive primary device that corresponds to the
disconnected primary device, and sending the new set
of routing parameters to said substitutive primary
device; and

M) when the at least one subject device of the
disconnected primary device includes at least one
disconnected secondary device, by the substitutive
primary device corresponding to the disconnected
primary device in response to receiving the new set of
routing parameters, for each of the at least one
disconnected secondary device, establishing awireless
communication link between said substitutive primary
device and the disconnected secondary device based on
the new set of routing parameters, and sending the new
set of routing parameters to the disconnected secondary

device.

7. The method of claim 6, wherein:
in step L), the bridge device is to establish the
wireless communication link between the bridge device

and the substitutive primary device by
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sending, based on the new set of routing
parameters and to the substitutive primary device, a
linking message that indicates the device identifier
of the substitutive primary device, in order for the
substitutive primary device to send to the bridge
device, in response to receiving the linking message,
linking information that indicates the network address
of the substitutive primary device, and

establishing the wireless communication link
between the bridge device and the substitutive primary
device using the network address indicated in the
linking information received from the substitutive
primary device; and

in step M), the substitutive primary device is to

establish the wireless communication link between the
substitutive primary device and the disconnected
secondary device by

sending, based on the new set of routing
parameters and to the disconnected secondary device,
a linking message that indicates the device identifier
of the disconnected secondary device, in order for the
disconnected secondary device to send to the
substitutive primary device, in response to receiving
said 1linking message, linking information that
indicates the network address of the disconnected
secondary device, and

establishing the wireless communication link
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between the substitutive primary device and the
disconnected secondary using the network address
indicated in the linking information received from the

disconnected secondary device.

8. The method of c¢laim 5, further comprising
following step that is to be performed with respect to
each of the at least one primary device (11), the status
message from which is determined in step I) as being
received within the predetermined time period:

K) by the server-end device (1), for each of the at
least one subject device of the primary device (11) that
is not one of the at least one assistant device,

determining whether the subject device is in
connection with the primary device (11) based on the
status message received from the primary device (11);
and

when it is determined that the subject device
is not in connection with the primary device (11),
determining that the subject device (12) is a missing
device; and

the method further comprising following steps that
are to be performed when a missing device is determined
in step K);

L) by the server-end device (1), sending, to
the administration-end device (2), an error message

that indicates the device identifier and the physical
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location of the missing device;

M) by the administration-end device (2) in
response to receiving the error message, sending, to
the server-end device (1), replacement information
that indicates the device identifier of the missing
device, a device identifier of a substitutive device,
a physical location of the substitutive device and a
network address of the substitutive device, the
substitutive device being a wireless device; and

N) by the server-end device (1) in response to
receiving the replacement information, generating and
storing a new set of routing parameters based on the
set of routing parameters stored in the server-end
device (1) by replacing the missing device with the

substitutive device.

9. The method of c¢laim 8, the method further
comprising following steps that are to be performed
subsequent to step N) when a missing device 1is
determined in step K):

O) by the server-end device (1), sending the new set
of routing parameters generated in step N) to the at
least one primary device (11) and the plural secondary
devices (12) except the missing device;

P) by one device among the at least one primary
device (11) and the plural secondary devices (12) that

once established a wireless communication link between
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the one device and the missing device, sending, based
on said new set of routing parameters and in response
to receiving said new set of routing parameters, to the
substitutive device that corresponds to the missing
device, a linking message that indicates the device
identifier of said substitutive device;

Q) by the substitutive device corresponding to the
missing device, sending, in response to receiving the
linking message, to the one device, linking information
indicating the network address of the substitutive
device; and

R) by the one device in response to receiving the
linking information, establishing a wireless
communication link between the one device and the
substitutive device by using the network address
indicated in the linking information, and sending said
new set of routing parameters to the substitutive

device.

10. The method of c¢laim 5, further comprising
following step that is to be performed with respect to
each of the at least one primary device (11), the status
message from which is determined in step I) as being
received within the predetermined time period:

K) by the server-end device (1), for each of at least
one assistant device that is a subject device of the

primary device (11), determining whether the assistant
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device 1s a disconnected assistant device Dby
determining whether the assistant device 1is 1in
connection with the primary device (11) based on the
status message received from the primary device (11);

the method further comprising following steps that
are to be performed when a disconnected assistant
device i1is determined in step K);

L) by the server-end device (1), instructing
the primary device (11) to, for each of at least one
tail device that was 1linked to the disconnected
assistant device as specified in the set of routing
parameters stored in the server-end device (1), sending
a contact signal to the tail device, in order for the
tail device to send, to the primary device (11), a
response signal that 1s to be forwarded to the
server-end device (1), the contact signal indicating
the device identifier of the tail device, the response
signal indicating the device identifier and the network
address of the tail device;

M) by the server-end device (1), determining
whether a number of the response signal received
through the primary device (11l) exceeds a threshold;
and

N) when it is determined that the number of the
response signal(s) exceeds the threshold, by the
server-end device (1),

selecting, based on the set of routing
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parameters stored in the server-end device (1) and from
a group consisting of the at least one primary device
(11) and the plural secondary devices (12) except the
disconnected assistant device and except the at least
one tail device that corresponds to the disconnected
assistant device, one device to serve as a bridge
device;

selecting, based on the set of routing
parameters stored in the server-end device (1) and from
the at least one tail device that corresponds to the
disconnected assistant device, one secondary device to
serve as a substitutive assistant device, each of the
rest of said at least one tail device serving as a
disconnected secondary device when said at least one
tail device includes plural secondary devices (12); and

generating a new set of routing parameters
based on the set of routing parameters stored in the
server-end device (1), and storing the new set of
routing parameters thus generated to replace the set
of routing parameters that is originally stored, said
new set of routing parameters specifying at least one
transmission route respectively related to the at least
one tail device that corresponds to the disconnected
assistant device, each of said at least one
transmission route passing through the substitutive
assistant device and the bridge device that corresponds

to the disconnected assistant device.
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11. The method of c¢laim 10, the method further
comprising following steps that are to be performed
subsequent to step N) when a disconnected assistant
device is determined in step K):

O) by the server-end device (1), sending the new set
of routing parameters generated in step N) to the at
least one primary device (11) and the plural secondary
devices (12) except the disconnected assistant device
and except the at least one tail device that corresponds
to the disconnected assistant device;

S) by the bridge device corresponding to the
disconnected assistant device in response to receiving
said new set of routing parameters, establishing, based
on said new set of routing parameters, a wireless
communication link between said bridge device and the
substitutive assistant device that corresponds to the
disconnected assistant device, and sending said new set
of routing parameters to the substitutive assistant
device through the wireless communication link thus
established;

T) when the at least one tail device corresponding
to the disconnected assistant device includes at least
one disconnected secondary device, by the substitutive
assistant device corresponding to the disconnected
assistant device in response to receiving said new set

of routing parameters, for each of said at least one
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disconnected secondary device, establishing a wireless
communication link between the substitutive assistant
device and the disconnected secondary device based on
said new set of routing parameters, and sending said
new set of routing parameters to the disconnected
secondary device through the wireless communication

link thus established.

12. The method of claim 10, further comprising
following steps that are to be performed when a
disconnected assistant device is determined in step K)
and when it is determined in step M) that the number
of the response signal (s) received through the primary
device (11) does not exceed the threshold:

O) by the server-end device (1), sending, to the
administration-end device (2), an error message that
indicates the device identifier and the physical
location of the disconnected assistant device;

P) by the administration-end device (2) in response
to receiving the error message, sending, to the
server-end device (1), replacement information that
indicates the device identifier of the disconnected
assistant device, a device identifier of a substitutive
device, a physical location of the substitutive device
and a network address of the substitutive device, the
substitutive device being a wireless device; and

Q) by the server-end device (1) 1in response to
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receiving the replacement information, generating and
storing a new set of routing parameters based on the
set of routing parameters stored in the server-end
device (1) by replacing the disconnected assistant

device with the substitutive device.

13. The method of c¢laim 12, the method further
comprising following steps that are to be performed
subsequent to step Q) when a disconnected assistant
device is determined in step K):

R) by the server-end device (1), sending the new set
of routing parameters generated in step Q) to the at
least one primary device (11) and the plural secondary
devices (12) except the disconnected assistant device
and except the at least one tail device that corresponds
to the disconnected assistant device;

S) by the dominating device of the disconnected
assistant device in response to receiving said new set
of routing parameters, sending, based on said new set
of routing parameters, to the substitutive device that
corresponds to the disconnected assistant device, a
linking message that indicates the device identifier
of said substitutive device;

T) by the substitutive device corresponding to the
disconnected assistant device in response to receiving
the linking message, sending to the dominating device

of the disconnected assistant device, linking
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information that indicates the network address of the
substitutive device; and

U) by the dominating device of the disconnected
assistant device in response to receiving the linking
information, establishing a wireless communication
link between the dominating device and the substitutive
device by using the network address indicated in the
linking information, and sending said new set of

routing parameters to the substitutive device.

14. The method of c¢laim 10, the method further
comprising following step that is to be performed
subsequent to step N) when a disconnected assistant
device is determined in step K), when it is determined
in step M) that the number of the response signal (s)
exceeds the threshold, and when the response signal is
not received from each of the at least one tail device
corresponding to the disconnected assistant device:
O) by the server-end device (1), determining that
each of at least one of the at least one tail device,
the response signal sent from which is not received,
is a missing device;
wherein the method further comprises following
steps that are to be performed when a missing device
is determined in step O):
P) by the server-end device (1), sending, to

the administration-end device (2), an error message
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that indicates the device identifier and the physical
location of the missing device;

Q) by the administration-end device (2) in
response to receiving the error message, sending, to
the server-end device (1), replacement information
that indicates the device identifier of the missing
device, a device identifier of a substitutive device,
a physical location of the substitutive device and a
network address of the substitutive device, the
substitutive device being a wireless device;

R) by the server-end device (1) in response
to receiving the replacement information, generating
a new set of routing parameters based on the set of
routing parameters stored in the server-end device (1)
by replacing the missing device with the substitutive
device, and storing the new set of routing parameters
thus generated to replace the set of routing parameters
that is originally stored;

S) by the server-end device (1), sending the
new set of routing parameters generated in step R) to
the at least one primary device (11) and the plural
secondary devices (12) except the missing device;

T) by the substitutive assistant device
corresponding to the disconnected assistant device,
establishing, in response to receiving said new set of
routing parameters, a wireless communication 1link

between the substitutive assistant device and the
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substitutive device based on said new set of routing
parameters, and sending said new set of routing
parameters to the substitutive device through the

wireless communication link thus established.



