Description

Title of Invention: INFORMATION PROCESSING DEVICE, INFORMATION

PROCESSING METHOD, AND PROGRAM
Technical Field

[0001]

The present disclosure relates to an information processing device, an

information processing method, and a program.

Background Art
[0002]

In the fields of robots, FA (factory automation), and the like, it is required to
cause the position of a belt conveyor, the position of an arm, and the like to operate
as intended. In order to cause the belt conveyor, the arm, and the like to operate in
this way, it is necessary to cause a plurality of control target devices such as a servo
motor and a stepping motor to operate while highly accurately synchronizing the
plurality of control target devices. For example, Patent Literature 1 discloses a
motion control command system capable of implementing smooth control while using

inexpensive and simple low-speed communication.

Citation List
Patent Literature

[0003]

Patent Literature 1: Japanese Patent Laid-Open No. 2010-170435
Summary of Invention

Technical Problem

[0004]



In a control system including a controller and control target equipment, a
network connecting the controller and the control target equipment is called industrial
network. When an abnormality has occurred in an operation of the control system
connected by the industrial network, it is desirable to detect the occurrence of the
abnormality as early as possible and take measures for, for example, stopping the
operation of the control system in order to reduce the possibility that further problems

occur because of an abnormal operation of the control system.
[0005]

Thus, an object of the present disclosure is to provide a technique for making
it possible to detect, earlier, an abnormality that occurs in a control system

connected by an industrial network.
Solution to Problem
[0006]

An information processing device according to an aspect of the present
disclosure is an information processing device connected to a master and one or
more slaves via an industrial network, the information processing device including: a
reception unit that receives a frame repeatedly transmitted from the master in the
industrial network; and an abnormality detection unit that analyzes the frame to
detect presence or absence of an abnormality concerning synchronization
processing performed between the master and the one or more slaves, the
synchronization processing being executed based on reference time distributed in

the industrial network.
Advantageous Effect of Invention

[0007]



According to the present disclosure, it is possible to provide a technique for
making it possible to detect, earlier, an abnormality that occurs in a control system

connected by an industrial network.
Brief Description of Drawings
[0008]

[Figure 1] Figure 1 is a diagram illustrating an example of a control system 1

according to an embodiment.

[Figure 2] Figure 2 is a diagram illustrating a structure example of a frame used in an

industrial network.
[Figure 3] Figure 3 is a diagram for explaining time synchronization processing.
[Figure 4] Figure 4 is a diagram illustrating a configuration example of a slave.

[Figure 5] Figure 5 is a diagram illustrating a hardware configuration example of a

monitoring device.

[Figure 6] Figure 6 is a diagram illustrating a functional block configuration example

of the monitoring device.

[Figure 7] Figure 7 is a diagram illustrating a state in which synchronization

processing is normally operating.

[Figure 8] Figure 8 is a diagram for explaining an event that occurs when an
abnormality has occurred in a master and frames cannot be transmitted at equal

intervals.

[Figure 9] Figure 9 is a diagram for explaining an event that occurs when an
abnormality has occurred in a local clock of a synchronous master-slave and a shift

has occurred in reference time.



[Figure 10] Figure 10 is a diagram for explaining an event that occurs when an

abnormality has occurred in a local clock of the monitoring device.

[Figure 11] Figure 11 is a diagram illustrating a relation between combinations of
synchronization processing abnormalities and causes of occurrence of the

synchronization processing abnormalities.

[Figure 12] Figure 12 is a flowchart illustrating an example of a processing procedure

for detecting a synchronization processing abnormality.

[Figure 13] Figure 13 is a diagram illustrating a specific example of synchronization

abnormality detection processing.
[Figure 14] Figure 14 is a diagram for explaining a modification
[Figure 15] Figure 15 is a diagram for explaining the modification.

[Figure 16] Figure 16 is a sequence diagram illustrating an example of a processing
procedure in extracting log data and transmitting the log data to the master when an

abnormality has occurred.

[Figure 17] Figure 17 is a diagram illustrating an example of data of a frame stored in

pre-failure log data.
Description of Embodiments
[0009]

An embodiment of the present disclosure is described with reference to the
accompanying drawings. Note that, in the figures, items denoted by the same

reference numerals and signs have the same or similar configurations.
[0010]

<System configuration>



Figure 1 is a diagram illustrating an example of a control system 1 according
to the present embodiment. The control system 1 includes a master 10, one or
more slaves 20, and a monitoring device 30. The master 10, the one or more

slaves 20, and the monitoring device 30 are connected via an industrial network.
[0011]

The master 10 is a device that controls the slave 20 to implement
predetermined functions in the control system 1. The master 10 may be, for
example, a motion controller, a sequence controller, or a robot controller. The
master 10 may be called controller, control device, and the like. The master 10 may
be a device implemented using dedicated hardware or may be a general-purpose
information processing device in which a non-real time OS and a real time OS are
installed. Specific examples of the non-real time OS include Windows (registered
trademark) and macOC (registered trademark). Specific examples of the real time
OS include RTX (Real Time Extension) and RTH (Real Time Hypervisor). Specific
examples of the general-purpose information processing device include a PC

(personal computer), a notebook PC, and a server.
[0012]

The slave 20 is, for example, a servo motor (including a servo driver), a
stepping motor, or a sensor and is a device that executes various kinds of
processing in the control system 1. The slaves are divided into a communication
processing unit that processes a communication protocol used in the industrial

network and an application unit that performs processing such as motion control.

[0013]



The monitoring device 30 is a device that monitors an operation state of the
control system 1 and always records a frame (which may be called data or packet)
flowing in the industrial network and detects occurrence of an abnormality in the
control system 1. The monitoring device 30 operates as the slave 20 in the control
system 1. That is, the monitoring device 30 is recognized as the slave 20 from the
master 10. The monitoring device 30 may be a device implemented using a
dedicated hardware or may be a general-purpose information processing device or

computer in which a non-real time OS and a real time OS are installed.
[0014]

Examples of a protocol used for the industrial network includes EtherCAT
(registered trademark) and Ethernet/IP. In the following description, it is assumed
that the industrial neatwork is the EtherCAT. However, the present embodiment is
not limited thereto. The protocol may be any communication protocol if the
communication protocol is a communication protocol for performing communication
in a master/slave scheme, the communication protocol including a synchronization

function described below.
[0015]

In the industrial network, the master 10 and the slaves 20 (including the
monitoring device 30) perform communication in an on-the-fly scheme. In the on-
the-fly scheme, one fixed-length frame transmitted from the master 10 passes
through the slaves 20 in order and finally returns to the master 10. When a frame
passes through the slaves 20, the slaves 20 can read, from the frame, data
addressed to the slaves 20 and write, in the frame, data addressed to the master 10
or the other slaves 20. In the example illustrated in Figure 1, a frame transmitted

from the master 10 passes through the slaves 20 and the monitoring device 30 in the
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order of S1 to S6 and returns to the master 10. Note that the slaves 20 perform
processing when the frame passes through the monitoring device 30 first and do not
perform processing for the frame when the frame returns from the monitoring device
30 to the master 10. For example, a slave 20-1 performs processing (data write
and/or read) for the frame received in S1 but does not perform processing for the
frame received in S5 and directly transfers the frame to the master 10. Similarly, a
slave 20-2 performs processing (data write and/or read) for the frame received in S2
but does not perform processing for the frame received in S4 and directly transfers

the frame to the slave 20-1.
[0016]

In the present embodiment, in order to detect abnormalities that occur in the
master 10 and the slaves 20, the monitoring device 30 is connected behind all the
slaves 20 in the industrial network. In other words, the monitoring device 30
functions as the slave 20 at the terminal end. For example, it is assumed that the
slave 20-1 and the slave 20-2 are present in the control system 1. In this case, the
monitoring device 30 is connected to the industrial network such that the frame
output from the master 10 passes through the slave 20-1, the slave 20-2, and the

monitoring device 30 in this order.
[0017]
(Frame structure used in the industrial network)

Figure 2 is a diagram illustrating a structure example of a frame used in the
industrial network. One frame includes an Ethernet Header, Ethernet Data, and an
FCS (Flame Check Sequence). The Ethernet Data includes a Header and a

Datagram.



[0018]

The Datagram is further divided into N data gram regions. The datagram
regions further include a datagram header, data, and a working counter (WKC). In
the datagram header, a command indicating a data processing method (value write,
value read, and the like) and an address indicating a destination for which the data is

processed are stored.
[0019]

In the industrial network, different datagrams are used when data is
transmitted from the master 10 to the slave 20 and when data is transmitted from the
slave 20 to the master 10. That is, at least two datagrams are allocated to one

slave 20 that transmits and receives data to and from the master 10.
[0020]

Here, in order for the master 10 to write a value in a memory (also called
register) included in the slave 20 and read value from the memory included in the
slave 20, the master 10 needs to designate an address of the target memory in
which the value is written or from which the value is read. In the industrial network,

there are two methods as a method of designating the address of the memory.
[0021]

A first method is a method of combining an identifier (called "setting address"
in the EtherCAT) for identifying the slave 20 and an address (meaning an actual
address and called "register address" in the EtherCAT) of the memory included in
the slave 20 to directly designate a physical address of the memory. Note that,
when the value is written in and read from the memory included in the slave 20, an
index and a subindex can also be used instead of the register address. The index
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and the subindex are associated with content of data stored in the memory. By
designating the index and the subindex, it is possible to write and read the value
without being aware of the actual address. Note that a correspondence relation
between the index and the subindex and an address of the memory is defined in

advance in the slave 20.
[0022]

A second method is a method of collectively regarding, as one memory
space, memory spaces included in all the slaves 20 present in the control system 1
and expressing a position in the memory space with one logical address. Note that
data indicating a correspondence relation between the logical address and
addresses (actual addresses) of the memories included in the slaves 20 is set in the
slaves 20 in advance. By using the logical address, the master 10 can write and

read data without being aware of which slave 20 the master 10 is accessing.
[0023]

In addition to the designation of the address of the memory, the master 10
designates a command to perform processing of writing a value in the memory and
reading a value from the memory. Examples of the command include FPWR (data
write designating the slave 20 and an actual address), FPRD (data read designating
the slave 20 and an actual address), LWR (data write designating a logical address),

and LRD (data read designating a logical address).
[0024]
(Overview of synchronization processing)

Figure 3 is a diagram for explaining an overview of synchronization
processing. The industrial network includes a mechanism of performing highly
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accurate time synchronization (for example, a shift of the time synchronization is 1
microsecond or less) among the slaves 20. In the case of the EtherCAT, the
synchronization processing is called DC (Distributed Clocks) synchronization.

When the synchronization processing is executed, the slaves 20 are synchronized at
predetermined time serving as a reference (hereinafter referred to as "reference
time") and perform various kinds of processing according to the reference time.

Note that the accuracy of a clock included in the master 10 is often lower than the
accuracy of a clock included in the slave 20 for a cost reduction. Therefore, in the
synchronization processing, a local clock held by the slave 20 capable of executing
the synchronization processing among the slaves 20 connected in series to the
industrial network may be used as the reference time. In the following description,
the slave 20, the local clock of which is used as the reference time, is referred to as
"synchronous master-slave". Note that, in the present embodiment, in the following
description, it is assumed that the synchronous master-slave is a first slave 20 (in the
example illustrated in Figure 1, the slave 20-1) capable of executing the
synchronization processing among the slaves 20 connected in series to the industrial
network. The reference time is called reference clock in the EtherCAT. Note that,
when the master 10 holds a highly accurate clock equivalent to the clock of the slave

20, the local clock of the master 10 may be used as the reference time.
[0025]

The reference time is expressed by absolute time starting from certain time
(zero). The reference time may be expressed by a value of a predetermined
number of bits. For example, in the EtherCAT, the reference time is expressed by a
numerical value of 32 bits or 64 bits starting from 0:00, January 1, 2001. A

minimum unit of the reference time may be 1 microsecond or 1 nanosecond.
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[0026]

In order to implement the synchronization processing, the master 10
measures, in advance, according to EtherCAT specifications, frame propagation
delays between the synchronous master-slave and the slaves 20, differences (offset
values) between the reference time and local clocks of the slaves, and the like and
writes the propagation delays, the differences, and the like in the memories of the
slaves 20. The slaves 20 other than the synchronous master-slave can calculate

reference time by adding the offset values to the local clocks of the slaves 20.
[0027]

Note that, in general, a very small shift (also called drift) is present in time
ticked by a clock. Therefore, when a long time elapses after synchronization is
completed, a shift from the reference time also increases. Thus, the master 10
periodically distributes the reference time in order to suppress the shift from the

reference time (that is, compensate for the drift of the clock).
[0028]

Specifically, according to an instruction of the master 10, the synchronous
master-slave stores the reference time in a frame received from the master 10 and
transmits the frame in which the reference time is stored to the next slave 20. The
slaves 20 acquire the reference time from the received frame in which the reference
time is stored and write the acquired reference time frame in the memories of the
slaves 20 themselves. In the following description, a frame for distributing the
reference time to the slaves 20 is referred to as "reference time frame". Note that
all frames repeatedly transmitted from the master 10 may be reference time frames.

Alternatively, the reference time frame may be one frame at every N frames (N is a
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natural number) among all the frames repeatedly transmitted from the master 10.

In the example illustrated in Figure 3, a state in which all the frames are reference
time frames and the synchronous master-slave 20-1 stores the reference time in
frames A and B received from the master 10 and transmits the frames A and B to the

slave 20-2 is illustrated.
[0029]

The slaves 20 other than the synchronous master-slave acquire the reference
time from the received reference time frame. As described above, since the slaves
20 grasp the propagation delays between the slaves 20 and the synchronous
master-slave, the slaves 20 can recognize correct reference time by adding the
propagation delays to the reference time included in the reference time frame. That
is, the slaves 20 other than the synchronous master-slave can correct, based on the
reference time included in the reference time frame, the reference time recognized

by the slaves 20 to correct reference time.
[0030]

As described above, the synchronous master-slave stores the time of the
local clock of the synchronous master-slave itself as the reference time in the frame
received from the master 10 and transmits the frame to the next slave 20. A value
of the local clock stored as the reference time by the synchronous master-slave only
has to be a time period from when the synchronous master-slave receives the frame
until when the synchronous master-slave transmits the frame in which the reference

time is stored to the next slave 20.

[0031]
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Figure 4 is a diagram illustrating a configuration example of the slave.
Communication processing units 20b included in slaves refer to the reference time,
propagation delays, offsets, and the like written in memories 20a of the
communication processing units and synchronize with the reference time.
Subsequently, the slaves repeatedly generate synchronization signals at a
predetermined period according to the synchronized reference time and notify the
synchronization signals to application units 20c included in the slaves. The
synchronization signal is called SYNCO/SYNC1 or the like in the EtherCAT. First
time when the synchronization signals are repeatedly generated (hereinafter referred
to as "the synchronization signal start time") and a generation period of the
synchronization signals (hereinafter referred to as "synchronization signal period" are
notified from the master 10 to the slaves 20 in advance. The synchronization signal
start time is designated as absolute time according to a time axis of the reference

time.
[0032]

When the synchronization processing is used, the master 10 repeatedly
transmits a frame at the same period as the generation period of the synchronization
signal such that one frame arrives at the slaves 20 between continuous two
synchronization signals. However, as described above, the accuracy of the clock
included in the master 10 is often lower than the accuracy of the clock included in the
slave 20. Therefore, some variation sometimes occurs in a period of the frame
arriving at the slaves 20 compared with the period of the synchronization signal

being generated in the slaves 20.

[0033]
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The frame repeatedly transmitted by the master 10 at the predetermined
period includes, in addition to the reference time described above, a region where
data is stored. In the region, for example, a command for writing values in the
memories of the slaves 20 and the values and/or a command for reading values from
the memories 20a of the slaves 20 is stored. The communication processing unit
20b of the slave 20 reads a value from the received frame and writes the value in the
memory 20a according to the command. At timing when the synchronization signal
is notified from the communication functioning unit, the application unit 20c of the
slave 20 performs application processing (for example, motion control) using the
value written in the memory 20a. That is, as long as the time synchronization
function normally operates and the master 10 continues transmitting a frame at the
predetermined period, timings when synchronization signals are generated in the
slaves 20 coincide among the slaves 20 and timings when the slaves 20 perform the

application processing also coincide.
[0034]

For example, as illustrated in Figure 3, an arrival time of the frame delays in
the slave 20-2 by a propagation delay between the synchronous master-slave 20-1
and the slave 20-2. However, since the application processing (AP processing) is
executed with the synchronization signal as a trigger, timing when the application
processing is started in the synchronous master-slave 20-1 and timing when the

application processing is started in the slave 20-2 coincide.
[0035]

(Overview of processing performed by the monitoring device)
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In the present embodiment, the monitoring device 30 performs the following

processing.
[0036]

1. Detection of a synchronization processing abnormality: The monitoring device 30
detects occurrence of an abnormality in the synchronization processing and notifies
the occurrence of the abnormality to a user who manages the control system 1 or to

the master 10.
[0037]

2. Frame recording immediately before abnormality occurrence: The monitoring
device 30 always records (captures) a frame flowing in the industrial network and
saves log data of captured one or more frames. When occurrence of an
abnormality in the control system 1 has been detected, the monitoring device 30
extracts, from the saved log data, log data of one or more frames flowing in the
industrial network in a predetermined period before the abnormality occurrence.
When receiving a request from the master 10, the monitoring device 30 transmits the
extracted log data of the one or more frames to the master 10 via the industrial

network.
[0038]
<Hardware configuration>

Figure 5 is a diagram illustrating a hardware configuration example of the
monitoring device 30. The monitoring device 30 includes a processor 11 such as a
CPU (Central Processing unit) or a GPU (Graphical Processing unit), a storage
device 12 such as a memory (for example, a RAM (Random Access Memory) or a
ROM (Read Only Memory)) or a HDD (Hard Disk Drive) and/or an SSD (Solid State
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drive), a network IF (Network Interface) 13 that performs wired or wireless
communication, an input device 14 that receives input operation, and an output
device 15 that outputs information. The input device 14 is, for example, a keyboard,
a touch panel, a mouse, and/or a microphone. The output device 15 is, for

example, a display, a touch panel, and/or a speaker.
[0039]
<Functional block configuration>

Figure 6 is a diagram illustrating a functional block configuration example of
the monitoring device 30. The monitoring device 30 includes a non-real time OS
100, a real time OS 200, and a second storage unit 300. The non-real time OS 100
includes a display unit 110, a collection unit 120, a first detection unit 130, an
extraction unit 140, and a first storage unit 150. The real time OS 200 includes a
slave processing unit 210. The slave processing unit 210 includes a
communication module 220 and a periodic processing unit 230. The
communication module 220 includes a third storage unit 221. The periodic

processing unit 230 includes a second detection unit 231.
[0040]

The first storage unit 150, the second storage unit 300, and the third storage
unit 221 can be implemented using the storage device 12 included in the monitoring
device 30. The display unit 110, the collection unit 120, the first detection unit 130,
the extraction unit 140, and the slave processing unit 210 can be implemented by the
processor 11 of the monitoring device 30 executing a program stored in the storage
device 12. The program can be stored in a storage medium. The storage medium

storing the program may be a non-transitory computer readable storage medium.
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The non-transitory storage medium is not particularly limited but may be a storage
medium such as a USB (Universal Serial Bus) memory or a CD-ROM (Compact Disc

Read Only Memory).
[0041]

The first storage unit 150 is provided in the non-real time OS and stores a log
accumulation DB (DataBase) 151 and a configuration file 152. The log
accumulation DB 151 is a database that stores a frame flowing in the industrial
network, the frame being captured by the communication module 220 of the real time
OS 200. The configuration file 152 stores various data for specifying operations of

the monitoring device 30.
[0042]

The second storage unit 300 is provided in a memory that can be referred to

from both of the non-real time OS 100 and the real time OS.
[0043]

The display unit 110 operates on the non-real time OS and causes a display
or the like to display various screens. For example, the display unit 110 causes the
display or the like to display a screen showing content and the like of a detected

abnormality.
[0044]

The collection unit 120 operates on the non-real time OS and acquires, from
the real time OS 200, via an FIFO (First In First Out) queue 310 included in the
second storage unit 300, a frame flowing in the industrial network and stores the

frame in the log accumulation DB 151 of the first storage unit 150. In other words,
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the first storage unit 150 (the log accumulation DB 151) stores log data of received

one or more frames.
[0045]

The first detection unit 130 operates on the non-real time OS and analyzes a
frame received by the communication module 220 to detect presence or absence of
an abnormality concerning synchronization processing performed between the
master 10 and the one or more slaves 20, the synchronization processing being

executed based on reference time distributed in the industrial network.
[0046]

The extraction unit 140 operates on the non-real time OS and, when
occurrence of an abnormality in the master 10 or the one or more slaves 20 has
been detected by the first detection unit 130, extracts, out of the log accumulation
DB 151, log data of frames until a predetermined time before (a second time before)
time when the occurrence of the abnormality was detected. The extraction unit 140
stores the extracted log data of the frame in the second storage unit 300 as pre-
failure log data 320. In other words, the second storage unit 300 stores, as the pre-

failure log data 320, the log data extracted by the extraction unit 140
[0047]

The slave processing unit 210 performs various kinds of processing for the

monitoring device 30 to operate as the slave 20.
[0048]

The communication module 220 operates on the real time OS 200, captures a
frame flowing in the industrial network, and stores the frame in the third storage unit

221. The communication module 220 acquires data addressed to the
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communication module 220 and stores the data in the third storage unit 221
according to an instruction of a command included in the frame flowing in the
industrial network. The communication module 220 acquires, from the third storage
unit 221, data to be transmitted to the master 10 and stores the data in the frame
according to the instruction of the command included in the frame flowing in the
industrial network. As described above, the monitoring device 30 operates as the
slave 20 at the terminal end. That is, the third storage unit 221 corresponds to the
memory of the slave 20 described in "(Frame structure used in the industrial
network)". For example, when the command included in the frame is FPWR and an
address included in the frame indicates the monitoring device 30, the communication
module 220 stores a value included in the frame in, in the third storage unit 221, a
region designated by the address included in the frame. When the command
included in the frame is FPRD and an address included in the frame indicates the
monitoring device 30, the communication module 220 acquires a value from, in the
third storage unit 221, a region designated by the address included in the frame and

stores the value in the frame.
[0049]

The periodic processing unit 230 operates on the real time OS 200. The
periodic processing unit 230 repeatedly performs, at a predetermined period (for
example, a period of a frame being transmitted from the master 10), processing of
acquiring, from the third storage unit 221, a frame flowing in the industrial network
and storing the frame in the FIFO queue 310. The periodic processing unit 230
acquires, from the pre-failure log data 320, data to be stored in the frame and stores

the data in the third storage unit 221.

[0050]
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The second detection unit 231 analyzes the frame captured by the
communication module 220 to detect presence or absence of an abnormality
concerning the synchronization processing performed between the master 10 and
the one or more slaves 20, the synchronization processing being executed based on
the reference time distributed in the industrial network. Note that it is assumed that
the monitoring device 30 includes at least one of the first detection unit 130 and the
second detection unit 231. That is, the monitoring device 30 may detect presence
or absence of an abnormality of the synchronization processing on the non-real time
OS 100 side (that is, in the first detection unit 130) or may detect presence or
absence of an abnormality of the synchronization processing on the real time OS
200 side (that is, in the second detection unit 231). The first detection unit 130 and

the second detection unit 231 may be called "abnormality detection unit".
[0051]

The communication module 220 may be called "transmission unit" and
"reception unit". The communication module 220 (the reception unit) receives a
frame repeatedly transmitted from the master 10 in the industrial network. The
communication module 220 (the transmission unit) transmits the pre-failure log data
320 to the master 10 via the industrial network in response to a request from the

master 10.
[0052]
<Processing procedure>
(Detection of a synchronization processing abnormality)

Subsequently, processing of the monitoring device 30 detecting occurrence of

an abnormality in the synchronization processing is specifically described. The
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following description is based on the premise that a synchronization processing
abnormality is detected by the first detection unit 130. However, as described
above, the synchronization processing abnormality can also be detected by the
second detection unit 231. In the following description, it is assumed that the slave

20 and the monitoring device 30 are different devices.
[0053]

The monitoring device 30 detects synchronization processing abnormalities of
two patterns of a synchronization abnormality A and a synchronization abnormality B
described below and determines a cause of occurrence of the synchronization
processing abnormalities based on a combination of the synchronization processing
abnormalities of the two patterns. Note that the synchronization abnormality A and
the synchronization abnormality B may be respectively called "first abnormality" and

"second abnormality".
[0054]

Synchronization abnormality A: A case in which reference time stored in a
reference time frame is not included in time when the reference time frame should be

received and continuous two synchronization signals are generated

Synchronization abnormality B: A case in which a difference between
reference times included in respective continuous two time synchronization frames
and a difference between times when the monitoring device 30 received the

respective continuous two time synchronization frames deviate.
[0055]

Figure 7 is a diagram illustrating a state in which the synchronization
processing is normally operating. Processing of detecting the synchronization
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abnormality A and the synchronization abnormality B is specifically described with

reference to Figure 7.
[0056]
[Synchronization abnormality A]

In Figure 7, a horizontal axis t represents time when a synchronization signal
is generated. The time when a synchronization signal is generated may be
expressed in any way and is expressed by, for example, a numerical value of 32 bits
or 64 bits staring from 0:00, January 1, 2000. A minimum unit of the time may be 1

nanosecond.
[0057]

In an example illustrated in Figure 7, it is assumed that a synchronization
signal period is set to 1000 (for example, 1 ms) and frames are reference time
frames. The slave 20-1 is a synchronous master-slave and is described as
synchronous master-slave 20-1 in the following description. That is, the
synchronous master-slave 20-1 stores reference time in a reference time frame
received from the master 10 and transmits the reference time frame to the slave 20-
2. The slave 20-2 acquires the reference time from the received reference time
frame and transmits the reference time frame to the monitoring device 30. The
monitoring device 30 also acquires the reference time from the received reference

time frame and transmits the reference time frame to the master 10.
[0058]

The reference time frame is repeatedly transmitted from the master 10 at
substantially the same period as the synchronization signal period. For example, a
reference time frame A is transmitted from the master 10 from when a

22



synchronization signal Sy1 is generated until when a synchronization signal Sy2 is
generated, passes through the slave 20-1, the slave 20-2, and the monitoring device
30, and returns to the master 10 before the synchronization signal Sy2 is generated.
Therefore, when the synchronization processing is normal, the slave 20 and the
monitoring device 30 always receive one reference time frame between continuous

two synchronization signals.
[0059]

Time when a synchronization signal is generated first is time designated as
"start time of a synchronization signal" and second and subsequent synchronization
signals are generated every time the "synchronization signal period" elapses. That
is, time when N-th (N is an integer equal to or larger than 1) synchronization signal is
generated can be calculated using a formula of "start time of a synchronization
signal+((N-1)xsynchronization signal period". Then, it can be said that a frame
transmitted N-th after the synchronization processing is started should be received
by the slaves 20 between "start time of a synchronization signal+(N-
1)xsynchronization signal period" and "start time of a synchronization

signal+Nxsynchronization signal period".
[0060]

Here, the synchronous master-slave 20-1 stores, in a reference time frame
received from the master 10, as reference time, time of a local clock of the
synchronous master-slave 20-1 itself and transmits the reference time frame to the
slave 20-2. Note that, as described above, a value of the local clock stored as the
reference time by the synchronous master-slave 20-1 only has to be a time period
from when the synchronous master-slave 20-1 receives a frame until when the

synchronous master-slave 20-1 transmits the frame in which the reference time is
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stored to the slave 20-2. Thus, the first detection unit 130 detects presence or
absence of an abnormality of the synchronization abnormality A by determining, for a
reference time frame among frames repeatedly transmitted from the master 10,
whether reference time is present during time when the reference time frame should

be received and continuous two synchronization signals are generated.
[0061]

More specifically, when reference time is present during time when the
reference time frame should be received by the one or more slaves 20 (or the
synchronous master-slaves) and continuous two synchronization signals are
generated in the one or more slaves 20 (or the synchronous master-slaves), the first
detection unit 130 determines that the synchronization abnormality A has not
occurred. When reference time is absent during time when the reference time
frame should be received by the one or more slaves 20 (or the synchronous master-
slaves) and continuous two synchronization signals are generated in the one or more
slaves 20 (or the synchronous master-slaves), the first detection unit 130 determines

that the synchronization abnormality A has occurred.
[0062]

The first detection unit 130 may acquire the "start time of a synchronization
signal" and the "synchronization signal period" and calculate (estimate), based on
the acquired "start time of a synchronization signal" and "synchronization signal
period", the time when the reference time frame should be received and the
continuous two synchronization signals are generated. For example, it is assumed
that the reference time frame is a frame transmitted X-th after the start time of a
synchronization signal. In this case, the first detection unit 130 can calculate

(estimate), using a formula of "start time of a synchronization signal+(X-
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1)xsynchronization signal period", time when the reference time frame should be
received and a first synchronization signal of the continuous two synchronization
signals is generated. The first detection unit 130 can calculate (estimate), using a
formula of "start time of a synchronization signal+Xxsynchronization signal period",
time when the reference time frame should be received and a second

synchronization signal of the continuous two synchronization signals is generated.
[0063]

As described below, the synchronization abnormality A is detected when the
master 10 cannot transmit frames at equal intervals because of, for example, a
failure of the local clock in the master 10 or when the local clock of the synchronous
master-slave has failed and a shift has occurred in reference time stored in the

reference time frame.
[0064]

Figure 8 is a diagram for explaining an event that occurs when an abnormality
has occurred in the master 10 and frames cannot be transmitted at equal intervals.
Points not particularly referred to may be the same as the points illustrated in Figure
7. In an example illustrated in Figure 8, some abnormality has occurred in the
master 10 and timing when a reference time frame C is transmitted from the master
10 has delayed. In this case, reference time stored in the reference time frame C is
time when the synchronous master-slave 20-1 received the reference time frame C
(8600). However, time when the reference time frame C should be received by the
slaves 20 is between time when a synchronization signal Sy3 is generated (7500)
and time when a synchronization signal Sy4 is generated (8500). Therefore, when
the reference time frame C is received, the first detection unit 130 determines that

the reference time (8600) included in the reference time frame C is absent in a
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period in which the reference time frame C should be received (between the time
when the synchronization signal Sy3 is generated (7500) and the time when the
synchronization signal Sy4 is generated (8500)) and detects occurrence of the

synchronization abnormality A.
[0065]

Figure 9 is a diagram for explaining an event in which an abnormality has
occurred in the local clock of the synchronous master-slave and a shift occurs in
reference time. Points not particularly referred to may be the same as the points
illustrated in Figure 7. In an example illustrated in Figure 9, as a result of time
ticked by the local clock of the synchronous master-slave 20-1 becoming earlier than
actual time, reference times stored in a frame C and a frame D are not actual times
(7800 and 8800 illustrated in Figure 7) but shift to 8600 and 11500, respectively.
Therefore, when the reference time frame C is received, the first detection unit 130
determines that the reference time (8600) included in the reference time frame C is
absent in the period in which the reference time frame C should be received
(between the time when the synchronization signal Sy3 is generated (7500) and the
time when the synchronization signal Sy4 is generated (8500)) and detects

occurrence of the synchronization abnormality A.
[0066]
[Synchronization abnormality B]

When the local clock of the synchronous master-slave 20-1 is normal (that is,
when reference time stored in the reference time frame by the synchronous master-
slave 20-1 is normal) and the local clock of the monitoring device 30 is also normal,

a difference between times when the monitoring device 30 received continuous two
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reference time frames and a difference between reference times included in the two
reference time frames should be substantially the same value. For example, in the
example illustrated in Figure 7, a difference (1000) between time when the
monitoring device 30 received the frame A (5950) and time when the monitoring
device 30 received the frame B (6950) and a difference (1000) between reference

time of the frame B (6800) and reference time of the frame A (5800) are the same.
[0067]

Thus, the first detection unit 130 detects presence or absence of an
abnormality concerning the synchronization processing based on a difference
between times when the monitoring device 30 received respective continuous two
reference time frames including reference times and a difference between the
reference times included in the respective continuous two reference time frames.
More specifically, when a "shift degree" of the difference between the times when the
respective continuous two reference time frames were received and the difference
between the reference times included in the respective continuous two reference
time frames is equal to or smaller than a predetermined value, the first detection unit
130 determines that the synchronization abnormality B has not occurred. When the
"shift degree" of the difference between the times when the respective continuous
two reference time frames were received and the difference between the reference
times included in the respective continuous two reference time frames exceeds the
predetermined value, the first detection unit 130 determines that the synchronization
abnormality B has occurred. A method of calculating the shift degree is described

below.

[0068]
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As described below, the synchronization abnormality B is detected when the
local clock of the synchronous master-slave 20-1 has failed and a shift has occurred
in reference time stored in the reference time frame or when, because of, for
example, a failure of the local clock of the monitoring device 30, the monitoring

device 30 cannot correctly measure time when a frame was received.
[0069]

In an example illustrated in Figure 9, as a result of time ticked by the local
clock of the synchronous master-slave 20-1 becoming earlier than actual time,
reference times stored in the frame C and the frame D are not actual times (7800
and 8800 illustrated in Figure 7) but shift to 8600. Therefore, the first detection unit
130 determines that a shift degree of a difference (1000) between time when the
frame B was received (6950) and time when the frame C was received (7950) and a
difference (1800) between reference time stored in the frame B (6800) and reference
time stored in the frame C (8600) exceeds a predetermined value (for example, 0.1)

and detects occurrence of the synchronization abnormality B.
[0070]

Figure 10 is a diagram for explaining an event that occurs when an
abnormality has occurred in the local clock of the monitoring device 30. Points not
particularly referred to may be the same as the points illustrated in Figure 7. In an
example illustrated in Figure 10, as a result of time ticked by the local clock of the
monitoring device 30 becoming later than actual time, times when the frame C and
frame D were received are not actual times (7950 and 8950 illustrated in Figure 7)
but shift to 7450 and 7950, respectively. Therefore, the first detection unit 130
determines that a shift degree of a difference (500) between time when the frame B

was received (6950) and time when the frame C was received (7450) and the
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difference (1000) between the reference time stored in the frame B (6800) and the
reference time stored in the frame C (7800) exceeds the predetermined value (for

example, 0.1) and detects occurrence of the synchronization abnormality B.
[0071]

As described above, as causes of occurrence of a synchronization
abnormality, three causes of a case in which an abnormality has occurred in the
master 10 and frames cannot be transmitted at equal intervals, a case in which the
local lock of the synchronous master-slave 20-1 fails and a shift has occurred in
reference time stored in a reference time frame, and a case in which an abnormality
has occurred in the local clock of the monitoring device 30 are conceivable. The
pattern in which an abnormality is detected, either the synchronization abnormality A

or the synchronization abnormality B, is different for each of the causes.
[0072]

This relation is tabulated as illustrated in Figure 11. Figure 11 is a diagram
illustrating a relation between combinations of synchronization processing
abnormalities and causes of occurrence of the synchronization processing
abnormalities. The first detection unit 130 determines a cause of an abnormality
based on the relation illustrated in Figure 11. Specifically, when the synchronization
abnormality A has occurred and the synchronization abnormality B has not occurred,
the first detection unit 130 determines that there is an abnormality in a transmission
period of a frame repeatedly transmitted from the master 10. When the
synchronization abnormality A has not occurred and the synchronization abnormality
B has occurred, the first detection unit 130 determines that there is an abnormality in
a clock included in the monitoring device 30. When both of the synchronization

abnormality A and the synchronization abnormality B have occurred, the first
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detection unit 130 determines that there is an abnormality in a clock of the

synchronous master-slave.
[0073]

(Detection procedure for a synchronization processing abnormality)

Reference signal frame

Figure 12 is a flowchart illustrating an example of a processing procedure of
detecting a synchronization processing abnormality. In description referring to
Figure 12, it is assumed that the master 10 repeatedly transmits a frame according
to a synchronization signal period. "Frame" means both of a reference time frame
and a frame other than the reference time frame (that is, a frame not including
reference time). Before starting an operation that the control system 1 should
perform such as motion control, the control system 1 performs initialization
processing for, for example, distribution of setting of various data used for the motion
control or the like. When the initialization processing is completed, the control
system 1 transitions to a state in which the control system 1 can start an operation
(referred to as "Operational State)"). It is assumed that, before transitioning to the
operational state, the monitoring device 30 has acquired "start time of a
synchronization signal" and a "synchronization signal period" in advance. Note that
T-init used in the following description means "start time of a synchronization signal".
A counter m is an integer equal to or larger than 1 and represents a cumulative
number of times of the monitoring device 30 received reference time frames. A
counter n is an integer equal to or larger than 1 and represents a cumulative number
of times of the monitoring device 30 received frames (however, a first reference time

frame is represented as a first frame and a frame received before the reference time
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frame is not counted). It is assumed that initial values of the counters n and m are

0.
[0074]

In step S20, the first detection unit 130 acquires one frame from the log

accumulation DB 151.
[0075]

In step S21, when the frame is a reference time frame, the first detection unit
130 proceeds to a processing procedure in step S22. When the frame is not a
reference time frame, the first detection unit 130 proceeds to a processing procedure

in step S23.
[0076]

In step S22, when the counter m is 1 or more, the first detection unit 130 adds
1 to the counter n and proceeds to a processing procedure in step S37. When the
counter m is 0, the first detection unit 130 performs nothing and proceeds to a

processing procedure in step S37.
[0077]

In step S23, the first detection unit 130 adds 1 to the counters n and m.
[0078]

In step S24, the first detection unit 130 stores a value of reference time

included in the reference time frame in a variable Rt[m].

[0079]
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In step S25, the first detection unit 130 stores, in a variable Nt[m], time when
the communication module 220 received the reference time frame (a value of a clock

of the monitoring device 30).
[0080]

In step S26, in the case of m=1, the first detection unit 130 proceeds to a
processing procedure in step S27 and, in the case of not m=1, the first detection unit

130 proceeds to a processing procedure in step S28.
[0081]

In step S27, the first detection unit 130 calculates time when the monitoring
device 30 starts abnormality detection processing (hereinafter referred to as
"abnormality detection start time") (T-start). Note that the abnormality detection
start time (T-start) can be calculated using the following Expression (1). Note that X

is an integer equal to or larger than 0.
[0082]

Expression (1): Largest T-start satisfying T-start<variable Rt[1] when T-
start=T-int+(synchronization signal periodxX)

In step S28, the first detection unit 130 calculates a variable Tn using the
following Expression (2).
[0083]

Expression (2): Ta=T-start+synchronization signal periodx(n-1)

In step S29, the first detection unit 130 calculates a variable Tn+1 using the
following Expression (3).

[0084]
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Expression (3): Ta+1=T-start+synchronization signal periodx(n)

In step S30, the first detection unit 130 proceeds to a processing procedure in
step S31 when the following Expression (4) is satisfied and proceeds to a processing

procedure in step S32 when the following Expression (4) is not satisfied.
[0085]
Expression (4): To<Rt[m]<Tn+1

In step S31, the first detection unit 130 determines that the synchronization

abnormality A has been detected.
[0086]

In step S32, the first detection unit 130 proceeds to a processing procedure in
step S33 when the counter m is 2 or more and proceeds to a processing procedure

in step S37 when the counter mis 1.
[0087]

In step S33, the first detection unit 130 calculates a variable E1 using the

following Expression (5).
[0088]
Expression (5): E1=Rt[m]-Rt[m-1]

In step S34, the first detection unit 130 calculates a variable E2 using the

following Expression (6).
[0089]

Expression (6): E2=Nt[m]-Nt[m-1]
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In step S35, the first detection unit 130 calculates a shift degree using the
following Expression (7) and proceeds to a processing procedure in step S36 when
the shift degree exceeds a predetermined value and proceeds to a processing
procedure in step S37 when the shift degree is equal to or smaller than the

predetermined value. Note that Abs in Expression (7) means an absolute value.
[0090]
Expression (7): Shift degree=Abs(1.0-(E1/E2))

In step S36, the first detection unit 130 determines that the synchronization

abnormality B has been detected.
[0091]

In step S37, the first detection unit 130 returns to step S20 when the
abnormality detection processing is not ended and ends the processing illustrated in

Figure 12 when the abnormality detection processing is ended.
[0092]

An example in which a clock abnormality of the synchronous master-slave is
detected as one of synchronization abnormalities by executing the processing

procedure described above is specifically described with reference to Figure 13.
[0093]

Figure 13 is a diagram illustrating a specific example of synchronization
abnormality detection processing. In the example illustrated in Figure 13, it is
assumed that start time (T-init) of a synchronization signal is 5500 (time in the case
in which reference time starts from 0) and a synchronization signal period is 1000
(for example, 1 ms). It is assumed that reference times stored in reference time

frames B, D, E, and H are respectively 7000, 9000, 11000, and 14000.
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[0094]

Processing of the monitoring device 30 detecting a synchronization
abnormality is described below with reference to Figure 12 and Figure 13 assuming
a case in which an abnormality has occurred in the local clock of the synchronous
master-slave. Note that it is assumed that the predetermined value in the

processing procedure in step S35 in Figure 12 is 0.1.
[0095]

First, the first detection unit 130 acquires the frame A (S20, S21-NO, S22, and
S37-NO in Figure 12). Subsequently, the first detection unit 130 acquires the
reference time frame B and adds 1 respectively to the counters n and m (S20, S21-
YES, and S23 in Figure 12). The first detection unit 130 stores, in a variable Rt[1],
a value 7000 of reference time included in the reference time frame B, stores, in a
variable Nt[1], time 7200 when the communication module 220 received the
reference time frame B, and calculates the variable T-start according to Expression

(1) (S24, S25, S26-YES, and S27 in Figure 12).
[0096]

Here, in Expression (1), T-start in the case of X=1 is T-start=5500+1000=6500
and satisfies T-start<7000. Subsequently, T-start in the case of X=2 is T-
start=5500+1000x2=7500 and does not satisfy T-start<7000. Therefore, a value of

T-start is 6500.
[0097]

Subsequently, the first detection unit 130 calculates the variable Trn and the

variable Tn+1 according to Expression (2) and Expression (3) (S28 and S29 in Figure
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12). Since n=1 at this point in time, Tn is 6500+1000x(1-1)=6500. Similarly, Tn+1 is

6500+1000x1=7500.

[0098]

The first detection unit 130 determines whether Expression (4) is satisfied.
Since m=1 and Rt[1] is 7000 at this point in time, 6500<Rt[1]<7500 is satisfied (S30
in Figure 12). Therefore, the first detection unit 130 determines that the
synchronization abnormality A has not occurred. Subsequently, since m=1, the first
detection unit 130 skips the processing procedures in step S33 to step S36 in Figure

12 (S32-NO).
[0099]

Subsequently, the first detection unit 130 receives the frame C and adds 1 to

n (S20, S21-NO, and S22 in Figure 12). At this point in time, n=2 and m=1.
[0100]

Subsequently, the first detection unit 130 acquires the reference time frame D
and adds 1 respectively to the counters n and m (S20, S21-YES, and S23 in Figure
12). The first detection unit 130 stores, in a variable Rt[2], a value 9000 of
reference time included in the reference time frame D and stores, in a variable N{[2],
time 9200 when the communication module 220 received the reference time frame D

(S24 and S25 in Figure 12).
[0101]

Subsequently, the first detection unit 130 calculates the variable Trn and the
variable Tn+1 according to Expression (2) and Expression (3) (S28 and S29 in Figure
12). Since n=3 at this point in time, Tn is 6500+1000x(3-1)=8500. Similarly, Tn+1 is

6500+1000x3=9500.
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[0102]

The first detection unit 130 determines whether Expression (4) is satisfied.
Since m=2 and Rt[2] is 9000 at this point in time, 8500<Rt[2]<9500 is satisfied (S30-
YES in Figure 12). Therefore, the first detection unit 130 determines that the
synchronization abnormality A has not occurred. The first detection unit 130
calculates E1 and E2 according to Expression (5) and Expression (6) (S32-YES,
S33, and S34 in Figure 12). E1 is Rt[2]-Rt[1]=9000-7000=2000 and E2 is Nt[2]-
Nt[1]=9200-7200=2000. The first detection unit 130 determines whether
Expression (7) is satisfied (S35 in Figure 12). Since Abs(1.0-E2/E1)=1.0-
2000/2000=0, which is equal to or smaller than a predetermined value 100, the first
detection unit 130 determines that the synchronization abnormality B has not

occurred (S35-YES in Figure 12).
[0103]

Subsequently, the first detection unit 130 receives a frame E and adds 1 to n

(S20, S21-NO, and S22 in Figure 9). At this point in time, n=4 and m=2.
[0104]

Subsequently, the first detection unit 130 acquires a reference time frame F,
adds 1 to the counter n and the counter m, stores, in a variable Rt[3], a value 11000
of reference time included in the reference time frame F, stores, in a variable Nt[3],
time 11200 when the communication module 220 received the reference time frame
F, and calculates the variable Tn and the variable Tn+1 according to Expression (2)
and Expression (3) (S23, S24, S25, S26-NO, S28, and S29 in Figure 12). Since
n=5 at this point in time, Tn is 6500+1000x(5-1)=10500. Similarly, Tn+1 is

6500+1000x5=11500.
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[0105]

The first detection unit 130 determines whether Expression (4) is satisfied.
At this point, since m=3 and Rt[3] is 11000, 10500<Rt[3]<11500 is satisfied (S30-NO
in Figure 12). Therefore, the first detection unit 130 determines that the
synchronization abnormality A has not occurred. The first detection unit 130
calculates E1 and E2 according to Expression (5) and Expression (6) (S33 and S34
in Figure 12). E1 is R{[3]-Rt[3]=11000-9000=2000 and E2 is Nt[3]-Nt[2]=11200-
9200=2000. The first detection unit 130 determines whether Expression (7) is
satisfied (S35 in Figure 12). Since Abs(1.0-E2/E1)=1.0-2000/2000=0, which is
equal to or smaller than the predetermined value 100, the first detection unit 130
determines that the synchronization abnormality B has not occurred (S35-NO in

Figure 12).
[0106]

Subsequently, the first detection unit 130 receives a frame G and adds 1 ton

(S22 in Figure 12). At this point in time, n=6 and m=3.
[0107]

Subsequently, the first detection unit 130 acquires a reference time frame H
and adds 1 to the counter n and the counter m (S20, S21-YES, and S23 in Figure
12). The first detection unit 130 stores, in a variable Rt[4], a value 14000 of
reference time included in the reference time frame H, stores, in a variable Nt[4],
time 13200 when the communication module 220 received the reference time frame
H, and calculates the variable Tn and the variable Tn+1 according to Expression (2)

and Expression (3) (S24, S25, S26-NO, S28, and S29 in Figure 12). Since n=7 at
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this point in time, Tn is 6500+1000x(7-1)=12500. Similarly, Tn+1 is

6500+1000x7=13500.
[0108]

The first detection unit 130 determines whether Expression (4) is satisfied.
At this point in time, since m=4 and Rt[4] is 14000, 12500<Rt[4]<13500 is not
satisfied (S30-NO in Figure 12). Therefore, the first detection unit 130 determines
that the synchronization abnormality A has occurred (S31 in Figure 12). The first
detection unit 130 calculates E1 and E2 according to Expression (5) and Expression
(6) (S33 and S34 in Figure 12). E1 is Rt[4]-Rt[3]=14000-11000=3000 and E2 is
Nt[4]-Nt[3]=13200-11200=2000. The first detection unit 130 determines whether
Expression (7) is satisfied (S35 in Figure 12). Since Abs(1.0-E2/E1)=Abs(1.0-
3000/2000)=0.5, which is not equal to or smaller than the predetermined value 0.1,
the first detection unit 130 determines whether the synchronization abnormality B

has occurred (S35-NO and S36 in Figure 12).
[0109]

As described above, the first detection unit 130 detects the synchronization
abnormality A and the synchronization abnormality B and determines, according to

the table of Figure 11, a clock of the synchronous master-slave 20-1 is abnormal.
[0110]
[Modifications in the detection of a synchronization processing abnormality]
(Modification 1)

In the detection of a synchronization processing abnormality described above,

the monitoring device 30 may execute only one detection of the detection of the
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synchronization abnormality A and the detection of the synchronization abnormality

B.
[0111]
(Modification 2)

In the log accumulation DB 151, contents of latest frames captured by the
communication module 220 are sequentially stored in association with times when
the monitoring device 30 (more specifically, the communication module 220)
received the frames. Thus, the first detection unit 130 may successively analyze,
according to the flowchart illustrated in Figure 12, the frames sequentially stored in
the log accumulation DB 151 to quickly detect occurrence of a synchronization
abnormality. Alternatively, the first detection unit 130 may analyze, with batch
processing, according to the flowchart illustrated in Figure 12, frames accumulated in
the log accumulation DB 151 in the past to detect occurrence of a synchronization

abnormality afterward.
[0112]
(Modification 3)

The clock of the monitoring device 30 does not always need to operate on the
same time axis as the reference time. The clock of the monitoring device 30 may

operate on a time axis different from the reference time.
[0113]
(Modification 4)

Figure 14 and Figure 15 are diagrams for explaining a modification. Since
the industrial network processes a frame in an on-the-fly scheme, a time lag for a

propagation delay occurs from when the frame arrives at the synchronous master-
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slave until when the frame arrives at the slave 20 that processes the frame last. It
is considered that some time lag is necessary until the frame can be processed in

the application unit after the frame arrives at the slave 20.
[0114]

For example, in an example illustrated in Figure 14, the frame A arrives at the
slave 20-2 immediately before time t2 when the synchronization signal 2 is
generated. Therefore, it is considered difficult to start AP processing according to
the time t2 even if the frame A is received at this time. Thus, the first detection unit
130 may detect presence or absence of an abnormality of the synchronization

abnormality A considering the time lag.
[0115]

For example, the detection unit 130 may detect presence or absence of an
abnormality of the synchronization abnormality A by determining, for a reference
time frame among frames repeatedly transmitted from the master 10, whether
reference time is present between time (t1 in Figure 15) when the reference time
frame should be received and a first synchronization signal 1 of continuous two
synchronization signals was generated and time (t2-a in Figure 15) a predetermined
time (a third time) before time (2 in Figure 15) when a second synchronization signal
2 was generated. The predetermined time (the third time) may be set to a time
longer than a total value of a propagation delay D between the synchronous master-
slave and the slave 20 that processing the frame last and a processing delay time in

the slave 20.

[0116]
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More specifically, when reference time is present between time when the
reference time frame should be received by the one or more slaves 20 (or
synchronous master-slaves) and a first synchronization signal of continuous two
synchronization signals is generated in one or more slaves (or synchronous master-
slaves) and time the predetermined time (the third time) before time when a second
synchronization signal is generated in the one or more slaves, the first detection unit
130 may determine that the synchronization abnormality A has not occurred. When
reference time is absent between the time when the reference time frame should be
received by the one or more slaves 20 (or synchronous master-slaves) and the first
synchronization signal of the continuous two synchronization signals is generated in
the one or more slaves (or synchronous master-slaves) and the time the
predetermined time (the third time) before the time when the second synchronization
signal is generated in the one or more slaves (or synchronous master-slaves), the
first detection unit 130 may determine that the synchronization abnormality A has

occurred.
[0117]
(Frame recording immediately before abnormality occurrence)

Subsequently, processing of, when an abnormality has occurred in the control
system 1, extracting log data of a frame flowing in the industrial network before the
abnormality occurrence and transmitting the extracted log data to the master 10 is

described.
[0118]

Here, content of data accumulated in the log accumulation DB 151 is

described. A frame flowing in the industrial network and captured by the
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communication module 220 of the real time OS 200 is stored in the log accumulation
DB 151. At this time, an identifier (a first identifier) for uniquely identifying a frame
repeatedly transmitted from the master 10 may be included in data of the frame
stored in the log accumulation DB 151. An identifier for uniquely identifying a frame
is called "cycle number". The cycle number is a number managed by the master 10
and the monitoring device 30 and is not included in the frame. For example, the
master 10 sets a cycle number of a frame transmitted first after transitioning to an
operable state to 0 and increases the cycle number by one every time the master 10
transmits a frame. Similarly, the monitoring device 30 sets a cycle number of a
frame received first after transitioning to the operable state to 0 and increases the

cycle number by one every time the monitoring device 30 receives a frame.
[0119]

The data of the frame stored in the log accumulation DB 151 may include an
identifier (a second identifier) indicating a memory position of a write destination or a
read destination for data (also called object) in a frame repeatedly transmitted from
the master 10. The identifier indicating the memory position may be a combination
of an identifier (a setting address) for identifying the slave 20, an index, and a

subindex.
[0120]

Similarly, the pre-failure log data 320 storing log data extracted from the log
accumulation DB 151 may also include the cycle number and the identifier (the

second identifier) indicating the memory position.

[0121]
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In other words, when a cycle number is designated, the monitoring device 30
can acquire, out of the pre-failure log data 320, data of a frame transmitted from the
master with the designated cycle number. When a cycle number and an identifier
indicating a memory position are designated, the monitoring device 30 can acquire,
out of the pre-failure log data 320, data of a frame transmitted from the master with
the designated cycle number, the data being data addressed to a specific memory of
a specific slave 20 or data read from the specific memory of the specific slave 20

and stored in the frame.
[0122]

When occurrence of an abnormality in the master 10 or the one or more
slaves 20 is notified, the extraction unit 140 extracts, out of the log accumulation DB
151, log data until a predetermined time before (a first time before) time when the
occurrence of the abnormality was detected. Note that the time when the
occurrence of the abnormality was detected may be time when the monitoring device
30 detected the abnormality occurrence or may be time when the monitoring device
30 received a frame in which the abnormality occurrence was detected was
received. The extraction unit 140 stores, as the pre-failure log data 320, the
extracted log data in the second storage unit 300 that can be referred to from the

real time OS 200.
[0123]

Here, the predetermined time (the first time) may be designated from the
master 10 or may be stored in advance in the configuration file 152. The
predetermined time may be expressed by a number of cycles (for example, 1000
cycles) or may be expressed by a specific time length (for example, one second).

When the predetermined time is expressed by the number of cycles, the
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predetermined time may be called "designated number of cycles". Note that, since
a time length of one cycle is the same as a synchronization signal period, the
number of cycles and the time length can be converted to each other. Therefore,
the predetermined time being expressed by the specific time length and the

predetermined time being expressed by the number of cycles are synonymous.
[0124]

When a frame repeatedly transmitted from the master 10 has not been
successfully received for a fixed time (a second time), the second detection unit 231
may determine that an abnormality has occurred in the master 10. The fixed time
may be called "WD (watchdog) timer". The WD timer may be designated from the
master 10 or may be stored in advance in the configuration file 152. When
detecting the synchronization abnormality A or the synchronization abnormality B
described above, the monitoring device 30 may determine that an abnormality has
occurred in the master 10 or the one or more slaves 20. The WD timer may be
expressed by a number of cycles (for example, 100 cycles) or may be expressed by
a specific time length (for example, 0.1 second). Note that, since the number of
cycles and the time length can be converted to each other as described above, the
WD timer being expressed by the specific time length and the WD timer being

expressed by the number of cycles are synonymous.
[0125]

The communication module 220 transmits log data stored in the pre-failure log
data 320 to the master 10 via the industrial network in response to a request from
the master 10. Specifically, the communication module 220 (the reception unit)
receives, from the master 10, a transmission request for pre-failure log data including

a number of cycles (a first identifier). When receiving the transmission request, the
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communication module 220 (the transmission unit) transmits data of a frame

designated by the cycle number among the pre-failure log data to the master 10.
[0126]

The communication module 220 (the reception unit) may receive, from the
master 10, a transmission request for a pre-failure log data including a cycle number
(a first identifier) and an identifier (a second identifier) indicating a memory position.
When receiving the transmission request, the communication module 220 (the
transmission unit) may transmit, to the master 10, among the pre-failure log data,
data corresponding to the identifier indicating the memory position (that is, data
written in @ memory indicated by the identifier or data read from the memory

indicated by the identifier) in a frame designated by the cycle number.
[0127]

Note that, when receiving an instruction from the master 10, the slave
processing unit 210 may delete the pre-failure log data 320. Specifically, the
communication module 220 (the reception unit) may receive a deletion request for
the pre-failure log data 320 from the master 10. When the deletion request is
received, the second detection unit 231 may delete the pre-failure log data 320.

Note that the second detection unit 231 may be called "deletion processing unit".
[0128]

Figure 16 is a sequence diagram illustrating an example of a processing
procedure in extracting log data and transmitting the log data to the master 10 when

an abnormality has occurred.

[0129]
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In step S100, the master 10 transmits a frame including a WD timer and a
designated number of cycles to write the WD timer and the designated number of
cycles in a predetermined memory region in the third storage unit 221 of the
monitoring device 30. The second detection unit 231 of the monitoring device 30
acquires the WD timer and the designated number of cycles written in the third
storage unit 221 to recognize a value of the WD timer and the designated number of

cycles.
[0130]

After the processing procedure in step S100 has been completed, the control
system 1 transitions to the operable state and the master 10 starts transmission of a

frame.
[0131]

In step S101, the second detection unit 231 detects abnormality occurrence.
For example, when a frame has not been successfully received from the master 10
in a period set by the WD timer, the second detection unit 231 may detect
abnormality occurrence. When detecting the abnormality occurrence, the second
detection unit 231 stores, in the third storage unit 221, an "abnormality detection
flag" indicating that an abnormality has been detected and an "abnormality detection
time cycle number" indicating, when the abnormality has been detected, a cycle
number of a frame received last. Note that the abnormality detection flag and the
abnormality detection time cycle number are stored in the third storage unit 221 in
order to enable the master 10 to recognize that an abnormality has occurred in the
industrial network. The second detection unit 231 notifies the occurrence of the
abnormality to the extraction unit 140. For example, the second detection unit 231

may store the abnormality detection flag and the abnormality detection time cycle
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number in the second storage unit 300. The extraction unit 140 may periodically
refer to the second storage unit 300 to acquire the abnormality detection flag and the

abnormality detection time cycle number.
[0132]

In step S102, when the occurrence of the abnormality is notified from the
second detection unit 231, the extraction unit 140 extracts, from the log accumulation
DB 151, log data of frames up to the designated number of cycles before a cycle
number at the time when the abnormality was detected and stores the log data in the
pre-failure log data 320. The extraction unit 140 notifies the second detection unit
231 that the pre-failure log data 320 has been stored. For example, the extraction
unit 140 may store, in the second storage unit 300, information indicating that the
storage of the pre-failure log data 320 has been completed. The extraction unit 140
may periodically refer to the second storage unit 300 and check presence or
absence of the information to recognize that the pre-failure log data 320 has been

stored in the second storage unit 300.
[0133]

When the pre-failure log data 320 has been stored in the second storage unit
300, the second detection unit 231 stores an extraction completion flag in the third
storage unit 221. The extraction completion flag indicates that the extraction of the
pre-failure log data 320 has been completed and the pre-failure log data 320 can be

read from the master 10.
[0134]

In step S103, the communication module 220 receives an instruction from the

master 10 and stores the abnormality detection flag, the abnormality detection time
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cycle number, and the extraction completion flag in a frame and transmits the frame
to the master 10. The master 10 reads the abnormality detection flag, the
abnormality detection time cycle number, and the extraction completion flag from the
received frame to recognize that the abnormality has been detected in the monitoring
device 30, recognize the cycle number at the time when the abnormality occurred,
and recognize that the pre-failure log data 320 can be read from the monitoring
device 30. Note that the processing procedure in step S103 may be executed by,
for example, an administrator who manages the master 10 operating a screen of the

master 10.
[0135]

In step S104, the master 10 determines, for example, a frame of which cycle
number among cycles up to the designated number of cycles before the abnormality
detection time cycle number is read, a frame addressed to which slave 20 is read, a
value of which index and which subindex is read from the monitoring device 30.
Note that the determination may be performed by the administrator or the like who

manages the master 10 designating a cycle number or the like.
[0136]

In step S105, in order to read data of the frame of the cycle number
determined in the processing procedure in step S104, the master 10 transmits a
frame including an identifier indicating the monitoring device 30, a cycle number of
the frame to be read, an identifier (a setting address) of the slave 20 to be read, and
an index and a subindex corresponding to the value to be read. Note that the
identifier of the slave 20 to be read and the index and the subindex corresponding to
the value to be read may be omitted. For example, when it is desired to acquire all

data of a frame of a certain cycle number, the master 10 may designate only the
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cycle number and omit the identifier of the slave 20 to be read and the index and the

subindex.
[0137]

In step S106, the communication module 220 stores, in the frame received
from the master 10 in the processing procedure in step S105, the data of the frame
of the cycle number instructed from the master 10 in the processing procedure in
step S105 and transmits the frame to the master 10. The master 10 acquires, from
the received frame, the data of the frame of the designated cycle number. Note
that, when reading data of frames of a plurality of cycles, the master 10 repeats the

processing procedures in step S105 and step S106.
[0138]

In step S107, the master 10 stores the acquired data of the frame.
[0139]

Figure 17 is a diagram illustrating an example of data of a frame stored in the
pre-failure log data 320. A recording value index is an identifier for uniquely
identifying a record recorded in the pre-failure log data 320. For example, when it is
desired to acquire all values in frames, the numbers of cycles of which are 1000 to
1049, the master 10 repeats, fifty times, while increasing the number of cycles by
one at a time, a procedure of designating the number of cycles 1000 in the
processing procedure in step S105 and acquiring data of a frame, the number of
cycles of which is 1000, in the processing procedure in step S106. Referring back

to Figure 16 to continue the description.

[0140]
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Note that the frame used in the processing procedures in step S105 and step
S106 may be the frame or may be a frame non-periodically transmitted irrelevantly to

the synchronization processing.
[0141]

In step S108, in order to erase the pre-failure log data 320 stored in the
monitoring device 30, the master 10 transmits a frame including the identifier of the
monitoring device 30, an index and a subindex indicating a memory region in which
a reset command flag is stored, and a value of the reset command flag to write the
reset command flag in a predetermined memory region in the third storage unit 221

of the monitoring device 30.
[0142]

In step S109, when detecting that the reset command flag has been written in
the third storage unit 221, the second detection unit 231 of the monitoring device 30
deletes the pre-failure log data 320. The second detection unit 231 deletes the
abnormality detection flag, the abnormality detection time cycle number, and the

extraction completion flag stored in the third storage unit 221.
[0143]
<Summary>

According to the embodiment described above, it is possible to detect, earlier,
an abnormality that occurs in the control system connected by the industrial network.
When an abnormality has occurred in the control system connected by the industrial
network, it is possible to more quickly perform an abnormality analysis and/or
restoration.

[0144]
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Since the monitoring device 30 analyzes a frame transmitted from the master
10 at every generation period of a synchronization signal, it is possible to quickly
detect occurrence of a synchronization abnormality before a generation period of the

next synchronization signal comes.
[0145]

The monitoring device 30 detects the abnormalities of the two patterns of the
synchronization abnormality A and the synchronization abnormality B. Accordingly,
the monitoring device 30 is capable of specifically specifying a cause at the time
when a synchronization abnormality has occurred in the control system 1.
Specifically, the monitoring device 30 is capable of specifying whether the clock of
the monitoring device 30 itself is abnormal, there is an abnormality in a transmission
period of a frame transmitted by the master 10, or whether there is an abnormality in

the local clock of the synchronous master-slave.
[0146]

When the monitoring device 30 is absent, even if a synchronization
abnormality occurs, it has been difficult to identify whether an abnormality has
occurred in the local clock of the master 10 or whether an abnormality has occurred
in the local clock of the synchronous master-slave. On the other hand, in the
present embodiment, since occurrence of a synchronization abnormality is monitored
by the monitoring device 30 separately from the master 10, it is possible to

specifically specify a cause of the synchronization abnormality.
[0147]

The monitoring device 30 captures a frame transmitted from the master 10

and causes the log accumulation DB 151 on the non-real time OS 100 to store the
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frame. Since the log accumulation DB 151 is stored on the non-real time OS side
that can treat a large amount of data, the monitoring device 30 is capable of

capturing and storing data of a large number of frames.
[0148]

When occurrence of an abnormality has been detected, the monitoring device
30 extracts, from the log accumulation DB 151, data of a frame immediately before
the abnormality occurs and stores the extracted pre-failure log data 320 on a
memory that can be referred to from the real time OS 200. Since it is difficult for the
non-real time OS to perform real time processing, it is impossible to acquire the pre-
failure log data 320 according to a period of a frame and write the pre-failure log data
320 in the frame. However, since the pre-failure log data 320 can be referred to
from the real time OS 200, the monitoring device 30 is capable of acquiring the pre-
failure log data 320 according to a synchronization signal period and writing the pre-
failure log data 320 in the frame. In other words, the master 10 is capable of
reading the pre-failure log data 320 using a frame repeatedly transmitted according

to the synchronization signal period.
[0149]

By reading the pre-failure log data 320, the master 10 can specify a position
where motion control stopped and, after restoration from the abnormality, is capable

of continuing the motion control from the position where the motion control stopped.
[0150]

The monitoring device 30 transmits the pre-failure log data 320 via the

industrial network. Accordingly, even when an external input such as a USB is
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difficult for the master 10 used in the control system 1, the monitoring device 30 is

capable of easily transmitting the pre-failure log data 320 to the master 10.
[0151]

The embodiment described above is for facilitating understanding of the
present disclosure and is not for limitedly interpreting the present disclosure. The
flowcharts, the sequences, and the elements included in the embodiment and the
dispositions, the materials, the conditions, the shapes, the sizes, and the like of the
elements described in the embodiment are not limited to the exemplified ones and
can be changed as appropriate. Components described in different embodiments

can be partially substituted or combined.
Reference Signs List
[0152]

1 control system, 10 master, 11 processor, 12 storage device, 13 network IF,
14 input device, 15 output device, 20 slave, 30 monitoring device, 110 display unit,
120 collection unit, 130 first detection unit, 140 extraction unit, 150 first storage unit,
151 log accumulation DB, 152 configuration file, 210 slave processing unit, 220
communication module, 221 third storage unit, 230 periodic processing unit, 231
second detection unit, 300 second storage unit, 310 FIFO queue, 320 pre-failure log

data
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Claims

[Claim 1] An information processing device connected to a master and one or

more slaves via an industrial network, the information processing device comprising:

a reception unit that receives a frame repeatedly transmitted from the master

in the industrial network; and

an abnormality detection unit that analyzes the frame to detect presence or
absence of an abnormality concerning synchronization processing performed
between the master and the one or more slaves, the synchronization processing

being executed based on reference time distributed in the industrial network.

[Claim 2] The information processing device according to claim 1, wherein

the frame is repeatedly transmitted from the master at a same period as a
synchronization signal period at which a synchronization signal is repeatedly
generated in the one or more slaves, and

the abnormality detection unit detects presence or absence of a first
abnormality concerning the synchronization processing by determining, for a frame
including the reference time among frames repeatedly transmitted from the master,
whether the reference time is present during time in which the frame should be

received and continuous two synchronization signals are generated.

[Claim 3] The information processing device according to claim 2, wherein
when the reference time is present during the time in which the continuous
two synchronization signals are generated in the one or more slaves, the abnormality

detection unit determines that the first abnormality has not occurred, and
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when the reference time is absent during the time in which the continuous two
synchronization signals are generated in the one or more slaves, the abnormality

detection unit determines that the first abnormality has occurred.

[Claim 4] The information processing device according to claim 2 or 3, wherein

the frame is repeatedly transmitted from the master at a same period as a
period at which a synchronization signal is repeatedly generated in the one or more
slaves, and

the abnormality detection unit detects presence or absence of a second
abnormality concerning the synchronization processing based on a difference
between times when the information processing device received respective
continuous two frames including the reference time and a difference between the

reference times included in the respective continuous two frames.

[Claim 5] The information processing device according to claim 4, wherein

when a deviation degree between the difference between the times when the
respective continuous two frames were received and the difference between the
reference times included in the respective continuous two frames is equal to or
smaller than a predetermined value, the abnormality detection unit determines that
the second abnormality has not occurred, and

when the deviation degree between the difference between the times when
the respective continuous two frames were received and the difference between the
reference times included in the respective continuous two frames exceeds the
predetermined value, the abnormality detection unit determines that the second

abnormality has occurred
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[Claim 6] The information processing device according to claim 4, wherein, when
the first abnormality has occurred and the second abnormality has not occurred, the
abnormality detection unit determines that an abnormality is present in a

transmission period of the frame repeatedly transmitted from the master.

[Claim 7] The information processing device according to claim 4, wherein, when
the first abnormality has not occurred and the second abnormality has occurred, the
abnormality detection unit determines that an abnormality is present in a clock

included in the information processing device.

[Claim 8] The information processing device according to claim 4, wherein, when
both of the first abnormality and the second abnormality have occurred, the
abnormality detection unit determines that an abnormality is present in a clock of the

slave that distributes the reference time.

[Claim 9] An information processing method executed by an information
processing device connected to a master and one or more slaves via an industrial

network, the information processing method comprising:

a step of receiving a frame repeatedly transmitted from the master in the

industrial network; and

a step of analyzing the frame to detect presence or absence of an abnormality
concerning synchronization processing performed between the master and the one
or more slaves, the synchronization processing being executed based on reference

time distributed in the industrial network.
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[Claim 10] A program for causing a computer connected to a master and one or

more slaves via an industrial network to execute:

a step of receiving a frame repeatedly transmitted from the master in the

industrial network; and

a step of analyzing the frame to detect presence or absence of an abnormality
concerning synchronization processing performed between the master and the one
or more slaves, the synchronization processing being executed based on reference

time distributed in the industrial network.
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