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LI CENSES USI NG SMARTCARD TECHNOLOGY FIELD OF THE INVHVH%jﬁﬂWEYBWEEent

subj ect rally concerns a systemand netho

transfer a@b&ﬁ%ﬁ?@?? |l i censes via snmartcard technol ogyfjpéa'l%ﬁsz%s?égﬂ
particularly relates to the utilization of smartcards 5 to effect the
addition, renoval, or nodification of specific functional features
associated with a utility neter via snmartcard |icense transactions.
BACKGROUND OF THE | NVENTI ON Many varied types of netering devices have been
10 provided worldwide to nonitor the distribution of customer utilities at
residential and conmmercial properties. Uility neters may be used to

moni tor  dITRBMSFERABYBe¥ESERULICENSRS (IING SMIRIGAEDs TEGHNOEQARDdi ti es)
such as water, gas, electricity, cable 15 service, tel ecomunications, and
others. Such utili ty neters mympabgoTakt ENVENBIGKt eri zed by different
functionality and specific performance capabilities. Awutility nmeter is
typically equi pfé¢ Brereak| subhechdrafviefie FOHRFGIAt SOREEERE Bo operate in a
variety 2Q.ef dnshiconerand wokhpeovding uderffeapblenaktteat ures. Thus, a

m croprocessor - based ,utilit e aIIy onds to a
mul ti - pur pdSESHEREr g f“&#ﬁ?ﬁf& ﬁ"ﬁ‘gkmé?ai i ongcfw[g%grow ded by each
particul ar pmitercularlgovreﬂaéém ho atlseibet Bhtiatl idrasti GRaEFCRREST i r mvare 25

enbeddeq in hedehtery Thasretish, fLEMGEE, COF esRandatiba biie sof tware
stored i'n varlous menory chips _or other co‘gﬁane ts.Ln thg ge]i: har dwar e
that enabl epecitiier fawctianali ASRFEERF 0P %%?BW‘P&E‘“ onst read and

execut ed. Newdy Rieareh-teake dovshsadedatendutidiehr uary 2007 WO
2004/ 017168 PCT/ US2003/ 025324, <o conry op THE INVENTION

Many varied types of metering devices have been
10 provided worldwide to monitor the distribution of
customer utilities at residential and commercial

properties. Utility meters may be used to monitor
different types of utilities (i.e., products, or
commodities) such as water, gas, electricity, cable

15 service, telecommunications, and others. Such utility
meters are also often characterized by different
functionality and specific performance capabllities.

A utility meter is typically equipped with all

the hardware components needed to operate in a variety

20 of fashions and with a multitude of optional features.
Thus, a microprocessor—bqsed utility meter.generally
corresponds to a multi-purpose metering platform. The
functionality provided by each particular meter is
governed in a substantial fashion by the firmware

25  embedded in the meter. The meter firmware corresponds
to the software stored in various memory chips or
other components in the meter hardware that enables
other software instructions and applications to be
read and executed. New firmware can be downloaded to




2 autility meter to add, renove, or nodify the functionality of a neter.
Many exi sting utility nmeters are configured such that al4Bduasad0lpgrade a

nmet er’ ‘?89544%9ﬁ%%]ty by 5 downl oadi ng new firmvare to 1?@%%%20%324The

enabl erre such firmvare at a neter is often refere upl oadi ng
and downl oadi ng keys in the neter. These neter keys unlock certain
features and/or capabilities of the heter and enable neter operation in a

selected 10 fa ter Jccess is typic nabled via |icenses.
that may be? pﬁ?sﬂla@é d"D %tt%e%/d Difterent © XI?%gﬁéés%y be available for
each type ofuncf:mrmabﬂah@@/ & hegtegcan be added to a neter. A license 15 for
a function gi vesydisgti dhigdfidiility! Qepldet Bl cbiRchpaldich Lo a meter,

at -which point thelicense 7s considered used. Kpown_t nol ogy for
upgr adi ng nEPRF 2 fUFRY | GHRIYRIFIIR G FESSThE EHPE%%&H 3(1 ade 20
| i censess andoedl sR3DONGhag BipPivLad itenghehattare prhei elmbbema:ﬁtsket te

storage devigeloly SIGh A Ss), rov de LolgrmpLron.ihas epables a user to

access new US i NCr éasrng par functionality
for a net erupm@mmmcﬁﬂm Aelvat abnthe| neefse c"@')}t‘ﬁﬁe such that the

nunber of HQQéﬁOE@éyé?%ﬂ?cM:;&rﬁﬂ fe-glﬂlﬁels,' ﬁﬁ&?@rcea@&bi:ﬁﬂiwse i nt ends
to ensure the nunber ﬁfggr%gagos downl oaded a cheqs the nunber
of purchase8 IFIE%H%%"SG”: 5 “ﬁt@EngBeﬁﬁHlBBg?ﬁd% 3%% %t ons via

di sketteo 3@ashdiome relatively insecure and may often pose usability

problens both taqy, %@%’T#B};fﬁéé{sﬂl&% Fag&kggagaléade the user.

Addi ti onal known es us security connectors
wi th speci aﬂilze@seiw’@malm% heriprchargd Rish BESEonnBEEES TR an 1/ 0 port

of a licenses may be available for each type of

functionality that can be added to a meter. A license

15 for a function gives a user the ability to add that
functionality to a meter, at which point the license
is considered used.
| Known technology for upgrading meter
functionality involves the purchase of upgrade

20 licenses and corresponding applications that are
provided on diskette storage device(s). Such disk(s)
provide information that enables a usexr To access new
firmware on a meter thus increasing particular
functionality for a meter. Such disks may also

25 maintain a license count such that the number of
upgrades can be monitored. This license count feature
intends to ensure the number of upgrades downloaded to
a meter matches the number of purchased licenses. The
use of license and upgrade applications via diskette

30 can be relatively insecure and may often pose
.usability problems both to the manufacturer or
distributor and to the user.

Additional known technology makes use of dongles,

or security connectors with specialized internal

35 chips, that must be connected to an I/0 port of a




14 February 2007 3 neter device in order for certain features or neter
functionality to run properly. These peripheral adapterkt Eabagy 2¥7%r one to
probl ematic security issues, and may thus not be desirable for certain
applications. New advances in netering technol ogy have and wl |
significantly increase the nunber of3options and functional features
available for a utility nmeter. Each upgrade can range in cost from several
hundr ed dg&kg&s Egiggveraérégoqfand dglLari Qr. . more. G ven the increase
in functiohal “6pfronsst hat THTT itF wSeerd™ AFETHFForded™®i%  is desired to
provi de i nproeedonféatures and pretlkady -f §headnpaikspleeraly and nanagi ng the
depl oynent Lcen r i-onal it r - is also preferred
to provideég%gkbggeéﬁ%oggéﬁ %é%ﬂgig$ §%$F5¥§3F§9e%§§§gr% fective

functi onal PyuUEPandPermandtiiet Ui Pecdrsdrablanfatt ¢ors2ingil e vari ous
systens andppetbedsohave been devel oped to address neter upgrades and

correspondi ng i cense transactions,. no _one design has energed that
general |y enco ggsaéng?e%flTrﬂ?ﬁﬁﬁﬁnﬂe&eCgﬁaﬁaggep?g?i%ﬂg Her eaf t er
present ed shgatfdcaante imtitdrdchehsubuebert e€haptbgys B8Rl EF SM MARY OF THE

INVENTI ON_ el v it of eL e, i saiyasqd  deaghacks, nd, . shordgomi ngs encount er ed
inthe field of GtiTity metering and upgrafe featutre Ticenses, an inproved
syst em andERERhBEIT@de prayvi Ry tinasobér AbPe meveral |hwehsss has been

devel oped. gExanpk et §MHOGL FENt ShAfsardd@idAnesant, i meeat.i enyRprovi de smartcard
technol ogy, . that enables neter license transfers and an ability to upgrade

and/ or dowhBFadRCFemet i bhalitGticgad GPFEPRy thateptiiHey MEtRTs

are afforded, it is desired to provide improved
features and methods for administering and managing
the deployment of licensed meter functionality '
upgrades. It is also preferred to provide such
technology with an ability to ensure effective
functionality transfer and secure license
transactions.

While various systems and methods have been
developed to address meter upgrades and corresponding
license transactions, no one design has emerged that
generally encompasses all of the desired
characteristics as hereafter presented in accordance

with the subject technology.

BRIEF SUMMARY OF THE INVENTION

In view of the discussed drawbacks and
shortcomings encountered in the field of utility
metering and upgrade feature licenses, an improved
system and method for providing transferable meter
licenses has been developed. Example embodiments of
the present inﬁention provide smartcard technology
that enables meter license transfers and an ability to
upgrade and/or downgrade functionality to a utility

-meter. The term .




14 February 2007 4 smartcard as used herein is intended to generally
represent devices as generically referenced as smart catdiEctanary299bci at ed
technol ogy as recognized in data storage, transactional and other
applications. Exanple enbodiments of the present invention also provide
technol ogy that effects neter functidnality via licenses that may be
purchased froma neter manufacturer or license distributor. Such neter

| i censes can _.be used_to _enabl e or disable fir re revjously installed on
a neter. A% gf%g F@e??,u?%%b%%ﬁ%ﬁnI%%mﬁﬂﬁ%?dggn Begﬁ%§66¥%yadd new firmare
or renove ardfrescmbdifyliess sas ngprfdrimedrly redeaeneedras ténesrtprovi di ng an

abi 11ty 0 d;eRL0dnAM: 3s0 gLyl A1 AN QU aLka0ns EXATDY uenpodi mrents of

the present invention inplenment neter 1'icenses via snartcard technol ogy. A
smart card F&PTBESpr T AARACH 0 Imdfst Wwiheitc PEPLdEa838RS- and counter to

manage the nunbekaeblki eRPS&EmEU €S athe Ry enseinlEAR én NBL £§
manuf act ur er i distribu%ggﬁ'The snart%ard m croprocessor all ows

O Ilgenﬁe
for direcP 8AREcHFERIRhE % dhRmi GF BECREen U PRE O SHETt€ard reader and
a comuni catieofnipenteat thde magpeter pubcanrplee érbodameatsrof the present

i nvention vide re. hod rd ing meter |icense
transactioﬁ%gh%%gE&?%Piggt%g%é§$g§%5%?%ardéhgaﬁﬁgﬁi%E%Q%bjective due to a
wi de vari et} CeRsegr gpb oo dptRd flentemadd e sucHigabhsefifeand fication via

Personal | deatiibi:sayi ORI Pl-=NkdtRRUt . Secure neter transactions are
also facilitated b¥va random conmmuni cati on protocol enployed when

transferri fig " CRBEEF VE1 ¥enst M STEtiCERSCSuER cBFMBIRE L at S 61 prot ocol hel ps
prevent |iaerséithedte asr wednowas anaiceniodh £lyi egDseicpuMirmerdrer s (e. g., as
could be on a meter, thus previding an ability to reprogram a
given meter configuration.

Example embodiments of the present invention
implement meter licenses via smartcard technology. A
smartcard may be provided with memory, microprocessor,
and counter to manage the number of licenses purchased
by a user from a meter manufacturer or license
distributor. The smartcard microprocessor allows for
direct connection and communication between the
smartcard reader and a communication port at the
meter. |

Example embodiments cf the present invention
further provide a secure method for implementing meter
license transactions. The utilization of smartcards
aids this objective due to a wide variety of

cryptography features, such as user identification via

Personal Identification Number {PIN) input. Secure

meter transactions are also facilitated by a random

communication protocol employed when transferring
meter license information. Such communication
protocol helps prevent license theft as well as

potential license count errors (e.g., as could be




14 February 2007 5 caused during power outages to a neter during a

| i cense transaction.) Exanple embodi ments of the present 14 Kehewary @807 provi de
transferable neter licenses such that a smartcard can be used to either
upload licensed features froma neter or download |icensed features to a
meter. Wth such transferable |icense capability, a given nmeter |icense
may be downl oaded to one utility neter, uploaded fromthat utility neter
at a later __dat ,dand t hen downl oaded . .to a different utility nmeter. A
resul t ant 53\95%&98%?%% Ve anBr A ShSdienBREET PR met er

manuf act ur risenkecensesatsionbut ors, wutility providers and end consuners

can al'so uti |12, hieesUbhesinoHRY LEANGd G6h0LR0Y L0, PROROe et er

inventory and |icense eat ures thereof. I'n ‘accordance wth one aspect of
t he presenPIovadentronsiermhe imetmrodiigeasgsnmevpbdtivit enabl ing via

smartcard tharsastioBagnbancash funcdiicoRal by ohar 18ceptddity nmeter used to
noni tor different t¥£es of wutilities for products or comodities such as

water, gad®2EPEEErTEPT Y2 Tl YerdAWPdoagr 11FaNEROnhEMT tERT difs, sai d
met hod conpr ineicag. t ieth f Dhdrowi mich Sicepd®l eplavedsagecapsar itoar ch r eader

interfaced_ w 114 i th.a_peripheral computer (PO);
i nt errogat ig\r%gghlgeﬁ%# I H%er{rr%% gay?o%% gfqgl}%aﬁgdmg%to%?/p%t%r&pt%t er is
i nt er f acedMeserhevPrspaded affnbr ddddr vdid ity mePEragsotied with the PG

based appl ygaki 0Bnd eNGAYI DGyl SIS G621 d WRkeeLbg: SPBIigard reader and
activating a PC-based transfer application on the PC, perform ng external

aut hent i caf*f6ffbet ween the smartcard and the PC, conmmuni cating between the
PC and the neter tosenebhe adeltcied enhascedafpnet émpadim@iey features;
and is that meter manufacturers, license distributors,
utility providers and end consumers can also utilize
the subject smartcard technology to manage meter
inventory and licensed features thereof.

In accordance with one aspect of the present
invention, there is provided a method of enabling via
smartcard transaction enhanced functionality for a
utility meter used to monitor different types of
utilities for products or commodities such as water,
gas, electricity, cable service, or
telecommunicafions, said method comprising the

following steps: providing a smartcard reader
interfaced with a utility meter and with a peripheral

.computer (PC); interrogating the utility meter to

determine what type of meter is interfaced to the

smartcard reader and to a PC associated with the PC-
based application; engaging a smartcard into the
smartcard reader and activating a PC-based transfer
application on the PC; performing external
~authentication between the smartcard and the PC;
communicating between the PC and the meter to enable
- selected enhanced functional meter features; and
‘decrementing a license counter provided in chjunction

with the smartcard.




decrenenting a license counter provided in conjunction wth the smartcard.
14 February 2007 5a In accordance with a second aspect bfFebnearp2@¥ent
invention, there is provided a nethod of disabling enhanced utility neter
functi onal ity via smartcard transaction, said nmethod conprising the
following steps: providing a smartcé#d reader interfaced with a utili ty
neter and with a perlpheral computer (PC); interrogating the utility neter
to determ ne what ty of meter is interfaced to the smartcard reader and

to a PC aSSOC|§PeSCﬁPFﬂaPﬁ% P A PP PEREFENCT ERGaBT#RFRE smart car d
into the snmveaatdny eadere and pfﬁﬁﬂd&ﬁﬁaﬂ@e&hE@Dbas@dsébanﬁger application

on the PC er ntlc t|on betmeen the smartcard and
t he PC; coﬁﬁﬁ%ﬁca?nhgg%gﬁ ék%% lo aﬁ%h@ et ef"t e t%ﬁsable sel ected

enhanced f@ﬁ@ﬂﬁéﬁﬁ#onneﬁ@ldf@%@uxbsxmaﬁdsungrEhenfohgowgmqcense count er
provi ded i R+eeRiUBELLPA; M th e SR GRkder! mnegfﬁge@'@@%e’ﬂ th a third

aspect of the present inventjon, there is ErOVI a nethod of utilizing a
snmartcard P&lﬂﬁEHsF%Feé ?%%d%%?ﬂuﬁlﬁﬂflppééﬁ eC?BP%teEtKWQky neter, said

met Ihod corrnmntsu:mggahen@otﬂl@vmmll@t RS erl Iﬂbe&éaéhﬂgnﬁ @mttﬁweddw th a
utility meter interrogati a license cou on the smartcard to ensure
a proper |I%€ﬁ§5e50hﬁt %&?%ﬁ%uﬁ%ﬁﬁ?ghfr§W§FEF?FﬂQr?%%¢Hé§?

functi onal it §€ psevc:ﬁt@ﬁer@mduweEﬁbbnuapcappbncpedhnbetmeen the smartcard
and  the UbhbhbYng®d ina AGCL Ly ARRILRELNG LILOL PR O Pelppen Lhe smartcard

and the utility neter to ena e se y neter
functi ons. aFﬁlﬁéEb@%amc%pvﬁ%%?41qﬁﬁmﬂfﬁra§péé%0@tl@%eomwﬁhﬁuﬁcr i nventi on,

there is ppevidedidg sémd el fahase Wetibn MEihédy tmier license
transfers, 28l foSrgricd e P ig: (TRIR Y, SN guned 40 sipre files
with g b€
the meter to disable selected enhanced functional
meter features; and incrementing a license counter
'provided in conjunction with the smartcard.
In accordance with a third aspect of the present
invention, there is provided a method of utilizing a
- smartcard to transfer a functionality license to a
utility meter, said method comprising the following
steps: interfacing a smartcard with a utility meter;
interrogating_a license counter on the smartcard to
ensure a proper license count exists before
transferring the desired functionality; providing a
secure communication path between the smartcard and
‘the utility meter; and transferring information
between the smartcard and the utility meter to enable

or disable selected utility meter functions.

In accordance with a fourth aspect of the present
invention, there is provided a smartcard for use with

utility meter license transfers, said smartcard

comprising: memory configured to store files with
information corresponding to license transactions; a
microprocessor configured to process data transferred
to and from said smartcard, to interrogate the utility
meter to determine what type of meter is interfaced to

a smartcard reader and to the microprocessor, and to




information corresponding to |icense transactions; a m Ccroprocessor
configured to process data transferred to and from sai di%shebreasz2o07 t o
interrogate the utility neter to determ ne what type of neter is
interfaced to a smartcard reader and to the m croprocessor, and to 14
February 2007 5b conmmunicate with tf2 nmeter to enabl e sel ected enhanced
functional nmeter features; a |license counter configured to maintain a
nunber of |icenses avail apl to be upgraded to or downgraded from sel ected

utility N&O@F?Plﬁﬁtﬁnf“é? a%%e poTte e dift iSRPeE £61e6hRecERARFeEomuni cat e

w th a smariwatdoneadeereanfeaimusig esWrieerfser chauseng said nmenory and said

M cr obr ocesag igfl,8q VBUNLAL. £ONT] QU Al on e b accerdance with a fifth
aspect of the present i nvention,” there s provided a”heteting system
capabl e oftoplgvingongdaggtaded dywrdowmegdadednf gsrdecoadl itilitwherein the

met ering sygkemstungt i gRaLELYe | So.8NRNRY g0k gdicSabbaA. ¥t et er
functionality licenses, said netering systemconprising: a netering

appar at us COFUBLEREFoRT ERI  ySRRHS R G SePedi sepPbaki ARCIH g ity  product
or commuodi tfpr abukeagt sane wemNiGRE SRS PAkkopRbe¥sEed i Lonj unction
with said metering ﬁg?arat us. such that communi cation with processing
conponent s 01531 fhe é??ﬁ% J:alopnb'ar atus is enabled; a peripheral conputer
configured to cdmmanccatengetigaia Migttdr iasgpecappdr ahasprvegerstai d at | east

one_COMMINLE3LLOAoROT Lner 8Nk U JILRLY Q03EE S3LY HBLEL) NG, ARAAI atus Lo

determ ne what type o rreterlqﬁg apparatus iIs rfaced to said
communi cat PénPpeFLdand tRIsHier Pedopheradedofipucbionahitia smartcard reader

connect ed wheranf tReCREPACALd M tFins@lidnpeEEphes abnaonputer, said
smartcard reager ggg&l‘gured to receive a_ smartcard such that nmeter system

funct i onal Pty ¢8R hadtef orfigcsapred by Lonftmteatidits from said

metering system comprising: a metering apparatus for
electronically measuring or distributing a utility
product or commodity; at least one communications port
provided in conjunction with said metering apparatus
such that communication with processing components of
the metering apparatus is enabled; a peripheral
computer configured to communicate with said metering
apparatus via said at least one communicatien port,
and to interrogate said metering apparatus to
determine what type of metering apparatus is
interfaced to said communication port and to said
peripheral computer; and a smartcard reader connected
to and in communication with said peripheral computer,
said smartcard reader configured to receive a
smartcard such that meter system functionality can be
enabled or disabled by communications from said
peripheral computer to said metering apparatus.

Additional objects and advantages of the present
subject matter are set forth in, or will be apparent
to,‘those of ordinary skill in the art from the
detailled description herein. Also, it should be
further appreciated that modifications and variations
to the specifically illustrated, referred and

discussed features and steps hereof may be practiced




peri pheral conmputer to said netering apparatus. Additional objects and
advant ages of the present subject matter are set forth §4Kebararngdd7 pe

apparent to, those of ordinary skill in the art fromthe detailed
description herein. Also, it should be further appreciated that
nodi fications and variations to thescspeci fically illustrated, referred and

di scussed features and steps hereof may be practiced 14 February 2007 5c
i n various .enbodinment s anéi uses of the sub%eg% t@é:hnotl ogy W t hout
departing fPoffthe s pPPrid i Scape “OREr 86f “iByS W43 Ue of present

ref erence thehetdbogBuehthmadr icetpaoris ngay rionckbdespiuit ared rratoda mited to,

substitutiep of . equj ent n&gfn f ur t r dhese
illustrat eg, er_e?efgir)l\g?, pur | s?l]:ses%gltt g% ertgﬁgéfﬁrﬁﬁ{?%é&al , operational, or
posi ti onal VR&FEESANS oRay VG Io\¢e p&itits 2rPePlir £5m1is¢@p2, or the like. Still

further, itubstlieubeonnerstned that mednkf erentueadodimiteps as wel | as
ef erred enbaodi nents, of this tec y may include

di fferent %ese tl ﬁ , Cl;nolo

various conBFniPPBfisl bruTdisgur ZEL6FENGRdpr 85T GRS ek?rli?gry 2007 WD
2004/ 017168hBCTLUS2O034 D2 5324 4 i caiad G| esedob eal viels oivedsaienrits, or their
equi val ent L nel udi C inatio f feat S,:parts, or steps or

confi gur at ?Sﬁébpﬁegge%?g’noféggdﬁ%&sI%;eg)ﬁbvm%%i gﬁgh%al]p?ai gures or stated in the
detail ed descri ptiibh dfirshrh B flisghoePp. uoderekenpl Br3gt such enbodi ment of

the presenh;gybi-eft SMIEMmIRIA6S W13 goRai e i st h utility
meter |icense transactions, wherein the smartcard preferabl P’e conpri ses

nmenory, a RFEFEPFBT RN GSnt &Ff 484 SpbRERRAHCEN BHE| € 10 The
menory nodiheisay bemsoidiigiedrt eostforarbtiess af tgrdsdmiiyati on
corresponding to license transactions-




and the m croprocessor may be configured to process data transferred to
and fromthe neter. The enclosure provides a housing f o4 Fébeuasyd®i7card

nmenory arw 1,&]41317% processor conponents. The interfacg,(ﬁgg%g{s%g%g? as a
e

ni ne- pi n e éctrical connector) is configured to connec
comuni cati on between the smartcard and a smartcard reader. Such exenplary
smartcard enbodlnent may al so include a |icense counter that 20 mmintains

a nunber of enses il abl e to,be grad aded from
Selocted uHITP B AT Rt LEPeRthy St FEAIBIERER: of ¢ ho
subj ect techn@h@r@mmgaalsmroéafdatm mEtconforg@tedst o i nterface

with a utlldtYedialih,aid s PRELBBE! Ab CONPHIEN S Wit ah BBEer || cense

transactions ca a snmartcard reader pref ergbl y includes
a plural i tyfisfunas Fushakesr ﬂ&c’éhepé??%l?ﬁ%‘i ISR in§UE6nponent s in a
et ering 30ciysieqyN. S exefplaggesusBYyenibsdimeng df sie interface port

confi gured Lo, connect, 200 oDl atg i (D 2 MIRILEA g gegond | nt erface

port confl a-peri p eral” conputer
PC- based apqzﬂulcatu:dn,tyamt@n Bicdneat bréngechpions f ofhez®igofmeéct i ng t he

smartoar d repdalodir GulliddabyTBbRpridds FRBRaAFy 2007 VIO 2004/017168
PCT/ US2003/ 025324 7 %Yet ar?otK e%g?ﬁrrg S %’f)ed)nllgiF di ment _of the present
cB

t echnol ogy W#ﬁRﬂRFé%C%?'%?é”t'etaF‘n@ng?§F€ | DR SRS “upgr aded or
downgr aged ThenGidn@nat inlddulenayebe tbafigumcﬁdnalsitqra Sidmabl ed or di sabl ed

via 5 meter, functionalliy ] I£e0SER, e WS £l Jeddie VIELRIJAY oryst em

preferably YHe I'ng appara east one conmmuni cati ons
port, a perapheitz nmigtrguuasessandmayshar Ceaf Hveeddic PHRESSt eri ng

appar at us efact o LAl d - JPRSURES ¢hofll Bhei MeE®S. 8 The enclosure

provides a housing for the smartcard memory and

15 microprocessor components. The interface poxt (such
as a nine-pin electrical connector) is configured to
connect and enable communication between the smartcard
and a smartcard reader. Such exemplary smartcard
embodiment may also include a license counter that

20 maintains a number of licenses available to be
upgraded to.or downgraded from selected utility
meters.

Another present exemplary embodiment of the

subject technology concerns a smartcard reader

25 configured to interface with a utility meter and a
peripheral computer such that meter license
transactions can be effected. Such a smartcard reader
preferably includes a plurality of various interface
ports for interconnecting components in a metering

30 system. Smartcard reader may include a first
interface port configured to connect and communicate
with a smartcard, a second interface port configured
to communicate with a peripheral computer (PC) and a
PC-based application, and a third interface port for

35 connecting the smartcard reader to a utility meter.




10 utility product and includes a comunications port such that other
conponents in the netering system (such as the peri phert Febompuf@6¢7 and t he

smartcar r ), Can conmuni cate with the processin of the
meteri ngd‘é{%g@gﬁ}é? A smartcard may then be 15 utili zge]%‘gffﬂ&gg’ﬁﬁ%sﬁét on with
the subject nmetering systemsuch that transferable |icense transactions

can occur. Still further enbodinent§7of the disclosed technology relates

t o met hodol ogy aSSOCIat d with t m%ﬁgense tr actlongggf t he present
subj ect matter. AR 2rHER Iréfrﬁ b‘a?ﬂjén‘? S RATSTEhodol ogy
I nvol ves a ttm:tﬂimﬁjlcﬁgy uintolzrary aamenertogr dysbemramﬂe]ce at functionality

|1 cense toégc&%i@u@gde YD alhgeeasaP ESﬁSEf&h%’li olves interfacing a

smart car d er r ogat i ng nse counter on the
smartcard twhesrsin ke pﬁ‘@iﬂé?qu}aééﬁé’eléo@ﬁﬁ lagdi Q¥ sdbakied iignsferring the

desired § unﬁé&@ﬁafuﬁdulorwmﬁﬂllﬁ@e@s&gguagdcwnay@maﬁm@nnawmn@et ween the
smartcard and the uti nmet er tran ferrin |nforn%%'on bet ween
AV lerdeg,

the smart caf¥FHHl BH Y g g 8‘? ar ¢58 ﬁf Utility meter
functions. afThkeadovenerouess:iaadioniepsrin acpercmwﬁiﬁlmi:h t he di scl osed

technol oqy Waolee PRGN Bkt oSSR UPUSAOBE SeBRSCe and | ot er

downgrade pro Cesses rocesses nay |nclude ste s of providing a
14 Febr uar y22oRRt W Sbgoly %ﬂﬂ@ﬁﬂi 1¥Creas 88/ 635959 8TPWHRE teard reader
i nterfaged Mﬂ:i:hl’@y L!gbal:dadiﬁcyt nei@rinddas petbpianatacbomutmirt engagi ng a

smartcard |nt 1%é‘b thﬁgwéo%gg %ckhga&%ggr %K%ﬁtlcattransfer

application Soh rn1n *externa I on between the
smartcard ahﬁu¢MGa$Khh¢rpeximhaﬂ%&EQ@mpﬁﬁﬁﬁraGéng@egma%%ﬁﬁﬁhlcatlon bet ween

the reader) can communicate with the processing cowmponents
of the metering apparatus.‘ A smartcard may then be
15 utilized in combination with the subject metering
system such that transferable license transactions can
occur.
Still further embodiments of the disclosed
technology relates to methodology associated with the
20 license transactions of the present subject wmatter. A
particular exewplary embodiment of such methodology
involves a method of utilizing a smartcard to transfer
a functionality license to a utility meter. Such
process preferably involves interfacing a smartcard
25 with a utility meter, interrogating a license counter
on the smartcard to ensure a proper license count
exists before transferring the desired functionality,
providing a secure communication path between the
smartcard and the utility meter, and transferring
30  information between the smartcard and the meter to
enable or digable selected utility meter functions.
The above process and others in accordance with
the disclosed technology may be employed both in meter
upgrade processes and in meter downgrade processes.
35 Such processes may include steps of providing a




PC and the neter enabl es sel ected enhanced neter features and a smartcard
| i cense counter is decremented. For meter downgrades, cbhbemanf®h 10

bet ween t the neter disables sel ected enhanqﬁg? tures and
a snartc£?§25|§§ﬁ§% counter is increnmented. Additiona éﬁ%% ﬂﬁ%ﬁ?s of the
present subject matter, not necessarily expressed in this sumarized 15
section, may include and incorporate %ariou; combi nati ons of aspects of
features, CORDOENES rOLaoS'ERSLAIELENGRT, LN, Lhe: syMBILZ 6, Ol ectives
above, and/or other features, conponents, or steps as ot herw se discussed
in this appPrEaphena] THIBRULAT 2(Ensedingr ¢ SRRFFCARAt HeCtarkhsy || better
appreci ate thgrt&gabluresaand aAsPesisS el aSwehbagbadt fBRESer and ot hers, upon

revi ew of the iena%nder of th pecifica%ion” BRIEE DESCRI PTI ON OF THE
DRAW NGS , ARPBIFCantC8ndb| iy s @SS BFETOF™RE HrESENE! 25 subject matter,
I ncl udi ng t hethesticedion hesboisn tdier eoed chodoaedother®Cnarin skill in the

art, 1S setnbOElBol gelhe: spag) fa%té,p%om‘ﬂﬁhqga%!ﬁﬁsbé%@fﬁr\ﬁfeto the
appended flaﬁres, In which: Fi'qure 1'illustrates an _exenplary netering
system 30 RFtandnthefueker stradlas Foflestedesnhangetorabite with the

present subjestupBbt &hd & Ghdiecand Quicdesea chhaweehagt representation of
an exenpl ary _nethod _of utplizi a smartcard to transfer functionality
| i censes an GSB?WEEB%%dih%oﬁdmggﬁ?6§W? S’VfP?ﬁBﬂ%ﬁiﬁT@&

PCT/ US2003/ b2s8e4n otheeP@rafddthe aetmraldillsabiles solacuedl ity nmeter in

accordance whthntbg REeseNELycdiaclpeed tephrehedyiiEbggee 3 provides a
flow chart representation of exenplary process steps for performng

external 5 SOVRERTI eat 1BATHBEWNH a snartcard and peri pheral
Additional embodiments of the present subject

matter, not necessarily expressed in this summarized

15 section, way include and incorporate various
combinations of aspects of features, components, or
steps referenced in the summarized objectives above,
and/or other features, components, or steps as
otherwise discussed in this application. Those of

20 ordinary skill in the art will better appreciate the
features and aspects of such embodiments, and others,
upon review of the remainder of the specification.

BRIEF DESCRIPTION OF THE DRAWINGS

A full and enabling disclosure of the present
25 subject matter, including the best mode thereof,
directed to one of ordinary skill in the art, is set
forth in the specification, which makes reference to
the appended figures, in which:
Figure 1 illustrates an exemplary metering system
30 with interfaced smartcard features in accordance with
the present subject matter;
Figure 2 provides a flow chart representation of
an exemplary method of utilizing a smartcard to
transfer functionality licenses and corresponding




conputer in accordance with the present subject matter; Figures 4a and 4b
provide a flow chart representation of exenplary proceskt Ebapsy 2}y 10

conmuni cat,j en a peripheral conputer and a nete transfer
desired 3&{)2&)4@§‘h§§| onality; and Figure 5 provides a EfﬁrTéliﬁ%O%{"é%F‘Lm
representation of a smartcard |license transfer application and exenplary
user-sel ectable features thereof in 95 accordance wth the present subject
matter. Repeat use of reference characters throughout the present

speci fi cat i BRt@h ESRIPEITI EFPFRAIESI §° R ntehtEd '8 h%¥pridsent sane or

anal ogous fgaddtfmdy wilrenert @lefggthyi di]il@dilld;.fﬁdfd 20 HRENAIdyED DESCRI PTI ON
'OF THE EMBODI MENJS . _As .previa i-SCUSS t Sybject nmatter is
particularly co cerned %Pfrﬁvplr Oe\?ygi r%owt ‘r:lg%% erre?o]f)%sees‘ng{getrl#?ggnses Vi a
smart card texémwylagy pravusse pdrepisc fozr beriomeind settvzathk echnol ogy rel at es

to 25 the ugjhinaatiit¥fn HRMLR @S «pRd: ARLEN ahd GROSAsHhd1 ef fect the
addition, renoval, or nodification ,og Hf‘ eci fic functjonal features

associ at ed FPTPPELL I AGFORIANGE Wiy PHREAY T y enabl es the use
of 30 smarhg@tek i echnol ogy to upgrade and/ or downgrade functional

features to a Utyided e P lov: BATROPEN) Sl @ MBLEri NG SyS! em must

typically be pre suc I's transfer process can take place.
These conporepresdHa idm ofhesripdasly REPeePhgEREPFelRtary 2007 WO

2004/ gliollfifﬂcé’:ﬁ?ﬂﬂi%?eﬂﬁ?ﬂ 3etafeerl @ ?@E@bﬁéﬁé?scéthﬂalht@fchﬂdl_aconj unction with
N th'r of or CHEGT o i GRMATES SHTURSFS TPEGE UFBACC HETTTHe0 [ Hihon) anctfon wi th
such netering syBleme 5 provides a block diagram representation

of a smartcard license transfer application and

exemplary user-selectable features thereof in

15 accordance with the present subject matter.
Repeat use of reference characters throughout the

present specification and appended drawings is

intended to represent same or analogous features or

elements of the invention.

20 DETAILED DESCRIPTION OF THE EMBODIMENTS

As previously discussed, the present subject
matter is partiéularly concerned with providing
transferable meter licenses via smartcard technology.
More particularly, the disclosed technology relates to

25 the utilization of smartcards and meter licenses to
effect the addition, removal, or modification of
specific functional features associated with a utility
meter.

The disclosed technology enables the use of

30 emartcard technology to upgrade and/or downgrade
functional features to a utility meter. Several
components of a metering system must typically be
present such that this transfer process can take
place. These components include conventicnal metering




5 hardware conponents include a PC-based smartcard |icense transfer
application, as referenced in Figure 5. Once a neteri ngl%kebresy 3 t he

required L | conponents are configured in a pr @ﬁﬁ ner
met hodol o‘@@%dnﬁ’g@c%‘r dance with the present subject rrat er Sczzg'l'&n3 2gegigffect ed.

In general, such nethodology relates to a process of utilizing a
smartcard to transfer functionality IPcenses and correspondi ng neter
feature capabl I |t|es to. a uti Such,_process w || be described
herei n wi t hPPPRFETERS Yot H dedirelx"z COIE‘IJ@‘BF%'SLO% WHRL R ) sh &ilcern nor e
particul ar devbcessarsd epsardsson] diceduwesh ahé yeherie mmtﬂﬂﬁdogy of
Figure 2. Ageyblh paH UWdAste UIGIST rmm t Be£2PatO! FOW NG Mdescri pti on,

an ext ernal aut entication  process I n Figure 3) between a snartcard
and peri phBEalizspin e‘FOIEf‘H%ﬁtd‘é%'l i heﬁHﬁHc@ﬁtFFéﬁ%a%ﬁ‘W security in
accordange whibwihe cwr@s@mnwmrﬁmudmt Perbakadaddaticard a random

conmmuni cat i r ot oc for ta t.r anster t peri pher al
conput er W [‘r)iL %%S%O%%aerh? dl e85 B ﬁ%%ﬁ‘g%& %g bzfr%ﬁ%g It shoul d

be noted that each of the exerrpl ary enbodi nents presented and di scussed

herein shoul d nogn30Q; I RSt HBie slygﬂe&@tahanﬁhefré&alﬁé@sent subj ect matter.
Features or steps il]Justrated or "descrihed as_ part of one enbodi nent may

be used in E%ﬁt?llﬁ%ff?]orFWR‘FF%ﬁtp%&’%e o é'tﬁb‘Fﬁgr 18@0@?%‘?‘% to yield yet
further g e”ﬁ@ﬂnﬁfnttﬁetbkﬁﬂblcbgmadﬂ ocoedbace weéthutbks prestmps 35 may be
mterchanged h siml I.ces res.Qr ru 2007 WO
2004/ 017165 %5%55%% 1%% efsgeg%tseldnot ng rég“sasﬁP rr%il]%ll? oned whi ch
perform:t hemsahgdob?gxlml%ﬁﬁeﬂ Uitetd Mocﬁéﬁepénéélg\ﬂﬂ-nﬂo@v be made in

smartcard to transfer functionality licenses and

corresponding meter feature capabilities to a utility
15 meter. Such process will be described herein with
reference to Figure 2.

Figures 3, 4a and 4b concern more particular
process steps associated with the general methodology
of Figure 2. As will be further understood from the

20 following description, an external authentication
process (as in Figure 3) between a smartcard and
peripheral computer provides for enhanced transaction
security in accordance with the present subject
matter. In addition, a random communication protocol

25 for data transfer between a meter and peripheral
computer will be presented with reference to Figures
4a and 4b.

it should be noted that each of the exemplary
embodiments presented and discussed herein should not

30 -insinuate limitations of the present subject matter.
Features or steps illustrated or described as part of
one embodiment may be used in combination with aspects
of another embodiment to yield yet further
embodiments. Additionally, certain features ox steps

35 may be interchanged with similar devices, features or




detail to the presently preferred enbodi ments of the subject interactive
utility system 5 Referring nowto the draw ngs, Figure 14 Fehewngdt@it s an

exenpl ary, ri system 10 with interfaced smartcar (a[
accordancvgg\?\nb(‘taﬁnﬂ%s present subject matter. The basiclqI @%@*‘ﬁ%&f t he
di scl osed technology is a netering apparatus 12, which 10 provides

har dware, software, and firnmwnare conpbnents configured to neasure or

distribute a utility. Such _utilities nay corres ond t?ﬁ$ variety of
di f f erent %F%Ei‘ﬁlc"ﬂ%t FEOESHTRd FEBS LPREA PG kR m‘“ 1596 S80%t 0 " water,
gas, el ect rdneléymlmblﬂuﬁﬁ_rmmce Redbacheansl el ,ndb Yeelmecimmiuni cati on, and

ot hers. cg glfeteftﬁe%%e%%ggy ;fe%le deg &%M&ts 39:{) lovgar ¢ feand

firmware netessary"? unc Ion rn a vari et rent
f ashi ons. Ve ect uintidnaptimeeutiid isy gyebed- utility conpany or other 20

consumners a ”EteﬁefénﬁﬁkﬁﬁuﬂvQﬂf%ﬁgearéwﬁﬁgghaF1?UréeLECtEd set of netering
features is initiall enabl . After initral nd J,nstall ation of a

utility netEFPrEgmRverst & ¥ GESPFETT: ﬁyﬁtb%f? Y358 functionality of
the utilityinetefaced smedercarar f2atswel aht ecradprcannccﬁ WJH:é‘l dyer at i onal

capabi | ti gﬁ% eff JRIcH alEEH, SAECLLLSC! hereter firmare

nmust prefer Meter firmvare i enerabr% def.i ned as the
sof t war e st@%%@l‘Pﬁe@dﬁ%@anﬂ@yacﬁ‘lab@répgo?%‘?r%‘iﬁ'ﬁ) Nt t he met er

har dwar gy 30pt-bai a&8 akt 1At )elsoTRialar, e ahls Fi takhoascansbneans i cations to
be read an cuted. Changes _to neter fi rd c with the
present tecﬂﬂ%fb%‘frr%‘?o?ﬁ &beg’zfﬁl S £y SFgl%H Er‘e‘flr%%/gcﬁp ify functional
feat ures ofuailftiesymaptarre3®oBdc ioakt vealeby Qﬁﬁbﬁ@@ﬁond sinply to
"unl ocki ng” o 14 FEPL U Yo 5a1 W2 Q041 QE T LEBLECTAMSZDMR b 324 12

water, gas, electricity, cable service, data transfer,
15 telecommunication, and others.

Utility meter 12 typically includes hardware,
software, and firmware necessary for a meter to
function in a variety of different fashions. When a
utility meter is sold to a utility company or other

éo consumer, a meter is often programmed such that a
selected set of metering features is inditially
enabled. After initial sale and installation of a
utility meter, however, it may'be desired to upgrade
the functionality of the utility meter. In order for

25 such alteration of the operational capabilities of a
meter to occur, specific changes to the meter firmware
must preferably be effected. Meter firmware is
generally defined as the software stored in various
memory chips or other components in the meter hardware

30 that enables other software instructions and
applications to be read and executed.

Changes to meter firmware in accordance with the
present technology provide an ability to add, remove,
or modify functional features of a utility meter.

35 Quch alteration may correspond simply to “unlocking"




certain firmvare portions already provided at a utility nmeter 12. Such
firrrware S typi cally stored in sone sort of nonvol ati | &4 Remary 26@0ul e in

t he flash, EEPROM EPROM Ferro RAM or
battery- g‘é{g@@%ﬁﬁ Alternatively, the firmare stormﬂg%éﬁ%t er

menory or portions thereof may be conpletely reconfigured when upgraded
or downgraded features are to be estébl I shed. Access to such firmware
features in accordance with the 10 su ec teChnlrE{Fi y . is afforded via a
functi onal | $§¥ T3} SrisEBRiec RREEA OB 3 F‘F‘ Y5 Pf ‘ﬂ@r’: & other user.
Utility metetilicy ypstoat 1. cospbhsésmwakeria:hlttwpmmdgﬂmﬂmr@alt lon ports to

which perPg! hud darcce%fcmm,%&a%%eefagﬁg Godlliealy LT communi cation

or such 15 evi ces can renot n| cate w et er.

Di r ect - conraeEconsiiah ca ifFdaspor E@PBﬁMtr FBYOBe Fexgs Fdhle SRESGM lity neter
12 i ncl ude meréﬁlbm&éry b&ck@dUQBM(Unlmtézaﬂla@efelay Biusg) port 16, and a

PCMCI A (Pe sonal nternati ona 20 Associ ation) port.

Peri pher al %W‘&%’ée rs'ré%ﬁeﬁr g lsFﬁ‘%’ mf%lﬁ”é BETPHY 7% &5 W e connected to

utility metehed@of wiay dabloorpienedyi orcoofsenied ot upgrads@ port 16, or

a PCMCI A pogl A al.s o, he Wt aoptical port
éﬁ%ﬁ% é&ééﬁﬁ?ﬁtu&%snﬁie ) bQ caPEOM ARy |

18. A peri pher Vi ce rovided I n appropriate proximty to
optical pok® Feckuehtveare |fﬁtartal|r€§ (LPR?CEBHW%&FI% Y& ween  such

peripheggl deniset aféi:klﬂtﬂd@t aks laffeﬁlrdbﬁeﬁla zStfdricﬁ‘:lmta’ﬂe:rtyf eat ur es that

may be utiljzed in net ni catiho

transcei veri 13HFT ik a%et%og?:ﬁ d o EL E% Peei a‘?%%acf%%g@nlzy conbi nat I on of

t he afor ement i orf@di Lorgmmsiteat i18n t;y@rlﬂglﬁrﬁyc‘bﬁpm%-?r Ze®1ynipldddor dance with
di scl osed tggh icdiicth Y PR o W&Ehe?e@pﬂ&&@alat@bitm aweci fic

aspects of suc 5 neter_comuni cation s and of her internal 14 February
2007 be connected for direct meter communication or such

15 that RF devices can remotely communicate with the
meter. Direct-connect communication ports that may be
available at ucility meter 12 include a serial port
14, a USB (Universal Serial Bus) port 16, and a PCMCIA
(Personal Computer Memory Card International

20 Association) port. Peripheral devices reguiring this
type of interface may be connected to utility meter 12
via cable connection to serial port 14, USB port 16,
or a PCMCIA port. Utility meter 12 may also be
provided with an optical port 18. A peripheral device

25 may be provided in appropriate proximity to optical
port 18 such that infrared (IR} communication between
guch peripheral device and the meter is enabled.

Still further features that may be utilized in meter
communications include a modem 20 and RF transceiver

30 link 22.

' Tt should be appreciated that any combination of
the aforementioned communication ports may be utilized
in accordance with disclosed technology. It should be
further appreciated that specific aspects of such

35 meter communication ports and other internal




WO 2004/ 017168 PCT/ US2003/ 025324 13 conponents of utility nmeter 12 should
be within the purview of one of ordinary skill in the at4 Febfimurg20@n

addi tion |.pjion of such features and their cor i
functi ong‘}vp%‘iﬁﬁ]ﬁjl@eml ary utility nmeter 5 system 10 ié‘%@%ﬂg’(ﬂggj@ﬁt ed
herein. Wth further reference to the exenplary nmetering system 10 of

Figure 1, a peripheral conputer (PC) 124 s preferably configured to

comunicate with utilit meter 12, PC m’rum th meter 12 via
any 10 of t%ﬂgﬁréﬁ'%rﬂﬁ/d%&l&fnﬁﬁﬁ%a??oﬁh‘b‘b} t%?“n&é\f correspond to

a |laptop orplhuasrwwl@f RGd heft cedinbey akill zid e tae: f i dihdishy aa servi ce

techniciant | atel | 4T ith the wutility
meter. A TIRHTIRY P TR B HECh ELeS B ML el ot e
connect ed tecrrespdidinmdivmsitiionidd tymay everRbrEarE Wty MEEEE 12 via

nmodem 205 Of gffterh rﬁﬂSf@lﬂ&r grielen22d Reradnprovides a pl atformfor a
sof t war e- based ‘ggl i C t i nterfﬁ](c:)egha user ]tc meter |icense
& 3

hat
transaction pro errler#& *&KSte Al 57T es e Sar t car d
reader 26 t@p&téms:to bef Fimrimded ,t @ petréphacel wiotpatessne@d)c&dd utilized in

t he subj ect S | Q9% BL I may be a
separ atJe pen%ﬁ %é%léog{fﬁgg%fegé@%l ng %/]a%&ﬁa%n%ﬁ%slgg%ge 2% an

i nt egr at ed wekponEht tHerdomay pogwmleaiza veseret o 1% YL at e
peri phejgl gevike iforaRaAdbnddedrdinidByibe sonnect vl t12 ey PC via a USB

gtrangz\aﬁaAcogﬁr)r%’ﬁg%%?? rrg%gai ﬁ‘ar?&;e?%t)g’blplbg\r} egnd3geb%%\%men sr?aérst ggpgefg:ﬂggr 96
and utilityumkelgzed2in |ifhe shisliccdnd ar sedwicectechahcian g at ed feat ure of
PC 24, it m@t?:.c?&éé' ﬂlx%él%ﬂitdél'yz%l%sé' Egbﬂlﬁﬂﬁﬁuﬂitﬂ@tﬁw path from PC
24 to uti I|t met er : furt er aggregégggg cEmf‘t addi t i onal
nmodi fi cati oRgitdty meter Alternatlvely, PC ' D
15 a remote computer connected to a utility network that
may communicate with meter 12 via modem 20 or RF
transceiver 1link 22. PC 24 provides a platform for a
software-based application that interfaces a user to
the meter license transaction process.
20 Metering system 10 also includes a smartcard
reader 26 that must be provided to interface with a
smartcard utilized in the subject license transfer
methodology. Smartcard reader 26 may be a separate
peripheral device from PC 24, or may alternatively be
25 an integrated component thereocf. If smartcard reader
26 is a separate peripheral device from PC 24, then it
may be connected to the PC via a USB or PCMCIA port or
some other established wired or wireless connection.
A separate communication path may be provided
30 between smartcard reader 26 and utility meter 12. If
smartcard reader 26 is an integrated feature of PC 24,
it may be possible to utilize a single communication
path from PC 24 to utility meter 12. It should be
further appreciated that additional modifications to

35 the subject metering system could eliminate the need
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requirin ngl e comruni cation path for interf mart card
r eader %ﬁ%(ﬁ@%lﬁ%l lity meter. Smartcard reader 26 pr%ﬁé&%ﬁ? %1;’3%& udes an
5 interface 28, such as a multi-pin connector, for engaging in electrical

contact with corresponding interfacd430 of a smartcard 32. \Wen smartcard

32 is engaged into smartcard reader 26, comyunjcation t hen be enabl ed
ambng snar tE@F PB224 pthue ramisdpgr ondy12, S%%c%%ﬂw%\t@% abl y

i ncl udes a pPRIWI FoROLH €rf Ll i ihet embRgcradi sasdér |escicateesponding to

net er Ilcenseﬁ tsecurlty I nformati on, and transaction steps in accordance
with the pr%%% % ¥t matter. For security reasons, two external key
files may be st othe@lril@ardl TRRARTy 260 BuEEe8abl A inqab@dq?@)ﬁrfl | e may correspond

to a fagf Own&é@flé@@ri% kfgu%rh%ts B ﬁlﬁﬁ@%sp&ﬁc%hﬁé!c{@f #dre base file

structure of nenpry podul e 34 second \E/ %a/ responds to a
single key %%%%B%%Sp?%t%%?CQﬁHCQQWEPPEEFB WF Enggrﬁﬁ ?Qé}qq'les A 20
m cropr ocess:@teaaﬁad:é ab sof | an cdmaaed:atral peocewhedakmarta:zar&fﬁrnaj to and from

smartcard Sg, %ﬁcfﬁ&? sid QUG %%afi%rab%o Péfﬁ&x&ﬁf‘@é ﬁ&i,dEd i n

smartcard 32792 hunber mef el funct ona ity |icenses
transferredth©ﬂahﬁ ¢l edh ARt MaEFE cBEdpP8peFFy246 FiNTRd. Wen

smartcajf 32pis @:ﬁ&f@ééydem%ﬂ@@elﬂablmhwaﬂdsr@aﬂ@mon_zﬁ mohlef f ective
conmuni cati on _connections exi stsh&tléween PC 24 a 12 .as well as
between sme?fcEPH PEQHERY 26PLARY PslforﬁgﬁangbnglcenseE?ransactlon
processes nhjcgnepel | yeeusley idforamygioh.t hadphysneattcenridstions or
connunicatigﬂ Q@&Q?danee with the present subject matter. For
' gsecurity reasons, two external key files may be stored
15 in memory module 34. A first key file may correspond
to a factory transport key that provides security for
the base file structure of memory module 34. A second
key file may corresponds to a single key used to
protect all smartcard license and log files. A
20 microprocessor 36 is also included to process data
transferred to and from smartcard 32. A license
counter 38 is also preferably included in smartcard 32
such that the number of meter functionality licenses
transferred to and from the meter may be properly
25 monitored.
When smartcard 32 is properly engaged in
smartcard reader 26 and effective communication
connections exist between PC 24 and meter 12 as well
as between smartcard reader 26 and meter 12, meter
30 license transaction processes may properly ensue. If
any of the physical connections or communication paths
among the components of metering system 10 are
jeopardized during the subject trgnsaction
methodology, then the transactions are preferably _
35 halted and error indications are provided either at PC




anong the conponents of netering system 10 are jeopardized during the
subj ect transaction methodol ogy, then the transactions Ky Rebprasy 89%bl y 35

hal ted a dications are provided either at PC - - ------- ----- 14
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di splay 40 provided at utility meter 12. Now referring to Figure 2, an
exenpl ary transaction process 42 forﬁenabling or disabling 5 enhanced

utility net r functionality.ingcludes seri f te A first
st ep 4Z of ﬁcﬂ p?%c%sgls?%%l &gbﬁﬁﬁwgﬁﬁﬁgéﬁsﬁggg ar¥8%% rtcardlrs

reader 26 8d@dch that electrical contact and communi cati on between the

devi ces i s enabl i it 44 is to activate the
Rw é@f%@ffn% Cat relQ i B 'egcsmg%glf;\é

PC-based |icense trans on insta i 24. Once the PC
based appl|EﬁﬁPéﬁcFéoﬁcP¥9§?%%,4%rﬁ?ﬁnﬁﬂﬁblﬂ@ﬁcPFoﬁésa?%5F9are desired to be
upgr adeds or celbwngeddatitay beeteel maiad dnaltike useluddssabsegient step 46

In the 15 ex | ary,transaction pr of, .Fi gure Ly e perform ng
an ext ernal gngﬁgm }%5 i 9 e%%tmégﬁQ %ﬁf&e r 4439 anacﬁfpﬁaéé%ﬁenplary
subst eps t hanciugespengapiepesmaxtcardh@2 igftor kmaxbcheat Feadeon step 46

are represepgedybl Eh@l 81 8ctAfed) fddritact! @R 8okudicaresm! ary
aut hentication subroutine, 46 iInvolv PC 24 sending a PIN (Personal

| denti fi cat PERYRERLERS E8VEREF tt8rresiiedan SRRTPEE 8FPeEEPIN is a
four-digot ihﬁtmgltbaépl$4u5€dt¢CBQENVBtGNﬁ@ES@CPbaEhé streehsar d. Such

feature is |n%8%§eChg§P ?cg@{é% tﬂ§J§§§#%|E*Hggasu5gé%t¥9éc§ﬁly utilized

with smartCar ditional digital
si gnature fbaﬁﬁdegpﬁllgﬁhé©ﬂ S@o%ﬁﬁ#%ﬁtﬁﬁbsﬁﬁﬁs“Ehﬁ§e56ﬁﬁtkg%% 50 in

authenticat k@Bt are desired to be upgraded or downgraded can be
selected by the user. A subsequent step 46 in the

15 exemplary transaction process 42 of Figure 2 involves
performing an external authentication between
smartcard 32 and PC 24. Exemplary substeps that may
be implemented as part of the authentication step 46
are represented in Figure 3.

20 A first step 48 in an exemplary authentication
gubroutine 46 involves PC 24 sending a PIN (Personal
Identification Number) to smartcard 32. An example of
a PIN isg a four-digit string that is used to gain
access to the smartcard. Such feature is included as

25 part of the security measures typically utilized with
smartcard technology, and may be combined with
additional digital signature features or other

- security measures. A second step 50 in authentication

subroutine 46 corresponds to PC 24 requesting a

30 cryptogram, or encrypted random string of information,
from smartcard 32. Smartcard 32 then sends a

cryptogram in step 52 to PC 24, at which point the PC

decrypts the cryptogram in step 54, by utilizing Data

Encryption Standards (DES) protocol. A final step 56
35 then corresponds to smartcard 32 verifying that the pC




subroutine 46 corresponds to PC 24 requesting a 30 cryptogram or encrypted
random string of information, fromsmartcard 32. Smar t cbt Bebgwary B sends a

cryptogr I 52 to PC 24, at which point the PC
cryptogr ﬁnbl EO ??@gs 54, by utilizing Data Encryption angaréc}t’ ?%JES)

protocol. A final step 56 35 then corresponds to smartcard 32 verifying
that the PC 14 February 2007 WO 2004¥%017165 PCT/ US2003/ 025324 16 properly

decrypt ed t,lg’%"% ?kogé {Eﬂe?eérypckfeocg;ﬁ'ﬁv?rf'oride?%ﬁ@%t occur after three

attenpts (o nurrber €n smartcard 32 may
becone Iocké’@%ﬁ@ﬁl?ﬁaﬂoﬁé ﬂGFt*ﬁ‘éﬁ’—m{ raaﬁﬁtttlh(?w 913#&9195@0&@1? Referring

again to Fi g#o@hlr aé@@ﬁédcaﬂﬁb@il@m At erpiENteheat kRRrsbepRd 465 enabl es the
transacti on I’O ess eed to .st ep 5 i nvol v S conmmuni cati on
efoRhe ﬁo F

bet ween PC F#YaRG°fEfer© S‘t"?%n udfgg‘leFe&rfﬁ‘sﬁ’E &P™ unctionality.
PC 24 may i miagr pogate neter to determ ne what type of neter is present

nometer systemelQe by aggagnOiEo LIPS A58 B! BB o BARLEd! di sabl od

at neter and I't1onal eat ur'e tentirally upgraded
to or domgﬁé?&@@ntscﬁfiéﬁprrﬁiiép 46 emgblamithso |tﬁlansécitécﬁaoﬁ¥%‘é%ﬁs

conmuni cati @ phoeteedl tbsStaptsat efhhet Viﬁ“ﬁfbltvha% wrmunlaadlae that helps to
deter the theft of bbcgﬁs rad% radg transacti on.

in Q
Such randoT¥EEommuA cﬁflldo?\‘e% %?loégo © e‘gﬁ% prevent a user
f rom acclitdemegklry flioskagnst igui ni g 24 maafhgé@ewosart@smlezte@fl;’ ost

connection Qi, BL@LLREAR wRAEtPEYBE 4O rﬁé@exnatsebreé@ntep%aﬁletéﬁ per f or ned
when a user deS|res to add functionality to a neter I nvol ves usi ng

(spendi ng) éyls't@é‘négfowhétsﬁﬁ??c‘a#dfe%‘??sd&ﬁ’?g%ge%iﬁerforrred when a
user desiregn:zplediayeabiedchtonatet y1d,r emd aretviat addictheoiles getting

back features may be potentially upgraded to or downgraded

15 from meter 12. At that point, a randomized
communication protocol is initilated between the meter
and PC that hélps to deter the theft of licenses
during an upgrade or downgrade transaction. Such
randomized communication protocol also helps to

20 prevent a user from accidentally losing or gaining
licenses as a result of lost comnection or provision
of power to the meter. An upgrade is performed when a
user desires to add functionality to a meter, and
involves using (spending) a license on a smartcard. A

25 downgrade is performed when a user desires to remove
functionality from a meter, and involves getting back
(refunding) a license to a smartcard.

Step 58 of transferring meter functionality

between meter PC 24 and meter 12 may in some

30 embodiments of the disclosed methodology include more
particular process steps. The steps of Figure 4a and
the steps of Figure 4b combine to form a particular
exemplary embodiment of communication step 58.

With particular reference to Figures 4a and 4b, a

135 first step in communication subroutine 58 corresponds




(refunding) a license to a smartcard. Step 58 of transferring neter
functionality between meter PC 24 and neter 12 may in sbhkebsored¥ydi ment s

of the di‘ilﬁgﬁa@gqg;et hodol ogy include nore particular IQ{.[LP@S?%‘,O%SQPS. The
eto

st eps of “4a and the steps of Figure 4b combin orma particular
exenpl ary emnbodi nent of comuni cation step 58. Wth particular reference to
Figures 4a and 4b, a 35 first step #h comunication subroutine 58

corresponds_ 14 Febryary. 2007 . WO_2004 6 / 324 17 to ste
60 of sett iy TH r@r O?os %sééggnasg%#g(l)grr% @o{%rn%%%ﬁﬁgﬁg threshol d ti rrg
Assumi ng t hettharthdreginaiag taregbel dnsine. b&%ﬁ%ﬁ%ﬁg{a%éﬁﬁﬁﬂi cation
Ton] For ed G Het e e e B ey o acaed. N I a def i ned
| re an secon av assed. N is a defined
nunber  (f GTURBRHHITE 5§ %%@(ﬁ’ﬁlﬁdg? Thak %2’ e@%ef iet&p?e §%a safeguard to
t he ap%ﬂ)g)rdﬂﬁhﬁ:@rj&i istrepofe ot He monimoméd at ¢ oitetsertiowt ilrfe moBg ensu?i ng t hat
every ransact i ;%? N sgc 4 he otenti al
for a user oar%:aptsaer%e andsr.1 gilel %%%ré&gét Zﬁf'l?%\?\? %ﬁﬂ&%q{%eﬁeterpand
smartcard i éfordranblavarfivestsesonaabt theluts TN 1908 &8t 3bl i shed tine

?% ft; imggii Ina&ﬁéguangi Lwagr%@%ﬁﬁﬁpﬁgaeé aifasid temrichel5 as wel | as

any nunber of .random dat reads, |If e N seconds have
passed, theﬁ_%om _ ’Coé'fi%}?ré)ﬁ%tlgﬁfi n Yp?%%%%%gt% 5 eeB’te , where it is
det erm ned tfandwct ertades mdr fleastd NasetprdprioparerXPriunisée of |icenses

in order to TRt t ' t [ | C d t
have & propRRESHER 6 GRS co F%P*??%% ?’?%n%é%%%*gn‘?f‘fﬁ?ﬁ%‘s oes e
6

conmuni cat | RREWRAR JElG e R G STEEEERED 68, TRIRP® &Y epresent ative of
an error hayi&gs QRE4Y resdtiniithin that established time

duration, including updating the meter and smartcard
15 as well as implementing any number of random data
reads.

If more than N seconds have paséed, then
communication subroutine proceeds to step 64, where it
ig determined if the inserted smartcard has the ?roper

20 number of licenses in order to perform the desired
transaction. If the smartcard does not have a proper
number of licenses for the transaction, then the
communication subroutine proceeds to step 66. Step 66
is representative of an error having occurred during

25 the transaction process and thus the transaction
process is halted. Errors can occur when a smartcard
does not have a proper license count for the desired
transaction or when data retrieval does not properly
occur. Errors might also occur when no smartcard is

30 detected or when a smartcard reader is not installed.
In general, if an error occurs at any time during
communication subroutine 58, the subroutine proceeds
to step 66 and the transaction process is stopped.

Referring again to step 62 of Figure 4a, assume

35 that more than N seconds have not passed.




25 the transaction process and thus the transaction process is halted.
Errors can occur when a smartcard does not have a propeP4F¢E@ﬁE30%bunt for

t he de5|ggﬁ mﬁ 2Fg@ction or when data retrieval does mﬁﬁ&%4 occur.
Errors m ght a SO occur when no snartcard is 30 detecte en a
smartcard reader is not install ed. & general if an error occurs at any

time during comrunication subroutine® t he subroutine proceeds to step

66 and the I ARRATELLRORT 0GE85uL F été)ao% BelBRELD0: 808t 8y gy St ep 62 of

Fi gure 4a, assune Seco have not passed. 14 February
2007 WO 200457 2651PeY| RO, PImE M 16 FHERPESE | YrPREMF ARt i ne 58 t hen
proceeds to igtepe@8bcvheer 8 &nd St imdwmmn‘ﬂer gbhétate@xanmis M being an

i nt eger betmee 1 and., 4. clu51v S n unber Mis
i ndi cative df V\ﬁ nngegn t%n }ec%t %r We -Ig_g o £$I ggé;ctl on nay
- correspoAd t@keheneabtuaﬁucha@%fem¢@dMUpdntmﬁg‘Gbrrhépeﬁﬁrt@dﬂuiand met er

or to a ran%@@hﬁQtEr5ﬁ§§e££981uﬁ@aﬁﬁﬁ?Qﬁf%ﬁe %&%%EEhEEeQEEYméﬁéﬂlng random
data, it would be difficult for g capture the data stream 10

connunlcate@rbépméeﬁaﬁﬁemn@?E? Eﬁﬂds e5€Tdet B¥ ni ne exactly when an
updat e OCCUI’JSLteh:fnl&tHﬁEﬂ.y eaadhhg dededon Mattshatitexwaaldt bae, then the

potential IRk EasuSRohel Lol B0 catluedugedacIng candont y chosen val ue

for M det er mi NES conmunl catl on routi ne occurs next.
It shoukd @@nﬁppn@@tatiebetm@ntmefmumw sERAEAPEEep® nmmy be conbi ned

in any partlafé%@fu%dekaaa t B XS NIRIAL Ol rRr. eSent gdubgr ei n shoul d not
Wi 11ty met SARRR CRRFFBAP HaGE SR b Updabbd PenERCE 0B SLt i ne 58
proceeds to ftrefpiGénskf theft2is ¢ghentlubraghitdede 58 proceeds to step 70 to
retrieve the The randomly chosen value for M determines what
15 step in the communication subroutine occurs next. It
should be appreciated that the following random steps
may be combined in any particular order and the
exemplary order presented herein should not insinuate
limitations of the subject technology. If M = 1 and
20 the utility meter and smartcard have not been updated,
then subroutine 58 proceeds to step 64. If M = 2,
then subroutine 58 proceeds to step 70 to retrieve the
smartcard serial number, and then continues to step
76. If M = 3, then subroutine 58 proceeds to step 72
25 to retrieve the smartcard version number, and then
continues to step 76. If M = 4, subroutine 58
proceeds to step 74 to retrieve the smartcard license
ligt, and then continues to step 76. If an error
occurs at any time during the data retrieval of steps
30 70, 72 or 74, then instead of proceeding to step 76,
the communication subroutine is routed to step 66.
Continuing with the exemplary communication
subroutine 58 in Figure 4a and assuming successful
completion of step 70, 72 or 74, step 76 then involves

35 the actual random data retrieval. Data is retrieved




smartcard serial nunber, and then continues to step 76. If M= 3, then
subroutine 58 proceeds to step 72 25 to retrieve the snaHE%’F@W%‘?(gl on

nunber, %ggéo%pmscontl nues to step 76. If M= 4, subrmﬁalsggﬁ proceeds

to step o retrieve the smartcard license |ist en con I nues to
step 76. If an error occurs at any tinme during the data retrieval of steps
30 70, 72 or t hen i nstead of prodéedi ng to step 76, the communication

subroutine i.s ro‘g%?eﬁﬁﬁ%rs% %eﬁ J&O talchg |§g W%&égelexenpl ary
[

comuni cat i 6A°%u assuni ng Successf ul
conpl etion géns:t@tpﬁd?murﬁl@:omﬂm wge P6 t Asemphaly veslusgs fdre act ual

random dat a t b 7 2004/ 01
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u

generated nffb&? W‘?h r%’ﬁﬁ% prlsye pRedeyabay uBETeor® ffer P correspond to
an integer h:@tﬁ\@vai:artgfe ai i flerdri: xﬁ,e&@OofEaahanfmdxerthne efareabl y ef fects

the 5 retri ggg?%oétg erent rBLcea%%Io%f sﬂ%& {gén Elté%nr% g After step

76, communi routife then returns ent ual | y the
subrouti ne proseepséd r orFventpRlly ttélestselbr@utmm@r@@e‘?@s de€SBt mi ned that a

proper smareapdss i CENSES Bt SrP i8S Rt detBroABUNtEaE iHn subroutine 58
then proceeds al on%m%)ath {8 to step 80.in Fi ?ure 4B The steps of
comuni cat i BROBEHr teeEs HPE I H J8nBFEPFYT correspond to updating

the nmet ey amdmaantdégialoh ancbrensing v then popcasds’ slanyeppil to steal a

license by 13 Qgrggégé%ctﬂg?%%;@; asfh(eegpgg?gofhe smartcard or

smartcard reader . efore or ter the neter has been
updat ed. St epugonieriol vrsswHERHeging F8idv FRGUFRe*PegERETRHY net er

T?nghgﬁnal | hri8spbea Ut | ipda PBEiEcheA R esubaaquaattehep &2t hen determ nes

ensuring that any user's attempt to steal a license by

15 performing actions such as removing the smartcard or
smartcard reader is detected either before or after
the meter has been updated.

Step 80 involves adding or removing the requested

meter functionality to the utility meter. A

20 subsequent step 82 then determines if such

| functionality was properly modified. IZI it is

determined in step 82 that the modification was
proper, then subroutine 58 proceeds to step 84, and if
not, then subroutine 58 proceeds to step 66. At step

25 84, the license count on the smartcard is modified.
If a meter downgrade has occurred, one license for the
gpecified functionality is added to the license count
maintained on the smartcard, and if a meter upgrade
has occurred, one license is subtracted from the

30 license count maintained on the smartcard. A

| subsequent step 86 determines if the smartcard license
count was properly updated in step 84. I1f any erroxr
occurred during updating step 84, then an attempt is
made to reverse the action performed in step 80 and

35 then the subroutine proceeds to step 66. If it is




functionality was properly nodified. If it is determned in step 82 that
t he nodi f| catl on was proper, then subroutine 58 proceedkt Febrageg0®4, and

i f not, ?éltl ne 58 proceeds to step 66. At st ﬁs@_ Bhashhe |icense
count on t e smar card is nodified. If a neter downgrade has occurred, one

|icense for the specified functionality is added to the |icense count
mai nt ai ned on the smartcard, and if &%eter upgrade has occurred, one

license is om t he 0I|c sec nt, _mai nt ai ned, on the
smart car d. iléha E‘gégge%{l Q% %‘g iPHeS gﬁﬁr%a%‘% i cense count
was proper| pugpaasédl| ﬁn@t’elpe %lapsectm:puelrtemr timecusr bdssutharg Wupdati ng

step 84, theacafasttenBh LsbrdRded k h g din step
80 and 35 thgrcl t he subrouti nred\% oceces S c%%d% S%éﬁ%fBQFH §§ Od’éf;hrl‘iebruary

2007 WO 2065%FB1%9468 PETFUSDD "'032?5@2?@012911 &é?@r ﬁﬁn‘ébai“—ntkﬁ ep 86 that the
updati ngsst epd84ing ssapc&«ssisllszmﬁbdémlebﬁaseﬂecamapﬁédtd:csmnﬂe% | ess than N

seconds, th‘EE‘m@“Péogatéé%ﬁe 8 II|g£)|£1,(l)c<al_,eds aI oggsﬁa%ggggg%osﬁﬁ%ggsfﬁl If it is

det erm ned in steg and t he
el apsed coufitErouting $8 precaeds tﬂ‘tar‘-at@p 8Qual Anoindsetdwals, then

subrouti ne 5§aﬁé@@eﬁdﬁ 16 S&EM Qg AR IS@@Fnguahd EEaE‘ﬁ é'aﬂ% I's conpleted

at'step 90 and |11; there are nore transaciions to be or ned
communi cat i BR¥3 oSSBT 30T IS 58 R RS OFﬁegteSO@@un%%%'é%‘f% of the subject
smart caid | pobnesungne t 28 hnetwgyes ard stepr éspondi ng transacti on net hodol ogy

are enabled by a,p O]%‘eg@ge(glf ﬁ,{’@%g&gys &DB%E‘@‘L@QH 1&@8}1&1{1’?‘3' on peri pheral

conputer (PC) 24 neteri tem des a bl ock
di agram repPelRM Y orndfc %WS@M@@&@E%@EI@%M@W in

accor dance wré mmp@@e@y Sdrmdwséd lspaREeat-HaRshel ca®bt Ware application

92. Such apE %S&ié@ on perlpheral computer (PC) 24 of metering

15 8system 10. Figure 5 provides a block diagram
representation of exemplary user-selectable features
in accordance with PC-based smartcard license transfer
software application 92. Such application 90 is
preferably capable of connecting to smartcard reader

20 26 and verifying features of smartcard 32.
Application 90 also preferably provides user selection
of the licensed functional features to be upgraded or
downgraded and an ability to view and manage log files
associated with the transaction process. The

25 application may run on any desired operating system
(e.g., Microsoft Windows) and is preferably able to
cleanly recover from system power outages and system
shutdowns.

There may often be a wide variety of functional

30 meter features that can be upgraded or downgraded via
the subject transaction methodology. Examples of some
types of Ffunctional features include extended reactive
power (kVAR) and/or apparent power (kVA) measurement
capabilities, varied measurement levels, bi-

35 directional measurement capabilities, per phase




preferably capable of connecting to smartcard reader 20 26 _and verifying
features of smartcard 32. Application 90 al so preferabl I Febsuaryédduser

sel ectio i censed functional features to be
downgr adggogﬁoéyogﬁ%bi lity to view and manage log files assgéc%f’ogfséa with the

transaction process. The 25 application may run on any desired operating
system (e.g., Mcrosoft Wndows) andlis preferably able to cleanly

recover from system power oytages ang. syst sh wns. There may often be

a W de vari®t lbrfe“fetfﬁ:cﬂ lt“géeﬁet g’rm 'e%f"rtﬁse% %Ogﬁ &&% e upgraded or

downgr aded irhgzl entdre: ssilgjre c tloadapsat i Leningt ¢reldl adgion . Epamgires of sone

types of fugncty I I L.acl epdes r&asid ve power (kVAR) and/ or
QL e R e ﬁqﬁﬁ;% -

apparent po KV, rene “capabtlities )/ ried measurenent |evels,
bi 35 di r ecearakill eafir armndespaBPPE{ PREPUG T rfﬂase 14 February 2007 WO

2004/ 01751686 19200 025824 11 sRaBubadest icapsdpdditliiesesTi me- of - Use
(TOU) rate _ipplenentation,. |load profilecinpl ' : . quality
and/ or vol t& %?%%%%FE%E@“%%%%BW%%E@% exﬁpé%&ég%}éﬁgdt / out put
(110 5 capabishoulsd beCRPuriers adpdc hhohi 2uY i & euihidn thuggire-and

i nter nat i ongl, IMRLELE NGOG GWERLI @RataRabELT bdSSbilllily Yioul d be
appreci at ed tY1at a

cany existing or fuyture- devgl&ged type % functional neter
capabi | i ty BeESTARLIATREHs ot Bfay 1660PPEARR AN ?5?/#}519 5% ed to 10 the
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matter. Appligcati.on 92 may. oft N ewth a plurality of different
files util i‘%‘ghi 1"l<?acgt):roers ar}/ntcegubﬁn%t § #ﬁé%g%bj ect transaction process. Such
files may 15 be Apptichtiien B2 meyooftepdineesiags Whdttcard 32 or on the

hard drive Biufﬁf%%yr@%“ﬁiﬁfé%@%%”%ﬁﬁeﬁfuB@lZéed in accordance

with the subject transaction process. Such files way

15 be stored in the memory module 34 of smartcard 32 or
on the hard drive or other memory component of PC 24.
Such files might include an undeletable master file
that is created when the smartcard is first built and
that serves as the root directory of application 92.

20 A carholder validation file on smartcard 32 can be
used to hold a user's PIN. A serial number file can
be used to contain a unigue identifier for the
smartcard. An external key file containing a DES
encryption key may be used to authorize access to

95 files in the associated directory. A smartcard
version file may be a fixed length linear file that
contains the version number of the application used to
initially create the smartcard. This information may
facilitate backward compatibility with other

30 application versions. Separate smartcard license
files may be included for each type of meter device.
Tach record in a license file can represent a single
smartcard license.

When the user interface of application 92 is
35 started, a user may preferably be able to connect to




Such files mght include an undel etable master file that is created when
the smartcard is first built and that serves as the root4 Ibrasey 2007 of

appl i cat i@ﬂz?ﬂ%mﬁ A carhol der validation file on‘smrwgoégy £ap be wused

to hold a " user's %IN. A serial nunber file can be use 0 contaln a unique
identifier for the smartcard. An external key file containing a DES
encryption key may be used to authori?2e access to 25 files in the

associ ated directory.. A smartcar version-fi may_ be fi | engt h
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store Updatgge field. These log files also store updated
15 information reflecting any changes made to a meter via
the subject smartcard application. A user help menu
option 100 is preferably provided with application 92
at all times during the transaction process such that
a user can get assistance with or additiocnal
20 information about the transaction process.

Depending on the configuration of the target
meter, application 92 preferably provides a user with
the option 96 of upgrading valid meter features or the
option 98 of downgrading valid meter features. The

25 disgplayed and selectable meter features that way be
upgraded or downgraded will depend on the current
meter's configuration and the available licenses on
the smartcard. For example, there will not be an
option to select a upgrade/downgrade feature if there

30 is not a proper number of licenses on the smartcard.

If either option 96 or option 98 is selected from
the application menu, a text field is preferably
provided for a user to enter the weter serial number.
Any text the user eanters will be put in a log file so

35 that the user has a way of unigquely identifying the




15 information reflecting any changes made to a neter vi a the subj ect
smartcard application. A user help menu option 100 is pte 4{7r ovi ded

with applyeabdspiide at all tines during the transact i@, &ﬁgﬁs?;z?mh t hat

a user can get assistance with or additional 20 information about the
transacti on process. Dependi ng on thg3 configuration of the target neter,
application 92 preferably provides a User with the option 96 of upgr adi ng

val i d neter rieadtines Qf dﬂ@ﬁ-ad@l&t beNa8RnStadngr g 1val hdyeter features.
The 25 di Splﬁ]}’ﬁet arndls ectable nefer features that my be igraded or

downgr aded Wi eper%:1 % HETOUPPEIPD FRER2S %‘E?rﬁqc‘@lfrdats?ﬁa nd the
avai | abl e | iudsEs omﬁtetm@mﬂt vandoeFprmexanplge t herie whl, 1 not be an

option to seladl adnanade/dosnonade/ optirfald, LR 9438 b not o proper

nunber of_ |icenses on car I on 96 or option 98 is
sel ect ed % r JHRIRAE a?ﬁﬂquﬁiqeoﬁcﬁ%ﬁhwa t s fand @ﬁf@rpr eferably provided
for a user timEntertidre Bt @k pebvddedUiBes .corAhiledXllyt he user enters will

be put in a S h u uely identifying

the' 14 Febr (K0S S Wo 60a 02 158 %ﬁ%«é%%%é}ﬁr%sg RBEEY bei ng

upgr aded or QP#\MQTaild?é’dOﬂ_@@pﬂllk!es:LMWqurther i ncl ude information such as

smertcard seri al TR R BbpReti Aled ey sy bypgccUnbE 1D date
e

and time, of s/ down des, .and list of owngrade activity.
Thi s andloot ﬂ%&%‘?‘éjt a%ﬁﬁ Een p‘F"i‘aYnlEfé%fhiW é’WmWéﬁPeHFPyOfaccesm bl e
format via tdhe shlsedicatelde ssmtbaadidtéctmﬁfmqu Gﬂﬁll@zﬂ stQ210Eadpphycati on 92.

It shoul d beg,;qappr eq:l tesglg}_@t aﬁ?ﬁgéé%g cffg{:i%% thO (le% g based

application nay rea FosEd dfErt card
t echnol ogy WAUt€Lst | Iﬂlfff@meﬁﬁgsoﬁ—watﬁ@l lnfee%frﬁqmg ®pd ionspandf the present

subj ect application features may be varied as within the

15 purview of one of ordinary skill in the art and still

apply to transferable meter licenses via smartcards.
While the present subject matter has been

described in detail with respect to specific
embodiments thereof, it will be appreciated that those

20 skilled in the art, upon attaining an understanding of
the foregoing may readily produce alteraticns to,
variations of, and equivalents to such embodiments.
Accordingly, the scope of the present disclosure is by
way of example rather than by way of limitation, and

25 the subject disclosure does not preclude inclusion of
such modifications, variations and/or additions to the
present subject matter as would be readily apparent to
one of ordinary gkill in the art.




matter. Different software interfacing options and application features
may be varied as within the 15 purview of one of ordi narif Edbrvary 200% he art
and still apply to transferable nmeter licenses via smartcards. Wile the
present subject matter has been descy4 bed in detail with respect to
specific enbodinments thereof, it will be appreciated that those 20
skilled in the art, upon attaining an understanding of the foregoing may

readi |y pr@fneers! ¢{mdmPrg.to, variations of, and equivalents to such
enbodi ment 5. he scope of the present disclosure is by way

of exanpl e rathér thénm%&’;‘?/%ffo@q PAPgt VoA, SBHEPF Y he subj ect di scl osure
does not preghsdetidcldigiaoreal fusgthomddify caid anarivaty akdtans and/ or

additions to th resent subject tter woyl.d.be readily apparent to
one. of Cor drnary FReRIT diePhFEbe Thneh, DB e6se% E8mar | G veD 1
1. A net hodrofluenabdi npmmcalismest eard as reaisasct igen, enhanced functionality

for a utilLiycmplerey useditoaopiLor 8 ferentudypes: boditidddd es for

products or commodities suc water, gas, electricity, cable service, or
t el ecomun@aRPSneomEHisd NIt RofoL et iTiERe fol | owi ng steps: providing
a smartcard reagepvidief facedrvchhdaresddt i inrdmiaeedandtmi4h a peripheral
conput er (PC%\'. i nterrogati ngﬁ&he utilit%%@:ieter to dett%én‘_i ne what type of
meter is i HEetiaedELy Yt PO TR SROPYEST a associated with

t he PC- based apphteatdgai;ingenpagnglatgnmsteaart ideterinhee sweat card reader
and activating acRexasqd tLanster.appligal ionan.the, &, peid or mng

ext ernal authénti cation befweén & smartcard and the . communi cati ng
bet ween t heoPE Bhcr3dvsimdedr widh the PC-based application;

engaging a smartcard inte the smartcard reader
and activating a PC-based transfer application on the
PC;

performing external authentication between the
smartcard and the PC;

communicating between the PC and the meter to
enable selected enhanced functicnal meter features;
and

decrementing a license counter provided in
conjunction with the smartcard.

2. A method as in claim 1, further comprising
the step of selecting specific features to be added to
the utility meter, wherein said selecting step occurs
before said communicating step.

3. A method as in claim 1, wherein said
performing step comprises the following substeps:

' (i) sending a PIN from the PC to the smartcard;

(ii) sending a cryptogram from the smartcard to
the PC;

(iii) decrypting the cryptogram; and

(iv) verifying proper decryption in step (iii}.

4. A method as in claim 3, wherein the PC
associated with the PC-based application performs

substep (1ii} and the smartcard performs substep (iv).




enabl e sel ected enhanced functional neter features; and decrenenting a

| i cense counter provided in conjunction with the smart chd Bebrgary 20G¥et hod as
inclaiml, further conprising the step of selecting specific features to
be added to the utility neter, wher Ln said selecting step occurs before
said communi cating step. 3. Anethod as in claiml, wherein said

performng step conprises the follow ng substeps: (i) sending a PIN from
the PCto the smartcard; (ii) sending a cryptogramfromthe smartcard to
the PC, (iii) decrypting the cryptogram and (iv) verifying proper
decryption in sPep (R Ppthod as et g3/ i KheFat®n 3 wherein the PC

associ at ed cwyblolhgn Réohasied sappl ie&at:ygae@eﬁrwdﬁs dasHdbstepngiii) and the
smartcard perforns substep (iv). 14 February 2007 24a 5. A nethod as in
claim 3, wherein the cryptogram conprises an encrypted random data string.
14 February 2007 25 6. A nethod as in claim5, wherein said step of
decrypting the cryptogramis inplenented via Data Encryption Services
(DES) protocols. 7. A nethod as in claim2, wherein said conmunicating
step conprises the follow ng substeps: (i) starting a timer and nonitoring
the tinmer to ensure that the communicating step occurs within a
predeterm ned anmount of tinme; (ii) generating a first random nunber; (iii)
retrieving selected smartcard information based on the first random
nunber; (iv) generating a second random nunber;




(v) retrieving data fromthe neter based on the second random nunber; and
(vi) enabling the selected functional neter features tol4Fdrumyl9d% neter.
8. Anethod as in claim?7, further conprising the step of verifying the

enabl enent of features in substep (yj). 9. Anethod as in claim7, further
conprising the step of ensuring a proper license count at the snartcard.
10. A nethod as in claim7, wherein if an error occurs during any portion

of said communi gating st€Rea Ldeid rANSACE ofnbs-haliedy <L ﬁ\fmet hod of

di sabling enhanced utility neter functionality via smartcard transacti on,
sai d met hodCCEBRPETS| HoF tHY QM h StepIreprasyivditng2a@smart card reader

i nterfacedewckhpt ottt $didcd®Bt@Esangrvtddons peri pheral conputer (PC); 14
February 2007 %6 engagi gﬁ % smirtceird igto Ehe srrart.caard reader and
activating a PC'baseld 'Fansfe?® appiG-€aft 6n “BfiTthe FEC® perforning ext ernal
aut hent i catoomubetaeany step swapt-caed timel fdiel RGngcemunesat i ng bet ween the

PC and the metertgrdisahl e sales! afaenbanced fynald elgk neper features

and increnenting I cense” counter provided in tonjunction with the
smart car d. €12Ura et hdhasdmmugigrming, sEep tdryursompitnéing the step of

sel ecting ppegbfiemi®ady WrRsurftoperkgapved fromthe utility meter, wherein
said selecting ste occurs, before said comuni cating step. 13. A nethod as

in claim1l, whérél nISRFPLE forfArRg EERPORINPHISSEs the fol | owi ng

subst eps: (iii) retrieving selected smartcard information
based on the first random number;

(iv) generating a second random number;

(v) retrieving data from the meter based on the
second random number; and

(vi) enabling the selected functional meter
features to the utility meter.,

8. A method as 1in claim 7, further comprising
the step of verifying the enablement of features in
substep (vi).

9. A method as in claim 7, further comprising
the step of ensuring a proper license count at the
smartcard.

10. A method as in claim 7, wherein if an error
occurs during any porticn of said communicating step,
the transaction is halted.

11. A method of disabling enhanced utility meter
functionality via smartcard transaction, said method
comprising the following steps:

providing a smartcard reader interfaced with

a utility meter and with a peripheral computer (PC);




(i) sending a PINfromthe PCto the smartcard; (ii) sending a cryptogram
fromthe smartcard to the PC, (iii) decrypting the cryplbbebamryagel/ (iv)

verifying proper decryption in substep (iii). 14. A nmethod as in claim13,
wherein the PC associated with the 5’ - based application perforns substep
(tii1) and the smartcard perfornms subStep (iv). 15. A nethod as in claim13,
wherein the cryptogram conprises an encrypted randomdata string. 16. A

met hod as in claim 1§n% er ié"()s%(?aig@c%&?ipi %B(égiéygﬁdﬁg:a]tr@e cryptogramis

i npl emented via Data EnCryption Services protocols. 17. A nethod as
in clai m1ZeadRer e adiivatdesmanFeabsael stiegnsderprPeéscahect ol | owi ng
substeps: ohi thetasfing a tiner and nonitoring the timer to ensure that the
comuni cating step occurs wthin a predeterm ned anount of time; (ii)

generating a first rBRAOAFALMDETEEeHA] PUFBERFES? P S1SE¢EER smart card
i nf or mat i onhbasedrotatdesdd s papndom nunber; 14 February 2007 27 (iv)

Based  on't he second ERAGBH AGRBLr 2 SRP AT ACsANri RACCHETEh! octed
f uncti onal tretlépableaserestad anpanged fupcetrel m8teA nethod as in claim
16, furthek.geupLLsiH9Yy the step of verifying the disablenent of features
in substep (vi). 19. A nmethod as in claim17, further, conprising the step
of ensuring a proper *PFESRRE WL ldCepRe cerRFtERPViIZED Alnet hod as in
claim 17, wbasehstidn aniter Gk sReevtsrduring any portion of said
communi cati ng SEEP’ 2 method as in claim 11, further comprising
the step of selecting specific features to be removed
- from the utility meter, wherxein said selecting step
occurs before said communicating step.
13. A method as in c¢laim 11, wherein said
performing step comprises the following substeps:
(i) sending a PIN from the PC to the smartcard;
(ii) sending a cryptogram from the smartcard to
the PC;
{(iii) decrypting the cryptogram; and
(iv) verifying proper decryption in substep (iii).
14. A method as in c¢laim 13, wherein the PC
associated with the PC-based application performs
substep (iii} and the smartcard performs substep (iv).
15. A method as in claim 13, wherein the
cryptogram comprises an encrypted random data string.
16. A method as in claim 15, wherein said step of

decrypting the cryptogram is implemented wvia Data

Encryption Services (DES) protocols.
17. A method as in claim 12, wherein said

communicating step comprises the following substeps:

(i) starting a timer and monitoring the
timer to ensure that the communicating step occurs
within a predetermined amount of time;

{ii}) generating a first random number;

(iii) retrieving selected smartcard

- information based on the first random number;




the transaction is halted. 21. A nethod of utilizing a smartcard to
transfer a functionality license to a utility nmeter, saldFebetdmpd007
conprising the follow ng steps: interfacing a smartcard with a utility
nmeter; interrogating a |license count on the smartcard to ensure a proper
| i cense count exists before transferring the desired functionality;

provi ding a secure comuni cation path between the smartcard and the

utility nmeter; and 14;Eebr ex:a%Qgé 22814 slfaqlrc{olmngluh%Fgrnati on between
sa

the smartcard and the Uti ty metér to en Ie or di selected utility
nmeter functions. 22. (K)pretdfdd &y ing é’{aélamfmm thereehenpgraeiedd features

are enabl e@natthtehge@@,mllt%d&t ehmdRe;t hHg a proper |icense count
corresponds to great math d as in claim 22,

ual to one.
further conprising C@ﬁ %‘rllagc%ﬁeﬁ?}erﬁf Qﬁg%‘:@éﬁgé cBEHET on t he

smart card. f%étuAeﬂetdncxdmeamummzlyaingtéi wherein features are disabled at

the utility nmetegg angd {n%‘dﬁo éo%erclallmc%%sefur netr corrperspsqrﬂ?gs to one that
is at |east one” less he™ maxi mim counht “va TEPA hod as in

clai m 24, fhet Reep cohprasifygna hbesdépalot enardy eqferftelahgrﬁhelml cense count on
t he srrart@,@[jgtegmvf, nmethod as in claim?2l, wherein the smartcard is
interfaced with_the ut|I|t neter via a smartcard reader and peri pheral

conput er conbi nafion® ﬁtlé‘b‘i”rrﬁﬁnjéhtql@ﬁ“\/\nl?h BUHERY FRHPGINHe utility
meter. 27. tAenet&poBSershrdngl B Béopsher Bitdhddheouhit! BEythe

smartcard.

20. A method as in claim 17, wherein if an error
occurs during any portion of said communicating step,
the transaction is halted.

21. A method of utilizing a smartcard to transfer
a functiocnality license to a utility meter, said method
comprising the following steps:

interfacing a smartcard with a utility
meter;

interrogating a license counter on the
smartcard to ensure a proper license count exists
‘before transferring the desired functionality;

providing a secure communication path

between the smartcard and the utility meter; and




nmeter data port conprises a port selected fromthe grou consisting of a
serial port, a USB port, a PCMCIA port, a nodem port, FebryaryiR007and an
optical port. 28. A nethod as in claim2l, wherein sald step of providing
a secure comuni cation path conpriseg transferring PIN information between
the smartcard and an interfaced PC 29 A smartcard for use with utility
nmeter license transfers, said smartcard conprising: nenory configured to

store files with |nfQ&g@%fg@rggér§§fggmgggbﬁ(%éﬂwg%gs%hgransact|ons .- --
--------- 14 Februyary 2007 29 a m croprocessor _configured to process data

transferre@mFEt&ﬁde?Bﬂ1E%?du%+%&§¥xﬂ%§ert6°|ﬁPéPF%gaFe 1Rl qutility neter
to determ pelekatdt Mﬁ@l@fyﬂfﬁéﬁrlﬁlndtﬂb&l’sf aced to a smartcard reader and to
t he nlcroprocesiar %pd to éonnunlc fl t he neter to enable sel ected
enhanced functi 6fal nef'&r'Peaftirey;” a“?lcéns§eg dht 8P9E3AT gured to

mai nt ai n afﬁaﬁbeﬁsoarEi@E@Bb@daﬂaﬂﬂabm¢lﬂ@twemapgraded thuswa downgr aded

from sel eciodolt Li by BB £55ic Ableldhce cBORLASODET ghiiedl 0 connect and

communicate wth a snartcard rea an e osure ousing said
menory and €EaildtRi er®pr ocessor |n a nDduIar conflguratlon 30. A

smartcard as inggl.ai m &8thwae5§i D S&l £l BIT VS t@eeS cambk 1 81691 r espondi ng
to the carggold A smartcard as in claim?29, wherein said

menory storé&§S 3 ?PI%fc%??ﬁﬁﬂﬁﬂﬁﬁqﬁ;qﬁ? 1GfPG6ecSBrFaf™ Hiftber i dentifier.

32. A snmartgardcasdin claim?29, wherein said nenory stores a file
correspondi ng t94?acﬂ Rggﬁogfas in c¢laim 21, wherein features
are disabled at the utility meter and thus a proper
license count corresponds to one that is at least one
less than the maximum count value.

25. A method as in claim 24, further comprising
the step of incrementing the license count on the
smartcard.

26. A method as in claim 21, wherein the
smartcard is interfaced with the utility meter via a
smartcard reader and peripheral computer combination
in communication with a data port of the utility
meter.

27. A method as in claim 26, wherein the utility
meter data port comprises a port selected from the
group consisting of a serial peort, a USB port, a
PCMCIA port, a modem port, an RF link, and an optical
port.

28. A method as in claim 21, wherein said step
of providing a secure communication path comprises
transferring PIN information between the smartcard and
an interfaced PC.

29. A smartcard for use with utility meter
license transfers, said smartcard comprising:

memory configured to store files with

information corresponding to-license transactions;




| i cense capable of transfer to a utility nmeter. 33. A smartcard as in claim
29, wherein said menory stores respective information cbtFesperndd®y to

the cardholder's PIN, a unique serial nunber identifier, and each type of
license capable of transfer to a utiJity nmeter. 34. A smartcard as in
claim?29, wherein said interface port conprises a nmulti-pin contact area
for mating with a corresponding multi-pin contact area of a smartcard

reader. 35. A smartcargl;asqhi,daidn 2%, MRHein csahdo somrgcard is capabl e
of sending an encrypt edlda?% st% ng ton an | nt erfageacPC. 36. A smartcard

as in clai Mr335TaRER@I P s frdacedar MRS traFEhetC cHPeEI %%t everi fyi ng

proper deeh¥phtonieod hmdweceney Weiedndakawshti agpdYot heeiRe i February 2007
30 37. A net rigﬁ S%stem capa | e of pravidi ng upgr aded or downgr aded
functi onal FEYCTAAEFRi 1° the CEAioh§ o8 SstePPuhtt t¥hal ity is enabled or

di sabl ed wiarpptecesswct ionbltid yommtensese sathl vied evdty System
COMDT L o1 19endplE! SL1 00: APRANAES HurBl8ehbOThCALL Yee AR N0 OF

distributing a utrfrty product or commodi east one conmmuni cations
port provided in coAj bUhetnem RuHsmidpnfderedgtappaiatayst stich t hat

comuni cat haRb¥kt BF PT DEESHNGVGAMRENENES BE LP§rad®i efd ng- apparatus is
enabl ed; aﬁgerl Fggral conputer configured to conmmunicate with said

met eri ng aPpYPafaseyi B Ehitflacteteddt 1dhg B8RFER cation port, and to
interrogate said neteringeafpsy gidix tendaeradneowbatindéypearad netering

apparatus [s Interfaced to asasim%r%%%nirg%iegp port and to said peripheral
conmputer; an
an enclosure for housing said memory and
said microprocessor in a modular configuration.

30. A smartcard as in claim 29, wherein said
memory stores a file corresponding to the cardholder's
PIN.

31. A smartcard as in claim 29, wherein said
memory stores a file corresponding to a unigque serial
number identifier. '

32. A smartcard as in c¢laim 29, wherein said
memory stores a file corresponding to each type of
license capable of transfer to a utility meter.

33. A smartcard as in claim 29, wherein said
memory stores respective information corresponding to
the cardheclder's PIN, a unique serial number
identifier, and each type of license capable of
transfer to a utility meter.

34. A smartcard as in claim 29, wherein said
‘interface port comprises a multi-pin contact area for
mating with a corresponding multi-pin contact area of
a smartcard reader.

35. A smartcard as in claim 29, wherein said
smartcard i1s capable of sending an encrypted data
string to an interfaced PC.

| 36. A smartcard as in claim 35, wherein said
" smartcard is further capable of verifying proper
decryption of the encrypted data string by the PC.




a smartcard reader connected to and in comunication wth said peripheral
computer, said smartcard reader configured to receive ab%ﬁ@¥W%hE@W'such
that meter systemfunctionality can be enabled or disabled by

communi cations from said peripheral jgonputer to said netering apparatus.
38. A netering systemas in claim37, wherein the utility product neasured
or distributed by said netering apparatus conprises electrical energy. 39.

A netering system,asai Regbal A 3dysWRr&idhni1%aicd at-okeashgone communi cation
port is selected from the group consisting of a serial port, a USB port, a
PCMCI A por tPIZARE ‘PFn%?wra%%féﬁé%%Ja}ﬁ’fé@ﬁa&ﬁ:%nuh%ﬁm%p%%a| port. 14
February 26@Zer3ig48ystenef@idilighriysttemias ehBbekai 8t 3Tis{nardder conpri sing

an additi onal npcation port such that direct comunication between
Sai d meter ARG Jppar af A0t R SHI RRPEERr o edly CFEL haBI T 41, A
met eri ng sygompmiasngn claim40, wherein each said comunication port is

sel ected fromthe groyp:£PNSkSLhRG A8 R8N akRRLL: 81 H5B port, a PCMCIA
port, an RF |ink, a nodem connhection, and an optlcaf port. 42. A netering

system as PF2EHALRAY 37¢ Shdrieibitidyw @ sdddEdr Bredaderofs an i nt egrat ed
conmponent ebmmsaidyperipheral conputer. 43. A netering systemas in claim
37, further conprisiﬁg%%?g rtcard engaged in said smartcard, reader, said

smart card cont ai ni ng® UPeT | SR 2 HLCBEN BB FnPBPFEEFO R or enabl i ng
or di sabl i pgnjhoociomnaltilt ywaofd e erdther Epgaappas atwsh bt A netering

system as_Lauglal o 8on WiRHeIN oaald per DSt el compuer s outfitted with
a software- based license transfer ap | "CAtT OR Wi t Ich a user
metering apparatus is enabled;

a peripheral computer configured to
communicate with said metering apparatus via said at
least one communication port, and to interrogate said
metering apparatus to determine what type of metering
apparatus is interfaced to said communication port and
to said peripheral computer; and

a smartcard reader connected to and in
communication with said peripheral computer, said
smartcard reader configured to receive a smartcard
such that meter system functionality can be enabled or
disabled by communications from said peripheral
computer to said metering apparatus.

38. A metering system as in c¢laim 37, wherein
the utility product measured or distributed by said
metering apparatus comprises electrical energy.

39. A metering system as in claim 37, wherein
said at least one communication port is selected from
the group consisting of a serial port, a USB port, a
PCMCIA port, an RF link, a modem connection, and an

optical port.




can interact to effect functionality upgrading or downgrading. 45.
nmetering systemas in claim44, wherein the software- bab‘éﬁehm%%@

transfer application conprises user-selectable options including at |east
one selected fromthe group consi stigg of accessing log files, accessing a
smartcard sunmary, upgrading neter functionality, downgradi ng neter
functionality, and accessing a user help nenu.

40. A metering system as in claim 37, further

comprising an additional communication port such that
direct communication between said metering apparatus
and said smartcard reader is enabled.

41. A metering system as in claim 40, wherein
each sald communication port is selected from the
group consisting of a serial port, a USB port, a
PCMCIA port, an RF link, a modem cennection, and an

" optical port.

42. A metering system as in c¢laim 37, wherein
said smartcard reader is an integrated component of
said peripheral computer.

43. A metering system as in claim 37, further
comprising a smartcard engaged in said smartcard
reader, said smartcard containing meter functionality
license information for enabling or disabling
functionality of the metering apparatus.

44, A metering system as in claim 37, wherein
said peripheral computer is outfitted with a software-
based license transfer application with which a user
can interact to effect functionality upgrading or
downgrading.

45, A metering system as in claim 44, wherein
the software-based license transfer application
comprises user-selectable options including at least
one selected from the group consisting of accessing
log files, accessing a smartcard summary, upgrading
meter functionality, downgrading meter functionality,

and accessing a user help menu.




