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‘Field of the Invention

[0003] Embodiments of the invention relate generally to the processing of
messages, such as e-mail messages, and more specifically fo systems and
methods for controlling the application of security encoding techniques (e.g.
encryption, signing) to messages being sent by users of computing devices
(including, for example, mobile devices).

Background of the Invention

[0004] Elecironic mail ("e-mail’) messages may be generally encoded
using one of a number of known profocois to facilitate secure message
communication. The Secure Muliiple Internet Mail Extensions (“S/IMIME")
protocol, for example, relies on public and private encryption keys {o provide
confidentiality and integrity, and on a Public Key Infrastructure (PKi) to
_corhmunicate information that provides authentication and authorization. Data



using certificates. Oher known standards and protocols may be enpl oyed to
facilitate secure nessage communi cation, such as Pretty Good PrivacyTM

(PGP) andwwani@ngsisof PGP such as OpenPGP, for exanpl e. pltrydazossndedsst ood
that as conpared to S/M Me-based systens, PGP-based systens also utilize

public and private encryption keys to provide confidentiality and
integrity, although the authenticity of public keys used in the encoding
of PGP nmessages are validated in a different manner. [0005] Wen a user
wi shes to send a nessage to be encrypted (e.g. using S/M M or PGP),
message data will be encrypted using the $lblic key of a private

key/ public key pair associated with the intended recipient of the nessage,

The correspandia rram s Ry el dile RBluhublc Ry bEh 64 sbudRHtBRYy )

t he recipi eu!smglthesmmfespmkiﬂ’@mbﬁc keyg of #he pairi andkgveversa. In SIMIME, the
encrypt ed/ dec&?/ h &y g er than t he nessage itself. When a user w Shes to
geranyg i°§

send a mess@ C kevsiugeddn esnansing of messagag reayvoeEvajidates) |

a digest ge t t t ke
of " pri var L8, el OndRaRART sttndarls 4t ARGy 1 sRnB S e
of the messfapditate s&nweewesqﬁm)cammmmm@sacﬁla@ PrktysGosd Peivacy BUghGPhat
t he si gnature can onl f%g'?ﬁuccgssfﬁ) &-\{S Hﬂ_ls%%r_&sj%gg‘égaag%g gﬁgtlnglsg

bl Kk H%ﬂ: o
ngolrg N y' &0 '&R'ed O S/MRE bR dyshirma! IbéPd )gl@ltnseél EQUifL plibi
to be appli edﬁ‘?o t he messageé%% exanpl €, nay c oose Pg écﬁ%?{@
t he messageptivaigoencysiplionnkeys do spgmda hmnlﬁéeaww vandqutegatwramoum) the

bot h encryp n.th ssa or .to se e unencrypted and
unsi gned. éﬂﬁ‘%ﬁ‘&vﬁ %E’é‘ﬁk\ﬁgﬁ %ﬁﬁﬁlm e ieﬂﬁg ﬁjegg 8%9@%3%&@%9

certain datma@m-f@gggmhnérsecurl ty encoding for messages to the user. For
exanpl e, the nmessagi ng applicati on WO 2006/ 128273 PCT/ CA2005/ 001664 -3 may

Mok B on SR YRS e S0l et GHELIHRA R el
S/MIME or PGP), message data will be encrypted using the public key of a
private key/public key pair associated with the intended recipient of the message,
such that the encrypted message data can only be subsequently decrypted by
the corresponding private key of the same pair supposedly possessed only by
the recipient. In some implementations, a session key is encrypted/decrypted,
rather than the message itself, When a user wishes to send a message that is to
be digitally signed (e.g.  using S/MIME or PGP), a digest generated from the
message will be encoded using the private key of a private key/public key pair
associated with the user (i.e. the sender of the message in this example) to
produce a digital signature, such that the signature can only be successfully
verified using the corresponding public key of the same pair.

[0006] After a user composes a message and before it is sent, the user
can typically decide what encoding, if any, is to be applied to the message. For
example, the user may choose fo encrypt the message without signing, to sign
the message without encrypting, to both encrypt and sign the message, or o
send the message unencrypted and unsigned. Some known messaging
applications may be adapted to analyze certain data and suggest.a secirity
encoding for messages to the user. For example, the messaging application



security encoding be applied to the conposed nessage. As a further exanple,
t he nmessagi ng application nay be configured to track the security encodi ng
appl i ed t owyRwd/R¥szmeESsages sent by the user to parti culpgfi/deioeslis, and
suggest to the user that the same security encoding should be applied to
the conposed nessage if the nmessage is intended to be sent to one or nore
of those recipients. In any event, the user is free to select the desired
security encoding for any given nessage that he or she conposes. Brief
Description of the Drawi ngs [0007] For agpetter under st andi ng of '

enbodi ments of the systens and nethods described herein, and to show nore

clearly how they may be carried into effect, reference will be nmade, by
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Brief Description of the Drawings

[0007] For a better understanding of embodiments of the systems and

methods described herein, and to show more clearly how they may be carried

into effect, reference will be made, by way of example, to the accompanying
drawings in which:

r1G. 1 is a block diagram of a mobile device in one exampls implementation;

FIG, 2 is a block diagram of a communication subsystem component of the
mobile device of FIG. 1; |

FIG. 3 is a block diagram of & node of a wireless network;

FIG. 4 is a block diagram illustrating components of a host system in one
example configuration; and

FIG. 5 is a flowchart illustrating steps in a method of determining a security
encoding to be applied to oufgoing messages in one embodiment.

Detailed Description
[0008] Embodimenis described herein relate generally to systems and
methods in which a security encoding to be applied to messages can be



security-rel ated deci sions when conposi ng and sendi ng nessages. This can
enhance usability of the conputing device by making the process of sending

messages Mige2o8éidseisent, which can be particul arly advantgeg@imoivessst he
conputing device is a nobile device. (0009] In one broad aspect, there is
provi ded a nmethod of determning a security encoding to be applied to a
nmessage being sent by a user of a conputing device, the nethod conpri sing
the steps of. identifying a nessage to be sent to at | east one recipient;
determ ning, at the computing device, mﬁgther a general nessage encodi ng
configuration setting thereon is set t6% value that indicates that the
security encoding to be applied to the identified nessage is to

be
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descri bed computing device, the method comprising the steps of: identifying a message to
be sent to at least one recipient; determining, at the computing device, whether a
general message encoding configuration setting thereon is set to a value that
indicates that the security encoding to be applied to the identified message is fo
be established by a policy engine; where the general message éncoding
configuration setting on the computing device is set to a value that indicaies that
the security encoding to be applied to the identified message is to be established
by the policy engine, determining the security encoding to be applied to the
identified message by querying the policy engine for the security encoding to be
applied to the identified message; applying the determined security encoding to
the identified message; and fransmitting the identified message to which the
security encoding has been applied to the at least one recipient.

[0010] In another broad aspect, there is provided a system for determining
a security encoding to be applied to a message being sent by a user of a
computing device, wherein the system comprises a policy engine connhected to
the computing device, and wherein the steps of an embodiment of a method as
described herein are performed by the system.



in greater detail below [0013] Sone enbodi nents of the systens and net hods
described herein make reference to a nobile device. A nobile device is a

t wo- way cowoumisEaisen device with advanced data comuni Gatri@ro6eeakd i ti es
having the capability to comunicate with other conputer systens. A nobile
device may al so include the capability for voice comruni cations. Dependi ng
on the functionality provided by a nobile device, it may be referred to as
a data nmessagi ng device, a two-way pager, a cellular tel ephone with data
nmessagi ng capabilities, a wireless Internet appliance, or a data

comuni cation device (wth or without tefé&phony capabilities). A nobile
devi ce communi cates with other devices through a network of 'transceiver
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the capability for voice communications. Depending on the functionality provided
by a mobile device, It may be referred 1o as a data messaging device, a two-way
pager, a cellular telephone with data messaging capabilities, a wireless Internet
appliance, or a data communication device (with or without telephony
capabilities). A mobile device communicates with other devices through a

network of transceiver stations.

[oot4j To aid the reader in understanding the structure of a mobile device
and how it communicates with other devices, reference is made to FIGS. 1
through 3.

[0015] Referring first to FIG. 1, a block diagram of a mobile device in one

example implementation Is shown generally as 100. Mobile device 100
~comprises a number of components, the controliing component being
microprocessor 102. Microprocessor 102 controls the overall operation of mobile
device 100. Communication functions, including data and voice communications,
are performed through communication subsystem 104, Communication
subsystem 104 receives messages from and sends messages fo a wireless
network 200. In this example implementation of mobile device 100,
communication subsystem 104 is configured in accordance with the Global



have simlarities to the network behavi our described herein, and it wll

al so be wunderstood by persons skilled in the art that the invention is

i nt ended twoumes/azy73 ot her suitabl e standards that are decalepmesicisdshe
future. The wireless link connecting comunication subsystem 104 with
network 200 represents one or nore different Radi o Frequency (RF)
channel s, operating according to defined protocols specified for GSM GPRS
comuni cations. Wth newer network protocols, these channels are capable
of supporting both circuit swtched VOLQﬁ. conmmuni cati ons and packet

swi tched data communications. [0016] Al though the wirel ess network
associated wth nobile device 100 is a GSM GPRS wirel ess network in one

exanpl e i npysteRNfat M@bu@fcmmuh@saﬁ@w E@SM}%d ClichBfal WAt Radist 98 kcegmay
al so be associated wth nobil e device in variant inplenmentations.
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[o018] conboipsas Snedfich | foh BRI L R SaCatEE Ry oy P Newer Detior
protocols, these channels are capable of supporting both circuit switched voice
_communicaﬁons and packet switched data communications.

[0016] Although the wireless network associated with mobile device 100 is
a GSM/GPRS wireless network in one example implementation of mobile device
100, other wireless networks may also be associated with mobile device 100 in
variant implementations. Different types of wireless networks that may be
employed include, for example, data-centric wireless networks, voice-centric
wireless networks, and dual-mode networks that can support both voice and data
communications over the same physical base stations. Combined dual-mode
networks inciude, but are not limited to, Code Division Multiple Access (CDMA)
or CDMAZ2000 networks, GSM/GPRS networks (as mentioned above), and future
third-generation (3G) neiworks like EDGE and UMTS. Some older examples of
data-centric networks include the Mobitex™ Radio Network and the DataTAC™
Radio Network. Examples of older voice-centric data networks include Personal

Communication Systems (PCS) networks like GSM and Time Division Multiple
Access (TDMA) systems.

[0017] Microprocessor 102 also interacts with additiona} subsystems such
as a Random Access Memory (RAM) 106, flash memory 108, display 110,



comuni cation-rel ated functions, whereas other subsystens nmay provide
"resident' or on-device functions. By way of exanple, display 110 and
keyboard Wwitoosy2sbs used for both communi cati on-rel at ed gainciddoodmiseauch as
entering a text nmessage for transm ssion over network 200, and

devi ce-resident functions such as a calculator or task list. Operating
system software used by mcroprocessor 102 is typically stored in a

persi stent store such as flash nenory 108, which rmay alternatively be a
read-only nmenmory (ROM or simlar storagf el enent (not shown). Those
skilled in the art will appreciate that" the operating system specific
devi ce applications, or parts thereof, may be terrporari ly loaded into a
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into a volatile store such as RAM 108.

[0019] Mobile device 100 may send and receive communication signals
over network 200 afier required network registration or activation procedures
have been completed. Network access is associated with a subscriber or user of
a mobile device 100. To identify a subscriber, mobile device 100 requires a
Subscriber Identity Module or “SIM” card 126 to be inserted in a SIM interface
128 in order to communicate -with a network. SIM 126 is one type of a
conventional “smart card” used to identify a subscriber of mobile device 100 and
to personalize the mobile device 100, among other things. Without SIM 126,
mobile device 100 is not fully operational for communication with network 200.
By inserting SIM 126 into SIM interface 128, a subscriber can access ail
subscribed services. Services could include: web browsing and messaging such
as e-mail, voice mall, Short Message Service (SMS), and Multimedia Messaging
Services (MMS). More advanced services may ‘include: point of sale, field
service and sales force automation. SIM 126 includes a processor and memory
for storing information. Once SIM 126 is inserted in SIM interface 128, it is



necessarily bound by any single physical nobile device. SIM 126 may store
addi tional subscriber information for a nobile device.as well, including

dat ebook <yorzoeed2esdar) information and recent call i nforpgaidOtesdo9640]
Mobi | e device 100 is a battery-powered device and includes a battery
interface 132 for receiving one or nore rechargeable batteries 130.
Battery interface 132 is coupled to a regulator (not shown), which assists
battery 130 in providing power V+ to nobile device 100. Although current
technol ogy nekes use of a battery, fut,(ngg t echnol ogi es such as mcro fuel
cells my provide the power to nobile device 100. [0021] M croprocessor
102, in addition to its operating system functions, enables execution of
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[0021] Microprocessor 102, in addition to its operating system functions,
enables execution of software applications on mobile device 100, A set of
applications that control basic device operations, including data and voice
communication applications, wifl normally be installed on mobile device 100
during its manufacturs. Another application that may be loaded onto mobile
device 100 would be a personal information manager (PiM). A PIM has
functionalily to organize an'd manage data items of interest to a subscriber, such
as, but not limited to, e-mail, calendar events, voice mails, appointments, and
task items. A PIM application has the ability to send and receive data items via
wireless network 200. PIM data items may be seamlessly integrated,
synchronized, and updated via wireless network 200 with the mobile device
subscriber's corresponding data items stored and/or associated with a host
computer system. This functionality creates a mirrored host computer on mobile
device 100 with respect to such items. This can be particulatly advantageous

where the host computer system is the mobile device subscriber's office
computer system.



flexibility in application installation increases the functionality of
nobi | e device 100 and may provi de enhanced on-devi ce functions,

comuni cat wonzoekmesd functions, or both. For exanple, SEqQur£005/001664
comuni cation applications nay enable electronic comrerce functions and

ot her such financial transactions to be performed using nobile device 100.
[ 0023] Serial port 114 enables a subscriber to set preferences through an
external device or software application and extends the capabilities of
nobil e device 100 by providing for. iquLnation or software downl oads to
nobi | e device 100 other than through a W rel ess conmmunication network. The
alternate downl oad path may, for exanple, be used to |oad an encryption

key onto mphedz; devieRibial bppRitions rilay 8o B6%d oﬁ@'TBEH@Q%W:éWGted

connection to provide secure device co ni cation. [0024 ort-range
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M croproceszgg. 182 w | | bqen Process the received signal for output to
di spl ay 116esPrapddisng meblle deyicg d80.i ary  1/0 subsystem 112. A subscri ber
may al so congose data itens, such as e-mail nessages, for exanple, using
keyboard 118023 conj $etial parti theaables 2y suhscriped to set preferenaesi threugh BHO

subsystem Lld.ar t . ' 8273 .
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100 other than “through a wireless communication network. The alternate
download path may, for example, be used to load an encryption key onto mobile
device 100 through a direct and thus reliable and trusted connection to provide

secure device communication.

[0024] Short-range communications subsystem 122 provides for.
communication between mobile device 100 and different systems or devices,
without the use of neiwork 200. For example, subsystem 122 may include an
infrared device and associated circuits and components for short-range
communication. Exafnples of short range communication would include
standards developed by the Infrared Data Association (IrDA), Bluetooth, and the
802.11 family of standards developed by IEEE.

[00251 In use, a received signal such as a text message, an e-mail
meséage, or web page download will be processed by communication
subsystem 104 and input to microprocessor 102. Microprocessor 102 will then
process the received signal for output to dispiay 110 or alternatively to auxiliary
I/O subsystem 112. A subscriber may also compose data items, such as e-mail
messages, for example, using keyboatd 116 in conjunction with display 110 and
possibly auxiliary /O subsystem 112. Auxiliary subsystem 112 may include



al phanunmeri c keyboard and/ or tel ephone-type keypad. A conposed itemmay be
transmtted over network 200 t hrough comruni cati on subsystem 104. [0026]
For voi ce wanroerizsatd ons, the overall operation of nobil ecievA®esooléfd i s
substantially simlar, except that the received signals would be output to
speaker 118, and signals for transm ssion woul d be generated by m crophone
120. Alternative voice or audio 1/0 subsystens, such as a voi ce nessage
recordi ng subsystem may al so be inplenmented on nobil e device 100. Although

voi ce or audio signal output is acconplished primarily through speaker 118,
display 110 may al so be used to provide additional information such as the
identity of a calling party, duration of a voice call, or other voice cal

related i néeyiges isobh dsO828liofRebRIdi, Mofey! #auhay, iradlriidioAhPec Bt
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ic{éntlty of a calling party, duration of a voice call, or other voice call related

information.

[0027] Referring now to FIG. 2, a block diagram of the communication
subsystem component 104 of FIG. 1 is shown. Communication subsystem 104
comprises a recelver 150, a transmitter 152, one or more embedded or internal
antenna elements 154, 156, Local Oscillators (LOs) 158, and a processing
module such as a Digital Signal Processor (DSP) 160.

[0028] The particular design of communication subsystem 104 i-s
dependent upon the network 200 in which mobile device 100 is intended to
operate, thus it should be understood that the design llustrated in FIG. 2 setves
only as one example. Signals received by antenna 154 through network 200 are
input to receiver 150, which may perform such common receiver functions as
signal amplification, frequency down conversion, filtering, channel selection, and
analog-to-digital (A/D) conversion. A/D conversion of a received signal allows
more complex communication functions such as demodulation and decoding to
be performed in DSP 160, In a similar manner, signals to be transmitted are
processed, including modulation and encoding, by DSP 160. These DSP-
processed signals are input to transmitter 152 for digital-to-analog (D/A)



over network 200 via antenna 156. DSP 160 not only processes comunication
signals, but also provides for receiver and transmtter control. For

exanpl e, t w0 20ei3373appl i ed to comuni cation signal s in raeca®Hs/dhbssand
transmtter 152 may be adaptively controlled through automatic gain
control algorithnms inplenmented in DSP 160. [0029] The wireless |ink

bet ween nobil e device 100 and a network 200 may contain one or nore
different channels, typically different RF channels, and associ ated
protocol s used between nobil e device 1OQand network 200. A RF channel is

a limted resource that nust be conserved, typically due to limts in

overall bandw dth and [imted battery power of nobile device 100. [0030]
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[0030] When mobile device 100 is fully operational, transmitier 152 is

typically keyed or furned on only when it is sending to network 200 and is
otherwise turned off to conserve resources. Similarly, receiver 150 is periodically
turned off to conserve power until it is needed to receive signals or information (if
at all) during designated time periods.

[0031] Referring now to FIG. 3, a block diagram of a node of a wireless
network is shown as 202. In practice, network 200 comprises one or more nodes
202, Mobile device 100 communicates with a node 202 within wireless network
200. In the example implementation of FIG. 3, node 202 is configured in
accordance with General Packet Radio Service (GPRS) and Global Systems for
Mobile (GSM) technologies. Node 202 inciudes a hase station controller (BSC)
204 with an associated tower station 206, a Packet Conirol Unit (PCU) 208
added for GPRS support in GSM, a Mobile Switching Center (MSC) 210, a Home
Location Register (HLR) 212, a Visitor Location Registry (VLR) 214, a Serving
GPRS Support Node (SGSN) 216, a Gateway GPRS Support Node (GGSN)
218, and a Dynamic Host Configuration Protocol (DHCP) 220. This list of
components is not meant io be an exhaustive list of the components of every



comonly used in comunications through network 200. [0032] In a GSM
network, MSC 210 is coupled to BSC 204 and to a |andline netwrk, such as
a Public Swia mbe2sTs ephone Network (PSTN) 222 to sati sfacigeamus/boisss t ched
requi renents. The connection through PCU 208, SGSN 216 and GGSN 218 to the
public or private network (Internet) 224 (also referred to herein
generally as a shared network infrastructure) represents the data path for
GPRS capabl e nobil e devices. In a GSM network extended with GPRS
capabilities, BSC 204 al so contains a Packet Control Unit (PCU 208 that
connects to SGSN 216 to control segnentation, radio channel allocation and
to satisfy packet switched requirenents. To track nobile device |ocation

and avail abHki it ' i N ' nt,
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mobi | e devi ces 100 re%l stered with a specific network,
availability for both circult switched and packet switched management, HLR 212

is shared between MSC 210 and SGSN 216. Access to VLR 214 is controlied by
MSC 210.

[0033] Station 208 is a fixed transceiver station. Station 206 and BSC 204
together form the fixed transéeiver equipment. The fixed transceiver equipment
provides wireless network coverage for a particular coverage area commonly
referred to as a “cell". The fixed transceiver equipment transmits communication
signals to and feceives communication signals from mobile devices within its cell
via station 206. The fixed transceiver equipment normally performs such
functions as modulation and possibly encoding and/or encryption of signals to be
fransmitted to the mobile device in accordance with particular, usually
predetermined, communication protocols and parameters, under control of its
controller. The fixed transceiver equipment similarly demodulates and possibly
decodes and decrypts, if necessary, any communication sighals received from
mobile device 100 within its cell. Communication protocols and parameters may
vary between different nodes. For example, one node may employ a different
modulation scheme and operate at different frequencies than other nodes,



per manent configuration data such as a user profile is stored in HLR 212.
HLR 212 also contains location information for each regi stered nobile

devi ce andwoamoes/bm2gueried to determ ne the current | ocathcarcOboFeoigdai | e
device. MSC 210 is responsible for a group of |ocation areas and stores
the data of the nobile devices currently inits area of responsibility in
VLR 214. Further VLR 214 also contains information on nobil e devices that
are visiting other networks. The information in VLR 214 includes part of
the permanent nobile device data transygtted fromHLR 212 to VLR 214 for
faster access. By noving additional information froma renmote HLR 212 node
to VLR 214, the anount of traffic between these nodes can be reduced so
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computing resources.

[0035] SGSN 216 and GGSN 248 are elements added for GPRS support;
namely packet switched data support, within GSM. SGSN 216 and MSC 210
have similar responsibilities within wireless network 200 by keeping track of the
location of each mobile device 100. SGSN 216 also performs security functions
and access control for data traffic on network 200, GGSN 218 provides
internetworking connections with external packet switched networks and
connects fo one or more SGSN's 218 via an Internet Protocol (IP) backbone
network operated within the network 200. During normal operations, a given
mobile device 100 must perform a “GPRS Attach” to acquire an IP address and
to access data services. This requirement is not present in circuit switched voice
channels as Infegrated Services Digital Network (ISDN) addresses are used for
roufing incoming and outgoing calls. Currently, all GPRS capable networks use -
private, dynamically assigned IP addresses, thus requiring a DHCP server 220
connected to the GGSN 218. There are many mechanisms for dynamic IP
assignment, including using a combination of a Remote Authentication Dial-in
User Service (RADIUS) server and DHCP server. Once the GPRS Attach js



conplete, a logical connection is established froma nobile device 100,

t hrough PCU 208, and SGSN 216 to an Access Point Node (APN) w thin GGSN
218. The wBNosepsesents a |l ogical end of an I P tunnel t ipatr/casosioidsar
access direct Internet conpatible services or private network connections.
The APN al so represents a security nechanismfor network 200, insofar as
each nobile device 100 nust be assigned to one or nore APNs and nobile
devi ces 100 cannot exchange data without first perform ng a GPRS Attach to
an APN that it has been authorized to.4ge. The APN may be considered to be
simlar to an Internet donmin nane such as “nyconnection. wirel ess. cont.
[0036] Once the GPRS Attach is conplete, a tunnel is created and all
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in the case with some IPSecurity (IPsec) connections used with Virtual Private
Networks (VPN). These tunnels are also referred o as Packet Data Protocol
(PDP) Contexts and there are a limited number of these available in the network
200. To maximize use of the PDP Contexts, network 200 will run an idle timer for
each PDP Context to determine if there is a lack of activity. When a mobile
device 100 is not using its PDP Context, the PDP Context can be deallocated

and the _IP address retumned fo the IP address pool managed by DHCP server
220.

[00371 - Referring now to FIG. 4, a block diagram illustrating components of
a host system in one example configuration is shown. Host system 250 will
typically be a corporate office or other focal area network {LAN), but may instead
be a home office computer or some other private system, for exa'mple, in variant
implementations. In this example shown in FIG. 4, host system 250 is eiepicted
as a LAN of an organization to which a user of mobile device 100 belongs.

[0038] LAN 250 comprises a number of network components connected to
each other by LAN connections 260. For instance, a users desktop computing
device (“desktop computer”) 262a with an accompanying cradle 264 for the



-15- user's nobile device 100 is situated on LAN 250. Cradle 264 for nobile
device 100 may be coupled to conputer 262a by a serial or a Universal
Serial Buswd toB)2semnnecti on, for exanple. O her user comiesmodfdessar e

al so situated on LAN 250, and each may or may not be equi pped with an
acconpanying cradle 264 for a nobile device. Cradle 264 facilitates the

| oading of information (e.g. PIMdata, private symmetric encryption keys
to facilitate secure communi cati ons between nobile device 100 and LAN 250)
from user conputer 262a to nobile devi1§e 100, and may be particularly
useful for bulk information updates oft'®i perfornmed in initializing nobile
device 100 for use. The information downl oaded to nobile device 100 may
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[0039] It will be understood by persons skilled in the art that user
computers 262a, 262b will typically be also coﬁnected fo other peripheral devices
not explicity shown in FIG. 4. Furthermore, only a subset of network
components of LAN 250 are shown in FIG. 4 for ease of exposition, and it will be
understood by persons skilied in the art that LAN 250 will comprise additional
components not explicitly shown in FIG. 4, for this example configuration. More
generally, LAN 250 may represent a smaller part of a {arger network [not shown]
of the organization, and may comprise different components and/or be arranged
in different topologies than that shown in the example of FIG. 4.

[0040] In this example, mobile device 100 communicates with LAN 250
through a node 202 of wireless network 200 and a shared network infrastructure
224 such as a service provider network or the public Infernef. ‘Access to LAN
250 may be provided through one or more routers [not shown], and computing
devices of LAN 250 may operate from behind a firewall or proxy server 2686.

[0041] In a variant implementation, LAN 250 comprises a wireless VPN
router [nof shown] to facilitate data exchange between the 1L AN 250 and mobile



WO 2006/ 128273 PCT/ CA2005/ 001664 - 16- device 100. The concept of a wireless
VPN router is newin the wreless industry and inplies that a VPN

connect i onweanedhesest abl i shed directly through a specifi ecidA0bmIssact wor k
to nmobil e device 100. The possibility of using a wireless VPN router has
only recently been avail able and coul d be used when the new I nternet
Protocol (IP) Version 6 (IPV6) arrives into | P-based w rel ess networks.
This new protocol will provide enough | P addresses to dedicate an IP
address to every nobile device, making4d_possible to push information to
a nobile device at any tinme. An advantage of using a wireless VPN router
is that it could _be an off-the- shelf VPN conponent, not requiring a
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[0042] Messages intended for a user of mobile device 100 are initially
received by a message server 268 of LAN 250. Such messages may originate
from any of a numberrof sources. For instance, a message may have been sent
by a sender from a computer 262b within LAN 250, from a different mobiie device
[not shown] connected to wireless network 200 or to a different wireless network,
or from a different .computing device or other device capable of sending
messages, via the shared network infrastructure 224, and possibly through an
application service provider (ASP) or Internet service provider (ISP), for example,

[0043] ~ Message server 268 typically acts as the primary interface for the
exchange of messages, particularly e-mail messages, within the organization and
over the shared network infrastructure 224. Each user in the orgaﬁization that
has been set up fo send and receive messages is typically associated with a ﬁser
account managed by message server 268. One example of a message server
268 is a Microsoft Exchange™ Server. In some implementations, LAN 250 may
comprise muitiple message servers 268. Message server 268 may also be



WO 2006/ 128273 PCTI CA20051001664 -17 adapted to provide additional

functi ons beyond nessage managenent, including the managenent of data
associ at edw 2dosgezendars and task lists, for exanple. [ffEdi200601664
nessages are received by nessage server 268, they are typically stored in
a nessage store [not explicitly shown], from which nmessages can be
subsequently retrieved and delivered to users. For instance, an e-nai
client application operating on a user's conputer 262a may request the
e-mai| nmessages associated with that usgs s account stored on nessage
server 268. These nessages would then typi-cally be retrieved from nessage
server 268.and stored locally on conputer 262a. [0045] Wen operating

Tobi ver y©y SR to RS aHARTBNaM B D8Yehd meBRhbe RATRARTerC ARG, '

delivery to the handhel An e-mal I ent” applica g on ile
devi ce 100 theynanagerenfud slatarssseniptedavifiv calandarsmnditashdists) $eréxampleount
from nessage server 268. The e-mail client may be configured (either by

the user of0844hn adnihent messagespassirbtgived [AC anssbagecsaneh 288, they are
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device 100 is assigned it's own e-nall a@gress, nmessages ad

speci fi cal Icjienbapplication opsnating tA0aausersucamptisr2623a meyi reewiest the enmbill e
devi ce 100 e .receiyve y nessage server 268. [0046] To
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i mpl ement atsteied lakally er somputan?6&a i ons support conponents 270 conprise a
nessage managenent server 272, for exanple. Message nanagenent server 272

is used to[9P48] fi cal IWhpnmpetatingupobile devica 0, thenagsmmay wish IEBBGSRS,
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operating on mobile device 100 may also request messages associated with the
user's account from message server 268. The e-mail client may be configured
(either by the user or by an administrator, possibly in accordance with an
'orgariiiation’s information technology (IT) policy) to make this request at the
direction of the user, at some pre-defined time interval, or upon the occurrence of
some pre-defined event. In some implementations, mobile device 100 s
assigned its own e-mail address, and messages addressed specifically to mobile
device 100 are automatically redirected to mobile device 100 as they are
received by message server 268.

[0046] To facilitate the wireless communication of messages and
message-reiated data between mobile device 100 and components of LAN 250,
a number of wireless communications support components 270 may be provided.
In this example implementation, wireless communications support components
270 comprise & message management server 272, for example. Message
management server 272 is used to specifically provide support for the
management of messages, such as e-mail messages, that are to be handled by
mobile devices. Generally, while messages are still stored on message server
268, message management server 272 can be used to control when, if, and how



268, nessage managenent server 272 can be used to control when, if, and how
WO 2006/ 128273 PCT/ CA2005/ 001664 - 18- nessages shoul d be sent to nobile
devi ce 100woMessaggrsmanagenent server 272 al so facilit atpeg/¢Ar@odnmigtei ng of
nmessages conposed on nobil e device 100, which are sent to nessage server
268 for subsequent delivery. [0047] For exanple, nessage nmanagenent server
272 may: nonitor the wuser's "mailbox" (e.g. the nessage store associ ated
with the user's account on nessage server 268) for new e-mail nessages;
apply user-definable filters to nem1ne§§gges to determine if and how t he
messages Will be relayed to the wuser'S 'ffobile device 100; conpress and
encrypt new nessages (e.g. using an encryption technique such as Data

Encrypt i onpfiseagas @hbl;m Yenf 16 McbikERicd ol R L ghd e sven.

100 via the shared networ rastructur
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Triple %ﬁ@cg_b%[rgyﬁoémg@ deconpr ess G{é?f osed nessages, re-format
conposed 4 eSS0 Servei2 théﬁi’ﬁé@“’efﬂfo have ori gi nat ed
fromthe uf%ﬁ corrpgt er 262a, and re-route the conposed nessages to
message se 268 f Pr@&ﬁmpéﬁymeﬁmmmmammaﬁmWZ&may mesattoi tHd ons

mobi |- dovi oe S0D Reae o drafe B Srede) oo Wb WA 1l uf e."a?%%?sm%hce
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nmessages, i AP RIRS )tBtCY%ﬁrrﬂ'B? i§ @@showvxﬂ@t massggegovifl pervelsygdstonthe  be
encrypted gsslf Il re ssa es sent
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provide u ons as only pushing certain ssag
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nessage seangwikddss tvm*klt SoahPd- S s
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(e.g. encrypted usmg Triple DES), decrypt and decompress the composed
messages, re-format the composed messages if desired so that they will appear
to have originated from the user's computer 262a, and re-route the composed

messages o message server 268 for delivefy.

[0048] Certain properties or restrictions associated with messages that are
to be sent from and/or received by mobile device 100 can be defined (e.g. by an
administrator in accordance with T policy) and enforced by message
management server 272, These may include whether mobile device 100 may
receive encrypted and/or signed messages, minimum encryption key sizes,
whether outgoing messages must be encrypted and/or signed, and whether
copies of all secure messages sent from mobile device 100 are to be sentfo a
pre-defined copy address, for example.

[0049] Message management server 272 may also be adapted to provide
other control functions, such as only pushing cerfain message information or pre-
defined portions (e.g. “blocks™ of a message stored on message server 268 to
mobile device 100. For example, when a message is initially retrisved by mobile
device 100 from message server 268, message management server 272 is
adapted to push only the first part of a message to mobile device 100, with the



device 100 from nessage server 268, nessage nmanagenent server 272 is
adapted to push only the first part of a nessage to nobile device 100, with
t he WO 2006/0Lid82¥:3283CT/ CA2005/ 001664 -19- part bei ng of aqresdedioiad si ze
(e.g. 2 KB). The user can then request nore of the nessage, to be
delivered in simlar-sized bl ocks by nessage nanagenent server 272 to
nobi | e device 100, possibly up to a nmaxi mum pre-defined nessage | size.
(0050] Accordingly, nessage managenent server 272 facilitates better

control over the type of data and,the anpgnt of data that is conmmunicated
to nmobile device 100, and can help to m nimze potential waste of

bandwi dth or other resources. [0051] It will be understood by persons
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servers 2728iZ¢articularly in variant inplenmentations where a |arge number
of nobile devices need to be supported. [0052] In sonme enbodi nents
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(S/M ME), aothargesouroést he M ME protocol, may be used in the communication
of encoded nessages (i.e. in secure nessaging applications). S/ MM
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enbodi ment s jpf ifpe r gl t her standards and protocols may be
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assoclated with message management server 272 may be integrated with
message server 268, or some other server in LAN 250. Furthermore, LAN 250
may comprise multiple message management servers 272, particularly in vartant

implementations where a large number of mobile devices need to be supported.

[0052] In some embodiments described herein, certificates are used in the
processing of encoded messages, such as e-mail messages, that are encrypted
and/or signed. While Simple Mall Transfer Protocol (SMTP), RFC822 headers,
and Multipurpese internet Mail Extensions (MIME) body parts may be used to
define the format of a typical e-mail message not requiring encoding,
Secure/MIME (S/MIME), a version of the MIME protocol, may be used in the
communication of encoded_ messages (i.e. in secure meésaging applications).
SMIME enables end-to-end authentication and confidentiality, and provides data
integrity and privacy from the time an originator of a message sends a message
until it is decoded and read by the message recipient. In other embodiments of
described herein, other standards and protocols may be employed to facilitate
secure message communication, such as Prefty Good Privacy™ (PGP) and
variants of PGP such as OpenPGP, for example. it will be understood that



secure message comruni cation, such as Pretty Good Privacy'" (PGP) and
variants of PGP such as OpenPGP, for exanple. It wll be understood that WO

2006/ 128270 504é/{421¥05/ 001664 - 20- where reference is gengradAiodmdesst O
"PGP" herein, the termis intended to enconpass any of a nunber of variant
I npl ement ati ons based on the nore general PGP schene. [0053] Secure
nmessagi ng protocols such as SIM M and PGP-based protocols rely on public
and private encryption keys to provide confidentiality and integrity. Data
encoded using a private key of a private,key/public key pair can only be
decoded using the correspondi ng public k%é'of the pair, and vice-versa. It
Is intended that private key information never be made public, whereas
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successful kcinfgrmadionds shiased.nessage, and in this way, the confidentiality
of nmessages can be maintained. [0055] As a further exanple, a sender may

sign a nessi@64ysi ng Bodexample, ifd ssisrveishés ¢ sendb ritafelion scipicht fest

of the. nessage (e.g. a_ hash of the mnessage) encoded using the sender’s

private key?ncg)gp@q @w.ttﬂgﬁeggleggggu%a Key is used to encrypt a message, which
can then be decrypted only using the recipient's private key. Alternatively, in
some encoding techniques, a one-time session key is generated and used to
encrypt the body of a message, typically with a symmetric encryption technique
(e.g. Triple DES). The sessiqn key is then 'encrypted using the recipient's public
key {e.g. with a public key encryption algorithm such as RSA), which can then be
decrypted only using the recipient’s private key. The decrypted session key can
then be used fo decrypt the message body. The message header may be used
to specify the particular encryption scheme that must be used to decrypt the
message. Other encryption techniques based on public key cryptography may
be used in variant implementations. However, in each of these cases, only the
recipient’s private key may be used fo facilitate successful decryption of the
message, and in this way, the confidentiality of messages can be maintained.

[0055] As a further example, a sender may sign a message using a digital
signature. A digital signature is a digest of the message (e.g. a hash of the
message) encoded using the sender’s private key, which can then be appended
to the outgoing message. To verify the digital signature of the message when
received, the recipient uses the same technique as the sender (e.g. using the
same standard hash algorithm) to obtain a digest of the received message. The



to the outgoing nmessage. To verify the digital signature of the nessage
when received, the recipient uses the sane technique as the sender (e.qg.
usi ng the weagmg/sisarydar d hash algorithn) to obtain a di gegtr/e@fzebdiEQcei ved
nmessage. The WD 2006/ 128273 PCT/ CA2005/ 001664 -21- recipient al so uses the
sender's public key to decode the digital signature, in order to obtain
what shoul d be a matching digest for the received nessage. If the digests
of the received nessage do not match; this suggests that either the

nmessage content was changed during transpprt and/ or the nmessage did not
originate fromthe sender whose public kéy was used for verification.
Digital signature algorithns are designed in such a way that only soneone
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i ncl udi ng dniagsity cakdg maittaiied.or mati on on the key hol der or owner. Unlike
S/M ME certificates, however, PGP keys are not generally issued by a

certificat g0886jori t yAnandotibe nesselgechay heséncryptedh sighetinenboth élﬁ’cr?%te’& PGP
{( ﬁg ;ﬁlto Lgﬁltal,u{q %&eg S rel%ﬁ’&@ﬁ%@g;@E;Eﬁént%ittyrcyfsgueb?ic léer;fglt\:/s:e%uigl thggg o\{o%l:gtioends ror
is validated using certificates. A certificate is a_digital document issued by a
certificate authority (CA). Certificates are used to authenticate the association
between users and their public keys, and essentially, provides a level of trust in
the authenticity of the users' public keys. Certificates contain information about
the certificate holder, with certificate contents typically formatted in accordance
with an accepted standard (e.g. X.509). The certificates are typically digitally

signed by the certificate authority.

[0057] In PGP-based systems, a PGP key is used, which is like a
certificate in that it contains public information inciuding a public key and
information on the key holder or owner. Unlike SIMIME certificates, however,
PGP keys are not generally issued by a certificate authority, and the leve! of trust
in the authenticity of a PGP key typically requires verifying that a frusted
individual has vouched for the authenticity of a given PGP key. |

[0058] Standard e-mail security protocols typically facilitate secure
message transmission between non-mobile computing devices (e.g. computers
262a, 262b of FIG. 4; remote desktop devices). In order that signed messages
received from senders may be read from mobile device 100 and that encrypted



[ 0058] Standard e-mail security protocols typically facilitate secure
nmessage transm ssi on between non-nobile conputing devices (e.g. conputers
262a, 262bwa 2006/28278; renote desktop devices). In order tp@avcsiodadess
nmessages received fromsenders may be read from nobil e device 100 and that
encrypted WO 2006/ 128273 PCT/ CA2005/ 001664 -22 nessages be sent from
nobi | e device 100, nobile device 100 is adapted to store )ublic keys (e.g.
in SSMMe certificates, PGP keys) of other individuals. Keys stored on a
user's conputer 262a wl-l typically g downl oaded fromconputer -62a to
nobi | e device 100 through cradle 264, for exanple. 0069] Mobile device 100
may al so be adapted o store ~y t the private key of he public key/private
key pai rnasmgﬁSdn@Gem'ﬁMntmebilﬁsdevigeGOOhHmbilheieww 160 iggmﬁﬁtgd felewdree 100
can sign _ gut goi ng, Nessa 0 on i]e device 100, an Jecrypt
nmessages 'L&Zrﬁﬁ?%yg (SXes 'l‘}sgﬁﬁ '«Qﬁ% %@f&gt%, t %8?7 hgel(?Se(Pf' %tiﬁﬁ Md‘&‘%k@iﬁ- s
private kg il 5 t u ' onput er
628t hr o on el S oba o aer, 2828 WA pica) B8 AahnldeaR' i Sinpist
exchangetb2ariormebite dedce d@Bthmughtdradier?B41doi éxardple. ce 100 so that -the user

may share one identity and one nethod for accessing nessages. [0060] User
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of S/ M Mn&Rishiily & 88e method for accessing messages.

[0060] " User computers 262a, 262b can obtain SMIME certificates and
PGP keys from a number of sources, for storage on computers 262a, 262b
and/or mobile devices (e.g. mobile device 100). These certificate sources may
be private (e.g. dedicated for use within an organization) or public, may reside
locally or remotely, and may be accessibie from within an organization’s private
network or through the Internet, for example. In the example shown in FIG. 4,
multiple PKI servers 280 associated with the organization reside on LAN 250.
PKI servers 280 Include a CA server 282 for issuing SIMIME certificates, an
LDAP server 284 used to search for and download S/MIME certificates and/or
PGP keys (e.g. for individuals within the organization), and an OCSP server 286
used to verify the revocation status of S/IMIME certificates.

[0061] Certificates and/or PGP keys may be retrieved from LDAP server
284 by a user computer 262a, for example, to be downloaded to mobile device
100 via cradle 264. However, in a variant implementation, LDAP server 2684 may
be accessed directly (i.e. “over the air” in this context) by mobile device 100, and
mobile device 100 may search for and retrieve individual certificates and PGP
~ keys through a mobile data server 288. Similarly, mobile data server 288 may be



[0061] Certificates and/or PGP keys may be retrieved from LDAP server 284
by a user conputer 262a, for exanple, to be downl oaded to nobile device

100 vi a crsd mogeka73However, in a variant inplenmentation,pddddBoss60ieds 284
may be accessed directly (i.e. "over the air” in this context) by nobile
device 100, and nobile device 100 may search for and retrieve individual
certificates and PGP keys through a nobile data server 288. Simlarly,

nobi | e data server 288 may be WD 2006/ 128273 PCT/ CA2005/ 001664 -23 adapt ed
to all ow nobil e device 100 to di rectlyegélery OCSP server 286 to verify the
revocation status of SIMME certificatT (0062] In variant '

I npl enment ati ons, only selected PKI servers 280 nmay be nmade accessible to

nDblle dev, ' t 4 ded e d aded froma
User 5 corastled 3o 3o Bl Bt 100 E TS ol BT Sy ALl yer
certifi cattee revotadiontstatuscffS/NiMEDEtificateyi ce 100). [0063] In variant
| npl enmentati ons, certain PKI servers 280 may be nade accessible only to
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enbodi mentcertifiqatés to/be cheoke?HOnT wdbile delige4bl). 250. I n sonme embodi nents of
the systems and nethods described herein, the "policy engine 290 is
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This is only one exanple. In variant ment s e po ngi
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Server, he cont ext of t her than PGP
(e.g. in an %'ﬂ@ ﬁ%gﬁ@h%@)ac me l@%ﬁcﬁ '@ngﬁr%émpé@ 290 is
adapt ed t ni c kt op co er (e.g. 262a) and the
user's no |ﬁ§£ﬂ1ejw Cgts%gr Smlrﬁﬁsv? cef é’g’&rehey%éa%rshgm% mayd may
be furt herineldaeeeWiridowws eedilicate or key store, another secure certificate or key store

oh or outside LAN 250, and smart cards, for example.

[0065] In at least one embodiment, a policy engine 290 resides in LLAN
250. In some embodiments of the systems and methods described herein, the
policy engine 290 is provided by way of a PGP Universal Server developed by
PGP Corporation. This is only one example. In variant emboaiments, the policy
engine may be implemented in some other device or construct other than a PGP

Unliversal Server, and may be applied in the context of protocols other than PGP
(e.g. in an S/IMIME policy engine).

[0066] A PGP Universal Server 290 is adapted to communicate with a
user's desktop computer (e.g, 262a) and the user's mobile device (e.g. 100 via
message management server 272), and may be further adapted to encrypt
messages and enforce compliance of security requirements with respect to
messages being sent by the user, based on policies established by an
administrator, for example. The placement of PGP Universal Server 290 in LAN
250 as shown in FIG. 4 is provided by way of example only, and other
placements and configurations are possibie. Depending on the placement of the
PGP Universal Server 290 and the particular configuration of LAN 250 in whlch



messages and enforce conpliance of security requirenents with respect to
nmessages being sent by the user, based on policies established by an

adm ni st r awa 2006/028283xanpl e. The pl acenent of PGP Uni ver saicTies2605/004861 1 n
LAN 250 as shown in FIG 4 is provided by way of exanple only, and other

pl acenents and configurations are possible. Depending on the placenent of
the PGP Universal Server 290 and the particular configuration of LAN 250
in which WD 2006/ 128273 PCT/ CA2005/ 001664 -24- PGP Uni versal Server 290 may
be enpl oyed, the level of control over processed nessages that are subject
to security encoding, and in particul ar,”4wver nessages being sent by a
user, may vary. (0067] For exanple, PGP Universal Server 290 nay be adapted

di | i i.e. . bei b h
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on whi ch nessages t encrypf and/or sign, If -at al C
policies de%eﬂf&iswot{%llﬁa?m%VWrsal Server 290 as configured by the
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user's conp . an irected to encrypt .and sign the nessage
before tr an%}‘rﬁb@tﬁ]ﬁkgg?gﬁ' g‘hgfﬁg' HbBPESTOGRES "(‘5’5‘%/69%'@@3 e oncther BiGHI v,
PGP Uni ver salnidrsaicBeRap 200@&4 guied BYithé tadntini r rald.zed
policy based on doma? S aﬁd@(ﬁ?}&;ﬁ mechg itg?rsta?ﬂnklggggfa#hlgQ@B&rﬂ%{;}gf%saﬁhat
Server 290 R}C37a%° Beowdaiie genicby thw user toa pdeticelaradomelnher éisiniHyeos

PGP I;gxéa i, rgga{tgc@éag?ggl&({gg ﬁg%@&@gﬁé@ﬁw@?ﬁé usiRg POR' S exarmple. the PP
Universal Server 290 may itself encrypt and sign the message before
transmission.  Alternatively, the .user (e.g. through a PGP-enabled client
application on the user's computing device that communicates with PGP
Universal Server 290) may dowﬁ!oad policy data from the PGP Universal Server
290 to the user's computing de;vice, and be directed to encrypt and sign the

message before transmission, based on the policy data obtained.

[0068] Accordingly, PGP Universa! Server 290 provides the ability to
enforce centralized policy based on domains and other mechanisms.

[0069] The PGP Universal Server 290 may also be adapted to store,
validate, and otherwise manage PGP keys, and to retrieve PGP keys from
remote key stores when the keys are required to encode (e.g. encrypt and/or
sign) messages, Where requested by a user (e.g. through a PGP client

application), PGP Universal Server 290 may also provide stored or retrieved
PGP keys to the user as needed.

[0070} By adopting the use of a policy engihe such as that implemented by
a PGP Universal Server 290 as described herein by way of example, much of the
burden associated with processing secure messages (e.g. e-mail), and in



sign) nessages. Were requested by a user (e.g. through a PGP client
application), PGP Universal Server 290 may al so provide stored or retrieved
PGP keys twd wes/umers as needed. [0070] By adopting the usetafaRoDa1bRY

engi ne such as that inplenented by a PGP Universal Server 290 as descri bed
herein by way of exanple, nmuch of the burden associated with processing
secure nessages (e.g. e-mail), and in WO 2006/ 128273 PCT/ CA2005/ 001664 - 25-
particular, with deciding what nessages are to be sent securely and what
security encodi ng should apply on a casgz‘b’y_-case basis, can be transferred
to the policy engine. [0071] In a typical known system when a user sends
a nessage froma conputing device such as a desktop conputer or nobile

devi ce, forpantieulire witheec %t”ﬁyeé%% %@Cté‘w Yordopbiydanl Hhst

user's option. Some users wl pref er t t a specific seCurity
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a further exanple, if the nessaging application nana es reci pi'ent cache,
whi ch st or eBeS8398, ?HQWPE thae Kaegsage, «ul bethssignrand, eem}@dlthgg‘neaaag@aoa deen

associ at ed Mésgagévﬁ%‘él?%%‘fef’gaépl ents (e.g. it can track which security
e en )

encodi ng was us

[0072] Furthermore, an application (e.g. an e-mail client or other
messaging application) residing and executing on the computing device may be
configured to suggest a security éncoding for outgoing messages based on one
or more security encoding selection algorithms. For example, if the application
determines that a message to be sent is a “reply” message or a “forward”
message derived from a message previously received by the user, the
application may suggest to the user that the security encoding used in the
originat message should also be applied to the message fo be sent. As a further
example, if the messaging application manages a recipient cache, which stores
data that fracks particular security encodings that have been associated with
specific recipients (e.g. it can track which security encoding was used when the
user last sent a message to a particular recipient), the application may suggest to
the user that the same security encoding be used when a subsedquent message
is sent to the same recipient, as identified from data is stored in the recipient
cache. The application may also be configured to apply some default security
encoding (e.g. PGP — [Encrypt Ohly]) whenever a security encoding cannot be
determined based on these or other selection algorithms that may be applied.

[0073] In contrast to known systems, in systems that provide for a policy
engine such as a PGP Universal Server 290, the need for users to manually



user | ast sent a nessage to a particular recipient), the application my
suggest to the user that the sane security encodi ng be used when a
subsequent weasags273i S sent to the sanme recipient, as idewtiidAxes/doissn dat a
is stored in the recipient cache. The application may al so be configured
to apply sone default security encoding (e.g. PGP - [Encrypt Only])
whenever a security encodi ng cannot be determ ned based on these or other
selection algorithns that may be applied. [0073] In contrast to known
systens, in systens that provide for a_?a_i cy engine such as a PGP

Uni versal Server 290, the need for user o manual |y WD 2006/ 128273

PCT/ CA2005/ 001664 -26- deci de what security encoding should be applied to a

gi ven nmessaReideAWhBE seBliify & & %q'i 5 4 ens and net hods
descri bed herein permt ttlgaser s&{ihog %ﬂ?g@] ?g ebgﬁ@oéiﬁbeiﬁéﬁa@? g?ygg?i ned
at a policgliaiagied, such as the PGP Universal Server in one exanple, in

t he maki ng of encoding-related decisions. [0075] A general nessage
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encodi ng &6RfSig®: ation setting is set to this value, the application wll
rely on the policy engine to dictate the security encodi ng requirenents
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reviously.received nessaqge ,.or on data.in a recipient cache) as the
B cur it ¥ Yid f°65 LethulRRad By the policy engine. Whers the general meésage encoding
configuration setting is set to this value, the application will rely on the policy

engine to dictate the security encoding requirements for arly message sent from
the computing device. '

[00786] In one embo_diment, where the general message encoding
configuration setting is set to a value that indicates that the security encoding to
be applied to a message sent from the computing device is to be established by
the policy engine, the security encoding would no longer be determined in
accordance with a security encoding selection algorithm (e.g. encodings based
on a previously received message or on data in a recipient cache) as the security
encodings defined by the policy engine will take precedence.

[0077] In another embodiment, where the general message encoding
configuration setting is sef to a vaiue that indicates that the security encoding to
be applied to a message sent from the computing device is to be established by
the policy engine, a user is not permitted to override the security encoding that is
to be applied fo a message with some other user-selected security encoding, as
the security encodings defined by the policy engine will take precedence.
- Furthermore, where the general message encoding configuration setting is set to



encodi ngs defined by the policy engine will take precedence. [0077] In

anot her enbodi nent, where the general nessage encoding configuration
setting i swaetooé/msarsval ue that indicates that the securitprrosad$mgsdso be
applied to a nessage sent fromthe conputing device is to be established by
the policy engine, a user is not permtted to override the security
encoding that is to be applied to a nessage with sone ot her user-sel ected
security encoding, as the security encodi ngs defined by the policy engine
wi || take precedence. Furthernore, wherepthe general nessage encoding
configuration setting is set to WD 2006/ 128273 PCT/ CA2005/ 001664 -27- a

val ue that indicates that the security encoding to be applied to a nessage
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[0079] I the user wishes to retain manual control over which security
encodings are to be applied fo messages that he or she sends, andfor to re-
aclivate the application of one or more security encoding selection algorithms,
the user may change the vaiue of the general message encoding configuration
setting to one that does not indicate that the security encoding to be applied to
the identified message is to be established by the policy engine. In one
embodiment, the value of the general message encoding configuration setting
may instead be set to define some specific default security encoding (e.g. PGP
[Encrypt only]), for example. The value of the ‘general message encoding
configuration setting may also be set through IT Policy in a variant embodiment,

[0080] Referring to FIG. 5, a flowchart illusirating steps in a method of
determining a security encoding to be applied to oufgoing messages in one
embodiment is shown generally as 300, Further details with fespect to various
steps of method 300 and with respect to features that may be employed in
variant embodiments have been discussed earlier in this specification.



[ Encrypt only]), for exanple. The value of the general nessage encoding
configuration setting nay al so be set through IT Policy in a variant

enbodi nent wo 100888p73Referring to FIG 5, a flowchart il ustmeiiopgocit@ps i n
a method of determining a security encoding to be applied to outgoing
nmessages in one enbodinent is shown generally as 300. Further details with
respect to various steps of nmethod 300 and with respect to features that
may be enployed in variant enbodi nents have been di scussed earlier in this
speci fication. WO 2006/ 128273 PCT/ CA2005{ 001664 -28- [0081] Reference is
made in nmethod 300 to outgoi ng nessages, which are in general, nessages
conposed by a user that are in the process of being sent froma conputing

device topg r no [ § i ﬁﬂﬁp@@' S R : op
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conponent UFPEMeNtag ina davirs semetely) heqated franyihe eemputing sleivine €epinatat i on

pr ogr ammed;: { . ' confj quration pof, the
ar 1 cul acEctp SRRl ot TS coRARY BBVRR, HBRISOB SAE eSErREietEa by
the pol i cyesidgiinéhe saplearetivork (g cloAN@B0)g devi ce. [0083] At step 310, a
nmessage to be sent to at |least one recipient is identified at the

conput i ng fdes2re. [ (RBkhstisoriepf IO stéps iof HBiRINBOBMaN BEREIMED 18 8h2

nessage eré%% i::.gt?on executing and residing on the computing device. The application may
be an e-mail or other messaging application, another application coupled to or
otherwise integrated with the e-mail or other messaging application (e.g. an add-
on component providing the requisite functionality), or some other application
programmed to perform such steps. Depending on the configuration of the
particuiar system embodiment, some stepé of method 300 may be performed by

the policy engine coupled to the computing device.

[0083}] At step 310, a message fo be sent to at least one recipient is
identified at the computing device.

[0084] At step 320, it is determined whether a general message encoding
configuration setting at the computing device is set fo a value that indicates that
the security encoding to be applied to.the identified message is to be established
by a policy engine,

[0085] In one embodiment, the general message encoding conﬁguratidn
setting is identified as a “Global Default" setting on the computing device, which
can be configured by a user, or possibly through an IT Policy. For example, in a



configuration setting at the conmputing device is set to a value that

I ndi cates that the security encoding to be applied to.the identified
nmessage i swootwi2establ i shed by a policy engine. [0085] pbn/caneosaoiyadi nent
t he general nessage encoding configuration setting is identified as a

"d obal Default" setting on the conputing device, which can be configured
by a user, or possibly through an IT Policy. For exanple, in a WD

2006/ 125273 PCT/ CA2005/ 001664 -29- list of configuration settings, the user
may set the "d obal Default" setting aégoci ated with the encodi ng of

out goi ng nessages as follows: d obal alt: [PGP Universal Default]

(Novi ce Nbde) In this particular inplenentation, by setting "d obal
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encoding for an outgoing nmessage. In one enbodiment, when the "d obal

Defaul t” is set in tGlchabDefRAt YPGH UriersarDefaaf) ﬂ%\h@@wﬂ@)rlthnﬁ t hat
woul d normal Iy be relied upon to suggest a security encodi ng‘wuld not be
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o anually sélect a security encoding. On the other hand, if the “Global Defauit”
has been set to some other value that does not specifically indicate that the

security encoding is to be established by the-policy engine, such as:
e.g. Global Default: [PGP — Encrypf] or
Global Default: PGP ~ Sign and Encrypt] or
Global Default; [PGF’ - Encrypt Only] or
Global Default: [plain text],

the security encoding selection algorithms may be relied upon to suggest a
security encoding for a particular message (e.g. encodings based on a previously
received message or on data in 3 recipient cache), and the current value of the
“Global Default” setting may be used fo suggest a default security encoding when
one cannot be determined from these selection algorithms, in this embodiment.
It will be understood that different selection algorithms other than those descrlbed
herein may be employed in variant lmplementatlons

[0086] In a variant embodiment, the general message encoding
configuration setting may alternatively be provided as an “onfofi’ or other
Boolsan or multi-state flag, such that when the value of the setiing is “on”, this -



It wll be understood that different selection algorithnms other than those
described herein may be enployed in variant inplenentations. [0086] In a
vari ant enbaizooenis27a he general nmessage encodi ng confi gw@AlCcOwes@iidsng nmay
alternatively be provided as an "on/off' or other Boolean or nulti-state
flag, such that when the value of the setting is "on", this. WO 2006/ 128273
PCT/ CA2005/ 001664 -30- would Indicate that the security encoding to be
applied to the identified nmessage is to be established by the policy
engine. In one exanple, the value of a ggneral nessage encoding
configuration setting may be set as fol'l*OWs: PGP Universal Server Encoding
Override: [on] [0087] Were the general nessage encodi ng configuration
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engi ne f or MEPIESIGPHING BHFE%@.“ seftigmaybeset asfllewsenbodi nent, the

encoding (e.g. encryption _and/or signing) of nessages, where required, is
performed at the conputi nBCkeUniversal ServexsEnesding Geeardei fon]i on resi di ng
on the conPuting device may query the policy engine and downl oad policy
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of  messagesighing) of tesusages; wherd RquifRe % pRAbIMYA 32 tRe CYRIFRINg device, In
thi§ case, the application residing on the computing device may query the policy
engine and download policy data from the policy engine to determine the
appropriate security encoding for the identified message. For example, the
downlqaded policy data may indicate that messages to be sent to particular
identified domains are to be encoded in a manner specific to those respective
domains. Alternatively, the downloaded policy data may indicate that messages
pertaining to particular identified subjects are to be encoded in a manner specific

to those respective subjects. Other mechanisms to implement different security
encoding policies may be employed.

[0089] In another system embodiment, messages are transmitted via the
policy engine, which directly performs the necessary encoding (e.g. encryption
and/or signing) of messages where required. In this case, policy data typically
stored local to and accessible by the policy engine is queried to determine the
appropriate security encoding for the identified message. | |

[0090] At step 340, the determined security encoding is applied to the
message identified at step 310. This step may be performed at the computing



stored local to and accessible by the policy engine is queried to determ ne
the appropriate security encoding for the identified nessage. [0090] At
step 340, wiexdeimers ned security encoding is applied to gd@cARBSGALGR
identified at step 310. This step may be perfornmed at the conputing WO
2006/ 128273 PCT/ CA2005/ 001664 -31- device or by the policy engine,
dependi ng on the configuration of the particular system enbodi nent. [0091]
As noted in this specification, in exenplary enbodi ments, the step of
applying.a security encoding to a nessage tails one of the follow ng:
encrypting the nmessage, signi.ng the nmessagée, ‘encrypting and signing the
nmessage, and neither encrypting nor signing the nessage. [0092] At step
350, the ness ) ' A el [ i ~at '
ransm tted taerhe o By e efep eriiie, Mepenaien e Wb ERatcR ol e pattitylt
be under st ood syhigm ehbodément.es described herein nay also be applied in
systens facilitating secure nessage transm ssion enpl oying different

encodi ng techifg ot hes horad iNGRIs sputificatione ire eRenPlargermbadinterms, ther step
ot her than a PGP Universal Server is_enployed, which dictates and/or

enforces sped@ff@apRpi¥ngoai sRRUItY .encoding fera anassagrentaily enee ok ribeyisllewing:

and/ or signed) . 1.ng [ The e t
mot hods descr ahed AADEC e Higsp i Bl te “mie3Shge. sre gl gl Srify 'te
i nstructions shessagieoandaghhteencyptliadgher sigdirg thehimebsagy. 1 ncl ude

transm ssion-type nedia. [0095] The invention has been described with

regard to a nygbgz] o enfroste S théd BiREaHe b WhHith thd oty eiicBBihglis applied
persons skilled in the art tha other varrants and nodifications may be
made wi t hout d5teR BAG IS fransmitteddedhe at tgast peeiraoipigntdm knewadnameesr.i n t he
cl ai rs appended hereto. WO 2006/ 128273 PCT/ CA2005/ 001664 -32- d ai ns

[0093] It will be understood that the features described herein may also be

applied in systems facilitating secure message transmission employing different
encoding techniques other than PGP, and/or where a policy engine or server
other than a PGP Universal Server is employed, which dictates and/or enforces
specific encodings (i.e. whether a message is to be encrypted andlor signed) for
messages being sent by a user.

[0094] The steps of the methods described herein may be provided as
executable software instructions stored on computer-readable media, which may
include transmission-type media.

[0095] The invention has been described with regard to a number o
embodiments. However, it will be understood by persons skilled in the art tha
other variants and modifications may be made without departing from the scope
of the invention as defined in the claims appended hereto.



1. A nethod of determ ning a security encoding to be applied to a nessage
bei ng sent by a user of a conputing device, the nmethod conprising the steps
of : a) i dwndigizeg7a nmessage to be sent to at (east one ¥EEGCRIOHIG164Y)
determ ning, at the conputing device, whether a general nessage encoding
configuration setting thereon is set to a value that indicates that the
security encoding to be applied to the identified nessage is to be
established by a policy engine; c) where the general nessage encodi ng
configuration setting on the conputing _device is set to a value that

I ndicates that the security encoding to De applied to the identified
nessage is to be established by the policy engine, determning the .
security engqgivpg: to be applied to the identified nessage by querying the
policy engfne Tor the security encoding to be applied to the identified
message; d) applying the determ ned security encoding to the | dentified
message; and.e) methshiof detgrmining acsrqurife ehsedinggte be applisd the messagey

laim 1 m%gﬁ?’?%‘ﬁiv% By SR P tiing loes i, PE0PY BB marBing e RRe R
user's conputinggjevi Géent&ymg?m&bhgdt@be%bﬂtm at logeone redipienfol i cy
engine is inplemented in a P Uni versal Server. 4. The nethod of claiml1,

further conprisi® theleleaninig, #éitbe sommingreier.uwhether engeapiad message
lied h d f
et e e gemer ot e STERATE ARG AR SERElS SHEREIT Ipsesniy ¥ yaeotiar

2006/ 128273 PCT/ CA2003hdRatetAthat 3ke caoprity ﬂgccdﬁng d¢o bes applied & the identificde
that indicates that the securjtz encodj lied to the identified

message is to be eﬁatﬂ"%ﬁ@? th?eeﬁﬁb\rg@demgﬁr@'c engi®; met hod of claim
1, further conpriging | h&eSHRPolherdf hiddtabh Bhdd¥ing Lonfiglitation setting on the

computing device is set to a value that indicates that the security
encoding to be applied to the identified message is io be
established by the policy engine, determining the security encoding
to be applied to the identified message by querying the policy
engine for the security encoding to be applied to the identified
message;

d) applying the determined security encoding to the identified
message; ahd

€) transmitting the identified message to which the security encoding
has been applied to the at least one recipient.

2. The method of claim 1, wherein the policy engine resides on a device remote
from the user's computing device.

3. The method of claim 1, wherein the policy engine is implemented in a PGP
Universal Server.

4. The method of claim 1, further comprising the step of determining the security
encoding fo be applied to the identified message from a user-selected security
encoding where the general message encoding configuration setting on the



encoding to be applied to the identified nessage in accordance with a
security encoding selection algorithmwhere the general nessage encodi ng

conf i gur at wayzoos/eisb7ang on the conputing device is not setpdiacgodghdigsqt hat
indicates that the security encoding to be applied to the identified
nmessage is to be established by the policy engine. 6. The nmethod of claim
6, wherein the identified nessage is derived froma nessage previously
recei ved by the user, and wherein the security encoding selection
algorithmrequires that the same securitygncoding to be applied to the

I dentified nessage as the security encodf’r‘?’é"appl led to the nessage
previously received by the user. 7. The nethod of claimb5, wherein the

i t echmatise! ' i ¢ dir
o be appl | ot poing dBYickIe 881 03 Weicolilt [tleato8 natifie BRI dnSRTanes or
more of the B¢ applied tothe deotifivdmessage isito baestablished bgehd E‘_@ﬁéy éﬁg{r]\%-. 8.
e

The method of claim1, further conprising the step of déeterm ni'ng
security engoai led.tg the identified message in accordance
with a speci f". ?@@%ﬁ?ﬁef‘éﬁmr ﬂt{gﬁSrﬂW&ff-‘é‘aﬂ e §t9@eqf&lﬂ%$m§§mthq/security
encodi ng at éheodingnothe8ppHRY i thaMrir®isi di.n .
configuration sedi?gi’Eg on ?ﬂe (_:oﬂrr?:)uti r@f'ﬁgwgﬁé%?&z@?gﬁ%ﬂﬁ@hﬁu&%@f
i ndi cates t hBRCRHRI Selagtipn algoriban whersthebgereral hexbshge eneotitgnédrfigefiation
nessage is t [ . Dol icy engine. 9. The nethod of claim
1, wherein t emg%;ﬁ?ﬁ% 0 @“@’Z&E‘??‘P@ @ngﬁhﬁﬁ o R Value thatslodirated that dws
one of . -encrsgritg ehbedingtodgeapplicainio el TSP HRsag8 I iy Bb 'd\afiiied by
gni ng the e; neither encrypting nor signing the nessage.

eSS
2006/ 128273 PEHERIGIGN®H1664 -34 10. The method of claim 1, wherein the
conputing device is one of., a desktop conputer; a nobile device. 11. A

conput er - r eaglahyt ' WV L.k Ve Of L 1 NSt ruct.ions. ar

stored, the i nsth%ug?ii%?gnq‘fggalper 4’3&%&?@ gﬁ%é#%%tg%tﬁ MERS3PR: i %{l\éﬁcgér@m iay

gggiog;ng to Besaage inseviously resshagebiehsussriandy wheHSA ! séoutAFRHdoEhg
selection algorithm requires that the same security éncoding to be applied to the

idenﬁﬁed_message as the security encoding applied to the message previously
received by the user,

7. The method of claim 5, wherein the security encoding selection algorithm
requires that the security encoding to be applied to the message be determined

based on the identity of one or more of the at least one recipient and the data in
a recipient cache.

8. The method of claim 1, further comprising the step of determining the security
encoding fo be applied to the identified message in accordance with a specific
security encoding configured as a default security encoding at the computing
device where the general message encoding configuration sefing on the
computing device is not set to a value that indicates that the security encoding to
be applied to the identified message is to be established by the policy engine.

9. The method of claim 1, wherein the applying of a security encoding for the
message comprises one of: encrypting the message; signing the message;
encrypting and signing the message; neither encrypting nor signing the message.



as claimed in claiml1l. 12. A systemfor determining a security encoding to
be applied to a nessage being sent by a user of a conputing device,

wher ei n t hggSxweéepponpri ses a  policy engi ne connected tpgide606REEI NY
device, and wherein the steps of the nethod as clained in claiml are

performed by the system 13. The system of claim 12, wherein the policy
engi ne resides on a device renote fromthe user's conputing device. 14.
The system of claim 12, wherein the policy engine is inplenmented in a PGP
Uni versal Server. 15. The system of claim 12, wherein steps d) and e) of
the method are perforned by the policy engine.

10. The method of claim 1, wherein the computing device is one of: a deskiop
computer; a mobile device.

11. A computer-readable medium upon which a plurality of instructions are
stored, the instructions for performing a method of determining a security

encoding fo be applied 10 & message being sent by a user of a computing device
as claimed in claim 1.

12. A system for determining a security encoding to be applied to a message
being sent by a user of a computing device, wherein the system comprises a
policy engine connected to the computing device, and wherein the steps of the
method as claimed in claim 1 are performed by the system.

13. The system of claim 12, wherein the policy engine resides on a device
remote from the user's computing device,

14. The system of claim 12, wherein the policy engme is mplemented ina PGP
Universal Server.

156. The system of claim 12, wherein steps d) and e) of the method are
performed by the pollcy engine.



