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I NVENTI ON The present invention pertains to the field
of secure networks and conputing devices. Mre
particularly, the present invention relates to

"HETLNGRPTHON ton CORRTTIBR oL Y v

the popularity of Int y rises 10 anong
users of network services. In order to provide secure
access to network services, user nanes and passwords

FIErB O THIZRWESTRUhent i cate the user logging into a
system providing particular network services. Users

) | kaat i 1 . )
ThEPRACRASAToD PR 1B TR d WS aifloits (ld dobi R devices.
renenber multiple user .. na nd .passwords. ,.Due t.o
M B Rt o i Earion hes B SubRRRC B unSifiedBe,
n 15 and_ﬁassmord for nmultiple applications that
B R, . Nusers choose easy to
remenber passwords, which usually are easy to crack by
Witharsipet growtth adfKinterned fand metwosks; She pdpiilerityaet Interoeirtechnology rises
breaches ot her accounts with the sane user nane and
ampPRs 83eDs of netMeikeekiceetiipsdaus hradduisélre sccetOtbahetAbHaservices,
Net wor ks, renpte access features, and weak intrusion

useP MBERS tan@ pdsBeé8a e VHIINGT aPLhhéMicafe BRSKMPISEMP into a system
techni cal "attacks by hackers. 20 Many hackers are able

pro‘if&iﬁsg %agﬁflﬁﬁteﬁawgﬂ( r&?\ﬁh&g mgrfs %ﬁﬁ} fcﬂé&gﬂe&lérsd! h@&l%’g{ﬂ%sf gach with

cau e users o voluntarrly provi
. Wth thejr sswords and user names. Due to nultiple.
its QB GOREteAURIQH BOpROLTe CaUIg His USGE i i b cppltiple user
password nmanagenent. for system adm ni strators becones
names DRIy @m&mﬁescosmrawms usyally utihige dhq samy user name
forgotten and conprom sed passwords, disabling al
andgesvwerddonmultiié apjdisatiensthatcthpy ogesss. dn eddistempisers aipose easy to
tasks that system adm nistrators need to performin
remember passwords, which usually are easy to crack by hackers. Cracking of one

password for an account breaches other accounts with the same user name and password.

Network setups such as wireless Local Arca Networks, remote access features, and weak

" intrusion protection increase vulnerability of passwords to technical attacks by hackers.

Many hackers are able to trick users by posing as system administrators causing the users
1o voluntarily provide the hackers with their passwords and user names.

Due to multiple accounts and multiple passwords, that users maintain, password
management for system administrators becomes a tedious and sometimes burdensome
task. Resetting forgotten and compromised passwords, disabling all accounts of a

departing employee are examples of tasks that system administrators need to perform in
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1 WD 2004/ 053700 PCT/ SG2003/000114 order to nmanage

WRZHOIFIE0 of exi sting accounts in the system PCI/SG2003/000114

I naccurate password managenent may lead to security

breaches, such as failing to delete a password of a

fired enployee may all ow that enpl oyee to access

network area h i . curaie password
ordfe (S SRl FSHE! of "RlnfiREaCRuERs RO, SRk, Tifourate p

even, 1 f passwords are

correctly npanaged, uWsing passwords. . e f

magRieHERt FEH IS SSARL P RS JLE U Trlel guftsygd of a fred
various attacks from anywhere on the Internet. One %f 1d not

emplogetmay allewy shat emipboxse te Becopppeivark %‘ﬁasc};]laﬁgﬁ‘é‘iﬁlﬁ’*ayee should no
attackers is to use a certificate-based

be Adbehitit dg@idren mechanismwith private keys stored on
physi cal tokens. The process of transitioning from

F ’sgg&g -{p alg.ﬁglw@[ldg hgit b6atdBN midhabak eusine rfaséwards ecdreetly for
ased authentication is a conplex process. However, it

aut. %&af?ﬁliﬁagﬁsei{ga 13 %&w&?ﬁﬁr raBleto vEAGRRabIEESoBainyGisre on the

seclrity “need to undertake. Wat is
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THE | NVENTI ON 15 A net hod_and .apparatus for autonatic
cortifonte-hntelcailicaRoainn meeh sl MG vo R KSRt P5 ysical tokens.
include identifying a plurali tg of appli.cations .
Thageessi bf dranyitioningefroty pasewnrhbingd athentipatianatlq dpken/certificate-
credential container of the user. The nethod may al so
baseGlutidgi@RIArS A BenpleXiRuceas. Howeydruitakia yrawftion process that all
appl i cations accessible by the user. BRI EF

ent%ﬁg%l Rhb Lt TR DROMNGRd® ThRrRkesent i nvention
| |

ustrated by way of "exanple and not Iimtation in
the figu el ﬁ%‘tﬁiﬁp&fﬁ b e i AWhEG Sand! Rth¥hitltcomings of
Wl}altksenq’cg?%recg?}rgéoéfe’ilgg‘l%a e sl rgny‘}’ar el enents. Figure 1
illustrates an exenplary system architecture according
thegiopAd- enbodi ment of the

SUMMARY OF THE INVENTION

A method and apparatus for automatic user authentication are described. The method may
include identifying a plurality of applications accessible by a user by examining
authentication credential container of the user. The method may also include

generating a view of the plurality of applications accessible by the user.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention is illustrated by way of example and not limitation in the figures of
the accompanying drawings, in which like references indicate similar elements.

Figure 1 illustrates an exemplary system architecture according to one embodiment of the

invention;



Mg’

10

15

20

I nvention; 2 WD 2004/053700 PCT/ S&G003/000114 Figure
WORPQ4(953108t es conponents of an Access Agent acc@F%ﬁ?ﬁ”"”’“m“
to one enbodi nent of the invention; Figure 3
illustrates conponents of a Secure Object for
Conveni ent ldentification according to one enbodi rnent
Fl%.flre Dot QN dnibnetsTIfOMr Aocdsd ALt b &r8Rp G0 HRe RE1HoTinkint of the
dentity Managenent System according to one
m@%ﬁﬁgg_l ment of the invention; Figure 5 is a flow chart
a *st artup procedure accordl ng to one enbodi nent of
the _invention; gure an ex chi t.ect .
Fige 3 s ﬁﬁ“&’g?g?‘&ﬁw %fceoﬁm%@ GtiBynih Hshltmigen Meqtification
of the invention;, and Figure 7 illustrates a
aceqsding|te ane embodimest of fhednveptiesent ed to an
adm ni strator according to one enbodi nent of the
Figtre st riflustratean tompondisT Alf LIHEn iRy Siiah ki@t ASysitrh oatcarithg to one
apparatus for user authentication is described. Note

en{blaﬂﬁuédﬁofﬂﬂeﬁn%ﬁ@ﬁl ption, 15 references to "one
enbodi nent"” or "an errbodl ment" nmean that the feature

r ef
F*%ﬁn%rﬁgm £ A Pl o2 o el oG Bbed 23 B mbodiment of the
) f.erences to "one enbodinent” in this descrlptlon do
mvl’?BE‘ Thecessarily refer to the sane enbodi ment;
however, neither are such enbodi nents_ mutually
F 1%|§J§§V@ eyppkEy sychitesteg obisd P@?@%?ﬂg é‘é’s"\‘l?m jacepeding to one
readily apparent to those skilled in the art. Thus,
embhdinpneséthe ip@ntionsemdi on can include any variety of
conbi nations and/or integrations of the enbodi ments
Figies T illipadieh arcdinsolidated directory as presented to an administrator according to

one embodiment of the present invention.

DETAILED DESCRIPTION

A method and apparatus for user authentication is described. Note that in this description,
references to “one embodiment” or “an embodiment” mean that the feature being referred
to is included in at least one embodiment of the present invention. Further, separate
references to “one embodiment” in this description do not necessarily refer to the same
embodiment; however, neither are such embodiments mutually exclusive, unless so stated
and except as will be readily apparent to those skilled in the art. Thus, the present
invention can include any variety of combinations and/or integrations of the embodiments
described herein.

The present invention discloses a method and system for authenticating user via

physicalization of user credentials. Passwords and usernames of a user are stored in a
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The present invention discloses a nmethod and syste
VQRO0HIPHEMt i cati ng user via physicalization of PG@@GZ"UW““H“
credentials. Passwords and usernanes of a user are

stored ina 3 - -------- eI
--------- WD 2004/0 53 70 0O PCT/ SG2003/ 000114 devi ce

deﬂ@cd A4t %ﬂaﬁ@élg{ ﬁeﬂé@etg E&T&ﬁﬁﬁtﬁﬁgoﬁﬁﬂﬁgtmns that the user is

app |cat| ons th user attenpting to access.
attdring be appreC| ated t hat the term "pl ayback", as
%%H‘gﬁg .. means automatically inserting stored

user aut hentl Catl on informatjon_into %F%rgoprl ate
P

It wihbs cppregHded et the term Splaypadkn: aps d@egscgtomatically
herein, nmeans a processing system hosting a Secure

inselting storéd userGohenticetion infermationcatd appropedta tapglications. The term
Technol ogy Introduction to rel ated technol ogy nay be

“cliat phetindg™) abngel héraind higns 9 froceshadsysent Sosiing 4 Becure Object for
i nvention. 10 One enbodi nent of the invention utilizes

Conbenpnerdtifedtgpccess Protocol (SOAP). SOAP is a
message- oased prot ocol based on Extensible Markup
ngr?hg for accessing services on the Wb.
XI\/L syntax to send text conmands using

e odlrretoft i.n ntlo t es
k‘“@h"é&oﬁ‘é&t‘dﬁ% W&’E‘%& o IZsoPge gmhodiments of

is a protocol for accessing secure Web servers. Using

the {fivEPOR.n a Uniform Resource Locator (URL) instead of
HTTP directs the nessage to a secure port nunber

One anttedimdmnofl thea idehtioh tutihizes Swmplee Objeex ehgiesy Protocol (SOAP).
Architecture Figure 1 illustrates an exenpl ary

SOAPGH ial Beésdpe-baded! fOtdcoY badeduh EARnAblestrlAgeDingiafe (XML) for

accessing services on the Web. SOAP employs XML syntax to send texi commands
using HTTP.

One embodiment of the invention utilizes HyperText Transfer Protoco!l Secure (HTTPS).
HTTPS is a protocol for accessing secure Web servers. Using HTTPS in a Uniform
Resource Locator (URL) instead of HTTP directs the message to a secure port number
rather than to a default port number.

Exemplary Architecture

Figure 1 illustrates an exemplary architecture of the invention. An Access Agent 100
communicates with Identity Management System (IMS) 110 via SOAP or HTTPS. IMS
is located on a server machine. In addition, the Access Agent 100 interfaces with Secure
Object for Convenient Identification (SOCI) device 120 via SOCI Application Program

Interface functions. Figure 2 illustrates components of the Access Agent 100. In one
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20 conmmuni cates with Identity Managenent System gl l\/%)

WQ @004{05380AP or HTTPS. IMS is |ocated on a ser $EI/5G2003/000114
machi ne. In addition, the Access Agent 100 interfaces

with Secure Object for Convenient ldentification

(SOClI') device 120 via SOCI Application Program

em!bP& dnf e WeREh QRS 200 FMHIRIeR dnl inYGIERLES WIAER AeNsShe Access
of the Access Agent 100. In one 4 WO 2004/ 053700

AR A PO B 55 8 e

ent 200 on a ¢l.ient chi ne hosting the SOCI... Th .
iniadesgrmoe 4l 02 00st BIoYHES et poer, i o Srad il giogface allowine
210, which provides the end user with a graphical .
managemémicd the| Sudest) Ageniia§metions. ofbet Hecess gent YR mlsosincludes a
functions. The Access Agent 200 al so includes a
dupliakibs ahbdalendtiltkat2dlowshdie abdrows petferm séuplicatige of ahen SOCH,
duplication of the SOCI, description of which wll be

deRPBALE BE WHIGMWN Be faphhreid Méin Ghé EIRRIiAR disbissidit CRB Access Agent
Agent 200 namy conpiise a scripting tool nodule 220,

g

208 B BB E Scfiind R T 226, p i BOYRR I LAY s with 2
200 for managin S rds..for.n licati .

meghRiR (o G VoS R BF SHIEE PRAF GRS (A EHE 0 0% ranaging
10 Agent 200 to capture user behayjor and pla ack

pasgwerdsfor mer eppligations. A suteanedie 23 may &l ﬂ%!g‘g?ff in ) Access
al so i ncludes a session managenent nodul e 230 to )

Agemipllice capaphiuset behayionend ipbayt basi yser evthertecatian figfgrmation. The
system and provi de sessi on nmanagenment control on the

Ac6ésk HentBOM ahe. indndAcs essioAgembganaitrmbdide 2800 replace graphical
controller) 235 ensures a proper startup of the

authGfifR38or GRBHAOth fﬁ%oﬁsﬁ:ﬁl hﬁtﬁgfdvhdm sékbioP Qehndgeivent Bentrol on the
i ent machine. The Access 15 Agent 200 al so incl udes

c
. X h o
g SRR S BB L BRI prope s
60, A Info Ma Nt . 2 fi t
or e AR R e 5 5 PSS f 3 B A HER! 0 Acces
Certificate I\/anaPemsnt Modul e c2'{60 mani.gei d_ata ¢ modul
Agend 200elisa inchidgs pafatamansgement wedulg 4Ua 4y 4pie Hghagfrgent module

240 includes Certificate Management Module 260, Access Info Management Module

265, Configuration Management Module 270 and Audit Log Module 275. Certificate
Management Module 260 manages data related to digital certificates such as parsing the
certificate and generating a certificate requeét. The Access Info Management Module 265
manages data related to application access such as extracting user identification and

password information. The Configuration Management Module 270 manages data related

.to configurable parameters of Access Agent. The Audit Log Module 275 manages

logging of activities of the Access Agent for audit purposes. The Access Agent 200 also
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certificate and generating a certificate request- The

W0 eeP5IMPo Managenent Mbdul e 265 20 nmanages daP&T/SG2003/000114
related to application access such as extracting user
identification and password information. The

Configuration l\/anagerrent Modul e 270 nmanages data

n de@t g dsyfﬁc %Dilaﬂur ac%)}% %Ean%m a’ﬂo'%ccescf’uléA gfa%t ‘and SOCI

e Audi manages

maagcgégeélt et Ig@g})rﬁes g%ge@ﬁgtgoeﬁcé; gengo@?logge/ gg apggrggto gr% the r}cdlovmng
PCT/ S&003/ 000114 includes a synchronization nodul e
disguisioncommuni cati on nodul e 250 and SOCI  nanagenent
nodul e 255, functions of which will also be apparent
Fighroiihizsaafes kh exémnplarydarskitefire 6f thel YMCEacBoidingift anadneisodiment of
an exenplary architecture of the SOCI according to an

the SHPQR AL The HOCPis! ) BaldOMENMHOKER cafdtie %%Eldgsccﬁnaﬁ&fl R user’s

t oken capabl e of being connected to the usSer

corihéﬂpﬂ;tﬁlre Sd-ef“ retddes a%%ﬁ@&#he € &hﬁ 3%@8‘63 TE% ug{apt S8 chip. The

e a srmr card ¢

o BB Db IS B B AR ction

cal cul ations include symmetric key, asynnetrlc key and

desprafaad balopr Comiesraphia calsuldsms iptade spEmetrisHxy, asyamveige key and

all of which are well known 10 in the art and do not
hash elporittens mychf asR Sver DES 23t StdA 1 ahd MBS a1l afwhich erecwélp known
300 includes NVRAMto store sensitive private data,

in thelah 228 QY h¥adequikesy fultier Sibthnaldio Ih Badiies Sthe this 00 includes
RAM 315 to store software drivers and non-sensitive

- NVHAN 18 Uebtea3ntifes pn%’t@fda sadH 98 pHidh K hngtl@lSOCI also includes

certificates, etc. The USB Fl ash contro

Flas@ln 31500000§ ¢ sgiftwéxlged§§xpo maxtng %SsBe #%é[gdata such as user

I"er provi des access

conﬁggr?“t s s i e e S, e USEOBIASh, capieflek 120 is enother

Appl i catl on Interface Functions via which the client
compeRenit @l thec S Thst ¥SBwWilash cpeiradlr) proyides Aseass dsemdhe client

Interface Functions provide high-Ievel
computer, i.e. SOC] host computer, to the Flash RAM storage 315 and the chip 300. The

SOCI includes Application Interface Functions via which the client computer
communicates with the SOCIL. The Application Interface Functions provide high-level
abstraction for SOCI services, such as certificate management, data

encryption/decryption, and digital signature generation. The functions exposed by the

‘Application Programming Interface may be implemented by a SOCI Runtime Library

(not shown). In one embodiment, the SOCI stores its authentication information to be
provided to the Access Agent in a certificate signed by Certificate Authority {(CA) trusted

by the Access Agent. The Certification Authority {CA) is an entity entrusted to issue
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abstraction for SOCl services, such as certificate
WRRHYLOARMP, data encryption/decryption, and di §FFZG2003/000114
signature generation. The functions exposed by the 20
Application Programm ng Interface may be inpl enmented
by a SOCI Runtinme Library (not shown). In one

cer®IRRG JtEing 11 ﬂr%%%#)&h@ EREBvilhS, Al4bIB0 bl 6/kahRBtion requesting the

Information"to be ovided to the Access Agent in a

certificate,signed.b rtifj it Ve :
cerifinet g op GMRTom STafh BB IR ol topether wih
JAuthority (CALis.an tity entrusted to issue 6 WO
Pﬂm}@mfﬂ?ﬁ‘ﬁé’ﬁe‘;h@@@%? toethenticale e B5at es asserting
that the recipient individual, machine or organization
Figneqtidlesiraigs theddentidy Manigement iSysiem (NS 480 ¢t &5 loread opp server
an established policy. Certificates together with '
madhihe/Atdecdt@manicais Rithyhd tlieht thachinS@Rit Hostsahi KOOI acatrding to one
the user. Figure 4 illustrates the Identity Managenent

em erp of MR ifRRkidathel Richf6AMfhaSéineht SSYsud indludes registration

machi ne and comuni cates with the client machi ne that
osts .t ' t iAen Lhe- :
serfifemRlf e HEEREH:Son, o086 FIRIC MTRTaBinitiffion. services
regi stratjon.  services nodul e 41 chroni [ .

o L, Biiend TR PR 2 1 ALy i P A mctudes 2
420 and backend services mpdule 425. In addition, the. .
systemscardgukation mtestage 420 AlOWIRS SYSUer QREFARTS; 1A aSFEs Ay disiration

al l owi ng systemoperators to access adm nistration 10
servéies\inddmckent! faviken dn oo endwodimen the dnterfarsdis et TMHe interface.
interface is an HTML interface. The registration
Thesﬁgiéhﬁﬁén R ides roduld 00 weldedes cooomtt regigirstionatioduie 430, which
nmodul e 430, which registers a particular SOCI with
regibefs 4 PRiictBr SO 6iBdd 1US. Dagt #e80dI ishﬁ%stlei\@, fIRYIMS may start

start” provide services to the user of the SOCI. In
oo R 0 6504 00 BB oot 0
vl i A 0o R od Bt RS o, i e
entegprss 146N SPEIERIND M CAeSFEm AGH 500D S, i AT feedentals

I M5
of an enterprise identity such as user identification and password information. IMS

confirms the information by contacting the enterprise server and upon confirmation, IMS
issues a certificate and registers the user in IMS database. During the email address
registratioh, Access Agent provides IMS with an email address, upon receipt of which,
the IMS sends an email message using the provided email address requesting identity

verification. Once identity verification is received by the IMS, the IMS issues a certificate

~and registers the user in the IMS database.
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confirnms the informati on by contacting the enter se
VQRYMHOSIWE upon confirmati gn IMS i sgues a %T"SGMG:”OOM“
certificate and registers the user in INS database.

During the email address registration, Access Agent

provi des INB with an email address, upon receipt of

ThMgﬁé}g 151 i ]c,énbfge ; ee&aeaﬁseﬁauhegrgg@mzﬁﬁw Snddife 435, update

SS requestlng entity

{et %g]c at Osg{%mp %Eulgég c{nzqcai t L on dufe %ﬁz %lncﬁl%mzes data

re |sters the user in the | NS database

on ostvoeemcon BeiMinsudarte marwémswéﬁtﬂw E%FFWCS% the data. The
servi ces nodul e 415 i ncludes synchroni zati on nodul e

upd3s madudiatid0 updales eoftdereaandl dys romntherBOCE by s witbasling it to the
synchroni zati on nodul e 435 synchroni zes data on SOCls

SOdLE RiatheofienD thathife hbSidghther SRCIst Fofrekahplethe update module 440
conS|stency bet ween the data. The update nodul e 440

ma SRR Epgtitft deﬁ:tc@ss%nféﬁ ForlIthmbBY afpvdieadi 'aﬁﬂlmlstrator-

ttoteSSCI:ISV|atheC|nt machi ne hosting t he

S e

maiineS it PP, SRaaLE %@\g&@%ﬁ‘“&%ﬁ?ﬁ?*gf%%%fn%%%ﬂ%mam

tions m ni strator-, mai ntained cljent

on dBReK Slraeroier Bhee ot o s carBg Boduls 4Soitaes the Common
sensitive information on behalf of users for future

SymewticKygy (GRR) iser ewervied fer 48 agityptien where@dhw@fls are lost and
Symmetric Key (CSK) in an encrypted form In a

dais ist us trécowerablerfeoralahy 80ibkese devicdsptht eaemipte@ ddéat storied inBYIS can be
recoverabl e fromany of these devices, the encrypted

rec@@drad 5}(; QRN CENT G Thd escroRGaydRile Mbﬁﬁeﬁéﬁ:ﬁiw AghdRI445 may
fromthe escrOM/nDduIe 445. The escrow nodul e 445 may

keebecﬁ@ dshe Bf:@é vﬁ?e 2k i 1tBd BinihaF ié%@&’vemmaﬁmﬁss pnvate

ecover a |vate key is provided to

escrow. and t resen
key pFedET? &ﬁ?ﬁj gssvvor rase 3?18.8%%' ééeg rgsneéxgs a Predetermmed

ent i

_ key used to pt user th cation 15
PasPHPiSh RlEROn CokHioan &gaa'pg%ﬁgﬂgmdsta BTl seses authentication

devi ce t hat belongs to the sanme user. has the sane CSK
infosmatipasushaousess ipasswords: Hyeed SOY-1 s viserthat bglpngs to the same user

decrypted by anot her
has the same CSK so that information encrypted by on SOCI can be decrypted by another

SOCI belonging to the same user.

The backend services module 425 includes certificate management module 450 and data
module 455. Certificate management module 450 issues new cerfificates, revokes
certificates and maintains Certificate Revocation Lists (CRLs) for certificate validity
verification. The data module 455 provides other IMS modules with access to the data

stored in IMS databases. IMS database may reside in Relations Database Management

System (RDBMS), directory server or a simple file system. The databases contain
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SOCl bel onging to the same user. The backend service

W ae@3398 | ncl udes certificate managenent noduPQT@§G003"0"“114
and data nodul e 455. Certificate managenent nodul e

450 issues new certificates, revokes 20 certificates

and maintains Certificate Revocation Lists (CRLs) for

m&}ﬁﬁéﬂoh' fRhE S@@I'cﬂ:‘vﬁdés \fﬁz{t'tﬁé Rt SPns, 06h dasariaTOslishiferdma issued

provi des ot her nodul es vvlth access to the data

0 ed n | tab
cefﬁﬁr%?. 8 fﬁ“@%aa%s B s, ABp8E BRREGORYUCES HE b, such as
rectory server or a sinple flle S he
icondba! tRoREeR Arresoy@OROeY DA RS P&ﬁ?ﬁ%@%}%@m
|nfornat|on about SOCI devices that the user
The adtmirdsirationi setviensmbedula @0 insludes u&eeraﬂmlémt@n mﬁéule 460. The
dat abases may al so include information about the user,
uses ddhidgratiap phodudd 4 &halldvirathe tadministertoneiothe Sgdem to create new user
encrypted passwords and configuration data. The
acc%ﬂﬁ'ﬂsn'déiefé‘téx%ﬂng eﬁé@oﬁﬁ@ R erofed0 th Nedettd eBe, UsiRcify users with
adm nistration rodul e 460. The 5 user administration

adrmﬂ% ﬁoé g&h&l&a%%.a{)ﬂﬂ lggfp td da%{:&?xtfso'i el Euli] QccimisS @1 ta@dltlon the

crea € new user ccounts, e exls |ng account

ol ook S e BB T s, g et

.e. email accounts. |n addition, the admnistration

dxsm»uume cagle BavY ks PiFfe L &aHDHE SPHl REINHME keps, eevike gristing certificates
SOCl's before distribution, create new key pairs, i.

andokelyb Germnatiopraf\pablic lmtj«p;wate\kok paiex ingy ibepetfermed 1&:&0@& Public
10 and keys. Generation of public and private key

keyB @&hh Shafiehe f6ref @ hacrifitatenisSicad! tsy INBSbThezes kayificatas) togeier with
be stored in a certificate issued by I M5. Theses

pm%?é’ kdvisisERE LR SOODBANEE uWd D aulichN i€ SOEY Jo M iQbrié to retrieve
can be used to authentlcate SOCI to M5 in order

datzl..olf]rﬁhfdoﬁv emg@ét@s aioﬂg Qﬂte l&ggt & aut@?‘l%‘% lﬁl:&’ B9 authenticate

al so e use enticate

el BB S Bk S -SSR

Th qpﬁg;s{gg];pwr%césggtg plzriTt?(?r(rjn% tglgteenéggd?fsiie %’c%ggs gggntl NE H(TSymay include
processing systems such as conventional personal computers (PCs) and/or server-class
computer systems according to various embodiments of the invention. Figure 6 illustrates
an example of such a processiﬁg system at a high level. The processing system of Figure

6 includes one or more processors 600, read-only memory (ROM) 610, random access
memory (RAM) 620, and a mass storage device 630 coupled to each other on a bus
system 640. The bus system 640 includes one or more buses, which may be connected to

each other through various bridges, controilers and/or adapters, which are well known in

the art. For example, the bus system 640 may include a ‘system bus’, which may be
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v@%ocesm n systens such as conventional personal

RPU083780 ( PCs) and/ or server-class conputer sySTEfR003/000114
according to various enbodi nents of the invention.

Figure 6 illustrates an exanple of such a processing
systemat a high level. The processing system of

corEicgiéﬂ Frofgh BE E&'ﬂﬁ@r 18 %e%: nAGE @xPAIRES S@HSasOd Beripheral component
read-only nmenory ( ROV , random access 20 nenory

610
SEENRSEALD B o SR A S TS b A

ude ne or buses whi ch be ,cannegted t
congleh o tie SUohTISIEGh G P 1| BGSS SEERER FOTIFe G a P more
adapters, which are well known in the art._ For
lnpew(awpute(ﬂ% detices 630 @B BRommPre delayermeunigptien devices 660 to
bus', which may be 9 WD 2004/053700 PCT/ S&003/000114
communieatt ettt tengole) pravessickn ptstmd via@ne oo maore conmxpacaiondinks 665
such as a peripheral conponent interconnect (PCl) bus

ancpd;?(ﬁ Peg?é‘dtﬁ'ﬁ@e Thé DSSVIdes FSORABY BicRide, Mok egarkiple, :5:5' omd)or more of
SO fhe

coupled to the bus system 640 are a

e S

dgevi ces 660 to 5 comunicate with renote processing
au “via one or nore communi cation Iinks 665 and

670 respectlvely The 1/ 0O devi ces 650 cl ude,

The procesterki 400 may, inshude e psBorsconyeniiona) gspe avgm“aeose &r special-
keyboard, a pointing device (e.g., nouse, touchpad, i
purpesgcprbgialmable migtprecessrankdgital Sipealpprocessetsr Psaowplicaﬂon

may i nclude one or nore conventional general-purpose
spe€ilfic S egpirattd 1€irquits pEESICRY, 001 promhinenable rlopicodedsesr PLD), or a
di gital signal processors (DSPs), application
conftiffiohiof shél 88/ @EUhE inlaSdbthiapt ASHES K30 Pla fyﬁh@&ﬁ@ﬁﬁ%h@ or more

| ogi ¢ devi ces (PLD or a conbination of such

devﬂ:%¥ siftabie -F&e %Bﬁ @&E‘nb %TQﬁt«'pﬁp a”Rdﬁ- ‘Fl 11éd§1aﬁﬂ=)f, such as
one Or nore ev sul t e for storing arge
0 olatil e manner, ~sSug

medfRghicr s g cSeRE A A TR B s g

ny of various types of
VldCO Dlslél DVD) or Compac Disk (CB& %ase?f storage or a combination of such

" devices.

The data communication device(s) 660 each may be any devices suitable for enabling the
processing system to communicate data with a remote processing system over a data
communication link, such as a wireless fransceiver or a conventional telephone modem, a
wireless modem, an Iniegrated Services Digital Network (ISDN) adapter, a Digital

Subscriber Line (DSL) modem, 2 cable modem, a satellite transceiver, an Ethernet

adapter, or the like.

10
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15 Video Disk (DvD) or Conpact Di sk (CD) based storage
VB9 280445890 nat i on of such devices. The data PCT/SG2003/000114
comuni cati on device(s) 660 each may be any devices
suitable for enabling the processing systemto
conmuni cate data wth a renote processing system over

Meﬁm%@fc%g; communi cation link, such as a wirel ess

iver or a conventional telephone nodem a 20

Wi rel ess nodem .an | ntegrate ervic | gl t [
wih 55 SSnepiear miad s aeae R bV pEfoh ne Bt
nodem a cable nodem a satellite transceiver, an
StartupePraceduegdapt er, or the like. 10 WD 2004/ 053700
PCT/ SG2003/ 000114 Met hodol ogy Wth theses concepts in
In ofided fernbug fenbs avtontatiealinswherticated or bacls applisation that the user
explored. Startup Procedure In order for a user to be
attediitO iR hicedd, ltie MecORNALEB100 dafrbeca@butingpbh ¢hd user’st inathine, 1e.
the user 5 attenpts to access, the Access Agent 200

clidnf 'Erhaih,ﬁin@?(?ﬁé‘ Saflp Prodddbre ! SAT bE dERFIVedrith réferenéd tRigure 5. At
machi ne. [ h

e startup procedure w be described wt
ference to Figure 5. At 10 ' .
514, BiroreS065 o Ruebed i mRiE e Pretbed SiRhohe TRRGE E e client
machi ne. The sessi on nmana .hodu] e 225 i nt er act
maghiee, el SEIR FRIEEHRTE TORN o5 SNBSS, WP 8y oppiiure of the
handl e initialization procedures. The initialization
opepatgausiewstodradietinitinlzatism mogedyres Thie inidaljzgHon procedures are the
managenent nodul e i nvokes the AA controller 235. Upon
followirg. dl'liez a¢ssiam, miahegeident anodué | iByol@3Sthet ABP @odirelésst 235. Upon

t he session managenent nodule 230 to start a thread,

initVifizedonT e A28 contSBrP36 a5 520 dikdes Bk iseiionmaligementliiodule 230 to
polling thread identifies whether an SCLI is present

| . t i _
start & a]?%aggﬁ%? #?B%%iz {Uﬁ% ofts tdrenB Adtehd %&M&@mgﬁ?[éng thread

not e sessi on management no
idel%ﬁ%s %he?f?‘e? RSB R ptrgs%n ﬁlea%yto% the USRB ports. If the polling thread does

not identify the SOCI, the session management module 230 at 525 prompts the user to
insert the SOCI aﬁd awaits for the insertion of the SOCI by periodicaily polling the USB
ports. If the polling thread identifies that SOCI is already connected to the USB port or if
the new SOCI has been inserted, the session management module 230 displays a dialogue
box prompting the user for a personal identification number (PIN). Upon the user
entering the PIN, the session management module 230 at 535 invokes the SOCI

management module 255 to verify the entered PIN. If the PIN is successfully verified the

SOCI management module 255 provides the session management module 230 with the

operating system login and password information of the user at 540. For example, if the

client machine is running Windows Operating System, the SOCI management module -

11
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é&b&@@g@gt he SOLI and awaits for the inserti on ég&%OSIOOOIM

riodically polling the USB ports. |If "t
polling thread identifies that SOLI is already
connected to the USB port or if the new SOCI has been
i nserted, the session managenent nodul e 230 di spl ays a
258 inadvatid Ehe ROX0RNAFREEME HRRIUSES0 With Windews ®0gin 1D and Windows
i dentification nunber (PIN). Upon the user entering

Pabdiford) Ig 1#(; g@@ﬁ%egﬁ ﬁ@@gwgyﬁaﬂqbgmzﬁgnﬁﬁcﬁgﬁ and password

I nvoke managenent hodul e 255 to verify
the entered, PIN. 1f . .t.he, PIN i.s_succes L yaveshfke
oo BEpP ARG St ol 55 T HEERTY ! ¥ CSOL Banagement
managenent nodul e 230 wth the perating, system | ogin .
madvle B33 svier §OCAT Skt Thn user {1y Ba¥s sgveighperaipg system login
exanple, if the client machine is running W ndows
identificattans gndpstswmrds dnel iBUGE careribeusns mayhsopresentadiwifipa pull down
20041053700 PCT/ S&2003/000114 255 provides the

| eReSE SledRRIRSERIDTRRA| Fasdbrdniior thé ndmest kegion. 42 545 upon

and Wndows Password. |In one enbodi nent the operating

L dantid ; il
det%ﬁﬁi‘n% A‘engg%&n?ﬂgi?%r%g 'l(?%ﬁ tl]%gm% %ﬁﬂﬁgﬂﬁ& dessisi Mafd®ment module

encr and retrieved by the

oL | t I 5 '

23 BT Bar 5 R0 eSO Bl prbE e

AflgS SrochER B Gb RN ERPEE IS g2 G Mg fnierface
the login ID and password for the current sessiaon., At

magnis Alfomvokkstthe spiffenmodnls 248 @pg fha sygcreizabon pofnedq-
password, the session nanagenent nodule 230 inserts

SOdTdnitlgatdopassword i nto the operating system | ogon
procedure. After successful [ogon, the session

In BB 3EBIBRcniREph Snedfion BY dkeSOTea Ustp propemt daatedlinh the flash
modul e 210, .i nvokes the sniffer nodul e 225 and the

megarér,g;g F RRISERET RQxERHE & S&énni%heﬂgei teahécead AQENtIIVOGH Enstalled

I ment upon 1 nsertion of the SOCI, a setup program
on {5 HERLPRTAH TP RRRot TGP R e aBh Bt Oy SRR RELRE the st
program locates the download server to download the access agent installer module. The
setup program may copfain a default location of the installer module. If the setup program
fails to locate the installer for download, the setup program prompts the user for location
of the installer or for an insertion of a diskette or CD-ROM including the instailer
module. Upon installation of the installer, the user is prompted to enter an SOCI personal

identification number (PIN) and password. PIN of the SOCI is distributed with the SOCL

User can change the PIN after obtaining access to the SOCT upon entering the original

PIN. Upon the user entering the PIN and password, the installer transmits the PIN and

password data to the IMS. In one embodiment data transmitted to the IMS includes SOCI

12
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‘ﬁn {’h? client machine. If the Access Agent is not
A2UYBE8%n the client machine, the setup 15 pFE&FEGPo3/000114
| ocates the downl oad server to downl oad the access

agent installer nodule. The setup program nmay contain

a default location of the installer nodule. If the

iden€tibRidd AGhBER rdtiddied frm! MEVEACL bevibdstelk %Eoﬂe?ﬁes SOCI public
downl oad, the setup program prorrpts the user

AR Sl PSR A, O ARE e s

on |nstaIIat|o of the ipst he user
IS B e e o reitiers BT 816wty i YIS gonerates 2
nunber@%qu N). and password. PIN of the SOCI is
neyj eartilignie eadwiransniifre theooprtificig el then Ashensglsetewhichy stores the
af ter obtaining access to the SOCI upon entering the
cerificgie mathe FOCL. TipdMS beyrdar crempt thanG SKheitPh egnddrived from the
password, the installer transmts the PIN and
SOUASSasewekddah@ fuethbhendVpt the) CHIE \enmﬁb nm&} sOghilic key. In one
transmtted to the | M5 includes SOCI 12 -----------"--
emWAiR@RA P0G~ ﬁlﬁflé%?qg/s%g&l&ﬁ d ieféesﬁ%'sgﬂiep ﬁ{red ina
retrieved fromt devi ce properties,
keys encrypted Conmmon Syrmetrl c Key (CSK)
Hrgﬁkregg |1\9| ng the data, the IMS creates a new user
account. a registers the SOCI with the account- The
A“F‘WB“@@ g?‘é%c ionnew certificate and transnits the
certificate to the Access Agent which stores the 5 .
In eng embpdimest ithe sylesomdulerBES jofherdyccasss dgenicifhexachiss in the
CSK with a key derived fromthe SOCI password and
backgrmotiine at #healgpt mbdtandCaid iﬂehﬁﬁ&dmai"k/&’) ginplopbutc champe of password
one enbodi nent, the server's public key is stored on
actiitie® Rid AcBrdsehb poceaiirée in 2 Foms bPAdedels Seriph arKbNRIcesske@pts are
devi ce. Automated Authenticatjon 10 In one enbodi nent

enchypfedSiHd’ di6fea TR E:O@ @i thé WS%E&?S Shirel Mddule 225 captures
executes in the ackground at t ent machi ne and
ope;lfa Etslygtleglsm%gs%rge§ fJ) 10113' a?p%ﬁcaﬁon(s: ha%lagedenuﬁé% ﬁv\‘g r any of the
captured messages comprise user authentication data. If the sniffer module 225 identifies
the user authentication application data for a particular applicatioﬁ, the sniffer module
225 stores the information in the SOCI. Upon identifying the user authentication
application, the sniffer module 225 generates access scripts to be played back when the

user atternpts to access an application requiring authentication information. When the

user attempts to access the application, the sniffer module 225 determines whether an

‘access script exists for the application. If the access script exists, the sniffer module 225

injects the authentication information into the login procedure of the application. If the

access script does not exist, the sniffer module 225 captures the logon information

13
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activities and records the procedures in a form of
VHQ2BUDS3I0; bt . The access scripts are encrypt 63056%920031000114
stored in the SOCI and the I M server. The sniffer

nodul e 225 captures operating system nessages for

various applications and identifies whether any of the

d 67l AR SPALSE &R‘gﬁﬁ&@ﬁf&ﬁ%oﬁ% RRNSOCRER®IMS. An access
ent atg?'?l If t gﬁﬁsani ferem) ule 225 identifies the user

t henticat i | | i on. : o
o IR B PALAL AR P HERE aeniation
o, b REERh PSPt e SR 55 e of the

generates access scripts to be played back when the
applisationatiiedmptons tooclicke efesAm axaape PE ai penesy &t iS prgvided below:
aut hentication information. When the 20 user attenpts
t 0 ageRssScripeASPpinietiplorer.exbie> sni ffer nodul e 225
det e SimesINEhbENaAE="caflors Sx6 41 MitheXlypts "Thoin "t HaSStep
apg}g__oqtng_qplsﬂlgguzggwe access script exists, the sniffer
mody 3 m}ﬁgﬁﬁﬁﬁd‘fﬁwgﬁﬁﬂgati on information
[ ntgtéf}%.%. il&g{, %;Q&ﬂ%% ey the application. If the
C 0
pagie(dNans,

acc es not exist, the sniffer nodule 225
on information 13 WD 2004/ 053700

c
PCTT GErNEIET4  entere t he r and stores the
encr4giosd’ “l’—lﬂlf'rﬁ’i”ﬁﬁf(%ﬁ“’r‘ “‘?‘1‘1\2}’/’%/ Pl_yaeirg'zgnﬁg{r ¢An access
scriBndPignaimmsit VBdE¥a script that contains

i nfolWmdTitlenrConnémdw t o pl ayback aut hentication

i nfroxVEndBirle> sGetvedzibehe/Sewenliobel>vt Usenamehihelatsan

i N Adnee: cAieuNene L aled>nBaswofdlichel> Pgsphordat{Ranswardéabel><New
but p@BwordLabbi>ckNe@Passwhrdlibalnpt lerif Passwaedladsl>soVerifyPasswo
| S Rraysided RSh S Wonect

<ACHE SR BLTR RO ESer RABISID7A SR Misne DIgID/><New
,,NE tig ; F@g%/%m@qu& RIS >k /wnli Qgﬂ;rébp@&SE+e9¢g$EMessage></ﬁ4
el g Bt <RI R e
<PwdFi el dName>

In addition, the access script contains information allowing the sniffer module fo

recognize access points of an application, the class identification of the application,

‘password policies associated with the application, etc.

The sniffer module 225 may also perform a client-side single sign-on, by acting as a
single sign on service upon the user inserting the SOCI and entering the PIN to unlock
.t.he information stored in the SOCL The sniffer module 225 plays back credentials fo a
plurality of applications that the user accesses.

In one embodiment upon identification of user’s authentication data, the sniffer module
225 converts the user’s authentication data into a stronger form of authentication data to

be then presented to the applications that user attempts to access. The conversion of the
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</ PwdFi_el dName>
WR2MPIF| dNanme></ Act i onFi el dNane><| WebSi gnat ufEL/5G2003/000114

<WhdSi gnat ure> <Whdl D/ > <WhdTi t| e>Connect 15
t o</ R ndTi t| e><Ser ver Label ></ Sener Label ><User NanelLabel
>User nane:

autfidnde Sy ARk abaY IePagfoMed LviBfht RS SM& Biing RRrsvvidbigRge. The

| ><New Passwor dLabel ></ NewPasswor dLabel >
smg?\_égx%x'?@/lg 2%% %Sgle%g%gaf /I{M%&P ﬁ*iélzvgpd b§ %@i*ﬂgl afpha—numeric characters

. to</L ><Ri ></ Ri <
nt p@&s&}é&wx%g}glgtté thc/eﬁld %rilgthset &si:??%;gs%o[r]d. h%/ s?u< erenrula\t%ﬂe 225

Passwor dDl gl DY ><CkBut t onl DY ></ WidSi gnat ur e><ASEvent ><M

canglsn generatyl a asednye pasywasik e he>utdizzdgRos ises awhagRatips purposes
</ ASMet hod> </ AccessScript> In addition, the access

inst8ad othe osnt achusen phsswonrt ioensalk hiytien gedunity kavelsf Ehie new password
nodul e to recogni ze access points of an application,

is ghiRatel Base ¥l 8OLfidiraé cARnA subin8s BRRhintMhA! RAgth, &Othe inclusion of
password policies associated with the application,

specéqftdlcgl}]aghgﬁ:rgnﬂ E&ﬁilﬁgﬂ,dﬂﬁle estl%ﬁger%na&is&tﬂé{tfcgﬁ& .@atal can be digital

e single sign-on; by acting as a sing

I on.service uponh the user Jjnserting the S and ..

certgAEs: T AHECHh RECL o AGATIER: oF FRhen o0 PRATICANE G5 @oplication can
the SOCI. The sniffer nodul e 225 pl.ays back .

be perfogmad by Wthes Accesy peation M- Thip s dars K suppixing; ppth the old
user accesses. 30 In one enbodi nent upon

passvdad tantl; thatrieyn pessvepsd to shaapplésationaOnon thaepplication accepts the
sniffer nodule 225 converts the user's authentication

chaijftt #ndi iBavage 6f thenger pdsowoendo A caess Hegunt odll istite detewt password in
be then presented to the applications that user _

the ﬁzﬁh%’fﬂio‘ﬁﬂ%@raﬁ@ﬁ@ﬁﬁ& cnzgﬁtéalg?/ﬁfesﬂlm. Phe bhifer Jod2 225 may also
2004/ 053700 PCT/ S&2003/000114 authentication data nay

req#ﬁem b Bl Ltlard Bing'S hivEEIKAY SBHBE §n HRSGPRTGE stronger

form can be used for user authentication purposes instead of user’s password if the

application is converted to used public key authentication mechanism. Once again, the
procedure of conversion of user’s password into a stronger form of authentication
credentials may be performed without knowledge of the user. By configuring the Access
Agent to periodically and automaticaily perform the above procedures, user credentials
will be more secured, hence they are fortified.

Data Synchronization

In one embodiment the user authentication data and access scripts are stored on SOCI and
on the IMS server for a backup. The data on the SOCI and IMS server is identical, unless

during one of the update sessions by the sniffer module 225, the server was not accessible
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- iLffer dul e 225 can generate a | onger passwo
‘iﬁ&%qﬁ‘g’sﬁﬁgha-numri C chgr acters int ogt heppassmgga%%mmmﬂm“
for exanple to the end of the user's password. The
sniffer nodule 225 can al so generate a random
password to be utilized for user authentication

duePfok RR&EAPleDtd 186 BRHetOorlt Bnrié6EIn BetRES Eit (IRAS WRLKInE @nd the IMS
ensure higher security |levels. The new password is

) . € nel . .
serdi &1 %?eeﬁéﬁ onfe %Qﬂ%f Ws Iﬁ%cgaﬁ%q Whed 1H4! ‘&Fﬂ‘ﬁﬂfz@? a duplicate

m ni maf ngth, or t specl a

aracters. L.n. ption, .the str er formqf o
SOGTalig afs etifinahSRCI 58 B el apf B} Bis wor anthontication
private keys, etc. The request for change of passwords
data.dln; one eppedimgnt, ol hgecasds soredoimihe %Q%Eiﬂpﬁ J&&é@’@grsare time

Agent or IMS. This is done by supplying both the old
starfifech aléeming dha syndhneniraionpasdule 245t to ddigmang whetier SCI or IMS
Once the application accepts the change and is aware
ser®k inbRidee Wh SO Iddta. ACP@S defgliiing the Fdcatién tdfetieeNtest user
password in the formof configuration data encrypted

auﬂ%gt:%lg)rn % D SyrhiddiBfiof R 245 upBMe@liRQiatd RAMREE identical

igital certificate using a private key

sloped iaﬁﬂ'}ehﬁca d’a%:a.-rolgli §Oéi El%pﬂﬁé seltv%f.m can be used
fl enti catl

coneSrOfﬂgeér au on” purposes i nsteéad of user's
password if the 15 licatiqQn is converted to used ]

In QRGISFIROIRBSRIIE SRR PEMNSHIR GHA s pe e %rgéﬁer?ﬁ%@achme as
procedure of conversion of user's password into a

softwarenHernf SPFL oflevder Hematcavailghle, &édmﬁ WAy Fgpegethe stored
performed w thout know edge of the user. By

auiheatitdtipnr datg frdre tAe dMS seAgentpom deevnloadiing lihey userdauthentication
automatically performthe above procedures, user

infoe@GsMol the Slieidinhdchhe, te e walsaded datahencke tfabyahe Access Agent
fortified. 20 Data Synchroni zation In one enbodi nent

in 2 e oHS&scAd@REcati on data and access scripts are

stored on SCCI and on the | Ms server for a backup.
i g 308 g o0 PSR o oY Al S0t s
by n %gagg%&;uggn%é% Lo O%i%gé@ﬁﬁston é rgp‘i&%%{sfajp lﬂ?e n%\?d one 1s
encrypted and uploaded to a server, which may be the IMS server. The original SOCI

exports the CSK encrypted using the new SOCI’s public key. The new SOCI downloads
the encrypted CKS. Once the encryption key is acquired by the new SOCI, the encrypted
authentication data is downloaded from IMS to the new SOCI to be decrypted utilizing
the encryption key. The new SOCI is therefore able to access the same information as the

original SOCI, and is said to host a cloned credential container.
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due for exanple, to | ack of network connection between
WR2004[05810 nachi ne and the | MS server. Also, tReT/§§e3/000114
on the server nay be updated when the user utilizes a
duplicate SOCI, causing the original SOCI not to have
the | atest copy of the user authentication data. In
the records stored in the SOCI and

one.. enbodi nent,. al.l
Puﬁv@’g‘aﬂf ey puthenticallon, »ned al | owi ng t he

synchroni zati on nodul e 245 det er m ne .whet her , SOC| .

Tn obe lenbodiamictt TheIAYERion, ROl SSTIdraPaPIGREE Koy paics to be
determ ning the |ocation of the |atest user ]
regiteréd mtitbcaCenificate: Anthonidy of AEN. Siticziasued reerifipgiceany key pair are

updates the data to ensure identical copies of user

stofedt hemd SatGTonVEE! #hedhooe¥s! Agak dbScis eawv epplidationntbat has been
enbodi nent, the user authentication data may be stored

. e : th
co sﬂ.laeto.(:érhI%g% pgggt? r(gjgsl 5% usdOadRéhinalien, thé Ad0essAgent directs the

Ice is e, the user may request the

d h i.cat. | . e

sOf i pefaff it RL0S o Rl cifisq 4P PRliHiion Iivide the
th lient hine, the d | oad . b

o DTG 15, B SN e e I SRS o

addition, the data stored at the I M5 server_ nmay be
appliostivio axl ey tusera Thev$@Obhas physicaldtampsr-gieof fgatytes 1o epsyre that
information stored in the SOCI to be replaced by the
privi@keyart aot ehasedplrednaanbofimeatite mrivate leyrmay be hipingd into the
may be the I M5 server. The original SOCI exports the

h’%@ﬁs@ﬂﬁgaﬁ{@%ﬁﬁjmﬁg new SOCl's public key. The new
o OLI downl oads the encrypted CKS. Once the encryption

In (l)(n%yeﬁxié notd?lglg#:ag b B¥atbROFIRNS REY candd e @hgeHRia8En system to utilize

aut ata 1s downl oaded fromIM to the new

privsﬁ%;pwtél% %@%&?\ﬁ (rjoukJ bid é)gskﬁl?lg u?&sth'aﬁl GM% RE R cie. Due to

erore 0 access the sane

- information as the _original S and is,sali t
utomeoo R ETRIPE e SRESIRES B0t B Aot b Syt oaidh method

PCT/ SG2003/ 000114 Public/Private Key Authentication
employed as long as they are provided with the desired application access.

Manual Creation of SOCI Contents

In one embodiment the user authentication data is downloaded to SOCIs from a database

manually created by system administrators. System administrators create user name and
password data pairs for each user of the system and store the authentication data in a
database that may be stored at 4 server or at a corresponding computer of each user. Upon
the user connecting an SOCI to the user’s computer, the authentication information from
the database stored in the usr’s computer is downloaded to the SOCI. Alternatively,

system administrators download the created authentication data from the database stored
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ne enbodi nent of the invention, SOClIs include

In o
WRBPHO5HPvat e key pairs to be registered wt hPgT/SG2003/000114

Certificate Authority of IMS. The issued certificate
and key pair are stored in the SCLI. When the Access
Agent detects an application that has been 5

| rick 1 QYHith@ing $TIs to the users. and upload
at%ﬁﬁ%%ﬁ?%g??%ﬁﬁ%m%?ss Agent di rgcts t he eslaelrsto P

perfaorm.crypto function . ' I e the

the &Fﬁﬁ%@g%egﬁ%tgnﬁ Otfec%r{?gp&u%smb? #rte %ﬁg%:égess. The

. private key is _stored in the SOCI and is not provided

Single Afpinigsativye ¥io"on or any user. The SOCI has physi cal
tanper-proof features to ensure that private keys are

In onetersteidenerddthe spndmenizsthodmadeie of Hie peeynHeeniaiplpads gpedentials
burned into the 10 chip of SOCls during

of dIPspiflRefiotsi thet tht Rs@nsee fbadilrantr a8MCT te ttha IMiSstoodnsineBhat the

may cause the authentication systemto utilize
P hUahs ieblates: Sy ARhOARMbA Akt THeeideNShiaNnedaleSof IMS (not

i
el ng aware of the change. Due to automatic user

o) AR AR P L, P00 B 800 Bl of

as long as they are

rovi ded with . the desired .application access. 15 ..
IVl SO B e SRR BRESh AR RESEN Bl iion dheut cach
user authentication data is downl oaded to SOC;L,S froma .
appHeatithatie annagromistiptosr of User HFYHe®: B AFIYSSS ¢ Fagreiose, a single
System adm ni strators create user nanme and password )
consalidatgdaises directoxyacin s ereatsfl thifeconyainensea nuthenBeaionhiaformation
aut hentication data in a database that naybe stored
acr¥k 2ApRedlie lof Apphdatians, IFigefPD itlismatasoarpodselidaitd ecktory view as
user. Upon 20 the user connecting an SOCI to the

preééﬁfeﬁ'(}ﬁ tﬁtﬁ%ﬂhﬂt& REcRHiAaR ldne *hdbABithdi OF B in@entiom Mirectories
the data

ase stored in the usr's conputer is

d I . ' . . .
o SRR AP P o b BEn sl Pttt s
R 5 o 05 e SRS g o ot

SCCls prior_to distributing SOCIs tqQ the users. and
applipritions| paccessible by a single uscrq In one embod?ment, the adm?mstrator can

-~

remove individual user directories and effectively consolidate them into a single user

directory.

Utilizing the consolidated directory the adminisirator is able to remove access to some or

all applications that the user is accessing. For example, when an employees leaves an

organization, the system administrator may view the consolidated directory of
applications of the employee, which shows applications to which the ernployee had

access. The system administrator, using the consolidated directory, may revoke all
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the created authentication data to a corresponding
VR204{083708 ach user. Single Administrative View PRIGHE003/000114

enbodi ment, the synchroni zati on nodul e of the Access
Agent uploads credentials 5 of all applications that
the user uses fromthe user's SOCI to the IMS to

s - -
accgﬁltﬁﬁ b ﬂ{er@ﬁ}?ﬁgg@edb WRebie R fbeadté}hﬁtﬁalllysa%gesls I\%CI% %%% cation

ent | cat ata. The identifier nodulé o

S identifies a i [ r accesses and

to ‘f’ﬁghm@?eéa‘ ng%’%g |h§§ 6‘?‘;% kfh@ 5 fo] 5&?%%@ %{’ Wg L%‘n ot shown)
organi zes the up) oaded i nformati on .and presents )

The @P#&ﬂosﬁﬁ alse) Fé{ﬂeeta@ﬁeat%ﬁiﬂr iageauntsin@agphgations and direct the IMS
adm ni strator of user's system u&gn_re_quejst Therefare,

to ereaf rageunty i applitdtivas cadisiect ahthecticglign dafpripation @dtthel newly
that contains user authentication informati on across

crefted ladedintd intofthappki’ s airédential Eorgainer ftoirdd vatthatsesvea Once the
consol idated directory view as presented to the

inf@eiation Sk rsdred ACAR' Slefbhild) QWRGIRFDAH MRIabssOfA pbie downloads the
Invention. Directories of each individual application

. . I- .

inf R o ARE 1o o RRE ALYt SEGHER ERIABI InBAEB P o Access
consol.idated directary of .all the applications

AR Qi e By BloRd Gt 9 frtdne RO SeAed MERunts.
adm ni strator can_ renove individual user directq iﬁ,ﬁ

Theadrletionsand; gddition elones BreRiés WAY beinsHgrmed ﬁngéﬂa%‘& ough an
‘directory. Uilizing the consolidated directory the

intesfdos piovidedttorthé sdmbrlistrator. Teoviesrfaccwey frompoths asiminisirptor for
applications that the user is accessing. For exanple,

useMoL Ris@d dphpptieaton @avgpliamion? Gdaitifntidgatandndirddiehe system fo
system adm ni strator nmay view the consol i dated ‘

rem@ié SF 208 ¥hObpRPdd B! RRSuBE. khAidHa, AHe theﬁﬁléecﬁlaﬁ gﬁlﬁﬁlpt the

applications to which the enployee had access. T

. il o y _ < et
L Y P
PCT/ SG2003/ 000114 accounts of the enpl oyee by

UpOR s SRRy the I MS to automatical |y access each

application
Session Challenge/Response

In one embediment, ihe sniffer module 225 of the Access Agent detects that a web page
that a user is attempting to access contains embedded XML tags indicating that the
application requires strong authentication through Session Challenge response. The
sniffer module 225 contacts the application server to present a certificate. The application
issues a challenge to the Access Agent, requiring the Access Agent to digitally sign a
random datum with the pﬁvate key. The Access Agent signs the datum using the

information stored in SOCI. The applications returns a session identification to the sniffer

- module 225 allowing the user to access the application.
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to_which the enpl oyee had access to and revoke
v&@@@ﬂﬂ§§mBThe ggniﬁistrator is also able to crekpzﬁcmM&mmnl4
user accounts in applications and direct the IMS to

create accounts in applications and inject

aut hentication information of the newy 5 created

- It |iiCeaspprediated thah @sat athenticatipaanfonabiion dbes methasé @ edstored in a

on the server. Once the information is stored in the

hatdRRERIkeR] sucANisS0e,; bﬁtﬁﬁaﬁé%&%d%%ﬁa@%@'l@@ﬂéd b8 server. In

|nfornat|on storlng it in‘the user's SCL and

ada‘ﬁgﬁg’l %é btehaegvﬁwcf ego%bl?rﬂa fl%%t{b o ac Zaglgnt%%gﬂﬁ%t ced to be
created accounts. i The del etion.and addi.tj opn of us
CO%V@efs@rﬂflgo e fUBRESs e Farpy Rf A HDERSIcaEPR A0dy OFig glﬁ%ﬁuﬁlfsﬁcam

interface provided to the admnistrator. The interface
infomyation sapbe phwed badkbsthe spidter pdula @S or users and
application or applications identification and direct
Thiod)a msthod and apparsn® e ey adbedtivatiaphavd beetl desaibed. Although the
accounts. In addition, the interface nay pronpt the

predditimVeptibR has bée%rdegéi’iﬁddsﬁﬁh RS - Hect LRhPlAR leh®Odiments,
to be inserted into user's dlrectory upon its

it @IP o0 ?’3‘5 RE \akiBls SGLEERRGS "RP Uk "yl e made to these
| emﬂ%%ﬁl@éé Stont ﬁm&%&éﬁe aldth%%ﬁ %@ S50 apd sl PTithe, ilefion as set

appl i cation reqU|re trong aut henti catjon thraough
foriban dhe,plaips A saplinglechs spectication @ﬁ.qtmngﬁasﬁﬂ%bez@garded in an
contacts the application server to present a
illusieativiefsesatratherthen a petficiicisomse20 | ssues a chal | enge to
the Access Agent, requiring the Access Agent to
digitally sign a randomdatumwith the private key.
The Access Agent signs the datum using the
informati.on stored in SOCI. The applications returns a
session identification to the sniffer nodule 225
allowi ng the user to access the application. 19
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WO 2004/ 053700 PCT/ S&003/000114 1t will be
VERPPHA5AT08d t hat user authentication |nfornat|oﬁca@@§mmmmM14
not have to be stored in a hardware token, such as
SOCI, but maybe stored in a database Iocated at a
server. In addition, it will be appreciated that user
aut hentication information does not need to be
CLegpierted into a stronger form of authentication and
original user authentication 5 information can be
played back by the sniffer nodule 225. Thus, a nethod

%} Eﬁ‘g&fl fus for user authentication have been |
escr | Al t hough the present invention has been

described wth reference to specific exenplary

enbodi nents, it wll be evident that various

nodi fi cati ons and_ changes may be nade to these
enbbdh MSHS SIRMEIRG: departing from the broader spirit
and scope of the invention as set 10 forth in the

cl aid mecopldialigy 9f apphicatsme ecddssiblel tym ased byl easviingg
are to be regarded in an illustrative sense rather

authdnéivation @sedential coneais@ S ehe ROr;\46U 2004/ 053700
PCT/ S&2003/ 000114 CLAIMS What is clained is: 1. A

5 et hodaGaRRNIS BPiheipigalih ofapHliGubhsi@kiditle ® the user.

oy applications accessible by a user by exam ni
J aut hentl cation credential container of the user and 5
generati ng a view of the plurality of applications

ohcEor n Vi et 5 SRE 1 aientin e e ds 7 Sergligaieg dirpgory of the

I urality of the applications. 10 3. The nethod of
Pl“rélﬂé(Qflﬂlle#RHhFﬁ‘@?nsconprl sing renmoving access to an
application fromthe plurality of the applications by
utilizing the view of the plurality of

10 3. The method of claim I finther comprising removing access to an
application from the plurality of the applications by utilizing the view of the plurality of

the applications accessible by the user.

4. The method of claim 1 further comprising:
15 | creating a user account for a new applicationt to be accessible by the user
atilizing the generated view; and
injecting authentication information of the user account into the

authentication credential container of the user.

20 5. The method of claim 4 wherein the authentication credential container is

stored at a server.
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pplications accessible by the user. 4. The
‘%@%‘?ﬂfgﬁp further conprising: 15 creating a usgﬁyst&gosmemu

account for a new application to be accessible by the

user utilizing the generated view, and injecting

aut hentication informati on of the user account into

t he 6.aut HErtmhethbd oficlaine A eviterreih tioorehauivivgy is pbrivimeedumsomatically.

20 5. The nethod of claim4 wherein the authentication

credential container is stored at a server. 21 WO

2004/ 053700 PCT/ SG2003/000114 6. The nethod of claim

3 rei ' - 7 .

Th‘é“‘zﬁe ) hg’t&{eflﬁethﬁﬁ%f’ b hg@?ﬁﬁ@%&;&%ﬁgﬁ@%{ﬁ@é&% is performed

accou is perfornmed automatically. 5 8- The nethod
automalicakiyn 4 wherein the creating the user account is

performed manually by an adm nistrator. 9. The nethod

of claim4 wherein the authentication information is

injected 10 into a hardware device of the user. 10.

The 8ret hdthe afiethddoheldint 4 mthleein dengreatimigrthe nsmavdéongt is performed

i ndi vidual user directories for each application of
manb@hPbypamhdhinisfatdrhe applications accessible by the

user. 15 11. An apparatus conprising: an identifier

nodule to identify a pI urality of applications

accessi bl e by a user exam ni ng aut henti cati on
cre ent| r .of , the r: ener at or.
g€ner &?lﬂlt%g?lﬁ{emgll iat 681;‘05516’& %’L\‘@ tb(ﬁ:gls injected

essi bl
mto a %ardware gewcc of the user.

10.  The method of claim 1 further comprising removing individual user

directories for each application of the plurality of the applications accessible by the user.

11.  An apparatus comprising:
an identifier module fo identify a plurality of applications accessible by a user by
examining authentication credential container of the user; and

a view generator to generate a view of the plurality of applications accessible by

the user.

12. The apparatus of claim 11 wherein the view is a consolidated directory of the

plurality of the applications.
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the user. 20 12. The apparatus of claim 11l wherein the

WO 20940530 consol i dat ed directory of the plural PEY/S6R003/000114
the applications. 22 W 2004/ 053700 PCT/ S&003/000114

13. The apparatus of claim 11l further conprising an
interface to assist in renoving access to an

appl TiAphaRids' 07 0latd g 1 Flikth&! dokprng d?ﬁn&l?ﬂalr:]é ©Akskighs Bioving

utilizing the view of the plurality of the

L [ ONS,: ac i b] . .
oGR8 10 SF R ATR TSPty of heshBlicaing by ilipg the vigw of the
to,.,assjst in creating . user account for a new
Pl‘gﬁhmgﬂ?%ﬂ?l@ﬁtl%‘éaﬁ%@ggﬁw CRY¥eh he user utilizing the
generated view and injecting authentication
i nformati on of the user account into the
aut hentication credential container of the user. 10
154. Pz apparatuaiofi slaire i fishergomeiing dndnterflentol Ayistnig caeating a
plurality of applications accessible by a user by

exanjsel Rfourd ekt S5plicafior iEBeaick&ible By tirivder uillizihf e
user; and neans for generating a view of the plurality

of ag%ﬁérhﬁé%e%éncﬁﬁfe%ﬁﬁé %ﬁeﬁﬁca&iﬁﬁ iﬁi%ﬁ{lation:'cli_[r KPuse? account into

the authentication credential container of the user.

15. An apparatus comprising:
means for identifying a plurality of applications accessible by a user by examining
authentication credential container of the user; and

means for generating a view of the plurality of applications accessible by the user.
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