METHOD AND SYSTEM FOR AUTHORISING TRANSACTIONS

Technical Field

[0001] The present disclosure relates to a computer-imgiéed method and a system for
authorising transactions, including in one or mesamples, to a computer-implemented

method and a system for authorising transactiomg usometric authentication.

Background

[0002] Financial transactions may be conducted with cashn a cashless manner. For
example, at an electronic transaction device, sagha point-of-sale (POS) machine, a
financial card may be used for making paymentseatstof using cash. Recently, mobile
payment and mobile transactions have also beenlapede whereby a mobile computing
device, such as a mobile phone or smartwatch, earséd to make payment or other types of
financial transactions. This may be conducted hy,, eusing a mobile application for

conducting financial transactions installed andcexieg on the mobile computing device.

[0003] While cashless transactions are being used magedrdgly nowadays, concerns have
been raised regarding the security of cashless @atgnFor example, it has been known for
card holders to suffer financial loss due to unausied use of lost or stolen bank cards.
Users of mobile payment systems are also at riskyofattackers targeting the mobile

payment system and stealing the user’s persorahiation.

[0004] Various techniques have been developed for enhgnitie security of cashless
transactions. For example, when conducting a tdiosausing a financial card on a point-
of-sale (POS) machine, the card user may be ratjuoeinput a Personal Identification
Number (PIN) associated with the card to proverth@entity. Many mobile payment

applications also allow the user to set a passwoRIN for authorising transactions.

[0005] It has been proposed that biometric authenticatechniques may be used in

authorising transactions, e.g., by comparing capturiometric features of a person with



stored biometric template associated with the owoiethe financial account used for the
transaction. This approach has been considere@ teburer than password-based or PIN-
based authentication techniques, as the biometatufes of a person are generally more
difficult to steal or forge by a third party.

[0006] However, transmitting a person’s biometric templater storing it at an electronic
transaction device, such as a POS machine, mayttedloe risk of leaking the person’s
biometric template, e.g., to an attacker sniffing ata communication to the POS machine.

[0007] It is desired to address or ameliorate one or nwsadvantages or limitations

associated with the prior art, or to at least pteva useful alternative.

Summary

[0008] In a first aspect, there is provided A device cgmfed for processing transactions, the

device including at least one processor configtwed

receive, from a payment device, one or more paymedentials and at least one

device address of a companion device associatédthdtpayment device;

establish, a wireless connection with the comparmlewice using the at least one

device address;

receive, via the wireless connection, a biometnihantication result from a sensor of
the companion device, the biometric authenticatiesult representing a result of
verifying a user’s identity by biometric authentioa; and

processing a transaction request based on theranere payment credentials and the

biometric authentication result.

[0009] In a second aspect, there is provided a data-pocamplemented method for
processing transactions, the method including tiagssof:

receiving, from a payment device, one or more payrnoeedentials and at least one

device address of a companion device associatédiétpayment device;



establishing, a wireless connection with the congadevice using the at least one

device address;

receiving, via the wireless connection, a biomeduthentication result from a sensor
of the companion device, the biometric authenticatiesult representing a result of

verifying a user’s identity by biometric authentioa; and

processing a transaction request based on theranere payment credentials and the

biometric authentication result.

[0010] In a third aspect, there is provided a payment aedonfigured for processing

transactions, the device including at least onegssor configured to:

transmit, one or more payment credentials and aitlene device address of a

companion device associated with the payment dearu

transmit, via a wireless connection, a biometrithantication result from a sensor of
the companion device, the biometric authenticatiesult representing a result of

verifying a user’s identity by biometric authentioa.

[0011] In a fourth aspect, there is provided a data-psmresmplemented method for

processing transactions, the method including tiagssof:

transmitting, one or more payment credentials anldast one device address of a

companion device associated with the payment deaiue

transmitting, via a wireless connection, a bioneettathentication result from a sensor
of the companion device, the biometric authentocatiesult representing a result of

verifying a user’s identity by biometric authentioa.

[0012] In a final aspect, there is provided a non-tramgitmmputer readable storage medium
embodying thereon a program of computer readalsiguctions which, when executed by
one or more processors of a payment device in carngation with at least one companion
device, cause the payment device to carry out dadefor processing transactions, the

method embodying the steps of:



transmitting, one or more payment credentials anldast one device address of a

companion device associated with the payment dearu

transmitting, via a wireless connection, a bioncetwithentication result from a sensor
of the companion device, the biometric authenticatiesult representing a result of

verifying a user’s identity by biometric authentioa.

Brief Description of the Drawings

[0013] Some embodiments of the present invention are riedter further described, by way

of example only, with reference to the accompanyirayvings, in which:
[0014] FIG. 1 is a schematic diagram of an example ofstesy for authorising transactions;

[0015] FIG. 2 is an exemplary working flow for authorisitignsactions implemented by the

electronic transaction device 110 of FIG. 1;

[0016] FIG. 3 is an exemplary working flow for authorisitignsactions implemented by the

mobile computing device 130 of FIG. 1;

[0017] FIG. 4 is a schematic diagram of another examplehef system for authorising

transactions;
[0018] FIG. 5 is schematic diagram of a payment netwoik /1440 of FIG. 1 and FIG. 4;
[0019] FIG. 6 is a detailed exemplary working flow for laoitising transactions;

[0020] FIG. 7 is a schematic diagram of an example oflect@nic transaction device 110 /
410 of FIG. 1 and FIG. 4; and

[0021] FIG. 8 is a schematic diagram of an example of hil@omputing device 130 / 430
of FIG. 1 and FIG. 4.

Detailed Description

[0022] Described herein is a method and system for awingriransactions using biometric

authentication techniques. In the provided systauthentication of biometric features of the



user is performed on an electronic device refetoeas the “companion device”, rather than
the electronic transaction device (e.g., a POS maghThe result of the biometric

authentication is then sent by the companion detice¢he transaction device, e.g., via
Bluetooth connection. In this way, the biometrimpdate of the user does not need to be
transmitted to or stored on the electronic transaafevice, which enhances the security of

the transaction authorisation process.

[0023] In this disclosure, the term *“electronic transactidevice”, also referred to as
“transaction device”, is intended to include vasoelectronic devices that can be used to
perform cashless transactions. Such electronisacion devices may include, e.g., a point-
of-sale (POS) machine (also referred to as a P@8S8irtal), an automated teller machine

(ATM), an automated ticket machine, and any othéable payment acceptance devices.

[0024] The term "user" is intended to refer to a persorewtity wishing to conduct a
transaction at an electronic transaction devicehsas a point-of-sale (POS) machine, by
using a financial account, e.g., a financial act@ssociated with a bank card. The user may

also be referred to as the “card holder” or thetamnt holder”.

[0025] The term "user account" is intended to refer tofih@ncial account used by the user

in the transaction.

[0026] The term “card”, also referred to as “financialdaor "payment card”, is intended to
include various cards issued by banks and othandial institutions that can be used to
perform financial transactions, including but notited to debit cards, credit cards, and other

suitable payment cards.

[0027] The term “transaction” is intended to include vasdinancial transactions that are
associated with user accounts and that can be ctawlthrough an electronic transaction
device, including e.qg., bill or fee payment, casthdrawal, or account balance check.

[0028] An example of a system 100 for authorising transastwill now be described with

reference to FIG. 1.



[0029] The system 100 includes an electronic transactewicd in the form of a point-of-
sale (POS) machine 110, a financial card 120, apammon device 130, and a payment
network 140.

[0030] The POS machine 110 is in communication with thearicial card 120, the
companion device 130, and the payment network IeEpectively, via one or more

communication networks.

[0031] In this example, the financial transaction is ampagt transaction, being conducted by
the user 150 at the POS machine 110 using thedialarard 120. For example, the user may
insert the card 120 into a card slot of the POShim&c110, or swipe the card 120 through a
card-reader of the POS machine 110. In some othbodiment, both the card 120 and the
POS machine 110 may have a Near Field Communic@BC) module, and the transaction

may be initiated by the user presenting the camd dase to a NFC sensor of the POS

machine 110.

[0032] The companion device 130 is a device that can parfuometric authentication of
one or more of the user’s biometric characteriststeeh as one or more of the following:
fingerprint, iris, and face. In this example, th@mpanion device 130 takes the form of a

mobile device, e.g., a smart phone device.

[0033] Bluetooth is a wireless technology standard forexging data over short distances
(using short-wavelength UHF radio waves in the 18&hd from 2.4 to 2.485 GHz) from
fixed and mobile devices, and building personaharetworks (PANS).

[0034] In the embodiments described herein, both the P@&ime 110 and the companion
device 130 include a Bluetooth communication moddde performing Bluetooth
communication. In other embodiments, it should pereciated that other forms of wireless
communication can be carried out between the PO&hima 110 and the companion device
130. Examples of the other forms of wireless comigation can include, near field
communications (NFC), WiFi, Zigbee, and so forthsbme embodiments, it is possible that

Bluetooth is a primary form of wireless communioatbeing used, while the other forms of



wireless communication are used as a back-up ealuti the primary form of wireless

communication fails.

[0035] The Bluetooth address of the companion device $3adred in an internal memory
of the card 120, and is sent from the card 12(héoROS machine 10hen the user 150

initiates the transaction at the POS machine 1lifiguthe card 120. Alternatively, the

Bluetooth address of the companion device 130nsfsem the companion device 130 by an
application (typically a payment application) exioeg on the companion device 130 when
the user 150 initiates the transaction at the PGfhme 110 using the card 120. The
Bluetooth address of the companion device 130 negdnt to the POS machine 110 by

wired or wireless data communication, e.g., NWAGKi, Zigbee, and so forth.

[0036] In some embodiments, multiple Bluetooth addres$esspective companion devices
130 are stored in the internal memory of the c&@. In those embodiments, if a connection
attempt using the first Bluetooth address failshsgguent connection attempts are
subsequently carried out using at least one ofthkiple Bluetooth addresses of respective
companion devices 130. It should be noted that ¢hiers for situations where back-up
companion devices 130 can be used when a primanpaoion device 130 has failed or is

not available.

[0037] Using the received Bluetooth address, the POS meachilO establishes a Bluetooth
connection with the companion device 130.

[0038] The companion device 130 then invokes a biometrihemtication process to verify
one or more of the user’s biometric characterisiicbe biometric authentication may be

performed by:

capturing one or more biometric characteristicshef user, e.g., one or more of the

following: fingerprint, iris, voice and face; and

comparing the captured biometric characteristicth whe biometric characteristics

included in a biometric template stored in the campn device 130.



[0039] In some embodiments, after the Bluetooth connecorstablished using typical
methods of Bluetooth pairing (for example, by deti@ing if numerals depicted on both the
POS machine 110 and the companion device 130 noaietanother), the POS machine 110
performs an authentication step for authenticatirigcompanion device 130, to ensure that
the device with which the POS machine is conneciadluetooth is the correct companion
device 130. This authentication step may be peradrby, e,g,. the user inputting a Personal
Identification Number (PIN) on the companion devit80, or performing an input as
instructed by the POS machine 110.

[0040] When the biometric authentication has been comglebe result - which represents
whether the captured biometric characteristics hestdiometric characteristics in the stored
biometric template — is then sent by the compaxievice 130 to the POS machine 110 via
Bluetooth.

[0041] Based on the biometric authentication result resgbivom the companion device 130,
the POS machine 110 processes the payment tramsaetg., by sending a transaction

request to a payment network 140 if the biometuthentication is successful.

[0042] FIG. 2 illustrates an example of a computer-impleteeé method 200 for authorising

transactions implemented by the POS machine 1H)&f1.

[0043] As shown in FIG. 2, at Step 210, the POS machirterédeives a Bluetooth address
of a companion device 130 either from the card d2@om the companion device 130.

[0044] Using this Bluetooth address, the POS machine 1didbkshes a Bluetooth

connection with the companion device 130 at Stép 22

[0045] The companion device 130 then performs the biometuthentication. When the
biometric authentication has been completed, tmepamion device 130 sends the result to
the POS machine 110 via Bluetooth.

[0046] Upon receiving the biometric authentication restdim the companion device 130
via Bluetooth at Step 230, the POS machine 110 fhieneeds to Step 240 to process the

transaction based on the received biometric auttagitn result.



[0047] FIG. 3 illustrates an exemplary process for auttiog transactions executed by the

companion device 130.

[0048] At step 310, the companion device 130 connects wittransaction device via

Bluetooth. In this example, the transaction deisatie POS machine 110.

[0049] Next, the companion device 130 invokes a biomeduthentication process, and
captures one or more biometric characteristics hef aser at Step 320. The biometric
characteristics may include one or more of theofwithg: fingerprint, iris, and face. The

biometric characteristics may be captured usingMnitechniques. For example, when the
biometric characteristic includes fingerprint, iaynbe captured by taking a digital image of
the user’s fingerprint. In another example, thanetric characteristic may be facial features
of the user, which can be captured by, e.g., tlee taking a photo of himself / herself using
the companion device 130.

[0050] At Step 330, the companion device 130 retrievetred biometric template of the

user. The biometric template is stored in a dabaesof the companion device 130. The
biometric template includes the user’s biometriarelateristics, which may be provided by
the user during a registration process to the &@ie authentication service.

[0051] Next, at Step 340, the companion device 130 corsp#re captured biometric

characteristics with the biometric characterissitsed in the biometric template.

[0052] Finally, at Step 350, a biometric authenticatiosufe representing the comparison
result is sent via Bluetooth to the transactionicgewvhich is the POS machine 110 in this

example.

[0053] FIG. 4 illustrates another example 400 of the syster authorising transactions. In
this example, the user 420 initiates the paymeanstction at the electronic transaction
device in the form of POS machine 410, by usingniabile computing device 430. For
example, the payment transaction may be initiated mobile payment application installed

and executed on the mobile computing device 430.
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[0054] In some embodiments, both the mobile computingaedi30 and the POS machine
410 have a Near Field Communication (NFC) moduie,mobile payment application may
send a transaction initiating signal to the POShimec410 through NFC, e.qg., by the user

presenting the mobile computing device 430 closeM-C sensor of the POS machine 410.

[0055] Alternatively, the mobile payment application mand a transaction initiating signal
to the POS machine 410 through a mobile paymenesd50 with which both the mobile
computing device 430 and the POS machine 410 asmnmmunication, as shown by the

dashed arrows in FIG. 4.

[0056] In this example, the mobile computing device 43bdlnctions as the companion

device using which biometric authentication of tiser 420 is performed.

[0057] The biometric authentication result, generatedngynobile computing device 430, is
sent back to the POS machine 410, e.g., via Bltet&oth the POS machine 410 and the
mobile computing device 430 have a Bluetooth compation module for performing
Bluetooth communication. The mobile computing devi€30 carries its own Bluetooth

address, e.g., by storing the Bluetooth addreas imternal or external memory.

[0058] In order to establish the Bluetooth connectionsiemding the biometric authentication

result, the mobile computing device 430 sends thetBoth address to the POS machine
410, e.g., by wired or wireless connection betwtaenmobile computing device 430 and the
POS machine 410, such as NFC.

[0059] Using the Bluetooth address received from the neobdmputing device 430, the
POS machine 410 establishes a Bluetooth conneeitbrthe mobile computing device 430.

[0060] The mobile computing device 430 then invokes a limim authentication process to
verify the user’s identity. The biometric autheation may include capturing one or more of
the user’s biometric characteristiesy., one or more of the following: fingerprintisirvoice
and face, and comparing the captured biometric adbenistics with the biometric

characteristics included in a biometric templateesd in the mobile computing device 430.
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[0061] When the biometric authentication has been comglébe mobile computing device
430 then sends the result, which represents whétieecaptured biometric characteristics
matches the stored biometric template, to the P@&hme 410, via the established Bluetooth

connection.

[0062] Based on the biometric authentication result resgbifrom the mobile computing
device 430, the POS machine 410 processes the paynaasaction, e.g., by sending a

transaction request to a payment network 440 ibtbeetric authentication is successful.

[0063] An exemplary structure of the payment network 1#&I6G. 1 and 440 of FIG. 4 is
illustrated in FIG. 5.

[0064] The POS machine 110/ 410 is in communication wiidna communication network
510, an acquirer server 520, which in turn commateis with a payment network server 540

via a communication network 530.

[0065] The acquirer server 520 is associated with a filgitstitution that owns or operates
the POS machine 110 / 410 on which the transactsi@onducted. This financial institution
may be referred to as the “acquirer”, “acquiringnida or “merchant’s bank”. In a payment
system, the acquirer server 520 may also be reféoras the “acquirer switch”.

[0066] The payment network server 540 is associated withaygment network service
provider that owns or operates the payment netwaukh as MasterCard, Visa, American

Express, PLUS, etc.

[0067] Further, via a communication network 550, the paymeetwork server 540 is in
communication with an issuer server 560 associatgd a financial institution that has
issued the financial account used in the trangaciibis financial institution may be referred
to as the “issuer” of the financial account. Inayment system, the issuer server 560 may
also be referred to as the “issuer switch”.

[0068] When the user makes a payment at the POS machihé 410, the POS machine
sends the transaction request including the usert®unt information and details of the

payment to the acquirer server 520.
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[0069] Upon receiving the transaction request from the R@Shine 110 / 410, the acquirer
server 520 submits the transaction request to alyenpnt network server 540, and requests
the payment network server 540 to obtain an auwthbon from the issuing financial

institution of the user’s account.

[0070] Based on the user’s account information, the paymetwork server 540 routes the
transaction request to the issuer server 560 agsdawith the issuing financial institution for

authorization.

[0071] Based on the user’s account information, the issaemrer 560 determines whether to
authorise the transaction, e.g., by checking ifanletric authentication process carried out
with a companion device as described in the pregediections provided a positive
match/result, by checking an account balance olifeg’s account, and so forth. The issuer
server 560 sends the authorisation result badket@ayment network server 540.

[0072] The payment network server 540 then returns to dbeuirer server 520 the
authorisation result indicating whether the tratisacrequest has been approved by the

issuer server 560.

[0073] The acquirer server 520 then passes the authonsagsult to the POS machine 110 /
410. If the transaction has been authorised, th® P@chine 110 / 410 proceeds to complete
the transaction, e.g., by displaying a notificatmessage on a screen of the POS machine
110 / 410, and/or printing a transaction receipt tfee user. If the transaction has been
rejected by the issuer server 560, the POS machli®e/ 410 rejects the payment and

displaying a transaction failure messaging, indngpthat the transaction has been rejected.

[0074] Although the payment network shown in FIG. 5 inles the acquirer server 520, the
payment network server 540 and the issuer severib&dme other embodiments, the POS
machine 110 / 410 may be in communication withisiseer sever 560 directly, e.g., via one

Oor more communication network.

[0075] A detailed example of a working flow for authorigitransactions is illustrated in
FIG. 6.
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[0076] As shown in FIG. 6, at step 610, the user initi@etsansaction at a POS machine

using a card or a mobile computing device.
[0077] Accordingly, the transaction is initiated at the@achine at step 620.

[0078] Next, at step 630, the Bluetooth address of thepemmon device, stored in the card or
the mobile computing device, is sent to the POShinac

[0079] Using the Bluetooth address of the companion devihe POS establishes a
Bluetooth connection to the companion device ap €540. In some embodiments, the
companion device is the mobile computing devicengison which the mobile payment
application is installed and executed. In some roghebodiments, the companion device is a
different electronic device from the mobile compgtidevice on which the mobile payment

application is installed and executed.

[0080] Next, at step 650, the companion device invokesioand&tric authentication for

authenticating the identity of the user, by camiyirbiometric characteristic(s) of the user,
and comparing the captured biometric characte(®tiwith the biometric characteristic(s)
included in a biometric template stored in the camepn device 130. The biometric

characteristic may be one or more of the followimggerprint, iris, voice and face.

[0081] At step 660, the companion device sends the bidgenatithentication results back to
the POS machine.

[0082] At step 670, the POS machine sends a transactimeseto an issuer associated with
the financial account used by the user for makirggayment, e.g., by sending a transaction

request directly to an issuer server, or throughyanent network as shown in FIG. 5.

[0083] At step 680, the issuer server returns an auth@isaesult indicating whether the
transaction request is accepted or declined. Ttimasation result may be determined by the
issuer server at least in part based on the resbiometric authentication performed on the

companion device.
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[0084] Based on the authorisation result received fornmidseer server, at step 690, the POS
machine displays an outcome of the transactionnaaprint out a receipt for the user if the

transaction is successful.

[0085] According to at least some embodiments describeegiriteefore, there is provided a
method and system for authorising transactionsgusiometric authentication techniques. In
the provided method and system, authenticationavhétric features of the user is performed
on the companion device rather than the electrivartsaction device (e.g., a POS machine),
with the result sent back to the transaction deveg., via Bluetooth or other wireless
connections like NFC, WiFi, Zigbee, and so forththis way, the biometric template of the
user does not need to be transmitted to or stametthe electronic transaction device, which

may effectively enhancing the security of the teanti®n authorisation process.

[0086] Although the electronic transaction device in thebediments described hereinbefore
takes the form of a point-of-sale (POS) machinepaly alternatively be an automated teller

machine (ATM), an automated ticket machine, or a@timgr suitable device.

[0087] An example of the POS machine 110 / 410 shown @& Eland FIG. 4 is illustrated
in FIG. 7.

[0088] The POS machine 110 / 410 includes at least oneprimcessor 701, a memory 702,
and an external input/output interface 703, intensxted via a bus 704. In some examples,
the POS machine 110 / 410 may additionally incladanput/output device 705, such as a
PIN pad, and/or a display. In this example, theeel interface 703 can connect the POS
machine 110 / 410 to peripheral devices and/or owdsy such as the mobile computing
device 130 / 430, the payment network 140 /440/caradditional local or remote storage
devices. Although a single external interface &8hiown, this is for the purpose of example
only, and in practice multiple interfaces usingfetiént communication protocols (e.g.
Ethernet, serial, USB, or wireless) may be providddhe POS machine 110 / 410 further
includes a card reader or a NFC module 706 for comicating with the financial card or the
mobile computing device 130 / 430, and a Bluetaoitdule 707 for communication via

Bluetooth with the companion device, which may e mobile computing device 130 / 430.
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[0089] In use, the micro processor 701 executes machadabde instructions stored in the
memory 702 to perform the method described heneahyding communicating with the the

financial card or the mobile computing device 13[B0, and the payment network 140 /440,
as well as other process for authenticating tramsec as described hereinbefore. The
machine-readable instructions may include one orensoftware modules, and may be

executed in a suitable execution environment, sisciin operating system environment.

[0090] An example of the mobile computing device 130 / 4B6wn in FIG. 1 and FIG. 4 is
illustrated in FIG. 8.

[0091] The mobile computing device 130 / 430 includeseast one microprocessor 801, a
memory 802, an input/output device 803 - such &eyboard and/or display, or a touch
screen - and an external input/output interface, &érconnected via a bus 805. In this
example, the external interface 804 can connectribiile computing device 130 / 430 to
peripheral devices and/or networks, such as the P@&hine 110 / 410, and/or additional
local or remote data store devices. Although alsiegternal interface 804 is shown, this is
for the purpose of example only, and in practiceltiple interfaces using different

communication protocols (e.g. Ethernet, serial, USBwireless) may be provided. The
mobile computing device 130 / 430 further includeslFC module 806 for communicating
with the POS machine 110 / 410, a Bluetooth mo@&0Ie for communication via Bluetooth

with the POS machine 110 / 410, and a biometribenttcation module 808 for capturing
biometric characteristic(s) of the wuser for bioneetauthentication. The biometric

authentication module 808 may be, for examplengeliprint scanner, or a digital camera for

capturing one or more images of the user’s face.

[0092] In use, the microprocessor 801 executes machirtada instructions stored in the
memory 802 to allow the mobile computing device 13@30 to perform biometric

authentication functions using the biometric autlvation module 808, and to communicate
with the POS machine 110 / 410, for example toiatgt a transaction or to establish a
Bluetooth connection with the POS machine 110 /. 41t machine-readable instructions
may include one or more software modules, and negxecuted in a suitable execution

environment, such as a mobile operating systenr@mwvient.
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[0093] Throughout this specification and claims which dell unless the context requires
otherwise, the word “comprise”, and variations sashcomprises” or “comprising”, will be
understood to imply the inclusion of a stated ietegr group of integers or steps but not the

exclusion of any other integer or group of integers

[0094] Many modifications will be apparent to those skilla the art without departing from

the scope of the present invention.
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS:

1. A device configured for processing transactiahg, device including at least one
processor configured to:

receive, from a payment device, one or more paymedentials and at least one
device address of a companion device associatédthgtpayment device;

establish, a wireless connection with the comparmlewice using the at least one
device address;

receive, via the wireless connection, a biometighantication result from a sensor of
the companion device, the biometric authenticatesult representing a result of verifying a
user’s identity by biometric authentication; and

processing a transaction request based on theranere payment credentials and the

biometric authentication result.

2. The device of claim 1, being configured to reeedine device address from any one
of: the companion device, a server in communicatgh the companion device, a payment

application executable on the payment device @ayangnt card.

3. The device of any of claims claim 1 to 2, betogfigured to process the transaction
request by sending the transaction request to angaty network when the biometric

authentication result is positive.

4, The device of any of claims 1 to 3, the at leasé processing device further
configured to:

authenticate the companion device when the wir@essection is established.

5. The device of any of claims 1 to 4, wherein themetric authentication result
indicates verification of one or more of the foliogy biometric characteristics of the user:

fingerprint,iris, voice print and facial recognition.
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6. The device of any of claims 1 to 5, wherein Hieleast one device address is

associated with one payment device or companioiteev

7. The device of any of claims 1 to 5, wherein Hieleast one device address is

associated with multiple payment devices or compadevices.

8. A data-processor implemented method for prongssransactions, the method
including the steps of:

receiving, from a payment device, one or more payrnoeedentials and at least one
device address of a companion device associatédiétpayment device;

establishing, a wireless connection with the congradevice using the at least one
device address;

receiving, via the wireless connection, a biomeduthentication result from a sensor
of the companion device, the biometric authenticatesult representing a result of verifying
a user’s identity by biometric authentication; and

processing a transaction request based on theranere payment credentials and the

biometric authentication result.

9. A non-transitory computer readable storage nmaddmbodying thereon a program of
computer readable instructions which, when execbiedne or more processors of a POS
device in communication with at least one companievice, cause the device to carry out a
method for processing transactions, the method dgiibg the steps of:

receiving, from a payment device, one or more paymoeedentials and at least one
device address of a companion device associatédthdgtpayment device;

establishing, a wireless connection with the congadevice using the at least one
device address;

receiving, via the wireless connection, a biomeduthentication result from a sensor
of the companion device, the biometric authenticatesult representing a result of verifying
a user’s identity by biometric authentication; and

processing a transaction request based on theranere payment credentials and the

biometric authentication result.
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10. A payment device configured for processingdaations, the device including at least

one processor configured to:
transmit, one or more payment credentials and aitlene device address of a

companion device associated with the payment deaiue
transmit, via a wireless connection, a biometrithantication result from a sensor of
the companion device, the biometric authenticatiesult representing a result of

verifying a user’s identity by biometric authentioa.

11. The device of claim 10, wherein the biometrigthentication result indicates
verification of one or more of the following biomietcharacteristics of the user: fingerprint,

iris, voice print and facial recognition.

12. The device of either claim 10 or 11, whereie #t least one device address is

associated with one payment device or companioiteev

13. The device of either claim 10 or 11, whereie #t least one device address is

associated with multiple payment devices or compadevices.

14. A data-processor implemented method for pracgssransactions, the method
including the steps of:
transmitting, one or more payment credentials anldast one device address of a
companion device associated with the payment dearu
transmitting, via a wireless connection, a bioneettathentication result from a sensor
of the companion device, the biometric authenticatiesult representing a result of

verifying a user’s identity by biometric authentioa.

15. A non-transitory computer readable storage ommedimbodying thereon a program of
computer readable instructions which, when execuigdone or more processors of a
payment device in communication with at least oamganion device, cause the payment

device to carry out a method for processing transas, the method embodying the steps of:
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transmitting, one or more payment credentials anlgast one device address of a
companion device associated with the payment dearu

transmitting, via a wireless connection, a bioneetiathentication result from a sensor
of the companion device, the biometric authenticatiesult representing a result of

verifying a user’s identity by biometric authentioa.



