Pl PELI NED PROCESSOR v BACKGROUND This invention relates to generation of
wat chpoi niyp é25ss88sPi pel i ned processor. 5 Code devel oped f og-Gg

integrated circuit devices such as pipelined processors typlca y reqU|res
extensi ve debugging. It is helpful to generate watchpoints that nonitor the
propagation of instructions through the processor plpellne For this
reason, a watchpoi nt, engi ate information
fron1the processor -p+p

: 1234e3e” XXYd[\ 6T T } WD 02/ 08888 PCT/ USOL/ 47621 WATCHPOI NT ENG NE FOR A @

v H H#3DA-to a control
unit for event handling. In this manner , appllcatlon developers can verify
proper code operation and thereby debug code devel oped for the processor.
15 DESCRI PTI ON OF DRAWNGS FI G 1 i saaxkBRockpdi agramillustrating an
integrated circuit with a pipelined processor and a watchpoint engine. FIG

2 is acircuit @hagraﬂwehkg%hr@%uagegl&%ugEhéragabﬁbbg %Q%Chgelﬁ%%ntatlon
of a wat chpoi nt engi ne /0.L8888 PCT/USA Lt 7&1 FIG is a

circuit di a | istjonal circuitry suitable for
|nplenenta?g%nggkkggiaﬁgh ?ﬁ?ggnélne L FIG 4 is another circuit diagram

|IIustrat|n 5 additional circyitry suitable for | enentation of a
match 5i nt gnglﬁ ge developed %or %omplex 1ntegratn8 c1rcu1% %ev1ces

such as pipelined processors typically requires extensive
debugging. It is helpful to generate watchpoints that
monitor the propagation of instructions through the
processor pipeline. For this reason, a watchpoint engine
10 can be provided to extract state information from the
processor pipeline and provide the state information to a
control unit for event handling. In this manner,
application developers can verify proper code operation and

thereby debug code developed for the processor.

15 DESCRIPTION OF DRAWINGS

FIG. 1 is a block diagram illustrating an integrated
circuit with a pipelined processor and a watchpoint engine.
FIG. 2 is a circuit diagram illustrating circuitry

suitable for implementation of a watchpoint engine.
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FIG 5 is another circuit diagramillustrating additional circuitry
suitable for inplenentation of a watchpoint engine. zO FIG 6 is a flow
di agram i W@igi/é@8dsNg generati on of watchpoi nt matches. DES.QF?!L/E%JI%EI G 1
is a block diagramillustrating an integrated circuit device . shown
in FIG 1, integrated circuit 15 device 10 may include a programrmabl e
processor 12, a processor control unit 14, and a watchpoint engi ne 16.
Processor 12 nay_execute instructjions in a random access nepory (RAM

devi ce such as I@taéhlﬁeﬁn?ﬁrﬂ%%?c%%a$¥%ﬁe% +5 582 1A RAGL K RE ned
processor with nultiple 20 execution stages. Watchpoint engine 16 extracts
. state i nf oPHEERDRCY r 9wl prlotesSer impprlemer@tiomeofiml yriogheest WO
02/0.18888 PCT/US(11L~7621 the information to notify control unit 14 of
events sucén@snexceptions and interrupts. Watchpoint engine 16 may be
adapted to match on a addresses of data or instructions, as well as
inclusive or 5 exel usive facgesr ofiAdEl €SeEsSgrameill €orbahadgri al matches.
Al so, watchpoint engine 16 may be adapted to track the propagation of

“ﬁtChQOi”ta@@ﬁfﬁéﬁaﬂﬁéﬁP@§iEP¥0§@Dt§yfée§§£meﬁ%@ﬁé%&é%ﬁéﬁa&§5a0f pi pel i ned
processor 12. To that end, watchpoint engine 16 may include appropriate 10

registers ic.a d to support those functions. The registers nmay
be inpleneﬁ?gﬁﬁggiﬁfiéﬁg?%gé or latches. In addition, watchpoint engine 16

may be arranged generate tchpoints, fox _high frequency. operation of
processor 12 inFigalgt%ﬁe?nﬁgﬁﬁBd Harutke ?%ﬁﬁg%fl T%FB%¥ ?9engi ne 16 nay

be independent!|y enabl ed and di sabled for different functions, aiding in
power cons2fghtional\aitapdbihy enyiaelacianylBel paertatiar| 9fudeful for
integrated circuit devices enbedded

watchpoint engine.

10 FIG. 6 is a flow diagram illustrating generation of

watchpoint matches.

- DESCRIPTION

FIG. 1 is a block diagram illustrating an integrated
circuit device 10. As shown in FIG. 1, integrated circuit
15 device 10 may include a programmable processor 12, a
processor control unit 14, and a watchpoint engine 16.
Processor 12 may execute instructions in a random access
memory (RAM) device such as a flash memory device.
Processor 12 may be a pipelined processor with multiple
20 execution stages. Watchpoint engine 16 extracts state

information from processor 12 in real time and processes



i n handhel d or other portable battery-powered devices in 20 which power
conservation is a concern. Thus, in sane enbodi nents, watchpoint engine 16

may conbi Ry bhfsg@vant ages of real time response, high fr ration,
and reduced power consunption. -3 WO 02/ 0- 8888 PCT/ USW%%/Z@%

Generation of precise watchpoint matches for instructions and data
facilitates debuggi ng and enabl es code patching. The propagati on of

i nstructions thr h_a.L _processar. pipeline can be nonitored in real-time
to 5 identi éﬁ%%%ﬁa%ﬁoé?n&oe?gz:dﬁygﬁ%é\}% U §T40\ﬂryd§v€rﬂflsatsi fode
operation or exception handling, as appropriate. Watchpoint nmatches may be
. identifi ede&EeETAONSy PSS iBdrgra e pertinent instructions are committed.
| mportantly, handling of exceptions can occur with speed 10 and preci sion,
enabl i ng i nstrudEitehpaiathenkiineed,6 may. bea edeiptaded,o wiadreht lvey reach t he
writeback stage. This feature facilitates code patching. Thus, the ability
t o provi de akidylesfseasquenaptar eal -inisterwaticnegi pis Matldhiag IML ueriond de
significant advantages to code developers. 15 FIG 2 is a block diagram

i Il usty at i _REAQiGWe! Mangdid I & ddife dJ8Y enERL 3t i WhGhROoAl @Al ne 16.
As shown in FIG 2, watchpoint engine 16 may include one or nore watchpoint

regi sters ;ﬁ,sogo.wa\%t% YNt JAGHS & I\/b\% des qq, YRQy Whid e

wat chpoi nt regi'ster I's 20 designated™W1." tchpoint registers 18, 20

may be nenpry mapped regi sters that ar ro rarpn?d by .a code devel oper with
a desired \B&%éﬁ?%#ﬁtona ré”sagC rOléletbt?ﬁgqr%gs%ﬁnrapocseessi hr‘FOIJ—’ﬁ 2, wat chpoi nt

registers 18, 20 are
g succesgive'éélCﬁtion stages of pipelined processor 12. To

that end, watchpoint engine 16 may include appropriate

10 registers and logic arranged to support those functions.
The registers may be implemented as flip-flops or latches.
In addition, watchpoint engine 16 may be arranged to
generate watchpoints for high frequency operation of
processor 12 in real time.

15 Modular sections of watchpoint engine 16 may be
independently enabled and disabled for different functions,
aiding in power conservation. Watchpoint engine 16 may be
particularly useful for integrated circuit devices embedded
in handheld or other portable battery-powered devices in

20 which power conservation is a concern. Thus, in some
embodiments, watchpoint engine 16 may combine the
advantages of real time response, high frequency operation,

and reduced power consumption.



wo 02/ oassss PCT/USO1 /7121 represented by flip-flops. In one enbodi nent,
wat chpoi nt engine 16 may include six watchpoint registers that enable

mat chi ng 4@ ¢Rlsdsp! € i nstruction and data addresses and gy hgﬂﬁgdress
ranges. 5 A watchpoint status register (not shown) records watchpoil nt

mat ches. A wat chpoint instruction address control register and a watchpoi nt
data address control register (not shown) specify whether particul ar

wat chpoi nt natcges sh uld %nerate enu%gthon events or exception 10 events.
Code patching, 8F“F&p é8png oPdeE4EE, YRGS " Be BENBABGRGFi PRy the start
address of 'the old code to one of the watchpoint registers, and setting a

. correspondt-R§EBPELERPENENET ke ééﬁﬂFéFaFéél§?EP§9%69t?P@géﬁahheéxcept|on
In the exception service routine, the status register is read. 15 In

gener al , whedeanatabinget i Bhehbropaeptébackf instsuktibad. throupht apoi nt,

t he exception routine causes a junp to an instruction at another |ocation.
| nstructi opsoatssbat plipeatinencanebexaoutiedredhen, rehe-pingrasm returns to
the instruction just after the instruction that was killed 20 in witeback.

Thus, snew ¢gdatisyexnautedonnahbiedxebpthenkikbadsi aatir gebi,9Re providing a
code patch. Watchpoint registers 18, 50 may be | oaded with either direct

Tat ch vat chpgh ks o meaeg%ﬁgqaeqo%ehegbegﬁloé ndnd1 M0 0350. L8888

PCT/ US01/ Irect match watchpoint 1Is nmenory a an _
| nstructi oge8tofiaia en wLenualaipalaL,enolag 1 96l £12128.12. 6L Rol

match. Ara oun wat C
cycles before the pertinent instructions are committed.
Importantly, handling of exceptions can occur with speed

10 and precision, enabling instructions to be killed, i.e.,
terminated, when they reach the writeback stage. This
feature facilitates code patching. Thus, the ability to
provide high-frequency, real-time watchpoint matching may
provide significant advantages to code developers.

15 FIG. 2 is a block diagram illustrating circuitry
suitable for implementation of watchpoint engine 16. As
shown in FIG. 2, watchpoint engine 16 may include one or
more watchpoint registers 18, 20. Watchpoint register 18
is designated “WP0” while watchpoint register 20 is

20 designated “WP1l.” Watchpoint registers 18, 20 may be
memcry mapped reglsters that are programmed by a code

developer with a desired watchpoint address for debugging

purposes. In FIG. 2, watchpoint registers 18, 20 are



address for an instruction or data defining one of the 5 bounds for a range
of addresses on whi ch watchpoi nt engine 16 provides a watchpoint match. For

di rect ne{@\RrusssRt chpoi nt addresses are | oaded in a wat chRqi iy /59| St er
18, 20 on an independent basis. For a range match, both of tﬁe matc poi nt

addresses | oaded in 10 watchpoint register 18 and watchpoi nt register 20,
whi ch together define a range of addresses for matching are used. The

direct and_ran e bou oi addr esses_can b rogra into
wat chpoi nt ?%gg e?salgy %8 g f@@??red nV@P%hE@?ﬂ% ﬁﬁ@gheangd%?%bnﬁay
i ncl ude nultlgggxgrs 22, 15 24, 26, 28, and conparators 30, 32, 34, 36.

. Mul ti pl exeP’9 B BaVedfiCePfReris WAFFBRPINRhsTPULEFBRS oF haat aPaRYPesS
provided, or a "0," which generally will be a nulti-bit value. The address

is shown mai:ptamg as Qﬁh‘—h@ﬂﬁuéﬂﬁéﬁuééé@@sén@Iﬂ?tpr@dﬁéeésb§ an@r ogr am

counter for purposes of 20 exanple. The address in FIG 1 is local to an

executi on mtageple. gddrEXs. rhubespl exers 24, 28 select either the

wat chpoi nt address | oaded into the respective watchpoint register 18, 20,

or a 51" or othgrwaesapbenvtakuarushirehisber (MO:02hOwRB888cPEdsUSOL/ -47G21
generally will be a nulti-bit value. The outputs of nultiplexers 22, 24 are

applied to,gePRAHRNLEr $1a3@he32- SA”ME%EEF01BEG1HHEPHE§18£ HHB&éQEexerS 26,
28 are applied "to conparators 34, 36 n each case, the respective 5

corpar At o c8Rerfl sfsetEeMETECR o0 e L, SRR ULt LBbeRgs 22 20 Lo

t he out put |plex exers 26, 28 are
provided to sta |I|% %he %% ara%or cir %% ﬁ% e vent one OEnEOth of
0 vt chpoP ABLPEGFSBPS SBOWBD FOSGREUnVEHCPEY BORET CEOACerIEENBAI N ¢ he
event only a single direct-match
matches should generate emulation events or exception
10 events. Code patching, or replacing old code, may be done
by writing the start address of the old code to one of the
watchpoint registers, and setting a corresponding bit in
one of the control registers to trigger an exception. In
the exception service routine, the status register is read.
15 In general, when an instruction hits writeback, it is
killed. At that point, the exception routine causes a jump
to an instruction at another location. Instructions at
that iocation are executed. Then, the program returns to
the instruction just after the instruction that was killed
20 in writeback. Thus, new code is executed in lieu of the
killed instruction, providing a code patch.

Watchpoint registers 18, 20 may be loaded with either

direct match watchpoints or range bound watchpoints. A



wat chpoint is nonitored, for exanple, one of watchpoint registers 18, 20
may be disabled. This is highly advantageous fromthe standpoint of power

conser vatwompidssespeci al |y for battery-powered devices. bprRAbTi/%H a5,
part or all of watchpoint engine 16 may be selectively disabled when it is

not needed, avoi ding excessive power consunption. |If watchpoint nonitoring
is not needed, a global enable bit can be reset to disable all flip-flops

20 and | at ¢ i,at it h. the. i circuitry. A WO
Enabl e/ Di sa e"%gﬁ%‘%}? fﬁ%ﬂ%ﬁgel%%p ed‘gl{% aboct{]ﬁesrrsul TplExers 22, 24. A

WPl Enabl e/ Di sabl e. control |i . | ed to both i pl 26, 28.
T N0 01T ARBE Tt ST TYCIT GO T Cgrthe 189 | SETRta Brani e

mul tipl exers 22, 24 receive the WPO Di sabl e signal, and propagate a

mul tibit "DVHPPINt BILRR i Vol §ANGR RUMFArER TP Bt 3os 3 fisfpry
conparators 30, 32 receive the instruction address (IA) and 5 the

respect i veadgitedmpoion anldirssriotieonpardason.defaiimg ameé nsf riite i on addr ess
is referenced for purposes of exanple. In other exanples, the address coul d
be a dat a msldidssfoMa tiphexess 2BdrE8sawrdn iwhicisiwal @pdminesnging esponse
to the WP1 Disable signal in the event watchpoint 10 register 20 is

di sabl ed. 14 wpedad 0f SusdfehpinB4natdéh do not toggle, nost of the
remai nder of the downstream | ogic coupled to the conparators al so does not

operate, resultgfng §-skgnhiicROL, SAYVE HGSo4 Mk %@f&%@ Lo 4dd ﬂgf mal

oper ation, conparators 30, 4 noni tor I'rTect Z5 matches between watc poi nt
o es5es LABSIEIEt el ate fo 190 20 popRELidelon, AL LDe curen
a range match, both of the watchpoint addresses loaded in
10 watchpoint register 18 and watchpoint register 20, which
together define a range of addresses for matching are used.
The direct and range bound watchpoint addresses can be
programmed into watchpoint registers 18, 20 as desired.
Watchpoint engine 16 also may include multiplexers 22,
15 24, 26, 28, and comparators 30, 32, 34, 36. Multiplexers
22, 26 select either a current instruction or data address
provided, or a “0,” which generally will be a multi-bit
value. The address is shown in FIG. 2 as an instruction
address (IA) provided by a program counter for purposes of
20 example. The address in FIG. 1 is local to an execution
stage, e.g., EX1. Multiplexers 24, 28 select either the

watchpoint address loaded into the respective watchpoint

register 18, 20, or a “1” or other nonzero value, which



conparators 30, 34 determ ne whether the watchpoint addresses and
instruction addresses are equal to one 20 another. |If the watchpoint
address fwomegkst er 18 equal s the instruction address, Gera&opiRL1 30
propagates a nultibit "1" to additional watchpoint logic circuitry that g
WO 02/08888 PCT/ U S01 /.17(r21 forns part of a watchpoint match generator.
Conparator 34 operates in a simlar fashion. Conparator 32 determ nes

whet her th [ address iin.register 18 ig,less. than the instruction
5 address.SFﬁ@%%iggcgéé} gﬁeamévéﬁ66ggF gaéPSSS ?RerSBFEPgﬁ ?8 may be used
as a |l ower bound_address _for a range match. Conparator 36 _determ nes

. whet her th@uiéfeﬁﬁﬁﬁﬁﬁ z&drg§saFﬁ Bpitdeer LooCcrEPgIrakrEs BRan38r equal to
the instruction address. In this case, the watchpoint address in register
10 20 may Bémiseylys the gppertsoeAdmadéiedsxrers 36r aR§eamat ehplifdt here is
a wat chpoint match at each conparator 32, 36, then the instruction address
is in the tangemppeeitbired 38y Bégi sfler sat8, ca8e, | nhehirespaseiveonpar at ors
32, 36 propagate a "1" to additional logic circuitry. 15 In the illustrated
enmbodisnent coinperatbpuB 09f 3conpar,ater c3RpkseceotpkedutpudnocANgngat e 38, while
t he output of conparator 32 is coupled to an AND gate 40 and an inverted

i nput  of amu@Big%ﬁea%Z-zzThQ60%p%eotm@9meae§t @he34chs Cgﬁ&ﬁgltﬁ%&n AND
gate 44, while the output of 20 conparator 36 Is coupfe to AND gate 40

and an inveptedqi nput of OR gate 42. AND gates 38, 44 have inverted inputs
that receive’a &ANGE enable signal. In effect, AND gates

Multiplexers 22, 24, 26, 28 are provided to stabilize
the comparator circuitry in the event one or both of
10 watchpoint registers 18, 20 is disabled for power
conservation. In the event only a single direct-match
watchpoint is monitored, for example, one of watchpoint
registers 18, 20 may be disabled. This is highly
advantageous from the standpoint of power conservation,
15 especially for battery-powered devices. In particular,
part or all of watchpoint engine 16 may be selectively
disabled when it is not needed, avoiding excessive power
consumption. If watchpoint monitoring is not needed, a
global enable bit can be reset to disable all flip-flops
20 and latches associated with the watchpoint circuitzry.
A WPO Enable/Disable control line may be coupled to
both multiplexers 22, 24. A WPl Enable/Disable control

"line may be coupled to both multiplexers 26, 28. If



38, 44 propagate a "1" if conparators 30, 34 indicated a _g WO 02/ 0.t 8888
PCT/U SO1 /~ 7C 21 direct watchpoi nt address nmatch and wat chpoi nt engi ne 16
i's not opgpabhR@sé N a range node, i.e., AND gates 38, 44 @@@ﬁmygymgpﬁ
RANCE. * The output of AND gate 40 feeds another AND gate 46 5 that

determ nes whether the instruction address is within an inclusive range
defi ned by range bound wat chpoints | oaded i n watchpoint registers 18, 20.

AND gate 46_receives as i.n uts he out put o D a _range able
S onal oi GHPFOTRG Ear S50 Bt S8ngPhe SPa oA ey nine EiinEE S HEaaL ard o

i nclusive signal indicating that the range node is inclusive, i.e., the

) matchpointrégﬁﬂﬁé fraiec HES ﬁ5§@&Pe§§§§aBetﬂéénpﬁﬁéaﬂﬂéerénaélﬁé Ad

wat chpoi nts | oaded in watchpoint register 18, 20. OR gate 92 operates to
define an €X¢€l asidve lndngesrestigedivvi tg Fﬁ@P@@E$9ﬁ§ 80 ,c8ipar afonst3d2, 36
at inverted inputs. The output of a "1" at OR gate 42 indicates that the
wat chpoi nt cadgreasors Bat, cBRoirriceieg sher ib8tirschdbnl asisireban (TA¢ and
instruction address or that the watchpoint address in watchpoint register
20 is snot gheatekspelanver wa@ cegeantt addhe sisnForuebn@a raddhess agiha,out put
of OR gate 42 feeds an AND gate 48, which al so recelves at an i nvert ed

I nput a Di ggbl; gﬁz %Q%hon E%d@e%%bﬁ% $egR3l nlondy @Ee 8@%%%%%ro%he excl usi ve

range node 1Is i sabl ed. -10 WO 02 088 UsuUl/ ~7121
example. In other examples, the address could be a data
address. Multiplexers 26, 28 work in a similar manner in

response to the WPl Disable signal in the event watchpoint
10 register 20 is disabled. If cémparators 30, 32, 34, 46 do
not toggle, most of the remainder of the downstream logic
coupled to the comparators also does not operate, resulting
in significant savings in power consumption.
In normal operation, comparators 30, 34 monitor direct
15 matches between watchpoint addresses in watchpoint
registers 18, 20, respectively, and the current address
provided via multiplexers 22, 26. In other words,
comparators 30, 34 determine whether the watchpoint
addresses and instruction addresses are equal to one
20 another. If the watchpoint address from register 18 eqguals
the instruction add}ess, comparator 30 propagates a

multibit “1” to additional watchpoint logic circuitry that



Thus, when the Disable signal is |ow and one of the outputs of conparators
32, 36 is low, OR gate 42 and AND gate 48 propagate a "1." The output of
AND gat e @@ dragkss anot her AND gate 50. 5 AND gate 50 receipgey@psadfi tiona
i nputs a Range enabl e signal and an Excl usi ve Range enabl e signal. The
Range enabl e signal indicates that watchpoint engine 16 is in range node,
whi |l e the Exclusive signal indicates that the range node is exclusive. In
ot her mordf matchggin engigeh10.16 is, inh a node in mh&ch it tcggs on
addr esses TREESfBRT Colf sRdB2bFPPRENT SRR et PHREBYT t heCPERYE®bDEN

wat chpoi nts | oaded into watchpoint registers 18, 20. If the Excl usive

. signal is APGREtEReIPafigelBL 4Rkl £#8EPRYh, and the output of AND gate 48 is
hi gh, AND gate 50 propagates a "1" to OR 15 gate 52. OR gate 52 receives as
i nputs the out pipsperathe PAcHeteyeinangehaieyatee46atchpoert! usi ve range
AND gate 50, and the direct match AND gate 38. If any of the inputs to OR
gate 52 isalidghssi inoukpiubsea 18"i501AND gate BHe 2AsThectdghc circuitry
shown in FIG 2 primarily operates within a first execution stage of the

processor phpeksBe. A @Hib|b§§é[ath@“watbﬁ%o§h§9§d@§ebBdiﬁaiégigﬁekhe
"EXI" ' stage. If an instruction ahead in the pipeline has been -11 WO

(12108885 GTUUSOIL-1684 kLI Ledge sbahladaabbal,eyenl | sahgodhgdchef or o

propagating t wat chpoi nt mat ch det erm ned ogic cifcurtry of FIG

2. For thi ur pose D.gate 54 inclu as,inputs,.an.b. inyerted Kill

G gnal . ancPRbRPRESE ooRl roEkEnEfteb RREER S Pat oPek B0 Ry RURFEEF

i ndicates that an instruction in tpgh articula el ine stage has been
a

. r_pi
killed. Th&®StaFPrsfinaf PREPESFeS T af9th tFachﬁanﬁtFHa 188rticul ar

pi pel i ne stage has been stalled. The Valid signal . .
address. In this case, the watchpolint address in register

10 20 may be used as the upper bound address for a range
match. If there is a watchpoint match at each comparator
32, 36, then the instruction address is in the range
specified by registers i8, 20. In this case, comparators
32, 36 propagate a “1” to additional logic circuitry.

15 In the illustrated embodiment, the output of
comparator 30 is coupled to an AND gate 38, while the
output of comparator 32 is coupled to an AND gate 40 and an
inverted input of an OR gate 42. The output of comparator
34 is coupled to an AND gate 44, while the output of

20 comparator 36 is coupled to AND gate 40 and an inverted
input of OR gate 42. AND gates 38, 44 have inverted inputs
that receive a RANGE enable signal. In effect, AND gates

38, 44 propagate a “1” if comparators 30, 34 indicated a



to indicates that the current instruction is valid. If AND gate 54 receives
i ndication of a- match from OR gate 52 in conbination with an indication of
not kil l ewlQopoissss al | ed, and valid, it propagates a "1" te@cihgoe¥h St age
of wat chpoi nt engine 16. O herw se, AND gate 54 produces a 15 "0." The "1"
that is output by AND gate 54 indicates that there was either an inclusive
range match, an exclusive range match, or a direct nmatch, depending on

what ever t oi_nt - e 0 oi.nt_.engine .16 at_20 the
time. Th evéllﬁr}: C usid\/\éet a E;LeﬂxtiI‘-’ﬁ(\'gc?évées S??irknagceéhrra% ggancd: e}}peocjtng‘g WA fare® 54 are
made rel ative to the watchpoint addr egses, | oaded_in watchpoint registers

. 18, 20. TH®L £PerafiD A basss Er/ ) 7621 YR G2 GRR P détdect ed by AND

gate 54 is made relative to the watchpoint address | oaded in watchpoi nt
regi ster IBCATANDGatErNSE <similar to AND gate 54 is provided to detect
and indicate direct matches on the watchpoint 5 address | oaded into

wat chpoi nt r egiBteroRutAND gatle &6 9 edkifimesiasnaipdrs ANe griteput6 of AND
gate 44, the inverted Kill signal, the inverted Stall signal, and the Valid
signat . | fridte dutteptiti rofs ANR tGedre W iindtighgt iaord ANR gad el H4virteciai ves t he
not killed, not stalled, and valid signals, to it propagates a "1" to the

next stageypfi watiehipal tafngider ikfed 10y thirgdraiiala ARG §.884 i ndicates a
di rect address match on the watchpoi nt’ address | oaded i nto wat chpoi nt

regi ster 20 3 hgggg' . A ilJastr 'Qg ﬁgd' ional 15
circuitry J’fooardggagnler?a"%%n%ﬁ%t C po%%%é%glrgc’i ricdju‘l tr@&dof M& represents
the next stage of watchpoint engine 7.6 following the stage illustrated in
FIG 2, arFOpaRs Gt onltPY S (G rH § eV g | Aot it (W st ages. of

t he processor pipeline, as indicated by the dashed boundaries 20 in FIG 3.
In the exdffofsiamal Figpigind drihag, vakgieoint 1§ 9pL 6 hol dd t he

out put of AND gate 54 of FIG 2.
10 range mode, and an inclusive signal indicating that the

range mode is inclusive, i.e., the watchpoint engine
matches on addresses between the two range bound
watchpoints loaded in watchpoint register 18, 20.

OR gate 42 operates to define an exclusive range,

15 receiving the outputs of comparators 32, 36 at inverted
inputs. The output of a “1” at OR gate 42 indicates that
the watchpoint address in watchpoint register 18 is not
less than the instruction address or that the watchpoint
address in watchpoint register 20 is not greater than or

20 equal to the instruction address. The output of OR gate 42
feeds an AND gate 48, which also receives at an inverted
input a Disable signal. The Disable signal indicates

whether the exclusive range mode is enabled or disabled.

-10 -



Crcuitry substantially simlar to that shown in FIG 3 may -13 WO
| 12/ 08888 PCT/ USOL/ - 47621 be provided for processing of the output of AND

gate 56 qQqfofbfRss One inportant aspect of the circuitry ebypijstr/s2i S
dynam c counter logic that permts precise handling of 5 exceptions within

t he processor pipeline execution stages. If a watchpoint match is
propagated to EX2, for exanple, but an instruction ahead in the pipeline in

EX3 is killed, watchpoint engine 16 readj,usts a counter to conpensate for
The kil 1 ed TSt 1 A0ERo N d S EnEd G HE WSPCRBG RES16 adeoDg LERGS  hat
pur pose, the output of register 58 feeds both a counter circuit and

. wat chpoi nt o GPEP2ER ER&St iScul 20, 1fedidtePR5gated2 ancdodNiegaltegid® circuit

60, which acts as a counter controller and receives as an additional input
\

a count adpuaspmeatesiegndl.,” as indicated by 15 reference nuneral 62. Counter
logic circuit 60 controls nultiplexer 64 to select either a -1 or a counter
adj ust nent anoumhet attput fofd 2AND a@tadder GedsAdderhed eIV e tieo sioncr enent

or decrenent a counter value produced by a series of 20 nultiplexers 68, 70

and a £LouniNDegiagleens 07 Ze JRGIRMRRL it i chall i@putdddi RAnkY =hadle the
ordi nary operation when a particul ar event being counted is detected. The

3\%“85%8133 §R|r9%}éi/1?%gﬁl§%£§‘?l%sti% RN 1G98 SUGERST! Ve rReC Wahgaces - 14
enable signal indicates that watchpoint engine 16 is in
range mode, while the Exclusive signal indicates that the
range mode is exclusive. 1In other words, watchpoint engine

10 16 is in a mode in which it matches on addresses that fall
outside of the range defined by the range bound watchpoints
loaded into watchpoint registers 18, 20. If the Exclusive
signal is high, the range signal is high, and the output of
AND gate 48 is high, AND gate 50 propagates a “1” to OR

15 gate 5H2.

OR gate 52 receives as inputs the outputs of the
inclusive range AND gate 46, the exclusive range AND gate
50, and the direct match AND gate 38. If any of the inputs
to OR gate 52 is high, it outputs a “1” to AND gate 54.

20 The logic circuitry shown in FIG. 2 primarily operates
within a first execution stage of the processor pipeline.
As an illustration, that stage is indicated as the “EX1”

stage. If an instruction ahead in the pipeline has been
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of a particular watchpoint before triggering an enul ati on or exception
event handl er. Notably, occurrences of watchpoint matches detected in the

EX1 stagewgy@ssayted in a later stage, i.e., in the EX2 $34R01/ P61
b

out put of count register 72 is fed back to adder 66, as indicated by
reference nuneral 74, and to one of the inputs of nultiplexer 68.
Mul tipl exer 68 receives the output of adder 66 as its other input.

Mul ti pl exes, . IS _Pr Qi f or_. |_oadi of, .a hred t value. ..

VI 1 pl oxera eyl e ruto e e BRI e BT, B 5HR Rt Bt ner
t he count | ue produced b l'tiplexer 68 or an initial count valuye |oaded

.into nennr&ﬁﬁywﬁﬁgggﬁﬁpgcg%ﬁgﬁ @5&5F@ﬁ8?9 Py GSﬁeﬁoﬂéng}rﬁHFFF§I8§er 70

permts the entry of an initial count val ue representing the nunber of 15

ti mes an eVéft ghoul d be detected before generating an event trigger. In

. operation, that initial count value is decrenented by adder 66. A Count

Updat e signal iddircates wuepose, MAND pladee5468 nsAodkd sel éoputkeaoaut put of

adder 66 or the output of 20 register 72. Thus, the Count Update signal

i ndi catt es Whekherd ke laoudignedl, uanshowled thel gpdatediaghahel dndl & Whe igut put

of adder 66 is selected by nultiplexer 68, the existing counter value is

decr enent eq;@maincr efNkad1 si5nal WAWRLR <=8RBAPEH YSALkuA1634 dapendi ng
on the output of multiplexer 64, which is applied to the adder. If the

out put of register..z2, i l.ect b tipl.exer. 68, -t exXigti unt er
value is hgﬁgF %fﬁé%uﬁﬁﬁi??ﬁ%?gﬁfn%g grhggcﬁgﬁgn%%&}gg'Thgﬁ%oggﬁg?

cirouitry Liacks a deolied MR O QRS NeeT 0h i3 PR UG Vet

pipeline stage has been stalled. The Valid signal
10 indicates that the current instruction is valid. If AND
gate 54 receives indication of a match from OR gate 52 in
combination with an indication of not killed, not stalled,
and valid, it propagates a “1” to the next stage of
watchpoint engine 16. Otherwise, AND gate 54 produces a
15 N0,

The “1” that is output by AND gate 54 indicates that
there was either an inclusive range match, an exclusive
range match, or a direct match, depending on whatever
watchpoint mode is applicable to watchpoint engine 16 at

20 the time. The inclusive and exclusive range matches
detected by AND gate 54 are made relative to the watchpoint

addresses loaded in watchpoint registers 18, 20. The
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range match. If an instruction produced a wat chpoint address match and
resulted in a decrenent to the counter, but 'is killed in the EX3 stage, the

counter %H%Ls?isslo incremented by 1 rather than decrenenpegukpr/geiipensat e
for the fact that the matched instructi on was counted but subsequently

killed. If an instruction produced a watchpoint address match and resul ted
in a decrenent to the counter, but is killed in the witeback stage, the

counter 15 value is.increnmente rat her .t han_decrenmented. |f an

i nstructi ofs*Ehat "BIES uggtgc&ﬁgcﬁ§ogﬂﬁ gaéﬁeéé mat Cf Srﬁggﬁﬁﬂgﬁ 'R the EX3
and writeback stages, that counter value is incremented by two rather than
decr enent edReTHE tESGCe Pro ROGECEENT-RPAGCt A8 HAGGRPOBP tWHEERSERE d8unt val ue
shoul d 20 be adjusted is provided by register 76, AND gate 78, register 80,
logic circuit 82n ANP wegiesddr sgmilragitot @ND7@ateceilvés amovaget, thr om AND
gate 75, that indicates whether a valid match has been detected in the -16
wo 02~0. ~sdBserctTamaminzt cBX2 stiaget Aatrahed wat chenwanghpbahtt he perti nent
instruction that produced a watchpoi nt address match was valid, not killed,

and nof st abkedsisn 1dacieRr esert waitk@bbaatst-age stERe20ut papotategisst er 76
feeds AND gate 78 and 5 logic circuit 82. AND gate 78 al so receives as

I nputs an &@@E&%%EoﬁsoﬁnWﬂ%%h%%et%%t%%%cg%dAN®$5%H%tMQD EﬁenﬁﬁggEkE%d’ not

stalled, and valid in the EX3 stage. The not killed, not sta , and valid

signals are.lqgical |y different signals-for, . h pLpeli t . If there
is a l0 ma é%gaﬁ gpﬁé’ngpghé VF%%F%U%F%&% Fégﬁ%g’kﬁﬁﬁeéggngﬁaggalIed, and

vaid in the B3 stage, e qutput of M0 0315, 78,15 180 LaPakEBY 8O

54 receives the not killed, not stalled, and valid signals,
10 it propagates a “1” to the next stage of watchpoint engine
16. In this manner, AND gate 54 indicates a direct address
match on the watchpoint address loaded into watchpoint
register 20.
FIG. 3 is a schematic diagram illustrating additional
15 circuitry for generating watchpoints. The circuitry of
FIG. 3 represents the next stage of watchpoint engine 16
following the stage illustrated in FIG. 2, and spans second
(EX2), third (EX3), and writeback (WB) stages of the
processor pipeline, as indicated by the dashed boundaries
20 in FIG. 3. In the example of FIG. 3, a register 58, e.g., a
flip-flop, holds the output of AND gate 54 of FIG. 2.

Circuitry substantially similar to that shown in FIG. 3 may
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witeback (WB) stage. The output of register 80 is fed to logic circuit 82
15 along with the output of register 76. Logic circuit 82, in turn,
produces Wwo®9uitsgy adjustnment anount and drives the input pptsegisier 84.

The out put of register 76 indicates whether an instruction was killed,
stalled, or not valid in the EX3 stage. The output of register 80 indicates
whet her 20 an instruction was killed, stalled, or not valid in the

wr it eback stage, the basis of those_inputs, logic_circuit 82_produces

t he counte?eagﬁag%a%%t%SﬁnﬁﬁggeaséggiBgthBOQBFpPEePF é&ﬁrgﬁFeaﬁg 3
conpensates_for _the WO 02/ 08888 PCTI USOL/ - 171 21 decrenenti ng operation.
Regi st er SEIﬁrogrdes the counter adjustnent anmount to nul tipl exer 64. Wen
a counter adjustnent is necessary, logic circuit 82 al so generates the
Count Adj ust signal impertpstappPeed ©d bkt cprexétr§4os &3Ga Goasrol signal
. to select the counter adjustnment anount produced by register 84 rather than
the -1 or Qynapitscbontelt iplhgéxethés. péheiCaupteAdsyshasd@nay sEy sinply

i ndi cate whether an instruction was killed in EX3 or Witeback. |0 Logic

circuist 82cgeaptabas @itaunt ehcagiruskbBBBY AAPUNLnbNekESROASE LRakRe Killing
of matched instructions in |ater execution stages of the pipeline. In this

manner, a geuRt Ght%8bHE nthak tbhagks pi-BegurRer tof EReCUELeNeesnah 2
particular match can be conpensated for nmatches that are 15 counted but
RN S Dl R e S ST TR
exists Mheaa%ghggig%ugkgg%etq%treadjusts a counter to compensate for
the killed instruction that matched on the watchpoint
10 address. For that purpose, the output of register 58 feeds
both a counter circuit and watchpoint logic. 1In
particular, register 58 feeds a counter logic circuit 60,
which acts as a counter controller and receives as an
additiocnal input a count adjustment signal, as indicated by
15 reference numeral 62.

Counter logic circuit 60 controls multiplexer 64 to
select either a -1 or a counter adjustment amount that is
fed to an adder 66. Adder 66 serves to increment or
decrement a counter value produced by a series of

20 multiplexers 68, 70 and a count register 72. Decrementing
by 1, i.e., adding by -1, is the ordinary operation when a

particular event being counted is detected. The counter is

provided to enable the counting of successive occurrences
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produced a wat chpoi nt address match has been killed in the 20 EX3 stage.
The second condition exists when an instruction that produced a watchpoi nt
addr ess ns¥@hn/h@gssbeen killed in the witeback stage. In s USA%ES bot h
conditions may exist. Logic circuit 82 identifies the conditions based on
-18 WO 02/ 0- 48888 PCT/ USQOL/ . 47fi 21 the output of register 76 and

regi ster 80. The output of register 76 indicates a valid nmatch in the EX3

tage, while the out f i ster_80 indicates wheth instruction h
beon kil 16t of KPATTRG T VRECUPPEBbalk Fage: L49F0r Sx 2 BRCLbTokhe {1 1ot

condition, but not the second, Iogic circuit 82 generates as the counter

- adj ust mentan®tREPthervarget ohanglert b Natabinay, OGedereBBeSuPE t he exi sting
counter value with "I," conpensating for a killed instruction one stage
ahead in twetphpeinhenatehes dpbeeted ankihe BXinstagetavm apubbedl shages

" (EX3 and WB), but no watchpoint address match in those stages, a zero is
added to thelzoentetagforiexi st encehef EXhessagend condition, but not the
first, logic circuit 82 generates as the counter adjustnent 15 anmount the

val uesof "1." IDhéhbetpay, o8ddennbbreynetéherexist fog 6QURt €6 yahde with
"1," and increnents the counter value instead of decrenenting it,

conpensatigg, T 95 2nkiLhedql B9t UELF@ACE bR ¥B $1298nqFRE EXLSLENER O

both the first and second condition, 20 logic circuit 82 generates as the

count er ad| Ustpnt.eagount ot heoyakye ofi2 oL ENks YeY. ;gdder,66 suns the

exi sting counter value and incre e counter value by "2"
| nstead of dectemept LA 55 20PERaLLNG, f Ohptt!  euidPprexer 70 is
provided for loading of a desired count value. Multiplexer
10 70 is responsive to a Count Enable signal to select either
the count value produced by multiplexer 68 or an initial
count value loaded into memory by the application
developer. In other words, multiplexer 70 permits the
entry of an initial count value representing the number of
15 times an event should be detected before generating an
event trigger. 1In operation, that initial count value is
decremented by adder 66.
A Count Update signal indicates whether multiplexer 68
should select the output of adder 66 or the output of
20 register 72. Thus, the Count Update signal indicates
whether the count value should be updated or held. If the

output of adder 66 is selected by multiplexer 68, the

existing counter value 1s decremented or incremented,
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WO 02/0.18888 PCT/US011~7&21 instructions, that produced watchpoint address
mat ches, in the EX3 stage and the subsequent Witeback (WB) stage. An AND

gate 86 r@qphAssskhe output of register 58, the nost signigd b,y of
adder 66, and, at an inverted 5 input, the nost significanﬁyﬁﬁ$ﬁgJPgut of

regi ster 72. AND gate 86 tracks whether the counter has rolled over, as a
condition for generation of an EMJ or EXC event, and therefore only

requires inspection of e nost _sigpificant bits regi ster 72 apd adder
66. The ou?%ﬁ?n *ngeﬁ?sﬁg? ﬁﬁggggaﬁ T%ﬁtb%}%ﬁ?rogzﬁx Yot et B6P R £ PR cei ved
by a nultiglexer 88. When_t he output of register 58 indicates a watchpoint

. match, the“prelentdeddtint effvElraectiPregPEt BP9t PasThebh doteehehtied to
"1," and the output of adder 66 is a "1" (indicating no count adjustment on
t he preserfulBipyexey, 6ANDLat ex86t bug peewnker 1valwe nid theléxera88er A count
- enabl e signal may indicate whether the devel oper has specified a nunber of
occurrenceshéwr imcwamehpednbrodevhendeted. si ngl e occurrence is sufficient
for event triggering. In this nmanner, the count enable signal 20 may

i ndi cate whet herhaubbhptexeri 88usheyl grsekecs Abeiouy PiimOErregi ster 58 or
the output of AND gate 86 and, therefore, whether to trigger on the first

o STk LR PR ESPEScufzRerlively. oM pheket, O b e - 20
specifies Lhe OURDEL,OT QCULT eASERLELLoR YRLGARES M, - watchpoint
address match and resulted in a decrement tc the counter,
but is killed in the EX3 stage, the counter value is
10 incremented by 1 rather than decremented to compensate for
the fact that the matched instruction was counted but
subsequently killed. If an instruction produced a
watchpoint address matcﬁ and resulted in a decrement to the
counter, but is killed in the writeback stage, the counter
15 value is incremented by one rather than decremented. If an
instructions that produce a watchpoint address match are
killed in the EX3 and writeback stages, that counter value
is incremented by two rather than decremented. The logic
for determining the amount by which the count wvalue should
20 be adjusted 1s provided by register 76, AND gate 78,
register 80, logic circuit 82, and register 84.
Register 76 receives an input, from AND gate 75, that

indicates whether a valid match has been detected in the
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The out put of mnultiplexer 88 may drive an enul ation (EMJ) event generation
circuit 90 and an exception (EXC) 5 event generation circuit 92. EMJ

gener ati ogoGi2fosskss 90 drives a register 94 that generates pgi/&aWhaRtki on
request (EMJ REQ in the EX3 stage of the pipeline. EXC generation circuit
92 drives a register 96 that generates an exception request (EXC REQ in
the EX3 stage of the pipeline. EMJ |0 and EXC generation ci rcuits 90, 92
are discus [ r eat il _belowwth e ncet 4. An

arml at § on B6ane Cefbees L7 Oeb0sr 58 YoRBH. BPEbnbRa PORCHBREE I n emul ati on
mode, instructions can be read froma JTAG interface provided in integrated
. circuit 15'@8VFEEtion FhatipAerAeer fatdtraPaerFnaddbySPERE ShaNaard 1149. 1
(IEEE Std. 1149.1-1990, published 1990, and entitled "Test Access Port and
Boundar y- Stahids chpﬁ:e&ﬂ@lﬁéd). awdenohnssalladi on ehenpreeebtspriprhdéingpe of
enul ation event, e.g., watchpoint match, is recorded in a status register.
20 Optionaktygea wahehpoiptuitmatclhheghnteau3é peedesaND Gatto7Bsaud an
exception rather than an enul ati on event. For an exception event, processor

12 traps tmogmce&ﬁeahu@nshandhgb gﬁafWgUEQEbOBeEEESeéaESan§@Es|Bnthe
wat chpoi nt WO 02/ 0-t8888 PCT/ USQOL/ - Q7621 instruction address control

regi ster aﬁﬁdagstpghcggomagt @&agﬂedﬁsﬁéheanaﬁgklﬁeehaheastﬁoﬁpeC'fy

whet her a partl cu event s generate enul ation events or exceptl on

events. not her, cj rcui,t agramillu at|n add ional

ci rcui try %gél’ %r }Cr?g eméntaafjl ogaJIEL a tk‘chﬁg?n & g| nelrEl n 18t
articular, FIG. 4 illustr tesE nt ener tion circuit 90 and EXC
gvent geneké@h&ﬂ not stal ed, 1gna?s are &oglcal?

different signals for each pipeline stage. If there is a
10 match and the matched instruction is not killed, not
stalled, and valid in the EX3 stage, the output of AND gate
78 is fed to a register 80, which outputs a value in the
writeback (WB) stage.
The output of register 80 is fed to logic circuit 82
15 along with the output of register 76. Logic circuit 82, in
turn, produces a counter adjustment amount and drives the
input of register 84. The output of register 76 indicates
whether an instruction was killed, stalled, or not wvalid in
the EX3 stage. The output of register 80 indicates whether
20 an instruction was killed, stalled, or not valid in the
writeback stage. On the basis of those inputs, logic
circuit 82 produces the counter adjustment amounts

described above, i.e., 1 or 2, and compensates for the
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circuit 92 in greater detail. AND gate 86 and nultiplexer |0 88 fromFIG 3
are also illustrated in FIG 4. As shown in FIG 4, EMJ event generation
circuit Somusssag! ude an AND gate 91 that receives as i npqfu@sfl enabl e
signal and the output of nultiplexer 88, which indicates the identification
of a watchpoint event. The EMJ enable 15 signal indicates that the type of
desired event is enulation. The output of AND gate 91 drives OR gates 93
and 95. Inte%rated chrcglt d% vice % h de mul tlglg %airs gf

wat chpoi nt SESHEAT 4F6PY, CREER égntha “gh &ﬁ FPECV2He3. PR S8HPERSN to the
out put of AND gate 91, OR gate 93_receives the outputs for all of the

. matchp0|nta@hﬁﬁﬁﬁéntcﬁmﬁap Gl Wéééﬂ9é§xan6édd|WP8ﬁ foCPHBLBEL put of AND
gate 91, an indication of all watchpoint address matches for - 22 WO

02/ 08888 P&¥)WSEMEnEr631npASEFatY 0hSI1asCyEnaist 84 byspheepartbas

. wat chpoi nt engi ne conparator pairs. An additional OR gate 97 receives an

i ndi cati ontbgé gblinwafdhpeitntigddiesbatmticheppilioeddabanuasigénerat éd by t he
vari ous wat chpoi nt engine conparator 5 pairs. Thus, OR gates 93, 95, 97
moni t ar t hesodt puhsrefl alkbnwat eBpeentcenghBesocuntieftt egfakedeair ahbhindevi ce
10 for an indication of a watchpoint address match. I n general, data

mat ches onhyolhgadqt 8y9¢R8%aLLeNsaf tEMJ-¢vents. Al AND, gabelgguggcgbves the
out put of gate 93 at "one’to input and, at an inverted input, an instruction

dd I f. 102. 1f th
PRI O P R Ayt ELorECR TeRRl 107, 11 the
effect, disa Iedte wge%%oduce al tputwas 91Q§t% 100 go%%ver produces

a high out pifiFe er an ins ruc ion in EX
Writeback.
10 Logic circuit 82 generates a counter adjustment amount

in response to the killing of matched instructions in later
execution stages of the pipeline. In this manner, a
counter value that tracks the number of occurrences of a
particular match can be compensated for matches that are
15 counted but later killed. The output of logic circuit 82
tracks essentially two conditions and the combinations of
those conditions.
The first condition exists when an instruction that
produced a watchpoint address match has been killed in the
20 EX3 stage. The second condition exists when an instruction
that produced a watchpoint address match has been killed in
the writeback stage. In some cases, both conditions may

exist. Logic circuit 82 identifies the conditions based on
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15 OR gate 95 and OR gate 97 are both high and therefore indicate both an
instruction match and a data match on the sanme cycle. Thus, the instruction

and dat a Wat@ehgeabl e signal places device 10 in a node ipcRiseiyM) events
are only generated when there are both an instruction match and 20 a data

match. If the instruction and data match enable signal is |ow, then any
wat chpoi nt address match, as indicated by the output of OR gate 93 is

sufficient_for generation of an event. ln effect, eneratiogn - 23
W0 02/ 08338 PCIHERRE Of 7699 6P FEuT SBSaEPaHRFRESCl) WRECHORCEHG Pht egr at ed
circuit device is in enul ation node, and (b) whether there are any data or

. instructi ohcahEERBEs’ OaBRFRCaLEESt AeVRhsEr UBEFBniBNEhBaER3 niEetic endbl éesi gnal
5 is high, the output of OR gate 93 is ignored, while the outputs of OR
gates 95, BFedeuvpubNDfgategi$®6rhBghindichtecevehethheyaar énborhchigh. |f

- the instruction and data match enable signal is low, only the output of OR

gate 93 ishesnsedrriedllkd ert benltasdeini ththerpeebsaknstageput, to i.e.,
fromAND gate 98 or 100 is high, gate 104 goes high to generate an

emul ati on requesbr EQisexgept bentgener aktonoabl eWbh, 98utt et EMkenabl e
signal and the output of nultiplexer 88 provide the inputs to an AND gate

106. The EMsnabl eosiignal a;teqel yedoahe 13 ag avepbdiboput of AND gate

106. The out put of tiplexer 8 Icative o e wat chpoi nt match

status for_qne of the_watchpoint c aratqr pairs,,.and thus ig.one.of many
Thouts o BleiatarhlgaiBbar She v FRTRO8 ARG o sPI66haYy  aladRecBt The

inputs of an OR gate 108. The 20 other inputs tq OR gate 108 are the
vari ous in§PW§CF88ne§ﬁatlng counter value with %1, ompensating for

a killed instruction one stage ahead in the pipeline. If
10 there is a killed instruction at both stages (EX3 and WB),
but no watchpoint address match in those stages, a zero is
added to the counter.
For existence of the second condition, but not the
first, logic circuit 82 generates as the counter adjustment
15 amount the wvalue of “1.” In this way, adder 66 sums the
existing counter value with “1,” and increments the counter
value instead of decrementing it, compensating for a killed
instruction in the WB stage.
For existence of both the first and second condition,
20 logic circuit 82 generates as the counter adjustment amount
the value of “2.” 1In this way, adder 66 sums the existing
counter value with “2,” and increments the counter wvalue by

“2” instead of decrementing it, compensating for killed
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dat a wat chpoi nt mat ches produced by the other watchpoint conparator pairs
that nay be provided in integrated circuit device 10 . The output of OR

gate 108 wg ohmshss register - 24 WO 02/ U- 48888 PCT/ USCpeTA&GRd6P0. | f
the output of gate |08 indicates an exception match, register 96 nmay out put

a "1" that drives the generation of an exception request. FIG 5 is another
circuit diagramillustrating 5 additional circuitry suitable for

| ol errent af 00, L 2oi8! CBROL NG 800108 whDeRAELLEUL AL L G Bl Usi pat oo

t he mai nt enance o a wat ¢ poi at us regl er e’ wat chpoi nt
status regjste tat nonitors the status t chp Thi s register
may be updé?%dé%xwégégﬁ ﬁ?g ﬁhiOSEgﬁ?%ueV£ %rhtégf%g g#ﬂ} oF29&t chpoi nt
range matches, the WP Stat register |latches the source of the matchg0|nt.

This permits |d%ﬂt%ypcﬁ?F%n86frﬁﬁ?%ﬁeﬁaFEﬁp%FﬁP§taﬂﬁ 599t 88_r nat chile

- shown in FIG 5, an AND gate 114 receives either an 15 indication of an
exception Besenaiabifhcanbnbihndf andfiadi 66t i @ndt hat eheieventeds valid and
not killed and not stalled in the pertinent stage. The output of AND gate
114 dni vesihpotf| thefhops EignifiBanAnbiht enhpdiabE A& ghee 147 dRNBr m nes
whet her the matched instruction in EX3 is 20 not killed, not stalled, and

valid. Thegeutpst otatkepwhdBhdti vre epentB8pURaOf raD1&R gake, 129. a1 0 the
event the output of flop 118 or the WP Stat contents is hlgh t he out put of
R gate 1290h§1@£8ﬂ forzéeneratlon of an EMU or EXC event, and
therefore only requires inspection of the most significant
bits of register 72 and adder 66. The output of register
10 58 and the output of AND gate 86 are received by a
multiplexer 88. When the output of register 58 indicates a
watchpoint match, the present counter value in register 72
has been decremented to “1,” and the output of adder 66 is
a “1” (indicating no count adjustment on the present
15 cycle), AND gate 86 outputs a “1” to multiplexer 88.
A count enable signal may indicate whether the
developer has specified a number of occurrences for a
watchpoint or whether a single occurrence is sufficient for
event triggering. In this manner, the count enable signal
20 may indicate whether multiplexer 88 should select the
output of register 58 or the output of AND gate 86 and,
therefore, whether to trigger on the first occurrence or

the nth occurrence, respectively. Multiplexer 88 thereby
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WD 02/08888 PCTIUSO1 /-17&1 A nultiplexer 122 receives as inputs the

out put of OR gate 120 and the output of an AND gate |24. AND gate 124

recei ves @® dafsestes the WP Stat contents and, at an invert @iyl W
Stat Clear signal. The WP Stat Clear signal 5 indicates whether the WP St at
val ues should be set to zero. If so, the output of AND gate 124 is | ow

Mil tiplexer 122 is controlled by an EXC Taken/ENU Taken control line. If an

EXC or e e-tak It| | exe 2 sel ect the out put of OR
gat e 120Nm#$y Pé égtERfJevgﬁ%g s not tor %t %R%leﬁ%?tlp?exer Z22

sel ects the out ut of AND gate 124. NUItlpIexer 122 drives register, 126,

whi ch repre¥Bhes ?heCtonts ?Eeﬁff?ﬁeavvﬁﬁfgfo+%5rster FIG 6 is a flow
diagramillustrating generation of watchpoint matches. Upon conparison a
current instructhencubpar datmuhaipbsser o8l inay @W%e@@n@nmﬂa@gg‘pﬁi nt

- address WPO and WP1 (128), the process determ nes whet her the inclusive
range i s efBlpde(d30) gehérgbjiobheiprotessldenéran nescepheiber (ER@) addr ess
is greater than the first watchpoint address WPO and | ess than (or |ess
than er equabntoyehibealonecondunat shpoi nhvagdnesst W ¢132pitl Bonot, it is
determined that there is no watchpoint match (134). If so, the process

det er m nesgwhet ey keglgeéklaﬁnehaes EHELLOBS he Mahideipnt rkhhbed, and not
stalled in the presen WO U2JU. t 8888 PCT/ USQOL/ -t 7621 pi pel i ne stage

(136). 11 Eﬁ %aRﬁﬁeCEROLHE E%%f%?%?ﬁgggm%g%ﬁg %ﬁné 'fEkEe Lpekysiyg range

is not ena process & excl Usrve range I's
enabl ed (140 t he process, det e mhet the first t chpoi nt
VPO i o o eRLEFUERaR?: AL HAR: Boecr Shiet REr CPRG aaa%@éeﬁsaaraﬁ?sp‘t“?ﬂanp<or
greater than or equal to) the second watchpoi nt W1 142& If either is
true, the prevess dBXer ﬁéslahébﬁeﬁxﬁhétﬁg?tPﬁehbeuHé?? ¢PPon F¥Vvalid,

not
10 and EXC generation circuits 90, 92 are discussed in greater

detail below with reference to FIG. 4.

An emulation event causes processor 12 to enter
emulation mode. In emulation mode, instructions can be
read from a JTAG interface provided in integrated circuit

15 device 10. The JTAG interface is defined by IEEE Standard
1149.1 (IEEE Std. 1149.1-1990, published 1990, and entitled
"Test Access Port and Boundary-Scan Architecture”). When
an emulation event occurs, the type of emulation event,
e.g., watchpoint match, is recorded in a status register.

20 Optionally, a watchpoint match can cause processor 12 to
issue an exception rather than an emulation event. For an
exception event, processor 12 traps to an exception

handler. Configuration bits can be set in the watchpoint
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|0 killed, and not stalled (136). If so, a watchpoint match is indicated
(138). If neither condition (142) is true, there is not watchpoint nmatch
144. 1f ngthrisskde i nclusive range (130) nor exclusive raggasold i S
enabl ed, direct nmatches with watchpoints WPO 15 and WP1 are consi dered
(146, 148) | f neither produces a direct watchpoint match, that indication
is made (150). If ei t her matchpoint WPO, WPl produces a direct mat ch, the
process deter ﬁ etgsr the ﬂent |n tructlo pLS. Y b gt k|IIed
and not staff ﬁuf 38). @ r?ﬁ?s 58 dFF?bﬁ FE ?Pﬂe ?hgagF RBEET| dentifi es
a wat chpoint match ( 138 ) - 27 WO 02/ 048888 PCT/ US01/ 47621 Vari ous
enbodi ment 926 RABTPATeRPNERORaTEILEERTdESCPPBEHLY THEEENGHI 20t her

enbodi ments are within the scope of the follow ng clains. 28 WO
02/ 0. 888R Whatifslakakmedti shopCH/ ysoerareemulatinn appakat @s conpri sing:

. 2 a watchpoint register adapted to store a watchpoint 3 address; 4 a

conpar at or ekbapteonpareatkshe wat chpoi nt address to 5 program addresses
associated with instructions submtted in 6 a first stage of a processor

pi pelisne; 7 a watghpai it gepehakokitkati tganeyabasialwetehpangt match when

t he program address equal s the watchpoint 9 address; and 1o a counter that
generates gqaouibnyal ue biid secandablcstage ab1ERENREREBRSOF gipel ine, the

count value 12 representlng t he nunb wat chpoi nt matches. 1 he

appar at us ofgﬁk %, further co tirgga 2 %Ibrrggﬁglggtggg%s gb triggers

a request wh codn value excee a'tri resho

control |l er that ad usts .t he count val ue en _on t he |nstruct|ons
associ at ed ®¥fFPR SﬁEeSPtﬁHE WREEHE 70 87 F§He§vﬁgtkﬁﬁpgda590§talIed at a
| ater stage in the - ~ pipeline. - 29 WD 02108888

circuit 92 in greater detail. AND gate 86 and multiplexer
10 88 from FIG. 3 are also illustrated in FIG. 4. As shown in
FIG. 4, EMU event generation circuit 90 may include an AND
gate 91 that receives as inputs an EMU enable signal and
the output of multiplexer 88, which indicates the
identification of a watchpoint event. The EMU enable
15 signal indicates that the type of desired event is
emulation. The output of AND gate 91 drives OR gates 93
and 95.
Integrated circuit device 10 may include multiple
pairs of watchpoint comparators, such as that shown in FIG.
20 2. In addition to the output of AND gate 91, OR gate 93
receives the outputs for all of the watchpoint engines. OR
gate 95 receives, in addition to the output of AND gate 91,

an indication of all watchpoint address matches for
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PCT/ USO1/-47&21 1 3. The apparatus of claim2, wherein the second stage of
2 the pipeline is later than the first stage of the pipeline. 1 4. The
appar at uswqf o2%sgdsgr 2, wherein the programaddress 2 is an lj@ﬁﬁ@l‘lm(jz@n
address or a data address. 1 5. The apparatus of claim 2, further
conprising event 2 generation circuitry that selectively generates either
an 3 enul ation event handling request or an exception handling 4 request
based on a .predeterm ned event type associated with 5 the watchpoint match.
16, The afBaratiie 6r el AmIZnSHREES HYt Moo JATLON o2 GEnbPaLes EREEsunt
val ue by decrenenting an initial count 3 value for each watchpoint nmatch,
and the cofOFERITELEOFIRRSHES -9 e 3C6UT Apgilu @R wadenPenSacedy eshan
decrenenting function 5 when one of the instructions associated with one of
the 6 wat cHpciier timrc lngs dlsl kidtadg admts tealdred satmad dhatserf ogt alges ai, n atshe

- pipeline. 1 7. The apparatus of claim2, wherein the watchpoint 2 register
i ncl udes a dfdnfestatwal chpaind veegisiewdtented i tdhgd e 3dmpa AR SR2/ 0. 48888
PCT/ USULl/ - 17&21 3 first wat chpoi nt address, and a second wat chpoi nt

regi ster 4d.0aded Wiy ,a geRidtvaixhpoi ntoaddassr Hhe MRt o 5
conpares the first and second watchpoi nt addresses to 6 program addresses
associ at ed iyt IS Ay Shm b oty teg,ﬂatte%e QRGATS Yol RELINGo,aNd the

wat chpoi nt generat or 8 generates a wat chpoint match en the program

address is in.9 range defined by the fir and _second .wat chpaint to

addr esses. °f éL.nd?lhcé—‘ algD rat s wo‘i\‘t%ﬁpé)llrﬁt?,a%&%sl ﬁ“at%r?g“‘r angESE AN 12

i ncl usi ve range extendi ng between the first and second 3 wat chpoi nt

addr esses, dteamabeasiely dffe dft dde e oy @ T Bh & %¢ et ween t he
first and second watchpoint address. 1 9. The apparatus of claim7, further
conpri sing circdin AND gatm Felreagindsy tdissaplteitord ¢fa ttehd vattc Igys nt
registers 3 to conserve power. 1 10. The apparatus of claim7, wherein the
conpatrat or ihpgutclamdes st fdan stnwonpat dtrgrutt hain dorgranes: itdre drid stat®

wat chpoi nt addresses to the program addresses, and a second 4 conpar at or

t hat conmpangs drhersaeend WiLhpoindi AR ISeS dfeeddie rimgraamiaddr esses,
t he wat chpoi nt engine further - 3Z WO 02/ 0a8888 PCT/USA | -17&21 6

conpri si ng 1¢i rGid tinys dNate S8 eold Veloh daall el d eagnAne o wifgr he first
and second conparators and stabilizes the
then AND gate 98 1is, in'effect, disabled, and produce a low
output. AND gate 100, however, produces a high output if
15 OR gate 95 and OR gate 97 are both high and therefore
indicate both an instruction match and a data match on the
same cycle. Thus, the instruction and data match enable
signal places device 10 in a mode in which EMU events are
only generated when there are both an instruction match and
20 a data match. If the instruction and data match enable
signal is low, then any watchpoint address match, as

indicated by the output of OR gate 93 is sufficient for

generation of an EMU event. In effect, EMU generation
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8 out put of the disabled conparator. 1 11. A nethod conprising: 2 conparing
a wat chpoint address to a program address 3 associated with instructions
submi tt eqyd Br/éusdst St Sstage of a processor pipeline; 5 gengrausngée:

wat chpoi nt match when a program address 6 equal s the wat chpoi nt address;
and 7 generating a count value in a second stage of the 8 processor

pi pel ine representing the nunber of watchpoint 9 matches. i 12. The net hod
of cl ai nL1, . f her i Sings e ' - . nt val ue
exceeds aBCﬁ%%lgﬁrg(fﬁége)é %\klg% a%d%dpﬁ{sﬁﬂné&gtﬁ%gﬁ%%%%nf%ﬁg of the
instructi ocpsS. associ at ed V\ji[th. one of the gva@jc)h%ﬁia t matches is killed or6
stal | ed at®® 14T et Bt HY Tt He Pt g5 e 219 1P ERThod* ot @5 M,
wherein generating the count 2 value includes generating the count value in
a second <talge F 3INSEIYE ) gBEBEPCT/ USOL/ -t 7621 1 of the pipeline that
is later than the first stage of the 2 pipeline. 1 14. The method of claim
12, wherei n gergainngl f hiehe euestuction|antdafenaraitdnermableand grnah event
handl i ng request or 3 an exception handling request. 1 15. The method of
clainsl2, whetkimn, comaswimgut hef 2Rvedathpnd htiaddyess:d o el pridgs am addr ess
i ncl udes 3 conparing the watchpoint address to an instruction address 4 or
a data addsessutd d6.0Fhgates hosl, of 7 cd.aive BND fatdero @ amun Sidohe
selectively 2 generating either an enul ation event handling request or an 3

exception g\aé}ﬂgigge§egygsgog§s§pg}pn ar prigelet gtgﬂggthyrgrg?é dype associ ated

with the watchpoint” match. 1 17.” The method of claim12, further
conprising: 2 specifying. first. and seco t chpoi nt, addresses, i first
and secon %‘f%h%rb?% erelg?ns?ferlss, ‘c(?)""n’paorrll V\%hee &ﬁ%’ft and % c%%tds\r/]\% chpoi nt
addresses to 5 program addresses associated with instructions submtted to
6 a processdrePrPEfEHRd - anth -ekEher g5/ bt ( BEBP PR IR WMt 1
generating a watchpoint match when the program address 2 is in a range
defi Aéd byl the fFrem AMY gaeont vk chpdiht Bigdréasesl 04 d®es Thihet hod of
claim 17, further conprising generating 2 the watchpoint match when the
program adds egsnésata am Suiheticn veeqaamge. ext endi ng between the first and
second 4 wat chpoi nt addresses, or an exclusive range outside a range 5
ext endi ng bet weedir t &ecépt 5én adich SeLONch VWit €pdt g2 AdHESEMU enable

signal and the output of multiplexer 88 provide the inputs

to an AND gate 106. The EMU enable signal is received at

15 an inverted input of AND gate 106. The output of

multiplexer 88 is indicative of the watchpoint match status

for one of the watchpoint comparator pairs, and thus is one

of many inputs to EXC event generation circuit 92. AND

gate 106 drives one of the inputs of an OR gate 108. The

20 other inputs to OR gate 108 are the various instruction and
data watchpoint matches produced by the other watchpoint

comparator pairs that may be provided in integrated circuit

device 10 . The output of OR gate 108 is fed to register
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1 19. The nmethod of claim 17, further conprising selectively 2 disabling
one of the first and second watchpoint registers 3 to conserve power. 1 20.
A systempgiRhisssd9: 2 a flash nmenory device;, 3 a pipelinpdrRKPLLSSOr
coupled to the flash nenory 4 device; 5 a first watchpoint register adapted
to store a first 6 watchpoint address; 7 a second watchpoint register
adapted to store a second 8 watchpoint address; - 34 WO 02/ 08888
PCT/ US01L1g621 %fatﬁgnpéﬁg&mo%hgstgomé\rfﬁdwggégrgﬁ and-pegopd o

ed wth*TI

wat chpoi nt address to program addresses assocl a Imstructions
submtted to processor_pipeline; 12 wat chpoin ener at t hat generates
a matchpoi%?tgg’nﬁ?%ﬁsmﬁﬁnbgh%a%rSﬁggﬁgaﬁdrgssgb§£iﬁrév?ﬁngéedefined by the
19 first and second watchpoi nt addresses; 15 a counter that generates a
count val uBSPep?ESBRt Phg? 6 ¥ RBPhufbeF *BReRAt chpoi nt mat ches generated by

. the 17 watchpoint generator; 18 a trigger circuit that triggers a request
when the 19 coubfGvadudsexbetlsracirryggerdihgeshnolidiuahdakOna controller
that adjusts the count val ue when one of 21 the instructions associ ated
with ene odddbeiwatthpbrotiPymattheslest&r| indlonestaktied af a | ater
execution stage in 23 the pipeline. 1 21. The system of claim 20, wherein
the requestat&hphirte8HahbONIAVEALthanUhiNgFIequUest 10GsaRaeX§ephion
handling 3 request. 1 22. An apparatus engine conprising: 2 a watchpoint

register |gaded-whhBeacwalChReERbo3ndddEesds red2sterW GyB260,¢8888 PCT/ U
S01 /7621 4 a conparator that conpares the watchpoint address to a 5

| tor that ‘conpar vat chipol nt :
b occasor trearrhanoge BELERAERS, ARabBRLF D, SPakinBankbeh Bnd' B8R L Rs

mat ch when the program address equals the wat chpoint 9 address; and
o% wagcggo?nts. This rgg?ster may %e dea ed on every clock

8

10 cycle. When a watchpoint or watchpoint range matches, the
WP Stat register latches the source of the watchpoint.
This permits identification of which watchpoints and
sources matched.

As shown in FIG. 5, an AND gate 114 receives either an

15 indication of an exception or emulation event and an
indication that the event is valid and not killed and not
stalled in the pertinent stage. The output of AND gate 114
drives two flip-flops 116, 118. An intermediate AND gate
117 determines whether the matched instruction in EX3 is

20 not killed, not stalled, and valid. The output of flop 118
drives one input of an OR gate 120. 1In the event the
output of flop 118 or the WP Stat contents is high, the

output of OR gate 120 is high.
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10 a counter that generates a count value in a second 11 stage of the
processor pipeline, the count value 12 representing the nunber of

wat chpoi Rio¥BhsdRes generated by 13 the wat chpoi nt generat perikoRérs21The
apparatus of claim 22, further conprising: 2 a trigger circuit that

triggers a request when the 3 count val ue exceeds a trigger threshold; and
4 a controller that adjusts the count val ue when one of 5 the instructions

associ ated wi t hn opg1 0f o1 b Wal sHPPLAL ; b BBE SNESLL B KEAL € %Euﬁt@%'ég at a
| ater stage in the 7 pipeline. s 24. The apparé?us of clarm 22, wherein the

request is 2 i e apndl L ng q an e 'onn% ndling 3
. request. -g%ge lf@t%%é/8538§§E$E£H$€Eé£/%§§6§§§% gg?'A ne?h@%{%ol ?ising: 2
speci fying_a wat chpoi nt_addr ess; C ring, the watchpojnt address to a
progran1adﬂ?%%%?%s§§§o%P%Fgatgﬁ?hﬁgngfggt?ﬁgf?%ﬁfi?négf?YfEns%%ﬁ%rB?da 5
" hddress eqHAPYC( e WRt SRpbi ol SAHdF $933 L andTBE ghRer BEF gl e EQBRERSAI Ue | n a
second stagedof %he th£§;essgr p&peline, ihe cggnéivalue representing the

nunbef lo bidigdedpovhetharches. WB 3Bat Thelwes hodowidl bé nesSt ftortdee.
conprising:2 generating arequestwhen the count val ue exceeds a3 trigger

t hr eshol d; afiddo adiflust bugptthecdunkDayate wheh dDaelof.t hdul psprexeét on3d
associated with one of the watchpoint nmatches is killed or6 stalled at a

laterstageis tberpbpeténey 4n Bic Pakappemet UskEANBELSEHD: 12na. fitst
wat chpoint register with a first watchpoint 3 address; 4 a second

wat chpoi nt . r egi- st it cond hpoj 5 - / 08888
b Usor - 35 B5E 15 MibleReREreR e okl , PpatHIERExer 1 sellPS

t chpoi nt_add t i at ith | nst i
subm [ red oeaoprotbseh b BelPnie0a ThaaPchB0i e QaRerirBl tRathohtrat es
a wat chpoint 5 match based_on the_conparison; and 6 circuitry that
sele&PiveI9edF%%%PesmH%tFEégfeBnézafggl?ﬁESf#?%toﬁﬁﬂuge%gnﬁNéoﬂﬁE?ators and

stabilizes the output 8 of the disabled conmparator. 1 28. The apparatus of
cl ai m 28, WhereiWutheriprser 4A4 drives register 126, which represents

the contents of the WP Stat register.
FIG. 6 is a flow diagram illustrating generation of
watchpoint matches. Upon comparison a current instruction
15 or data address to first and second watchpoint address WPO
and WPl (128), the process determines whether the inclusive
range is enabled (130). If so, the process determines
whether the address is greater than the first watchpoint
address WPO and less than (or less than or equal to) the
20 second watchpoint address WP1 (132). If not, it is
determined that there is no watchpoint match (134). If so,
the process determines whether the pertinent instructions

is valid, not killed, and not stalled in the present
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2 second wat chpoi nt addresses define a range, the watchpoint 3 generator
generating a watchpoint watch when the program 4 address is in a range

defi ned t\Xoto%u;sktf st and second 5 vvatchp0| nt addresses. - pd§uso1/47621

JACA L As A A3 . Aa. A A . A92. A. As. As. Al . AF . AFs. Al s. AYs. AY. AYs. AYs. Al . As
. A3L2. AY2A3$2A(2 A9H 2. As. As. As. Al LE. ASE. Al ° .AL. A$ . A

s. ANs=d TK\ Tl zuoj e [ V] ca] ca] ca] ca] caU] calc: a] cTa] caj ca] ca] ca] cajc”alcalcalc
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& ()-195 10%BbSh& ()-L310%& ()-010%& ()- | QSAEPB4 10 1F

“10%08' () - MFLOYOR! () - FLOYOR' () - 10908 () - F" 10%08! () - 10908 () - S2E| }\ =PB4

10 F' 10908 iy 10 ()" 1 F 10%x@ ()= F 10068 (), 1 3quaiofimat

109 } & (% ?’F<PB4 10 YL-1109%& ()-!!YL ! 109% S(S& ()-!

Y #109&' ()- M Y" #109%& () - M8 : 10%0%' ()-Y 10%08 ()- W Ne

108! 10%&' () - F" 10%& ()-s10%& ()- 100 100 10Cf F: 10%0% () - 3Y10%0&' ()- 9;
BbC 10L" 109%<&, () 53410%68 ¢ hanl 08 (e 3is10%E85E) raYe
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a comparator that compares the watchpoint address to

5 program addresses associated with instructions submitted in
6 a first stage of a processor pipeline;
7 a watchpoint generator thét generates a watchpoint
8 match when the program address equals the watchpoint
9 address; and
10 a counter that generates a count value in a second
11 stage of the processor pipeline, the count value
12 representing the number of watchpoint matches.
1 2, The apparatus of claim 1, further comprising:
2 a trigger circuit that triggers a request when the
3 count value exceeds a trigger threshold; and
4 a controller that adjusts the count value when one of
5 the instructions associated with one of the watchpoint
6 matches is killed or stalled at a later stage in the
7 pipeline.
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1 5. The apparatus of claim 2, further comprising event

2 generation circuitry that selectively generates either an

3 emulation event handling request or an exception handling

4 request based on a predetermined event type associated with
5 the watchpoint match.

1 6. The apparatus of claim 2, wherein the counter

2 generates the count value by decrementing an initial count
3 value for each watchpoint match, and the controller adjusts
4 the count value by compensating the decrementing function

5 when one of the instructions associated with one of the

6 watchpoint matches is killed or stalled at a later stage in
7 the pipeline.

1 7. The apparatus of claim 2, wherein the watchpoint

2 register includes a first watchpoint register loaded with a
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9 a range defined by the first and second watchpoint

10 addresses.
1 8. The apparatus of claim 7, wherein the range is an
2 inclusive range extending between the first and second
3 watchpoint addresses, or an exclusive range outside a range
4 extending between the first and second watchpoint address.
1 9. The apparatus of claim 7, further comprising circuitry
2 that selectively disables one of the watchpoint registers
3 to conserve power.
1 10. The apparatus of claim 7, wherein the comparator
2 includes a first comparator that compares the first
3 watchpoint addresses to the program addresses, and a second
4 comparator that compares the second watchpoint addresses to

5 the program addresses, the watchpoint engine further
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4 a processor pipeline;
5 generating a watchpoint match when a program address
6 equals the watchpoint address; and
7 generating a count value in a second stage of the
8 processor pipeline representing the number of watchpoint
9 matches.
i 12. The method of claim 11, further comprising:
2 generating a request when the count value exceeds a

3 trigger threshold; and

4 adjusting the count value when one of the instructions
5 associated with one of the watchpoint matches is killed or
6 stalled at a later stage in the pipeline.

1 13. The method of claim 12, wherein generating the count

2 value includes generating the count value in a second stage
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1 15. The method of claim 12, wherein comparing the

2 watchpoint address to the program address includes

3 comparing the watchpoint address to an instruction address
4 or a data address.

1 16. The method of claim 12, further comprising selectively
2 generating either an emulation event handling request or an
3 exception handling request based on a predetermined event

4 type associated with the watchpoint match.

1 17. The method of claim 12, further comprising:

2 specifying first and second watchpoint addresses in

3 first and second watchpoint registers;

4 comparing the first and second watchpoint addresses to
5 program addresses assoclated with instructions submitted to

6 a processor pipeline; and

-33 -



109 ()- 109 ()-Y 109 ()-Y 10% ()-!s10% ()- " 4ammaadEnbC

10bY: 1 109& ()-Y 109 ()-Y 109 ()-11

109 () - YSvd- 08 @isksk- YETLOY& () - abTbbbb& dEMbC 10bl ) 109%& () 13% éﬂ@‘ £) - YF%
109%& ()-1,#- 10%' ()-1! 109%' ()-Y 10% ()- &bccc dFdddEmbC T0bY

1098 ()- 341 109%& ()-210%& ()-Y/ 10%&' ()-- 109%& ()-1+:!10% ()-ddddddddebC
10bF10%& () - F109%& ()-"s109%& ()-s10% ()- 10 10 10, 9g10% () - e9er eeef [ f dELC
10bl ' 1 109&' () - S! 109%& () - YOL09%& ( %% | 109 () - 109%&! () -

109& ) - [f111) P GYIED O @A ARt MR UPvdr ke Fle program address
y109%&' ()-1'10%& ()-Y: $10%& () -1 10%& () - gghLhhhhdEbC

10b| 0 10%&2 g )in 1Dogange «Aohingd - ooke (3 Lz 1R e/ QoY metog nth4i hiiiiii
i xnbC 10b109& ()- 10 10 10@:f10%& ()-L6 109& ()- 34109%& ()- 2

109& %) - i 13Bjtez§¢”ENDC 10b

- Z109%&' () -1t 109%& ()- Y@LO%& ()- Y310%&' ()- YL09%& ()-"10% ()-jj kOkkkl dEnbC 10b
109 () - | MB1O%&' ()- 109 ()-, 109%& ()-1f109%& ()-1L10%: ()-1;1ni 1| mdEnbC
10b) 109& ()-' MLO%& ()-11 %4109 () - SH109%& ()- 9! 109%& () - 109 () - m)mmmBnl ndEm
bC 10ps6100& ()T HOUEd )o2: & 1OUE 1) 7 OFLOYR £ ) sorhobO%K o % neratln
+10%&'()-Insnt nunvnnnnobC 10b10%& ()*- & 109%2Z& () - 3" 10% S10%& 1)- 10

g (SIS A 5L R 3

0, ! 0, ! 0,
310AZ& () fgékgg% Eggégaéxégndlng between the first and second

4 watchpoint addresses, or an exclusive range outside a range
5 extending between the first and second watchpoint address.
1 19. The method of claim 17, further comprising selectively
2 disabling one of the first and second watchpoint registers
3 to conserve power.

1 20. A system comprising:

2 a flash memory device;

3 a pipelined processor coupled to the flash memory

4 device;

5 a first watchpoint register adapted to store a first

6 watchpoint address;

7 a second watchpoint register adapted to store a second

8 watchpoint address;
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10b!§ZlO@Q§ e(%um erggf(%agcﬁoqg (%a%c@gg'égnerated by the

17 watchpoint generator;

18 a trigger circuit that triggers a request when the

19 count value exceeds a trigger threshold; and

20 a controller that adjusts the count value when one of
21 the instructions associated with one of the watchpoint

22 matches 1s killed or stalled at a later execution stage in
23 the pipeline.

1 21. The system of claim 20, wherein the request is an

2 emulation event handling request or an exception handling
3 request.

1 22. An apparatus engine comprising:

2 a watchpoint register loaded with a watchpoint

3 address;
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6 stage of a processor pipeline;
7 a watchpoint generator that generates a watchpoint
8 match when the program address equals the watchpoint
9 address; and
10 a counter that generates a count value in a second
i1 stage of the processor pipeline, the count value
12 representing the number of watchpoint matches generated by
13 the watchpoint generator. |
1 23. The apparatus of claim 22, further comprising:
2 a trigger circuit that triggers a request when the
3 count value exceeds a trigger threshold; and
4 a controller that adjusts the count value when one of
5 the instructions associated with one of the watchpoint
6 matches is killed or stalled at a later stage in the
7 pipeline.
1 24. The apparatus of claim 22, wherein the request is an
2 emulation event handling request or an exception handling
3 request.
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3 comparing the watchpoint address to a program address

4 associated with an instruction in a first stage of a

5 processor pipeline;

6 generating a watchpoint match when the program address

7 equals the watchpoint address; and

8 generating a count value in a second stage of the

9 processor pipeline, the count value representing the number
10 of watchpoint matches.

1 26. The method of claim 25, further comprising:

2 generating a requeét when the count value exceeds a

3 trigger threshold; and

4 adjusting the count value when one of the instructions

5 associated with one of the watchpoint matches is killed or

6 stalled at a later stage in the pipeline.

1 27. BAn apparatus comprising:

2 a first watchpoint register with a first watchpoint

3 address;

4 a second watchpoint register with a second watchpoint

5 address;
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