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;{]|}~e3e f 6HT[Z  DATA- PROCESSI NG METHOD AND PROGRAM BACK OF THE
| NVENTI ON The present invention relates to a data-processing ’@@m mmmmde
a dat a- processi ng nmethod, which are used for rendering servi

integrated circuits (1Cs), as well as relates to a programfor inplo®xenting
t he dat a- processi ng net hod. Nowadays, there has been devel oped a

communi cation systemfor carrying out transactions through a network su

ch
as the Internet by using an IC card. In such a conmuni cati onﬂmmmw,ﬁmjﬂm’[ﬂﬁ
request made by a service-rendering enterprise rendering a s an
| C card, a server executes DARHRPRACESIINGrRRPERATUS pr der to carrysovut
procedural processing prescribed by the service-rendering enterprise. In
accordance Wi th a proceITg PROQESSING METHOD fANDNPRQERAM |y an | G-card
reader/witer or a PC (personal conputer), the server carries out

processi ng such as authentication of a user as well as encryption and
decryption of data by execution of the application program There is a

demand for ﬁiﬁl@?ﬁd(ﬂﬁb A hhgh- seeestiynl  data such as keys set by the

service-rendering enterprise, accounting data and history data agai nst
illegal falsificati ill.e i torj This i 1L .
application progr ar'#le%xZbcr}%t%&ltbgq{vhegpgs.ieoﬁlvel!r&%{rtoec%sgoesgt ag&ﬁit%ﬁqés%sgsulrlﬁ y

data. In addition,, versions of sonme data,conprising the applicatign program
e upgr ade PO E et 1 et A e €2 f S8 TR EECR?, MIT-BrBrp cBbaf Lhet Pon
for carrying_out %ggr ations in a state of, m xed data havi ng uggr aded and
unupgr aded VEFsi THES IR SRTBheTat Foh Ear PFeET 3L G T RBLERr V&St 0 render

a service is started. Furthernore, froma securi t%- assurance EOi nt of
as well as relates to a program for impl he

ementing
data-processing method.

Nowadays, there has been developed a communication
system for carrying out transactions through a network
such as the Internet by using an IC card.

In such a communication system, at a request made
by a service-rendering enterprise rendering a service
using an IC card, a server executes an application
program in order to carry out procedural processing
prescribed by the service-rendering enterprise.

In accordance with a processing request received
from typically an IC-card reader/writer or a PC (personal
computer), the server carries out processing such as
authentication of a user as well as encryption and
decryption of data by execution of the application
program. i

There is a demand for protection of high-security



view, it is also necessary to control users carrying out setting operations
for application prograns of the server. SUVWWARY OF THE INVENTION It is thus
an object of the present invention addressing the problens encountered in
the related art as descri bed above to provi de a data-processing apparat us
capabl e of enhancing security of an application program executed by a
server to render a service using an integrated circuit (1C, a

dat a- processi ng net hod adopted by the data-processi ng apparatus and a
program i npl ementi ng the data-processi ng nethod. 2 It is another object

of the present invention to provide a data-processing apparatus having a
function t F&&R rSuehitadpbr¥ei RS P FhSt &SF 0¥°5n FAE RSP se
plurality of versions, a data-processing nmethod adopted by the

dat a- pr oces3¢ R BpP i s & by eyFandd Bl @bt s hglt heddtht a- processi ng
method. It is a further object of the present invention to provide

a. dat a- pr ocesks higl eppegmatard chbbddal ofoptopeiry. cFitioldls dpamsss theho
carry out setting operations for application progranms of the server, for
security prapectian purposeEsan et at gl oge sshags aevdodp adops eels biyhe he

dat a- processi ng apparatus and a program i npl enenting the data-processing
met hod. | n leagliysaguoitty tdeta nventi on and according to a first aspect
thereof, there is provided a data-processing apparatus for executing an
application program iadelitdiong aesufotls tof omkstdard aonpeahang Rhedata with
a predetermned integrated circuit and providing a predeterm ned service in
cooper at i onayhicd Hfon b LA AR £ rephtaqiier ebh ke dad aL PhOCESS NG
apparatus conprises: a storage circuit for storing, when the 1st data has a

plurality ofpyersdofssard P4 WAbiide 0f 20g-d8LR £EEN-28SPLHGt &G W th one of
the versions; 3 a version nmanagenent data for nmanaging a relation
operations in a state of mixed data having upgraded and
unupgraded versions after an operation carried out by the
server to render a service is started.
Furthermore, from a security-assurance point of

view, it 1s also necessary to control users carrying out

setting operations for application programs of the server.

SUMMARY OF THE INVENTION

It is thus an object of the present invention
addressing the problems encountered in the related art as
described above to provide a data-processing apparatus
capable of enhancing security of an application program
executed by a server to render a service using an
integrated circuit (IC), a data-processing method adopted

S

by the data-processing apparatus and a program

implementing the data-processing method.



between the 1st data and the 2nd data; and nmanagenent data for managing a
rel ati on between the 1lst data and the versi on managenent data associ ated
with the 1st data; and a processing circuit for perform ng, when carrying
out processing on the 1st data, the processing by execution of: referring
to the managenent data to identify the version managenent data; determ ning
a particular 2nd data that is associated with a version specified by
internal or external of said data-processing apparatus; and using the
particular 2nd data in the processing. Preferably, in the data-processing

apparatus, the prqcessin iLrcuit .determnes one of the 2nd.data that is
associ ated with a“Vers c?%‘o &i foltbé(?cB:y ersiCoRISFEN Y )?‘inrYf“&d'to& i%cl uded in

t he versi on managenent data, and carries out the processing by using the
det er m ned PV R &2 B3 S dFSS SN tFRP YA BIHAEST iy HpypakEusto t he
processing circuit determ nes one of the 2nd data that is associated with a
ver si on nurpRFrHmet meREToiens vl ik statpert fibed rdatadtatingx@ ernal to

t he dat a- processi ng apparatus as well as froma value specified by the 4
ver si on- speRivsahitvae f, versieng r | @sdata -piecoy vioes siegh &y addmited he 2nd
data. Preferably, in a data-processing apparatus: the version nmanagenent
data has a ersherditemidiessinn deparams sad 2mpeirastant hat i s associ at ed
with said version identification data in record format; and the processing
circuit identplerssntiey veisidatargmagssentinglatatiydreferring to the
managenent data, searches the version managenent data by using a specified
version identificatd az datfarahexr kdy oy dfhehdngrdatentt Halvens iassae at ed
with the specified version identification data and carries out the

processi Ng Myokddth tdet 276k §led 95 1 1Ry e S5 dus | Fapa iR 8 PrPESSSH NP
appar at us:
controlling users, who carry out setting operations for
application programs of the server, for security-
protection purposes, a data-processing method adopted by
the data-processing apparatus and a program implementing
the data-processing method.

In carrying out the invention and according to a
first aspect thereof, there is provided a data-processing
apparatus for executing an application program including
a plurality of lst data, exchanging data with a
predetermined integrated circuit and providing a
predetermined service in cooperation with the integrated
circuit, wherein the data processing apparatus comprises:

a storage circuit for storing, when the 1lst data
has a plurality of versions:

k>

a plurality of 2nd data each associated with one of

the versions;



t he version managenent data includes a table associating said version
identification with the ID of one of the 2nd data that is associated with
the version; and the data-processing circuit identifies the version
managenent data by referring to the managenent data, searches the table of
t he versi on managenent data by using the ID of a specified version as a key
for the ID of the 2nd data that is associated wth the specified 5
version and carries out processing to obtain the 2nd data by using the ID
of the 2nd data as a base. According to a second aspect of the invention,
there is provided a data-processing nethod adopted by a data-processing
appar at us for excarifiifg datrRndaenen préet fh Meandgingrateel aiiyuit in
order to render a predeterm ned service in cooperation with the integrated
circuit by lexteeeinobheflan dpphieadi thepZodrdateonpndsing a plurality of
1st data, wherein the data-processing nethod conprising the steps of:
preparing, when therksierdatta degtss & pt malddingfa viesId toist ke ptagmaltitey of
2nd data each associated with one of the versions; a version managenent
data for nmanagi dgta iedatheonvdes eemnmihegdséntdatiatandssbeiandddaten and
managenent data for nmanaging a relation between the |st,data and the
versi on nang@enest data.ags@ci ated with the 1st data; causing, when
carrying out processing on the 1st data, the data-processing apparatus to
refer to the managemcdatind @ idantd faod e VeSS Qly Mhage ety Hat A,
causi ng the data-processing apparatus to use the identified version

renagenent dat 3,1 0-JELELATHE Bnf 1sPAALEY! BheoPLoBLsLgg2RY data that is

associ ated wi th one of the versions specified interna ernal to the

dat a- procesg} 08, 8PPAr & Us; and

referring to the management data to identify the
version management data;

determining a particular 2nd data that is
associated with a version specified by internal or
external of said data-processing apparatus; and

using the particular 2nd data in the processing.

Preferably, in the data-processing apparatus, the
processing circuit determines one of the 2nd data that is
associated with a version specified by version-specifying
data included in the version management data, and carries
out the processing by using the determined 2nd data.

Preferably, in the data-processing apparatus, the
processing circult determines one of the 2nd data that is
associated with a version number obtained from a value

@

specified internal or external to the data-processing

apparatus as well as from a value specified by the



causi ng the data-processing apparatus to use the particular 2nd dat a.
According to a third aspect of the invention, there is provided a program
adopted by a data-processi ng apparatus for exchanging data with a
predeterm ned integrated circuit in order to render a predeterm ned service
in cooperation with the integrated circuit by execution of an application
program conprising a plurality of |st data, wherein the program conprising
the steps of: preparing, when the 1st data has a plurality of versions: a
plurality of 2nd data each associated with one of the versions; a version
managenent data, for managing a,relation between th t data and the 2nd
data; and REPGULHERTPGar o 107 FBrBg HL aCf b S6F o betRRAHE P e T819 dat & and
t he versi on managenent data associated with the 1st data; ,a causing, when
carrying oY prdtREstig ot tPetast data, the data-processing apparatus to
refer to the 7 managenent data to identify the version nmanagenent dat a;
causi ng the data- ﬁr&f%fﬁwlaﬁﬁh@at%Q‘@W%Wq Fema T4 et ‘ver si on
managenent data to determne a particular one of the 2nd data that is
associ ated with orfdeofvansd orermsnaaenaydcidated Haf ey ivgrgrotexternal to the
dat a- processi ng apparatus; and causi ng the data-processi ng apparatus to use
t he particuldenhfiidaton ndabe prdcessd ngnd Adebadihgtt bs aasspacidtedpect of
the invention, there is provided a data-processing apparatus for carrying
out conmuniwath osasid tdrsion niégnat Edcaticoni daby isi ngcargl toahaty of 2nd
data each conprising a plurality of |st data, the data-processing apparatus
conprising:adstorage circuit including a plurality of 1lst storage areas
for storing the 2nd data to be accessed by 1st users associated with the

2nd data, a 2nd stag AEa iy ShrdiRg itde 2 dathsRared iy a plurality
of

management data by referring to the management data,
searches the version management data by using a specified
version identification data as a key for the 2nd data
that is associated with the specified version
identification data and carries out the processing by
using the 2nd data.

Preferably, in a data-processing apparatus:

the version management data includes a table
associating said version identification with the ID of
one of the 2nd data that is associated with the version;
and

the data-processing circuit identifies the version
management data by referring to the management data,
searches the table of the version management data by

o

using the ID of a specified version as a key for the ID

of the 2nd data that is associated with the specified



1st users and a 3rd storage area for storing the 2nd data accessible only
to privileged users; and a processing circuit for determ ning whether or
not to approve an access to be nade to the 1st, 2nd and 3rd storage
areas, of the storage circuit by using an ID of one of the 1lst data and an
| D of one of the 2nd data on the basis of access managenent data
prescribing 8 approval / di sapproval of hierarchical accesses to the 1st,
2nd and 3rd storage areas of the storage circuit. According to a fifth
aspect of the invention, there is provided a data-processi ng nethod adopted
in a data processin Bgaratus for carrging out conmupi cations wWth an

i ntegrated €TTTEPt %@g- TR S pPUF PTG O T BRI YRR R R R Hyta
plurality of 1st data, wherein the data processing nethod conprises the
steps of : preparing Betbf a9k Ehe ctpd (ii?‘l‘g@u%l? ng B2pfurality of 1st storage
areas for storing the 2nd data to be accessed by 1st users associated with
the 2nd data, a 2dd¢cnrsiiage tar @a Sasgonst GrEpert e 2 datverstiared by a
plurality of 1st users and a 3rd storage area for storing the 2nd data
accessi bl e omdyetbs prrovidedda dets-paodesiel eg nhatingd adompbed bagi s of
access managenent data prescribing approval /di sapproval of hierarchica
accesses toddte-petcenithantpBitastor fige axehasnginghdasd owage «ircuit, an
access approval /di sapproval to the storage circuit by using an I D of one of
t he 1st datpredétarmittdfivtegodtédecPhcuiat in Aedor dtdgréndar Sa Xt h aspect
of the invention, there is provided a program adopted in a data-processing
w appar at Uspf&de €8Fhyhed SettvLOEMURAI £3bhOASL Ybh hwabh | PRI Rt LG £tEQUI L by
using a plurality of 2nd data each 9 Including a plurality of 1st data,

wher ei n t he: prog{ &b ¢ 0BPLESESoh Ner SARPSpPT i cREEPATH P RaRt OERPL S1AGUI T
including a plurality of 1st storage areas for storing the 2nd data to be

accessed byalﬁiuyéfféya§§oféélﬁﬁkgqt&hépgignghgaéétaﬁpgggessing

method comprising the steps of:

preparing, when the 1lst data has a plurality of
versions:

a plurality of 2nd data each associated with one of
the versions;

a version management data for managing a relation
between the lst data and the 2nd data; and

management data for managing a relation between the
lst data and the version management data associated with
the 1st data;

causing, when carrying out processing on the lst
data, the data-processing apparatus toc refer to the
management dapa to identify the version management data;

%
causing the data-processing apparatus to use the

identified version management data to determine a



storage area for storing the 2nd data shared by a plurality of |st users
and a 3rd storage area for storing the 2nd data accessible only to
privileged users; and determ ning, on the basis of access managenent data
prescri bi ng approval / di sapproval of hierarchical accesses to the 1st, 2nd
and 3rd storage areas of the storage circuit, an access
approval / di sapproval to the storage circuit by using an I D of one of the
1st data and an ID of one of the 2nd data. The above and ot her objects,
features and advantages of the present invention will becone apparent from

the foll ow ng description apd the, appended clains, taken_ jn.conjunction

Wi th the addoRbEng! Ab SPaWPRgE's P RRIGh-T | K pat T 5201 06t SHEM & Honot ed by
i ke reference synbols. BR EF DESCR] PTI OF THE DRAWNGS Fig. 1 is a

di agr am shoWtAge Ant oS e¥aF F1 i TRRT &t + bﬁt%F%%xn%ﬁi%ﬁ??ﬁﬁa%yg?eﬁ¥e

i npl emented by an 10 enbodi nent of the present invention; Fig. 2 is a
functi onal %@%%RPH?%©$%hQ%h%@W?EF%HFJ(?%%Id used in the communication
system shown in Fig. 1; Fig. 3 is an explanatory di agram showi ng a nenory
enpl oyed in the | CaeridicsHdven dataFpFocEs sRing. aprag adivsexysl arset dihe di agr am
showi ng a software configuration of a SAMused in the comunication system
shown in FigarfijckElgr Bndsdata expl anatory di agram showi ng storage areas of
an external nenory used in the comunication systemshow in Fig. 1; Fig. 6
is an expl anat ory Adicagrddmes tmmang:hanrdaapipecat ioodh treogrmaranrAR st ortetben t he
external menory shown in Fig. 5; Fig. 7 is a table show ng types of an

appl i cat i oni ¢l paeniddPE oprédeampplidcedd asy pg ogd ar PP sdosngn Fig. 6; Fig.

8 is an explanatory di agram showi ng versions for the application el ement
APE' s typesaspoviti® FbH.edchdh@ing dStane £xpl anstodytshRgiadm show ng 1st
integrated circuit in order to render a predetermined
service in cooperation with the integrated circuit by
execution of an application program comprising a
plurality of 1lst data, wherein the program comprising the
steps of:
preparing, when the lst data has a plurality of
versions:
a plurality of 2nd data each associated with one of
the versions;
a version management data for managing a relation
between the 1lst data and the 2nd data; and
management data for managing a relation between the
i1st data and the version management data associated with
the 1st data;‘
>
causing, when carrying out processing on the 1lst

data, the data-processing apparatus to refer to the



typi cal managenment of versions of application elenments in the SAMused in

t he communi cati on systemshown in Fig. 1; Fig. 10 is an explanatory

di agram showi ng 2nd typi cal managenent of versions of application el enents
in 11 the SAMused in the conmunication systemshow in Fig. 1; Fig. 11
is an explanatory di agram showi ng an application of the 1st typical
managenent of versions shown in Fig. 9; Fig. 12 is an explanatory di agram
showi ng managenent of versions of |log data; Fig. 13 is an expl anatory

di agram showi ng a conmand used in an |IC card operation macro conmmand scri pt
program Fig. 14 is an_explanatory di agram showi ng details of data stored
in an AP maPERAFRIMRN Sty arklehbin Fie Y YES 500 pqpadengnt £ ekpl anat ory
di agram showi ng an AP managenent table stored in the AP nanagenent storage
area as a part of CoNéldgt &hehSwia®Poicgssifng BRPArEEUss tan ueepltigat or y

di agram showi ng an identification SAMID, Fig. 17 is an explanatory di agram
showi ng an M tiabled storsidbmgnangzenent dées doe dstevmine &ig. 14, Fig. 18
is an explanatory di agram showi ng internal resource allocation nmanagenent
dat a st oredamtidiel AP orenagenehndt Sidrdgea arlest aks aagarsdiatfed heitdat a shown
in Fig. 14, Fig. 19 is an explanatory di agram showi ng typical 12 itens

t hat can beomsetobhytih ffereidnsisafeci i &d sintages Area aftdhrealexterited
menory; Fig. 20 is an explanatory diagram showi ng a flowchart representing

user managede iy -pisdds 4 ey A edud esand ce al | ocati on nmanagenent dat a

shown in Fig. 18; Fig. 21 is a functional block di agram show ng the SAM

used in the commurieatingn t3)s PSR ds il apbaratus to use the
particular 2nd data in the processing.

According to a fourth aspect of the invention,
there is provided a data-processing apparatus for
carrying out communications with an integrated circuit by
using a plurality of 2nd data each comprising a plurality
of 1st data, the data-processing apparatus comprising:

a storage circuit including a plurality of 1lst
storage areas for storing the 2nd data to be accessed by
1st users associated with the 2nd data, a 2nd storage
area for storing the 2nd data shared by a plurality of
1st users and a 3rd storage area for storing the 2nd data
accessible only to privileged users; and

a processing circuit for determining whether or not
to approve an access to be made to the 1st, 2nd and 3rd
storage areas of the storage circuit by using an ID of

3

one of the 1lst data and an ID of one of the 2nd data on

the basis of access management data prescribing



Fig. 22 is an explanatory di agram show ng tasks, prograns and the data,
which are stored in a nenory enployed in the SAM shown in Fig. 21; Fig. 23
is an explanatory diagram showing the format of an IC card entity; Fig. 24
is an explanatory di agram show ng state transitions of entity status
included in the format shown in Fig. 23; Fig. 25 shows a flowchart
representing processing carried out by an I C card procedure nanagenent
task; ‘Fig. 26 shows a flowhart used for explaining processing carried out
by the SAMin accordance with a procedure prescribed by an application

el ement APE to nmake, an access to data, or processing prescribed by another
applicaIicnﬁRﬂ%ﬂﬁﬂ&/9$ﬁ?RRF?%?¥xﬁ?iQ&F%ﬁﬁcégp?%ea%ﬁﬁf?%saE%oF@%n%%tmﬁth t he
procedure in execution of a 13 job at the flowhart shown in Fig. 25;
Fig. 27 shot®d @2rbOmihusil ergdfaiers abbvel e | dhehade @seevibr expl ai ni ng
processing carried out by the SAMin accordance with a procedure prescribed
by an applicati onasicemshimgARP teo fidfkkdr asrestesyt tthealdtraendri gay,oddssieng
prescri bed by another application elenment APE to be carried out by the SAM
i n accor dance pudhidde Pprdxedhtyeodes ekeg ute dnodfadopdd atntdeddtawchart
shown in Fig. 25; Fig. 28 shows a flowhart used for explaining the overal
oper ati on ofrddes cOMMEDSRE S Ols SFSTE eda shpivyg | du i gomhun FEgt i @9s shdvis a
continuation of the above flowhart used for explaining the overal

operati on ofn thetsrated Cat £ ORi SISy s SOV pluFaDity; ofi Ind Bats an

expl anat ory di agram showi ng an outline of version nmanagenent executed in

the embodi nefdn shwudindi 8. pllardi Oey 3 | Bs BNALKR| a0RE P& Yn OL1RGr @ showi ng
an outline of signature processing carried out by the enbodi nent shown in

Fig. 1 Figriledsidd S300ADALGY: fLa9r 8 Shodpagan outline of signature
processing carried out between apparatus 1 n the enbodi nrent shown in Fig. 1;
and Fig. 33 is an p%la%%tgoray scgo%'é%mc%.%\ﬂiq—.g iq{zzlju%iing a plurality
of 1lst storage areas for storing the 2nd data to be
accessed by 1lst users associated with the 2nd data, a 2nd
storage area for storing the 2nd data shared by a
plurality of 1lst users and a 3rd storage area for storing
the 2nd data accessible only to privileged users; and
determining, on the basis of access management data
prescribing approval/disapproval of hierarchical accesses
to the 1st, 2nd and 3rd storage areas of the storage
circuit, an access approval/disapproval to the storage
circuit by using an ID of one of the 1lst data and an ID
of one of the 2nd data.
According to a sixth aspect of the invention, there
is provided a program adopted in a data-processing
A~

apparatus for carrying out communications with an

integrated circuit by using a plurality of 2nd data each



outline of signature processing carried out between apparatus in the
enbodi nent shown in Fig. 1. DETAI LED DESCRI PTI ON OF THE PREFERRED

EMBODI MENTS Sone preferred enbodi nents of the present invention are

expl ained by referring to diagrans as follows. Fig. 1 is a diagram show ng
an overall configuration of a comrunication system 1l inplenented by the
enbodi nent of the present invention. As shown in Fig. 1, the comrunication
system 1 carries out conmunication through the Internet 10 by using a
server 2 installed at a store or the like, an IC card 3, a card
reader/witer 4. .a personal_gconputer. 5 n_ASP lication Service

Provi der) slenr?/lel%d]lrﬁf A @M?]gb%r%gﬁgpﬁ i @%JW Onw}ﬁfﬁAg%f%)%ﬁi Pre9amt a
portabl e conmuni catio aggaratus 41 including an enbedded I C nodule 42 (a
dat a- pr oceSEIHY Hppar At ws® BFRvi4kd by the present invention) in order to
perform procedural processing such as g settlement process using the IC
card 3 or the por PA5PE EHIiniSERLAFF ﬁ&&%ﬁjsl%ll.uc%ﬁ@ A imial gy a

dat a- processi ng' appar atus provi ded by the present invention) conprises an
external RSt Biarageragreasi Feni $tor by dele bynd héapr esenkei nventi on)
and a SAM 8 (a dat a-processing apparatus 15 provi ded by the present

i nvent i on) .addesmakdmarist tiee SAM 8s exthbedesl tat thev 2hd adetbera SAd not
shown in the figure. Elenents of the configuration shown in Fig. 1 are
descri bed astdmddeovwsred | £ :Cas to BimmdtiRor2ad| @a Compiareatbwna Appar at us 41]
Fig. 2 is a functional block diagramshowing the IC card 3. As shown in
Fig. 2, thelGaaity ohasstamdér 4 laiegt ated £ocané)andsufer 3atdénthgdi ng a
menory 50 and a CPU 51. As shown in Fig. 3, the nmenory 50 includes a
storage arehédRrd uketh Bcde S€IYI € ol Bpdes | higi €Dl €god | $€edd; lagdich as a

credit card conpany, a storage area 55 2 used by a service-rendering

enterprise 15 2 aptrali®fid@f on the basis of access management data
prescribing approval/disapproval of hierarchical accesses
to the 1st, 2nd and 3rd storage areas of the storage
circuit, an access approval/disapproval to the storage
circuit by using an ID of one of the 1lst data and an ID
of one of the 2nd data.

The above and other objects, features and
advantages of the present invention will become apparent
from the following description and the appended claims,
taken in conjunction with the accompanying drawings in

which like parts or elements denoted by like reference

symbols.

BRIEF DESCRIPTION OF THE DRAWINGS

>

Fig. 1 is a diagram showing an overall

configuration of a communication system implemented by an

10



area 55-3 used by a service-rendering enterprise 15 3. In addition, the
menory 50 is used for storing a key used for determning a right of an
access to the storage area 55 1, a key used for determning a right of an
access to the storage area 55 2 and a key used for determining a right of
an access to the storage area 55 3. The keys are used for, anong ot her

pur poses, nutual authentication, encryption of data and decryption of data.
Furthernore, the nmenory card 50 is also used for 16 storing the ID of the
IC card 3 or the ID of a user of the IC card 3. The portabl e conmuni cation
apparatus 41 has, a comwynj_éggti on functi onaJC, unit for carrying out

communi cat | FARCHUTRE hat AP SR GRFNE 9 AR “ 48 descri bed above, the 1C

nodul e 42 for exchanging data with the comuni cation functional unit, which
is shown in none (ﬁl%h@gflisglfr dancionsdr N HrRAFATE ati VR bR ks 41

al so communi cates with the SAMunit 9 through an antenna and the Internet
10. The | C #dEdLI @522 hasthpeCprericheiPBnsY akerhehp o nbBuF&93al enpl oyed in
the IC card 3 nmentioned above except that the I C nodul e 42 al so exchanges
data with the comfiit-cat iign drurrstdlar@tany diagnawy ethdwinthe pomaty e
conmmuni cation apparatus 41. It is to be noted that, since processing is
carri ed outetyylepédgin heheol€ abded conowmi tat Fba. apparatus 41 in the sane
way as processing carried out by using the I1C card 3 and processing is
carried out by usimgy.t he ilsCamddE adid iaryt el ssareen vEhowaisngpraocesivigecar ri ed
out by using the IC nodule 3a, only the processing carried out by using the
| C card 3 adéh fh@ups OLES SbN0a CEAM i @Sle@Uin byhe actmmiigi theidl spsuée 3a are
explained in the foll ow ng description. 17 The SAM unit 9 is described in
detail as fohdwmsinAsigxplained earlier, the SAMunit 9 conprises an
external menory 7 (a storage circuit provided by the present invention) and
a SAM 8 (a data- prroGessi NG aRPA @AW deth Phart ehdrBsecdAupntion) .
The SAM 8 can be inplenmented as a sem conduct or

areas of an external memory used in the communication
system shown in Fig. 1;

Fig. 6 is an explanatory diagram showing an
application program AP stored in the external memory
shown in Fig. 5;

Fig. 7 is a table showing types of an application
element APE of the application program AP shown in Fig.
6;

Fig. 8 is an explanatory diagram showing versions
for the application element APE’s types shown in Fig. 7;

Fig. 9 is an explanatory diagram showing lst
typical management of versions of application elements in
the SAM used in the communication system shown in Fig. 1;

=

Fig. 10 is an explanatory diagram showing 2nd

typical management of versions of application elements in
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circuit or a device conprising a plurality of circuits accommodated in a
box. [Software Configuration of the SAM 8 The SAM 8 has a software
configuration |ike one shown in Fig. 4. As showmn in Fig. 4, the SAM 8

i ncludes a hardware (HW |ayer, a drive (0OS) |ayer, a |lower-|evel handler

| ayer, an upper-|evel handler |ayer and an application (AP) |ayer, which
are stacked in the upward direction in the figure. The OGS | ayer includes an
RTCOS kernel for peripheral hardware. The | ower-1level handler |ayer carries
out processing in logically defined units. The upper-1evel handler |ayer
includes |ibrard eculiar_to applications. The AP l.ayer includes
applicati ontqb?’ oéglr&zrrlgs?ﬂ\ 5 5&? f(grﬁ“dl%ﬁ%?(%%pﬂ%%?lv oshh "il%g]r%rcél%‘r ovi ded by
the ,a present inyentiqn) .prescribin rocedures using the IC card 3 for
respectively the Savi da: Aendet (F MEFhAgH SHEOFEM SI®WERG 8T and 15 3
such as a credjt card company shown in Fig. 1. The application prograns AP
1, AP 2 and®RP ECahen Ralieth ¢ roht t R et briiafagmery of feRrsi@tution. In
each of the application prograns AP |, AP 2 and AP-3, one or nore
macr o- scri ptowanibef 58t . 9At the AP layer, a fire wall FWis provided

bet ween any two of the application programs AP_1, AP-2 and AP-3 and between
the application pFdgr-afg AR Bn ARPA agddoaR- dimutarhehoppes- | evel handl er

| ayer. [External Menory 7] Fig. 5 is an explanatory di agram show ng storage
areas of themgeweat oknmoeysionAsofhbwen datdj g. 5, the storage areas of
the external nenory 7 are an AP storage area 220 1 for storing the
application progra@ahgAP 1B dfs tame esprlvnee orgnderagigne theminigsa ichmhanain AP
storage area 220 2 for storing the application program AP 2 of the service
rendering ended pin S€n 16¢ Zatd A sd Of gandd 88 Sétthand afcisi®d i ng t he
application program AP-3 of the service rendering enterprise 15-3 and an AP

management s#&sage;

Fig. 14 is an explanatory diagram showing details
of data stored in an AP management storage area shown in
Fig. 5;

Fig. 15 is an explanatory diagram showing an AP
management table stored in the AP management storage area
as a part of the data shown in Fig. 14;

Fig. 16 is an explanatory diagram showing an
identification SAM_ID;

Fig. 17 is an explanatory diagram showing an APP
table stored as a part of the data shown in Fig. 14;

Fig. 18 is an explanatory diagram showing internal-
resource allocation management data stored in the AP
management stprage area as a part of the data shown in
Fig. 14; ?

Fig. 19 is an explanatory diagram showing typical
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area 221 used by a person in charge of managenent of the SAM 8. ;s The
application program AP_1 (an application programaccording to the 1st to
3rd aspects of the 19 present invention or second data according to the
4th to 6th aspects of the present invention) stored in the AP storage area
220_1 conprises a plurality of application elenments APE (first data
according to the 1st to 6th aspects of the present invention) to be
described | ater. Accesses to the AP storage area 220 1 are restricted by a
fire wall FW1. By the same token, the application programAP 2 stored in
the AP storage area 220 2 conprises a plurality of application elenents
APE. Accesse<hd it ARRihe a3t el bbbeeenl 15395t ritt2F R3S ire wall FW
2. Likew se, the application program AP 3 stored in the AP storage area
220- 3 conprad’®s @f pthe SXE5 il dppeEat i on el ements APE. Accesses to the AP
storage area 220_3 are restricted by a fire wall FW3. In this enbodi nent,
the application elFé@ent20ARE jag #xpl@nahanyniciagewi cdgedniongo t he ext er nal
menory 7 fromtypically a source external to the SAMunit 9. The nunber of
appl i cati orf ledverient s xR ¢senleiry msed mamgenent yudbing hehaer vi ce-renderi ng
enterprise associated wth the application program In addition, the

appl i cat i onLiptexgralrsr & ur cAPa RlocatniodPndnsationedti dathe shwwar dal mgnory 7
have been scranbl ed, so that when the application programs AP 1, 20 AP 2
and AP 3 arggjfransferred to the SAM 8, they nust be de-scranbl ed.
Furthernore, the application prograns AP 1, AP 2 and AP-3 are devel oped by

the service-renderdiRg ent alPrd Fhckaohalld1dANdikerdn @3RG higvehy by using
typically the personal conmputers 16-1, 16 2 and 16-3 respectively, which

are shown ighfrigked ifN@fe ddRmunication system shown in Fig. 1;

Fig. 22 is an explanatory diagram showing tasks,
programs and the data, which are stored in a memory
employed in the SAM shown in Fig. 21;

Fig. 23 is an explanatory diagram showing the
format of an IC card entity;

Fig. 24 is an explanatory diagram showing state
transitions of entity status included in the format shown
in Fig. 23;

Fig. 25 shows a flowchart representing processing
carried out by an IC card procedure management task;

Fig. 26 shows a flowchart used for explaining
processing carried out by the SAM in accordance with a
procedure prescribed by an application element APE to
make an access to data, or processing prescribed by
another appli;;tion element APE to be carried out by the

SAM in accordance with the procedure in execution of a
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application prograns AP-1, AP 2 and AP_3 are downl oaded to the external
menory 7 by way of the SAM 8. The application prograns AP-1, AP-2 and AP-3
are explained in detail as follows. An application programor a plurality
of application prograns exist in a SAMunit for each service-rendering
enterprise. As shown in Fig. 6, the application programAP_1, AP 2 or AP 3,
which is referred to hereafter sinply as an AP, conprises an identification
AP-1D, a version APP VER, an APE count APE NUM and an application el ement
APE or a plurality of application elements APE. AP_ID identifies the
application, program AP.. APP_ VER is the. application program AP s version,
which is i gjf(gk? n’%ﬁl gi!rl]eoﬁl%wg%%léga lfl%%n o%r?t]ﬁ%aga?p%l cation program AP. APE NUM
is the nunber of plicatiqn el enents APE in the application program AP. 21
The i dent i 1ication B 10 VAR'ES o S Cerbritiort Ty ARG gricetiar ©
service-rendering enterprise. As shown in Fig. 6, an application el enment
APE conpri s#3¢% HAF aS¥P 221 APRI PrecestingeriFFiedt Poh RPELRD SAMybRsi on APE
VER, a tag APE TAG a table identification APPT, an option OPT and main
data APE PLACRPRAEpoE Vithhe BF9ecdfre Herapprikedion 2 edlhtiaPEOMPE | D
identifies the application elenent APE. APE VER is the version of the

appl i cati orekeeaRht ARNPELC APEKT AR | acems$ deptddtzatdorpforeasing) of the
application element APE. APE TAG can be set by the service-rendering
enterpri se.pP@ERIrilkedsey doetheentphliogt bon APRenhait eAPDPToilse used f or

speci fying an option. APE PL is the actual data of the application el enent
APE. The i deattfedaduonbAPEa¢ Dsmoni i sesoaddype WPEh TVIRE andcedutrber | NS
NUM APE TYPE is the type of the application element APE. INS NUMis an
instance idemtétécation dnndejoseivi fige aslanchaent showat i @NF gnbes ; of the
application elenment APE. INS NUMis nmanaged by the end user or the

servi ce-render i NG reRf L1y | HowASS R wdhalr tf s DI rC abigin: 16l 9NN APE i s a
file systemconfiguration. In this case, APE TYPE is 2 and INS NUMis 1. By
using such AREAD £36Pa 8PP SRLE{RD ELRABNL cAPR € akky Deerh deidid i £4 uni quel y
anong application 22 el ements APE accommodated in the sanme SAM unit. APE
VER can be BEy. afbitrarily by the service rendering enterprise. In
addition, it Ts necessary to uniquely define APE TAG in each individual
application progr P.ool i [ r.agr.a e 1AP- P 2 and
AP 3, are encrypt g?‘f’n 2a9 %2]\??%2 aeﬁyrtﬁglﬁttg%tnhg%sﬁﬁeun%fﬂiwgb%/l%ﬁqsq%ﬁﬁan AP
resource k a encrypt,ion ke fore being stored by a setting
comand i ne‘ﬁf%i ég{%r%éﬁf%%?% eh%h%\';\% ?frl)fﬁ%?r%t%%rga# a%}rl)?i cation program
package APP. The AP [esource key K APR varjes I_rom application programto
appl i cati or PPBYIHAR SR $OF Foh HYPGestt i bt ont expl ai ns APE TYPE, which is
the type of the a;%plicg,ﬂ,tiqn el enent. APE expl ai ned abgve by referring to
Fig. 6. Fig. 7 is a%ab% $héli fFAmakaryase 2p¥ed SO eh M cat i on

el ement APE stored in an AP area. To be nore specific, Fig. 7 is a table
showi ng typ¥hihBRrobf Ve TYPRanAREReRT rexreitrept ipnthe embodiment

shown in Fig. 1;

Fig. 31 is an explanatory diagram showing an
outline of signature processing carried out by the
embodiment shown in Fig. 1;

Fig. 32 is an explanatory diagram showing an
outline of signature processing carried out between

k>

apparatus in the embodiment shown in Fig. 1; and

Fig. 33 is an explanatory diagram showing an
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As shown in Fig. 7, an AP area is used for storing for exanple an AP
resource key K APR, a card access key, 'a file systemconfiguration data, a
SAM mut ual aut hentication key, an inter-SAM key package key, an |IC 23

card operation macro-conmand script program (processing procedural data of
t he present invention), a nenory division key package, an area-recording
key package, an area-del etion key package, a service-recordi ng key package
and a service-del etion key package as application el ement APE. ' AP Resource
Key K APR The AP resource key K APR is used as an encryption key in setting

an applicatégg glqu t APEhtng AP resour ce k%ﬁ%K APR aés%%neg to an AP
area to be USEHFOro5et tY YRR HEPTTAT R SrEhERt APE DEFFEE™from AP area
to AP area. 'Carthccess Key ﬁac rd access key is.a kgy used in operations
to wite andPPREITWYt 1 HatBe | FRRCAHEETF oo HR & EAPd 3-and the nenory 50
enployed in the I C nodule 42. The card access key can be for exanple an IC
card systemkey, an IC card area key, an IC card service key or an IC card
degeneration key. The |1 C card degeneration key is generated by encryption
using the |REEA{EERYRESERKRYIGMOR Bikr BREFBRBRED nEHBgRAEANTRey for the
menory 50 and used for nutual authentication. In addition, key referred to
by the | C card 24 Sorgparratiieor ath e achimearics sl i Pte progyem i snwdstoiamcel uded
in the application elenment APE of the sane type as the card access key.
'Fil e Syst ear€oatphaiséd doy D¢ Beffhind i te diystreamsoasdi okddwsn data can be
for exanple | og data, negative data or journal data. The log data is
typically utilizatiian- hi sitsorsy ddaiggam showing an overall

configuration of a communication system 1 implemented by

the embodiment of the present invention.

As shown in Fig. 1, the communication system 1

carries out communication through the Internet 10 by

using a server 2 installed at a store or the like, an IC

card 3, a card reader/writer 4, a personal computer 5, an

ASP (Application Service Provider) server 19, a SAM

(Secure Application Module) unit 9 and a portable

communication apparatus 41 including an embedded IC

module 42 (a data-processing apparatus provided by the

present invention) in order to perform procedural

processing such as a settlement process using the IC card

3 or the portable communication apparatus 41.

The SAM unit 9 (a data-processing ‘apparatus
provided by the present invention) comprises an external
3

memory 7 {(a storage circuit provided by the present

invention) and a SAM 8 (a data-processing apparatus
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of an application elenment APE. The negative data is typically information
on invalidation of an I1C card. The journal data is typically history data
of execution in the SAMunit. In configuration of a file system for
exanple, an identification (specification, sorting or linking of a record
key) of a file access is selected. In the case of a record key, a record
size, a record overall count, a record signature version, a record
signature nethod type, a record data size and a record signature key are
set. In addition, mhen data is witten into this file systemfrom an

external source, é ecessar to carrg out processing such as an
operation tRFpHELF %e?r%? Btl%Yﬁﬂ +9RE-authentication is to be
i npl enented. In thls case a record is defined as a smallest unit of .,,y

operations to writld ARFISSAFoutthy 1M £xchangattdate AGemicdeon Key
25 The SAM nutual authentication key is used also in nutual

aut hent i cat $3M Bet welepwAPsn | Bhe hEéigwhe- SAM unit. The SAM nut ua

aut hentication key is a key used in an access to the application el ement
APE from anot her ARdmentse afardeSAMniiquisytiorombmot higr FSAM Unhiare

"I nter-SAM Key Package Key The inter-SAM key package key is an encryption
key used i ndascopeedtasnfoblexshange data such as a card access key after
mut ual aut henticati on between SAM units. 'IC Card Operation Macro- Conmand
Script Progfam Jhed| € aad dpopesibl é obommarn De&0foANApsaraphs padYram i s
created by the service-rendering enterprise itself. The IC card operation

macro- command scrigilg ProgAmnm prassdidies alafidedi Lfrdi enassidy died ated to
the IC card 3 and Ilsts exchanges with the ASP server 19. The IC card

operation nggt®-gonmmand script programis interpreted by the SAM8 to
generate an entity of the I1C card 3 after being set in the SAMunit 9.

" Menory-Di vi si on Key Rackase, q%nejmr%éilj@ S oM ke package i s data used
for dividing a storage area of the external menory 7 or a

(Integrated Circuit) module 3a including a memory 50 and
a CPU 51.

As shown in Fig. 3, the memory 50 includes a
storage area 55_1 used by a service-rendering enterprise
15_1 such as a credit card company, a storage area 55_2
used by a service-rendering enterprise 15_2 and a storage
area 55_3 used by a service-rendering enterprise 15_3.

In addition, the memory 50 is used for storing a
key used for determining a right of an access to the
storage area 55 1, a key used for determining a right of
an access to the storage area 55_2 and a key used for
determining a right of an access to the storage area 55_3.
The keys are psed for, among other purposes, mutual
authenticatiogi encryption of data and decryption of data.

Furthermore, the memory card 50 is also used for
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menory enployed in the 1C card 3 before the servicerendering enterprise
starts an operation of a service using the IC card 3. 26 " Area- Recor di ng
Key Package The area-recordi ng key package is data used for recordi ng an
area in a storage area of the nenory enployed in the 1C card 3 before the
service-rendering enterprise starts an operation of a service using the IC
card 3. 'Area-Deletion Key Package (internally generated) The area-del etion
key package is a package that can be automatically generated inside the SAM
unit fromthe card access key. 'Service-Recording Key Package (internally

gener at ed) The serV|ce cordin y backage_is_us r_recording the
applicati ons% eHEn | n % fégt eéf)ﬂ(gl ?n%ﬂo y 7ﬁgecf ore e of

servi ce- renqgrln ent rlse starts an operation of a service using the IC
card 3. The" (ﬁ?? Tding key package is a package that can be
automatically generated inside the SAMunit fromthe card access key.

' Servi ce- Del et i on TREy PPASRAYE COMBIHAAY: GerrBParedsTHe $epvirce- del etion
key package is used for deleting the application element APE fromthe

ext ernal NEFRIMGUITA CAHOT ef Wi @lel @ed bt IBAC KEYT peRKENT out package that can
be automatically generated inside the SAMunit from 27 the card access
key. Fig. Sommuniexplanratwiyh dibkeyrdsh stenvery Veraidnsad aolesdwsitzgabl i cati on
el enent APE's types shown in Fig. 7. As shown in Fig. 8, if the type of the
appl i cati ormiEbementheARE iodinl ¢ G2 2 af aor sgstleamgiyg damtareialkehher a service
key, a version prescribed in the IC card system key, the area key or the
servi ce keycamespeiotdtigly fisnaisbshallheniref swioiclofid hehdva ciat chadegeser at i on
key can be prescribed originally by typically the SAM 8.

the figures. The portable communication apparatus 41 also
communicates with the SAM unit 9 through an antenna and
the Internet 10.

The IC module 42 has the same functions as the IC
module 3a employed in the IC card 3 mentioned above
except that the IC module 42 also exchanges data with the
communication functional unit employed in the portable
communication apparatus 41.

It is to be noted that, since processing is carried
out by using the portable communication apparatus 41 in
the same way as processing carried out by using the IC
card 3 and processing is carried out by using the IC
module 42 in the same way as processing carried out by
using the IC module 3a, only the processing carried out
by using the IC card 3 and the processing carried out by
using the IC ;;dule 3a are explained in the following

description.
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As the version of a manufacturing key, the version of the systemkey is
used. As the version of an issuance key, the version of a nost recent key
of storage areas of the IC nodule 42 and the IC 3a is used. As the version
of an extended-issuance key, the version of the systemkey is used. As the
versions of a division origin package and a division package, the version
of a system key subjected to division is used. As the versions of an
area-recordi ng key package and an area-del eti on key package, the versions
of their respective area keys are used. As the versions of a

servi ce-recordi ng key package and a service-del etion key package, the
versions of their T8 SAMedpadt i% & Ssalaficddhesy o fade tiddd 2 sad e "rer si on of
a key nodification package, the version of a new key after nodification is
used. The fol | owi A§ @&didiipedoragdpiedi nd hee S ign £g @REMT idaSa 3303 used
for managi ng the aforenentioned versions of application elenents APE and

t he appli catxorrmi emeenierAPE {dhenbefaes. ciheulerpionideddgenem data 303 is
stored in the AP managenent storage area 221 of the external nmenory 7 shown
in Fig. 5. pAsdeddnbingrerentonf Afed sa cAMNBhagendantaAsredeswing Fig. 9, if an
application element APE have a plurality of versions, the version
managenent gapar 303s (phev ndaddeyettie dat s accoivagt iont he 1st to 3rd
aspects of the present invention) for the application elenments APE is used
for storing an idemd fasatd arAide liRpfer MBI amgemudide VMF (the
ver si on managenent data according to the 1st to 3rd aspects of the present
invention) dOfcdhe GPPL TSR0 SORPEIiAYE: pheryelsy opr ofiAcelEsently

sel ected application el enment APE and a npbst recent version stored in the
versi on nangge adtde MVF, 4o this enbodi ment, the version managenent
file VMF is 1nplenented as an application elenent APE. As shown in Fig. 9,

the VerSiOn[§@P@Q§P@néoﬁfi§hé@@ion of the SAM 8]

The SAM 8 has a software configuration like one
shown in Fig. 4.

As shown in Fig. 4, the SAM 8 includes a hardware
(HW) layer, a drive (0S) layer, a lower-level handler
layer, an upper-level handler layer and an application
(AP) layer, which are stacked in the upward direction in
the figure. The 0S layer includes an RTOS kernel for
peripheral hardware. The lower—level handler layer
carries out processing in logically defined units. The
upper—-level handler layer includes libraries peculiar to
applications.

The AP layer includes application programs AP 1,
AP_2 and AP_3 (application programs provided by the

!

present invention) prescribing procedures using the IC

card 3 for respectively the service-rendering enterprises
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29 is used for storing the values of an application element APE s
versions or the application elenment APE s version identification data each
denoted by synbol Version #** and for storing el enent instance bodies (the
2nd data according to the 1st to 3rd aspects of the present invention) of

t he application el enment APE of the versions. The el enent instance bodies of
the application el ement APE are each denoted by synbol El enent |nstance
Body #**. |If an application elenent APE having a plurality of versions is
used, a CPU enployed in the SAM 8 uses the identification AP ID of the

applicatio | eme PE as asi s _for meking, an access to the version
management n]dg-tr]g' 3 ?Anarb‘?d]egi?osﬁcé}é %ﬁ?lﬁ%‘?bﬁleﬂaf THBPIRY sT B Franagenent
data 303 as, a basis_ for_ maki an an access to the version nanagenent_ file

VMF. The CPUthEh: ukes T FoBhced1A8r Qa9 ems i _dpplitca: i8¢ diferdent APE

as a key to search the version managenent file VMF for the application

el ement APE2%e eleidefl 7Rt afte doEgragsoredeed W fortpeegetseon. [ 2nd
Enbodi ment of Version Managenent] As shown in Fig. 10, the version
managenment data 303 fegch o s iacali o tal aanmamog vame AP _UsedH ¢ agidori ng an
identification APE-1D of a version managenent file VMF for the application
el ement APEAPi1he ame shomafe angd@ro-soripht | gasebected. appl i cati on el enent
APE and a nost recent version stored in the version nanagenent file VMF as
is the case with tate thst rénfiediarenta dhiown wallFiEN i% pAMedded teewease of

t he second enbodi nent, the version managenent file VMF is inplenented as an

appl i cati onagy etedto APEhe Aspshivdt idn Fp gogdéins tAR verspon ampagenent file
VMF is used for storing the values of an application el'enent APE s versions

or the applik@thOtwederend AR sScyelsh oprb§eirhs fAgat | ofp datangach slenot ed
by synbol Version #** and for storing identifications APE_I Ds of &l enent

I nstance bogh@stid Nepgdel fdf & acend tePoid pet he

[External Memory 7]

Fig. 5 is an explanatory diagram showing storage
areas of the external memory 7.

As shown in Fig. 5, the storage areas of the
external memory 7 are an AP storage area 220_1 for
storing the application program AP_1 of the service-
rendering enterprise 15-1, an AP storage area 220_2 for
storing the application program AP_2 of the service-
rendering enterprise 15-2, an AP storage area 220_3 for
storing the application program AP_3 of the service-
rendering enterprise 15-3 and an AP management storage
area 221 used by a person in charge of management of the
SAM 8. .

¥
The application program AP_1 (an application

program according to the 1lst to 3rd aspects of the

19



| st to 3rd aspects of the present invention) of the application el enment APE
of the versions as a table 305. The el enent instance bodies of the
application el ement APE are each denoted by synbol El enent |nstance Body
#**_  |f an application el enent APE having a plurality of versions is used,
the CPU enployed in the SAM 8 uses the identification AP ID of the
application elenent APE as a basis for making an access to the version
managenent data 303 in order to use APE ID stored in the version managenent
data 303 as a basis for nmaking an access to :> the version nmanagenent file
VMF. The CPU_then uses a _specified versiop of the applicatjon epent APE
25 key S1PrereRs R RBS VR ST RO R e Bt P FrERGNES hens thotE
identification APE ID assocjated with the version. Finally, the CPU uses
the identi fﬁEgt?Bﬂe‘APE ‘P% e k@SRt atREER T80t natappTi (’:ét £BR &Fenent
APE' s el ement instance body associated with the_identification APE-1D and
utilizes thét@Féﬁﬁn@rﬁﬁsﬁaacé HRERTises| 3 PhubRlihbredlt ABRPLIFALLAR first
and second enbodi ments, a version specification can be set or changed by a
command receloeantsohPl $bursk dxteraarordintietSAMIE bstatoabkbsult of
internal processing of the SAM8. In addition, it is also possible to
provi de an abpechatdfethapbeesanht ionembeorl ntoi beadeecsibadi $ahet .
specified explicitly, the CPU enployed in the SAM 8 automatically selects a
nost recentAveesses tbotkd AR $herxgesapeandRbgénent feberVdEedAsydescri bed
above, information in the nost recent version is included in the version
managenent fara BQ81 B8 _another alternative, the CPU enployed in the SAM 8
finds a version value by reflecting a value specified internal or external
to the SAM 8 in a pplttee i e alckbby MRS AppEsRecidi gatdpradlaim, 2 and uses
the version value as a key for searching the version managenent  file VM.

[ Applicatiogt@telihen VEnsi RB §@8§Q§83Q£$aFﬁQo_ilcbﬁpﬁﬂséépLaB§EP£YiQ&aQFa”‘

showi ng a case in 32
of application elements APE. Accesses to the\AP storage
area 220_2 are restricted by a fire wall FW_2.

Likewise, the application program AP_3 stored in
the AP storage area 220_3 comprises a plurality of
application elements APE. Accesses to the AP storage area
220_3 are restricted by a fire wall FW_3.

In this embodiment, the application element APE is
a minimum unit downloaded into the external memory 7 from
typically a source external to the SAM unit 9. The number
of application elements APE is determined arbitrarily by
the service-rendering enterprise associated with the
application program.

In add%tion, the application programs AP_1, AP 2
and AP_3 stor;; in the external memory 7 have been

scrambled, so that when the application programs AP_1,
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whi ch the versi on managenent technique is applied to card access keys. As
showmn in Fig. 11, a key package K Pis internally generated in a
general - purpose regi ster enployed in the SAM8 froma file for nmanagi ng
card access keys. To put it in detail, key packages K P1 to K P3 each

i ncluding card access keys of different versions are generated. Then, the
CPU enpl oyed in the SAM 8 uses a sort type file to store the key packages K
P1 to KP3 in the external nmenory 7 by associating the key packages K P1 to
K P3 with package versions P VERL to P VER3 respectively. [Creation and

Aut henticatjon_of Signature (Lo ta Signed by ipg S gnature Keys of

Di f f er ent Vé?s?oﬁ§§ gg%&eﬁﬁﬁp#égg?ﬁgfﬁegs q gﬁ%es#ﬁ ahiﬁhgﬁ BrghabGre key
used in a signature acconpanyi ng processing changes typically after a start
of an oper atifoR“HA™PHEYL C card 3 and the I C nodul e 42 so that the operation
must be carried out in the SAM8 with a new signature key coexisting with
an updated key. | FSiigeEeESe, thh R e b R0 Za%s edhy? ver si on.
The CPU enployed in the SAM 8 reads out a signature key version included in
a record ofaadshnat are develandd3By theeserwviécerpraderéndey version as a
key to search the signature file for a signature key. The CPU then uses the
obt ai ned si gnatupeikey 1brlcreatloandf 1a-3i gaapactivelprbgessing to
authenticate a signature. That is to say, the CPU enployed in the SAM 8
identifies aypigaalyrehkeyeveosadncompatksyg 16l &, t ypi 2abhy A3
file-configuration tinme and uses the version managenent file VMF to nmake an
access to arssgeatuvelkeywhitr &oer srpendingrig.tbe sSigaf wtee key version.
The CPU then uses the signature key stored in the signature key file for
creation of agpsi §RALUACPPHgPREMSERSI N AP AULRENAPC3tgra 8b@gRBbLHAEd It IS toO
be noted that the log file cited above is

to the external memory 7 by way of the SAM 8.

The application programs AP_1, AP_2 and AP_3 are
explained in detail as follows.

An application program or a plurality of
application programs exist in a SAM unit for each
service-rendering enterprise.

As shown in Fig. 6, the application program AP_1,
AP_2 or AP_3, which is referred to hereafter simply as an
AP, comprises an identification AP_ID, a version APP_VER,
an APE count APE _NUM and an application element APE or a
plurality of application elements APE. AP_ID identifies
the application program AP. APP_VER is the application
program AP’s version, which is information on a
generation of the application program AP. APE _NUM is the
number of appflcation elements APE in the application

program AP.
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used for storing data to which a signature is to be added and the signature
in arecord format for the signature key version. The signature is put on a
part or all of the data to which the signature is to be added. In addition,
the CPU enployed in the SAM 8 generates a signature key and a signature
based on a predeterm ned encryption algorithmfor a part or all of the data
inthe log file and adds the signature to the record to be stored in the
external nmenory 7 in a wite w operation. In an operation to read out the
data fromthe log file, on the other hand, a signature key used in the 34
wite operation and a.sjgnature hased. on the predeterm ned .encryption
algorithmare gen@%&té%é%%hf%ﬁ%?%ﬁ%g%%ggh‘gﬁdﬁ% uret € Conmpared with the
signature added to the record in a wite operﬁéion in order to forma

j udgnent onf SHEVHY AP 1He a3 b et er M aT hy Wikt AeP T 6¥€ not t he data
has been falsified or the data s deficient. The foll owm ng description
expl ai ns details &F the¥Radro FdGménd &t APl iGadgredme it iAFEal so
referred to hereafter sinply as a script program for |IC card operations.
The script ¢IeRFEIRT & dgrdgias prRECT 19 ngPa W%@H@%@Ho%r%&%@ng to be
carried out by the IC nodule 3a enployed in the 1C card 3 and the |1 C nodul e
42 enpl oyed iversieopARBBIER commtad cARE gPAGppar taloke 4idémt kecatiom of the
application prograns AP-1, AP 2 and AP-3 of the service-rendering

ent er pri sesAHBE 1,arl ot iovd ABT Jandspeot idety BREwel| @R B Zdorirsedihendi ng
application program which are running in the SAM 8. In the case of this
enbodi ment ,sase b f | the Leskiddetbn aé bemept CRBBSi (APHE SIxarddrad fads on t he
basis of a script download task 69 and a script interpretation task 70 in
the SAM 8 tgnhdedissrd« i ces] ehesiatZed 1 omean VAR nRnagemerirdial @ fand dat a

provi ded by the script 35
the application element APE. APE TAG is an identification
(or a tag) of the application element APE. APE _TAG can
be set by the service-rendering enterprise. APPT is used
for identifying an APP table. OPT is used for specifying
an option. APE PL is the actual data of the application
element APE.

The identification APE_ ID comprises a type APE_TYPE
and a number INS NUM. APE TYPE is the type of the
application element APE. INS NUM is an instance
identification number serving as an identification number
of the application element APE. INS_NUM is managed by the
end user or the service-rendering enterprise.

Assume that the application element APE is a file
system configuration. In this case, APE_TYPE is 2 and
INS NUM is l.lﬁBy using such APE_ID, each application

element APE can be identified uniquely among application
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program as shown in Fig. 13. The pieces of data include an input data bl ock
31 x1, an output data block 32 x2, a |log data block 33 x3, a

processi ng-definition data block 34 x4 and an I1C card entity tenplate 30_1
to be used in procedures related to the service-rendering enterprises 15 1,
15 2 and 15 3. The follow ng description explains data stored in an AP
managenent storage area 221 of the external nenory 7 shown in Fig. 5. An
access to the AP managenent storage area 221 is restricted by a fire wall
FW4. It is to be noted that the fire wall FW4 corresponds to the fire
wal I FW sho in Fig ._Fig. 14 is_an_expl anat or i agram showi ng details
of the dar & bebrate (aeEratadmdiabitane Eher agucarall S94ETA chown i n Hio
14, the managenent_ storage area 221 is used for storing AP nanagenent

tabl es 300-1, 300 *FEFRERS ParEt iRt Bty BO1WhF SRFBPE3, pi eces of
sel ection data 302 1, 302 2 and 302 3, pieces of version nmanagenent data
303 1, 303 2eRdeir3n3 enhkerMelfeas internal resource allocati on managenent
data 304 (access managenent data according to the 4th to 6th aspects of the
present invention)ln |addistian belthotedaedrisany efenseliqurierddf300 is a
generic reference nuneral for denoting any one of the AP managenent tables
300_1, 300 ZranTAG6in &886h3ind@yvideataappldkenjionepergnem ARneral 301 is a
generic reference nuneral for denoting any one of the APP tables 301-1, 301
2 and 301_3. In thhesappMaystiai gymnoeannie? alnd021Ly S &P genelB @ raafcer ence
nuneral for denoting any one of the pieces of selection data 302 1, 302 2
and 302 3. ArPkew see e¢eteypbee DHNRrakv30d estargebetbcthef samngeipuner al
for denoting any one of the pieces of version managenent data 303-1, 303-2

and 303-3. JheyAbs iRgagenent rtabhese3R8y 1k 3OA 2sand 8RABrgpasoMekéyas the
APP tables 301 1, 301 2 and 301 3 are recorded in advance typically at a

set-up tinmep@fckbepSfiMy 8stbPedddit hoBett NRgARRRARGCIRNLhEabkes 399 1, 300
2 and 300 3 as well as the APP tables 301-%, 301 2 and 301 3 can b

e

rewitten N: 4N ar ge_ of . 8. The AP

nanagenentqﬁg%?gg go -%?936%_5E§hd9368-%Hggggggggg%?ﬁegpgggéggch

application%géggégnkgg. In addition, the APP tables 301-1, 301 2 and 301-3
e r

are prescri each SAM mut ual authentication key. Fig. 15 is an
expl anatory di agr a%r}\?’“rngsguhreceAace@%%n\;aéfgsl ef]?’oOHQ_alpplEhceatAi%n
managenent tabl es -

program to application program.

The following description explains APE_TYPE, which
is the type of the application element APE explained
above by referring to Fig. 6.

Fig. 7 is a table showing typical APE_TYPE of an
application element APE stored in an AP area. To be more
specific, Fig. 7 is a table showing type number of
APE_TYPE and their descriptions.

As shown in Fig. 7, an AP area is used for storing
for example an AP resource key K _APR, a card access key,
file system c;;figuration data, a SAM mutual

authentication key, an inter-SAM-key package key, an IC
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and 300_3 each have the sane format as the AP managenent table 300 1. As
shown in Fig. 15, the AP managenent table 300 1 37 i ncl udes the nanme APE
N of each application elenment APE used and referenced by the

| C-card-operation macro conmand script programas well as an identification
APE-ID, an.internal/external identifier 1E, a partner identification
SAMID, a partner identification AP_ID, a key K CARDA, a key K SAM data
SET APP, data FLAG I P and data FLAG STR, which are associated with the nane
APE N. The nane APE N of each application elenent APE is a nane given to a

service (an I J b pl, J L on. program of
the service ?ﬁ%d@%?%%gﬁ%fer%??éeégg%igé %&gfgt %Eggrgﬁhébﬁgéég%#@5N is an
identifier refqﬁgncef gs a sgbgtltute fgﬁ the s rvife nunber of a service
that can bePUse a%%p?lc ??oﬁrﬁ?% aﬁ1o? é%ﬁ sefVi'€8°t¥nderi ng
enterprise.  The |de tification APE ID is the an cation el enent
APE. The' | DT RAI Tk F RRC KSR | 77 e FPETEPEORTH PR PR APRSEFAG, ofR | nt er nal
specification, which peans that the entity of the application el enent APE
exists or a%r%&T%?%%Tl%%eE?YlE%?F%ﬂene%n?ﬁﬁv%ﬁ%fr%C?E@éP%nE%Y|s made from
another SAMunit. The identification SAMID is the SAMID of the partner
with whi ch PREkATS an@hangervivendehet AV Be¥aParkageuds preebbst hoRel at ed
to the application elenent 38 APE. Fig. 16 is an explanatory diagram
showi ng t heelementfARRti on SAMID. The identification SAMID has a size of
4 bytes, adopting a net mask's concept simlar to the TCP/IP. Each bit of a
net mask can Are Refoudud Waua [APR Net masks are classified into typically 3
types, nanely, classes A, B and C, as shown in Fig. 16. A type of key can
be used for nutualTleutArentdcaitan et VIEAPFSAM used as an encryption

key in setting an application element APE. The AP

resource key K_APR assigned to an AP area to be used for

setting an application element APE varies from AP area to

AP area.

* Card Access Key

A card access key is a key used in operations to
write and read out data into and from the IC card 3 and
the memory 50 employed in the IC module 42. The card
access key can be for example an IC card system key, an
IC card area key, an IC card service key or an IC card
degeneration key.

The IC card degeneration key is generated by
encryption using the IC card system key and a storage
area managemept key for the memory 50 and used for mutual

)

authentication.

In addition, key referred to by the IC card
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units to which the sane net mask is assigned. In this enbodi nent, for
exanpl e, the sane net nmask is assigned to a service-rendering enterprise.
In Fig. 16, the net mask of class A is "255. XX. XX. XX." The hi gh-order byte
of the net mask is used for storing a predeterm ned val ue of 255 for
identifying class A to which the net mask pertains. The remaining 3

| ow- order bytes are used for storing a value for individually identifying a
SAM unit pertaining to class A XX in any of the | ow order bytes represents
any 1-byte pattern. Thus, the net nask can be used to prescribe 16,777,215
different SAM IDs.pertaining to class A.,..> The net sk,of. class B is
Y55 2en. bR TiRE BoR grcahfafa s Telebio i Re Al M RGOy
storing a 39 redeterm ned value of "2 5.%55" for identifying class B to
whi ch the nb® FREKSRRT{ T hLon TRECERE AR5 TB% SPHRr HHT e8° arBS used f or

storing a value for indjvidually identifying a SAMunit pertaining to class
B. Thus, the2Fet2#eekSchRYbe used to prescribe 6S,535 different SAM I Ds
pertaining to class B. The net mask of class Cis "255.255.255. XX." The 3
hi gh- or der Byftidss dfystem fenfgpkradrionud®dt-d or storing a predeternined val ue
of "255.255.255" for identifying class C to which the net mask pertains.
The remai ni ng | owBralefl Iy tay § ey swh figrumatdrdm@at ay lare Heorfamdi vi dual |y
identifying a SAMunit pertaining to class C. Thus, the net nask can be
used to presxambee 256gdidfar enegSNW e Ddaparoni owgnad ddtess C. The
identification AP IDis the identification of an application program
executed in the SAMaridg afattahel parimiera Mist il icts tdatre-hHis teghataged when
the SAM 8 carries out processing related to the application element APE
The key K GARDAni spplkeytivhi éhement/sEREf orTiexahangiing drita wist h the nenory
50 enployed in the 1C card 3 when the SAM 8 carries out processing related
to wthe app{pcetlop eheseRhtAPE on invalidation of an IC card. The

journal data is typically history data of execution in

the SAM unit.

In configuration of a file system, for example, an

identification (specification, sorting or linking of a

record key) of a file access is selected. In the case of

a record key, a record size, a record overall count, a

record signature version, a record signature method type,

a record data size and a record signature key are set. In

addition, when data is written into this file system from

an external source, it is necessary to carry out

processing such as an operation to specify whether or not

signature authentication is to be implemented. In this

case, a record is defined as a smallest unit of

)
operations to write and read out file data.

* SAM Mutual Authentication Key
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The key K SAMis a key, which is used for 40 exchanging data wth anot her
SAM unit when the SAM 8 carries out processing related to the application
el enent APE. The data SET APP is data for identifying the APP table 301 1,
301 2 or 301 3, which is used or referred to when the SAM 8 carries out
processing related to the application elenment APE. APE N s "Service A"
shown in Fig. 15 is an access key of the IC card 3 defined by an
application programin the SAM 8. Key "Service A" is set as an undi scl osed
key so that this key cannot be referred to by an application program of

anot her SAM uni t d her ! pl_i of .t he sajre SAM.uni t .

Servi ce C is an a?gl(-'?ss ey o H‘h %% carcfp g’e mé’dlﬁyutsﬁa’ a&ﬁ'ﬁﬂ l(Elatl on
program mask of. cl ass descrl b earljer |s assigned, to this SAM
it Koy SEHE LA e B ERe RETISEh S0 1T Eatirt SPogtii T & SaM uni 1
havi ng SAM | D of "43 17.19. XX." In this case, the SAM nutual authentication .
key is "TT1The SWH“UBYaJan%‘E%?nWW@ KoY ek #ri Mke &t ¥R ribrathot  key
"Service C' can be held till the next utilization. If key "Service C' can
be held til®C¢aes nexttheidpphisdhion telement APE nfeemsanqgther Afidnobtain a
card access key fromthis SAM unit when anot her SAM unit uses key "Service
C' on the 4the gsamel AMtyrlinext LHomhizaetloer MMessikey "Service B' is
obtained not fromthis SAMunit but froma SAM unit having SAM I D of

"43. 13. 137. XX n'tAs-SAMAKdyalp aalkiaentkiegat i on key between SAM units, a key of
"SS1 ... SSn" is used. A determnation flag specified by the other SAM unit
det er m nes whet herrher intie racreskdeepacdergd deyB'iscam ladigipd iton lkelyhe next
utilization. "Service B Log" points to a file for storing log data to which
SAM I D of "4Sed3id3dn XPeist bS5 gheskcithmnge dHes vieeh Bad og'cdwis the sane
SAM net nmask as "Service B",

access key after mutual authentication between SAM units.
* IC Card Operation Macro—Command Script Program

The IC card operation macro-command script program
is created by the service-rendering enterprise itself.
The IC card operation macro-command script program
prescribes an order of processing related to the IC card
3 and lists exchanges with the ASP server 19. The IC card
operation macro-command script program is interpreted by
the SAM 8 to generate an entity of the IC card 3 after
being set in the SAM unit 9.
* Memory-Division Key Package

The memory-division key package is data used for
dividing a storage area of the external memory 7 or a
memory employgd in the IC card 3 before the service-
rendering ent;lprise starts an operation of a service

using the IC card 3.
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as a nmutual authentication key, a key of "SS1 ... SSn" is used. For each
mut ual aut hentication key, an APP table is provided. In this enbodi nent,
perm ssion of accesses to "Service B Log" and "Service B" is prescribed by
the APP table 301 of another SAMunit referred to by an AP nanagenent table
of the other SAMunit. Fig. 17 is an explanatory di agram show ng the APP
table 301 1. The. APP tables 301 2, 301 3 and 301 have the sanme format as
the APP table 301 1. As shown in Fig. 17, the APP table 301-1 includes an
identification APE ID, a READ flag, a WRITE flag and an EXECUTE fl ag, which
are provided for each application element APE. APE ID is the identification
of the 42 aﬂﬁﬁﬁ?ﬁﬁ?QﬁﬁEQQHﬁﬁﬁ EXPE39%e READ flag i ndi cates whet her

anot her applicatiaq rogram (or another application elenment APE) has a read
access to the applﬂb 301 el IpK e RAGHIGE 5 acga’f%d?%%{’ﬂe% ¥het her
anot her application program (or another application elenment APE) has a
wite acceskeFOrehRIappl FEGRI bR 8l BRRREIAPETFheLEXEEUTEMPFYg i ndi cat es
whet her anot her application grogran1(or anot her application el enent APE)
has an exece®ela¥edssnt Bheh&Cappricat PBRCEReBAt SAPELICEDFeRLaRbNE, the APP
table 301-1 shown in Fig. 17 indicates that another application program (or
anot her appentarpohsel ehents APE) ohasahipnadfagcessvand aswngt thacééss but
no execute (delete) access to "Service B Log." In addition, the AP
managenent séodage area 221 of the external nenory 7 shown in Fig. Sis
used for storing typically AP selection data by associating the AP

sel ection datzmrod-tie Botidn o ﬁé/cﬂ&@é\d(ﬂ&_éﬁaaﬂf%‘ dén&dbdype is the type
of the I1C card 3 shown in Fig. 1. An exanple of the IC card type is an

identification of Ph&remid-dardh conpesy peyidge t1ansgsddionys etid © e
busi nesses using the IC card 3. In this enbodi nent, the nanes APE N of a

plurality obeapptbmatienl el eqgenbsaEl iAs@lel EneagAMOpRE At FOAmMBREO- cOnmand
script program are conbined to prescribe a 43

card access key.
* Service-Recording Key Package (internally generated)

The service-recording key package is used for
recording the application element APE into the external
memory 7 before the service-rendering enterprise starts
an operation of a service using the IC card 3.

The service-recording key package is a package that
can be automatically generated inside the SAM unit from
the card access key.

* Service-Deletion Key Package (internally generated)

The service-deletion key package is used for
deleting the application element APE from the external
memory 7.

The service-deletion key package is a package that

can be automatically generated inside the SAM unit from
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service, and the prescription of the service is reflected in an IC card
entity (job managenent data) to be described |later. Thus, a conbi nation of
services corresponding to the application el enents APE can be rendered as
the prescribed service. For exanple, a service to read out data fromthe IC
card 3 is conbined wwth a service to wite data into the server 2 to
provi de a conbi ned service, which can be defined in an IC card entity. In
addition, APE N or a service nunber is an operation conmand that is issued
tothe I1C card 3 and can be interpreted by the I1C card 3 when a service
rendered by e vice-rendering enterprise 15 1, 15 2 or 15-3 is
processed. %%% %%%ﬁi%%.?%% %%%gran1AP-l is prescribed by the I1C card

operation nacro-c nd, scri pt pragram and the AP managenent table 300 1
stored in the ext Hﬁhlqhéﬁbﬁﬁ“ﬁié%%QQEPEﬁi qiédh s Hpp G cH™Bh progr am
AP 2 is prescribed by the IC card operation nmacro-conmand scri pt grogram
and the AP hehabefe®®Pt et blanoeberent eBPENSt REPRRt BRAUE #BnDBEY-7/-1n the
same way, the application programAP_3 is ;a prescribed by the IC card

oper ati on macr o- ¢ e it i odt ark arfdh ¢ HeyBP Martdte il 1@ 800 3
stored in the 44 external menory 7. In addition, the AP managenent
storage arealopanbfAbhelexarr hal cardosysFeshber, i anFyeaskey ased for
storing internal resource allocation managenent data 304 used for executing
managenent séracceskey, t® vessplorepreypithetlyinnthdel@xtcardasyseanry 7 for
each user privilege or for each usage purpose. Fig. 18 is an explanatory

di agram shokéng the anter kaly besahetsealdiacatiegn mesagenerdlWaia 304d. The
CPU enpl oyed in the SAM 8 manages accesses to the storage area of the
external nmenory 7 Myl RaeESSESf it SdfEedddedd@tSiian ags, adaa @ the

basis of the internal resource allocation nmanagenent data 304 for each user
privilege opréokr BN HSAGENRPUIPOSE. typically the SAM 8.

As the version of a manufacturing key, the version
of the system key is used.

As the version of an issuance key, the version of a
most recent key of storage areas of the IC module 42 and
the IC 3a is used.

As the version of an extended-issuance key, the
version of the system key is used.

As the versions of a division origin package and a
division package, the version of a system key subjected
to division is used.

As the versions of an area-recording key package
and an area-deletion key package, the versions of their
respective area keys are used.

3

As the versions of a service-recording key package

and a service-deletion key package, the versions of their
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The storage area of the external nmenory 7 is managed by dividing the
storage area into a systemarea and a user area. The systemarea is an area
used in an internal operation of the SAM 8. For exanple, a person in charge
of shipping of the SAM8 initially sets a device nunber unique to the SAM 8
and a shipping key of an application program AP in the systemarea. On the
ot her hand, the user area is an area in which the user of the SAM8 is
allowed to set a resource 45 such as an application program The user
area is classified into 3 large categories, nanely, a privileged user area

(a 3rd storgggpgg%gvgrgg&g§geg¥egﬁeaggeﬁggg_invention), a general -user area

(a 1st storage area provide e present 'invention) and a conmon-user

area (a 2nd storage area provjded py the presept ipvention). The

o vi | eged. user arkh TR FEEF S (R 1o ST RLeaRLFE BTk BBer ati ng
the SAM 8. An exanple of the basi% data i,s_the I.D of the SAM 8. The

gener al - useV€AFERN 8TaR BP¥akG¥edlf6F CPIrTAGAFdBurLEedSEGch as a key and a
key package, which are used in inplenmentation of a service using the IC
card 3 and the port@®| ECtbiind 3¢ OR RipheR st ¥R a4ns TheTrebMon- user area is
an area used for storing network information used by general users as

i nf or mat i onmepagemens dhsagéhér areds&ps. mapagtagpltieoh foremgationkd
information is the I P address of the main unit of the SAM 8. That is to
say, the priverséged- aferppiégaitsoancirmantdafEofindghitble apeddcetibe set by
a specific user for the operation of the SAM 8. The conmobn-user area is an
area that cahebentkaPr®8 blieBSAREv8st heTisel vess aonl phsagement edata da®d of

whi ch can be set by a plurality of users. Fig. 19 is an explanatory di agram
showi ng typhieaktéed iihemhet hat maaagbreset shyrager ariea Ré sforhge area of

t he

external memory 7 shown in Fig. 5.
* 1st Embodiment of Version Management

As shown in Fig. 9, if an application element APE
have a plurality of versions, the version management data
303 (the management data according to the 1lst to 3rd
aspects of the present invention) for the application
elements APE is used for storing an identification APE_ID
of a version management file VMF (the version management
data according to the 1lst to 3rd aspects of the present
invention) for the application element APE, the version
of a currently selected application element APE and a
most recent version stored in the version management file
VMF.

In this embodiment, the version management file VMF

VR

is implemented as an application element APE.

As shown in Fig. 9, the version management file VMF
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external menory 7. As shown in Fig. 19, the person in charge of shipping of
the SAM 8 is allowed to make an access to storage areas corresponding to
identifications AP-1D of 0x0000 to OxO000F, set a shipping key of the AP
resource key K APR for general users and set a device key unique to the SAM
8. In addition, a privileged user is allowed to make an access to a storage
area corresponding to an identification AP ID of OXFFFE, set SAMID of the
SAM 8 and set a privil eged-user AP area operation key. Furthernore, a
general user is allowed to nake an access to an area identified by an
identificatjon AP ID of OXFFFD as a user co n area, and. al so._ al |l owed to
make an acck$sita Oﬁr%%??ﬁ%%t???eﬁag e%nogggﬂt??Pi'??EﬁP 193t 0x0000
to OxO0OF as_a general -user area. A 9eneral user is allowed to set the net
mask of SAMME DfVERRIGAM B° Het worPR! TR bt fRt FHAMSUENARE ¥ Nee TP A dr ess of
the SAM 8, an AP resource key K APR and another application element APE in
t hese areas%dQ%Elﬁ%%@t+%na@@%@eﬁa?% ¢annEedaby et el YrsEpuFtet key K _APR
of a storage area disclosed to the user to another value known only by the
user so thandnbehestesitngslementapapienet hodi¢yi fgha fedcdate 47

inside the application program AP. In addition, the user commobn area can be
accessed byacserdiby Usiblge alsbrhon3kéyaspaatsief the presesiource key K APR
used for setting data in the general user area. The above storage areas of

t he externalinvenoiyny afethanagedibytisinng liementntAd@alf ridsourexes ialdsocati on
managenent data 304 shown in Fig. 18, the identifications AP ID and the

i dentificatT@se ARehD. idotdnite i bodhededbai thet BPp5ios8P6n a& Bake@f € nManaged
by dividing the external nenory 7 into storage areas formng a matriXx

prescri bed DyrUst8delibe hEeHLEAT Bt EPHB0APEL EnaRt APELdhke |Bod ey €ase of
the external nmenory 7 shown in Fig. 18, a storage area with APE ID in the

range Ox7F06 to O«HFRR ia%ﬂsi%ﬁ%ﬁ hey syvaie M et At & P10208 8F @ Wi th
APE-ID in the range 0x00 to Ox7F00 is used as the general -user area.
versions is used, a CPU employed in the SAM 8 uses the
identification AP_ID of the application element APE as a
basis for making an access to the version management data
303 in order to use APE_ID stored in the version
management data 303 as a basis for making an access to
the version management file VMF. The CPU then uses a
specified version of the application element APE as a key
to search the version management file VMF for the
application element APE’‘s element instance body
associated with the version.
[2nd Embodiment of Version Management]
As shown in Fig. 10, the version management data
303 for the application elements APE is used for storing
N

an identification APE_ID of a version management file VMF

for the application element APE, the version of a
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In addition, a storage area of an application programwth AP ID of Oxfffd
is used as the general -user common area . As for application elenents APE,
encrypted packages set for areas are stored in the external nenory 7. In
this case, it is possible to select and encrypt only required resource

el ements. The follow ng procedure is a procedure executed by 48 t he CPU
enpl oyed in the SAM 8 to nanage storage areas (or resources) of the
external menory 7 by using the internal resource allocation nanagenent data
304. Fig. 20 is an explanatory diagram showing a flowhart representing the

procedure. Step ST61: For ex | e, . a general use a ivileged user such
D any one SFFTRE. Dbt Hec PR QRS hoCR FEF oF1 <li88t fe T o REN, Th Fi g
1 operates a personal conputer connected to the Internet 10 _and specifies
an appl i catT Nt oY Bt AP %‘R]F‘?fg; R CERS 4T B P heMRIA ST T nbte? YV The
application program AP nakes an access to the SAM 8 through the ASP server
19 by usi nFaniAPthestrfec ke harRebupedimene sReFn BrdpieTeD: The CPU
enployed in the SAM 8 forns a judgnent as to whether or not the originator
of the access madél&o tive dieeraSTEs P hddiears saRr e swhasd et K tARR sui t abl e
for the specified application programAP. |If the outcone of the judgnent

i ndi cat es thetrsite mangieneot Dile heMBctessmphementedtabl@&resource key K
APR, the procedure goes on to processing,of a step ST64. |f the outcone of
the judgnempplichtihdeselda¢nt hBPBri gi nator of the access does not have a
sui tabl e resource key K APR, on the other hand, 49 the procedure goes on
to processing of astpwWmlGh EStep 197,6 X hel e Rl re maneyethdnt tfia eSAM 8 does
not allow the

VMF is used for storing the values of an application
element APE’s versions or the application element APE’s
version identification data each denoted by symbol
Version #** and for storing identifications APE_IDs of
element instance bodies (the 2nd data according to the
1st to 3rd aspects of the present invention) of the
application element APE of the versions as a table 305.
The element instance bodies of the application element
APE are each denoted by symbol Element Instance Body #**.

If an application element APE having a plurality of
versions is used, the CPU employed in the SAM 8 uses the
identification AP_ID of the application element APE as a
basis for making an access to the version management data
303 in order to use APE_ID stored in the version
management data 303 as a basis for making an access to

>

the version management file VMF. The CPU then uses a

specified version of the application element APE as a key
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user to set an application elenment APE in the specified application program
AP. Step ST64: The CPU enployed in the SAM8 allows the user to set an
application element APE in the specified application programAP. Step ST65:
The CPU enployed in the SAM 8 fornms a judgnent as to whether or not the
user is a privileged user. If the outcone of the judgnment indicates that
the user is a privileged user, the procedure goes on to processing of a
step ST66. |If the outcone of the judgnment indicates that the user is not a
privileged user, on the other hand, the procedure goes on to processing of

a step ST6T., Step. ST6G,. The, CPL) ermloyed.Ln the, S 8call gys the user to

set an applrcation el ene rivileged user 1n e specified
application, program AP. St 7: 5 The U. empl.oyed in.the SAM8 fornms a
j udgnent aslc?%nghg%(ﬁ%l%r} Pﬁ%%—?g[ﬁeasu 2 l?%egp"éleﬁér rllé{u‘é%]?s.l?l?' the 50

out cone of the dgnent indicates that the user js a general user, the
procedur e g%b%ai) t ot S sHHTS of e K{EptY %%?tjr‘?nt%l%:@ﬁ? O t he

judgnent indicates that the user is not a general user, on the other hand,
t he procedud® JOERSDHNEP ot p? RRRLIFRAEBIN L LEBRPSHRE ' Step™I%BB: The CPU
enpl oyed in the SAM8 allows the user to set an application el ement APE for
a general ubestamee drodyprseetiate@| eheht theE ¢ompbhicat jemedRE_Tders in
the specified application program AP. Step ST69: The CPU enpl oyed in the
SAM 8 al | owsnd het uskzres otsetebemeppl iestdnre ebedent APE in the system area.
[ SAM 8] The SAM 8 is connected to the ASP server 19 through the SCSI or the
Et hernet. The ASP I3erisertcl®d sicgmhedtadd tio ahd Urialstt yangf stegromdnal s
i ncl udi ng the personal

embodiments, a version specification can be set or

changed by a command received from a source external to

the SAM 8 or as a result of internal processing of the

SAM 8. In addition, it i1s also possible to provide an

alternative implementation wherein, if a wversion is not

specified explicitly, the CPU employed in the SAM 8

automatically selects a most recent version stored in the

version management file VMF. As described above,

information in the most recent version is included in the

version management data 303.

As another alternative, the CPU employed in the SAM

8 finds a version value by reflecting a value specified

internal or external to the SAM 8 in a value indicated by

version-specification data, and uses the version value as

a key for sea;ching the version management file VMF.

2

[Application of the Version Management]

Fig. 11 is an explanatory diagram showing a case in
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conputer 5 of the end user and the personal conputers 16 1, 16 2 and 16 3
of the service-rendering enterprises 15 1, 15 2 and 15-3 respectively
through the Internet 10. The personal conmputer S is connected to a
Dunb-type card reader/witer 4 by a serial or USB cable. Between the card
reader/witer 4 and the I1C card 3, typically, radio comunication
corresponding to a physical level is 51 i npl enrented. An operation conmand
given to the IC card 3 is generated by the SAMunit 9. On the other hand, a
response packet generated by the IC card 3 is interpreted by the SAM unit

9. Thus, the card reader/witer 4, the personal conputer .5 and the_ ASP
server 19 bgpﬁgéntbﬁev?ﬁ§%SPdmgngﬁam?ﬁg 3&ﬁﬂﬁﬂ?e9gﬁeﬁgp§lﬁgagotﬁ@rpole of
rel aying the commapd and the response by storing themin a data payl oad
unit. That P§CF85s&§YSthe card reader/witer 4, the personal conputer 5 and
the ASP server 19 do not contribute to operations such as encryption and
decryption of dat 2% PR 1 &YY 3L hn RN FE2TE P The personal
conputers 16-1, 16 2 and 16-3 allow their respective application prograns
AP-1, AP 2 AR@eApallyogpeetatsedmined B§NE5MIBHEPA§SarSTABHLIprogramto be
described later into the SAM8. Fig. 21 is a functional block diagram
showi ng t heeBpipgedf inhtheofMInBcirponasyitenfomonanagifggcatd As shown in
Fig. 21, the SAM 8 conprises an ASPS communi cation interface unit 60, an
ext er nal - neapegseoknuai. cale gut ntterfracdettmil, Mey apdalsages abPertanit 62, a
random nunber-generating unit 63, an encryption/decryption unit 64, a
menory 65 amdra €Rth66ncbiddingheaBbAMa8cessakbgsper- diflistrandi ng nodul e. The
ASPS communi cation interface unit 60 is an interface for exchangi ng data

W th the ASRegehi¥BE d9eshenBrhBefig. 1. The external -nmenory conmunication
interface unit 61

Then, the CPU employed in the SAM 8 uses a sort-—
type file to store the key packages K Pl to K _P3 in the
external memory 7 by associating the key packages K Pl to
K_P3 with package versions P_VER1 to P_VER3 respectively.
[Creation and Authentication of Signature (Log) Data
Signed by Using Signature Keys of Different Versions]

For example, there is a case in which a signature
key used in a signature accompanying processing changes
typically after a start of an operation of the IC card 3
and the IC module 42 so that the operation must be
carried out in the SAM 8 with a new signature key
coexisting with an updated key.

In such a case, the signature keys are managed by
version. )

-
The CPU employed in the SAM 8 reads out a signature

key version included in a record of a signature file and
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is an interface for exchanging data wth the external menory 7. The bus
scranbler unit 62 scranbles output data and de-scranbles input data in an
operation to exchange the data through the external -nmenory comuni cation
interface unit 61. The random nunber-generating unit 63 generates a random
nunber used in authentication. The encryption/decryption unit 64 encrypts
data and decrypts encrypted data. The nenory 65 is used for storing tasks
and prograns, which are executed by the CPU 66, and data used in the
execution of the tasks and the prograns as will be described |later. The CPU
66 executes taskghguch as. a sc&g?t downl oad tgsk a scrig% %?% rpretation

task, an en???? gene?é??%ﬁufgs av?g lﬂ%ngaenenFydg?asgr etask) and

an | CGcard procedure agenment task {a job nanagene dat a nmanagenent
fhsk) . ThesStPRERUTE: FEIBAE BoR  poGRatarkr Reb3 PAR G BUES: AT chbbut es
managenent of versions of application elenments APE as_ well as nmanagenent of
t he gener al OREainefofagRahveg, kekefaEefTedhmBR SfoPagdéIBRERTANATt he

privil eged-user .storage area. In addition, the CPU 66 carries out
processi ng Bpeeespdagi Aot AvtBanMinptegaofighatpBasis of an operation conmand
in the SAMunit 9, and controls processing of the IC nodule 3a enployed in
the IC card 3 and That |G nodwday A2t et Ry exfop yoydd portlzb| $AM dhmuni cat i on
apparatus 41 on the basis of operation commands of the I C nodule 3a and the
| C nodul e 42defthéfiek| awshgndescei peyomeexpbai hs théogaskde the prograns
and the data, which are stored in the nmenory 65. Fig. 22 is an explanatory
di agram showpf@ictbheyt agsks, fihe-pongigueaandnt hémdabad wheshthee stored in
the nenory 65. As shown in Fig. 22, the nmenory 65 is used for storing the
af orenent i onedss6hi phndgunkbnadri askvaP, tbhaarboranentespedossari pt

interpretation task 70, the aforenentioned entity generation task 71, the
af orement i ogggnhtucar depr ¢ edUEErPRBBEIRARAY t8SkhéZsibfrature key
version. The CPU then uses the signature key stored in
the signature key file for creation of a signature or
processing to authenticate a signature.

It is to be noted that the log file cited above is
used for storing data to which a signature is to be added
and the signature in a record format for the signature
key version. The signature is put on a part or all of the
data to which the signature is to be added.

In addition, the CPU employed in the SAM 8
generates a signature key and a signature based on a
predetermined encryption algorithm for a part or all of
the data in the log file and adds the signature to the
record to be stored in the external memory 7 in a write

3

operation. In an operation to read out the data from the

log file, on the other hand, a signature key used in the
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card operation macro-conmand script progranms 21 1 to 21 3, the AP
managenent tables 300 1 to 300 3, the APP tables 301-1 to 301-3, IC-card
entity tenplates 30-1 to 30_3, an ICcard entity 73 x, an input data bl ock
31 xI, an output 54 data block 32 x2, a |log data block 33 x3 and a
processing definition data bl ock 34 x4. As shown in Fig. 13, the script
downl oad task 69 downl oads the AP nanagenent tables 300-1 to 300_3 and, if
necessary, the APP tables 301-1 to 301 3 fromtypically a conputer owned by
each service-rendering enterprise into the SAM 8. The script interpretation
task 70 ge S r nt i I t bl ock 31 xI, an
out put datgﬁéﬁ%%koggrég%gg ?%g %a%%gﬁgé%ﬁgg%égggaﬁ agﬁ%rocessing definition
data bl ock 34 x4 for.each_ service-renderi n PLLS sing,service
dof it on TaBTeE LHEETr e RERURESs] OHRRE AR T ABF DAt 88u Tt 81 "6 ¥ he
nunber of data bl ocks generated,for each service:rendering enterprise is
not speci al 95/t Ko HES haR +2cePlbrged PEhTERS! of IBF BET oR I8t an
entity fromtypically the, ASP server 19, the entit eneration task 71
conduct s poF?i Wy we °¥%el?cﬁcﬁfﬁt%,OEﬁHth%ﬂ,1By°é§gﬁgt%nf?€9c%rd entity
tenplate for a service-rendering enterprise, generates an |IC card entity to
be used in b?%@%@@?a@np?%%e%%ihglﬁbtﬁéeﬁh?h@agéiEﬁr@eBGEMHn%%%
service-rendering enterprise. At this tine, the IC card entity tenplate
beconmes a c¥hethemnnerthet| Cheadatanhasybeengbabs if bddasrathbe adata nss ance.
55 Processing carried out by the entity generation task 71 to generate an
| C card entdefieiéhtbe described in detail later. The | Ccard procedure
managenent task 72 carries out the procedural processing between the IC
card 3 and t he serfheegldndermqgleteinpriceedbtdino décddi by aSitige an 1 C
card entity 73 x or a plurality of 1C card entities 73 x existing in the
menory 65. rhacidi Somndodi senipt appberah| t yhbEhpiecellss ate peocesses bet ween
a plurality of 1C cards 3 and the service-rendering enterprises 15 1 to
hereafter simply as a script program, for IC card

operations.

The script program is a program prescribing a
procedure of processing to be carried out by the IC
module 3a employed in the IC card 3 and the IC module 42
employed in the portable communication apparatus 41 in
execution of the application programs AP 1, AP_2 and AP 3
of the service-rendering enterprises 15 1, 15 2 and 15_3
respectively as well as the corresponding application
program, which are running in the SAM 8.

In the case of this embodiment, as will be
described later, processing is carried out on the basis
of a script download task 69 and a script interpretation
task 70 in théasAM 8 to generate pieces of data from an

AP management table and data provided by the script
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15 3 are carried out at the same tine. That is to say, the ICcard
procedure managenent task 72 carries out these procedural processes
concurrently. The I C-card procedure nanagenent task 72 deletes IC card
entities 73 x already used in such processes. Processing carried by the

| C-card procedure managenent task 72 will be described later in detail. The
| CG-card operation macro-conmmand script prograns 21 1 to 21 3 are obtained
by the script download task 69 fromtypically the external nmenory 7 and
stored in the nenory 65. By the sane token t he AP nanagenent tables 300 1
to 300_3 are_obtai ned % the.scgi&t ad task 69 m t ypi cal t he
external meADPY I oy StOYRAHTNTt TP 9 qﬁ?s&ﬂﬁg , the
APP tables 301, 1 to 301 3 are obtai ned b the script downl oad task 69 from
typical ly t#@ é&?%?n%?tﬁeﬂ%?9k73éﬂﬁlst6Pe8uFHth€aE€n€F9CES3ZIH%fI€ card
entity tenplates 30-1 to 30 3 are generated by the script interpretation
task 70 andlo@W|dabkachleekuldddxds a Pé@rﬁ?ﬁ?éHGCFia%?l’FéPngéﬁé@abEﬂgkan | C
card entity 73 x of a procedure for a service-rendering enterprise. By

usi ng the |&catdardtényl€enprdtertlby 1tepplate 38_1dyppchel yseflagges, the
entity generation task 71 generates an IC card entity 73 x as a cl ass

i nstance. Asrdesduibsdredatedrtfotheesserpicentengeetingi entéapkigbsgener ates
an input data block 31 xI, an output data block 32 x2, a | og data bl ock 33
x3 and a prbgessi h§_zleandi Lb08.data bl ock 34 x4. Next, the IC card entity
73 x is explained. Wien the SAM 8 receives a request for processing using
the I C card 3 and THe fapldwiatd aiequ g @i ofesp o adetdltd netbred in
service-rendering enterprise fromthe ASP server 19 for exanple, the entity

generati on 4Askp 7dahfgbhen SAM Srggacsabes2an bE eREdeRBEFhY] 7TReoPy USI NG
an already generated IC card entity tenplate of the servicerendering

enterprise.7 FigowR 314 Sr8g§. e¥pl atptlded ay s s o ihddnett storage
area 221 is restricted by a fire wall FW_4. It is to be
noted that the fire wall FW_4 corresponds to the fire
wall FW shown in Fig. 4.

Fig. 14 is an explanatory diagram showing details
of the data stored in the AP management storage area 221.
As shown in Fig. 14, the management storage area 221 is
used for storing AP management tables 300_1, 300_2 and
300_3, APP tables 301_1, 301_2 and 301_3, pieces of
selection data 302_1, 302 2 and 302 _3, pieces of version
management data 303_1, 303_2 and 303_3 as well as
internal resource allocation management data 304 (access
management data according to the 4th to 6th aspects of
the present ipvention). It is to be noted that reference
)

numeral 300 is a generic reference numeral for denoting

any one of the AP management tables 300_1, 300_2 and
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format of the I1C card entity 73 x. As shown in Fig. 23, the IC card entity
73 x conprises a managenent pointer 80, an entity ID 81, entity status 82,
an I C card type 83, an APE N specification 84, a processing order 85, pre
processi ng data 86 and post-processing data 87. The managenent pointer 80
is a bi-directional pointer for managing the IC card entity 73 x in the
menory 65. The entity ID 81 is used in a series of processes involving the
|C card entity 73 x. Exanples of the processes are a request for creation
of an IC card entity 73 x, verification of progress of the creation of the

| C card enti 3 x.and deletian.of the 1C card entity. 7 The entity ID
81 is passe]tai{)%{ﬁzt hZByen USES A G Lﬁ#%‘? e THEE f%/f(

corresponds to desc&igtor used in ag oparatlon to open a f|| é using a
file systenge%ﬁﬁl%nf? ? §?%?u§u%§r?§ Pat GERBF PP ogPEsensf Of EP%C BEr e
related to the IC ca own in Fig. 24, basic status of the IC card

entity 73 x ?H%?%d%%l.p:Foc%%%;%ga@f‘a?% ?QS It ot sTafe St usTHEET PR essi ng
status A2, processing status R and processing status W The processing
status RS |@u@@é@hs382 pPozegenagicorekantnecservptes fhutdeantbegused by
the IC card 3. The processing status Al is status of processing carried out
58 by t heagAMWBet of athbhepiecaseofheel&ctard 8atahd0prdcedd2ng shatus A2
is status of processing carried out by the IC card 3 to authenticate the
SAM 8. The podc@ssilnigkestisfals M fiesreaiad usurodrpr OEBSiNG tgeeaaid: out dat a
fromthe 1C card 3. The processing status Wis status of processing to
wite data raferéhee |l fumaradl 3fofhieneabndi arpt onar 6fesheupipeosessi ng to
exanm ne service-rendering enterprises, processing carried out by the SAM 8

to aut henticeteishemdfaganent, dptacessi ng sesrpedn@ugobysthe IC card 3 to
aut henticate the SAM 8, processing to read out data fromthe IC card 3 and

processing to wi t‘l‘héjfﬂ]fa rﬂdﬁaf?;érthﬁlﬂ Q&ﬁl"é’s 33(ﬂ§iclh BOR 4 Ghha A.‘ﬁO(Wj la e
described later, a job is a processing
well as the APP tables 301_1, 301_2 and 301_3 are
recorded in advance typically at a set-up time of the SAM
8. In addition, the AP management tables 300_1, 300_2 and
300_3 as well as the APP tables 301_1, 301 2 and 301 3
can be rewritten only by a person in charge of management
of the SAM 8.

The AP management tables 300_1, 300_2 and 300_3 are
prescribed for each application program AP. In addition,
the APP tables 301_1, 301_2 and 301_3 are prescribed for
each SAM mutual authentication key.

Fig. 15 is an explanatory diagram showing the AP
management table 300_1. The AP management tables 300 2
and 300_3 each have the same format as the AP management

table 300 1.

As shown in Fig. 15, the AP management table 300_1
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unit, the processing order of which is determi ned by the I Ccard procedure
managenent task 72. It is to be noted that status of the nutua

aut henti cati on between the I1C card 3 and the SAM 8 is represented by the Al
and A2 status. In addition, in this enbodiment, taking tines of

comuni cation through the Internet 10 into consideration, the basic status
descri bed above is nmanaged by dividing each of the basic status into a
post-activation state (or ,a a post-conmand state) and a conpletion state
(or a post response-reception state) as shown in a state-transition 59

di agr am of Fia §4. To put it concretel%, the states of Erocessing usi ng
the I C car d*BAtPEFS 7508 BpEenRREgNdCby RS ngPRAIFASE ARCBLEBABEARFEN st at e
(an 1C card entity generation state%, a post-RS-activation state, an RS
conpl eti on $f&feald peéerancadt PyatPenisrated-garepdtionpraceen state, a
post-A2-activation state, an A2 conpletion state, a post-R-activation
state, an RCeBRpret PEALIBFaPECTHAB0SE- Vit poatNohdsnaiEicatipronpl eti on
state and an instance deletion state (an IC card entity deletion state).
The | C car dAP§ipéDg3ansidaeanddrektennalyidgnaiséevi €8Iy eadparhygeent erpri se
issuing the IC card 3. The IC card type 83 includes data set therein. The
data is presdenbéfiibygtaof] saMniBndai parheescidphtibimantiodeser ibedaabove at
the tine the IC card entity 73x is created. The service type el enent 84

i ndi cat es aRe@pR| CRRDRONaekeyert SARE detansHTi APPhedAPanmnagemenandabl es
300 1 to 300 3 and the APP tables 301 1 to 301 3 utilized in processing
using the | &aeardnLeot 5K, 78hxchl Aréhgsseeyheedt ypenetraeptm84npkthgre are
set an application elenent APE or a plurality of application elenents APE w
specified by a C5 moummdigk iApd e SErdddn MR A geserd Ragk @b ovier ats the tine
the IC card entity 73 x is generated. 60

name given to a service (an application element APE)
provided by an application program of the service-
rendering enterprise 15_1, 15_2 or 15_3. The name APE N
is an identifier referenced as a substitute for the
service number of a service that can be used by the
application program of each service-rendering enterprise.

The identification APE_ID is the ID of an
application element APE.

The internal/external identifier IEI is a flag
indicating an internal specification, which means that
the entity of the application element APE exists or an
external specification meaning that a reference i1s made
from another SAM unit.

The identification SAM_ID is the SAM ID of the

Y

partner with which data is exchanged when the SAM 8

carries out processing related to the application element
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The processing order 85 is an order in which services (that is, jobs)
utilized in processing using the IC card entity 73 x are to be executed.
That is to say, the processing order 85 is the transition state shown in
Fig. 24. In other words, the processing order 85 is an order of execution
of jobs expressed in ternms of nanmes APE N of application elements APE for
basi ¢ operations of the I1C card 3. The jobs correspond to the RS, Al, A2, R
and Wjobs, which are shown in Fig. 24. Actual operations are carried out
on the IC card 3 in the processing order expressed in ternms of jobs. For
exanpl e, Eroce55|ng onIy to read out data fromthe IC card 3 w thout
nmut ual aut tcation, "RS' R' is set in the processing order 85. In the
case of processing to read out and wite data fromand into the I1C card 3
wi th nutual aut hertictatliton,s "9Rs expdanataxry dragngm jshosiding rihehe processi ng
order 85. Thus, the processing order 85 is a job order corresponding to an
order of sei@éneiéi@@9h®@ SiyécliPied in conmands of a script program
described earlier in creation of an IC card entity 73,x. In

t he, pr e- processi nghdatialedi; i fircah itdre SASP IID hasaragdrento fddt dyfters,carryi ng
out processing using IC card entity 73 x is set. For exanple, in the

pr e- processadgpbing datet Gask’ Processphgs Balbd t ofo PEHatTCF / BP Serdcte (or
an application elenment APE) specified in an SF data block is set. In

addi tion, ihifoofniefiesatiyskecdh OoeesséNdindNeidem iy, defined, in the
pre-processing data 86, a fee of requested processing is set. In the case

of a settlement fqfe®XHHNL ard &18SdiAILALING aH8@ANG Bhe ypawber of
appended points are set. The post-processing data 87, which is dat a

required | Moihe) pSPepetyey 495l s éesyétsﬁémprﬁgeﬁﬂngl&aw Qut on the
I C card entity X. I'n the case of a settlenment for exanple, t &

post. processt gTchs SEtylon £5t Anlkidl iR IBELIEro 2T JBfod MRt LI ement

has been ende typrcal opeéeration carried ou

units to which the same net mask is assigned. 1In this
embodiment, for example, the same net mask is assigned to
a service-rendering enterprise.

In Fig. 16, the net mask of class A is
“255.XX.XX.XX.” The high-order byte of the net mask is
used for storing a predetermined value of 255 for
identifying class A to which the net mask pertains. The
remaining 3 low-order bytes are used for storing a value
for individually identifying a SAM unit pertaining to
class A. XX in any of the low-order bytes represents any
l~-byte pattern. Thus, the net mask can be used to
prescribe 16,777,215 different SAM IDs pertaining to
class A. .

>
The net mask of class B is “255.255.XX.XX.” The 2

high-order bytes of the net mask are used for storing a
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comuni cation system1l is explained. If an application el ement APE used in
processi ng of the operation has a plurality of versions, the processing is
carried out on the basis of a specified version by execution of the version
managenent function explained earlier by referring to Figs. 9 to 12. The
foll ow ng description explains a procedure of processes related to a
plurality of IC cards 3. The procedure is executed by the I C card procedure
managenent 62 task 72 shown in Fig. 22 by using a plurality of 1C card
entities 73 x. The I C card procedure nmanagenent task 72 is running all the
time typically on the CPU 66 enplo i e SAM.§ shown.in Fig. 21. Fig.
o5 Showe. o PFLAGREFTLPEHr ESCHEI G MEoTeQaP g aar LHERtotTiny Fetear
procedure managenent task 72. Step ST1l: The |1 C card procedure nanagemnent
task 72 sel &6t ¥hdRB Sheanplulapkt PestatesScarthentFRF €198 4 BXFSRTMYTin t he
menory 65. Processing related to the selected | C card entity 73 x is to be
carri ed out PHERE. 2AS HSAHt hBE 8EC5éNnEcki HALHA ﬁercapélghfiuﬁilys X, an |IC
card entity 73 x is selected according to an order the IC card entities 73
x arranged idenkéfwénorg 6BM msisinpgrteinanpovéc alpsisoBi-ty Thuel the
assigned to each of the IC card entities 73 x and an I1C card entity 73 x is
sel ect ed onnatpmaeki tynbhsi sse8t ¢p B¥2scThbel €5¢aBd pidfedent nanagenent
task 72 fornms a judgnent as to whether or not the job of the IC card entity
73 x sel ect sdMatDshpestepnbhdy bhascabseady been activated. If the outcone of
t he judgnent indicates that the job of the IC card entity 73 x selected at
the step STl has afkeaglyt heesk ast i ypd€dl, cthe VI DTS £2 PRESK ON T B3

processing of a step STS. If the outcone of the judgnent indicates that the
job of the h€ggakedert bi¥e€3o¥ the net mask are used for storing a
predetermined value of “255.255.255” for identifying
class C to which the net mask pertains. The remaining
low-order byte is used for storing a value for
individually identifying a SAM unit pertaining to class C.
Thus, the net mask can be used to prescribe 255 different
SAM IDs pertaining to class C.
The identification AP_ID is the identification of
an application program executed in the SAM unit of the
partner with which data is exchanged when the SAM 8
carries out processing related to the application element
APE.
The key K _CARDA is a key, which is used for
exchanging data with the memory 50 employed in the IC
card 3 when the SAM 8 carries out processing related to
3

the application element APE.

The key K _SAM is a key, which is used for
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selected at the step ST1 has not been activated, on the other hand, the
procedure goes on to processing of a step ST3. Step ST3: The IC card
procedure managenent task 72 identifies a state of processing related to
the IC card entity 73 x selected at the step STl anpbng states shown in the
state transition diagramshown in Fig. 24 fromthe entity status 82 shown
in Fig. 23, and determnes a job to be carried out next fromthe processing
order 85. As described earlier, the processing order 85 prescribes an
execution sequence of jobs expressed in terns of service elenents set in

t he AP managenent tables 300-1 to 300 _3. Step ST4: The | C card procedure
managenment €#§RaPI1REt fo4Reyitheaponhies) §éteyrat Whensths 844 8Then, the IC
card procedure managenent task 72 carries out the job by using a data bl ock
rel ated to ERrgipsbouthergaeasbhgckedealtgdedot dhehipppldloaitd ovekdemertanong
the input data block 31 xlI, the output data block 32 x2, the |og data bl ock
33 x3 and , &PEhe processing definition data block 34 x4, which have been
explained earlier by referring to Fig. 13. 64 At that tine, if a conmand
is issued to the ITheadatd $KET eXRRuis odabé fbe jdéntiheihd e dAPP ocedure
managenent task 72 searches the AP managenent tables 300-1 to 300-3 by
using a serabeeeBonent Bon kherj ablas,awkeyhf as asedr virCeefidibed @b the
service elenment. The service nunber Is an operation command, which is

i ssued to tQhaehCraar dafl andacanebeouit pirpcekednby rehatkd €¢ardnd. Then, the
| C card procedure managenent task 72 issues the command by using the

service nunggp1teathen! C16AEH+3apkn addition, if a key is required in
maki ng an access to the storage area of the IC nodule 3a of the IC card 3,

the 1C card procedysge ﬁﬁgagggppicéa$k ggoéﬁaiﬁhﬁ§gghgssggnggagg 0l tables

300-1 to 300_3 by using a service elenent for the jo a key for a

service numper, ggsigneqct gthessaLyhaeaekoment aplAstartiBh bEoGRLA RROCCdUre
managenent task 72 carries out processing- by
the SAM 8. Key “Service A” is set as an undisclosed key
so that this key cannot be referred to by an application
program of another SAM unit and another application
program of the same SAM unit.
Service C is an access key of the IC card 3 defined
by this application program. If a net mask of class C
described earlier 1s assigned to this SAM unit, key
“Service C” is disclosed to an application program in a
SAM unit having SAM_ID of “43.17.19.XX.” 1In this case,
the SAM mutual authentication key is “TT1 .. TTn” or
another SAM unit determines whether or not key “Service
C” can be held till the next utilization. If key "“Service
C"” can be held till the next utilization, it is not
&)

necessary to again obtain a card access key from this SAM

unit when another SAM unit uses key “Service C” on the
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using the key in order to acquire a right to nake an access to the storage
area of the I1C card 3. The processing includes nutual authentication with
respect to the I1C card 3, encryption of data and decryption of data. Step
ST5: The 1 C card procedure nanagenent task 72 issues a command to the IC
card 3. Then, at a step STS, the I C card procedure nmanagenent task 72 waits
for a result of 65 " processing carried out by the IC card 3 to process
the command. As the I C card procedure managenent task 72 receives the
result of processing fromthe IC card 3, the IC card procedure nmanagenent

task 72 sets_the result in the IC card entjty 73 X. § ST6: The, I C card
procedure nERA eﬁén?h?agﬁx§2u5bgéfﬁglPHe e%?¥??ss€%¥ug %ﬁvhﬁet%e 1T card
entity 73 x. The entity status 82 of the |IC card entitg 73 x.is shown in
Fig. 23. AsoﬁéééP?BeH°£b5§@? thiehsaMeHBodi REht fXRRi PeS8Y| BREENng I C card
entities 73 x of a plurality of IC cards 3 existing in the SAM 8

sequent i al | YavhegaPs¥r IBNBEh&A3| A3adddr d&nce A td muprabet er mi ned order,
the I C card procedure managenent task 72 carries out processing on the IC
cards concuenthehyicahiusn kegnbehwaen PAMcessitrg relagstff 36Sa procedure
using a plurality of 1Ccards 3 is received, the SAM 8 is capabl e of
carrying foBsmrdishespdocessing at the sanme tinme. Figs. 26 and 27 show a
flowhart used for explaining processing carried out by the SAM 8 in

accordance w th a pracestnionptascrfbag dyeanf sl bhe athenoehermesum APE t o
make an access to data, or processing prescribed by another application

el enent APEuh@tb@e€6rmifiasr wRdtREk By hbe SAWL8si Regcegedange wrt Bahhe
procedure in execution of a job at the step ST4 in Fig. 25. Step ST41l: In
the course gt gxequii PN PhePhE&ESELATia6€96HI. NY
“Service B Log” points to a file for storing log
data to which SAM _ID of "“43.13.137.XX" is assigned. Since
“Service B Log” has the same SAM net mask as “Service B”,
as a mutual authentication key, a key of *“S$51 .. SSn” 1is
used. For each mutual authentication key, an APP table is
provided. In this embodiment, permission of accesses to
“Service B Log” and “Service B” 1s prescribed by the APP
table 301 of another SAM unit referred to by an AP
management table of the other SAM unit.
Fig. 17 is an explanatory diagram showing the APP
table 301_1. The APP tables 301_2, 301_3 and 301 have the
same format as the APP table 301 _1.
As shown in Fig. 17, the APP table 301_1 includes
an identification APE_ID, a READ flag, a WRITE flag and
>

an EXECUTE flag, which are provided for each application

element APE. APE ID is the identification of the
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to a predeterm ned application element APE, the SAM 8 identifies an
application program AP nmaki ng an access and an application elenent APE in
the application program In addition, the SAM 8 also forns a judgnent as to
whet her the access is an operation to read out or wite the application

el ement APE or execution of the application el enent APE. Step ST42: The SAM
8 forns a judgnent as to whether or not the application elenent APE
identified at the step ST41 exists in the sane SAM 8. |If the outcone of the
judgment indicates that the application el enment APE identified at the step
ST41 does not exist,in the sane. SAM 8, the flow of the processing goes on
to a step SRRIIFRLIPR BhERBME AYE hdudgiehtt iaghiiostics tavarhgider
application el ement APE identified at the step ST41l exists in the sane SAM
8, on the cAMREhAaNPPiheatiel BFOYRRM pfoE eR? HicHorRPbicablok a step ST45.
Step ST43: 67 The SAM 8 searches the AP managenent tables 300 1 to 300 3
associ at ed s emerherARppl izat & onedd ogreds Hetngtlex ez bicdbrom «kgmehSAM f or

t he correspondi ng service (the application el enment APE) and conducts mnut ual
aut hent i catAbn. withe WESIIETf tay & redM a8z shawherigh etirh e nayighleire atppdd celtdment  APE
by using the key K SAM Step ST44: If the result of the nutual

aut henti catposgcanr (e awbthértiepsiept Edd3eladécat eV dhagid ywoiftdoth the
SAMs 8 and 8a, the flow of the processing carried out by the SAM 8 goes on
to a step Hddes&t Bervhseapphecit Dvn 0d1éhen HrOPESSITH: EXETUIE tFA sy St ep
ST51. Step ST45: The SAM 8 searches the AP managenent tables 300-1 to 300 3

associ at ed yhdhchbes apRbteat| %o%@ﬁ@;ﬂ@bﬁ&@ﬂi&%%ﬁ@%ﬁaxﬁ OfoR &YrieSAM for
t he corresponding service (the application element APE). In addition, the

SAM 8 al so gea1 £h£E; LhCe NEMIRPAMEHE N a S abh 65xS00cd 18-809 % agpoci ated with
the application elenment APE identified at the step ST41 for a key K SAMfor

t he correspglgéli 9. 8EE N1 EEhi e APP! 1 cation el ement APE). Then, the SAM 8
conpares the £eys K SAI\/?WI tﬁ each ot her.

For example, the APP table 301_1 shown in Fig. 17
indicates that another application program (or another
application element APE) has a read access and a write
access but no execute (delete) access to “Service B Log.”

In addition, the AP management storage area 221 of
the external memory 7 shown in Fig. 5 is used for storing
typically AP selection data by associating the AP
selection data with an IC card type and AP_ID.

The IC card type is the type of the IC card 3 shown
in Fig. 1. An example of the IC card type is an
identification of a credit-card company having
transaction settlement businesses using the IC card 3.

In this embodiment, the names APE_N of a plurality

3

of application elements APE in an IC card operation

macro-command script program are combined to prescribe a
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Step ST46: The SAM 8 fornms a judgnent as to whether or not the 68 2 keys
K SAM nat ch each other as a result of the conparison carried out at the
step ST45. If the outcone of the judgnment indicates that the 2 keys K SAM
mat ch each other, the flow of the processing carried out by the SAM 8 goes
on to a step ST47. O herw se, the flow of the processing goes on to the
step ST51. Step ST47: The SAM 8 or 8a searches the AP managenent tables 300
1 to 300 3 associated with the application programidentified at the step
ST41 for respectively APP tables 301 1 to 301 3 associated with the used
application el enent APE. Step ST48: The SAM 8 or 8a forns a judgnent on a
right to nek®&HaccaRd Ehe thieesppiR et ot efeeretR T AFES t b5 bee ilseet st
accessed on the basis of the APP tables 301 1 to 301 3 identified at the
step ST47. i dutIQtcapheertety, (it e @enigaddornsta haidgnent on

exi stence of a right to read out or wite data fromor into the application
el emrent APHEescaibetchsset 0 @hecut @ tdoabappltiicat iodh selrerierts APE. St ep ST49:
If the result of the judgnment forned at the step ST48 indi cates existence
of the accessrrégpdndime tdovhefa@®ol icdhioprerbassity XRE read it by t he SAM
8 or 8a goes on to a step ST50. Otherw se, the flow of the processing goes

on to the stepi&ded.aStEpe PTbbscdiweSA By Btel. 8a executes the application
program AP identified at the step ST41 on the application el enment APE al so

identified at therhrepxalphe, SeRe2lale the 2AM Suand8a deewm Rok execute

t he application
card 3 is combined with a service to write data into the

server 2 to provide a combined service, which can be
defined in an IC card entity.

In addition, APE_N or a service number is an
operation command that is issued to the IC card 3 and can
be interpreted by the IC card 3 when a service rendered
by the service-rendering enterprise 15_1, 15_2 or 15_3 is
processed.

The application program AP_1 is prescribed by the
IC card operation macro-command script program and the AP
management table 300_1 stored in the external memory 7.

By the same token, the application program AP 2 is
prescribed by the IC card operation macro-command script
program and the AP management table 300_2 stored in the
external memory 7.

In the same way, the application program AP_3 is

W3
prescribed by the IC card operation macro—command script

program and the AP management table 300_3 stored in the
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program AP identified at the step ST41 on the application el enent APE al so
identified at the step ST41. In addition, when data is exchanged between
the SAM 8 and the IC card 3 in accordance with a procedure set by an
application elenment APE in the execution of a job at the step ST4 of the
flowchart shown in Fig. 25, the SAM 8 searches the AP managenent tables
300-1 to 300 3 shown in Fig. 17 for a key K CADR for the application

el enent APE and uses a key K CARD to make an access to the nmenory 50 of the
| C card 3. Next, the overall operation of the communication system1 shown
in Fig. 1 is explained. Figs. 28 and 29 show a flowchart used for
expl ai ni ng ektebnetahbmosper ati on of the communi cation system 1 shown in
Fig. 1. Step ST21: 70 The service-rendering enterprise 15 1 to 15 3 or a
person receiving alm egfdistidm ot AR enanapemeandes tongpentaargy 138l k6f 1 to 15
3 create script progranms 21,1, 21-2 and 21-3 prescribing transactions using
the I1C cardtﬁeoaxtyﬁnaalmgmbh@ peskowal ifOMPYt e65idbudedlbo? aBOrihg3 shown
in Fig. 1. In addition, the person in charge of managenent of the SAM 8

creates AP Hﬁﬂégﬁgﬁnkebabir@é 83000dat0080RaBafenehiedseaVE o8- h88deELRY
enterprise 15 1 to 15 3 respectively. Step ST22: The AP nmanagenent tables

300_1 to 30Qx3ctteabedanbgthenttep S32dsaks sboredohibctbetPBiBAY1¢- IN
addition, the scripf programs 21 _1, 21 2 and 21-3 created at the step ST21

are downl OaﬂﬁdtﬁéoakEQEanfﬁQH§£¥C@”PH£eé§cﬂ6uéer r2vadgd 6,3 EQt he
external memory 7 by may of the Tnternet 10, the A P server 19 and the SAM

8. As shown Fj ssing to downl oad the script prograns 21-1, 21
2 and 21 3 %%ggtggag g%%p ST21 is controlled by t he scrlpt downl oad
task 69 of the SA 8 p SE;B @?gﬁﬁﬂﬁ@ |n F“#%a t he scr
interpretation tas Jtshe nSﬁ\% gener erT(,s% rjbn%n?} y 73 X,

i nput data blgck 3 out gata bl ock 32 X2, % 8 g g Ioc 33.x3 and
processi ng UBFFAME{ oﬁeﬁaPﬁc % ogatianpyapeprgesr data 30 The CPU

employed in the SAM 8 manages accesses to the storage
area of the external memory 7 and accesses to data stored
in the storage area on the basis of the internal resource
allocation management data 304 for each user privilege or
for each usage purpose.

The storage area of the external memory 7 is
managed by dividing the storage area into a system area
and a user area.

The system area is an area used in an internal
operation of the SAM 8. For example, a person in charge
of shipping of the SAM 8 initially sets a device number
unique to the SAM 8 and a shipping key of an application
ﬁrogram AP in the system area.

ik
On the other hand, the user area is an area in

which the user of the SAM 8 is allowed to set a resource
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t he AP managenent tables 300_1 to 300_3 and script prograns for each
service-rendering enterprise. These data bl ocks are stored in the nenory 65
of the SAM 8 shown in Fig. 21. Step ST24: An ICcard 3 is issued to the
user. The I C nodule 3a enployed in the IC card 3 shown in Fig. 5 is used
for storing a key used in transactions with a service rendering enterprise
wi th which the user has nade a contract. It is to be noted that a contract
can al so be nade between the user and a service-rendering enterprise
through typically the Internet 10 after issuance of the IC card 3. Step
ST25: Assune for exanple that the user uses the personal conmputer 5 to nake
an access t §%CRe28ePPefPPLifREIGR PREIFATer L 1BSPR BF8@rifo purchase a
product. In this case, the server 2 issues a processing request to the ASP
server 19 b§l@gyiéfefhéntat ér ABEIL0 CAMEER TiECei FRAE he BpPEé¥ddieAgdrequest
fromthe server 2, the ASP server 19 makes an access to the personal
conput er 5 vResugheehdal Ardr AadPrage ITwear pqoedded proddssipmgsiestpr ocessi ng
using the IC card 3. The request for processing is originated fromthe card
reader/ writ énvénandni r,ansgeneed lt-oselre a8k 12 1s8 Isyowageofhrehe per sonal
conputer 5, the Internet 10 and the ASP server 19. Step ST26: A request for
creation of papvédedt byi $heuppekehrodnt/eatASH)sanhder t9mnont-heepAlr8a The
request for creation of an entity includes data indicating the issuer of

the request (anamal gtotrhgel Grear grdvideePbST2he YhereheCanviendibhg .r equest
for creation of an entity, the SAM 8 conducts polling with the IC card 3.

Step ST28: The entthy ge0eidtioa-hsek I2eQf i5henSAMS f9easrarj udgnent as
to whet her or not the nunber of IC card

storing basic data for operating the SAM 8. An example of

the basic data is the ID of the SAM 8.

The general-user area is an area used for storing
resources such as a key and a key package, which are used
in implementation of a service using the IC card 3 and
the portable communication apparatus 41l.

The common-user area 1is an area used for storing
network information used by general users as information
common to the general users. An example of the network
information is the IP address of the main unit of the SAM
8.

That is to say, the privileged-user area is an area,
data of which needs to be set by a specific user for the
operation of the SAM 8. The common-user area is an area
that can be shared by SAMs 8 themselves and also an area,

W

data of which can be set by a plurality of users.

Fig. 19 is an explanatory diagram showing typical
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entities 73 x existing in the SAM 8 after the polling does not exceed a
maxi mum val ue prescribed by an SC conmand of the script program If the
nunber of 1C card entities 73 x does not exceed the maxi num val ue, the fl ow
of the processing goes on to a step ST29. O herwi se, the operation is
ended. Step ST29: The entity generation task 71 identifies a service
rendering enterprise, the ICcard entity tenplate of which is to be used,
on the basis of data indicating the I1C card 3 as the issuer of the request
for creation of an 73 entity. Such data is included in the request for
creation of an entity. Then, the entity generation task 71 generates an |IC
card entityl¥8mg BPaGscag PResSPt bHr Bsersi Ly tBRpEALEaGE BlEa @éntthei ed
service-rendering enterprise. This process corresponds to the instance
gener ati on Sko@mnad Megorg47.Sthp ST Ihel 8AM BY outhatsetrdenebnity | D of
the IC card entity 73 x generated at the step ST 29 to the ASP server 19.
Step ST31: Therb€ odr dhpppdéeduré mhragdMeft isask 1dRedf tbhewa¥AMa8d exam nes
services that can be used by using the IC card 3. This exam nation

corr esponds akeekBe tpobtBBaghowreas Ebgre2fon8iapg $632dehhe fliCatabéls
procedure managenent task 72 of the SAM 8 authenticates the validity of the

| C card 3. Abi gpadttherbioat itenogonnespesdsat enippingbxdy shownel apFi g. 24.
Step ST33: The I1C card 3 authenticates the validity of the SAM 8. This

aut henti cat &@@og%tee_&@gnﬁsmﬁ ¥he HBRerd15RQWRsI BndFk@t d4dellie key
aut hentications carried ot at the steps ST32 and ST33 are referred to as

mut ual aut hgptizeat k8N4 sam 8.

In addition, a privileged user is allowed to make
an access to a storage area corresponding to an
identification AP_ID of OxFFFE, set SAM_ID of the SAM 8
and set a privileged-user AP area operation key.

Furthermore, a general user is allowed to make an
access to an area identified by an identification AP_ID
of OxFFFD as a user common area and also allowed to make
an access to an area identified by an identification
AP_ID of 0x0000 to 0x000F as a general-user area. A
general user is allowed to set the net mask of SAM ID of
the SAM 8, network information such as the IP address of
the SAM 8, an AP resource key K _APR and another
application element APE in these areas.

The user is allowed to change a received AP
resource key K_APR of a storage area disclosed to the

3
user to another wvalue known only by the user so that

another user is not capable of modifying a resource
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between the 1C card 3 and the SAM 8. As described earlier, during the

mut ual aut hentication, in accordance with an application el enent APE
executed in the SAM 8, the AP nmanagenent tables 3001 to 300 3 shown in Fig.
15 are searched for a key K CARD to be used in the nutual authentication
bet ween the CPU 51 enployed in the I1C card 3 and the SAM 8. Step ST34: The
| C card procedure nmanagenent task 72 of the SAM 8 wites and reads out data
necessary for the procedure into and fromthe I1C card 3. These read and
wite operations correspond to the jobs Rand W which are shown in Fig.
24. In addition, the I1C card procedure nmanagenent task 72 al so carries out
predeternlnéasb98c§§§|ﬁ@péhcaéﬂanr8£HQSGP PFomthe IC card 3, by using a
processi ng equation identified on the basis of the pre processing data 86
of the IC card enti? y3ddliomst ep STISST THRMNEN cF o pPaR oftir 2C peme@nent
task 72 of the SAM 8 outputs a result of the processing carried out at the
step ST34 tbythneeaSPbyenséngls. cSnmpnSkeE:, thaypisal the ARerk€ovard
procedure managenent task 72 deletes the IC card entity 73 x. 75 As
descri bed akeyek AERanseddﬁncesatthnghdamanﬁnnmhatgenesyﬁtaset amdat he SAM
unit 9, by introducing the concept of versions into the application element

APE, it becones popsé Misot® samegse VersaonsSt ofhé hex tartla Dpremdiwn7 key and
t he i ssuance key package. Thus, it is no |onger necessary for the

servi ce-rendeei ngnegkar pyi 68idgi fget hatSAN8 treseatty Qutiobheivark to
individually define APE_ID of a key as an AP resource for each version. As

a result, thenAgaAgRReRhtho8dsbegewRs isMehber 1gFaknexanphe ritak3soRgssi bl e
to imagi ne a case i n which packages for Ioglcally dividing a card are

exchanged bgbwegnadyf E%e%e%%l%at%n%dﬁﬂpb ef. | oapaer dancg yithiihe
communi cation~system 1 and t SAM unit 9, by introducCing the concept

the storage areas are managed by dividing the external
memory 7 into storage areas forming a matrix prescribed
by using the identifications AP_ID and APE_ID.

In the case of the external memory 7 shown in Fig.
18, a storage area with APE_ID in the range 0x7F06 to
OXFFFF is used as the system area and a storage area with
APE_ID in the range 0x0000 to Ox7F00 is used as the
general-—-user area.

In addition, a storage area of an application
program with AP_ID of Oxfffd is used as the general-user
common area.

As for application elements APE, encrypted packages
set for areas are stored in the external memory 7. 1In
this case, it is possible to select and encrypt only

>
required resource elements.

The following procedure is a procedure executed by
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of tags into application elenments APE, it becones possible to refer to an
application elenment APE to which version managenent is not applied. If
APE-|I D and APE TAG are defined in an application program for exanple, the
service-rendering enterprise is capable of referring to the application

el ement APE by using the tag. Thus, there is exhibited an expectable effect
of a lowered threshold for a service-rendering enterprise not well versed
on application prograns and/ or access nethods. Furthernore, a key package
for logically dividing a card does not 76 include all information for

uni quely identifying post division information. Thus, in order to identify
di vi si on i ntle® netY ofmp ey edi by bhﬁe%A%a%ké@em®@@ﬂ9eﬁt§¢mﬂe$ar¢@$Ié@mion of
i nformation agreed on by service-rendering enterprises in a | og becones an
i ndi spensabtesopecas] onf Whe eeveernah mesorvanceywis hng hehe oimuewmal i on
system 1l and the SAMunit 9, by conbining AP-ID with APP_ID, the storage
area can beresvides ahlocatbysteanageacnt ¢aiyi B@ged-user area and a
general -user area. In addition, it is also possible to provide a nechanism
al l owi ng a work ofFiset tAng < «de\W:ae animety tdi aerearsied epta at a shi pping
time of an encrypted nodule, a work to be carried out by a

primary- Opefp@W@ma@@eféépésé@tpﬁ@Vtﬁ@g@ﬂ0@§§u}etO set information such as
the ID of an encrypted nodule, a work to be carried out by a

secondary- Q@@éﬁig@@lpperator (a general user) to set typically a service
usi ng an uni npl enented card and nanagenent according to a responsibility

domai n of the operR,0r. {0, & exe tde £0aIMALE q%%p
capabl e of carrying out a oper ation y on f%e ass nption at A pIurality

Che' communi ATt ore Yot omed ShatHier ekt o teae BiRl PR AR LR er ke

77 ar ea |nto 1 @y ogdinary area afdoaeyg r-ugiqggsgﬂg cé% gggones possi bl e
t o manage da?a comrmon 10 encrypt ed P P P

connected to the Internet 10 and specifies an application
program AP making accesses to the external memory 7. The
application program AP makes an access to the SAM 8
through the ASP server 19 by using an AP resource key
K_APR owned by the user.

Step ST62:

The CPU employed in the SAM 8 forms a judgment as
to whether or not the originator of the access made at
the step STé6l has an AP resource key K APR suitable for
the specified application program AP. If the outcome of
the judgment indicates that the originator of the access
has a suitable resource key K _APR, the procedure goes on
to processing of a step ST64. If the outcome of the

WX

judgment indicates that the originator of the access does

not have a suitable resource key K APR, on the other hand,
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nodules in a way uniformto all enterprises pertaining to all AP resources.
An exanpl e of the conmmon data is network-setting information. Thus, each
i ndi vi dual user is capable of managi ng comon itens related to the
encrypted nodul e. Furthernore, since an AP resource key set in the conmon
area can al so be used as a user-uni que key, key managenent of the
service-rendering enterprise . can be nmade sinple. Mreover, in accordance
wi th the communication system1l and the SAMunit 9, an application program
AP is constructed by using a plurality of application elenents APE and
processi ng of each application element APE is prescribed by using an AP
management th|Rreerdarne AFFes abh eto | Proceshiirg pofsi bieep oSTehder a variety
of services using the IC card 3. Furthernore, in accordance with the
communi cat i ®repy3Tedin 1, by using an AP nanagenent table and an APP tabl e,
it is possible to flexibly realize utilization of an application el enent
APE in the sane SAMeuriRtU ang lttvidd Ziat itdre faMars ajupld eatt @il lelwermyd APE
between ,a different SAMunits while sustaining a high degree of security.
78 In addigé®ntoi e BCHOr AFHTECH L bn t SEeGONDUNPE Al h OFhSYySp&M diedf an
application element APE is utilized between different SAM units, nutua
aut henti catd o bei veen pheg M Apits is carried out. Thus, the security of
t he application program can be better assured. Moreover, in accordance with
the comunigadj ogrgystem!|, SAMID of a common class is assigned to
application prograns of the sane service-rendering enterprise. Thus,
bet ween appl i cat i o, LI QFPNLS ARE L1 ARMd Gl &N ANQAATE, Delanging to the
sanme service rendering enterpri'se, It Is possible to avold conplex nutual
~authenticatjon,_an . possible o duce i he_l| oad.of . key nmanagenent as
wel | as theé%go%lgs%pﬁgfﬁ%él rll)oéin%m%?/‘t't%lgeﬁsg\ﬁ/l Eﬁe Bsyp'%glf%lr?ﬁi ng to Figs. 30 to

33, the f0'A§gﬂ{@5€@§§rﬁ£%é8£nbﬂﬁ?f'y summari zes the enbodi nent's portions

Step ST65:

The CPU employed in the SAM 8 forms a judgment as
to whether or not the user is a privileged user. If the
outcome of the judgment indicates that the user is a
privileged user, the procedure goes on to processing of a
step ST66. If the outcome of the judgment indicates that
the user is not a privileged user, on the other hand, the
procedure goes on to processing of a step ST67.

Step ST66:

The CPU employed in the SAM 8 allows the user to
set an application element APE for a privileged user in
the specified application program AP.

Step ST67: .
w3
The CPU employed in the SAM 8 forms a judgment as

to whether or not the user is a general user. If the
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rel evant to characteristics of the present invention. As shown in Fig. 30,
generation information is added to each file in a file system 500. The
generation information is updated by adopting some nmethods. I n accordance
with one of the nmethods, the generation information has an initial val ue,
which is thereafter increnented or decrenented each tine a new generation
is introduced. In accordance with another one of the nethods, the
generation 79 information is updated to information such as a date on
whi ch a new generation is introduced each tinme a new generation is
introduced. As an alternative, the generation information is updated by
adopti on of cebfbirAedfnehfholisdopentppriéadten tbatnhkesuanrateeas to a file
by using the sanme file nane i ndependent of the generation. A select unit
502 sel ect sgantirpé pfen, gehernrpoadfive ghesaecbets pudeebyinteclpplication
501. It is necessary to specify a generation when a file nane is sel ected.
A gener at i oatepnsiié8sel Etttate fartaash @it cess, ] wigreerciur iredit cgerertdtdaton i s
saved to be used in each access. The generation-specifying information 504
shown in Fi ghe3Qsks heanstfargbnédanguseeyr sRNthgeaehatki handAsthet echni que
to select a generation other than the current generation, another
generation gapcbaugBegbbkednasoapdbEbesengeobetwsenpt Beegeneration of a
target file fromthe current generation used as a reference. In addition,
in an attengtehosdggect file falsification, a signature is put on each
generation as shown in Fig. 31. In an operation carried out by the sel ect
unit 502 to store @ didgy @nsi e rrke Ge0eratl ond@uthenticat | unit 511
generates a signature I n accordance with a predeterm ned al gorithm based on
a 80 sign re k p Lgn r fj a
operation t%EFe Pi§é8§%g??Fg? %%é?%ggo§hgr§ gng,egﬂébg%ghggﬁréﬂd =n

generatlOﬂ/gg%??g%%gg%lggegghk ?gﬁ common to general users in the

specified application program AP.
Step ST69:

The CPU employed in the SAM 8 allows the user to
set an application element APE in the system area.
[saM 8]

The SAM 8 is connected to the ASP server 19 through
the SCSI or the Ethernet. The ASP server 19 is connected
to a plurality of terminals including the personal
computer 5 of the end user and the personal computers
16 1, 16_2 and 16_3 of the service-rendering enterprises
15 1, 15 2 and 15 _3 respectively through the Internet 10.

The personal computer 5 is connected to a Dumb-type
card reader/writer 4 by a serial or USB cable. Between

>
the card reader/writer 4 and the IC card 3, typically,

radio communication corresponding to a physical level 1is
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aut henticates a signature in accordance wth a predeterm ned al gorithm
based on the signature key 510. |If the signature is found invalid, a
nmessage i ndicating that the signature is invalid is given to the
application 501. The signature authentication allows file falsification to
be detected. In addition, a file's mssing portion caused by an abnormality
of hardware can al so be detected as well. Fig. 32 is a diagramshowi ng a
case in which an apparatus including the file system 500 is connected to a
network S20 and an upper-1level apparatus 521 nmakes an access to the file
system 5D0. By adding a signature to data, the data's falsification
committed i Amphemeptiede of a transmi ssion through the network S20 and the
data's m ssing portion |ost during such a transm ssion can be detected. As
shown in Fig. 33, 3oropxanplen cavhadd|@livempré sedse alPleamdild yionf records.
In this case, a ,a signature can be added to each of the records so that a
si gnat ure cgenbea&aatihbpt tbat 88Mf onieéaéh odnttiee recdosdsha®l, a Thus,
particularly in a network environnent allow ng an access to a file to be
made, the uppepohewepaakpar gbnerhsedabgbkheoficcaaryli Bgisuinpeopessedg on
data including a received record even in an instable condition of the
network. Aspgesgaei bt aheveg .| NrRaesordanceami tedder presedt 4 hwapdion, it
is possible to provide a data-processing apparatus as well as a

dat a- procesgipdoARE hedmpieEe0E Lhat t8Een88Pakk-6ePf 16abatPdehNendegree of
security of an application programexecuted in a server in an operation to

render a sepyi.GeaUshAY LR{e e L it ) d, pLevi de a program
Eg:\.!ttkg 3U3hB9+A8 SR gﬁ%ﬁ:r_e?hglg%gfﬂk ggéﬁ tARA L9 PEP

i npl enentin e dat a- processing ion, In accordance with

the present LAYGOLEORNo! LoliiaRhSQnROSALOEESaaREOK] A8 B, RLALRLACERSI N0

apparatus as we a data-processing net at “are capabl e of
operating ugdgr.g oP9LLE%0nit. That is to say, the card

reader/writer 4, the personal computer 5 and the ASP
server 19 do not contribute to operations such as
encryption and decryption of data in the IC card 3 and
authentication.

The personal computers 16_1, 16_2 and 16_3 allow
their respective application programs AP_1, AP_2 and AP_3
to be customized by downloading a script program to be
described later into the SAM 8.

Fig. 21 is a functional block diagram showing the
S5AM 8 of the communication system shown in Fig. 1. As
shown in Fig. 21, the SAM 8 comprises an ASPS
communication interface unit 60, an external-memory
communication interface unit 61, a bus scrambler unit 62,

S
a random-number-generating unit 63, an

encryption/decryption unit 64, a memory 65 and a CPU 66.
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in which a plurality of data having different versions are mxed and to
provide a programinplenenting the data processing nethod. Furthernore, in
accordance with the present invention, it is also possible to provide a
dat aprocessi ng apparatus as well as a data-processing nethod thereof that
are capable of properly restricting users 82 setting application prograns
for security reasons and to provide a program i npl enenting the
dat a- processi ng nethod. While a preferred enbodi nent of the present
i nventi on has been described using specific terns, such description is for
illustrative purposes only, and it is to be understood that changes and
vari ati ons may be THRISAM thokft aearRrs Hyy ¥ rlontanteingineduls. scope of the
following clains. 83 | Fig. 1 9: SAMunit 7: External nenory 8. SAM 19:
ASP server (Sett!| elentASHE erqguiwel)cgidrC varer facaCardi RWG:iP@r( user) 10:
Internet 2. Server (Store) 41: <--Tel ephone network ' 10 Fig. 2 50: Menory
3a: | C noduietérfac8 5&rlexShengfjegadetafettbntbephEBesdbvdr5592: Storage
area for enterprise 1572 55 3. Storage area for enterprise 15 3 o User ID
or card ID sh&ey DA:rFMpooLy 84
The external-memory communication interface unit 61
is an interface for exchanging data with the external
memory 7.
The bus scrambler unit 62 scrambles output data and
de-scrambles input data in an operation to exchange the
data through the external-memory communication interface
unit 61.
The random-number—generating unit 63 generates a
random number used in authentication.
The encryption/decryption unit 64 encrypts data and
decrypts encrypted data.
The memory 65 is used for storing tasks and
programs, which are executed by the CPU 66, and data used
in the execution of the tasks and the programs as will be
described later.
The CPU 66 executes tasks such as a script download
task, a script interpretation task, an entity generation
task (a job management data creation task) and an IC-card
o3

procedure management task {a job management data

management task). These tasks will be described later.
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Fig. 4 Software configuration of SAM} AP | ayer Upper-1level handler |ayer
Lower-| evel handler layer Driver |layer OS |ayer Fig. 5 62: Bus scranble
unit 65: Menory 8: SAM 419: Bus 7: External nenory 300: AP managenent table
301: APP table 302: AP selection data 303: Version nmanagenent data =~ 304:
Internal resource allocation managenent data Fig. 6 Repeated as many tines
as APES Fig. 7 2: IC card systemkey 3: IC card division key 85 4. |IC
card area key } Card access keys 5: I1C card service key 6: IC card
degeneration key 7. Key referred to by macro script 8. File configuration
data (Exanpl e: Log negative journal ) 9: Journal file for recording in the
event of a failurel®e TPV eb6orlso| exegetern BappaeneRt keysversMomsapf
authentication key for SAMMyr. C Related to key for mutual authentication
bet ween SAMBPPalisetfon miewmentaufREnescaeldnasetmasegeseati ofsame SAM) D
I nt er- SAM key package key E: Macro script F: Manufacturing key package 10:
Ext ended- i sgaaacelkeyepackagegélarkssuaheeukey paockage stdralematrygadi vi si on
key package 13: Menory division key el enent package 14: Area recordi ng key
package and the privileged-user storage area.
In addition, the CPU 66 carries out processing
specified in the SAM unit 9 on the basis of an operation
command in the SAM unit 9, and controls processing of the
IC module 3a employed in the IC card 3 and the IC module
42 employed in the portable communication apparatus 41 on
the basis of operation commands of the IC module 3a and
the IC module 42,
The following description explains the tasks, the
programs and the data, which are stored in the memory 65.
Fig. 22 is an explanatory diagram showing the tasks,
the programs and the data, which are stored in the memory
65. As shown in Fig. 22, the memory 65 is used for
storing the aforementioned script download task 69, the
aforementioned script interpretation task 70, the
aforementioned entity generation task 71, the
aforementioned IC-card procedure management task 72, IC-
card operation macro-command script programs 21 _1 to 21 3,
the AP management tables 300_1 to 300_3, the APP tables
W

301_1 to 301_3, IC-card entity templates 30_1 to 30 3, an

IC-card entity 73_x, an input data block 31 _x1, an output
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15: Area del etion key package (Internally generated) 16: Service recording
key package 17: Service deletion key package (Internally generated) 18: Key
change package (Internally generated) 86 Fig. 8 Element IC card IC card
and IC I1C card IC card type system key, area key yard service key division
key degeneration key Manufacturing key package |ssuance key package

Ext ended-i ssuance key package APE VER (APE version) Various key versions
are used VA Oiginal managenment. No concept of key version in the first

pl ace Version of system key Version of 0000-area key Version of system key

Division orjgin achg Ver si on, of st K ed, as givision obj ect
(parent si cfke Hi i T %ﬁpdf:i'agaenmﬁ s@% agl?ni%‘ggtg%’ﬁ%ya% el BT E19n
obj ect (parent. sjide) Area recordiqg key package Versions of area keys Area
del etion ke¥ehlkaken 3'd o A e85 keys Service recording key package
Versions of service keys Service del eti on key package Versions of service
keys Key change pdck&§evmodft EHghgéd newhie s drems slpwgdoadritgsky 68PE | D of
versi on managenent file VMF Version of currently selected APE Most recent
version i n AP IKads Toha\FP |Mrpdggieet opbdedgebnt 91 2090 ardsibh of
currently selected APE Most recent version in VMF Fig. 11 File managi ng
card accessn&«esssany ertiad | APRerarlee k@Y _backadelih Heoertypipearbbsen
regi ster K P1: Key package Sort-type file system' Preserve key package
wi th ver si capmseitk asoweyd PWERIch Reekaiee vessdeni iy Rint Keyr pae kiageo P VER2:
Package version K P2: Key package
the SAM 8.
The script interpretation task 70 generates an IC-
card entity 73 _x, an input data block 31_x1, an output
data block 32 _x2, a log data block 33_x3 and a processing
definition data block 34 x4 for each service-rendering
enterprise by using service definition tables, and if
necessary, the APP tables 301_1 to 301_3.
The number of data blocks generated for each
service-rendering enterprise is not specially determined.
When receiving a request for creation of an entity
from typically the ASP server 19, the entity generation
task 71 conducts polling with the IC card 3, and then, by
using an IC card entity template for a service-rendering
enterprise, generates an IC card entity to be used in
procedural processing between the IC card 3 and the
service-rendering enterprise. At this time, the IC card
3

entity template becomes a class, and the IC card entity

is generated as a class instance.

55



P VER3: Package version 88 K P3: Key package Fig. 12 Records with
different signatures exist in sane file system (sane APE | D) Signature key
Data Version Signature Data Log file New T ... Signature key A d Sel ect
signature key file for corresponding version ' Signature key file Fig. 13
| C card operation macro conmand script program (MCSP) AP nmanagenent table
Processing definition DB 34 x4 Log DB 33 x3 Input DB 31 x1 Qutput DB 32 x2
30 1: ICcard entity tenplate 8 : S AM 89 Fig. 14 300: AP nmanagenent

tabl es 301: APP tables 302: AP selection data 303: Version managenent data
304: Internal resource al]ocation man enent data 221: AP managenent

storage area Fig. A% THMAdeemed apfe Roothe A@Etﬁ\Fba‘ﬁﬁ‘Fe‘PaWI D Part ner
AP I D Service A IC access ke Internal Its om SAMID Service C IC access
key | nternaFaskr Wc’e‘OBgﬁ(Eeﬁé}é/@sénkéQ} Exrer gRE1OBt WihlkbgsdeserisaM gr oup
and hol d hol dabl e keys Service B log File system Configuration External
bt ai n keysifr datsAM gedap-and hol d hol dabl e keys 310 of another SAM Fig.
16 1 byte A class B class C class 90

The IC-card procedure management task 72 carries

out the procedural processing between the IC card 3 and
the service-rendering enterprises 15_1 to 15_3 by using
an IC card entity 73_x or a plurality of IC card entities
73_x existing in the memory 65. In this embodiment, a
plurality of procedural processes between a plurality of
IC cards 3 and the service-rendering enterprises 15_1 to
15_3 are carried out at the same time. That is to say,
the IC-card procedure management task 72 carries out
these procedural processes concurrently. The IC-card
procedure management task 72 deletes IC card entities
73_x already used in such processes. Processing carried
by the IC-card procedure management task 72 will be
described later in detail.

The IC-card operation macro-command script programs
21 _1 to 21_3 are obtained by the script download task 69
from typically the external memory 7 and stored in the
memory 65.

By the same token, the AP management tables 300_1

3

to 300_3 are obtained by the script download task 69 from

typically the external memory 7 and stored in the memory
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Fig. 17 APP table 30l 1 Area recording key package Area del eti on key
package Fig. 18 Common to general users For privileged users For person in
charge of shipping General -user AP I D AP el enent instance nunber AP el enent
contents O0x0000: Ceneral -user elenment 0x0001: General -user elenent Ox7FDD:
General -user elenent Fig. 19 Player Set item Person in charge of shipping
Ceneral -user AP resource key shi ppi ng key Uni que devi ce nunber Privileged
user (Privileged-user area) Privileged-user AP area operation key General
user Network info such as SAM I P address 91 (Area comopn to users)

Gener al -user AP Resource key operation key O her AP resource el enents
(GEneraI-us%?-area) Fig. 20 Start ST61l: Determ ne AP resource |ID ST62:
Originator has AP resource key? NO: Does not have AP resource key YES: Have

AP resource key ST8B:themsedig hay + hserRh tAblassdfrlcd dlced®it 3 amed ST64:
Possible to set in AP resource el ement can be set ST65: Privileged user?
NO Non- priehtaieed user tiVESscPip Vi degetoad eta ST649 Bevreraypusery YES:
General user ST66: Possible to set in privileged-user AP resource ST68:
Possi bl e t otsetexpecmahonemeoen anangeseoadéd user thid mesary ced ST69: Possi bl e
to set in system AP resource End 92
The IC card entity templates 30_1 to 30_3 are
generated by the script interpretation task 70 and will
each be used as a template (class) for generating an IC
card entity 73_x of a procedure for a service-rendering
enterprise. By using the IC card entity templates 30 1 to
30_3 as typically classes, the entity generation task 71
generates an IC card entity 73_x as a class instance.
As described earlier, the script interpretation
task 70 generates an input data block 31 _x1, an output
data block 32 x2, a log data block 33_x3 and a processing
definition data block 34_x4.
Next, the IC card entity 73_x is explained.
When the SAM 8 receives a request for processing
using the IC card 3 and the application program of a
predetermined service-rendering enterprise from the ASP
server 19 for example, the entity generation task 71 in
the SAM 8 generates an IC card entity 73 _x by using an
already generated IC card entity template of the service-
WX

rendering enterprise.

Fig. 23 i1s an explanatory diagram showing the
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Fig. 21 SAM 8 60: ASPS comuni cation interface unit 61: External-nenory
communi cation interface unit 62:- Bus scranmbler unit 63:

Random nunber-generating unit 64: Encryption/decryption unit 65: Menory
Fig. 22 69: Script download task 70: Script interpretation task 71: Entity
generation task 72: 1C-card procedure managenent task 21: | Ccard operation
macr o- command scri pt prograns (MCSP) 300: AP nanagenent tables 301: APP
tables 30: ICcard entity tenplates 73: I1Ccard entity 31: Input data bl ock
32: CQutput data block 33 Log data bl ock 34: Processing definition data

bl ock 65: Menory Fi 23 1C card entity 80: Managenent pointer 81:
Entity ID SforEﬁF|P§ §P§t§§ 88rd| engafry F?pé 84hs SEhQVRelh yhedel hent

speci fication 85: Processing order 86: Pre-processing data (Requested fee
appended poithe déumardgEntRgst -or ot ex WMol 3R &8 (Fepageneekppraheeesdr 88eni al )
Fig. 24 Card entity state transition diagram After notification of polling
results | nseaneatgegedat Bon PostitRSs&etigaBlonast 4Ce cR8dc typketidonast at e
Post- Al -activation state Al conpletion state Post-A2-activation state A2
conpl eti on aPat & BpstiRiaativat 8dn at precRsedanpl erdemr $tat @re-

Post - Wactivation state Wconpl etion state Job Instance deletion state Fig.
25 Start 94proGEtsihgl @atal €6cand pokittprSE2sshAhedajrabsacti vati on? ST3:

Sel ect job to be executed next anong jobs of selected IC card entity STS:

Wite processing resslhsndgdtiént rgminteeagd 19t pL-gardcendhdy ST4:

Activate job ST6: Update entity status
pointer for managing the IC card entity 73_x in the
memory 65. The entity ID 81 is used in a series of
processes involving the IC card entity 73 _x. Examples of
the processes are a request for creation of an IC card
entity 73 _x, verification of progress of the creation of
the IC card entity 73_x and deletion of the IC card
entity 73_x. The entity ID 81 is passed to the end user
as a return value. The entity ID 81 corresponds to a
descriptor used in an operation to open a file by using a
file system.

The entity status 82 is status of progress of a
procedure related to the IC card 3. As shown in Fig. 24,
basic status of the IC card entity 73_x includes
processing status RS, processing status Al, processing
status A2, processing status R and processing status W.
The processing status RS is status of processing to
>

examine services that can be used by the IC card 3. The

processing status Al is status of processing carried out
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End Fig. 26 Start ST41: ldentify partner's AP and APE ST42: |In sane SAW?
ST43: Perform nmutual authentication between APs ST45: Conpare K _SAMs of
both APs ST44: Successful ? ST46: Match each other? ST47: ldentify
correspondi ng APP data on the basis of AP managenent table of used AP Fig.
27 ST48: Determ ne access right on the basis of APP data ST49: Access right
exi sts? 95 ST50: Make access to APE of other AP ST51: Make no access to
APE of other AP End Fig. 28 Start ST21: Create script table (STD) ST22:
Downl oad MCSP ST23: Create entity ST24: Issue i C card ST25: Let card read.
program (MCSP) and service definition and STD into SAMtenpl ate and data

bl ock in SAN theisThM -§ ctricrp R eicataubhpr 6€esdrAg3rediest to SAM ST26:
Let ASPS issue entity creation request to SAM ST27: Do polling between SAM
and | C car dpSI@8ss Mig h e ex i Aimi enstausooht Pr&nds Figg 29rBI29: oener at e
IC card entity in SAM ST30: Qutput entity ID from SAMto ASPS ST31: Let SAM
identify sebyitiee us@bterd 03 | € canth&TB82¢catet tiSAMSBMt BentToate | C card ST33:
Let 1C card authenticate validity of SAM 96 ST34: Read out and wite data

bet ween SAM Bh¢led £3 K@ r st ST85: R QUs pstafuHadbrresotéssin@mSAMLO ASPS ST36:
Let SAM delete IC card entity End Fig. 30 3rd generation 2nd generation 1st
generatl on data from the IC card 3. The processing status W is

status of processing to write data into the IC card 3.

This embodiment carries out processing to examine
service-rendering enterprises, processing carried out by
the SAM 8 to authenticate the IC card 3, processing
carried out by the IC card 3 to authenticate the SAM 8,
processing to read out data from the IC card 3 and
processing to write data into the IC card 3 each as a job.

As will be described later, a job is a processing
unit, the processing order of which is determined by the
IC-card procedure management task 72.

It is to be noted that status of the mutual
authentication between the IC card 3 and the SAM 8 1is
represented by the Al and A2 status.

In addition, in this embodiment, taking times of
communication through the Internet 10 into consideration,
the basic status described above is managed by dividing
each of the basic status into a post-activation state (or

r
a post-command state) and a completion state (or a post-

response-reception state) as shown in a state-transition
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File system <-- Ceneration info 504: Generation specifying info 502: Select
unit <--Accessible by sane file nane 501: Application Fig. 31 3rd
generation 2nd generation 1st generation Signature File system <--
Generation info 504: Generation specifying info 502: Select unit 510:

Si gnature key 97 511: Signature generation/authentication unit 501:
Application Fig. 32 3rd generation 2nd generation 1lst generation Signature
File system <-- Ceneration info 504: Generation specifying info 502: Select
unit 510: Signature key 511: Signature generation/authentication unit 501:

Application 520: Network 521: Ug@fr-level appar at us Figti 33
Speci fi c- geRePEFPBNCfi FaIRetbr d K& ik ute OF Y-St Ynathf e RREST °5i gnat ure

98 CLAIMS: 1. A data-processing apparatus for _executing an application
program i ncPaaFagsangl upanregt yher 1¢scagdt anték¥hddgingraafanadel Y
predeternmined integrated circuit and providing a predetermnned service in
cooper at i onugiing sni dnphargeagedechtiant staker dbn $6i daddt anpisdyessi ng
apparatus conprises: a storage circuit for storing, when said 1lst data has
a pluralitygefievetsoonstatepl uaaposy—-BE-2ntlidatdoeashatssoenaR8d with one
of said versions;

completion state, a post-Al-activation state, an Al

completion state, a post-A2-activation state, an A2

completion state, a post~-R-activation state, an R

completion state, a post-W—-activation state, a W

completion state and an instance deletion state (an IC

card entity deletion state).

The IC card type 83 is data for identifying a

service-rendering enterprise issuing the IC card 3. The

IC card type 83 includes data set therein. The data is

prescribed by a CI command in the script command

described above at the time the IC card entity 73_x is

created.

The service type element 84 indicates an

application element APE defined in the AP management

tables 300_1 to 300 _3 and the APP tables 301_1 to 301_3

utilized in processing using the IC card entity 73_x. 1In

the service type element 84, there are set an application

element APE or a plurality of application elements APE

3

specified by a CS command in the script program described

above at the time the IC card entity 73 _x is generated.
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a version nmanagenent data for managing a rel ati on between said 1st data and
said 2nd data; and nmanagenent data for managing a relation between said 1st
data and sai d version managenent data associated with said 1st data; and a
processing circuit for perform ng, when carrying out processing on said |st
data, the processing by execution of: referring to said nanagenent data to
identify said version nmanagenent data; determning a particular 2nd data
that is associated with a version specified by internal or external of said
dat a- processi ng appar atus; and 99 using said particular 2nd data in said
processing. 2. A data-processi s. accordi t.o claim1, wherein
sai d processing ci F?rctfeetsesr%ﬁqgégpcgerfeagﬁ 1SSalad1 M dard HHch s associ at ed
with a version specified by version-specifying data included in said
ver si on mand@EYEResS dathat ahdl, chpPF sy h%lé%?dl%rBE%%%$%b”%yuﬁé?%gtgﬁl
determ ned 2nd data. 3. A data-processing apparatus according to claim1 or
2, wherein 5@i@apdoeesiing’ Zixcare Betlee neresubs: of Thedi d2ri¢ dat¥a that is
associated with a version number obtained from a val ue speci fied internal
or external the sapdesiatag prodessdhgiapphe atusnastiven | sbaté romeen vahue
specified by said version-specifying data, and carries out said processing
by usi ng saFilg2nzl4d datlam otheik detralsyr odes 3inuy eparatarsieac & disngart 0 ¢l ai m
1, 2 or 3 wherein: said version managenent data has a version
identificatoptiedabs endcstion?2of flaba tkptesscassoctates ofthasasd version
identification data in record format; and said processing circuit

identifies SBEONVEFSaHPL ﬂ@@@g@ﬂealerd@ﬁas bypE ef &t rbagi ¢ Copéi &t Ienagerent
data, searches said version nanagenent data by using a specified version
identificatips dataapg @ key for said 2nd data 100

The jobs correspond to the RS, Al, A2, R and W jobs,
which are shown in Fig. 24. Actual operations are carried
out on the IC card 3 in the processing order expressed in
terms of jobs. For example, for processing only to read
out data from the IC card 3 without mutual authentication,
“RS * R” is set in the processing order 85. In the case
of processing to read out and write data from and into
the IC card 3 with mutual authentication, “RS * Al ' A2 -
R ’* W” is set in the processing order 85. Thus, the
processing order 85 is a job order corresponding to an
order of service elements specified in commands of a
script program described earlier in creation of an IC
card entity 73_Xx.

In the pre-processing data 86, from the ASP 19,

w3

management data for carrying out processing using IC card

entity 73_x is set. For example, in the pre-processing
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that is associated with said specified version identification data and
carries out said processing by using said 2nd data. 5. A data-processing
apparatus according to any one of the preceding clains wherein: said
ver si on managenent data includes a table associating said version
identification data with the I D of one of said 2nd data that is associ ated
with said version; and said data-processing circuit identifies said version
managenent data by referring to said nanagenent data, searches said table
of said version nanagenent data by using the ID of a specified version as a
key for the ID o% said 2nd dafa that is associateg with said ?gecified
versi on and3@5? rf®s dHREPTOTTERI LR bBE PR RE| AL 2AdSBRY 2By (UEi MY said I D
of said 2nd data as, a base. 6. A data-processing apparatus according to
claimb, whPRlhcRECR PHMRF PERY Ee ELRPriRednt R 9pFafPbeek ot S sai d
1st data that is associated with said 2nd data and the I D of one of said
versions th3¢tis associated with said 2nd data. 7. A data-processing
apparatus according to claim5 or 6, wherein said processing circuit

recei ves a commuandrf reiidisour dd ext émiar-tsersdick dateeqrsigessi ng
apparatus, 101 setting the ID of each said 1st data. 8. A data-processing
appar at us afenctioy i1 débimed, Bnothd,pmhepedotesaingpdatessdé ngactecuit
receives a conmand from a source external to said data-processing
appar at us, &etiédpgesdted | prodeeaihy ofs sedktl. spreitiedtamy Fons. 9. A

dat a- processi ng apparatus according to any one of clains 5 to 8, wherein
said 1st dai@ctBeR@eh sokeyxamsléestdrof eaghcating d veesinasths rel ated
to the ID of said key. 10. A data-processing apparatus according to any one

of the precgghidr CbAi MPpedil 8hdints are set.

The post-processing data 87, which is data required
in the ASP server 19, is a result of processing carried
out on the IC card entity 73_x. 1In the case of a
settlement for example, the post-processing 87 is set for
data indicating whether or not the settlement has been
ended normally.

Next, a typical operation carried out by the
communication system 1 is explained. If an application
element APE used in processing of the operation has a
plurality of versions, the processing is carried out on
the basis of a specified version by execution of the
version management function explained earlier by
referring to Figs. 9 to 12.

The following description explains a procedure of

»
processes related to a plurality of IC cards 3. The

procedure is executed by the IC card procedure management
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said 1st data is each a signature key; and said processing circuit
identifies said version managenent data associated with said 1st data by
referring to said managenent data, uses said version nanagenent data to
make an access of said 2nd data that is associated with a version specified
internal or external to said data-processi ng apparatus and uses a version
signature key stored in said 2nd data to carry out signature creation
processi ng or signature authentication processing. 11. A data-processing
apparatus according to claim 10, wherein said processing circuit carries
out signature 102 creation_processing using said signature key or

si gnature ateREnf{#caPPBR pPoEédsi Ag R¥i H§1B4 @ BLYyrathi® RéyIfncarder to
authenticate validity of a part or all of said 1st data. 12. A
data-proces@ﬂhgtaﬁﬁa¥éLﬁs aclor B negp ¥d Rrefesiune granagenget eidsk whén dat a
in said 1st data includes a record or a plurality of records, said
processi ng &Breunnipegréobinthehéipeotepsicadliyyocaxsbat CBH 66: egphereti ng, for
each of said records, a signature based on said signature key as well as
based on a pnetletesAMn&dskaenyphi Bhgal gori thiyf 025 aslpawd @rfbadviclodridat a
contained in said record; adding said signature to said record before
witing sai depeesefltinopsacdssingagaretieaubhit ggnecathng, pybeadueadi ng out
any specific one of said records of said 1st data from said storage
circuit, a ﬁggg?émégtbaggq op.said signature key used for witing said
signature as well as based on said encryption algorithm and conparing said
generated sggpgtyre.with said signature added to said specific record in
order to forma judgnment on validity of said specific record. 13. A data-

processing appar atdige af€ QL% £ O AMYr ONRa R gdién PrE£8MI 1 SLplIBs Wherein
each of said 1st 103

one of a plurality of IC card entities 73_x existing in
the memory 65. Processing related to the selected IC card
entity 73 _x is to be carried out next. As a method of
selecting an IC card entity 73_x, an IC card entity 73 x
is selected according to an order the IC card entities
73_x arranged in the memory 65. As an alternative, a
priority level is assigned to each of the IC card
entities 73_x and an IC card entity 73_x is selected on a
priority basis.

Step ST2:

The IC card procedure management task 72 forms a
judgment as to whether or not the job of the IC card
entity 73_x selected at the step STl has already been
activated. If the outcome of the judgment indicates that

X

the job of the IC card entity 73_x selected at the step

ST1 has already been activated, the procedure goes on to
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data conprises at |east one of: history data for executed processing using
sai d data; programdata showi ng a procedure for recording said data in said
storage area; program data showi ng a procedure for deleting a record of
said data fromsaid storage area; and program data show ng a procedure for
prescribing said storage area for storing said application program 14. A
dat a- processi ng net hod adopted by a data processi ng apparatus for
exchanging data with a predetermned integrated circuit in order to render
a predeterm ned service in cooperation with said integrated circuit by
execution of an application programconprising a plurality of 1st data,
wher ei n sai Br@geasprecedspngtret ﬁé"é-co%i%}ﬁ%go‘%%%o%@e%% e hrdgeeihg,
when said 1st data has a plurality of versions: a plurality of 2nd data
each associ arddcaiter chetothesaigbveisitbes ICacaadsiesnt iindgement data for
managi ng a relation between said 1st data and said 2nd data; and managenent
data for nmaeadenged eel dheosteet WFénhsai doisbegat acanidasaidd wer $hen
managenent data associated 104 wth said 1st data; causing, when carrying
out processbageanhaadd ithe gabaedaaiedgdaksaopr acepsiongsappar atftus tsaepefer to
sai d managenent data to identify said version managenent data; causing said
dat a- processirgg apparatus to use said identified version nmanagenent data to
determ ne a particular one of said 2nd data that is associated with one of
sai d versi oggeppegif-i ed internal or external to said data-processing
apparatus; and causing said data-processing apparatus to use said

particular 2nd datgnelpc AunfQt BrHEQLESS REnABEREH a6k dy PO; hanel 8t 8y 14,

wherein said version nmanagenent data hol ds | of said
a state of processing related to the IC card entity 73 x
selected at the step ST1 among states shown in the state
transition diagram shown in Fig. 24 from the entity
status 82 shown in Fig. 23, and determines a job to be
carried out next from the processing order 85. As
described earlier, the processing order 85 prescribes an
execution sequence of jobs expressed in terms of service
elements set in the AP management tables 300_1 to 300_3.
Step ST4:

The IC card procedure management task 72 activates
the job selected at the step ST3. Then, the IC card
procedure management task 72 carries out the job by using
a data block related to this job. The data block related
to this job is selected among the input data block 31 x1,
the output data block 32_x2, the log data block 33_x3 and

>

the processing definition data block 34_x4, which have

been explained earlier by referring to Fig. 13.
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versions and said 2nd data associated with said versions in a format of
records, said data-processing nethod further conprising the steps of:
causi ng sai d data-processing apparatus to refer to said nanagenent data to
identify said version nmanagenent data; causing said data-processing
apparatus to search said identified version managenent data by using the ID
of a specified version as a key for a particular one of said 2nd data that
is associated with said specified version; 105 causing said

dat a- processi ng apparatus to use said particular 2nd data in processing.

16. A data-processing nethod according to claim14 or |5,wherein said

ver si on managenentAtdatlet noingesi fa & abrenasd ocs at s siged heo | Dhefl@atdrder si on
with the ID of one of said 2nd data that is associated with said version,
sai d dat a- ppotesskagunebhodff théhgobecottpei 3Cngariepsbepduot: causi ng said
data processing apparatus to identify said version nmanagenent data by
referring t@asageémenbagesent2datarcrasstng Bri dafdaampheceabilsg appar at us
to search said table of said version nanagenent data by using the ID of a
speci fied vepsi ontaszaokeyn{onsiRg ADsefvsakde2Bfledat @acthahel $o8S89cCi at ed
with said specified versSion; and causing said data-processing apparatus to

carry out ppOgegSERY §0s@PL @bl Afhbe2Ndrdehd B¥rY$EbBIes@hdntD Ofphsai d 2nd
data as a base.” 17. A program adopted by a data-processi ng apparatus for

exchangi ng dat-g; WLt f, R edst Qﬁ%gggak%ﬁgﬁ%ﬁggﬁﬁ,rS&HEEhi 0505 del [0 render

a predetermned service I n cooperation w sal |ntegrate8 circurt by
et o0, ShomPyBPEL) 8D BEASEAR BRTBRLENA: B! by aLhiv e cdsh gt
Then, the IC card procedure management task 72 issues the
command by using the service number to the IC card 3. 1In
addition, if a key is required in making an access to the
storage area of the IC module 3a of the IC card 3, the IC
card procedure management task 72 searches the AP
management tables 300_1 to 300_3 by using a service
element for the job as a key for a service number
assigned to the service element. Then, the IC card
procedure management task 72 carries out processing by
using the key in order to acquire a right to make an
access to the storage area of the IC card 3. The
processing includes mutual authentication with respect to
the IC card 3, encryption of data and decryption of data.
Step STS:
The IC card procedure management task 72 issues a
Vi

command to the IC card 3. Then, at a step ST5, the IC

card procedure management task 72 waits for a result of
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preparing, when said 1st data has a plurality of versions: a plurality of
2nd data each associated with one of said versions; a version managenent
data for managing a relation between said 1st data and said 2nd data; and
managenent data for nanaging a relation between said | st data and said
versi on managenent data associated wth said 1st data: causing, when
carrying out processing on said 1st data, said data-processing apparatus to
refer to said managenent data to identify said version nanagenent dat a;
causi ng sai d data-processing apparatus to use said identified version
managenent data to determne a particular one of said 2nd data that is
associ at ed pirbheenéngf caardedensitobg speciIfi edridnBertpalproreest ¢hral to said
dat a- processi ng apparatus; and causi ng sai d dat a-processi ng apparatus to
use sai d paebmfahadrs Radcgat BCi da @i pr PtoOGessi ngnadémeh ptOGk ame accor di ng
to claim17, wherein, when said version nmanagenent data holds IDs of said
versions angegaldedn@ndat-asassosirapedceskingaitdonersieons icAra Hor e of
records, said programfurther conprises the step of searching said

identified yerghen peBagalRBt ndakaek@ht tB¥kUTRNGtiRE thR ebsaigpeei fied
version as a key for a particular one of said 2nd data that is associ ated

with said spgei fired yar shentv19s £ programaccording to claim17 or 18,
wher ei n, when saFd Sersiog ngnagenént data includes a table associating the

| D of each uer ig@6wjth the ID of one of said 2nd data that is associ ated
with said versfon, "said program further conprises the steps of: searching

o Labl e of saldyer oL o0, TRNGREIERL dohae DY HShO0,L0E 1D o2 speci od
spectied vefolofy 800 ¢aty! 19, 94 (PLOGRSSL08 LU H 53 dypd data by
entity status 82 of the IC card entity 73 _x is shown in
Fig. 23.
As described above, in this embodiment, while
selecting IC card entities 73 x of a plurality of IC
cards 3 existing in the SAM 8 sequentially one after
another in accordance with a predetermined order, the IC
card procedure management task 72 carries out processing
on the IC cards concurrently. Thus, even when a
processing request for a procedure using a plurality of
IC cards 3 is received, the SAM 8 is capable of carrying
forward the processing at the same time.
Figs. 26 and 27 show a flowchart used for
explaining processing carried out by the SAM 8 in
accordance with a procedure prescribed by an application
>

element APE to make an access to data, or processing

prescribed by another application element APE to be
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20. A dat a-processing apparatus for carrying out conmunications with an
integrated circuit by using a plurality of 2nd data each conprising a
plurality of 1st data, said data-processing apparatus conprising: a storage
circuit including a plurality of 1st storage areas for storing said 2nd
data to be accessed by 1st users associated with said 2nd data, a 2nd
storage area for storing said 2nd data shared by a plurality of 1st users
and a 3rd storage area for storing said 2nd data accessible only to
privileged users; and 108 a processing circuit for determ ning whether or
not to approve an access to be nade to said 1st, 2nd and 3rd storage areas
of said stofapgeliedreurtbpythsi piMaf iD afcerdapresdighithedaracaddran | D of
one of said 2nd data on said basis of access nanagenent data prescribing
approval / di sapprxevatiof df ezajchi gl thecesspsSTéd said 1st, 2nd and 3rd
storage areas of said storage circuit. 21. A data-processing apparatus
accordi ng tbigl a2n 20, wherein said 2nd data stored in said 1st storage
areas are encrypted by said 1st users associated with said 2nd data by
usi ng predeseepi sedikeys. 22. A data-processing apparatus according to
claim 20 or 21, wherein said processing circuit allows setting of said 2nd
data stored in saih 2k SQBIE A ededVt Ush NG keyscd i fPldddrdidgigf 2nd
data stored in said 1st storage areas. 23. A data-processing nmethod adopted
in adata p£8C§S§kQSe€89ﬁiﬁéHSa%EEiEéEEMh”Gl@MEn%OﬂﬁHD'€ﬁé'9ﬂ§ gith an
integrated circuit by using a plurality of 2nd data each including a
plurality o . , i id.d = cessi hg: pet hod i t he
Cteps of | propart hea aForams anreart oradr o op nanr IR ar s o st or age
areas for sfori Ld. 2nd o] o e ; . use ciated with
said 2nd da g,éégﬁggéglgﬁdeg o?ggeAggegﬁfgﬁgsggg¥ﬁé§§5§§ é%%gggﬁa shar ed by

a addition, the SAM 8 also forms a judgment as to whether

the access is an operation to read out or write the
application element APE or execution of the application
element APE.

Step ST42:

The SAM 8 forms a judgment as to whether or not the
application element APE identified at the step ST4l
exists in the same SAM 8. If the outcome of the judgment
indicates that the application element APE identified at
the step ST41l does not exist in the same SAM 8, the flow
of the processing goes on to a step ST43. If the outcome
of the judgment indicates that the application element
APE identified at the step ST41 exists in the same SAM 8,
on the other hand, the flow of the processing goes on to

(S
a step ST45.

Step ST43:
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plurality of 1st users and a 3rd storage area for storing said 2nd data
accessible only to privileged users; and determ ning, on the basis of
access managenent data prescribing approval /di sapproval of hierarchica
accesses to said 1st, 2nd and 3rd storage areas of said storage circuit, an
access approval / di xapproval to said storage circuit by using an I D of one
of said |Ist data and an I D of one of said 2nd data. 24. A data-processing
nmet hod according to claim23, wherein said 2nd data stored in said |st
storage areas are encrypted by said 1st users associated with said 2nd data
by using predeterm ned keys. 25. A data-processing nethod according to
ciaim23 or 24, wigreriA%d t59rr dresdite M g difiedati axiPnd st or age
areas is allowed by using keys for setting said 2nd data stored in said 1st
storage arets.306. 3 aprogiahrddeoptedtha apdhiaapioeeBsPafarmppaia¥us for
carrying out comunications with an integrated circuit by using a plurality
of 2nd dat eerachtédcfodi agkaypKusali fgrofthdstodacapomfiengi pesuidepr ogr am
conprises the steps of: preparing a storage circuit including a plurality
of 1st stor tigee asppsitatishoel agesti APRndaddt achdubes Ih@tuahccessed by 1st
users associated wth said 2nd data, a 2nd storage area for storing said
2nd dat a shatitdehyicaploniakity pkspattusers smM 8a3ngvshgrege area for
storing said 2nd data accessible only to privileged users; and determ ning,
on the basigypfiageess sREAERNERAPEBY auPiR§CEhOI REy appsaval / di sapproval of
hi erarchi cal accesses to said Ist, 2nd and 3rd storage areas of said

st or age cir§géﬁ,s@@4access approval / di sapproval to said storage circuit by
using an ID of one of said | st data and an I D of one of said 2nd data. 27.

A data processing gpRYALUSs [Of SXEGH io fh applH &AL O PH AL QRer abl e

is accordance with the nethod of any one of clains 14 to 16, or 23 to 25.

28. A data ipcessifg apogr ks Ohabbatu® JalPaldyOBPTABLE LReaskALdance

with the nethod any one o
8 and 8a, the flow of the processing carried out by the

SAM 8 goes on to a step ST47. Otherwise, the flow of the
processing goes on to a step ST51.
Step ST45:

The SAM 8 searches the AP management tables 300_1
to 300_3 associated with the application program being
executed for a key K _SAM for the corresponding service
(the application element APE). In addition, the SAM 8
also searches the AP management tables 300_1 to 300_3
associated with the application element APE identified at
the step ST4l1 for a key K SAM for the corresponding
service {(the application element APE). Then, the SAM 8
compares the 2 keys K_SAM with each other.

w3

Step STA46:

The SAM 8 forms a judgment as to whether or not the
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14 to 16 or 23 to 25. 29. A data processing apparatus for executing a
program of any one of clainms 17 to 19 or 26. 30. A data processing
apparatus of claims 1 to 13 for executing a program of any one of clainms 17
to 19 or 26. 111 .AS.A?. A e. A(?. Ae. ACR A(y.AN,. A R A e. AR A

e. AR A A(y. Ae. ANy. AR. A, R A(e. Aue. A(y. A(e. A A(y. AN A(Y. Ay. A. Ae. A y. A

.Ae. Ay. A AR A(y. A

R ANR. Ay. AR Ae. ANR. Aa?. A(. AfR Aa, . AR A A A(?. A?. A(, . A . Ay. A

R ANR A?. A, . Au?. AR A e. A(?.A?. A .ALu . A ,.A(RA
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the step ST21 are stored in the memory 7. 1In addition,
the script programs 21 1, 21_2 and 21_3 created at the
step ST21 are downloaded from the personal computers 16 1,
16_2 and 16_3 to the external memory 7 by way of the
Internet 10, the ASP server 19 and the SAM 8. As shown in
Fig. 13, processing to download the script programs 21 1,
21 2 and 21 _3 created at the step ST21 is controlled by
the script download task 69 of the SAM 8.
Step STZ23:
As shown in Fig. 13, the script interpretation task
70 of the SAM 8 generates the IC card entity 73_x, input

data block 31 x1, output data block 32_x2, log data block

33_x3 and processing definition data block 34_x4 by using
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server 19 by way of the Internet 10. When receiving the
processing request from the server 2, the ASP server 19
makes an access to the personal computer 5 through the
Internet 10. The requested processing is processing using
the IC card 3. The request for processing is originated

from the card reader/writer 4 and transmitted to the SAM
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request, namely, the IC card 3.

Step S8T27:

When receiving the request for creation of an
entity, the SAM 8 conducts polling with the IC card 3.
Step ST28:

The entity generation task 71 of the SAM 8 forms a
judgment as to whether or not the number of IC card
entities 73 _x existing in the SAM 8 after the polling
does not exceed a maximum value prescribed by an SC
command of the script program. If the number of IC card
entities 73_x does not exceed the maximum value, the flow
of the processing goes on to a step ST29. Otherwise, the
operation is ended.

Step ST29:

The entity generation task 71 identifies a service-

rendering enterprise, the IC card entity template of
X
which is to be used, on the basis of data indicating the

IC card 3 as the issuer of the request for creation of an
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entity. Such data is included in the request for creation
of an entity. Then, the entity generation task 71
generates an IC card entity 73 _x by using the IC card
entity template of the identified service-rendering
enterprise. This process corresponds to the instance
generation shown in Fig. 24.

Step ST30:

The SAM 8 outputs the entity ID of the IC card
entity 73_x generated at the step ST 29 to the ASP server
19.

Step ST31:

The IC card procedure management task 72 of the SAM
8 examines services that can be used by using the IC card
3. This examination corresponds to the job RS shown in
Fig. 24.

Step ST32:

The IC card procedure management task 72 of the SAM
8 authenticates the validity of the IC card 3. This
authentication corresponds to the job Al shown in Fig. 24.
Step ST33:

The IC card 3 authenticates the validity of the SAM
8. This authentication corresponds to the job AZ shown in

a
Fig. 24. The authentications carried out at the steps

ST32 and ST33 are referred to as mutual authentication
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management tables 300_1 to 300_3 shown in Fig. 15 are

searched for a key K CARD to be used in the mutual

authentication between the CPU 51 employed in the IC card

3 and the SAM 8.

Step ST34:

The IC card procedure management task 72 of the SAM

8 writes and reads out data necessary for the procedure

into and from the IC card 3. These read and write

operations correspond to the jobs R and W, which are

shown in Fig. 24. In addition, the IC card procedure

management task 72 also carries out predetermined

processing on data read out from the IC card 3, by using

a processing equation identified on the basis of the pre-

processing data 86 of the IC card entity 73_x.

Step ST35:

The IC card procedure management task 72 of the SAM

8 outputs a result of the processing carried out at the

step ST34 to the ASP server 19.

Step ST36:

Typically, the IC card procedure management task 72

deletes the IC card entity 73_X.
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As described above, in accordance with the
communication system 1 and the SAM unit 9, by introducing
the concept of versions into the application element APE,
it becomes possible to manage versions of the card
operation key and the issuance key package. Thus, it is
no longer necessary for the service-rendering enterprise
using the SAM 8 to carry out the work to individually
define APE_ID of a key as an AP resource for each version.
As a result, the management locad becomes smaller. For
example, it is possible to imagine a case in which
packages for logically dividing a card are exchanged
between different SAMs 8.

In addition, in accordance with the communication
system 1 and the SAM unit 9, by introducing the concept
of tags into application elements APE, it becomes
possible to refer to an application element APE to which
version management is not applied. If APE ID and APE TAG
are defined in an application program, for example, the
service-rendering enterprise 1is capable of referring to
the application element APE by using the tag. Thus, there
is exhibited an expectable effect of a lowered threshold
for a service-rendering enterprise not well versed on

3
application programs and/or access methods. Furthermore,

a key package for logically dividing a card does not
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Moreover, in accordance with the communication
system 1 and the SAM unit 9, by combining AP_ID with
APP_ID, the storage area can be divided into a system
area, a privileged-user area and a general-user area. In
addition, it is also possible to provide a mechanism
allowing a work of setting a device number to be carried
out at a shipping time of an encrypted module, a work to
be carried out by a primary-operation operator (a
privileged user) to set information such as the ID of an
encrypted module, a work to be carried out by a
secondary-operation operator (a general user) to set
typically a service using an unimplemented card and
management according to a responsibility domain of the
operator to be executed. Thus, the encrypted module is
capable of carrying out an operation by on the assumption
that a plurality of users are placed at hierarchical
levels. )
3
In addition, in accordance with the communication

system 1 and the SAM unit 9, by dividing the general-user
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all AP resources. An example of the common data is
network-setting information. Thus, each individual user
is capable of managing common items related to the
encrypted module. Furthermore, since an AP resource key
set in the common area can also be used as a user-unique
key, key management of the service-rendering enterprise
can be made simple.
Moreover, in accordance with the communication
system 1 and the SAM unit 9, an application program AP is
constructed by using a plurality of application elements
APE and processing of each application element APE is
prescribed by using an AP management table and an APP
table. It is thus possible to render a variety of
services using the IC card 3.
Furthermore, in accordance with the communication
system 1, by using an AP management table and an APP
table, it is possible to flexibly realize utilization of
an application element APE in the same SAM unit and
utilization of an application element APE between
3

different SAM units while sustaining a high degree of

security.
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system 1, if an application element APE is utilized
between different SAM units, mutual authentication
between the SAM units is carried out. Thus, the security
of the application program can be better assured.

Moreover, in accordance with the communication
system 1, SAM ID of a common class is assigned to
application programs of the same service-rendering
enterprise. Thus, between application elements APE of
application programs belonging to the same service-
rendering enterprise, it is possible to avoid complex
mutual authentication, and hence, possible to reduce the
load of key management as well as the processing load
borne by the SAM 8.

By referring to Figs. 30 to 33, the following
description briefly summarizes the embodiment’s portions
relevant to characteristics of the present invention. As
shown in Fig. 30, generation information is added to each
file in a file system 500. The generation information is
updated by adopting some methods. In accordance with one
of the methods, the generation information has an initial
value, which is thereafter incremented or decremented

¥
each time a new generation is introduced. 1In accordance

with another one of the methods, the generation
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generation is introduced. As an alternative, the
generation information is updated by adoption of combined
methods.

An application 501 makes an access to a file by
using the same file name independent of the generation. A
select unit 502 selects a file of a generation for the
access made by the application 501. It is necessary to
specify a generation when a file name is selected. A
generation can be selected for each access, or a current
generation is saved to be used in each access. The
generation-specifying information 504 shown in Fig. 30 is
means for holding a current generation. As a technique to
select a generation other than the current generation,
another generation can be specified as a difference
between the generation of a target file from the current
generation used as a reference.

In addition, in an attempt to detect file
falsification, a signature is put on each generation as
shown in Fig. 31. In an operation carried out by the
select unit 502 to store a file, a signature

b
generation/authentication unit 511 generates a signature

in accordance with a predetermined algorithm based on a
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The signature authentication allows file
falsification to be detected. 1In addition, a file’'s
missing portion caused by an abnormality of hardware can
also be detected as well.

Fig. 32 is a diagram showing a case in which an
apparatus including the file system 500 is connected to a
network 520 and an upper-level apparatus 521 makes an
access to the file system 500. By adding a signature to
data, the data‘’s falsification committed in the course of
a transmission through the network 520 and the data’s
missing portion lost during such a transmission can be
detected.

As shown in Fig. 33, for example, each file
comprises a plurality of records. In this case, a

3
signature can be added to each of the records so that a

signature can be authenticated for each of the records.
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Thus, particularly in a network environment allowing an
access to a file to be made, the upper-level apparatus is
capable of carrying out processing on data including a
received record even in an instable condition of the
network.

As described above, in accordance with the present
invention, it is possible to provide a data-processing
apparatus as well as a data-processing method thereof
that are capable of raising the degree of security of an
application program executed in a server in an operation
to render a service using an integrated circuit (IC) and
to provide a program implementing the data-processing
method.

In addition, in accordance with the present
invention, it is also possible to provide a data-
processing apparatus as well as a data-processing method
thereof that are capable of operating under a condition
in which a plurality of data having different versions
are mixed and to provide a program implementing the data-
processing method.

Furthermore, in accordance with the present
invention, it is also possible to provide a data-

]
processing apparatus as well as a data-processing method

thereof that are capable of properly restricting users
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rRERERE

provide a program implementing the data-processing method.

While a preferred embodiment of the present
invention has been described using specific terms, such
description is for illustrative purposes only, and it is
to be understood that changes and variations may be made
without departing from the spirit or scope of the

following claims.
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WIE:/ 10By 10% U& ()- 10% U&' ()-Y10% U& ()- @M10% U& ()-9!10% U& ()- 10%
10: Internet
2: Server (Store)

41: <--Telephone network ’ 10

Fig. 2
50: Memory

3a: IC module

Fig. 3

55_1: Storage area for enterprise 15 1
55_2: Storage area for enterprise 15 2
55_3: Storage area for enterprise 15_3
0 User ID or card ID

o Key

50: Memory
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U& (
U& (
U& (

Lower—level handler layer Driver layer

0S layer

Fig. 5

62: Bus scramble unit

65: Memory

8: SAM

419: Bus

7: External memory

300: AP management table
301: APP table

302: AP selection data

303: Version management data

’ 304: Internal resource allocation management data

Fig. 6

Repeated as many times as APEs

Fig. 7
2: IC card system key
3: IC card division key
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U& ()- MLO% U& ()-10% U& ()-ML0% U& ()--10% U& ()- @mIEW.A 10B 1 10%

U& ()-f10% U& ()-MLO% U& ()-fMLO% U& ()- mL0% U& ()-F10% U& ()- FydEW.A 10B
1,10% U& ()-*10% U& () - (10% U& () - &10% U& () -, $10% U& ()-"10% U& ()-"VaBW.A
10B L9Z10% U& ()-0,510% & ()-!v, 51098JU& () - 310% U& () - 010% U& () -. Z10%

U& ()-@bC 10B 10% U& ()-10% U& ()-10% U& ()-s10% U& ()- 10 U 10 U 10 U; 10%

4: IC card area key } Card access keys

5: IC card service key

6: IC card degeneration key

7: Key referred to by macro script

8: File configuration data (Example: Log negative
journal)

9: Journal file for recording in the event of a failure
A: File for file system signature keys

B: Mutual authentication key for SAM Mgr.

C: Related to key for mutual authentication between SAMs
{also for mutual authentication between APs in same SAM)
D: Inter-SAM key package key

E: Macro script

F: Manufacturing key package

10: Extended-issuance key package

11: TIssuance key package

12: Memory division key package

13: Memory division key element package

14: Area recording key package

15: Area deletion key package (Internally generated)
16: Service recording key package

17: Service deletion key package (Internally generated)

18: Key change package (Internally generated)
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U& ()-&10% U& ()-ScdEbC 10B (: 10% U&' () - &10% U&' ()-$10% U& ()-"-10% U& () -
MLO% U& () - 10% U& () - 9PJEBC 10B 510% U& () - 310% U& () - 0310% U& () -. 10%

U& ()-,s10% U& ()-*@0% U& ()-PbC 10B 10% h& ()-10% h& ()-f10% h& ()- 10 U
10 U 10 U; 10% U& () - 99F10% U& () -/ cdEbC 10B f10% h& () -  10% h& () - Y10%

h& ()- @O0% h& ()-&10% h& ()- 10% h& () - HQEbC 10B &Y 10% h& () - $10%

h& ()-"10% h& ()- 10% h& ()-Y10% h& ()-10% h& ()-![ dEbC 10B

Fig. 8
Element type APE_VER (APE version)
IC card system key,

IC card area key

and IC card service key Various key versions are used
IC card division key N/A
IC card degeneration key Original management.

No concept of key version in

the first place

Manufacturing key package Version of system key
Issuance key package Version of 0000-area key
Extended-issuance Version of system key

key package
Division origin package Version of system key used
as division object
(parent side)
Division package Version of system key used
as division object
(parent side)
Area recording key package Versions of area keys
Area deletion key package Versions of area keys
Service recording key package Versions of service keys
Service deletion key package Versions of service keys

Key change package Post-change new key version
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h& ()-110% h& ()-S 10% h& ()-' YAELBC 10B 010% h& ()-.110% h& ()-, 10%
h& ()-*10% h& ()-(10% h& ()-& 10% h& ()-36paB7C 10 10 h; 10% h& ()-L9 10%
h& ()-5, 10% h& ()-'5, 10%,& ()-5, 10% & ()-3!/10% h& ()-8rm\V mlO%=& () -
10968 ()- 1096% ()-f 1096 ()-109%& ()- 10%&' ()- 10 h 10
h#* WIEMN mLO%Gy &10%658& () - ys$109%& () -1 "10%& () -, 109%& () -y
1096&' ()-g10%%' () - 60dEMV nMO%R10%&' () - 010%6& () -. 10%%' () -,
1098 ()-*109%& () -y( 10%& () -1 knopghCml0%40% U&' () - S10% U& () - 10G 10G
10G 10%&' (§19: 1998 () - 4210938 () - SAEbCML0%010% U&' () -3 10% U& () -, 10%
U& ()-10% U& ()-10% U& ()- 10% U&' ()-4nDIdEbCnL0%$10% U&' ()-"10% U& ()-y 10%
U&' ()-ss10%BR ID-&F108% $iEof ) mB1agem@ht) £ Dl §oWEBCMLO%: 10% U&' () -. Z10%
U& ()-,10% U& ()-*y10% U& ()-(10%

Version of currently selected APE

Most recent version in VMF

Fig. 10
APE ID of version management file VMF
Version of currently selected APE

Most recent version in VMF

Fig. 11
File managing card access keys
lInternally generate key package in general-purpose
register
K _Pl: Key package

l
Sort—-type file system '

Preserve key package with version used as key

P_VER1l: Package version
K _Pl: Key package
P _VER2: Package version
K_P2: Key package
P_VER3: Package version
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U&' ()-&310% U&' ()-0z #3%aVK@M0 10 U 10 U 10 U; 10% U& ()-&910% U& ()-5 10%
U& ()-1qb5 10%-@ @ ()-3y10% U& () - & ] - dEVK@rLO
10, 10%4| & ()-310%1 & ()-10%| & () -
MLO%}| & ()-10%t| & ()-110%| & () - - eFVvdEVK@rLO 10y
gl1l0%| & ()-s10%| & () - YF10%t| & () - Sg
10%| & ()-L10%| & ()-310%| & () - vOadEVK@rLO
10,-10%| & ()-*10%| & ()-(10%!| & ()-&10%| & ()-9
10%| & ()-"910%1| & ()-=dE:/ 104| 104|;10%| & ()-99310%| & ()-5
10%| & ()-2MLO0%| & ()-010%4 & ()-.10% & ()-3nxY:/ 104|,310% U&' () - &A@ 0%
U&' () - 10% UE_FP+108608P3§5a990% UL ()- 10% U&' ()- 104| 3f CdE:/ 104y 10%
U& ()-sZ10% U& ()-1 MLO% U& ()-f10% U& ()-L10% U& ()-310% U& ()-C' ~ dE/
104|, 10% U& ()-*f10% U& ()-(10% U&' ()-& 10% U& () -3$10%
Fig. 12
Records with different signatures exist in same file
system (same APE_1ID)
Signature key
Data Version Signature Data
Log file
New
T . Signature key
01ld

Select signature key file for corresponding version

 Signature key file

Fig. 13
IC card operation macro command script program (MCSP)
AP management table
Processing definition DB 34 x4
Log DB 33_x3
Input DB 31 xI1
Output DB 32 x2
30_1: IC card entity template

8: SAM
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U& ()-"F10% U& ()-" | dE:/ 10 U 10 U; 10% U&' ()-9910% U&' ()-5F10% & ()-310%
U& ()-0 10% U& ()-.10% U& ()-Dl xY:/ 10
U@l10%t| & ()-910%1 & ()-310% & ()-10%t| & ()-10%H & ()-10%t| & ()- 10 UR
,dE:/ 10 U
10%| & ()-410%| & ()-10%4 & ()-yl0%t| & ()- 10%t| & ()-Y10%t| & ()-, "DdE:/ 10
U 10%} & ()-*10%t| & ()-(10%| & ()-&10%4 & ()-9$1 10%| & ()-"10%}| & () - Du$] aB:
/ 10 U 910%| & ()-0,5 10%& ()-!'w, 5
10% | & ()-310%1| & ()-010%| & ()-/10%| & ()-BwbC 10 U@o0% U& ()- 10%
U& ()-10% U&' ()-Y10% U& ()- 104| 104| 104|;10%| & ()-wBydEbC 10

Fig. 14

300: AP management tables

301: APP tables

302: AP selection data

303: Version management data

304: Internal resource allocation management data

221: AP management storage area

Fig. 15 AP management table 300_1

APE N Partner SAM ID Partner AP_ID

Service A IC access key Internal Its own SAM ID
Service C IC access key Internal
Service B IC access key External Obtain keys from

SAM group and hold

holdable keys
Service B log File system Configuration External
Obtain keys from SAM group and hold holdable keys

310 of another SAM

Fig. 16
1 byte
A class
B class

C class
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10 U(F10% U& () - &ML0% U& ()-$10% U& ()-"10% U& ()-y F10% U& () - sF10%

U& ()-9rdBbC 10 U'r5 109& ()-3 10% U& ()-010% U& ()-.10% U& () -, @0%

U& ()-*10% U& ()-WZ[\]bC 10 U 10%}| & ()-10%}| & ()- 10 U 10 U 10 U; 10%

U& ()-9910% U& ()-05 10% U& () -5l dEbC 10 Ul 910%}| & () -

1094 & ()-L10% & ()-10% & ()- Y109%| & ()- 10%| & ()-![ @EbC 10

U $109%4H & ()-1" 1094 & ()-f 310%| & ()-° 10% & ()- Yy

109 & () - @ 10%} & () - GVQIEbC 10

U 010% & ()-. @O0%H & ()-, 10%t| & ()-*10% & () - Y(10%| & () -

Fig. 17 APP table 3011
Area recording key package

Area deletion key package

Fig. 18
Common to general users
For privileged users
For person in charge of shipping
General-user AP ID
AP element instance number AP element contents
0x0000: General-user element
0x0001: General-user element

0x7FDD: General-user element

Fig. 19

Player Set item

Person in charge of shipping

General-user AP resource key shipping key

Unique device number

Privileged user (Privileged-user area)
Privileged-user AP area operation key

General user

Network info such as SAM IP address

91



&L10%| & ()-:=>?@uj _@10 UL0%| & ()- 104| 104| 104|;

10%4| & ()-8&910%4| & ()-!5- 10%#4& ()-2MLO%| & ()-yQdEj @10 U

10%4| & ()-L10%| & ()-10%4| & ()-&10%4| & ()- 10%4| & ()- 10%4| & ()-GJE _@ 10
U "L10%| & ()-f

10%4 & () - L10%t| & ()-F10% & ()- @0%}H & ()-&10%4 & ()-, bdE _@ 10

U. @0%| & ()-, 10%4] & ()-*10%4| & ()-(10%4| & ()-&10%4| & ()-$, 10%| & () - CaB7@
10 104|; 10%4| & ()- &9

10%4| & ()-04Z10%4& ()-!(4Z210% | & ()-210%| & ()-010%4| & ()-4mN @ 10%

h& ()-&10% hg' %% 10% h& gé 10% h& () - F10% h& ()-10% h& ()- 104| 104|. f

| dEMNV @ 109 hr 3095 RBPY - 5R1BF6RR) ()-1f 10% h& () - S10% h& () -L10% h& () - F10%
h& ()-1FI{!111"dEmMNV @10% h, 10% h& ()-*S10% h& ()-( 10% h& () - &10%

h& ()-$10% GREEY2E D95 hAF (ResougCe" Rl BRRF &F109058¥% h& () - 510%

p& ()-!15109%h& ()-310% h& ()-0@0% h& ()-.10% h& () - HEK#L#MEN####+$bC@ 10%
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10% 109B& ( ¥GenmeoeBauErrA00@L () - F109B&' () - @OYB& () - &109YB&' () - %K% YL &2&
dEbC@ 10% 109B&' () - &GL0YB&' () - $nL0vYB& () -" 109B&' () -

109B&' () - SMLOYB&' () - 28e8&& F' ' dBbC@ 10% h5 10%BB&' () - 3109B& ()-0109B& ()-. -
109B& ()-,109B& ()-* 109B& ()-'""'"""""$(U bC@ 10% 10% h& ()- 10% h& ()- 10B
10B 10B; 109B&4()209f 109B&' ()-'5 10%&' ()-U((((2)!))dEbC@ 10% s 10%
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h& ()_ *SlotySJﬂg‘ll()'dét]@xg{ﬁﬂgé (AP %@%Mé)Id! 91 A _@ 10L 10%& ()_

ST62: Originator has AP resource key?

NO: Does not have AP resource key

YES: Have AP resource key

ST63: Impossible to set in AP resource element ' End
ST64: Possible to set in AP resource element can be set
ST65: Privileged user?

NO: Non-privileged user

YES: Privileged user

ST67: General user?

YES: General user

ST66: Possible to set in privileged-user AP resource
ST68: Possible to set in common area and general-user AP
resource

ST69: Possible to set in system AP resource

End
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65: Memory

Fig. 22

69: Script download task

70: Script interpretation task

71: Entity generation task

72: IC-card procedure management task
21: 1IC-card operation macro-command script programs
{MCSP)

300: AP management tables

301: APP tables

30: IC~card entity templates

73: IC-card entity

31: Input data block

32: Output data block

33: Log data block

34: Processing definition data block

65: Memory
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YnL0% & () - YnLO%&' ()-S 10% & ()-,910% & ()-3nml0% & ()-10% & () - =DHD{ DDD$EYE
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YmL0%&' () - YEEEF/ F: FnFdEbCSf - 109 310% & () -, 1910% & ()-,/10% & ()-,, 10% & ()
-, *10% & ()80t T MU Rerian H FFEGE & GTGECF - 1098 910% U& () - 10% U& ()- 10/
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82: Entity status

83: IC card type

84: Service type element specification

85: Processing order

86: Pre-processing data (Requested fee appended point
count)

87: Post-processing data (Final acceptance or denial)

Fig. 24 Card entity state transition diagram
After notification of polling results

Instance generation

Post—-RS—-activation state RS completion state
Post-Al-activation state Al completion state
Post~A2-activation state A2 completion state
Post-R-activation state R completion state
Post-W-activation state W completion state
Job Instance deletion state

Fig. 25

Start
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ST1l: Select IC card entity

ST2: After job activation?

ST3: Select job to be executed next among jobs of
selected IC card entity

STS5: Write processing results input from IC card into IC
card entity

ST4: Activate job

ST6: Update entity status

End

Fig. 26

Start

ST41: Identify partner’s AP and APE

ST42: In same SAM?

ST43: Perform mutual authentication between APs

ST45: Compare K_SAMs of both APs

ST44: Successful?

ST46: Match each other?

ST47: Identify corresponding APP data on the basis of AP

management table of used AP

Fig. 27
ST48: Determine access right on the basis of APP data

ST49: Access right exists?
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ST50: Make access to APE of other AP
ST51: Make no access to APE of other AP

End

Fig. 28

Start

ST21: Create script program (MCSP) and service definition
table (STD)

ST22: Download MCSP and STD into SAM

ST23: Create entity template and data block in SAM

ST24: 1Issue IC card to user

ST25: Let card reader/writer issue processing request to
SAM

ST26: Let ASPS issue entity creation request to SAM
ST27: Do polling between SAM and IC card

5T28: Within maximum entity count?

End

Fig. 29

ST29: Generate IC card entity in SAM

ST30: Output entity ID from SAM to ASPS

ST31: Let SAM identify service usable to IC card
ST32: Let SAM authenticate IC card

ST33: Let IC card authenticate validity of SAM
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Select unit
<-—Accessible by same file name

501: Application

Fig. 31

3rd generation

2nd generation

lst generation

Signature

File system <-- Generation info
504: Generation specifying info
502: Select unit

510: Signature key
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501: Application

Fig. 32

3rd generation

2nd generation

1st generation

Signature

File system <-- Generation info
504: Generation specifying info
502: Select unit

510: Signature key

511: Signature generation/authentication unit
501: Application

520: Network

521: Upper-level apparatus

Fig. 33
Specific—-generation file
Record Signature

Record Signature

Record Signature
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exchanging data with a predetermined integrated circuit
and providing a predetermined service in cooperation with
said integrated circuit, wherein said data processing
apparatus comprises:

a storage circuit for storing, when said 1st data
has a plurality of versions:

a plurality of 2nd data each associated with one of
said versions;

a version management data for managing a relation
between said 1lst data and said 2nd data; and

management data for managing a relation between
said 1st data and said version management data associated
with said 1lst data; and

a processing circuit for performing, when carrying
out processing on said 1lst data, the processing by
execution of:

referring to said management data to identify said
version management data;

determining a particular 2nd data that is
assoclated with a version specified by internal or

external of said data-processing apparatus; and
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version-specifying data included in said version
management data, and carries out said processing by using
salid determined 2nd data.

3. A data-processing apparatus according to claim 1
or 2, wherein said processing circuit determines one of
said 2nd data that is associated with a version number
obtained from a value specified internal or external to
said data-processing apparatus as well as from a value
specified by said version-specifying data, and carries out
said processing by using said 2nd data.

4. A data-processing apparatus according to claim
1, 2 or 3 wherein:

said version management data has a version
identification data and said 2nd data that is aséociated
with said version identification data in record format;
and

said processing circuit identifies said version
management data by referring to said management data,
searches said version management data by using a specified

version identification data as a key for said 2nd data
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using said 2nd data.
5. A data-processing apparatus according to any one
of the preceding claims wherein:
sald version management data includes a table
associating said version identification data with the ID
of one of said 2nd data that is associated with said
version; and
said data-processing circuit identifies said
version management data by referring to said management
data, searches said table of said version management data
by using the ID of a specified version as a key for the
ID of said 2nd data that is associated with said
specified version and carries out processing to obtain
said 2nd data by using said ID of said 2nd data as a base.
6. A data-processing apparatus according to claim
5, wherein the ID of said 2nd data comprises the ID of
one of said 1st data that is assoclated with said 2nd
data and the ID of one of said versions that is
assoclated with said 2nd data.
7. A data-processing apparatus according to claim 5

or 6, wherein said processing circuit receives a command

from a source external to said data-processing apparatus,
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command from a source external to said data-processing
apparatus, setting the ID of each of said specified

versions.

9. A data-processing apparatus according to any one

of claims 5 to 8, wherein said 1lst data is each a key and
the ID of each of said versions is related to the ID of
said key.

10. A data-processing apparatus according to any
one of the preceding claims, wherein:

said 1st data is each a signature key; and

said processing circuit identifies said version
management data associated with said 1st data by
referring to said management data, uses said version
management data to make an access of said 2nd data that
is associated with a version specified internal or
external to said data-processing apparatus and uses a
version signature key stored in said 2nd data to carry
out signature creation processing or signature
authentication processing.

11. A data-processing apparatus according to claim

10, wherein said processing circuit carries out signature
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12. A data-processing apparatus according to claim
10 or 11, wherein, when data in said 1st data includes a
record or a plurality of records, said processing circuit
performs the processing by execution of:

generating, for each of said records, a signature
based on said signature key as well as based on a
predetermined encryption algorithm for a part or all of
data contained in said record;

adding said signature to said record before writing
said record into said storage circuit;

generating, when reading out any specific one of
sald records of said 1st data from said storage circuit,
a signature based on said signature key used for writing
said signature as well as based on said encryption
algorithm; and

comparing said generated signature with said
signature added to said specific record in order to form
a judgment on validity of said specific record.

13. A data- processing apparatus according to any

one of the preceding claims, wherein each of said 1st
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data comprises at least one of:

history data for executed processing using said
data;

program data showing a procedure for recording said
data in said storage area;

program data showing a procedure for deleting a
record of said data from said storage area; and

program data showing a procedure for prescribing
sald storage area for storing said application program.

14. A data-processing method adopted by a data-
processing apparatus for exchanging data with a
predetermined integrated circuit in order to render a
predetermined service in cooperation with said integrated
circuit by execution of an application program comprising
a plurality of 1lst data, wherein said data-processing
method comprising the stéps of:

preparing, when said 1lst data has a plurality of
versions:

a plurality of 2nd data each associated with one of
said versions;

a version management data for managing a relation
between said 1lst data and said 2nd data; and

management data for managing a relation between

said 1st data and said version management data associated
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causing said data-processing apparatus to use said
identified version management data to determine a
particular one of said 2nd data that is associated with
one of said versions specified internal or external to
said data-processing apparatus; and

causing said data-processing apparatus to use said
particular 2nd data.

15. A data-processing method according to claim 14,
wherein said version management data holds 1IDs of said
versions and said 2nd data associated with said versions
in a format of records, said data-processing method
further comprising the steps of:

causing said data-processing apparatus to refer to
sald management data to identify said version management
data;

causing said data-processing apparatus to search
said identified version management data by using the ID
of a specified version as a key for a particular one of
said 2nd data that is associated with said specified

version;
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said data-processing method further comprising the steps
of:
causing said data processing apparatus to identify
said version management data by referring to said
management data;
causing said data-processing apparatus to search
said table of said version management data by using the
ID of a specified version as a key for the ID of said 2nd
data that is associated with said specified version; and
causing said data-processing apparatus to carry out
processing to obtain said 2nd data by using said ID of
said 2nd data as a base.
17. A program adopted by a data-processing
apparatus for exchanging data with a predetermined
integrated circuit in order to render a predetermined
service in cooperation with said integrated circuit by

execution of an application program comprising a plurality

of 1lst data, wherein said program comprising the steps of:
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between said 1st data and said 2nd da

management data for managing a relation between
sald 1lst data and said version management data associated
with said 1st data:

causing, when carrying out processing on said lst
data, said data-processing apparatus to refer to said
management data to identify said version management data;

causing said data-processing apparatus to use said
identified version management data to determine a
particular one of said 2nd data that is associated with
one of said versions specified internal or external to
said data-processing apparatus; and

causing saild data-processing apparatus to use said
particulars 2nd data in said processing.

18. A program according to claim 17, wherein, when
said version management data holds IDs of said versions
and saild 2nd data associated with said versions in a
format of records, said program further comprises the

step of searching said identified version management data
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said 2nd data that is associated with said version, said

program further comprises the steps of:

searching said table of said version management
data by using the ID of a specified version as a key for
the ID of said 2nd data that is assoclated with said
specified version; and

carrying out processing to obtain said 2nd data by
using said ID of said 2nd data as a base.

20. A data-processing apparatus for carrying out
communications with an integrated circuit by using a
plurality of 2nd data each comprising a plurality of 1lst
data, said data-processing apparatus comprising:

a storage circuit including a plurality of 1lst
storage areas for storing said 2nd data to be accessed by
l1st users associated with said 2nd data, a 2nd storage
area for storing said 2nd data shared by a plurality of
1lst users and a 3rd storage area for storing said 2nd data

accessible only to privileged users; and
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21. A data-processing apparatus according to claim
20, wherein said 2nd data stored in said 1lst storage
areas are encrypted by said 1lst users associated with
said 2nd data by using predetermined keys.

22. A data-processing apparatus according to claim
20 or 21, wherein said processing circuit allows setting
of said 2nd data stored in said 2nd storage areas by using
keys for setting said 2nd data stored in said 1lst storage
areas.

23. A data-processing method adopted in a data-
processing apparatus for carrying out communications with
an integrated circuit by using a plurality of 2nd data
each including a plurality of 1lst data, wherein said
data-processing method comprises the steps of:

preparing a storage circuit including a plurality

of 1lst storage areas for storing said 2nd data to be

accessed by 1lst users associated with said 2nd data, a
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2nd storage area for storing said 2nd data shared by a
plurality of 1lst users and a 3rd storage area for storing
said 2nd data accessible only to privileged users; and

determining, on the basis of access management data
prescribing approval/disapproval of hierarchical accesses
to said 1st, 2nd and 3rd storage areas of said storage
circuit, an access approval/disapproval to said storage
circuit by using an ID of one of said 1lst data and an ID
of one of said 2nd data.

24.A data-processing method according to claim 23,
wherein said 2nd data stored in said 1lst storage areas
are encrypted by said 1st users associated with said 2nd
data by using predetermined keys.

25. A data-processing method according to claim 23
or 24, whereby setting of said 2nd data stored in said 2nd
storage areas is allowed by using keys for setting said
2nd data stored in said 1lst storage areas.

26. A program adopted in a data-processing
apparatus for carrying out communications with an
integrated circuit by using a plurality of 2nd data each
including a plurality of lst data,
wherein said program comprises the steps of:

preparing a storage circuit including a plurality

of 1lst storage areas for storing said 2nd data to be
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accessed by lst users associated with said 2nd data, a
2nd storage area for storing said 2nd data shared by a
plurality of 1st users and a 3rd storage area for storing
said 2nd data accessible only to privileged users; and
determining, on the basis of access management data
prescribing approval/disapproval of hierarchical accesses
to said 1lst, 2nd and 3rd storage areas of said storage
circuit, an access approval/disapproval to said storage
circuit by using an ID of one of said 1lst data and an ID
of one of said 2nd data.

27. A data processing apparatus for executing an
application program operable is accordance with the method
of any one of claims 14 to 16, or 23 to 25.

28. A data processing apparatus of claims 1 to 13
operable in accordance with the method any one of claims
14 to 16 or 23 to 25.

29. A data processing apparatus for executing a
program of any one of claims 17 to 19 or 26.

30. A data processing apparatus of claims 1 to 13
for executing a program of any one of claims 17 to 19 or

26.
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