SPECI FI CATI ON AUTHENTI CATI ON VERI FYI NG METHOD, AUTHENTI CATI ON
VERI FYI NG MEMBER AND AUTHENTI CATI ON VERI FYI NG MEMBER PRODUCI NG METHOD
Field of The Invention [0001] The present invention relates to an

aut henti cati on judgi ng nethod of an object, which is often
counterfeited and/or forged, and for which authentication
verification is needed to find JRECHICAIIONet her the object is
counterfeited or not. The invention also relates to a nenber used for
the authentication judging and a reading device for reading a chip to

be used for the aut hepts i i b Ve t [0002]

Commodi ti es manuf act UEMNW% @PFWMﬁgﬁs so-cal |l ed

bi g- nane brands are VEAESOY gm Stk ied or in
simlar formwth brAgl’%HEnngﬁe‘g&ggﬁgt hers. Tﬁil\tsm Istribution of the
fal se brandAUATHERTICATION VERIREING MEMBER 2REODBCING OEBHOEY obl em
Anong the fal se brand-nane products, sonme of them can be identified
at a first glance that they are not authentic products, while sone
are manufactured so elaborately that it is often difficult to

i dent i f el TheclBBeRfiiuct s are not authentic. [0003] Also, in some

ar ea, CO@H rs are not very conscious in recognizing that the fal se
br and- nd gfoducts are illegitimate products, and the fal se

orand- tsare l legitimte pi . y
hat T hale BieSéihertiof selafod lol Ainodbichtiy K mdthbd Br APBRLG, KO
nor e SUGKhitl Restaf chuit &ttt ang/op drRe® 8 Y6t whthSutiatea N9

directly to the consuners via Internet not through the distribution
channel .is @& toHimdt digras to vbietheartbe objeeisiswhanterfeitsd of eat. vahiecl e i s,
while its registered vehicle nunber is altered, exported overseas,
asser t i ngvantign alse teftento amemdkee nsedkfor ¢he authogidakion gudsiygand a heaglingh
situations, the uf acturers or {Ohe sellers of authentic products
pr epar e BVEEIPY reAEHER ¢ E‘éf"@??@ﬂ ke pytheRtiaHom (HASEWE | ¢ pr oduct and
delivers the certificate together with the product to the purchaser.
In the worst case, however, the certificate itself is forged.

Background Art
[0002]

Commodities manufactured by influential manufacturers, so-called big-name brands

are often produced and sold by just copied or in similar form with brand names by
others. This distribution of the false brand-name products in the market creates big
social problem. Among the false brand-name products, some of them can be
identified at a first glance that they are not authentic products, while some are
manufactured so elaborately that it is often difficult to identify that these products
are not authentic.

[0003]

Also, in some area, consumers are not very conscious in recognizing that the false
brand-name products are illegitimate products, and the false brand-name products
are distributed in the market while people know that these are false brand-name
products, In recent years, more and more such types of false brand-name products

are increasingly sold directly to the consumers via Internet not through the



[ 0006] Another nmethod to prevent the forgery is to attach a tag with
an enbossed hol ogram which is difficult to copy, to the authentic
product to facilitate the confirmation of the product being

aut hentic. However, the copying of the hologramtag is nmerely very"
di fficul tgisiamdtibt channkpr frominpossible to copy. [0007] Moreover,
the confirmation of the hologramis checked by visual inspection,
i.e., by lgo#h sense. Because the confirmation is made by hunman
sense, there are variations due to the ability of each individual to
confirm Ruthdrutheheare easeswherecasiolanf vetide ssavhilpatssiegistarbé vehiokey be
vari ation duye to environnental conditions, psychol ogical conditions,
or physi dWImRes i3 Eer6AsCXPaHRd SYSISER Agteyiing that iicisingb RIstelon wehiglet hi gh.
[ 0008] F%pb&?g, when a skillfully falsified hologramis nmounted on a
product, PU"Ts al nost inpossible to confirmthe authenticity of the

pr oduct t}@ﬁqg[ I ld Loy i I .an_ |
chipis gl}[”q[ ache ﬂggh(gfn&%ﬁ& 1%185%?1? g(: m& bg%h@{@s}%&ﬂ % %gﬁézggt% ﬁ%@tﬂlg%tlu??/rqd cts
conf i r meghriaré Aeestifitatcrto @ahify thAOk an ButhBRtid froehi lthe DY
readi ng ?Jhgpédi gital data stored in the correcﬁf I gbﬂgaf%dp%\gﬁ%x‘gloteewi ting
this in aediffrete fo@etblei piithi theipsoduet todreypdtiidses ullh tho whadt shée) HolvevéiC
chip for confirmation. {_0010] Japanese Patent Lai d-Open Publication
No. 1110-ihaestifigitedtseliésfosgedaut hentication verifying chip, which
verifies b&(iﬁauthenticity of a card by using netal granules mxed in
a transpar J medi um [ 0011] Japanese Patent Lai d-Qpen Publication

D N R e P R L
tr anspar ggfogisliftn LORKRL A TBHNYY the aifehiiy plodEc A SALLCLY of 2
y hura i bed 1A the

card aut onmaticadl 'y and not n sense I s descr

| nt er nat coufirtnaBah @ the pratliic el BSRRT/ O6%E0&:, thd Bshys dftGe ABRIgkHANt
of the present invention.
tag is merely very difficult, and it is far from impossible to copy.

[0007]
Moreover, the confirmation of the hologram is checked by visual inspection, i.e., by

human sense. Because the confirmation is made by human sense, there are
variations due to the ability of each individual to confirm. And further, even in case
of the same person, there may be variation due to environmental conditions,
psychological conditions, or physical conditions, and accordingly, its reliability is not
high.

[0008]

Further, when a skillfully falsified hologram is mounted on a product, it is almost
impossible to confirm the authenticity of the product by human ability.

[0009]

It 1s also practiced that an IC chip is attached on an authentic product, and the
authenticity is confirmed by the digital data stored in the IC chip. However, by
reading the digital data stored in the correct IC chip and by writing this in another
IC chip, it is not very difficult to falsify the IC chip for confirmation.



[ 0013] An authentication verifying chip, an authentication verifying
met hod and an authentication verifying device to verify the
authenticity of a card by using an enbossed hol ogram are described in
the International Patent Publication W2007/072794 filed by the
applicant 10 he present invention. [0014] An authentication
verifying C , an authentication verifying nethod and an

aut hent i Cﬁ;;bﬁﬁse\’_[%‘téﬁtmmogéﬂ PeBlidagiod 0. L0t LB50 Wideriakd Gh hiith@ﬁné’at@ﬁr d
by using uorescent granul es are described in the International

Pat ent  Pubésifyangi ohip, WA vérif#a 186 atiheatcityyoft heard iyl usirntnetal gtanales
present invention. [0015] An authentication verifying chip, an
aut hent i cmxadnnwmﬁsyw@gtm and an aut hentication verifying
device to_verify the authenticity of a card by using radioactive
granul es aq(glaiescri bed in the International Patent Publication

Accor di ng Paesh el sk OFed BROIGRED NY 2paF %%?Scﬁtcios'ﬁ%@iﬁ? Vine
aut hent i chivfe:flcaflos Qbalyinthehs (RS Ihd SRMEARINCSH S e Dy SR e

nount ed. ased assunption that t |ca ion

veri fyi ngm@didin @afardpar@atifticdthm,and t hat di gi taI data of t he
aut hentication verifying chip thus nounted can be read. [0017]

However, [@01B$ actually inpossible to nount an authentication
verifying chiﬁdwhere the digital data therein can be read, on a
0

pr Oﬂuct to w@ﬂ}l@étlthﬁ@mwn@ ¥ eare antomaticaly, anthaes byt man senlsT.
feal i zad 18 id%e%rﬁie aibshe Trerpban Hat PG BadMHEb w1 et Y

Publ i cati ng& g@ﬁ t Docunent 2] Japanese Patent
Lai d- Open |ca oé%géﬁlég 59636 [ Pat ent Docunent 3]

I nternati g Pat ent publication W2007/072793 [ Pat ent Docunent 4]
I nt ernat i onaI Pat ent publication W2007/ 072794 [ Patent Docunent 5]

| nt er nat i A alithBatienion prebfvinachipaniZRéhticaiidy 9&nfyngtrasthoPagd agnt 6]
I nternational Patent publication W2007/072796 Discl osure of The
| nvent i oreuthentication verifying device to verify the authenticity of a card by using an
embossed hologram are described in the International Patent Publication
WO02007/072794 filed by the applicant of the present invention.
[0014]
An authentication verifying chip, an authentication verifying method and an
authentication verifying device to verify the authenticity of a card by using
fluorescent granules are described in the International Patent Publication
WO02007/072795 filed by the applicant of the present invention.
[0015]
An authentication verifying chip, an authentication verifying method and an
authentication verifying device to verify the authenticity of a card by using
radioactive granules are described in the International Patent Publication
WO02007/072796 filed by the applicant of the present invention.
[0016]

According to these prior inventions, it is possible to verify the authenticity of a card



bj ect of The Invention [0019] The present invention provides a

met hod to easily and reliably distinguish an authentic object froma
falsified illegitimte object and to certify the verification of the
obj ect thus distinguished. The invention also provides verification

means to Be. ﬁﬁﬂlehﬁca?:%hgﬁ]ﬁ‘ﬁig% glgiaﬁgﬂioﬁnf@t s fbﬁ’éed%r?ﬂ%}?ﬂs?ﬁrgb@& that

verification neans. ing to the i nvention present
appl i cat '@@auﬁ@nﬁéhhﬁﬁ%ﬁﬁ%% Efp & hé Ynduated ) aRd Hﬁ%'d@u@@ﬁ}iﬂﬂ'ﬂl@@' e

aut hentication verifying intormation is non-renovably nounted on a
certifi cauthentisatin eyifyihg chiptthos ntouated cshibehread.e aut hori zed to issue
the certificate. Then, the authentication verifying information of

t he aut hdA®l®ation verifying chip is read as digital data, the

the. encr Jveeni b s I mEbssTae 6F atbiih iR AR GRS OHRE CRR, WactEn
RFI D chi p_and..the . st.orage iumi s non-renpyabl.y _nownt an

aut hent i gheogﬂgétélt(?att%hbeée@eciﬂ{‘ni‘%girgga’s%c%gra?gu%’ 3%‘ :ﬂn})éia{lfgjefggg%ﬁel n order
to confi : er ' : b £ i ' ra ot ,
the. oncr A agEnc: ThR BPLeBhiahd 15 oag hl bhpliPbe SBRE: Rinok

non- r enoyabkivalioralifd. on the object to be certified, the encrypted
digital data thus read is decrypted by using a crypt key, the

i nf or mat if6@18In t he aut hentication verifying chip nounted on the

certificate is read as dL}gital data, _and by corrpar,in%the digétal
data decl¥preatiDocwnertnkl SJepangge Pateat baiddPpamBublispiden NpoHBe-44654 i f i ed

e A
o . . L .

encregl\g)mt ZEP%‘;%F ﬁg?‘/mﬂ%%t;ﬂ taIEEeeaj g‘i“f‘ %F&%%tt @bﬁl@%ﬁ%ﬁ?ﬁ%?@? E i fe icate is
encrypt egPﬁ)t)éntJBbaﬁné’ntCzﬂy MhtefBatidhl PAnEpiinestidn %209’9@72@ encr ypt ed

digital data is conpared wth the encrypted digital data stored in

t he st or §pgteneDocioment BTt ddtepnatidngl Poicecpublieativn WEZ007/09295[ 0023]

Al so, a storage nediumis nounted on the certificate, the information
of the alP#tent Docittnent 6lerlnfeynatipnehPasentspublicationt WH2007/87239%pt  key of
the authorities and is stored in the storage nedi um of the
certificate. As aresult, it is possible to verify the authenticity

of the certificatedtself.. [0024] In case of the above, the crypt key
Disciasyit piEhs Fiventio

used for to be stored in the storage nedi um of

the cert i rypt key used for encrypting the data to be
stored igbjte%fe%s gélg‘bvtgﬂﬁrglgi um of the object to be certified may be the

same or dpdfogrent from each other. [0025]
 The present invention provides a method to easily and reliably distinguish an

authentic object from a falsified illegitimate object and to certify the verification of
the object thus distinguished. The invention also provides verification means to be
used in this method, and a method for producing the verification means.
[0020)
According to the mvention of the present application, an authentication verifying
chip having copy-unable authentication verifying information is non-removably
mounted on a certificate 1ssued by the authorities, which are authorized to issue the
certificate. Then, the authentication verifying information of the authentication

verifying chip is read as digital data, the digital data is encrypted by using a crypt



Al so, an authentication verifying chip is nounted on the object to be
certified and a storage nedi um where the encrypted digital data is
stored is nounted on the certificate, and the authentication
verifying information of the object to be certified is confirned by

R L e
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certifi edbjeéistochd estifitd sich dssa pafgblite to verify the nutual
authenticity of the certificate and the object to be certified.

[0026] hil0@Zide of the above, the crypt key used for encrypting the
digital data to be stored in the storage nedium which is nounted on

the cert {1 pedgr do sprfirehwhethep tha eljecide deresrtiiadds ypthentic ohaotiithe t al

data to b t Jn.th t di whi.ch i t ed th

obj ect ¢ Bngrapied digital dofd is EcAdEot tAE storaRe Mediimy MM Gva bl BAHEG Oer
0027 S at paf.i i dd t

the d oi tig AR08 SrBRG, Hd SR O MR Bha I f B APB0 B9 U,

case whepRridiges! &@fxﬁﬁnﬁ%ruaﬂ BRSafiRbniftatigd gﬁg@g«a&ﬁﬁ Yrouhtd@

value of the digital data is encrypted and st . [ 0029] The hash
val ue i scatificatptieteadysaligiay dof, dttbbyposthparidg the digint dithidecgardomsed
for the digital signature. [0030] For the authentication verifying

i nf or mat therstonage niashium wi the chiectiie hesedtifiedevih thy digithledts vaudtfeoredhé n a
t ransparent, _rredi‘f%n t[ﬁi bers scattered jn a transparent mnmedi um

enbos s edCHligaje.awhalithe cedilicalg Aosrespongds ta he abigedorhs: ¢estbes) isponirmed.
chance; E@gised hol ogram of pits regularly arranged and arranged by
random n s; enbossed hol ogram fornmed by scattering or by etching;

L CODBR SRR, oA, (RO AR MUl
ar r angedthanfgied] denaedd B grrdRMifdafdR! dicrypted by using a crypt key of the
authorities, and the encrypted digital data is compared with the encrypted digital
data stored in the storage medium mounted on the object to be certified.
[0023]
Also, a storage medium is mounted on the certificate, the information of the
authentication verifying chip is encrypted by a crypt key of the authorities and is
stored in the storage medium of the certificate. As a result, it is possible to verify
the authenticity of the certificate itself.
[0024]
In case of the above, the crypt key used for encrypting the data to be stored in the
storage medium of the certificate and the crypt key used for encrypting the data to
be stored in the storage medium of the object to be certified may be the same or
different from each other.
[0025]
Also, an authenticatiqn verifying chip is mounted on the object to be certified and a

storage medium where the encrypted digital data is stored is mounted on the



mul ti-col or enbossed hol ogram forned by scattering or by etching;
fluorescent granules scattered in a transparent nedium radioactive
granul es scattered in a nedium iridescent substances regularly
arranged and formng iridescence by nere chance; iridescent

subst ances_ f.or S ter] or.drid . ching. ,or
I ri desceﬁ?ﬁ@ﬁ%tgf g%iélef%?%%’gl%@c‘éééwlﬁg .lgfﬁg‘ﬁ%ﬁ% %@g&’g@?%"g&aﬁéﬁﬁﬁ%a y
read the;atfRenk | Falbe B i It d f; | cation
veri fyi nglysa%:E"n p, EJ%! %gdrsgfaédtlﬁﬁgeh{n?bg%n(%lg%qldg% %@fégsﬂﬁ?g% gﬁ%gr%k%g«;irﬁﬁi

posi ti onipit@intcd dr A2 detifidady. t MhierhPhmbtiéh ofeianthenticationi wgifghs @ffpl on,
aline toindicate the end portion and a mark for synchroni zati on.

[ 0032] Thwuatedhentheomtfifinatessrdohfirmerl b upingele becrypled tdegltap dathisaddey imn
the certificate, or_nmay be on the entire surface of the certificate.
[0033] the stheigeanebumgpewited pe the ebgctdederqepidiicdon Aseresultfibée of t he

certificate. be.used for .contralling . the readin 0034 en the
Cor hoe_ RetlnTe S IRE st AR meTREtY PP e st Rith oMkt A6 B8

i nsi de thg @ggtificate in addition to the surface of the certificate.
[ 0035] TSrFl the authentication verifying chip, there is neans to

use a capgig]or wthout using a camera. [0036] Wen the camera is

used, thé conbination of the lighting source and the canera is; a

means t oligseai the fisovie] Gletdringt leeyunsed fanehaystilgothe cligiak datado easiGretio
use a lighting source emtting the R& lights sinultaneously and a

col or canethe;steraga mediurs, wincly semauitied toni thg cedificete andi the icrypt thieg WRGS
lights alternately and, a npnochrone canera. [0037] Wen not.to use a

camera, OREPEVRHBE ik AgtRlglattnbe Haed 5 hp 56erage Ay Wikgh is mounted

on the object to be certified, may be the same or different from each other.

[0027]
Data such as a certificate number or the like may be added to the digital data before

encrypting or after encrypting.

[0028]

In a case where the storage medium has not a large capacity, the hashed value of
the digital data is encrypted and stored.

[0029]

The hash value is encrypted by a key of the authorities, and this can be used for the
digital signature.

(00301

For the authentication verifying information, the following can be used: metal
granules scattered in a transparent medium; fibers scattered in a transparent
medium; embossed hologram of pits regularly arranged and formed by mere chance;
embossed hologram of pits regularly arranged and arranged by random numbers;
embossed hologram formed by scattering or by etching; multi-color embossed
hologram of pits regularly arranged and formed by mere chance; multi-color

embossed hologram of pits regularly arranged and arranged by random numbers;



using a light emtting/detecting elenents matrix with the sane area
as that of the authentication verifying chip; a neans to read under
novi ng condition by using a light emtting/detecting elenents matri x
with the sane width as the authentication verifying chip and a neans

d whi j i ngl i gh itting/d i I .
[ 0osga 1 ruliEedirb e boRedrhirBan b dkaioting of HLFEhEE LideSielthal ng
S | . . !
F00%0) " TR en QRO ra bl it RIS SartBkd a1
veri fyi ngneitm, irfdcd6sR sabdtindes a:égulam Rahekd RGHRhE Qﬁdes‘é?ﬁdeeosj fneks

necessary to convert it to digital data for the subsequen

pr ocessi nghandan iddcéntambstanddsdogpeaibakcatieaing @ dridescadcecformied 5y on
process, the authentication verifyi n%wchi pis divided to a plurality
of over | aighing ardgilessent subdtanpe farmedibycoatingarri ed out by deternini ng
t he armun@gf information included in each region. [0040] To produce
a certifi 13] where the authentication verifying chip is nounted,

aut henti cat | verifyi i_nf ion_ is forned over the entife
surface qrﬁ%r tgﬁcﬁ"iuﬁg{f)gﬁ?aglttgé g?&’teﬂg@me R 8’1\%‘%&%&’&5‘8}%% to an
area of Al .k 68 chinf Hfedde VA to the
si ze of Zdzlilc éﬁ@gﬁ@‘{ég.ﬁl@g CIﬂ?he autg ﬁgﬁ;@g‘gﬁ%%av rllg?l% Eggl\élh?] ormation
may be f qioRRidnitlz) a Hxe o bheyBiisH areeredling e niidd ditcbibR, OlindaYindRate
formed on a part of the certificate. This nethod can be applied for
pr oduci nght ked aotthentnidcamadnior syndhydmigptoni p t o be nounted on the

certificate. Advantages of The Invention [0041] The encrypted digital
dat a stor@83%3ln the storage nedi um nmounted on the object to be

certified,is decrypted. The decrypted digital data ig co red with
The di gi +Hhe bR Ay o oo ay bh e pashabars By Dot of
nount ed e t L spondi ng rel ati on between the
certifi cgﬁaé}gbn%rf@Leeé%%%gsél&a%éo&bﬁejg%Sﬁ?:{céi&éd is confirmed, it is judged
that the ghggct to be certified is authentic. If the corresponding

rel ati on cannot be confirned, it is judged that the object to be
certifi ednitle bler aad) € Hte€ms described on the surface of the cerfificaté may be used

for controlling the reading.

[0034]

When the storage medium i1s mounted on the certificate, it can be mounted inside
the certificate in addition to the surface of the certificate.

[0035]

To read the authentication verifying chip, there is means to use a camera or without
using a camera.

[0036]

When the camera is used, the combination of the lighting source and the camera is:
a means to use a white lighting source and a color camera; a means to use a lighting
source emititing the RGB lights simultaneously and a color camera; or a means to
use a lighting source emitting the RGB lights alternately and a monochrome camera.
[0037]

When not to use a camera, there are means to read under stopped condition by



[ 0042] When the encrypted digital data stored in the storage nmedi um
nounted on the object to be certified is read, if there is no crypt
key used for encrypting, it cannot be decrypted to conpare with the
aut hentication verifying informati on of the authentication verifying

chip. For_this.reaso ly.1the one which is thori zed an n t he
Crypi koSt BN FRTHneR B g ST ghecr by Y Sate Hep Boteb ot IR ed.
I n ot her - . i t t 4 Chty he
| Ot e BoRRi AR VAR, SANARL PR A ORI IR DY el §
key usediRi ediiingasteytitid Somhtst MGrRAGHKNY Bheeshnth FidtRlas 9RE FurhbRi@fohN
the storage nmediumis not a correct one, even when the authorized

per son t wer§ingochieand ptmdays ws rewgl whitosaaaaing ey, sihgle lightr ypt ed di gi t al
data cannot be decrypted correctly. Those who know the correct key
can specimjitinggletackag elsimant. for which an illegiti mate key has been

used is 3 f:g sified object [0044] In a case where the encrypted
digital ae ]is nmounted on the certificate, authenticity of the

certificat e..conf i.r . 10045] rt her, when copy.:unabl e

ot or mt PO, ROk BB i b dohent SR BERE C, st e
digital ' Arh £ 4 , the confaination of the
aut hent i g?cia@ol?@alﬁﬁ?é}xﬁzgzd?;%%f@&%ﬁ@g%%@ﬁxﬁe authenticity of the
certifica@pggoqnd the object to be certified is confirmed with each

ot her. [0046] Wen configured by integrating the certificate and the
obj ect t @hbauthenticdtiondierifying snfoqmosion if éhd authentidagion erifyirghehip isci ty of
a card, which is often falsified, such ,as a bank card, a_credit card,
etc. Bri g¢nepallcydag @ analog infpmeatpRawnig § 15 oeacssay i§. convestdin digital

E ?Bg? | rkrggzgta jforotfl‘lea}sugseerqhiaﬂti ;?r%%:eessgl%.d ﬁlnad%P&o%C‘go tthg g%ger%gﬁz{légi/&gitéig ng a

conversion process, the authentication verifying chip is divided to a plurality of

overlapping regions, and the reading is carried out by determining the amount of
information included in each region.

[0040]

To produce a certificate, where the authentication verifying chip is mounted,
authentication verifying information is formed over the entire surface of the original
plate of the certificate corresponding to an area of a plurality of certificates. Then,
these are divided to the size of each certificate.

The authentication verifying information may be formed all over the surface of the
certificate or may be formed on a part of the certificate.

This method can be applied for producing the authentication verifying chip to be

mounted on the certificate.

Advantages of The Invention

[0041]

The encrypted digital data stored in the storage medium mounted on the object to
be certified is decrypted. The decrypted digital data is compared with the digital



Fig. 2 is a flowhart to explain a process for verifying authenticity
according to the certificate and the object to be certified of

Enbodi nent 1; Fig. 3 shows Enbodinent 2 of a certificate and an
object to be certified using two crypt keys; Fig. 4 is a flowhart to
explain a process for verifying authenticity according to_ the

certifi caiata eaad frave thpwhentication verlying ¢hin meunedwdihemertificater Jf the
shows Enbodi nent .3 of a certifigate and an ject to be certif.ied

usi _n]g jtvﬁowlﬁ?nd%ﬁlatﬁ“&e%eﬁ%ﬁ’&tqq%@%F%?‘f({)&l?_Wﬁ? BZ&eﬁ’r ﬁ%s IO[
verifyin - G- i.ng. - n obj ec 0
be certi %0 ggﬁ‘%#ﬂ%d%‘?@ﬁﬁ 9@;&1‘6&%&0{)% Q%géls légnﬁgo%ﬁbrgl}\%'{l%@%a

cer ti 11 Cafre3pthafy @itRA'cahili efiflhéd, Gelis aafa B! el dftt fo gt &
Fig. 8is a flowhart to explain a processtor verifying authenticity
accor di ngettifiddhe noertthehiit e and the object to be certified of

Enbodi nent 4; Fig. 9 shows Enbodinent 5 of a certificate and an

obj ect td0Bé2kertified using hash value; Fig. 10 is a flowhart to
expl ain a_process for ver i_f]%/i ng authenticity according to the

certificaVecratli@ qnceyrbed digitak datdstoped 1j the sfprage megun mowntest onqthg, 11
ST T el Pl LT i D SEL A Sk
P 0ocES 58 it DA B L AR B BRI A, o0
e o SR g BN Y MY S 2
veri fyi ngnows phdyryps keg caretalfirmpatht iaatheaticits petheadjdc tabé canisiedsr eht
medi um Fig. 15 shows Enbodi nent 2 of an authentication verifying
chip by eiengvdridser perdons php seendt confim gresprhenticitreditberpbject to be

certified is not an authorized person.

[0043]

When the key used for the encryption of the encrypted digital data stored in the

storage medium is not a correct one, even when the authorized person tries to

decrypt by using a correct key, the encrypted digital data cannot be decrypted

correctly. Those who know the correct key can specify that the object for which an

illegitimate key has been used is a falsified object.

[0044]

In a case where the encrypted digital data is mounted on the certificate, authenticity

of the certificate can be confirmed.

[0045]

Further, when copy-unable information is given on the object to be certified and its

encrypted digital data is mounted on the certificate, the confirmation of the

authenticity is further secured because the authenticity of the certificate and the

object to be certified is confirmed with each other.

[0046]
When configured by integrating the certificate and the object to be certified, it is



Fig. 16 shows Enbodi nent 3 of an authentication verifying chip of
uni col or enbossed hol ogram by the regul ar arrangenent and fornmed by
chance; Fig. 17 is a drawing to explain a nethod for preparing an
aut henti cation verifying chip of the unicol or enbossed hol ogram based
on the regular arra ment, and._random.nu r.s; . Fi .18 shows
Enbod eGS0 AR IR GRMERBTOA 3 G G i< Hiteh Shsitefh SHeH B0 GAnk
enbossed _hal ogr.am ar ed and prepared by chance; Fig. 19 shows
Enbodineﬁ?%sggFQQ%%EG%ﬂgntication verifying chip of the multi-col ored
enbossed hol ogram arranged and prepared by chance; Fig. 20 shows
Enbodi ment 6 of an authentication verifying chip by using fluorescent
granulesEﬂkﬁn@ggqﬁmhgoaThéanﬁwﬁ@gnt medi um Fig. 21 shows Enbodi nent
7 of an authentication verifying chip by using radi oactive granul es
di spersed0047la medium Fig. 22 shows Enbodi ment 8 of a unicol or
aut hentication verifying chip by using iridescent pieces arranged by
chance: Figyl shawsfgnkodmeridl abntedifigate andancbiest tube parmied asmsm
verifying crkgﬁby using iridescent pieces regularly arranged; Fig. 24
shows Enbdd t 10 of an authentication verifying chip multi-col ored
by usi nggiti I r g~ o

Fid. ﬁ?%%%hﬁk s E2pldin afﬁr%%gss% ggﬁfg@% ahu'é&&mcﬁg aé&g&gg to the

Enbodi nen of Tan authentrcation veri chi'p prepare

i ri descepggrie@athfdhe Fhidet t3beshonSeEaREbBAENLY Of an authentication
he G iffe

verifying chip nulti-colored of iridescence formed by sprayed liquid
drops; Figg3 sBdws Radanembofia o@tificaé andak Dbjeot taos cditified ngingfivg. 28
shows Enbodi nent 1 of a certificate, a part of which is an

aut hent i caypt beysyeri fyi ng chip; Fig. 29 shows Enbodi nent 2 of a

certificate, .the entire surface of whjch i.s. the authenticat.i on
veri fyi nhige Aiipa fowchart to explain a process for verifying authenticity according to the

certificate and the object to be certified of Embodiment 2;

Fig. 5 shows Embodiment 3 of a certificate and an object to be certified using two
crypt keys;

Fig. 6 is a flowchart to explain a proceéss for verifying authenticity according to the
certificate and the object to be certified of Embodiment 3;

Fig. 7 shows Embodiment 4 of a certificate and an object to be certified using
certificate data;

Fig. 8 is a flowchart to explain a process for verifying authenticity according to the
certificate and the object to be certified of Embodiment 4;

Fig. 9 shows Embodiment 5 of a certificate and an object to be certified using hash
value;

Fig. 10 is a flowchart to explain a process for verifying authenticity according to the
certificate and the object to be certified of Embodiment 5;

Fig. 11 shows Embodiment 6 of a certificate and an object to be certified using the
digital signature;

Fig. 12 is a flowchart to explain a process for verifving authenticity according to the
certificate and thé object to be certified of Embodiment 6;
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Fig. 30 shows Enmbodinment 3 of a certificate, the entire surface of
which is the authentication verifying chip; Fig. 31 shows Enbodi nent
4 of a certificate, the entire surface of which is the authentication
verifying chip; Fig. 32 shows Enbodinment 5 of a certificate, the
entire surface of which is the authentication verifying chip; Fig. 33
shows Enbidigi heslove ¢rwangseeachshewing an aeangspicnt ok duthentimtion veriiving

the authentication verifying chip; Fig. 34 shows an enbodi nent of a
certificdt¥p ?’F&f/"il ﬁ%‘léﬂ‘@bﬁgﬁg’i medium Fig. 35 shows a next enbodi nent

of a certdifi i . r I - Elg.. pLent 1
of area i1%.gf«§%l§qv&£ﬁf&§ ?%lgmy gé’?}gﬁéﬂﬁ’g?g%é’g ‘%ﬁlga}gg E[gng\ce%i l%eﬂﬁﬁo%f@f a
reading (C]iﬁl‘ﬂi&@s HiShe@irCA Mahgpardmt gnedd@nshows Enmbodi ment 3 of a

readi ng device using a canera; Fig. 39 shows Enbodi nent 4 of a

readi ng deyi Ifeshossi@mbedimeas?2 oFhg audhien8tuion venifydndcldp e nisimf fitsers
readi ng device not using a canera; Fig. 41 shows a 2nd enbodi nent of

a readi nglispevsedannoranspinegt medvmur a; Fig. 42 shows a 3rd enbodi ment
of a readi_ng device_not  usi ng ? canera;. Fig. 43 .shows a 4th
&

ebodi mertiZold Shorsamhelingnt 36l b autentigtian yaHBIRE OFp §f UAkOLRows
Further SRS FHEECHH 6 TSPoebegs R iers S KmEdy e ows
or 2 195 150 ok R pABE rltol RSASR R OH BBl e
59 Shows BT EMh Shig U S 00
50 shows rEmdosdnnmbérs4 of a nethod for producing a certificate; Fig.
51 shows Enbodi nent 5 of a nethod for producing a certificate; and
Fig. 52 dfgvd shemsdmbedimeniod obamettherficagion yeging ¢hap af theruni¢alent e.
Bri ef De%%ﬂogéédoﬂ]oiog%famtar}?angee& gﬂf Bfe%arNe%r%r glaice[;0048] |

Fig. 19 shows Embodiment 5 of an authentication verifying chip of the multi-colored

embossed hologram arranged and prepared by chance;

Fig. 20 shows Embodiment 6 of an authentication verifying chip by using fluorescent

granules dispersed in a transparent medium;

Fig. 21 shows Embodiment 7 of an authentication verifying chip by using radioactive

granules dispersed in 2 medium;

Fig. 22 shows Embodiment 8 of a unicolor authentication verifying chip by using

iridescent pieces arranged by chance;

Fig. 23 shows Embodiment 9 of a unicolor authentication verifying chip by using

iidescent pieces regularly arranged; |

Fig. 24 shows Embodiment 10 of an authentication verifying chip multi-colored by

using iridescent pieces arranged by chance;

Fig. 25 shows Embodiment 11 of an authentication verifying chip prepared by the

iridescence coating;

Fig. 26 shows Embodiment 12 of an authentication verifying chip multi-colored of

iridescence formed by sprayed liquid drops; -
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1, 5, 11, 21, 31, 38: a certificate 2, 6, 12, 22, 32, 37: an
object to be certified 3, 7, 13, 14, 23, 33, 38, 101, 103, 105,

107,

109,

Fig. 27 shows an embodiment of marks for positioning;

Fig. 28 shows Embodiment 1 of a certificate, a part of which is an authentication
verifying chip;

Fig. 29 shows Embodiment 2 of a certificate, the entire surface of which is the
authentication verifying chip;

Fig. 30 shows Embodiment 3 of a certificate, the entire surface of which is the
authentication verifying chip;

Fig. 31 shows Embodiment 4 of a certificate, the entire surface of which is the
authentication verifying chip;

Fig. 32 shows Embodiment 5 of a certificate, the entire surface of which is the
authentication verifying chip;

Fig. 33 shows Embodiment 6 of a certificate, the entire surface of which is the
authentication verifying chip;

Fig. 34 shows an embodiment of a certificate having a storage medium;

Fig. 35 shows a next embodiment of a certificate having a storage medium;
Fig. 36 shows Embodiment 1 of a reading device using a camera;

Fig. 37 shows Embodiment 2 of a reading device using a camera;

Fig. 38 shows Embodiment 3 of a reading device using a camera;

Fig. 39 shows Embodiment 4 of a reading device using cameras;

Fig. 40 shows an embodiment of a reading device not using a camera;

Fig. 41 shows a 2nd embodiment of a reéding device not using a camera;

Fig. 42 shows a 3rd embodiment of a reading device not using a camera;

Fig. 43 shows a 4th embodiment of a reading device not using a camersa;

Fig. 44 shows drawings to explain the reading process;

Fig. 45 shows drawings to further explain the reading process of Fig. 44;

Fig. 46 shows drawings to yet further explain the reading process of Fig. 44;
Fig. 47 shows Embodiment 1 of a method for producing a certificate;

Fig. 48 shows Embodiment 2 of a method for producing a certificate;

Fig. 49 shows Embodiment 3 of a method for producing a certificate;
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111, 120, 130, 140, 145, 150, 180, 185, 190, 195, 200, 210, 222, 227,
231, 236, 241, 252, 253,254: an authentication verifying chip 4, 8,
9, 15, 16, 24, 26, 34, 39, 102, 104, 106, 108, 110, 112: a
confirmation chip 25: a certificate nunber 121, 131, 143, 155, 161,

181 T angpaLs thows Bnibodient Tof 2 mfnaq or prodicing & coifichie; =

Fig. 51 shows Embodiment 5 of a method for producing a certificate; and
Fig. 52 shows Embodiment 6 of a method for producing a certificate.

Brief Descriptions of the Reference Numerals

[0048]

1, 5, 11, 21, 31, 38: a certificate

2, 6,12, 22, 32, 37: an object to be certified

3, 7, 13, 14, 23, 33, 38, 101, 103, 105, 107, 109, 111, 120, 130, 140, 145, 150, 180,
»185, 190, 195, 200, 210, 222, 227, 231, 236, 241, 252, 253,254: an authentication
verifying chip

4, 8, 9, 15, 16, 24, 26, 34, 39, 102, 104, 106, 108, 110, 112: a confirmation chip
25:  a certificate number

121, 131, 143, 155, 161, 181: transparent resin

122: metal granules

132; fiber pieces

141, 147, 152, 153, 154, 187: a pit

142, 171, 186, 188, 196, 201: resin

144, 148, 156, 157, 158: a protruding

146, 151: a base plate

162: fluorescent granules

172: radioactive granules

182, 191, 192, 193: an iridescent piece

197, 202: a resin material

211: a mark for positioning

212: a line to start the reading in moving direction

213: a line to finish the reading in moving direction

214, 215: a line to indicate the end portion

216: a mark for synchronization

-13 -



141, 147, 152, 153, 154, 187: a pit 142, 171, 186, 188, 196, 201:
resin 144, 148, 156, 157, 158: a protruding 146, 151: a base plate
162: fluorescent granules 172: radioactive granules 182, 191, 192,
193: an iridescent piece 197, 202: a resin material 211: a mark for
positioning 212: a line to start the reading in noving direction 213:
a |line to217:niasrauthenticatsmi veyifying carvieng direction 214, 215: a line to
I ndicate the end portion 216: a mark far synchronization 217: an

aut hent i c&£0, @8on &1, 23540 345,i250: a certificate
221, 251, 226: a base plate

223, 247, 252: a surface plate

224: letter information

238, 243: a frame

246: a resin material

253, 254: a confirmation chip

260: a card body

261: a base plate

263: a surface plate

262: an authentication verifying chip

264, 265, 273: a lighting source

266, 270, 271, 272: a camera

267: ared LED

268: agreen LED

269: a blue LED

275: light emitting/detecting elements matrix

276: a light emitting/detecting element

278: a red light emitting/detecting elements array
279: a green light emitting/detecting elements array
280: a blue light emitting/detecting elements array
281: a light emitting/detecting element

285: a reflecting mirror having a parabolic cylinder
286: a hole

287: a light emitting/detecting element

288: a polygonal pillar mirror

289, 290: a reflecting mirror having a half-cylindrical paraboloid
300, 305, 310, 315: an original plate
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220, 225, 230, 235, 240, 245, 250: a certificate 221, 251, 226: a
base plate 223, 247, 252: a surface plate 224: letter information
238, 243: a frame 246: a resin material 253, 254: a confirmation chip
260: a card body 261: a base plate 263: a surface plate 262: an
aut henti cation verifying chi,g) 264, 265, 273: a ljghting, source 266,
270, 271,3027396,32d agret: a 226 Milicatey age pRate Mk aughepitication wepifying information
303: an information carrier
306, 311, 316, 326: a certificate base plate

307: an authentication verifying chip

Descriptions of The Invention

[0049) |

Description will be given below on embodiments of the invention relating to the

present patent application.

In the embodiments described below, cryptography technology is used. First, brief

description will be given on the cryptography technology. The cryptosystem used

in practical application is roughly classified in a secret-key cryptosystem and a

public-key cryptosystem. In the invention of the present patent application, both of

these cryptosystems can be used.

[0050]

According to "Modern Cryptography” published by the Institute of Electronics,

Information and Communication Engineers (Japan), a process to obtain enCrypted

data [C] by Encrypting a plain text Message [M] by using a crypt Key K is

expressed as C = E (K, M) and a process to obtain a plain text message by

Decrypting the enCrypted digital data [C] by using a crypt Key K is expressed as

M=D & C.

[0051]

Here, according to this practice, a process to encrypt the plain text digital data [M]
by using a Secret-Key (a common key) Ks of the secret-key cryptosystem to

obtain the encrypted digital data [Cs] is expressed as Cs = E (Ks, M) and a

process to Decrypt the encrypted digital data [Cs] by using the Secret-Key Ks to

obtain the plain text digital data [M] is expressed as M = D (Ks, Cs).

[0052]

Also, a process to encrypt the plain text digital data {M] by using a Public-Key Kp

-15-



269: a blue LED 275: light emtting/detecting elenents matrix 276: a
light emtting/detecting element 278: a red light emtting/detecting
el enments array 279: a green light emtting/detecting elenents array
280: a blue light emitting/detecting elenents array 281: a |ight
emtting/detecting elenent 285: a reflecting mrror having a

par abol i cofdhit pnblér-k@8&ypmsysitm t2@btaim the epryptnil digitabdatetl€pli ag

el emrent 288: a pol ygonal P(i llar mrror 289, 290: a reflecting mrror
havi ng a ©®resseqd ps kilr+ dal(Kpaldbanbi gresess toderryes the enamypteddigital gl

Bt hent | CRRloRY VERE ARG KE I QNS Te PARE o ishal TR 4} 5 er 306
311, 316’ex]°5?e%'sedia§ﬁ/f U ﬁ%},%ptjgse pl ate
[0053]
A process to encrypt the plain text digital data [M] by using a private-key Kv of
the public-key cryptosystem to obtain the encrypted digital data {Cv] is expressed
as Cv = E (Kv, M), and a process to decrypt the encrypted digital data [Cv] by
using a public-key Kp to obtain the digital data [A] is expressed as A = D (Kp,
Cv). Digital signature is carried out in this manner.
[0054]
Now, referring to Fig. 1 to Fig. 14, description will be given below on a member to
be used for authentication for an object to be certified, and on a process to judge the
authentication.
[0055]
<Embodiment 1 of the authentication member and the authentication process>
Referring to Fig. 1 and Fig. 2, Embodiment 1 is described, which is a basic example
of the authentication for the object to be certified. Fig. 1 shows a member to be
used for the authentication, and Fig. 2 shows a process to verify the authentication
by using these members.
The reference numeral 1 as shown in Fig. 1 (a) represents a certificate to be used
for the authentication, and the reference numeral 2 shown in Fig, 1 {(b) is an object
to be certified such as a commodity.
[0056]
On the certificate 1, an authentication verifying chip 3, which is prepared by the
authorities, being authorized to certify, for example, a seller, is non-removably
mounted on a certificate body. In the authentication verifying chip 3, copy-unable
authentication verifying information [A] such as artifact-metrics is stored. This

certificate 1 is issued by the authorities.
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307: an authentication verifying chip Descriptions of The Invention
[ 0049] Description will be given bel ow on enbodi nents of the
invention relating to the present patent application. In the

enbodi ments descri bed bel ow, cryptography technology is used. First,
brief description will be given on the cryptography technol ogy. The
cryptosyst ggpgsged in practical application is roughly classified in a
secret-key cryptosystem and a public-key cryptosystern. In the
invention 0h thbohjeees enbe pattfial, Appltharichidsh chdihaddn tHIgISs
cryptosystens can be used. [0050] According to "Mdern Cryptography”
publ i shed hyn-témoviahist mounted.ofThiel dgital data s the aftbemtitaiion veilying

Commruni catj on Engi rs. (Japan), a process tqQ ohtain enCrypted data
[C] by Encwﬁbmaﬁgu Qﬁ& %fitfie aushenfigebion yeniime ByP 445 facrapied fpthaeycrimted

expressed =.E (K _M._an o] to obtain.,a plain text
nmessage by&iﬁfpgpqyi “(rllsglf,l ﬁ&“@ﬁ%@%@d‘%ﬁﬁ%ﬁ? nﬁﬁ?&“‘ﬂﬁﬁwddgi 'y a crypt
Key K is exprgasem @asp D (K O. [0051] Here, according to this
practice, a process to encrypt the plain text digital data EM by

usi ng a Sef@0B8} Key (a common key) Ks of the secret-key cryptosystem
to obtain the encrypted digital data [Cs] is expressed as Cs = E (Ks,
M and a grelewssg tod'1Dek rypocashof ewbeyipabon denlving is desaibeddplovy usi ng

ital

the Secret-Key.Ks to gbtain the plain, text di data [M is
bxpr ossed G4 WS stbeditaby verlyinBisfion oprendtelnauth b dabbypbiene

plain tex Qi : ' - RPubl isc- t )

p@bl i C- ke;augireggff@g?g%g%l%%q%%?nﬁ?ﬁh[t%galgnsggﬁgt e%’%dg% %r}){hc?a%{glcf%s]c’fi S
expr essed tas atdhertidatioiReriMng cond vall Bee&pRmeH GeRREbY Béfetie ©MGEYRL @
digital data [Cpl by using a priVate-Key Kv to obtain the plain text
digital d¥#ZBM is expressed as M= D (Kv, Cp). [0053] A process to
encrypt tfég lLain text digital data [M by using a private-key Kv of
t he publi @@J cryptosystemto obtain the encrypted digital data [Cv]
i S express M,. .,and .a process to decrypt the

Cv = E.(Kv, ( .
encrypt ed &qg?ﬁ% ?%Fﬁt“%a@\é]l v ¢yp 8 15 upeuntedsya Rpnremotsble strudtiee
O gLt al S3pne iR AR, Bufieate T Wi th O meRiGhiod vedkHiFtnip 55 ' °

obtained.

£0060]

(3) The authentication verifying information [A] is read.

In case the authentication verifying information {A] is analog information, it is
( digitized, and the authentication verifying data is obtained.

In order to accurately read the authentication verifying information [Al, it is

desirable to read after the authentication verifying chip 3 is mounted on the

certificate 1.

[0061]

(4) The authentication verifying data [Al is encrypted by using the crypt key

[K] of the authorities, and the encrypted authentication verifying data [C] is

obtained.

[0062]

(5) The encrypted authentication verifying data [C] is stored in the confirmation
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[ 0054] Now, referring to Fig. 1 to Fig. 14, description will be given
bel ow on a nmenber to be used for authentication for an object to be
certified, and on a process to judge the authentication. [0055]
<Enbodi nent | of the authentication nmenber and the authentication
process> Referring to Fig. 1 and Fig. 2, Enbodinent 1 is described,

whi ch is aipasimd wxaopfienaiontdh 46 hepidns@bblynb@ited be adlidg et the be
certified. Fig. 1 shows a nenber to be used for the authentication,
and Fi g. dbjechombe gegfifieddss to. verify the authentication by using

t hese nenpers. The reference nuneral 1 as shown in Fig. 1 (a)
representi083kertificate to be used for the authentication, and the

f | .2 cn Fig. L. (b) i Lect. to b ified
uch a5 2 Bontisa &5 SPEHNiD af i abieertd e GRSy ne Brgtiet 24 on”
erifvin . ) . . i .
it hor 1 zayapgBetiol rfiph QL ERRRECA LY i AR CiicrBE Bl o
mount ed GRowhtEEHA ithd EatiEcROAYis bl fiRE IHhaNheCAkNcNRI Forfp@gChi P
3, copy-unabl e authentication verifying information [A] such” as
artif act -infetmatbe [A] d¢ angdol infdrirsitiorrit isf dighized.1 is i ssued by the

authorities. [0057] On the object 2 to be certified, an
aut hent i d&#064h confirmation chip 4 is non-renovably nounted. The

digital data of the authentication verifying, information [A].of the
authent i | ther othgy h@mﬁ ﬁhepemgteéﬁeﬂ% @%@&eﬁﬁ@%mﬂkﬂe@ Wada
[C] by usj a t. . th ut hor.i t.i es, and. i tored.in,the
con 11 mti Bt t6¥eontiomitiaf Find ey oR3n8 RhickficEheEGfined 2!

aut hent i q@b‘%ﬂn verifying is described below. (1) The authentication
verifying chi'p 3 is prepared, in which the copy-unabl e authentication

veri fyi ngg) nfriendichiited Althkstication eekifyineadash €€]08 &&@meﬁyﬁ tigf the
aut hentication verifying chip 3 will be explained below by referring
to Fig. dyptdkefFiofthe2guthpidEhnd plairTtest anihbetidationvedfyingeddtd Yidtlgischi p 3
is nounted in a non-renovable structure to the certificate body, and
a certifiobtnedl with the authentication verifying chip is obtained.

[0066]

(9) The authentication verifying data [A'] as obtained and decrypted from the
confirmation chip 4 is compared with the data obtained from the authentication
verifying information [A] of the certificate 1.

(0067]

As a result, if these are equal with each other, it is judged that the combination of
the authentication verifying chip 3 of the certificate 1 and the confirmation chip 4 of
the object to be certified 2 is valid, and it is verified that the object to be certified is
authentic.

[0068]

If these are different from each other, it is judged that the combination of the
authentication verifying chip 3 of the certificate 1 and the confirmation chip 4 of the
object to be certified 2 is invalid, and it is identified that the object to be certified is
not authentic.

[0069]
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[0060] (3) The authentication verifying information [A] is read. In
case the authentication verifying information [A] is anal og
information, it is digitized, and the authentication verifying data
is obtained. In order to accurately read the authentication verifying
information [A], it is desirable to read after the authentication

I fyi ' ' t th ti.ficate.1. [0061] (4).Th
it hent 1 aat TSR (S PHIHG TS AR A UALP) BB R g HEd B ypt ke
f the: hani - o _ Cf
Gata 1 TRl v BRT Y0 s SR N S AR R ol 88
verifying thetatleaticitp of ther @shifidatd ligdc@BalobjedBid B certiflb® fan BOEediRRd,
confirmation chip 4 i1s non-renovably nounted on a body of the object

to be certi078H 2. [0063] (6) Wien the authenticity of the object to
be certified 2 is to he identified, the authentication verifying

i nf or mat i R PApsemeRdonedionthodiecnt; e datar |44 ias geahirpm3hpsutieaticaiont he
e o b 520 B RS L BRAF b HET
chip 4. On the contrary, it may be so arranged that the encrypted authentication
verifying data [C” ] obtained by encrypting the authentication verifying data [A]
read from the authentication verifying chip 3 is compared with the encrypted data
[C] as read from the confirmation chip 4.

{0071]

To set up the non-removable mounting structure of the authentication verifying chip

and the confirmation chip, there are methods such as a method to adopt an

integrated structure or a method to use welding. Instead of mounting the

authentication verifying chip and the confirmation chip for the object to be cextified,

the information may be recorded on the certificate itself or on the object to be

certified itself.

[0072]

As the storage medium for the encrypted data [C], which is the confirmation chip,
( adequate means such as barcode, two-dimensional barcode of the optical reading and

recording means, magnetic recording means, RFID tag, etc. may be adopted.

[0073]

When an IC chip is used for the confirmation chip, a specific ID is added to this IC

chip during the producing and when this specific ID is incorporated in the data for

the authentication certifying, it is impossible to copy the confirmation chip 4.

[0074]

If it is so designed that the crypt key is stored in a DRAM in an apparatus carring

out the authentication verification, and the crypt key stored in the DRAM will be

lost when the power to the apparatus is cut off because the apparatus is destrayed
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[0064] (7) On the other hand, the encrypted authentication verifying
data [C] is read, which is stored in the confirmation chip 4 nounted
on the object to be certified 2. [0065] (8) The encrypted

aut hentication verifying data [C] is decrypted by using the crypt key
of the authorities, and plain text authentication verifying data

[A '] is @bitelenethe qierbsg]of thojryphkencamempieyanieén verifying data [ Al
as obt ai nﬁ}g)t?gjnd decrypted fromthe confirmation chip 4 is conpared
with the obtained fromthe authentication verifying information

[A] of t certifical 7 lt. 1§ Lhes re_equal _wth
bath ot hernesEoplt S Gornon 20 8 e Bubiieby. oft i AEREIGRR B AR Foelt
verifyin K% ; L4 {rR b L i Of
'he. ob] oot PRR I in 8, Rk thbeBhPd ALt RO v Bof Bt Riven
obj ect t onhBe oidrichibedimiéntgut hentic. [0068] If these are different
fromeach other, it is judged that the conbination of the

aut hent i cl76h verifying chip 3 of the certificate 1 and the

confirmation chip 4 of the object to be certified 2 is_invalid, and
it is idevfimbedigentvhef theaugignsisationgngmbeieind thecythentigionapropessei c.

[ 0069] n the.certificat.e ere the authenticati erjfyi chip
o ot ab o CetRGE ia uet SR RrECE bRl Gttt g ot Bhe
confirmatj.of LRl u .t NANRY t SR & .
(and 1 no SETA RylrbnlE I&LrohilPutl b B Hblfortihe RRGRREN 2 Sefe i
af or enentji ?8&%]@ D aRb ¥BRfinn e Ricifof Ak E&fHcdteom t he

aut hentication verifying chip 3 1s cohpared wwth the data [Al as

decr ypt edrifrdshdwiememhbrs totid wyeddbr thedautlianticiigor and Fay. Wi, sHobvsmprobesss o
arranged that the encrypted authentication verifying data [C' ]

obt ai ned tbyedficthepuithepticatéondhp ieing these inwambazs. fyi ng data [A] read

fromthe authentication verifying chip 3 is conpared with the
encrypte 084¢ [C] as read fromthe confirmation chip 4. [0071] To

set up t stemovabl e mount ing, .structure, pf .1 he authenticat..on.
veri fyi nd e pALIOVRE o Rnan VD i aeine B b FuhiRion SBlibRien
nmet hod t t L r : : | 5.
st oad aPaass i) SEREIAFRECb HhXlifed s, hoff 2 iRy R & 89
conf i r matgyBRcicty the @thehfieatPR) weffcitibnbe certified, the informati on may
be recorded on the certificate itself or on the object to be
certified0Di&kl f.

On the certificate 5, an authentication verifying chip 7 and a confirmation chip 8
which are prepared by the authorities are mounted non-removably.

In the authentication verifying chip 7, copy-unable authentication verifying
information [A] such as artifact-metrics is stored.

In the confirmation chip 8, encrypted data [C1], which is obtained by encrypting
digital data of the authentication verifying information [A] by using a first crypt key
[K1] of the authorities, is stored. ‘

{0079]

On the object to be certified 6, the confirmation chip 9 is non-removably mounted.
In the confirmation chip 9, encrypted data [C2], which is obtained by encrypting the
digital data of the authentication verifying information [A] by using a second crypt
key [K2] of the authorities, is stored.
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[0072] As the storage nediumfor the encrypted data [C], which is the
confirmation chip, adequate neans such as barcode, two-dinensional
barcode of the optical reading and recordi ng neans, nagnetic
recording nmeans, RFID tag, etc. may be adopted. [0073] Wen an IC
chili is [m%g for the confirmation chip, a specific IDis added to
this ICc ghuring t he producing and when this specific IDis

i ncor por L -] i i £yl L fogl

| noorPOr A 6 dhabapeld Gl cABEKETRENL et 55 bid 1Ry iy
desi gned Rt wifle the ¥ithe koY ndy 15! eddoilave sTApddd irfaraBnRRpar at us
carring out the authentication verification, and the crypt key stored
in the DRAWBYW || be | ost when the power to the apparatus is cut off
because the apparatus is destroyed or stolen, the stealing of the
crypt keyNewrdaseriphan, wilk keigivem o 3] Droeass ds sbowm &0 Kige 4eonmon to t he
ot her embodinents., IL is traubl esane .and useJess_ to explain this in
Che® ot hor dnibh RBRRGcasin "GO0 Gb dde Erempredbm WHIGh Cor-Bedg ven | n
t he ot her ' . i A of the authentication
menber an%%@%%%@ég?@#%@gg@s%@%@%‘he certificate is not

aut henti cfoogs] is not possible to assert that the object to be
certified is authentic. Description will be given now on the

Enbodi nen(2) 2 Themehériticatiop oerifylganfoematien [ 49k read. t he aut henticity of
the certificate. Fig. 3 shows nenbers to be used for the

aut hent i datcagmtheaauthafitigation wirdymg anformatéssis A b is analdg/infdrenation, it is

aut henti cati,on by using.these nenbers. [0077] Fig. 3 (A shows a
certificdigitized 4 tha veshneg datp dyoltanedhe aut hentication verification

A NP ST R s
desirable to read after the authentication verifying chip 7 is mounted on the
certificate 5.

[0083]

(3) The authentication verifying information [A] is encrypted by using a first
crypt key [K1] of the authorities and the encrypted data [C1] is obtained, and it is
stored in the confirmation chip 8.

[0084]

(4) The authentication verifying chip 7 where the authentication verifying
information [A] is stored and the confirmation chip 8 where the encrypted data
[C1] is stored are mounted non-removably on a body of the certificate 5.

[0085]

(5) On the other hand, the authentication verifying data [A] is encrypted by
using s second crypt key [K2] of the authorities snd the encrypted data [C2] is
obtained, and this is stored in the confirmation chip 9.

(00861

In this case, different keys may be used as the first crypt key [K1] and the second
crypt key [K2], or the same key may be used.
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[0078] On the certificate 5, an authentication verifying chip 7 and a
confirmation chip 8 which are prepared by the authorities are nounted
non-renovably. In the authentication verifying chip 7, copy-unable
aut hentication verifying information [A] such as artifact-netrics is
stored. In the confirmation chip 8, encrypted data [Cl], which is

obt ai ned [W@8&hcrypting digital data of the authentication verifying

information [A] by using a first crypt key [KI] of the authorities,
i s st or ed(6)] OB pondiimatien ekipstvhers the enevipiad datr 6C21 re stosed is maunisd

chip 9 is _non-rengvabl unted..In the copfi tion chip 9,

encr ypt edl%a‘iego[v@}',o“v%ﬁ’@ qr}ég%BPJS%fé’g)eo‘iﬁf@ﬁ%c{ g;ti ng the digital data
of the aufopg ication verifying information [A] by using a second
crypt key @] of the authorities, is stored. [0080] It is

desi rabl e(?PhaFoﬂtlﬁé alitHenticRloRlertiediddlot khd Shigltfth SecBttifdagnthpe second
crypt key [1(2], ile the same key may be udsed to have sinpler

ar r angenesithentiodp bf tHsosrtiti@se biipideatified bl ifde  FErv@the RoAfirdiRRaTHiPS
shown in Fig. 4. (1) An authentication verifying chip 7 is prepared,
i n whi ch anothy-certiffshie Buthhencivotedi date (611 fiyiead. i nformation [A] is

st or ed. [@08@] (2) The authentication verifying information [A] is
read. I n O98% t he authentication verifying information [A] is anal og

I nfornati &5 'i‘ﬁe éifcr?ﬁtgc':l Ei;it%%ﬁng &eréleyp & f)gl; Xlang tl(ljea &t Iczsyp? ?{%}6} | [?{eﬂ of
the authorities and the decrypted data [A17 is obtained.
[0090]
(9) The authentication verifying data [A] is read from the verifying chip 7 on the
certificate 5.
(0091]
(10) The decrypted data [A1'] thus decrypted is compared with the
authentication verifying data [A].
[0092]
As a result, if these are equal with each other, it is judged that the combination of
the verifying chip 7 and the confirmation chip 8 is valid, and it is verified that the
certificate 5 is authentic. |
[0093]
If these are different from each other, it is judged that the combination of the
verifying chip 7 and the confirmation chip 8 is invalid, and it is identified that the
certificate 5 is not authentic.
[0094]
Next, the authenticity of the object to be certified is identified.
(11} For the authentication verification for the object to be certified 6, the
encrypted data [C2] stored in the confirmation chip 9 is read.
[0095]
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In order to accurately read the authentication verifying information
[A], it is desirable to read after the authentication verifying chip
7 is mounted on the certificate 5. [0083] (3) The authentication
verifying information [A] is encrypted by using a first crypt key
[KL.] of the authorities and the encrypted data [Cl] is obtained, and

it t ' h ' ti hi,p 8. 084] 4) Th

aut hont i cattBn JBFEPOPAGISHEDL e o S iiet AL EREREHE ARevBH comtieyi i)

i nf ti i br ' hip 8 wh th
encrypt ed ore PO e L R R T D ani o body of
the certifiomge 5. [00851 (5) On the other hand, the authentication

verifying data {ﬁ% I's encrypted by using s second .crypt key [1(2] of
t he aut hor {13) esThtdearipted detayl22k ofl iteacon@@iatiocn dilii Aiis eznpared withi thei s

stored in the confirmatjon chi . [00861 In this case, different
keys may bEtEHgaGen velyngdata &Pﬁﬁ’ﬁ VEIRRE CBRd-t he second crypt key

[1(2], or ¢d@§ ﬁame key may be used. [0087] (6) The confirmation
chip 9 whe ? e encrypted data [C2] is stored is nounted

non-renovaly y r&miaiftaeie Qb dghs Wil 85dh JtRed R 1€ Sdokll itRH tRe bB8Son of
the authentication verifying chip 7 of the certificate 5 and the confirmation chip 9 of
the object to be certified 6 is valid, and it is verified that the object to be certified 6
is authentic.

[0098]
If these are different from each other, it is judged that the combination of the

authentication verifying chip 7 of the certificate 5 and the confirmation chip 9 of the
object to be certified 6 is invalid, and it is identified that the object to be certified 6
is not authentic.

[0099]
The authentication verifying chip, the confirmation chip and the details relating to

the confirmation chip are common to those described in the Embodiment 1, and
further explanation is not given here.

C [0100]

The procedures of encryption and decryption, and the matters relating to controlling
the crypt keys are the same as those described in the Embodiment 1, and detailed
description is not given here.

[0101]

{Embodiment 3 of the authentication member and the authentication process>

In order to further secure the authentication verification, description will be given
now on the Embodiment 3 to venfy the authenticity of the certificate and the object
to be certified by each other, referring to Fig. 5 and Fig. 6. Fig. 5 shows members

to be used for the authentication verification. Fig, 6 shows a process to verify the
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(7) For the authentication verification for the object to be
certified 6, the authenticity of the certificate 5 is identified at
first. Fromthe confirmation chip 8 on the certificate 5, the
encrypted data [Cl] is read. [0089] (8) The encrypted data [C] is
decrypted by using the first crypt key [K1] of the authorities and
the decrypted data [Al'] is obtained. [0090] (9) The authentication
verifying dethanticalion ssingghederoembérs. veri fyi ng chi p 7 on the

certificat The ecr ted data_ [ hus decrypt ed
i s conpar e%&vﬁt{%& Wéti‘t%%ﬁ@ if }5|118§ﬁi1¥ﬁjif85 enticgbeD] " As a

conbi nat oG TUFY TP nbidih B %ﬁ‘ﬁ&gﬁﬁ %?%’ﬁéﬁ@n%f@e% LR

valid, andwhich'@tﬁéeédbﬁéc?@o taduthdificsdd ¢ diedti®. 5 1s authentic. [0093]
| f these are different fromeach other, It Is judged that the

conbi nati ofpld2]t he verifying chip 7 and the confirmtion chi p8is
invalid, and it is identified that the certificate 5 is not
aut hent i c. Opolpdaqrtifeste 111 hErshanthenticationyreofyinghehip B é¢ non-emevably

cort o0 e ot (A O VB auLhent Lo n veri L catt on
the confir; Hﬁ%g@onc I?AP] RuitPad Sfct-metrics is stored.
[0103]

On the object to be certified 12, a second authentication verifying chip 14 is

non-removably mounted, In the second verifying chip 14, copy-unable second

authentication verifying information [A2] such as artifact-metrics is stored.

(0104]

On the certificate 11, a second confirmation chip 15 is further non-removably

mounted. Digitized data [M2] of the second authentication verifying information

[A2] of the object to be certified 12 is encrypted by using the crypt key [K2] of

the authorities to the encrypted-by-second-crypt-key data [C2], and this is stored in

the second confirmation chp 15.

[0105]

( On the object to be certified 12, a first confirmation chip 16 is further
non-removably mounted. Digitized data [M1] of the first authentication verifying
information [Al] of the certificate 11 is encrypted by using the crypt key [K1] of
the authorities to the encrypted-by-first-crypt-key data [C1], and this is stored in
the first confirmation chip 16.

[0106]

It is desirable that the first crypt key [K1] is different from the second crypt key
[K2], while the same key may be used to have simpler arrangement.

{0107]

Description will be given now on a process for the authentication verification as
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[ 0095] (12) The encrypted data [C2] is decrypted by using the
second crypt key [1(2] of the authorities and decrypted data [A2'] is
obt ai ned. [0096] (13) The decrypted data [A21 of the confirmation
chip 9 is conpared with the authentication verifying data [A] of the
verifying chip 7. [0097] As a result, if these are equal with each
other, it is judged that the combination of the authentication
verifying ém‘ﬁ“’ﬂ K. Phe certificate 5 and the confirmation chip 9 of

t he obj ect C i £ -1s vali.d and it.is verified that the
by ect. to. b careiEhild atfetic i fertine BBBotg s edFEL hERME  or ont
from each ol salednd : e ' e} :

aut hent i caﬁﬂgﬁ&n\? Ié’lrelt Sfé;?.é%%agﬁi&gw%ﬂ%% V%]%gmggﬁaﬁﬁdzﬁ QA@‘ zlast'n fe}'udé
confirmati Qouo8hi p 9 of the object to be certified 6 is invalid, and

it is identified that the object to be certified 6_is not authentic.
[0099] The(ZAut Rbaseeadiaythentiedtion vegifiing miormtesion ddi2l risaeadn chip and

éZECE?LZL' P DO a@%ﬁn@%%é%&gﬁﬁkrfaq”@%%%%ﬁaé? ?ar‘i{l‘@és‘is%?géiien
. [01 - . ' . '
mat ter s 7 ORSPPAG oF Sone At PrhERRE R B rRRgo P e e BOEL' T

descri bed (igngghe Enbodi ment 1, and detailed description is not given
here. [0101] <Enbodi nent 3 of the authentication nmenber and the

aut hent i cai3) orflipr smesd 2uthentication verifying  data [M2] is encrypted by using
¢ the second crypt key [K2] of the authorities. The encrypted second data [C2] is
) obtained, and this is stored in the second confirmation chip 15.
[0110]
(4) The first authentication verifying chip 13 is prepared where the copy-unable
first authentication verifying information {Al] is stored.
[0111]
(5) The first authentication verifying information [Al] is read.
In case the first authentication verifying information [Al] is analog image
information, it is digitized.
[0112]
( (6) The first authentication venfying data [Al] is encrypted by using the first
crypt key [K1] of the duthorities. The encrypted first data [C1] is obtained, and
this is stored in the first confirmation chip 16.
[0113]
In this case, different keys may be used as the first crypt key {K1] and the second
crypt key [K2], or the same key may be used.
[0114]
(7) The second verifying chip 14 and the first confirmation chip 16 are mounted in
a non-removable structure on the object to be certified 12.

[0115]
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In order to further secure the authentication verification,
description will be given now on the Enbodinent 3 to verify the
authenticity of the certificate and the object to be certified by
each other, referring to Fig. 5 and Fig. 6. Fig. 5 shows nenbers to
be used for the authentication verification. Fig. 6 shows a process

to verify the _authenticatjon using these nenbers. Fig. 5 (a) shows a
certificat )1 Thaarsdruthentigron wyilying chine Sandribe s¢eead confirmation chip 15

verification. Fig. .5 (b) shows,an object to be rtified 12, such as
2 conmod AP B ¢ A ST RoR S BRbAE o PR SRR n ver 1 catl on.
[0102] On thggepertificate 11, a first authentication verifying chip
13 is non-renpbvably nounted. In the first verifying chip 13,

copy- unabl @)f i F&t thaulubiRmticaRhi veRfvalons fok e dHd@reBt cemifedlb, s4ch as
artifact-metrics is stored. [0103] On the object to be certified 12,
a second auchgpted Gt ideta el fhichgs sturgd ithiedirstoronfiemanombdhyp i nruatkd
In the second verifying chip.14,. copy-unabl e second aut hentication
verifying qnn‘fhér‘]%!aﬁq: %Chb? porpifisd dh iggesd fistact - netrics is stored. [0104]
On the ce;@hyﬂcate 11, a second confirmation chip 15 is further

non-r enov mounted. Digitized data [ M] of the second

aut henti catippn iy | j j .
certi T ed 101 A e R P TCLA R IR e oF T3 O et ey
aut hori ti d¥1f coftthe aethoriyips et Bist o tekt dampia1Kels staiiaed.C2], and this
is stored in the second confirmation chip 15. [0105] On the object to
certifil8H812, a first confirmation chi p 16 is further

b
A TR RO H——
cnor ypt eq B RBfinds cHiy 15 nthicd b o oGl ALBR AR % e
first confd caxgtthe firgthuiuphehbicat{oRbRGIyihi iiferntheish Akl eist:hdbg thged i r st
crypt key [KUis different fromthe second crypt key [ 1%2] , While the
sane key miynsdonsiéd digitihede sinpl er arrangenent. [0107] Descri ption
w il be gtalﬁg] now on a process for the authentication verification as
(12) Next, the encrypted second data [C2] is decrypted by using the second
crypt key {K2] of the authorities and second plain text data [A2'] is obtained.
[0120]
(13) The first authentication verifying information [A1] of the first verifying chip
( ‘ 13 on the certificate 11 is read.
[0121]
(14) The second authentication verifying information [A2] on the second
verifying chip 14 on the object to be certified 12 is read.
[0122]
(15) The first authentication verifying information [Al] of the certificate 11 is
compared with the decrypted first data [Al'] of the object to be certified, and the
second authentication verifying information [A2] of the object to be certified 12 is

compared with the decrypted second data [A2'] of the certificate.
[0123]



shown in Fig. 6. (1) The second authentication verifying chip 14 is
prepared where the copy-unabl e second authentication verifying

i nformation [A2] is stored. [0108] (2) The second authentication
verifying information [A2] is read. |In case the second

aut hentication verifying information [A2] is anal og i mage
information, it is digitized to the second authentication verifying
dat a [ M2] . A$ o 1e9iit, (eshareswpaheith gathentiesdt isgndgedrthal/thagondimtion ol s

encrypted by using the second crypt key [1c2] . of the authorities. The
encrypt ed UEhETHICRon Vey gy %t%?f ‘[é’ﬁcfeftmcétq N %"tdof&“é $h t he

BHP
secors, oo AR e ML o COh Tl i Mg

aut hent i cadelQ MRhdfticansh YORDIERRLIPT btk db‘fec% §@p&CertHild 13lanl The I&gmg
first authentication verifying information [Al] is read. In case the
first authenti catdonfirmaionfchipds ioftier cortificate | Alafe validanad igs iverGed that
information, it is digitized. [0112] (6) The first authentication
veri fyi ng thapbieftaio] be ecrthed ppruelebniy. using the first crypt key [1(1]

of the aut[gl?%@tles. The encrypted first data [C] is obtained, and
this is st in the first confirmation chip 16. [0113]

If these are different from each other, it is judged that the combination of the first

authentication verifying chip 13 of the certificate 11 and the first confirmation chip

. 16 of the object to be certified 12 and the combination of the second authentication

verifying chip 14 of the object to be certified 12 and the second confirmation chip 15
of the certificate 11 are invalid, and it is identified that the object to be certified is

not authentic,
[0125]

The authentication verifying chip, the confirmation chip and matters relating to the
confirmation chip are the same as those described in the Embodiment 1, and
detailed description Is not given here. )
[0126]
Also, the procedure of encryption and decryption and the matters relating to

( controlling the crypt keys are the same as those described in the Embodiment 1,
and detailed description is not given here,
[0127]
{Embodiment 4 of the authentication member and the authentication process>
Generally, the number added by the authorities is put on the certificate.
By adding the number of the certificate to the object to be certified, the relation
between the object to be certified and the certificate can be identified. However, if
the certificate number 1s shown on the object to be certified, the object to be
certified can be easily forged. To cope with this problem, a chip where the

encrypted certificate number is stored is mounted on the object to be certified in



In this case, different keys may be used as the first crypt key [1(1]
and the second crypt key [1(2], or the sane key may be used. [0114]
(7) The second verifying chip 14 and the first confirmation chip 16
are mounted in a non-renovable structure on the object to be
certified 12. [0115] (8) The first authentication verifying chip 13
and the second confirmation chip 15 are nounted in a non-renovabl e
structure ti:re@mbodmamﬁa‘ad@mebeﬂlbelqm116] (9) For the authentication

verlflcatlm ir the object to be certified 12, the encrypted first
data [d], ©eh is stored in the first confirrration chip 16 nounted

th bj gct -t f { 0
Che. encr ynf Lo PR 2 S5O W8 erftoriphdy BRNCA IR crtifestd o #?%%W%? bpne
key [K11l ofefih@t@widrepi ties and first plain text data [Al'] is
obtai ned. [0118] (11) On the other hand, the encrived second dat a

| CA whi ch Fig. %showesd membeletosiecosed. footie gmt}ﬁmﬂcmibmhidm@& Bl £graeBss
the certificate 11, is read, In case the first authentication

veri fyi ng torvesifithe awthqniicptionsbyawsing theisememanbass.or mation, it is
digitized. @58%@91 (12) Next, the encrypted second data [C2] is
decrypt ed i ng the second

Fig. 7 (a) shows a certificate 21, which is referred for the authentication
verification and Fig. 7 (b) shows an object to be certified 22, such as a commodity
which is the subject to the authentication verification.
[0130]
On the certificate 21, an authentication verifying chip 23 is non-removably mounted
and a specific certificate number 25 assigned by the authorities is non-removably
further mounted.
[0131] -
In the authentication verifying chip23, copy-unable authentication verifying
information [A] such as artifact-metrics is stored.
(0132]
On the object to be certified 22, a confirmation chip 24 is non-removably mounted.
( The authentication verifying information [A] stored in the verifying chip.‘ZSis
encrypted by using a second crypt key [K2] of the authorities to encrypted data
[C] and this is stored in the confirmation chip 24.
[0133]
On the object to be certified 22, further a chip 26 where the certificate number 25 is
encrypted by using a first crypt key [K1] of the authorities to encrypted certificate
number {Cn] and this is stored therein non-removably mounted.
[0134]
It is desirable that the first crypt key [K1] is different from the second crypt key

[K2], while it is also-possible to simplify the arrangement by using the same key.



crypt key [K2] of the authorities and second plain text data [A21 is
obtained. [0120] (13) The first authentication verifying information
[AI] of the first verifying chip 13 on the certificate 11 is read.
[0121] (14) The second authentication verifying information [A2] on
the second verifying chip 14 on the object to be certified 12 is
read. [0122] (15) The first authentication verifying information
[Al'] of thgngs]tificate 11 is conpared with the decrypted first data

[Air] of the C obe certlfled nd .t he second aut entlcatlon
Veri fying Wi SRhaors i3k 5 Gini hip &5 WRRCLIF Lhe pasdirmationachip 24

conpar ed of;

[0123] “*n?%ﬁwdf@%‘%iﬂ? %%?%%Eé{ﬁﬁéﬁ%#um%ﬁﬁvﬁ% hla%itﬁ?udged
that the cQphigh of
the certificat eﬁ%ﬂi&gﬂﬁf&q %@?ﬁoégﬁ%?%ﬁng;tlﬁ%%éc f%‘mfepg% %ecd
to be certtngethdréﬂiﬂ:rmxstémgmm)i nation of the second aut hentication
verifying chip 14 of the object to be certified 12 and the second
confirmatif@3@&hi p 15 of the certificate 11 are valid, and it is
verified that the object to be certified is authenth 01241]1

these are Qﬁsﬂlflétﬂ@h‘zvﬂ} b g1veR BRW SHEPLOCESS f05 ﬂ}%&b%pttf:ﬁfa@n Yeyeication as
conbi natiopn of .t |rst aut hentication verifying chip 13 of the
certificat® O‘Ti“h €he first conflrnatlon chip 16 of the object to be

certified &7 aﬂ% gerﬁﬁgﬂ?%rﬂ@éﬂ@ﬂg dﬂelsﬁﬁﬁl?ﬁ?gd %E@ﬂfeic%ﬁﬁ hiRible

verifying € e certitied 12 and the second

nfirnat iaQ&eﬁfM@mﬂ;&e@Iﬁyzﬁ@ﬁmf@ﬁfatxbxfl i([83t® stdredre invalid, and it is
@entl fi e%otgh'ze]‘t the object to be certified is not aut henti c. [ 0125]
1

(2) A certificate 21 is prepared where an altering-unable certificate number 25 is
attached.
[0138]
(3) The authentication verifying chip 23 is mounted non-removably on the body of
the certificate 21 where the certificate number 25 is attached.
[0139]
(4) The authentication verifying information [A] is read.
In case the authentication verifying information [A] is analog information, it is
(_ digitized,
Tn order to accurately read the authentication verifying information [A), it is
desirable to read it after the verifying chip 23 is mounted on the certificate 21.

[0140]
(5) The authentication verifying data [A] is encrypted by using the second crvnt

key [K2] of the authorities to the encrypted data [C]. The confirmation chip 24:._.13
prepared where the encrypted data [C] is stored, The certificate number 25 is
encrypted by using the first crvpt key [K1] of the authorities to the encrypted
certificate number (Cnl. The chip is prepared where the encrypted certificate

number [Cn] is stored.
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The aut hentication verifying chip, the confirmation chip and matters
relating to the confirmation chip are the sane as those described in
t he Enbodi nent 1, and detailed description is not given here. [0126]
Al so, the procedure of encryption and decryption and the matters
relating to controlling the crypt keys are the sane as those
described in the Enbodi mrent 1, and detail ed description is not given
here. [012F}14¢Enbodi ment 4 of the authentication nenber and the

aut henti cation process> Cenerally, the nunber added by the

aut horiti e&) sTg@pomﬁmaﬁ@n €kipt24rgnddhe chip\26aa imryniafenGorepovaidy onree

certificate to e object, to he certified, the relation between the
obj elctI to Wty@é&g‘? P'i%ﬁét Tz‘iﬁj& Cteﬁréf? i :‘i Lat e can be i dlenti fied.

Ho i Ce o : ¢ he: : B
Corel 1 A HRBAEL khadtith for MERAL i CRRH IO il AficREE e ki Rbording

with this pemblenth f Bitctienes-girtdrRioAsICTY@Ide thr GRE liké,i Labeneid Foerding
stored is nounted on the obj ect to be certified in the enbodi nent as

descri bed rhednsyor §r01Q2 8hip oFithe life eardbd-adpptal. show t he enbodi nent, in
which the certificate nunber given to the certificate is used. Fig. 7
shows nment&842k o be used for the authentication and Fig. 8 shows a

process to.verify.the aut.henticati on Si ese g 29]
B o7 (o Thndi tat ARpRRERh geBhtRn X R Rt BFREIRERE v s
aut henti cat, if Featd i - i

corti fi ed B3 P EHd LER WAt MoScln ORI RANT D ZA Ve hRcb be
jd.ut hent i catitified\oer idd tiret éreayptéDdfficalin ntunberc €Ch], fwidelt & 2dreddm the chip
uthentication verifying chip 23 is non-renovably nounted and a

- speci fic ééraefieeght e number 25 assigned by the authorities is
non-r ermv&ﬁld] further nounted.

(8) The encrypted data [C] is decrypted by using the second crypt kev [K2] of
the authorities and decrypted plain text data [A'] is obtained. Then the encrypted
certificate number [Cn] is decrypted by using the first crypt key {K1] of the
authorities and the decrypted certificate number [n7] is obtained.
[0144]
(9) On the other hand, the authentication verifying information [A] of the
authentication verifying chip 23 and the certificate number 25 as mounted on the

(‘ certificate 21 are read.
In case the authentication verifying information [A] is analog information, it is
digitized.
[0145]
(10) The data [A'] of the object to be certified 22 is compared with the
authentication verifying data [A] of the certificate 21 and the certificate number
[N'] decrypted from the chip 26 having the encrypted certificate number is
compared with the certificate number [N] of the certificate 21.
[0146]

As a result, if these are equal with each other in all, it is judged that the
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[0131] In the authentication verifying chip23, copy-unable

aut hentication verifying information [A] such as artifact-netrics is

stored. [0132] On the object to be certified 22, a confirmation chip

24 is non-renovably nounted. The authentication verifying information
[A] stored in the verifying chip23is encrypted by using a second

crypt key dokbidatieh of B eatifefné hh@thd &d% %? yetestifdatia vhifd a/hA 1§ besid$

stored in the confirmation chip 24. On the object to

certified tBa the whjereto be ckitified s m[(tﬁemot he certificate number 25 I's
encrypted by using a first crypt key [1(1] of the authorities to
encrypt ed (€847l fi cate nunber [Cn] and this is stored therein
non-renovably nmpunted. [013 Is desirable that the first cry

key [KI] |I§t1m o diterege this & Jgég?@rtaafcwﬁombwtlp&@ﬁfhe oafineate eg ghe

Co29sr Tt ity b Rt e o b A5 Titkine tit 4BP obibf & W Eoqilent i,

corti 11 ot ABaf : B 1 3P?hé?e that the authentication ver f
i nf or mat i qp14gy and the certificate nunber are integrated t oge%”hggJ
and this is encrypted. [0136] Description will be given now on a
process f (ihetdwthentichidnt vexdyingrehipe thef confitiaitorachip hodvmatters-taatiy to thi)
The aut hentication verifying chip 23 is prepared where the
copy- unablcenfimmationchipaare dhe Same ay ithngeideseihedtin dhe Enjbodinent ds end
[0137] detailed description is not given here.
[0149]
Also, the procedures of encryption and decryption and the matters relating to
controlling the crypt keys are the same as those described in the Embodiment 1,
and detailed description is not given here.
[0150]
{Embodiment 5 of the authentication member and the authentication process>
When, for the confirmation chip mounted on the object to be certified, an IC chip is
used, a large amount of data can be used, but if the other barcode, two-dimensional
barcode, magnetic stripe, or the like is used, it is difficult to store a Jarge amount of
data.
In the Embodiment 5, typical hash algorithm, i.e., MD5 (Message Digest 5), SAH-1
(Secure Hash Algorithm-1), SAH-2, etc. are used and data can be converted to the
- 16-byte hash value regardless of how big the data amount is, and the falsification of
original data is always reflected in the hash value, If this is utilized, stored data
amount of the server and communication data amount will not be so big. In order
to alleviate the burden of encryption/decryption, the amount of the data to be stored
can be reduced by using the hash aigorithm.
[0151]

Fig. 9 and Fig. 10 illustrate an embodiment where the data to be mounted on the
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(2) Acertificate 21 is prepared where an altering-unable certificate
nunber 25 is attached. [0138] (3) The authentication verifying chip
23 is nmounted non-renovably on the body of the certificate 21 where
the certificate nunber 25 is attached. [0139] (4) The authentication
verifying information LAl is read. In case the authentication

verifying i &ih% %9&&%& is analog information, it is digitized. In
order to accur Iy read 't he aut hentication verifyi ng i nformation

[Al, it is Fi%@' dhals @hd eenfiRds td b@i&ée%rfo% e é(ﬁﬁ%rftﬁé!a 216 dhdws a

nmount ed on e certificate 21. [0140] (5 T ut entl atl on
verifyi ng pakcess[td)versy drecantidreidation bisiisigg tieeseashgscrypt key [ 1(2]
of the authorities to the encrypted data [C]. The confirmation chip
24 is prepé(?léa where the encrypted data [C] is stored. The

tif t 25 d .h the f t t ok I, K1
o the aut T PHRbSTPBerETEHalS ot ieR et 6 HrBERTEeRgon The chi p
i t t
01411 (6 FhGih ATRES (4P ofint 30 chies L 6o iFReL C%ﬂ%h A apaoty
non- r enov aphiyh @NthehabRetht thhéd!ﬂnt?t?cﬂé?ﬁﬂ"citibnbe certified 22. As the
storage nediumfor the encrypted data [C], an optical reading and

recordi ng ®6%bd such as barcode, two-di nensional barcode or the

li ke, a netlc recording means,  or an | C chip or the Iike can be
adopt ed. 13? caf Lt the authentieation aerismng erip A3 paenased Pothe he

bj ect t ,ftth ted dat Cl, which
gfo(ragd i ga?ﬁg%?S%fS Iblﬁgﬁ%ér?ogﬁlgﬁoﬁpSgne'?ﬁ(raygbjeect atg Le] cert: ?l eIdSZZ
and the eflﬁ&h/é)ﬁtﬁﬂer&ftraﬁbﬁ VeSS, dobPhinati bifRehSeaBbR VEHRALY t he

chip 26, are read
information [A] such as artifact-metrics or the like is stored.

[0154]

On the object to be certified 32, a confirmation chip 34 is non-removably mounted.
The authentication verifying information [A] stored in the authentication verifying
chip 33 is hashed and the hash value is encrypted by using the crypt key [K] of
the authorities to encrypted hash value [Ch], and this is stored in the certifying
chip having the hash-value 34.

[01551]

( Now, description will be given on the process for verifying the authentication shown

in Fig. 10.

(1) The authentication verifying chip 33 is prepared where the copy-unable
authentication verifying information [A] is stored.

[0156]

(2) The authentication verifying, chip 33 is mounted non-removably to the body of
the certificate 31,
[0157]
(3) The authentication verifying information [A] is read.

In case the authentication verifying information [A] is analog information, it is
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[ D1431 (8) The encrypted data [C3 is decrypted by using the second
crypt key [1(21 of the authorities and decrypted plain text data [Al
is obtained. Then the encrypted certificate nunber [Cn] is decrypted
by using the first art ke y [101 of the authorities and the decrypted
certificate nunber [nl is obtained. [0144] (9) On the other hand,
the authentication verifying information [A] of the authentication
verifying @Bitise@3 and the certificate nunber 25 as nounted on the
are read. | se the .aut henticatjon veri

iCE1[ f)irjfrrLtC U e Yocackmaitoly AR SuteBHOMPR YRS S agon (B atis (10
T hant P ddkiralic t0 S BRI ind Gerdfiob Tt 33 Bnffihd of HPSLE L 1. ' N

certificatgipgpber [N decrypted fromthe chip 26 having the
encrypted certificate nunber is conpared with the certificate nunber
[N] of the(4gerThd awthemication y@ifth} idermaticaslAl s hdshedhésenawey eglite
with each other in_all, it is judged that the conbination of the
certifi catheskmelue H&llolsj @gained be certified is valid and it is
verified ;[ﬂé the object to be certified is authentic. [0147] If
there is ;%ifference, it is judged that the conbi nation of the

SAMETCR S Y S A
authorities and the encrypted hash value [Ch] is obtained.

C [0160)
(6) The encrypted hash value for certification [Ch] is stored in the certifying
chip having the hash-value 34 and this is mounted non-removably on the body of the
ohject to be certified 32.
fo161]
(7) For the authentication verification for the object to be certified 32, the }
encrypted hash value for certification [Ch] is read from the centifying chip having
the hash-value 34 of the object to be cettified 32.
[0162]
(8) The encrypted hash value {Ch] is decrypted by using the crypt key [KI of

( the authorities and the hash value {H'] is obtained.
[0163]
(9) From the verifying chip 33 of the certificate 31, the authentication verifying
information [A] is read.
[0164]
(10) The authentication verifying information [A] is hashed in one way to obtain
the hash value [H].
{0165]
(11) The hash value [H'] thus decrypted and obtained from the certifying chip 34

is compared with the hash value [H] thus hashed and obtained from the
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[0148] The authentication verifying chip, the confirmation chip and
matters relating to the confirmation chip are the same as those
described in the Enbodinent 1, and detail ed description is not given
here. [0149] Also, the procedures of encryption and decryption and
the matters relating to controlling the crypt keys are the sane as
those described in the Enbodiment 1, and detailed description is not
gi ven her eauthetBefiox Fapdignaiormatior of the veufitiemehip 38ioorthensatidicatend t he
authenticahhgg process> Wen, for the confirmation chip nounted on

t he obj ect %e certified, an IC chip is used, a |large anmount of

] ] ! used, a | arg o
magnet 1 ¢ o f et Mheeo S Wk A8 BRRE it B RApLIRRE L Gl

| ar ge anouthe aafhedidtstion! vedfjie @B oYk certiffcdf S
i.e., 1VID5 (Message Di gest %)E@SAH-l (chrctg%% Fgghn%ﬂgge?ﬂflﬁﬁ{gl#m
SAH 2, et chavingethgdwai-yaltie 3410 therobibes todrevetifier] 82 it vedid) Sacdittie viwidd

val ue regatrdl ess_ of how big, the data amount is, and the falsification
of ori gi n#ﬁ&&b@tﬁﬁ/ﬁﬁé%ﬁtéall%éil@ﬁﬂﬁ% the hash value. If this is
utilized, [ﬁ&%ed data amount of the server and conmmuni cation data
anount w | olt be so big. In order to alleviate the burden of

encryptio Ve | fFEbr rEasn bRk, it (ejuAgdPiHad theedhdhAtbnCethoe
reduced b;ﬁ(ggﬁgﬁt&he hgiﬂk?%[ﬁgozﬁl}ipthm 1[01151311 Fig. 9 and Fig. 10

i |1 ustrat enshepithieh wenfyingchir33 bfthdadestificatda] and tteederifyinghehip having
certificate is reduced. Fig. 9 shows the nenbers to be used for the
act hent i cathednskvalupidd. of the objevistoderestfied32 i \nxalid gnd fots 1dentified that
a

thentication_ by usin Ihgse menbers, [0152] Fig. 9 (a) dhows a
certificat'@e®pe ‘Eﬁcg@ﬁﬁ ASPOANRATC he aut hentication verification

and Fig. Sf%égé shows an object to be certified 32, such as a
comodity I'Ch is the subject to authenticity identification. [0153]

{Embodiment 6 of the authentication member and the authentication process>
As the technique to apply the hash value as used in the Embodiment 5, the digital
signature i1s known.
In the digital signature, one-way hash value of the data to be executed is encrypted
by using a private-key, which is known only to the signer, and it is provided
together with the signed data.
To confirm the authenticity of the data, the encrypted hash value is decrypted by

( using a public-key of the signer. Then, the data is turned to the hash value. If the
decrypted hash value is equal to the hash value to which the data is hashed, it is
confirmed that the data is authentic, which is not falsified. If it is not equal, it is
confirmed that it is illegitimate falsified data.
Further, the signer cannot assert that the data confirmed as authentic is illegitimate.
[0169]
By replacing the hash value of the Embodiment 5 with the digital signature, the
authentication verification is assured.
[0170]
Fig. 11 and Fig. 12 show an embodiment, which uses the digital signature.
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On the certificate 31, the authentication verifying chip 33 prepared
by the authorities is nounted non-renovably. In the authentication
verifying chip 33, copy-unabl e authentication verifying information
[A] such as artifact-nmetrics or the like is stored. [0154] On the
object to be certified 32, a confirmation chip 34 is non-renovably

nmount ed. ks |

rount ed, i 184bBBORAGRNK0R NERLL I nd RAUIRCIDE [ B8O 4 i
encrypt edt@yem{fltﬂgaﬁm%nﬁéﬂm blye.bsu{glﬂlesﬁ michbepdit horities to encrypted
hash val ue [Ch and this is stored in the certifying chip having the

hash- val uéOB?él] [ 0155] Now, description will be given on the process
for verif t he authentication shown in Fig. 10. (1) The

aut Eentlc tg 3& @ rshfwragcem;w@t@@ﬁ,.vsm@r @p‘@f@‘ﬁed/\f@étﬂge atﬁéewyomaaqu
aut hont i oot (B shgws eliohfict B SuRL Stk aa ORI HIGVERRY it Gl sibiec
body of tgb ‘Fﬁﬁéﬁqcfah %1&#31101{10157] (3) The authentication verifying

i nformat i n Case the authentication verifying

I nf or mat i IS anal og information, it is digitized. In order to

accurately read t he authentication verifying information [A], it is
On the certificate 36, an authentication verifying chip 38 prepared by the authorities

1S non-removably mounted.

[0173]

In the authentication verifying chip 38, copy-unable authentication verifying
information [A] such as artifact-metrics is stored.

On the object to be certified 37, a confirmation chip 39 is non-removably mounted.
The anthentication verifying information [A] stored in the verifying chip 38 is
hashed to the hash value, 1s encrypted by using a private-key [Kv] of the
authorities and the digital Signature [S] is obtained. This is stored in the
confirmation chip 39

[0174]

Now, description will be given on the process for verifying the authentication as
shown in Fig. 12.

(1) The authentication verifying chip 38 is prepared where the copy-unable
authentication verifying information [A] is stored.

[0175]

(2) The verifying chip 38 is mounted non-removably on the body of the certificate
36.

[0176]

(3) The authentication verifying information (Al is read.

In case the authentication verifying information fA] is analog information, it is

digitized.
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desirable to read after the verifying chip 33 is nounted on the
certificate n. [0158] (4) The authentication verifying information
[A] is hashed in one way and the hash value [H is obtained. [0159]
(5) The hash value [H is encrypted by using the crypt key [K] of the
authorities and the encrypted hash value [Ch] is obtained. [0160] (6)
The encrypted hash value for certification [Ch] is stored in_ the
certifyi nglnchrder teeadcmegtely seadoibn auticotication yedfiing miomagennde it is

non-renovably on the body of the. object to be certified 32 [Q161]
(7 For "t HeskabRaneacciies ihe ariy ingdiniose onotned obtht fottlise o5
certified @ﬁ{] %Ehe encrypted hash value for certification [Ch] is read
fromthe c 7 ying chip having the hash-value 34 of the object to be

certified ﬁ% i‘lﬁélﬁﬁheﬂt&)a%&bg?ﬁi?ﬁfgwﬁfoﬁﬁaﬁtﬁﬁ haYa¢ ugsHeEhd ohewdeany med

by using t crypt key | he authorities and the hash value [H ]
i s obt ai nersh FEIHEIH] is obtained.
[0178]

(5) The hash value [H] is encrypted by using a private-key [Kv] of the
authorities and the digital signature [S] is obtained.

[0179]
( (6) The digital signature [S] is stored in the confirmation chip 39, which is

mounted non-removably on the body of the object to be certified 37.

[0180]
(7} For the authentication verification for the object to be certified 37, the digital

signature [S] is read from the copfirmation chip 39 of the object to be certified 37.
[0181]

(8) The digital signature [S] is decrypted by using a publickey [Xb] of the
authorities and the hash value [H'] is obtained.

[0182]
(9) The authentication verifying information [A] is read from the verifying chip

(‘ 38 of the certificate 36.
[0183]
(10) The authentication verifying information [A] is hashed to the hash value
[H].
(0184]
(11) The hash value [H'] thus obtained from the digital signature of the
confirmation chip 39 of the object to be certified 37 is compared with the hash value
[H] thus obtained from the authentication verifying information in the verifying
chip 38 of the certificate 36.
{01851
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(9) Fromthe verifying chip 33 of the certificate 31, the

aut hentication verifying information [A] is read. [0164] (10) The
aut hentication verifying information [A] is hashed in one way to
obtain the hash value [H . [0165] (11) The hash value [H] thus
decrypted and obtained fromthe certifying chip 34 is conpared with

t he hash val ue .t hus hashed and obtained fr.omt aut henticatio
veri fai ng A Srh HoRCS DERSTTT RO & o s e Be oM ERpR D
[0166] As r o . j i 1S
that the dBrsinapreoB e SR A e BhAHRRR R nphiialsfigh UfRES
certificat &L ¥ i i wMi 4 of

t he obj ect&t@éggggetﬁ)p% f(f%ggﬁ%fzy{ g&gx(/zﬂaifilagdri'%ﬁc}@ ?i%i E{i‘;ﬁlz@g@?]@ ?’gg“?h% t he
obj ect to degifdrikialitRdtic.s authentic. [0167] If these are different
fromeach other, it is judged that the conbination of the

aut hent i c Bdcansevidaeiduyticndies lehynod Aseeirt thaé thoeoljedtito deecedifiaing noheuthentic,
certifring chip having the hash-val ue 34 of the ob'{ect to be .
certifi ed eyenivdendtmay e opaoy qualisy,ithe Authprides eannot deny OBy sewronsbilisy.
certifi edadoi%a]ot aut hentic. [0168] <Enbodi nent 6 of the

aut hent i cati menber and the authentication process> As the

ira o ot heSBhty alrbiEap Aot YRn RS S fugel el ink TORBIIRE oPinel 1C,
val ue of %&&ﬁ%ﬁ@%&gﬂg@ﬁgtﬁ%ﬂtﬁe%&%ﬁw&e% e &léicﬂﬂﬁﬁaﬁfoh‘éﬁipe@(ﬁbh

whi ch is known he signer, and it Is provided together 'wt

t he si gnednéabjact tbhec@ifified3? heinqalid)and itds idencified bieit dbd abjeéthte be
encrypted hash value is decrypted by using a public-key of the

si gner. Therjfieflie ndagwthentic ur ned to the hash value. If the decrypted
hash value is equal to the hash value to which the data is hashed, it
is confir@¥%lhat the data is authentic, which is not falsified. |f

LS Mot B iment of The Stamgement bf e authdstichtion Verity g hip aidthe' ©
confirmation chip>
An authentication verifying chip and a confirmation chip are arranged on each of the
certificate 5 shown in Fig. 3, on the certificate 11 and the object to be certified 12
shown in Fig. 5, and on the object to be certified 22 shown in Fig. 7.
[0188]
Fig. 13 shows an embodiment where the verifying chip and the confirmation chip
are arranged on the certificate and/or the object to be certified.
In Fig. 13, letters of solid type print represent the data which is stored in the chip
on the upper portion, and letters of outline type print represent the data which is
stored int the chip on the lower portion.
[0189]
Fig. 13 (a) illustrates the most basic arrangement. The verifying chip 101 where
the authentication verifying data [A] is stored and the confirmation chip 102 where
the encrypted data [C] are arranged side by side as separated.
[0190]
Fig. 13 (b) illustrates the arrangement in which a verifying chip 103 where the
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Further, the signer cannot assert that the data confirmed as
authentic is illegitimate. [0169] By replacing the hash value of the
Enbodinent 5 with the digital signature, the authentication
verification is assured. [0170] Fig. 11 and Fig. 12 show an
enbodi ment, which uses the digital signature. Fig. 11 shows nenbers

to be used Lo d: | irQR.: FLg. ;12 ws a cess  to, verify
the aut nonf e B eREM SE I8 natBer SRS AR B 045tk e o
certificat godfimaribh ehiplwherehgs & 1af ke @uthgptdscation and Fig. 11
(b) shows aCrJl objaect tg‘belcertilﬁ}%% 37, gﬁ??h%? a comodity which is
t he subj ecit hay beishentngst thantheeautHdntiadtioaneriffag Ahta @f theheerifpinkichipcaize
36, an authentication verifying chip 38 prepared by the authorities
i S non- r enthvéipied IRBACkage @@167& chip 104y anedne suitc e pontingsri fyi ng chip

38, copy- I;E‘f]ghi aut hentication verifying information [A] such as
artifact- res is stored. On the object to be certified 37, a

fi ti i ' =T . ated, i cat i
veri fying T £F 2, ARt e aHARIAR VY e R T S 8 B
to the hasfutveltidtion Seripiakdateth DY isusibRg a%dl%rdo&iﬁflﬁatf%ﬁmﬂ-ﬁiﬂ(}{@s Fhetd e

authorities and the digital signature [Si is obtained. This is stored

in the cordeconhencoypted dptadT ] 0 Bddrelliave didpesediapiseparatat] Isidebsy giy en tien

t he process for verifying the authentication as shown in Fig. 12.
certificate, and a"veniying chip 107 where the second authentication verifying data

[A2] is stored and a confirmation chip 108 where the first - encrypted data [C1]

(

is stored are disposed as separated side by side on the object to be certified.

[0192]

In the arrangement of Fig. 13 (d}, on the certificate, a verifying chip 109 where the
first authentication verifying data {Al] is stored is placed on an IC chip 110, which
is a confirmation chip where the second encrypted data [C2] is stored.

On the object to be certified, a verifying chip 111 where the second authentication
verifying data [A2] is stored is placed on an IC chip 112, which is a confirmation
chip where the first encrypted data [C1] is stored.

It may be so arranged that the authentication verifying data of the verifying chip is
(' stored in a package of the IC chip by means such as printing.

[0193]

Referring to Fig. 14 to Fig. 30, description will be given below on embodiments of
the authentication verifying chip to be used for storing a carrier containing
copy-unable authentication verifying information.

In these figures, (a) represents a general view, and (b) and (c) each represents a
cross-sectional view.

[0194]

Referring to Fig. 14 to Fig. 26, description will be given on the verifying chip, which

is used for authentication verification and which cannot be copied or falsified.
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(1) The authentication verifying chip 38 is prepared where the
copy-unabl e authentication verifying information [A] is stored.
[0175] (2) The verifying chip 38 is nounted non-renovably on the
body of the certificate 36. [0176] (3) The authentication verifying
information [A] is read. In case the authentication verifying

I nf or mat i é@d Is analog information, it is digitized. |In order to
accuratelsm} the authentication verifying information [A], it is

desirabl e 415?%%@%?%@“ gfthre%tﬁ@%;tydnn&rgﬁh?icggpi s nounted on the

certificate 1771 (4) The authentication verifying information
[ Al is hashigduithertitativ@yedfpthgtdhip IBshshatith Fidl 14 SaphhdiRiedid {1)178]
(5) The hash value [H is encrypted by using a private-key [Kv] of

t he aut horillistegesametampleiofja catnes icgntamorgajtBinticatiob veilfymg. infodhaHdn
(6) The digital signature [5] is stored in the confirmation chip 39,
which is romeBetahpticleroahiiovaningthe coesgisestonah Bleghpldag. 14 (bh metal
certified 3

palzﬁclésofﬁo;lre dispersed by means such as scattering in a transparent resin 121.
(0196]

The metal particles 122 arrangement in the transparent resin 121, which is the
authentication verifying information carrier, is three-dimensional and is formed by
mere chance, and it is impossible to copy the authentication verifying information.
[0197]

{Embodiment 2 of the authentication verifying chip>

The authentication verifying chip 130 as shown in Fig. 15 (a) and Fig. 15 (b)
illustrates an example of a carrier containing the authentication verifying information
using fiber pieces. As shown in the cross-sectional view of Fig. 15 (b), fiber pieces
132 are dispersed by means such as scattering in a transparent resin 131.

(0198]

The fiber pieces 132 arrangement in the transparent resin 131, which is the
authentication verifying information carrier, is three-dimensional and is formed by
mere chance, and it is impossible to copy the authentication verifying information.
[0199]

Each of the authentication verifying chip shown in Fig. 16 to Fig. 19 represents an
example where an embossed hologram is used as the authentication verifying
information carrier.

In the embossed hologram, only the incident light entering to the edge of a pit
having the depth corresponding to 1/4 wavelength formed by embossing is
selectively not reflected.

[0200]

<{Embodiment 3 of the authentication verifying chip>
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(7) For the authentication verification for the object to be
certified 37, the digital signature CS] is read fromthe confirmation
chip 39 of the object to be certified 37. [018I] (8) The digital
signature CS] is decrypted by using a public-key [Kb] of the
authorities and the hash value [}11 is obtained. [0182] (9) The

aut henti cat i,on_verifyji.ng infornmati Al 1S & frrom. t he rhRyin
chip 38 oin %}Wea‘gﬁ?qtf(‘%{‘%l@gf@ﬂ%@g%g% g}(‘:]ffﬁ mTéilg'ag%t(?‘?eﬁFﬁ& i}ég'?igndb) ) 1€
verifyingqi ol -l S ; 5"5’?%% 4]

(11) The %%%'h?éﬂa?%ﬁeeo lﬂl@?*%ﬁgﬁggﬁg@%éﬁ?r om Eé’!@}%&lﬁ’;{ gﬁqag%é? ure of
the confi Eﬁﬁgingras &Rbwm 39 1 clobesabiofEltviéw P i abt(hh | S Hé ppes eapar ed
with the hash value [H thus obtained fromthe authentication

veri fyi ngahdfler atdnoof the pifsevheeithy regn chingt BRdpfunttie aethei dilomted 36.
[0185] As a result, if these are equal wth each other, it is judged
t hat the bolopranat The referenve mumarentd3cgpresantsdransparaat KsipWwEBhgvelse

certificate 36 and the confirmation chip 39 of the object to be
certifiedt®rtotd sygRGed and it is verified that the object to be

[0201]

The position of the edge of the pits 141, which serves as the authentication
verifying information carrier, is produced by chance. If the quantity of the sprayed
resin 142 is not sufficient or excessive, the edge of the pits does not function as the
embossed hologram for incident lights, and accordingly, even when it is copied, it
does not fulfill the function as the authentication verifying information.

[0202]

Referring to Fig. 17, description will be given on a method to obtain the embossed
hologram of authentication verifying information by using a computer.

In the embossed hologram chip for authentication verification, the embossed
hologram comprising 1024 binary data disposed in 32 X 32 matrix arrangement.
In Fig, 17, a position where "0" of binary data is written is indicated in blank and a
position where "1" of binary data is written is indicated by the mark "*",

[0203]

The hinary data, which is obtained by detecting a radiation ray irradiated as a result
of nuclear fission of radioactive material, is usually provided in the form of
hexadecimal number. Binary data of 1024 bits is the hexadecimal number of
256-digit.

[0204]

When the 256-digit hexadecimal number is substituted by 4-digit binary and this is
arranged in 32 X 32 matrix form, the pattern of the embossed hologram as shown
in Fig. 17 can be obtained.

When these are substituted by the quaternary number by similar means, 4-color
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certified is authentic. Because the authorities cannot assert that
the object to be certified is not authentic, even when it may be of
poor quality, the authorities cannot deny own responsibility. [0186]
If these are different fromeach other, it is judged that the

conbi nati on of the authentication verifying chip 38 of the

certificate 36 a t he conf.irmation chip 39 of.the . object to be

certified egqbqsgecpﬂq,lagziaal, o@ﬂa:lg—xpdigéeqrﬁgﬁ%cﬁ B Opi?%ﬂedt he object to be
certified[i[ t authentic. [0187] <Enbodi nent of the arrangenent of
t he aut hentication verifying chip and the confirmation chip> An

aut hent i caduibdugénd 4 bNgechtitndogdion weiffihg oBp>on chip are arranged on
each of the certificate 5 shown in Fig. 3, on the certificate 11 and
t he obj ectlntthe betheptitstion edrifynstiommi4s ahdsimin Big. ahdhe mppérecdgbjaaéithe o

be certified 22 shown in Fig, 7..[0188] Fig. shows an enbodi rent
wher e t he bpeery §fi g @Haiprefrelingsercgakrly rﬁ"ﬁ?ﬂpgﬁﬁl %‘HF%O“a‘i’*%&’ﬁrer“gﬁ’é on

the certificate and/or the object to be certified. In Fig. 13,
letters ofi®98F4% type print represent the data which is stored in the

chip on t *H[? ﬁfé%g%%&gﬁo?gﬁvie@fb@ ﬂ&@é&tﬁéﬁicﬁﬁo&ﬁéﬂiﬂyﬂ@ dYPss flowitin Fig. 18

repr esent I's stored 1n the chip on the | ower portion.
[0189] Fi gp) J@ts(BY drkldiposal @Sirehelampsindsasint barctcmgetientpped ieface of
verifying chip 101 where the authentication verifying data %A] i's

st ored and habeplatmi4a, nadiedgeschi pherembesdsed olopameaierfppred dathe [ are

ISLER LRV RS St NS T paar P
) on the base plate 146, and upper edges for the embossed hologram are formed.

The reference numeral 143 represents transparent resin to cover the entire surface.
[0206]
The position of the pits 147 or the position of the edge of the protrudings 148,
which serves as the authentication verifying information carrier, is produced merely
by chance. Further, the embossed hologram has three-dimensional structure, and
even when it is copied by photographing, it does not fulfill the function of the
authentication verifying information.
[02071]

( <{Embodiment 5 of the authentication verifying chip>
In the authentication verifying chip 150 as shown in Fig. 19, the depth of pits or the
height of protrudings are not the same. As a result, the function of the embossed
hologram is fulfilled by the light components of a plurality of wavelengths.
In the cross-sectional view shown in Fig. 19 (b), pits 152, 153 and 154 with

different depths are formed on a base plate 151, and upper edges of the embossed

hologram are prepared. In the cross-sectional view shown in Fig. 19 (c),
protrudings 156, 157 and 158 different in height are formed on the base plate 155,
and upper edges of the embossed hologram are prepared. The reference numeral

143 represents transparent resin to cover the entire surface.
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aut hentication verifying data [A] is stored is placed on an IC chip
104, which is a confirmation chip where the encrypted data [C] is
stored. It may be so arranged that the authentication verifying data
of the verifying chip 103 is stored in a package of the IC chip 104
by neans Slﬁﬁﬁbﬂs printing. [0191] Fig. 13 (c) illustrates the
arrangenent. 1n which a verifying chip, 10 e he [first..

aut hent i caThepositien ayd Hip of %131 P‘Fssléet iﬁgéﬂéﬁ@i 8r %Wsénn% g the, . p
106 where the s nd .enc ted. d | t jeSpoged as
separ at ed 't%‘?‘ééﬁ gieg.gegf] &% 'r%%'g i[lgc%tlg?ig—ﬁ&gé’eg]el%%&wng chiep 107
where the &F]tg:a b i Gré 3t @Ik AR Indrslybyashenceand a
confi rnati%ﬁﬁc |pa%g%ere toﬁxé\a?fﬁg:{xﬁgﬁﬁ%}ry%t ed data [gl] is stored,
are di spospgiiér, sepanbbsdd dblierdy hat theeedinémsiona) structure, bad even Pherd:
[0192] In the arrangenent of Fig. 13 (d), on _the certificat% a
verifying istiopieddy nhiotogsanhing, it does noti fisih the fncen obther HHRNHEAOR [ Al |
is stored is,placed on.an I C chip 110, which is a confirmation chip
wher e t he “SHHRE IMREPI¥A%G data [C2] is stored. On the object to be
certifi ed,%ﬁ yjari fying chip 111 where the second aut hentication
verifying a?a [A2] is stored is placed on an IC chip 112, which is a
confi r mat i gfiKddiRe B bRtk RatHdntisdticanerpieehigat a [C] is stored. It
may be so arranged that the authentication verifying data of the

veri fyi ng Riki2D illesisites enl ekample pé theagehefticatien v@ifpimgphipofrasans such as
printing. [0193] Referring.to Fig. 14 to Fig, 30, description wll be
g'gven bel AHtheRtEHBHEHEHES P maten SHTHE RSN UoseRco 214y chip to be
u

ed for storing.a carrier.containi c - b u Lcat i
vgrifyingﬁPﬁﬁ%PﬁﬁFW§ﬁ&°?He?ﬁ8¥%§?§%@gggggfgyﬁgé%fégén §ﬁ%§%§$§%yﬁs
view, and j6b) 2Adpéeed BAGR ﬁ-ﬁﬁ%ﬁéﬁme%ir@mr RSSoSACH A8 BFosYiseNonk0HEH]
Referring to Fig. 14 to Fig. 26, description will be given on the
veri fyi ng Ri20, (bhi B selectimeiheffhoraotitenubstaatd matevial, iif isqatsida tahdve
whi ch cannot be copied or falsified.

a plurality of flucrescent colors.

[0210]

The arrangement of the fluorescent granules 162 in the transparent resin 161 and

C

fluorescent color obtained, which serve as the authentication verifying information
carrier, are produced merely by chance and are three-dimensional, and the
authentication verifying information cannot be copied.

C [0211]
<Embodiment 7 of the authentication verifying chip>
Fig. 21 illustrates an example of the authentication verifying chip of an
authentication verifying information carrier using radioactive granules.
In the authentication verifying chip 170 shown in Fig. 21 (a), radioactive granules
172 are dispersed in the resin 171 as shown in the cross-sectional view Fig. 21 (b).
(0212]
The arrangement of the radioactive granules 172 in the transparent resin 171, which
serves as the authentication verifying mformation cartier, is produced merely by

chance and is three-dimensional, and the authentication verifying information cannot
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[ 0195] <Enbodinent 1 of the authentication verifying chip> The

aut hentication verifying chip 12 as shown in Fig. 14 (a) and Fig. 14
(b) illustrates an exanple of a carrier containing authentication
verifying information using netal particles. As shown in the
cross-sectional view of Fig. 14 (b), netal particles 122 are

di spersed b ne%hs such as scattering in a transparent resin 121.

[ 0196] Théx%EPQ “particles 122 arrangenent in the transparent resin
121, mhicq%bi%ihe aut henti cation verifying information carrier, is

t hree-di nenSional and is forned by nere chance, and it is inpossible

to copy t rﬁga}ﬁ RERl QUL RRaNCEtatnpldrofithE anihehii@ion VeABlg chpledidrent

2 of the authentication verifying chip> The authentication verifying
chip 130 amtieheieationvdrifging tarrie)usmacthnfiridesckht §ihstancéustrates an
exanpl e of a carrier containing the authentication verifying

i nf or mat i dhheusidagrentdend Hiechadegramsndihaampbienomens, swvhichsappear dwntl thei ew
of Fig. 15 (b), fiber pieces 132 are_dispersed by neans such _as

scat t er i ndighhTHerfergAchH HY 2 HRNTRESNS maium| ohlggphenqmench &y the eadessed2

e 3 ne oo PR et SR o e et & 2
A o T T _ nd -1

ver  1y1 ng PRt B e ERET s SHRE SeHE A E R py  ng

chi p showjefidtéd Strorly He B the ihferfee@Hc@NBIENEN I XNATRAG, 1A B the

enbossed hologramis used as the authentication verifying information
carrier. Iphehdreendtassed arelddfpremty only the incident |ight entering
to the edge of a tﬁi t having the depth corresponding to 1/4 wavel ength
formed by laehessefi the iiidessencec whor the weidenelighdangle. vares 0 pattnlspathent

3 of the authentication ver.ifying chip> In the t hentication
veri fyi ng dHrBRLICHENSHRRRAUSEH t{% @algaemé%ye%meqer @r.lda gSCepeR iRpearesl or

the like is.filled in pit.s.14 whi ¢ ged regularly by neans
of sprayi NgE% Iraithebicif gl A A RGICS . P g. 16 (b), and
the upper rgggg and the bottomof the pits where the resin is not

filled, function as the enbossed hol ogram The reference nuneral 143

r epr esent s ElahRait $éf the stithewéfion Geyifise tikip> t ot al surface. [0201]
In the authentication verifying chip 180 as shown in Fig. 22 (a), iridescence pieces
182 having the structure of the resin piece coated a thin film thereto are dispersed
in the transparent resin 181 as shown in the cross-sectional view Fig. 22 (b).
(0215]
<Embodiment 9 of the authentication verifying chip>
In the authentication verifying chip 185 shown 1n Fig. 23 (a), pits 187, each having
the depth of about 1/4 wavelength of the light used, are arranged regularly and resin
188 or the like is filled therein as shown in the cross-sectional view Fig. 23 (b).
Iridescence appears by the resin 188 filled in and/or the resin 186 to cover the
entire surface.

[0216]

{Embodiment 10 of the authentication verifying chip>

In the authentication verifying chip 190 shown in Fig, 24 (a), iridescence pieces
191, 192 and 193 having a plurality of thicknesses are dispersed in a transparent
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The position of the edge of the pits 141, which serves as the

aut hentication verifying information carrier, is produced by chance.
If the quantity of the sprayed resin 142 is not sufficient or
excessive, the edge of the pits does not function as the enbossed
hol ogram for incident lights, and accordingly, even when it is

ied, it d fulfill. f i ' i
ver fy g PR GROARIAGH 5 p%aoa}t%%eqoé?—%%q‘#@ﬁeﬁﬁﬁv}%-# o SRS i1
aut heont 1 cAPPOHS JLAREGTR S B FAL BY TRE iR 00bAR: Hiescepes pigees.

enbossed bogram chip for authentication verification, the embossed
hol ogram conpri sing 1024 binary data disposed in 32 X 32 matriXx

ar r angener@EmHodinréd. 111of, tha an@ehticatidon Weeifyeng Ghipef binary data is
witten is indicated in blank and a position where "1" of binary data
is writterdnitbe autitertitEdn trgrifyives chip R98 showi 02BR} 25 He) i materiall 9B such as
whi ch is obtained by detecting a radiation ray irradiated as a result
of nucl earesind8yvisg lyidiy-g sorca and irgobdified thereaftgs imnysgulgrdongiag, and
the form of‘ hexadecj mal nunbey.. inar@%1 1c&&tﬁa of 1024 bits is the
hexadeci mél€ AR eias%qvgfed{lgy 5’[‘30"5 ]**When the 256-digit

hexadeci mg): r..d bt Ld.t.binary and this is
arrangednﬁﬂd%gg&ﬁbén%@ﬁ?’%hFoﬁnﬁ%ﬁénﬁgf lg;l@rn?l:e'of t he enmbossed hol ogram
as shown ifgafdlg. 17 can be obtained. Wen these are substituted by
the quaternary nunber by simlar neans, 4-color enbossed hol ogram of
bl ack- r ed<Pnehodinidng @ 2 nhe euthbhtdaned vefif2@bdhiEnbodi ment 4 of the

aut hentication verifying chip> In the authentication verifying chip
145 shown I the-aughent@atiom getifypr chinige0 awn eFigolé da, o mpterigl 302 mstead

protrudings irregularly, arranged function as the enbos hol ogr.am
" the. cr O hesisiderasngs Diphew Rci s WitiHo ﬁ%ﬁfbﬁ“ﬂg @ﬁ@gﬁ% ﬂ&xggte&sas

by et chi ngreie TEsee <R rdate ot il BR; L b g ARl RO PERARC
enbossed bpl pgragppre formed. In the cross-sectional view shown in
Fig. 18 ((tgg ) g‘?rudl ngs 148 are forned by scattering on the base

pl at e 146m@é@gem%beﬁg%§&h{3%@§m@m%gﬁCﬁ@c@_gr am are forned.
[0219]
<Embodiment of control of the reading)>
Fig. 27 shows an arrangement embodiment to accurately read the authentication
verifying chip.
To accurately read the verifying chip, it is desirable to have a mark 211 for
positioning on the authentication verifying chip 210. Only one mark 211 for
positioning may be used in the simplest case, while a plurality of marks may be
provided to ensure more accurate positioning, The positioning mark is useful not
only in linear reading but also in planar reading using an image pickup device.
f0220]
In order to ensure the accurate reading, in addition to the mark 211 for positioning,
some types of marks, for example, a line to start the reading in moving direction
212 and a line to finish the reading in moving direction 213 are given at the
initiating position and the finishing position for reading the chip, and further lines
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The reference nuneral 143 represents transparent resin to cover the
entire surface. [0206] The position of the pits 147 or the position
of the edge of the protrudings 148, which serves as the

aut hentication verifying information carrier, is produced nerely by
chance. Further, the enbossed hol ogram has t hree-di nensi onal
structure [ i -ARlgogr aphing, it does not
fulfill t%%égﬁ%gyfgﬁmgﬁﬂ%ﬁgagﬁ%%@ﬁ??%g?p%n verifying information
[0207] <Erpggiiment S5 of the authentication verifying chip>1In the
aut hentication verifying chip 150 as shown in Fig. 19, the depth of
pits or tHe deightheakccyraiat reading @f tiee miorotativhentherweriffmgachigstis , t he
function of the enbossed hologramis fulfilled by the |ight )
conponent seessay 3P §yeghrenize themoans v thes veriiing Khincangstéic Seading AAVICE| ew

shown in Eig. .19 (b), .pit .. 153 and.154 with different depths.are
Formad on et s Buppks df msiks Hidor SpinaigRon il e aiised Qe R Seohn
are prepared.. | Cl 0SS : j | v 1.05:El . , .

ot ot adl ngPise DI ESRCARER aplefflad dP U bl Pyt e reping
base pl at %%Qrksa”d upper edges of the enbossed hol ogram are

pr epar ed. e reference nuneral 143 represents transparent resin to
cover thef[gmzire surface. [0208] The position and the depth of -the
pits 152, 153 and 154 or the position and the hei ght of the edge of

t he pr ot r Thhgeaditgstas zndunish s and/or the eravie faasyntteopiaatiomnsignad icaw he

verifying information carrier, . are tgr oduced nerely by chance.
Further, &l5e usethios sigahemagbizaionds top pigBalirAeassingn afnesermesie and

e et 38 SR ARSHRBS RR gl ySFRRE b

<Embodi ne j L L Eyd zﬁﬁ-]?) ' 0
illustrat gelén lgenﬁ%?g%glbg%gg &%%th?ﬁ%rﬁeﬁ%‘%ﬁ(%ﬂ% verl Q?ﬂ;%&gﬁ)lgp of an
aut hent i cpf iAMael fhdl RerbitediuimdraPIN TRIpEdsefitsUs AGhddt @S S&¥ying
granules. In the authentication verifying chip 160 showm in Fig. 20
(a), fl uoindmaeion graielcesplifidigdiber gicses cathdssed Hoimpramafispaseent resin
161 as shown in the cross-sectional view Fig. 20 (b) . By selecting
t he fl uor gmoeles, divatttnecmramdes miiddscent substapess ikl e to have a
plurality_of EI uorescent col ors.

[0223

<Embodiments of the certificate (a guarantee card) arrangement>

Referring to Fig. 28 to Fig. 33, description will be given below on embodiments of
arrangements of the authentication verifying chip where only the verifying chip is
mounted on the certificate in the drawing shown in Fig. 13.

The verifying chips shown in these figures use iridescence pieces as an
authentication verifying information carrier, while the other verifying chips as shown
in Fig. 14 to Fig. 21 can be used. .

[0224]

{Embodiment 1 of the certificate arrangement>

Fig. 28 (a) is a general view of the certificate (guarantee card) where the
authentication verifying chip is mounted and Fig. 28 (b) is its cross-sectional view.
At the center of the surface plate 223 mounted on a base plate 221 of a guarantee

card 220, the verifying chip 222 is non-removably mounted. If it is necessary to
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[0210] The arrangenent of the fluorescent granules 162 in the
transparent resin 161 and fl uorescent col or obtained, which serve as
the authentication verifying information carrier, are produced nerely
by chance and are three-di nensional, and the authentication verifying
i nformation cannot be copied. [0211] <Enbodi ment 7 of the

aut hont | catve VErErRECER PR Fﬁ%ﬁ@ﬂiﬁ?b@#‘f@ e TG SRR Ce By te°
ver i fyi ng SR B S LA B iRl BRY (i 28, RIS e

di sper sed jidicating thast i thé keafficafeoprévidédie cross-sectional view Fig.
21 (b) . [0212] The arrangenent of the radioactive granules 172 in

t he transatlenirramsinent 74 giveh ihete, semadistyps vehifyimpuchie 822 toplaawd in the
verifying information carrier, is produced nmerely by chance and s

t hr ee- di mepetkd part, of dhel surecelath 248i while the nositigndnddghe sizerafdhe verfying
cannot be, copied, ..[ 02 Fig. 22 to Fig. 26 jllustrate exanples, of
Che aut hoRPaRs REHIREF 14 it Hemrecind i n B Rled B s OR R
carrier us[%ﬁ an iridescent substance. The iridescence and the

hol ogram i |Jate phenonena, which appear due to the |ight

o 1o T gt o ZPSi b ecagsy oy bt b

hol ogram appear ere the light is not r

t he edges at theeceptesrud i ourfdey pldie 203, Weikcneee apileaderifiatesiipacid éoh
| i ght conmponents are reflected strongly due to the interference on

pl ane. | nof Rigs2%éy Fig B3, thypathenticatfon yerifyiogeinfarmdioaroasieras arranged
different. In case of the iridescence, when the incident |ight angle

varies, tReerghe enfighspnice of the ¢estificate.eviiiswintd syslace efibe sariicate, 1.8,
oo PLoE 2%l N dSRcence, domsar 3 ol Les, Theratore
aut hent i catignny glidikyd A& Hb&RE.
[0226]
<{Embodiment 2 of the certificate arrangement>
Fig. 29 (a) is a general view of a certificate and Fig. 29 (b) is its cross-sectional
view.
On the guarantee card 225, the verifying chip 227 is non-removably mounted on the
entire surface of the base plate 226. If it is necessary to protect the verifying chip
227, a protective plate to cover the entire surface may be provided. On the surface
of the guarantee card, information 224 such as letters indicating that it is the
certificate is provided.
To read the authentication verifying information, the entire surface of the verifying
chip 227 including the letter information 224 should be read.
[0227]
In Fig. 30 to Fig. 33, the cross-sectional view is not given.
{Embodiment 3 of the certificate arrangement>
On the guarantee card 230 as shown in Fig. 30, the verifying chip 231 is

non-removably mounted on the entire surface of the base plate similarly to the
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In the authentication verifying chip 180 as shown in Fig. 22 (a),

I ri descence pieces 182 having the structure of the resinS piece
coated a thin filmthereto are dispersed in the transparent resin 181
as shown in the cross-sectional view Fig. 22 (b). [0215] <Enbodi nment
9 of the authentication verifying chip> In the authentication
verifying | | | £ 1S, V] h
dept h of §§l(tjuu at‘lf?s i’oﬁ’g@ﬁ'{%&gﬁ gt %ﬁlggﬁsaﬁféou@géeézge:%&y%ggeg)g%tl’%
regularly [p_?d’cgct[v%sélﬁe]t&%o%r B @nbitd Surfave ohdy RARAHRE PHAVidS. SORWRe! N the
cross-sectional view Fig. 23 (b). Iridescénce appears by the resin
188 fil | eduiffccasfdhepuirtasteeeaid23086hd mictmaeion LB sath he Rtidw maAkating that
{0216] <Enbodi nent 10 of the authentication verifying chip>In the
aut hent i cétisdhe vextifitate g pravidedl OUnidteothe dase Bf Big. 28, the lettérinfhesatorc e

pi eces 191, 192 and 193 having a plurality of, thicknesses are

di sper sed 224 1% SivemeEhneh am¢%§2 (50 veatitipavhie distingnished fen the
cross-sectional. vi Fig.. 24 (b | ri.descence. appears i.n different
mmnner . quSERGReY G ihe ey ik b Fob PiS REHORY. b BBReCy ibeuin f6%a 7
<Enbodi mepte 4hRn 6¢1e aut hentication verifying chip> 1In the

aut hentication verrfying chip 195 shown in Fig. 25 (a) , a material

197 such gfed 28f shd 20 R@ichtind Gctend Rreédd £ashovali Fig, spl i dified
thereafter in irregular formng, and the entire surface is covered by
t he resi nliéfs cdsej vheg ¢inc suthepteration berifyigsnformatige isetothelnead, tho @atire
[0218] <Enbodi ment 12 of the authentication verifying chip>1In the
aut hent i cawifasa npb indudingytheHpgenmbrattion 224 oFag .mszé pagfion avhese thd kelter

B e ok SR on e B SRS (L2111 S
liquid dr ?@S]and the entire surface is covered by the resin 201.
<{Embodiment 4 of the certificate arrangement>
On the gnarantee card 235 as shown in Fig. 31 (a), the verifying chip 236 is
non-removably mounted on the entire surface of the base plate similarly to the case -
of the certificate shown in Fig. 29. If it is necessary to protect the verifying chip
236, a protective plate to cover the entire surface may be provided further.
On the surface of the guarantee card 235, the information 224 such as letters
indicating that it 1s the certificate is provided. A lower end of letterds given on the
upper portion and an upper end of the letters given on the lower portion function as
the lines 214 and 215 indicating the end portion shown in Fig. 27, and a forward end
and a backward end of the letters function as the reading start/finish lines 212 and
213 as shown in Fig. 27.
[0229]
In Fig. 31 (a), a frame 238 to correspond to the lines 214 and 215 indicating the
end portion and the reading start/finish lines 212 and 213 is shown, while it is not
actually displayed.
The letter information 224 can be given to be distinguished from the information of

the verifying chip as in the case shown in Fig. 30.
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I ridescence appears by this arrangenent al so by chance. [0219]

<Enmbodi nent of control of the reading> Fig. 27 shows an arrangenent
enbodi nent to accurately read the authentication verifying chip. To
accurately read the verifying chip, it is desirable to have a mark
211 for positioning on the authentication verifying chip 210. Only

one, mar k. 24heh 9o PATLALARMIGLIRY A ciaSth £ e SR RbRATRiASRY ©

a plurality™o 0 ensure noré ac

posi ti oni ngamdbes ﬂ%inblu@ﬁﬂgﬁﬁe MeBFds: ih®rHARU24118t0 B8k¥ad. NFid. B@ab) shows
readi ng but also in planar reading using an imge pickup device.

[0220] | n thedathehticamaureeifiihe irdomatiat éo beaetidng, Fig.8lafdi.ti on to the
mark 211 for ositioning, sone types of marks, for exanple, aline to
start the ¥& ng in nmoving direction 212 and a line to finish the

reading in Vi 3.are |ven at the initiatin osition
and thg f.ﬁﬁm‘Fﬁdﬁg ‘goi?ﬁh'c?r?eft cafey n% Chl p, and furt hgrpl i nes
214 and 2 rﬁ%@%fl?@ﬁﬁﬁ%‘%nsér(ﬁ) 8%51591}%/&}93341 is!0 ensure

t he accuraere |n the information on e ve Ing C Ip, it is

necessary rog- r‘émﬁmpﬂ‘loﬁﬁtddhﬁl fHe\dnfige Ofrfichef viey bdsyiphge emipriyrd thbease
readi ng device. For this purpose, if marks 216 for synchroni zation

si gnal ar ef pheacartificate sheww &r Figy 29g Itmxweaassars t@ pryedsl the venifying chip

synchroni ze _the novenent of the yeading Vi ce en r. t he
marks. [ 0223)2 FrEeGiIa BlatE o Farer tﬁfhanffr@rﬁu C§ TIRE £ PR g%d‘%"ﬁrg‘eﬁar k for

Synehy ont G bR e0 e e HS A 504 PEE U] Blio:t-008 LPRYLARLL RELEON 11

tfie signal p05| ionin

start/finigsdichinBeBatany @E ceRECHRY K révideds Y TEOLEHErZa (LS Rad ghan be
prepared by adequate printing means such as an ink jet printer. In

this figuoa,th¢ hpperghetienael thedewed <21 3f the jetbseriwnan ﬂaatlbmeni pomtnu on
verifying information carrier corrprl S] ng{hfl ber pjeces, e
t

hol ogr am frctoR as Wﬂe@r?éﬁlﬂnégl ABEFHEEIG en¢ P%@Fe‘%wwp AR é% @gnf-nd
subst ance%%)c %Ba)ndigggg&wrg?g nd 8% therlette %rfﬁﬁgtfoﬁ%ts%hé ?ea%i%r antee

card) arr
start/finish lines 212 and 213 as shown m Fig. 27.

[0231]
In Fig. 32 (a), the frame 243 to correspond to the lines 214 and 215 indicating the
end portion and the reading start/finish lines 212 and 213 is shown, while it is not
actually displayed.

C The letter information 224 can be given to be distinguished from the information of
the verifying chip as in the case shown in Fig, 30.

. When the authentication verifying information is to be read, the portion inside the
frame 243 including the letter information 224 is to be read. Fig. 32 (b) shows the
authentication verifying information to be read in Fig. 32 (a).

[0232]

{Embodiment 6 of the certificate arrangement>

In the guarantee card 245 shown in Fig. 33, a material 246 such as resin having
fluidity is spread and is then solidified in irregular forming, and the entire surface is

covered by the resin.
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Referring to Fig. 28 to Fig. 33, description will be given bel ow on
enbodi nents of arrangenents of the authentication verifying chip
where only the verifying chip is nounted on the certificate in the
drawi ng shown in Fig. 13. The verifying chips shown in these figures
use iridescence pieces as an authentication verifying infornmation

carrier Whe Lhe SUnST, verl LYiag, chups a5, Show L0 E 9y dtite B0,
19 o2 O s OBl o B Kol S ancn 62 )

its cr Ossgﬁgl‘éﬁt'e%rb%}q, YhiBWnatfiin 3E5eRAE &S iﬁd?&éﬁg%ﬁqt‘é‘ ?13011,}@& te is

nounted o ase plate 221 of a guarantee car e verifylng
chip 222 ipgovided: r enovably mounted. If it is necessary to - protect
the verifying chip 222, a protective plate to cover the entire

surf ace minjddseermempperd by Ghistdrmngembnicky dfantéie guar ant ee card,
information 224 such as letters indicating that it is the certificate
i s provi déB233In the arrangenent as given here, a small type verifying

o o ho BT STSE bl 0 B B s
(0401 S CABER Tl AR 158, BhoONROSHESY 5, BEST 100,
chip 222, -WHraRtibs cRibas athudted feteetBficald ad é’tﬁmﬁ%flﬁg% Bh@FSs. %,231

while in case of the certificate shown in each of Fig. 29 to Fi 33,

t he aut he@hhesiingnhy anihepticigion veaifyimd Infinibh ite be irSadhistho gadle Q¥ éf tidhe
entire surface of the certificate. Thus, total surface of the

certifi catasesiof the, cartificates stiowrcint gi 28t Fig. 3% rand sletasled desargtionyis ngt
chip. For this reason, the certificate cannot be falsified nor

nodi fi ed. g{"@@ilé![e-<Enbodi ment 2 of the certificate arrangenent> Fig.
29 (a) is &g%ineral view of a certificate and Fig. 29 (b) is its
cross-sect[ | view. On the guarantee card 225, the verifying chip

227 is no : f . | ate
226, 11 (oS TR Bl P BB ot Rty S Bpfa, OB CARSaP
prot ect i vaytRbai@tib® veRNRiz fhPmaAén betheWutiRaeicAR Reifhe thedbrrdPoridie
surface of the guarantee card, information 224 such as lefters
i ndi cat i ngp thalheréfores théegittnidyf afche eentificpe dstiiedn bd eertéfazd byhesing the
authentication verifying information, the entire surface of the
veri f yi ngcatitpatd@vditac| uding the letter information 224 shoul d be
read.
[0235]
<{Embodiment 7 of the certificate arrangement>
Fig. 34 (a) is a general view of the certificate and Fig. 34 (b) is its cross-sectional
view,
On the guarantee card 250, the authentication verifying chip 253 and the
confirmation chip 254 comprising colored two-dimensional barcode or the like where
the authentication verifying information of the verifying chip 253 is digitized and
encrypted and is stored are non-removably mounted af the center of the surface
plate 252 mounted on the base plate 251. If it is necessary to protect the verifying
chip 253 and the confirmation chip 254, a protective plate to cover the entire surface
may be provided further.

On the surface of the guarantee card, information 224 such as letters indicating that
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[02271 In Fig. 30 to Fig. 33, the cross-sectional view is not given.
<Enmbodi nent 3 of the certificate arrangenent> On the guarantee card
230 as shown in Fig. 30, the verifying chip 231 is non-renovably
nounted on the entire surface of the base plate simlarly to the
certificate shown in Fig. 29, If it is necessary to protect the
verifyi ng &npphoextifigatgippweidede pl ate to cover the entire surface

may be further provided, On the surface.of the qqslléarant ee card 230,
the infor FeTEnt A aveR hergy e HATRBE Chip 4o8andjthe cenfirpation chip
certificateg) | i e_of_.Fi 3 he letter

i nformati O%S%SIE%QX%?@%’%%%UFE?% Otgla%% g‘%’iacﬁﬁatg gg?'h‘ilfﬂei tﬁ‘ed)gﬁl%ﬁg and the
di sti ngui s§ied of ey & Bhigr: } : od Y . |

pur pose, the 8oundaetrri§/|5ﬁ?|g nelg aﬁ%bgg}lgéd E:&hgnéf/%Aﬁ@%gﬂggbﬁ%{ﬂéﬁ%ﬁdg%&y
215 i ndi capasitgpnt dsedesmed.porti on as shown in Fig. 27. In this case,

when the a thg?ti-cation verifying information is to be read, the
entire surft#86! not incl udi ng the letter information 224 or an inside

portion wh the lett i nfQ tion 224 is given on the surface is
to be read&%fﬂtﬁﬂg@ﬁi%ﬁﬁm PFANGRRERLT ¢ fi cate arrangement> On
t he guar ang; d; SO | I , erifyin i
236 is nomlg'?%\%bfs)zlag ‘?r%lg%%le onf tlﬁe@éﬁﬁaﬁ%al&cﬁ% aéQQB}I 1§ﬁ %Szﬁgsg(é%?r%{ e
simlarly i@t he case of the certificate showm in Fig. 29. If it is
necessary to protect the verifying chip 236, a protective plate to
c(gver t he Ognhk RasHfdedcrd N85, the a@ﬂ@mim:lfmifﬁ@% chif 257 1€ netHrémovablyf
the guarantee card 235, the information 224 such as letters

i ndi cat i ngiotthied dnt thesentine sedace) dfithebesd slaters6i dbucasa it Bukacessaty tf

| etterds given on the upper portion and an upper end of the |etters

gi ven on Pregedt Sh Authsnticasian veRERRS ehiR £57 na Proterdiye plate 40 goverhe entire

i ndicatin e.epd.portion sh in Fig. .. and.a f I a a
backwar o SHaFS CUR arvaied s e Syt ofibe 2Ry ity fibufitton
lines 212804 ik3i@StoSTHAMte thathit %.a 3@?&%&%3?116%9%5&.9- 31 (a), a frane
238 to correspond to the lines 214 an 15 indicating the end portion
and the rAggh adedgubey position sthtiel iaes pBit@ 266\,ch SbSrmatisthcvp 258fsutieas an I6
not actually_displayed. The letter information 224 can be given to be
di st i ngui éhets mewmedhe i nformation of the verifying chip as in the
case showmpgsr] Fig. 30.

{Reading device>
Referring to Fig. 36 to Fig. 43, description will be given on a reading device.

Q Authentication verifying information carriers to be used on the authentication
verifying chip can be all optically detected. With regard to the lighting source and
the light detected, description will be given on the one using the iridescent
substance as the authentication verifying information carrier, as a case using the
iridescent substance is the simplest to explain. On the other cases of the
authentication verifying information carrier, only the features different from the
features when the iridescent substance is used will be described.

In these figures, the reference numeral 260 shows a base body; 261 a base plate;
263 an upper plate; and 262 an authentication verifying chip.
[0238]
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When the authentication verifying information is to be read, the
portion inside the frame 238 not including the letter information 224
isto be read. Fig. 31 (b) shows the authentication verifying
information to be read in Fig. 31 (a). [0230] <Enbodi nent 5 of the
certificate arrangenent> On the guarantee card 240 shown in Fig. 32
(a), the v@nitodiniéht ahéfithd4dadirie Msre>enovably nounted on.the entire
surface of the base plate simlarly to the case of the certificate
shown i n Fig.362howkfa ietding dewce ssase/an nggeqtielatp deveey which\is tlge rlokp
241, a protective plate to cover the entire surface nay be provided
further. Orsic Arargamentdo sead the aythentisatea weading 40p askeplantt. or mat i on
224 such as letters indigcati hat, it is the certjfi.cate is .

pr ovi ded. #éew%ﬁg @H%ﬁﬁe@@%@r@w&w itedightipp spue 1o Light Hed

he | | nos VoA i 982 Rl AR TG Ra R VR T R G, 27,

and the f t } S
The readi g ot PTG EpPFRBERE EEdalosga sk i CEB coliefd hkeR
[0231] | nfdrijfistarice. (B thid BRef 4 dMie 24D (PuRdrdsanpdigbhidOsduree.| i nes 214
and 215 indicating the end portion and the reading start/finish lines
212 and 2T8eitgpesticthn lighting eotirte issnotdimisert wnahk ywidiesiEByket. othidreadegtidter
information 224 can be given to be distinguished fromthe informtion
of the veHSHNgIPUEGS @ahge uged. hAlwoadke BHBREr ofthelightimpsourggisnat Hisited
aut hentication verifying information is tp be read, the portion
inside th ??eaﬁﬂ?é‘ﬂ%&ﬂ’g’%ggw&wé‘r@étmﬁg? HFS* mation 224 is to be
read. Fig 0%% (b) shows the authentication verifying information to
be read iJ; |&. 32 (a). [0232] <Enbodinment 6 of the certificate
arrangene t P € i [ Qi N i
246 such g‘ggﬁa%enmﬁgw ng%%ﬁ%@%&%@@e@#ﬂgﬁg%ﬁisng%lﬁlgﬁf glo air%f)l? f %?fbl n
i rregul ar withfifiorecermrf R €re@h} Gr @rean) f ackEBi GLedy gireskhbthetdombiRSion of

If it is necessary to protect the resin covering the entire surface,
a protect LEPspf &R & awl Boerihrough thatcombination af blusdyEI avifr theivettiow
further. On the surface of the quarantee card, information 224 such
as | ett er Buorpgneags.i A theathen hang, ke celoricemery 60lpEs 3¢ S¢payated by using

a color filter.
[0240]
Accordingly, the detection of a light according to the combination of the white LED

and the color camera is limited to the color, which can be detected through the
combination in use of the emitting color and the color filter.

102411]

When the embossed hologram is used as the authentication verifying information
carrier, it 1s desirable to use a laser element for the lighting source.

f0242]

When the fluorescent substance is used as the authentication verifying information
carrier, UVLED can be used for the lighting source.

[0243]

When the radioactive material is used as the authentication verifying information

carrier, the lighting source is not used. A fluorescent plate is tightly mounted on
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I ridescence appears by this arrangenent by chance. [0233] Referring
to Fig. 34 and Fig. 35, description will be given bel ow on

enbodi nents of arrangenents where in addition to the authentication
verifying chip, the confirmation chip is nounted on the certificate
as shown in Fig. 3 and Fig. 5. Concerning the authentication

verifying inforpatiqn to ead is t sa in,th ases of the
certifi cattég VEHBWIE § p,lf,ln&&ﬁ%égﬁ%e@%ﬁr@éc@agggfsaﬁtg@e escription is

not given @9{1@. [ 0234] When the encrypted data for confirmation is
correctly decrypted, it nmeans that authentication verifying

i nformat i aph&f tHeisabbiE B0 fAlakeNint® & irbaingasRRus 9id BSfoma, i i t.
Therefore, the legitimcy of the certificate itself can be certified
by using tveefdonthip@aRiioligiited dy th®Bgiting<doubedi26drind 266§ artdnie is
certificate arrangenent> Fig. 34 (a) is a general view of the
certifi catphotogeaphied by 3he campeias266t andethesuthangicattmarernyiaginfonationeon the
guarantee card 250, the authentication verifying chip 253 and the
confi r mat iV6RIYARE $hID 282 d4H¥R3i si ng col ored two- di mensi onal bar code or
the |ike v@% the authentication verifying informati on of the
verifying @ 253 is digitized and encrypted and is stored are

non-rermvz%l@nmﬂ?ﬂ : of the surface plate 252 nounted
on the base pla e%?i?%?tr?&%%%gssary to protect the verifying
chip 253 g 3hoseEhbhdihby shite r@@cﬁn%aeﬁé@tvﬂﬁéh 1€a Phidtktn P thOVer
the entire surface nmay be provided further. On the surface of the
guar ant ee realing dévideoshomtn iarFig236.such as letters indicating that it

is the certificate is provided, In the arrangenent as given here, the
veri f yi ng Ie thip Exggdanent: 5 she white caler ivebtamnpg zswnuraerad%di&)@maa graes

center of e rfac I 47, ile the, iLion and th i ze of
the verif }4‘5&52@ fﬂﬁ aﬁhﬁrﬁéﬁ@%mﬁa@ the, i@@mai @d FRIGIE 22001 palor
pl aced at any _position.as desired, 36] <Enbodi nent 8 of the
Cert 1 ol inpfiedmé Sheas wes

The types of lighting sources are not limited to three types of read LED, green

o

LED and blue LED. Also, the position of the arrangement and number of LEDs are
determined as appropriate.

[0246] .

In the Embodiment 1 and in the Embodiment 2, an area to be lighted is not limited,
and a detection area is limited. In addition, it is also possible to arrange to limit the
lighting area and not to limit the detecting area.

(02471

<{Embodiment 3 of the reading device>

Fig. 38 shows Embodiment 3 of the reading device, which is a variation of the
reading device shown in Fig. 37.

For the reading device, a monochrome camera 271 is used instead of a color camera
270.

The types of lighting sources are not limited to three types of red LED, green LED
and blue LED. The position of the arrangement and number of LEDs are

determined as appropriate.
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Fig. 35 (a) is a general view of the certificate and Fig. 35 (b) is a
cross-sectional view On the guarantee card 255, the authentication
verifying chip 257 is non-renovably nmounted on the entire surface of
the base plate 256. In case it is necessary to protect the

aut hentication verifying ;chip 257, a protective plate to cover the
entire surf i.s fur.ther provided...On the ace of th

cort1 i car & TatcqstiarSlorRsRin Fornish strof DS s oy eRbRL Ge S Mtar
it is.a cepli.fd I 5-Q8RECE ggﬁ b e position on the base
pl ate 256,ngg%§?%§ﬁ§%Fo§§gﬁ?g géiﬁkﬂ ggﬂgﬁﬁgc chip i s nounted.

[0237] <ReRtiheBmbR¥mess] ameiethel Bebd®mEhtoR, a3GrPtdbdlightad is not limited,
description will be given on a reading device. Authentication

verifyi ng amdfthedgtéctinn caaaris dindtedo Ineaddgid, tins alse pastiblerit Ruangoto limit
verifying chip can be all optically detected. Wth regard to the
lighting s@arligBtngarearad nog ke inetiae detectiBg 3 ption wi Il be given on

t he one usto%g he iridescent substance as the authentication
verifying mation carrier, as a case using the iridescent

substance iyt QEmeliPhefk difxbatd> On the other cases of the

aut hentication verifying informtion carrier, only the features

di f ferent Hipap §ievsf £pdadingdewiee witidieisi Habete 6 @ RbnSopb giffaras ficen tse df
will be described. In these fi %ures, the reference nuneral 260 shows

a base bodye reslingadeyicss shranén Fis864n Rippd: pl ate; and 262 an

aut henti cation verjfying chip. [0238 <Enbod] pent .1 of .the readin

vt cos Fridie BESHisoon Verthial oY ot 6 JSEhE (Al PreRyaIsdl,
ichis : i r : t i i

Ver fyi ng “BRCARS BRSS! CIRCRR £ JeRhtle AL MR U e

r epr esent spf@rmitkticaehyl pighbdaghis@BbRediereht @bctiche. verifying chip 262,

and 266 represents a canera to photograph it. As the canera for

phot ogr aplin tigs readiny devicea hirr belsngrsoacet 378 apdDwomantesasi 373 endd 74faoe
instance. In_this case

The type 8Fediee pﬁlp@aﬁphij%s% & febiimncts B B wHte flodanp need Brendt
ot her | adequaing LONLLOR, R SEAVERERTEn hogs FHIE L0
sources nBY. brseUs@dion of the arrangement, the type and the number are determined as
appropriate.
[0249]
{Embodiment 5 of the reading device>
(_ Fig. 40 shows a reading device to read the authentication verifying chip as a plane.
Fig. 40 (a) shows a general arrangement of a detecting unit of a reading device for
the card authentication verifying and Fig. 40 (b) is an enlarged view to show the
corresponding relation between the card and the reading device in planar reading.
[0250]
The reference numeral 275 represents a light emitting/detecting element matrix
where a light emitting/detecting elements 276, based on the combination of smali
type light detecting elements such as the photodiode, photo-transistor, CCD, light

detecting elements, etc., with the lighting sources including red LED, green LED,

blue LED, etc, are configured in a planar shape and in such a size to cover up the
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[ 0239] The white LED gives quasi-white col or through the conbi nation
of ultra-violet LED with fluorescence of R (red), G (green) and B
(blue), through the conbination of LEDs of R G and B, or through the
conbi nati on of blue LED with the yell ow fl uorescence. On the other
hand, in the color canmera, colors are separated by using a col or
filter. [OQd49ingAGGPe6l.ngly, the detection of a light according to the
conbi nati on of the white LED and the color canera is limted to the
col or, whThé tgmnarkiethd etuattee df ther lighgingtsorroes atd nait limited to theethede tdde
emtting color and the color filter. [0241] Wen the enbossed

hol ogr am geseasaiyl ge LFDsaut hent i cation verifying i nformation carrier,
it is dest@%ﬁb‘e to use a laser elenment for the lighting source.

[ 0242] Wh e fluorescent substance is used as the authentication

veri fyi ngyhnf | ' . C . f I Pelalg

sour co. T RA TSR OB ol i st YU e A G el B

aut hent i Cé’a‘rh?{) VR des¥hB18 th NEO R el @Rnfdk TorSthe Hohifing kQtke NG source is
not used. A fluorescent plate is tightly nmounted on the verifying
chip, and{gdse]light emtted by scintillation is detected. [02441 \Wen
the base body 260 is taken into a reading apparatus and is stopped,

t he veri f Wheg thhflporzecent substatoeds ubgd ahehel dughentiogtiaoverdpag dslormatebn
265, and it s _photographed the canera 266, and the authentication
veri fyi ngCarHehHgkEB tan heuse %‘é’rﬂ'@%gﬁ@n&?ﬁ%@& i s read.

[0253]

When the radioactive material is used as the authentication verifying information
carrier, the lighting source is not used. A fluorescent plate is tightly mounted on
the verifying chip, and the light emitted is detected by scintillation.

[0254]

When the card 260 is taken into the reading apparatus and is stopped, the verifying
chip 262 is positioned under the light emitting/detecting element matrix 275 in
planar shape. Under this condition, the light emitting/detecting elements comprised
in the light emitting/detecting element matrix 275 and arranged in planar shape
detect the light reflected from the iridescent substance disposed in the verifying
chip 262, and the authentication verifying information is read.

[0255]

The pattern of the electric signals obtained depends on the arrangement of the
iridescent substance. By comparing the information thus obtained, it is possible to
vefify the individual verifying chip 262, i.e., each of the cards 260.

The accuracy of the reading of the arrangement pattern of the iridescent substance
on the verifying chip 262 depends on the resolving capahility of the light
emitting/detecting elements matrix 275 disposed in planar shape.

By adopting a field-sequential-color system where elements emit the light per color

in sequence, the number of the light detecting elements can be reduced extensively.
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[ 0245] <Enbodi nent 2 of the reading device> Fig. 37 shows Enbodi nment
2 of the reading device, which is a variation of the readi ng device
shown in Fig. 36. In this Enbodinent 2, the white color is obtained
by using a red LED 267, a green LED 268 and a bl ue LED 269 instead of
the white LED, and a camera 270 of col or canera or a nonochrone
canmera is[og56d. The types of lighting sources are not limted to
three types of read LED, green LED and blue LED. Al so, the position
of the arfEBmbedment GoftheurdadngslkevicEDs are determnined as appropri ate.

[0246] In_the Enbodinent 1 and jn the Enbodi nent 2, an area toQ. be
li ght ed iEignét shews 2 sepdingdeviceder seading Blage of Hie Jubhardigation verldingi on,

it is al sqrélgossiblen_gﬁ af f.ange tolimt the lighting area and not to
limt the“ofRet ASTEres 1%247] <Enbodi ment 3 of the reading device>

ime ¢ _ di rrent 3 of the reading d
Var att ot B o £ oaly Ao AERAEmERP ot Lo i MHETeRnd deice for

Vi Cce 'S

device, aLaBREEHALIEGAIEH R A70h) & JeRdindel SR B @ GHAIfpPFERAtidn
270. The types of lighting sources are not limted to three types of
red LED, Igiteeen hERrdond dlight debddting maitffors ling¢anretdctinfne ar r angenent and
nunber of LEDs are determ ned as appropriate. A

fiel d-seq2a¥] al - col or systemin which each of LEDs does not |ight at

the same ntaner having £ sideh Slighty 3SR He otk 36 bVl dvection of
the verifying chip 262, a red light emitting/detecting elements array 278, a green
light emitting/detecting elements array 279, and a blue light emitting/detecting
elements array 280 are placed.
[0258]
These red light emitting/detecting elements array 278, the green light
emitting/detecting elements array 279 and the blue light emitting/detecting
elements array 280 are given here as examples, and any combination of colors can
be used.
[0259]
When the embossed hologram is used as the authenticatioﬁ verifying information
carrier, it 15 desirable to use a laser element for the lighting source.
[0260]
When the fluorescent substance is used as the authentication verifying information
carrier, UVLED of one row can be used for the lighting source.
[0261)
When the radioactive material is used as the authentication verifying information
carrier, the lighting source is not used. A fluorescent plate is tightly mounted on
the verifying chip and the light emitted is detected by scintillation.
[0262]
Unlike the reading devices shown in Fig. 36 to Fig. 40, in the reading device of this
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In the Enbodinent 1 and in the Enbodi nent 2, an area to be lighted is
not limted, and the detection area is limted. In addition, it is

al so possible to arrange to limt the lighting area and not to limt
the detecting area. [0248] <Enbodi nent 4 of the readi ng device> Fig.
39 shows a readi ng device which is based on a concept different from
t hat of témbodeaeitnthedeithedsagdrovwerifymghnfyrmaidorn on fiegverdBing Thep 262 is

aut henti cation veri f%igng anformation of the verifying chip has

t hr ee- di rieAs Sphiterttog vetivang chipenhipkendue the readargmmparatys and isstennsie

to obtain different t.ypes, of.i.nfornmat,i b hot ogr.aphi ng from

it £ r ent- tdsEE dhe WHRTRE ¢ if LAGR oo R ¥ | ng sour ce 272
and two g@ggmas 273 and 274 are used for photographing. The lighting
source 2 I'S a white diode as used in Fig. 36 or LEDs such as red

LED, greeghétRie @6t Eakeh tto e ¥&Rthg dbphiatus, & passd rider tRBligikhe

position of. the ar rangenent, t he type and the nu_nbgr are det erm ned
EE) d d%h%ﬁ@ﬁsg@&aur;%?pqe@@wc{ ﬁit%&%%&%g%ﬁ k's%y ;E;])l%?ﬁ%ggﬁi:l een

Fof er enc @MUt 596 g NBL AR o Bn GRS chE e HEZEA 1 teste
Comi nat Ron i S Bk el B AT B0 AT reehR or PRE B AR

phot odi oGyitap Rhfer, bABSINIEO s afdDRagd lilghtisife b dadsiniite AheiTRObB a seirfer,
with the lighting sources including red LED, green LED, blue LED,

et c. ar e andhénythe duthenticapbmnexifysigapformation of thecterdying zhipt262devead. up
t he veriféi ng chip 262. The type and the nunber of the lighting
sources aP864ot Iimited to the three red, green, and bl ue LEDs.

TR R o W LR RN RN I
for the L} g irél‘ﬁyﬁig%ﬁﬁ)%& depends on the resolving capability of the light
emitting/detecting elements arrays 278, 279 and 280.
By adopting a field-sequential-color system where elements emit the light per color
in sequence, the number of the light detecting elements can be reduced extensively.
[0265]
{Embodiment 7 of the reading device>
Fig. 42 shows a reading device, which reads a plane as an assembly of dots.
Fig. 42 (a) shows general arrangement of the relation between a card and an
authentication verifying chip reading device and Fig. 42 (b) is a drawing to explain
a reading method,
[0266]
The reference numeral 281 represents a light emitting/detecting element, which
moves in a direction to perpendicularly cross the the direction that the card 260 is
taken into the reading apparatus.
[0267]
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[ 0252] When the fluorescent substance is used as the authentication
verifying information carrier, UWULED can be used for the lighting
source. [0253] When the radioactive material is used as the

aut hentication verifying information carrier, the lighting source is

R o e e
(he, par S ARk 3 ROKEALLI R HIE AL BEP ARt PP b0

el enent napsdudo2izal MoPERBRY basb@BE thd Rstatior & §r_1@ﬁcﬁl€li hd fulciue o @Ak
emitting/ detecting el ements conprised in the I'ight emtting/detecting

el ement nevéReRtmsatdn dhe eonyersiémirpinantary sivemede teliteat meovengint and
reflected fromthe iridescent substance disposed in the verifying

chi p 262, 2 EReRrRQVERANS: SN ReAEE 06 A Lipeas mOioi gan Ae aderted.on i s read.

[ 0255] Thﬁnggjtern of the electric signals obtained depends on the
arrangene the iridescent substance. By conparing the information

t hus obt a{]ﬂﬁﬁ]o%fn%?f $ﬁpﬂ_§isliegé1ﬁ§%‘8ﬁ¥%i fy the individual verifying chip

262, i.e., eac e car e accuracy of the reading of the

arr angenepy PRLhANa ebadididdvidedISGRAY at: ge on the verifying chip
262 depends on the resolving capability of the |ight

em t ti ng/ Opticat béangingl ivemrite usatd reflR¢Sordbithedesdr boamp bgnerotatiape. By
adopting a field-sequential-color systemwhere el enents emt the

| i ght perpaiygooal piarsagtems edonted imihehdavicefsuchaes hilagiet bdatexintery In

el ements can be .reduced ext nsiveé%. [Oéé!% <Enbodj nent 6 of the
readi ng d8{ FCABNIRE eany, PHEASCHTIRGEANIE rEdiopty bt iietHigpl ane of

(2 chowd il indPo 8 it PR e or the 7 eading
device fofyobsfe verifying chip and Fig. 41 (b) is a drawing to show

the corresponding relation between a card and a |ight detecting unit
for |ineafs gehmclor BBtaining parallel beams, paraboloid is used in a reflecting telescope

and a parabola antenna.

Fig. 43 (a) shows the relation between the paraboloid and parallel beams. In this
figure, the symbol X represents X-axis and the symbol Y is Y-axis, which is
orthogonal to X-axis and the symbol O represents the origin, The symbol P
represents a parabola, which is expressed as: Y = -X2. This parabola has a focal
point F at a position where X = 0 and Y = -1/4. All the straight lines running in
parallel to Y-axis are concentrated to the focal point F when reflected by the
parabola P. On the contrary, the straight lines starting from the focal point F runs
in parallel to Y-axis when reflected by the parabola P.

[0270]

Fig. 43 (b) shows a basic arrangement of the reading device based on this
principle.

In Fig. 43 (b), the reference numeral 285 is a reflecting mirror in form of a
paraboloid. It is designed in a cylindrical shape with its length running in a

direction perpendicularly crossing the drawing surface. Also, at a position to
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[0257] In a container having a wwdth slightly |longer than the width
In nmoving direction of the verifying chip 262, a red |ight
emtting/detecting elenents array 278, a green |ight
emtting/detecting elenments array 279, and a blue |ight

em tting/detecting el enents array 280 are placed. [0258] These red

| i ght eniqorieapsndetobeiongiedicient® (&, raal;olez& ist fosmeg, edich alghws the ITight
emtting/detecting elenents array 279 and the blue |ight .

em tti ng/tadReLal %aoseﬂlmmgtcartﬁwng@ooféﬁ& H @n Hurther at Biefopalapointang
any conbi?gﬁio of. coIoB .ca§ ?e used.E%pZSQ V%?n Ihegﬁgboased

hol ogr am -0 SEFCHRE PHADONG YURISTORIT S rPPe AiPPITRRT THTSF 780 1D HSRoSEA: er |
it is desj: : t ' '

[0260] \WEHCE R $ PoidR, B P B3l et il coln FMeb and 1os

veri fyi ng poimaPidieaisaaltes. T RRrefconenéQN2SA et iy t he
i ghting source. [0261] Wen the radioactive material is used as the
aut hent i cmtittony/detedtingi aleméentf emd263 am awthenticatipn tvhefyingyditip, nehisloig are i s
not used. A fluorescent plate is tightly nounted on the verifying
chi p and obipst bf Gietreadingt ed i s detected by scintillation. [0262]

Unl i ke tgg Jé%zdi ng devices shown in Fig. 36 to Fig. 40, in the

readi ng 9Ttk of this

The light emitted in parallef to Y-axis in Fig. 43 (a) from the light
emitting/detecting element 287 as shown by a solid line passes through the hole 286
and enters the polygonal mirror 288, which is disposed at the focal point of the
reflecting parabolic cylinder mirror 285. After entering the polygonal mirror 288,
the light enters the reflecting parabolic cylinder mirror 285 in association with the
rotation of the polygonal mirror 288. Then, it is reflected in a direction, which is in
parallel to Y-axis and incidents the verifying chip 292.

[0272]

The light shown by a solid line in a direction in parallel to Y-axis in Fig. 43 (a)

from the verifying chip 262 is reflected by the reflecting parabolic cylinder mirror
285 and enters the polygonal mirror 288 disposed at the focal point. The light, thus
entered the polygonal mirror 285 is reflected, passes through the hole 286, and
enters the light emitting/detecting element 287. In contrast, the light reflected in a
direction different from Y-axis from the verifying chip 262 does not enter the
polygonal mirror even reflected at the reflecting parabolic cylinder mirror 285.
[0273]

As it can be understood from the description as given above, among the light
components reflected from the verifying chip 262, only the light running in parallel
to Y-axis enters the polygonal mirror 285. Accordingly, by rotating the polygonal
mirror 285, the light entering the light emitting/detecting element is selected, and

the light reflected condition on the verifying chip 262 can be identified,
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enbodi nent, the authentication verifying information on the verifying
chip 262 is read - not after the verifying chip is taken into the
readi ng apparatus and is stopped - but during the tinme when it is
taken into the readi ng apparatus. [0263] Wen the card 260 is taken
into the readi ng apparatus, it passes under the |ight

emtting/ d%@f:&i ng elenments arrays 278, 279 and 280. At this nonent,
the linearly aljranged array of the light emtting/detecting el enents
detects th ' inef : ua i t e ] i
he ver i Fyme e i K N R R S
with the nisvenesat sule dfitke pelygdngl mgrroh2gs &6skearieond elheBilRtntiaits/deaimly
i n anal og manner by each |ight detecting el enment or discontinuously
in di gital cleEsALES7, sanmdderedl.adt ean hensngdesignied thati negessagsinfirnation is
machi ne or a,c sc&nner, and then, the authent] tcPati qQn verifying .

i nf or mat i ofPtIYHERR O EMF RO CHbY wWecessay aiprmpton i WiHen S8 dliEacy of

t he readi t g rereEgE f .r i desgent . sub ein
the verif ﬁ—gg%ké-%ogdééfgepen San@%ﬁ{a ea@rsg] ‘ovltﬂ\t}ﬁr%éc‘%pgcgl Fﬂ@lgbﬁ ?@g

li ght eni tihkRGis/dai@Ebh MGGl ®FRRBbSN8H @N@re%?%ide?oﬁh@gél 2544 nfdor 285
adopting a field-sequential-color systemwhere el ene tg emt tﬁe

| i ght per andlafirofithe sfmentior astvrditenucdnere rwhd ohe | i ght det ecti ng

el enents c ng%e reduced extensively. [0265] (Enbodi nent 7 of the
readi ng d > Fig. 42 shows a reading device, which reads a pl ane

as_an ass I f dots.. Flg.. 42 (a ows. gener al ran ng of the
rél ation gﬁ?‘v%aeﬁd agg)g\gsda g%’fgc gﬁa%%p%gﬁfqr\é\ﬁlﬁﬁa&@qﬁgﬁ ‘?rf‘?gl%ig‘%ﬁh? eadi ng
devi ce anGefd gine$2r e ' eXp g [ -
[0266] Thecrag fazblllc WA Ol vs0a? 1R il R, FAELGHHEL Riflera
em tting/ @88 eefrcomteb eafating whinoh inmfresofl paaalthildi€Ctk @Nfol@ed in
perpendicul arly cross the the direction that the card 260 is taken
into the seEHrHEdER]HhapsBaviiDEes Engthriora dinectiopy whishtruis pedpendicularly to

260 1 5 ¢ Ak e TSR ST e PoEGh B cis T B o RSB HooR e B
instance, (@ pgaddprd LNRa inMYCIEN) Rasat.Ohed H&-efb%%ﬁ}s'ecw;s%t%s?sgg' nt

as a fulcrum a |1 near novengnt based on € conversion fromro

novenent  t Budthareapolyguedrenitron 288 avhith @a¢ a REMESE Bkis RiniTR@DSpRAle to the
| i near notor can be adopted. f[ 0268] .
axis m extending direction of the reflecting half-parabolic cylinder mirror 289 and

has a polygonal reflecting surface, is disposed at the focal point of the reflecting
half-parabolic cylinder mirror 289. The reference numeral 287 represents a light
( emitting/detecting element; and 262 the verifying chip.

(0276]

The light shown by a solid line as emitted in a direction in parallel to Y-axis in Fig.
43 (a) from the light emitting/detecting element 287 enters the polygonal mirror
288, which 1s positioned at the focal point of the reflecting half-parabolic cylinder
mirror 289. After entering the polygonal mirror 288, the light enters the reflecting
half-parabolic cylinder mirror 289 in association with the rotation of the polygonal
mirror. Then, it is reflected in the divection in parallel to Y-axis and incidents the
verifying chip 262.

[0277]
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<Enbodi nent 8 of the reading device> Fig. 43 shows a readi ng device
of a new arrangenent. Optical scanning neans to use the reflection of
the | aser beam by a rotating polygonal pillar mnor is adopted in the
devi ce such as a |laser beamprinter. In this scanning neans, optical
scanni ng.can be perfornmed only by the rotating novenent of the

pol ygonal Thé lighir refteetedin @ ploleptional pariltel to Y-axis0Rcddp. 48 (aeanshd verifying
obt ai ni ng paral l el beans, paraboloid. is used in a reflecting

t el escopeCtlindb4 15xailgeisd 2t S Eiiesting-halt-parabqligycylndsranirs 288 aadieaters
bet ween the r abgl oi d arallel .beans. In this fiqure, the s ol
X repres e%ﬁ&ggﬁﬁsmlﬁf?d‘%éﬁw fit t}}eﬁ‘g&f{pg&?s A}bﬁﬁ i eé‘ﬁ&?%g @Fﬂ?ﬁ‘z@&ﬁ&?
to X-axisgan l5 E58 o Watwe

represents a&p%%g@g@ﬂﬁ?%%&% ex p@glz%%retﬁe ggbgé}ﬂgng%?é%élgglre %ol a
has a focggd7 point F at a position where X = 0 and Y = -1/4. Al the
straight lines running in parallel to Y-axis are concentrated to the

focal poi 12781 when refl ected by the parabola P. On the contrary, the
straight lines starting fromthe focal point F runs in parallel to

Y-axi s wHem thisireasinsedevnse, threayhentisetion perifyomrdip 62 on 4l parpiosispwsan
85 a3 BTl 5 e 525 6 U el B
ongth AR IRr s b ToRAB Beafi BPEh SRt R b il

surface. ;M$9ceat a position to correspond to the origin of Fig. 43
(a), a hole 286 is forned, which allows the light to pass at a
position a7#ptch the origin of Fig. 43 (a). Further, at the focal
point of the reflecting parabolic cylinder mnor 285, a pol ygonal

m nor 28F rthed; aspiwmn, invifig.c48 hdls by adopting anoffvel arringameend|th ebdiice the
axis in extending directign thereof and has a. pol ygonal reflecting

surface. CPREARFEPRAEEICTEAREFNE Bgtal papbeloiheringrical gpigror 290, the portion

o o T SR She T pul g0 AT DAR BORSR SR P
AN A f m U .

crenent I AR B feh h ot oL O 1Bl AF ehePHH o856 ana

enters tHe2gwl ygonal mrror 288, which is disposed at the focal point
of the reflecting parabolic cylinder mrror 285. After entering the
pol ygonal<Amithenticat®@8verificatidgri>ght enters the refl ecting parabolic
cylinder mrror 285 in association with the rotation of the pol ygonal

m rror 2&fernngno Big. 4dstorkig] 46 destriphon will be @ivearhelewioghe euthentication
parall el j&é)gian_ %)éith%d%r)]zdta- %iagee%%pfer}% avc%rsciaf ie?eg ﬂ?ehir adﬁ%e#e%% %‘lzg. 36
is used.
Authentication verifying information carriers to be used on the authentication
verifying chip can be all optically detected. With regard to the lighting source and
the light detected, description will be given on the one using the iridescent
substance as the authentication verifying information carrier, as a case using the
iridescent substance is the simplest to explain,
[0281]
In Fig. 44, the figure indicated as W (White) shows an example where the
authentication verifying chip is photographed through the combination of a white

LED and a color camera and where iridescent substances of all colors including R, G
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The Iight shown by a solid line in a direction in parallel to Y-axis
in Fig. 43 (a) fromthe verifying chip 262 is reflected by the
reflecting parabolic cylinder mrror 285 and enters the pol ygonal
mrror 288 disposed at the focal point. The light, thus entered the
pol ygonal mrror 285 is reflected, passes through the hole 286, and
enters t hand Bgie defectedi ng/ detecting el enent 287. In contrast, the
light reflected.in a direction different from Y-axis.fromthe

veri fyi ngThaipwipgs Bgicated v Torly @pd dhundsangaih show gpreiionseofdrdessenkct ed

at the reflegtin arabal i,c | inder mrror,285. [0273 it n be
Cinder st ootFRBH RO WRScrHbel My QIS sTRdrEH 4 eaniih § ik Tl of B
conmponents, reflected fromthe verifying chip 262, only the |ight
running in parallel to Y-axis enters the polygonal mrror 285.

Accor di ngfgegeby rotating the polygonal mrror 285, the light entering
the light emtting/detecting elenent is selected, and the |ight

ref | ect edincligodsd ammhFan46,heck eyinbyl of JVcRj § 2428 camedpondsenW, R, €Hand B
[0274] In the reading, device shown in Fig. 43 (b), the light fromthe
veri fyi ngefdfig.pl4 sespediively. obn eashrfigareldhe imagedis slotigesbmafounpentions: 288 as

seen fromthe |jight, emtting/ detect] el enent 287, cannot be read.
't can beltsbludEis sPtemad ohecuuasial Lithe serandiosadiast foetkared bea on
this port} t . i tLon.i itte this

por 1 on. s R T RERERR A hhBrLE oRie Tl o f g
Fig. 43 (d), there is no portion which corresponds to the rear side
of the polygonal mn-or 285 and all of the information as witten can

be read owes3] 0275] Fig. 43 (c) shows a basic arrangenent for this
pur pose, and one-half of the reflecting parabolic cylinder mnor is
used. | n Asile dthepumennariod dividing,ehvided byrerdidgogddineaepaebe adapted, or
reflecting mrror_.in formof a paraboloid. It is fornmed in

semi - cyl iTwdher sHbAIRERES Ky P Gonce el SHPDHIECESSATHI r ecti on, whi ch runs
per pendi c&bggly to the drawing surface only on the portion where the
val ue of negative in Fig. 43 (a). The hole shown in Fig. 43 (b)
is not f tﬁeﬁﬁf&& kind t 0, al
mrror 2 %I?%S%as a rot0 gp}éoiﬁ’a%%t’ gﬁrﬁﬂeﬁﬁ? %gy?%egtgé'apﬁéqea@oﬁt %%g%i S

in ext endigheiménsegtdfeRe fidebtidick sifd. ef tdtadighp teadatkoddictsy,! i nder
mrror 289 and has a polygonal reflecting surfacé, is disposed at the
focal poilnthesk figuees, ¢lid syhbold -Adlihdipeestia fotal dight imdersityiof the c@8Oin The
ref erence nuneral 287 represents a light enmitting/detecting el ement;

and 262 wH@oviEgnstafithe aetheptication ¥eTifymechip.ghthes 1§yTh inditdtes thene as
itted | .direction j 1| Y-axis.in Fig..4 b .h
o et iiieond o Rt ek e et b
ol - par ABoFTEbE IR FhgtliEs b 35LUER enBly btheieBlos IR 1A Barep it the
mrror 28&mehi@ionSRLingns 8hip, flbSyhbl eat] ﬁﬁﬁié&?ésfzh RidiIaRat hﬁe@fﬁ S1qRE

mrror 289 I n association wth the rotation of the polygona rror.

Then, it cbler iretheedglachatfrof the agthesiddation verifyirar edip,ehe spmiolakild mditates
incidents the verifying chip 262. rtL0277L The light reflected in a
di recti on toial pghtantessity of thessalar inrtheieft halBof thy anthenticatiosr vefrifying chip p
262 is reflected a he refl ecti al f-paraholic cylinder mrror 289
and ent ef&d fIP‘F'eSW% iﬂjl tOrr{“flf (ﬁacg Mﬁ%@%ﬁq@t Hﬁ%‘}{%@c@l t{‘% 6Pt I
After enterl t he pol n l-rror 288.. t light is reflected and
enters ¢ fact PomptEaf ot e AineBlibi e Bk iner | 027e)

[0285]

By the procedure as described above, it is possible to identify information of the

total light intensity, i.e., 9 types of information for each of the colors R, G and B,

and 27 types of information in total can be identified.

-61-



On this reading device, the authentication verifying chip 262 on the
portion on rear side of the polygonal mrror 288 as seen fromthe
light emtting/detecting elenment 287 is only its end portion.

Accordi ngly, the portion which cannot be read has little influence.
[0279] Further, as shown in Fig. 4,3 (d), by adopting an offset

ar r angenerfhrougly egtunepaheorceftie abtap bghti intensity idfermatiohestabtungbiromathe
parabol oid cylindrical _mrror 290, the portion not readable by the

pol ygonal authenteatmegresiirng ehipat Ahe {imel of Frpdicang, angrfhie dptial light infensity
information as witten.n all portions of. the verifying chip 262 can
Ibe read Io 9“"[%%??3‘63]5 &@%EP%ﬁ ivgh?)g]ig f?IPP é’&qn\c/;ﬁgl"ﬁé%’é‘?g ?IHIB E)% Fead; the
44 to Fig. . hpti i i - e Q e aut hentication
j udgi ng %y%%aﬂ%&ﬁﬁg I r?ga%ﬁ%%g)r?pb‘feﬁlﬁg gh@aégg\%meﬂgcrl%eﬁt he readi ng

device of [hagp] 36 is used. Authentication verifying information
carriers to be used on the authentication verifying chip can be all
opti cal | y ThetidteechloMblithine@ ke white NED isghpserdosetitecel@ndAldoetid ght
detected, description will be given on the one using the iridescent
subst ance whgtetdebor algtdvbed by the eoborveanielry isng péauidorwiatel eotordzcaisers caer a
case usi n%#t he iridescent substance is the sinplest to explain.
[0281] | nitpgis wed. the figure indicated as W (Wite) shows an

exanpl e ere,th ut hent i catd on.ver i fyi chip.is,.pho r aphe

Chr obgh 1 RGNy EHE BRHISEOCRE e basthdlfins oBpispeBa Rt R SREETRD o
iridescen i Ul 0GR

det ect ed. Emﬁ'we%s& rawﬁﬁlgegéll ndi %‘g‘?g@f@ tﬁ@ h@é%ﬁé C&n g?dr%g%&%@éﬁg&?

condi t i ongobinhtidrlEStBe Night BAGtiaR e6lBr avd e Aflorced?. Ofn MErespbal &re
separated by neans of a color filter of the canera. [0282] In Fig. 45
and Fi g. #fist batdkesastiolwhich Wipe Rf wBitarkEB ix osedempeinds tipe of/cokd,catieand
B of Fig. 44 respectively. In each figure, the inmage is divided in
four portiso#f€d- the first quadrant is referred by a numeral 1; the

second qu%i%%it is referred by a nuneral 2; the third quadrant by a
nuneral 3; the fourth quadrant by a numeral 4. [0283] As the

ot e St SRS AL P P SA0E s  BSuly beieE o
information, not as a type of information based on visual sense, but as a physical
color information, i.e., information based on the wavelength.

[0288]

In addition to a visible light LED used as an LED for a lighting source, when an
ultra-violet LED and an infrared LED are used in combination or selectively,
illegitimate reading can be excluded.

(0289]

Further, laser beams with different wavelengths or a non-linear device may be used,
and the light of the frequency, which is obtained as a difference between frequencies
or a sum of frequencies, can be used.

[0290]

As other items to be used for the judgment, there are the value of the highest

luminance in each area, number of pixels where luminance is higher than a

predefined value, number of assemblies of bright pixels, length of contour of bright
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[0284] In this nmethod, a pattern of the inmages divided is not
detected. Instead, an average light intensity of the iridescence,
i.e., atotal light intensity, is detected. In these figures, the
synbol [-A] indicates the total light intensity of the color in all
portions of the authenticatjon verifying chip.. The synbol [-T]

i ndi cat esPiRle CRURHFISHGH! Drighbpieh eahted poibplfishesehrighs pemtnneek of
t he authenticati verifyi.ng chi he |. [-Bl. indicates a.total

[ 'ght 1 nt By Bochf ool 8 orftofnat G Bt istopain ot SitkEe  inifien
verifying i g{.ﬁ? ced] 7 Eafell i i:ntensity of
t he col orarlfdr:hlt?‘i? ri gﬁ%‘&ﬁ%ufe[lg@otu E@Wgﬁ@%@ t(?é‘galﬁn%lrl\&v%lﬁibﬁh% chip, the
synbol [-{dz2onpdi cates a total light intensity of the color in the

| eft half of the authentication verifying chip, and the synbols [4]
to [-4] eédbthoddormiodscing thet cartificagdt i ntensity of the color in each
of quadrants of the authentication veri fél: ng chip. [0285 By the

pr ocedur eRefegranio Hgd4aolig, Setdeseripinaswitl e given gratmeéthod firqroduding

of the total light . intensity, i.e., 9. es.of ji.nformation for each
of the col S?rghﬁé%e@h&ﬁ%lﬁ& a‘gﬁ%}ﬁﬁﬁ@}/ﬁ%@é’é& inforgation ISgROYIHEd ot al can be
identifie 299 Through di e conparison of the total light intensity
information as obtained fromthe authentication verifying chip at the
time of peEENSiReneDef Haemb@batord ﬁr@ﬂﬁciﬁ%ﬂﬁ”c%rﬁﬂca!téﬁ ornmation as
obtained fromthe verifying chip when the verifying chip is read, the
aut hent i cFigy40§hdveea aetiveinfoi paiducing warerfifidatgwhbtepthe dffolfationd@eter is
[0286] The white col or obtained by the white LED is a pseudo-white
col or. Aamngehevertheensos surfatetas shewmnby Figh&9dollog. anera is a

pseudo-whj t.e coJ oy because a color filter is used. Accordingly, the
det ect i onl 14§ P¥ Cmggﬁ%tﬁ?i FBLYPO be aPRIsAOVRGD theAusentigaiopnyerdyingshipn d

the colorycanera:is.:liggted only to the light, which can be detected
by the c%isﬁgw&ﬁ%&g' @H&pmﬂéﬁ?&{emtti ng color and the color filter.

In this rgsRec; (Ha fgﬁ%g iRks i i .S
used or vﬁi c% tyg)ag’gfe co oIrl&g%rrer a@@ﬂ%ﬁ%%%%ﬁ%ﬂgﬁ#@hgﬁgﬁ

defi ne t heesfokil6tcaasteards. t he color used, it is desirable to use color
information, not as a type of information based on visual sense, but
as a physiheabformiton carfier 883 isosvattered. gver mlfis onginabplatea3®d on t he

wavel ength. [0288] In addition to a visible |light LED used as an LED

for a I ghia ongina plate S0Gwdaresthednformation rasrier BOS imeratiaredris cav ewf 4sED

are, used oS SIBa Ty 67 S SEheG ShY orkdd SHELIE, S SAELRLESD e
verifying information is prepared.

By performing printing or embossing on this certificate base plate 303, the .
certificate is prepared.

[0293]

The information carrier 303 is scattered over the original plate 300 and the
scattering is determined by chance. In the information carrier shown in Fig. 14 to
Fig. 25, which has three-dimensional structure as scattered - in particular, when
hologram or iridescence utilizing the interference of light as shown in Fig. 16 to Fig.
26 is used, copying cannot be made by means such as photographing. There is no
other method than transcribing to obtain the same scattering, but it is not possible

to transcribe the same.
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Further, | aser beans with different wavel engths or a non-Ilinear
device may be used, and the light of the frequency, which is obtained
as a difference between frequencies or a sum of frequencies, can be
used. [0290] As other itens to be used for the judgnent, there are

t he value of the highest |um nance in each area, nunber of pixels
where | unil@@®Ee i s higher than a predefined val ue, number of

assenbl i es_of bright pixels, |ength of contour of bright pixel,
char act er (¢ ase gty M%wedd?wt?g&én@h%aetpwmer andi Q%ﬁé’ﬁs‘@& B8 ight
poi nts, pea si.tiaon_ .and k value in longitudinal and | ateral

hi st ogr am? ﬁleﬁﬁ%oﬂé’ﬁfﬁéﬁg ?ﬁﬁge, and hi st ogram of each pi xel through
wei ghti ng gigdl:lun‘i nance i nformation. [0291] <Method for producing the
certificate> Referring to Fig. 47 to Fig. 52, description will be

gi ven on apobigbrt O ofthe hEthdibfod peiukiniyi thacertiflegted t he _
aut hentication verifying information is nounted. [0292] <Enbodi ment 1

of the neffipdsfshowpnadethiod dort predweng the eatifcatd-iveredthestutiventiaatiat hod
for produci ng,_a certificate where the infornmation carrier is arranged
over the ¥pHiyig dip fsoareanged SRGvIRTY of I shown (b F1g 8. 35. Thi s

pr oduci ng th n.al sp be appli en the authentication.

Deriyi ot Eis 18,57 Cndviferace timed 88 BPistniagh el gt Bayiag an, e
ref erence resents an original plate, which has an area
for 16 ce?ﬂ#ﬁ?ﬁg§8§£&$ﬁgginfornation carrier 303 is scattered over

this origi %caﬁéﬁﬁ§ﬂéqgforﬁﬂﬁolpédrﬂbf‘§ﬁ a@aﬁttﬁf tﬁ_@@n‘giiﬁgf ﬁﬁfgﬂ(ﬂbﬂ WY ARdasRN

carrier 303 Is scattered Iis cut out as shown in ) and a

base pl at er 8k, thderigiasitpidte ofitlee vartificae whignthecoathanbicatéon Farifiigg chip
information is prepared.
307 can be obtained. By cutting this original plate as shown in Fig. 48 (b), the
certificate base plate 306 with the verifying chip 307 can be obtained.
By performing printing or embossing on this certificate base plate 306, the
certificate is prepared.
[0296]
Because the information carrier is scattered over the original plate, and the
scattering is determined by chance.
In the information carrier shown in Fig. 14 to Fig. 25, which has three-dimensional
structure as scattered - in particular, when hologram or iridescence utilizing the
interference of light as shown in Fig. 16 to Fig. 26 is used, copying cannot be made
by means such as photographing. There is no other method than transcribing to
obtain the same scattering, but it is not possible to transcribe the same.
[0297]
{Embodiment 3 of the method for producing the certificate>
Fig. 49 shows a method for producing a certificate, in which the arrangement of the
information carrier is fixed and only the information of the information carrier is
determined by chance.

In Fig. 49 (a), the reference numeral 310 represents an original plate, which has an
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By performng printing or enbossing on this certificate base plate
303, the certificate is prepared. [0293] The information carrier 303
is scattered over the original plate 300 and the scattering is
determ ned by chance. In the information carrier shown in Fig. 14 to
Fig. 25, which has three-dinmensional structure as scattered - in

0 11 ght e B ORI 0) B IAR Rl S0 o B D PP BB oro

made by ne2Bsweuedulaty AblRELARNNRGNtINSLSES No ot her nethod than
transcribing to obtain the sanme scattering, but it is not possible to

transcri be[02f88]Jsame. [0294] The base plate, obtained by cutting, may
be set smaller,and . it can be used as an authentication verifying
chip. [0295p taEgedinahpite. Arawpamet vaitthda-sobidified oehirc issgattered and it is
certificates Fiag.. 48 sho a.net.h for. producing.the certificate
there t ho et o el e AR te o e riiaim it B aatherrsscon | ¢
as shown i { ; i 6. A48: ¢ ference.nuneral,. 305

repr esent s%e{{r;fy %rgilg}éﬁg%ﬁb[g{': a?glsﬁgl I%pgl%@%r%lgﬁ(%&%l%gﬁ |4$ i(Bgta@Q.th%y

scat t er i ngbasb@lataBdl shtheomrEfdatd #ithARe utBhiica®bn ki ) i i e
305 using a mask or the like, the ori gilrllal pﬁaat% o?fv?%éeﬂgdg?ltla{flﬁ %tate

with the abtaieed.i cati on verifying chip 307 can be obtained. By

cutting this original plate as shown in Fig. 48 (b), the certificate
base pl at %@g\/ﬁg&e@aﬁ%gm&mﬁwﬂ@ ICPRTPIIeYd oadhe Isertidisatai hasel plady311, and

performn i-Af ﬁg‘&ossi ng on this certificate base plate 306,
t(’_ue certi %%ﬁlg&#ggﬁ%ﬁar €d. [0296] Because the information carrier

i s scatterfgdoggver the original plate, and the scattering is

determ ned by chance. In the information carrier shown in Fig. 14 to
Fig. 25, wWHEniledmeenttdhefebe diathmbionpaddusingubs defifastescattered - in
parti cul ag‘_ Wﬂen hol ogram or iridescence utilizing the interference
of light &% SRSRAWE A Brpgucingsmethodiip angtbey arrangetient optliengrishmtoss be
made by Ivhug%tg? phot ographing. There is no other nethod than
transcribing to ‘'n the sanme scattering, but it is not possible to

transcri b Ffye 56 JHF, the reference numeral 315 represents an original plate having an
area for 16 ceritficates. On the original plate 315, pits as shown in Fig. 16 or Fig.
23are regularly arranged over the entire surface except the most outer periphery of

the certificate.
[0300]

L_ On this original plate, transparent yet-to-be-solidified resin is scattered and it is
solidified. In this way, the original plate of the certificate with authentication
verifying information is obtained. This original plate is cut as shown in Fig. 50 (b)

and the base plate 316 of the certificate with the authentication verifying
information is obtained.
Printing or embossing processing is performed on the certificate base plate 316, and
the certificate is obtained.
(0301]
<Embodiment 5 of the method for producing the certificated

Fig. 51 shows a producing method in yet another arrangement of the certificate as
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[ 0297] <Enbodi nent 3 of the nethod for producing the certificate>
Fig. 49 shows a nethod for producing a certificate, in which the
arrangenent of the information carrier is fixed and only the
information of the information carrier is determ ned by chance. In
Fig. 49 (a) , the reference nuneral 310 represents an original plate,

whi ch has afmowari@Fig.fg, 16 certificates. On the original plate 310,
pits as shown in Fig. 16 or Fig. 23 are regularly arranged over the

entire surfladdg F10208the fAferthicsn@hdral 52 rak &y h ing
yet-to-be-solidified resinis scat ter ed %ngéitetﬁbsiarg Og‘ggﬁ'ﬁ)%ipg%ega‘f%an
prepar e t hér®ogilAgeriificates. dfn titeeomiginalipliteA2G the tolts b hawk 'ﬂ?F}g}:(igtoiron
verifying Enf%énati_on. his original plate is cut as shown in Fig. 49
(b) and t hé $HES&p regiaryn arryeed paer detantire andaoai of tihe hertidvsthent i cat i on
verifying i agst ol ' tained. Printing or ephossing processing

i s perfor nqugg)?\tg?iﬁ%gg%dr?ﬁ f?l?éag‘%aecoﬁ%\%@o % © wpayt ohfe enteisnast ppaphasal s
prepared. p&2BAlr denbadkaRE L L producing th
certificatg> ]Fi g. 50 shows a p%lggu%{]ﬁoﬁ%@ﬁg8£?%51 nOt HEY 257 PaHGenent
of the cerf@302tate as shown in Fig. 49. In Fig. 50 (a), the reference

nuneral 317 represents an original plate having an area for 16
certificated thipergmal plateyitaaspapenitiet-8tbe-sqlidifedaeshneWaattdrefhgd ith§ Of
e entire surface except the

E*Iogt (2)3 i 2&%8%?%%#@%}%8& rEHEl %gg{e.pglr fl\ﬁq%,rqftég% certificate with the authentication
( verifying information is obtained. This original plate is cut as shown in Fig. 51 (b)
and the base plate 321 of the certificate with the authentication verifying
information is obtained.
Printing or embossing processing is performed on the certificate base plate 321, and
the certificate is obtained.
0303}
<Embodiment 6 of the method for producing the certificate>
Fig. 52 shows a method for producing the certificate where the information carrier
1s disposed over the entire surface as shown in Fig. 35.
This producing method can also be applied when the authentication verifying chip
( 195 as shown in Fig. 25 is produced.
In Fig. 52 (a), the reference numeral 325 represents an original plate having an
area for 16 certificates.
[0304]
On this original plate, transparent yet-to-be-solidified resin 326 is scattered or
spread, and it is solidified, and then, the original plate of the certificate with the
authentication verifying information is obtained. This original plate is cut as shown
in Fig. 52 (b) and the base plate 327 of the certificate with the authentication

verifying information is obtained.

Printing or embossing processing is performed on the certificate base plate 327, and
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[0300] On this original plate, transparent yet-to-be-solidified
resin is scattered and it is solidified. In this way, the original
plate of the certificate with authentication verifying information is
obtained. This original plate is cut as shown in Fig. 50 (b) and the
base plate 31.6 of the certificate with the authentication verifying
i nf or mat i B GestfItRISRPEMES: i nti ng or embossing processing is
performed[ j)he certificate base plate 316, and the certificate is
obt ai ned. {{?@é 1] <Enbodi ment 5 of the nethod for producing the

certific | e he2 | ' —

arr angerrea’ir;ltcfgg& t%hbeeS%oé@ ?il% gﬁ‘g%{l g)r 2§§é‘§¢s%§%\ﬂé? {)ttr}&&fa%c.flo%gﬁe ?ﬁnél '&iﬂgﬁatgf 2? a),
the ref er gigces shapBigtedAdineadyamandss an original plate having an area
for 16 certificates. On the original plate 3.20, the pits as shown in

Fig. 16 ait iFingposRiBleatoecopgght ahdpe afrthenepin which ist dvattersdi orespsendfigce of
the certificate. The pits disposed in the area corresponding to a
part of tHeansuguehasPholpgraphigy all hensris inorpthér whebwdpttrdnseahetaphdain

P i Wl S RS 2L O 1
o T B o R S BB
of the cantr ot f S AR Beri O P, Prllls MRoRIOe B lE o

obt ai ned. fof¥ei dhkicogtifieatecipdadissi ng processing is perforned on the
certificate base plate 321, and the certificate is obtained.

Industrial Applicability

[0306]

The authentication verification based on the combination of the certificate and the
object to be certified as described above can fulfill functions to find false or forged
brand-name products, or to identify stolen goods.

By using the functions to certify the authenticity of the certificate itself, the method
can fulfill functions to verify the authentication of a card such as a bank card and a

credit card itself.
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[ 0303] <Enbodi nent 6 of the method for producing the certificate>
Fig.. 52 shows a nethod for producing the certificate where the
information carrier is disposed over the entire surface as shown in
Fig. 35. This producing nmethod can al so be applied when the

aut henti cation verifying chip 195 as shown in Fig. 25 is produced. In
Fig. 52 (a), the reference nuneral 325 represents an original plate
having an area for 16 certificates. [0304] On this original plate,
transparent yet-to-be-solidified resin 326 is scattered or spread,
and it is solidified, and then, the original plate of the certificate

with the S%Eication verifying information is obtained. This
ori gi nal s cut as shown in Fig. 52 (b) and the base plate 327

of the certificate with the authentication verifying information is

obtai ned. Printing or epbossing processing.is performed on the
certificatle bayea e&‘?@@??’?“—&lﬁ%‘gﬁtﬁ@?ﬁgw Y% ate i s obtained. [0305]

The yet-to- %%%écg%isqﬁih%;&gﬂ%e%ib@ Al $h B Séphips @MABEratidd; ead on the

ori gi nal pal ts shape I1s determ ned by chance. It is
i npossi bl entzgireanytivhecshiag ehiof wheve copysimableiiist ehthicaticgten yarrwasg or

A e L i
e Footi ve R ARB et i el B o B o 7 ance
of light ag usihgairstreryitgey bbatthoriieg to eryedby-first-erypipodistol e to
falsity Orau'zhg:rzt?c%ﬁcgrp x?erffgigxé iinfi'cgr.(r:n%%ign ziu}dsig Isgo'red, being mounted non-removably on

said object to be certified, wherein,

said fixst authentication verifying information and said encrypted-by-first-crypt-key

first authentication verifying information are read;

said encrypted-by-first-crypt-key first anthentication verifying information is

decrypted by using the first crypt key of said authorities; and

the corresponding relation between said certificate and said object to be cextified Is

confirmed by comparing said first authentication verifying information thus read with

 said decrypted first authentication verifying information as decrypted from said

encrypted-by-first-crypt-key first authentication verifying information.

2. An authentication verifying method according to claim 1, wherein:

a storage medium, where said first authentication verifying information is encrypted
by using a second cxypt key of the authorities {o encrypted-by-second-crypt-key first
stthentication verifying information and is stored, is further mounted non-removably
on said certificate; )

said encrypted-by-second-crypt-key first authentication verifying information is
further read;

said encrypted-by-second-crypt-key first authentication verifying information is

decrypted by the second crypt key of the authorities;



I ndustrial Applicability [03061 The authentication verification based
on the conbination of the certificate and the object to be certified
as descri bed above can fulfill functions to find false or forged
brand- name products, or to identify stolen goods. By using the
functions to certify the authenticity of the certificate itself, the
met hod can fulfill functions to verify the authentication of a card
such as a bank card and a credit card itself. CLAIMS 1. An

aut hent i cald o V&It thoHRLAGE ver BARPIkctrGon 6F GRICkhIToRBLES aRdian
object to Fop certtl iedn a separate configuration; an authentication
veri fyi ng gidticane veriftminfonabibs thisrdetryphed fimmt saglat i on verifying
information is stored, bein unt e pn.renoyably.on .said

certifi cat@FWQM‘W‘@?W&EH&%@%F@“%YE&&W]éfmgfﬂoﬁle?ﬁq cation
verifying ingorpat] ' ' b bad ofd Ydct keye Of
authoriti e"s"ﬂiflg“ Feaﬁcdr"%ts%“@dﬁgE%‘%%@?%Bﬁﬁggﬁfﬁﬁ stﬁdaut hgﬁg‘%i cation

veri fyi ng depdflegmati on and i s stored, being nounted non-renovably on
said object to be certified, wherein, said first authentication
verifying informati on and sai d encrypted-by-first-crypt-key first

aut henti caf | Ohat {.ﬂeﬁaﬁ&d%ﬂn L BEOL BB RERAHE MlelaimSRivtherein said first
encrypted-By-first-crypt-key tirst authentication verifying

i nfor mat i QRygt ket sahd sclolycrysti ey atdide fshme crypt gt key of sai d
authorities; and the corresponding rel ati on between sait certificate
and said object to be certified is confirned by conparing said first

authenticat Oﬁnvatﬁ{ﬂeﬁéﬂaﬂgn bé\?fﬁih%;lfbﬁ abd@ing BRI 3, st sAtesdsy pt ed

first authéenti'catron verifyirhg intformation as decrypted from said
encr ypt edcbyt kiy sidsatdygeterdayyitikes breauypiceys differconirara chdhydthey.
information. 2. An authentication verifying nmethod according to claim
1, wherein: a storage nedium where said first authentication

veri fyinggi nf LM b : i HACoRAe Pt key of the
authoriti es’s t%éﬁ%&%ag?gﬁ%%gﬁ?ogﬁ%ﬁ%§ﬁl rst ra'giut henti cation
veri f yi ngaisafond amthestivatiorvariyisg drig dvhers cdpgiuntide seronhiwbenticationenovabl y

on said certificate; . . by oy
verifying (i:nfonnation is stored, {s further mounted ron-removably on said object to

he certified;

a chip, where said second authenticaiion verifying information is encrypted by using
a second crypt key of said authorities to encrypted-by-second-crypt-key second
authentication verifying information, is further mounted non-removably on said
certificate;

said encrypted-by-second-crypt-key second anthentication verifying information is
decrypted by said second crypt key;

said encrypted-by-firstcrypt-key first authentication verifying information is
decrypted by using said first crypt key;

said first authentication verifying information is compared with the first
authentication vexifying information thus decrypted from said
encrypted-by-first-crypt-key first authentication verifying information;

said second authentication verifying information is compared with the second

authentication verifying information thus decrypted from said
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sai d encrypted-by-second-crypt-key first authentication verifying
information is further read; said encrypted-by-second-crypt-key first
aut hentication verifying information is ‘decrypted by the second crypt
key of the authorities; conpare the first authentication verifying
information of said certificate and the first authentication
verifying information thus decrypted from said

encrypt ed- by- second-crypt-key first authentication verifying

i nf or mat i ogrcrypiel-eskbnderpickey aecond puiheitivgtioneteaifynminiesmken awhi d
certificate and said object to be certif,ied. Bs'agdgqge%ﬁh nticati.on
verifying fhecnoesrendos arlsgnostaen il sertififals and salloniedt 14 83 SRS key
and said sec;gndedcrypt key are the sane crypt key. 4. An

aut hent i catfon- ver i fying nethod according to claim2, wherein said
first crypt key and said second crypt key are crypt keys different
fromeach other. 5. An authentication verifgisng pet hod acgqording to

claim 1, Vher dimauthensiastion TealmganetiedAccoing &p Cim prgrhiaieip sa e

. copy-unabl e.seco : 3 i (3 VA ' : hQBskSeStored, is
Furthor - mAUHEECROR  + AR SR akPlhd Jeohh JMARERGR SRy O Chi
wher e sai dnERe0RE saditHent eathentatiar védifyingnfonnetiorat i on i s encrypt ed

by using a second crypt key of said authorities to
encr ypt ed- by-second- crypt - key second aut hentication verifying

informatiqn, i,s further. A - 2 ' .l 1 cat e;
!sai d enclr %t ei@iﬁﬂﬁgg%aﬁlaﬁg@%ﬁg I?ge;w @ea§%§ﬁgh¥ﬂgﬁ}¢§%%f%ﬁ%%%? yi ng
i nformati QRypk fedl BT 60 €dotiyergisti Iby SBCanSt lyy piffetenl fromadach other.

encrypted-by-first-crypt-key first authentication verifying
information is decrypted by using said first crypt key; said first

aut henti cagtion _verifyi ' QR Al g&a{g | D6k hkst
aut hent i cgt i o%“\?g‘{hﬁ‘%ﬁg“ }’%m I on a%: %’6@9 ecrkg%tééw}#af%%&sﬁa{i%
encrypt edeRyt kiy &idsaidygetorndayyftikes treatht Bendt txyat keyn veri fyi ng
information; said second authentication verifying information is
conpared with the second authentication verifying information thus
decrypted,fro hd .- 9&@ - Qyz =~ ,
aut hent i cg‘ti 0%%:312% tilclgﬁ%{?ln g%r&t‘?%ﬁ%%n e aé%ﬁ@g%ﬁglgﬁdgﬁrrﬁtel ation
bet ween saitbestRatidnf vetifiting afutmatidnchndshid cbeond aitthemintiof veifying
confirnmed, \

! information are the different authentication verifying information,

10, An authentication verifying method according to claim 9, wherein said first
erypt key and said second crypt key are crypt keys different from each other,

11. An authentication verifying method according to claim 8, wherein said first

crypt key and said second crypt key are the same czypt key.

12. A certificate, wherein an authentication verifying chip, which copy-unable

authentication verifying information is stored therein, is non-removably mounted.

13. The certificate according to claim 12, whereln said authentication verifying chip

is a part of a surface of the ceriificate.
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6. An authentication verifying nethod according to claimb5, wherein
said first authentication. verifying informati on and said second

aut hentication verifying informati on are the sane authentication
verifying information. 7. An authentication verifying method
according to claim6, wherein said first crypt key and said second
crypt key are crypt keys different fromeach other. 8. An

aut hentication verifying nmethod according to claim®6, wherein said
first crypt key and said second crypt key are the sane crypt key. 9.
An aut hentication verifying nmethod according to claim5, wherein said
first authsnt Tt deotificaterdckariing to cifioy Idahersirasaiil sdbenticasivn varifying chip

aut henticatign_verif |? information are the different authentication
verifying i At 8f AS¥5EsH © %@ ﬂ#{ﬁﬁthentication verifying nethod
according to claim9, wherein said first crypt key and said second
crypt key are crypt keys different fromeach other. 11. An

aut hentication verifying nmethod according to claim9, wherein said
first crypt key and said second crypt key are the sane crypt key.
12. A certificate, wherein an authentication verifying chip, which
copy-unabl e authentication verifying information is stored therein.
is non-renovably mounted. 13, The certificate according to cIa|n112
wherein said authentication verifying chip is a part of a surface of
the certificate. 14. The certificate according to claim 12, 'wherein
said authentication verifying chip is all of a surface of the
certificate,
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