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the context of electronic data, the problem of achievin t he sane ki nd of
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output records is trivial to reconstruct by the

14, 2001, entitled "Verifiable, Secret Shuffles of El-Gamal Encrypted

Data for Secure Multi-Authority Elections," all by the same inventor and

currently pending.

TECHNICAL FIELD

The following relates generally to encryption, and more

specifically to electronic encryption such as for use in voting schemes.

BACKGROUND AND SUMMARY

The notion of a shuffle of a collection of objects, records, or
tokens is simple and intuitive, and useful examples abound in various
daily human activitiecs. A gambler in a casino knows that when he picks
up his hand of cards, each one will be one of 52 unique values, and that
no one else at the table will have duplicates of the ones he holds. He does
not, however, have any knowledge of how the cards are distributed, even
though he may have recorded the exact card order before they were
shuffled by the dealer.

In the context of electronic data, the problem of achieving
the same kind of random, yet verifiable permutation of an input sequence

is surprisingly difficult. The problem is that the data itself is either
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auditor or other observer. If it isn't, then input and output records nust
be different representations of the sanme underlying data. But if the

out put i swodi/feesr ent enough (that is, encrypted well enoupt)/usttvsiohe

audi tor cannot reconstruct the correspondence, then how can the auditor be

sure that th shuf fl.er dan change th der] vyi data in,the process
of shufflin Wms%?'ls RIS R ahg abtor or dhiwe o1 5 dd kS Spopraceh
efficient (ljepg %%rﬁ?ranﬂ%ﬁfbﬂﬁréc'&k ﬁ]ﬁh}iﬁmd fecBlstriidt 81&% Cont ext

- El Ganal encrypte at I'n order“to na e exposition as clear and

conci se as maditobbeotlichebsaer. i i\t mﬁ'tttﬂlendﬁpmrdndtdmputbmlcowlsanptuha tly
refers to th& speci fic case where operatjons are carri o] tipl n.Z;,, the
EI&‘%‘EQE

mul tiplicat id e{ﬁﬂéﬁ?i’rﬁfﬁefktj‘iﬂ(’t@ Qfdhﬁlsémﬁ W&é{u}ﬂ , Buti ut fhe' only
properties %é&%]t %983%1# Xﬂhﬂg 4 ok %: %ﬁeef i ¥&du ﬁgcﬂf %%fﬂld[lﬁ)trtc%ho{ he

associ at ed Crypt dsystam's Sec

Chaum Peder segordtico el cdrfdspbhiderice] HenCiiow @@d the aulR@hby sarethabtheChaum
Zero know edge undeni abl e signatures. Advances in Cryptol 09% - EUROCRYPT

' 90, Lect ur shnflerdid motehgngeehe S@d@ﬂmgdﬁ@amrﬁlmscesspégbg 2464,
Springer-Verlag, 1991., D. ersen |l,et Dat abases Wth
Cbservers. I n Advances'IPH (é?;l%’? %Sgﬁlptl CE%W)ISQ‘%CVO\/BQi JRe8WHE A Lect ure
Notes in CorgpfitRht BeMERF RetiRRORT sobfn blenlin A8 98portaht BofExVer| ag. )

Qﬁl,s’;ﬁ@
shoul d not leak infornmation about th et exponent, u. In fact, for one
enbodi ment, & EIGamalsaidryptedeiata‘ i Bbomler olimdkeathe mxposmoalasortlemmpi otocol -

t he verlfler will be i Ierrented VI i}he Fi at - Sh nP §A Fi at,

A. Shamir. HOREISE asrppé Sh; gy qrity it ghe idesgrisin, bs ews lq@%ﬁ@ﬁe § cation

and nat ur, o] re Note
si gnat urg gpr J\%%@g@ e CRY RT3, gt s

in Corrputer Science, ringer - ag, .), so

in this casenultiplisatvd grompaiﬁumfsahodinle ¢>ta@g@pnkneb@ ZHowekegwhedghy agai nst
an honest veri i_er.m(JR Craner, R  Gennaro, B. Schoenmakers. A secure and

optimal |y efffPReI&Egs ohiIthe - mﬁqnlrymg y(I@llapllp@ihves)cg@w usgd alsc dati ghe

guégno!ra%é “asy EE G 1 %%E&sy%te'ﬁ?t gﬁoula %%n%géu%]’e, S&ﬁf Nfifar ﬂ%e

Chaum-Pedersen protocol for the relation log, X = log, ¥ = u (D. Chaum.
Zero-knowledge undeniable signatures. Advances in Cryptology -
EUROCRYPT '90, Lecture Notes in Computer Science, volume 473,
pages 458-464, Springer-Verlag, 1991. D. Chaum and T.P. Pedersen.
Wallet Databases With Observers. In Advances in Cryptology --
CRYPTO '92, Volume 740 of Lecture Notes in Computer Science, pages
89-105, Berlin, 1993. Springer-Verlag.) should not leak information
about the secret exponent, ». In fact, for one embodiment, a universally
verifiable, multi-authority election protocol — the verifier will be
implemented via the Fiat-Shamir heuristic (A. Fiat, A. Shamir. How to
prove yourself: Practical solutions to identification and signature
problems. Advances in Cryptology - CRYPTO 86, Lecture Notes in
Computer Science, pp. 186-194, Springer-Verlag, New York, 1987.), so
in this case it is sufficient that the protocol be zero-knowledge against an
honest verifier. (R. Cramer, R. Gennaro, B. Schoenmakers. A secure and
optimally efficient multi-authority election scheme. Advances in
Cryptology - EUROCRYPT '97, Lecture Notes in Computer Science,
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WO 01/ 73694 PCT/ US01/ 09550 Springer-Verlag, 1997.) Thus, the shuffle

protocol is also useful when the El Gamal cryptosystemis inplenented over
ot her gr ow@e1/38eh as elliptic curves. The general Bool eancpusafossschni ques
of R Cramer, |. Dangrd, B. Schoenmakers, Proofs of partial know edge and

sinplified esign.of Wt 1, di n rotQeol s (Advanges in

Crypt ol ogy- (%W%r'\?@lﬁg’ L@??ér ﬁm gléé)isﬁu%wmﬁté?(ﬂ%i ﬁ%é{se%.wg%- 187,

Spr i nger - VerhacglGAmhl bRpddtenl is CfplahemelCovsCdiier ERApSweh & pr oof
with the sane properti€s, however, the resulting proof size (conplexity)

i s quadrati elliptic cnovese, The geherad iBowledn proofi tephiiques)oéR.eCrarher, dr ot ocol s
or met hods scri el ow al.so offer. several. —adv ages, over .th

out ~and chod3aneh i gﬁéoggnﬂ%a Pioois ok pastialy know(g gsnanqaémlbéef ree

m X-type votj - mg@ﬁ [ | g A : | MR §pi of a
voti ng boot hde@%él\slgﬁg\re@eﬁsn y%tﬂgﬁigéég ‘E‘tﬁ%&%ﬁﬁ @?{d@%}?ure ?\%{I?; I n
Conput er Sci'@fckecttpe INw@es ivV&dmputer $8fnce, ppt M74-187p1Spaiiger-Meelag] ze of the

proof is dependent on the probability of a cheating prover that is
required to BelingfiP941) oaar alsei bauksed " to gongteuct hafarper pyigh dbel samsscr i bed

nunber " of el EgBREE HoRE"dh e tesbicng oS3 FRE' Ghinhle ) it Frdaliondt ovp of 2o
in which theyelseninthe stfeCofome impit@equerdet hough no anal ysis of the proof

size is done in the K. Sako paper, it apJ)ear_s that, in order to obtain
simlarly | ow cheatinglly pteddsals oymethodsi described ticlow also @ffeerseveral nagni t ude

I th th ' f t f ' .h I n. I f the K
Sako.pr ot oc VARHERE BisE e Hid-THABST dEermiang o5 Heechean: SgKBr dbabi 1§ty
woul d need icihG RRBSHRfrRXAALHANOtABImbeARHAR BarRILGYPYS Ber ¢ [ of pant

m ght use consi der abl of f-11 conp tion to generate a forged proof by
exhausti ve seplehentafibhs eff sowotimg cbedtl, beé\dvaacess én wiGdyptdlegpr-ot ocol s

d i bed, bili is, f | i cal | f k d
o certai ni PURERRVETORS L scrnl Natksuii Gominufer S SommeseiER@ebeconss
even nore - appAreny WiENRGAH, NireNGiZ6O8F Gt WookE HEHhP U er Sal 1Y

verifiable
probability of a cheating prover that is required to satisfy all participants.

In the shuffle protocol described herein, this cheating probability is
essentially /g, where k is the number of elements to be shuffled, and q is
the size of the subgroup of Z; in which the elements are encrypted.
Although no analysis of the proof size is done in the K. Sako paper, it
appears that, in order to obtain similarly low cheating probability, it will
need to be orders of magnitude larger than the size of the proof provided
herein. (Moreover, if the K. Sako protocol is implemented non-
interactively, the cheating probability would need to be chosen
exceedingly small, because a malicious participant might use considerable
off-line computation to generate a forged proof by exhaustive search.
This of course, could be the case with the protocols described, but the
probability k/q is, for all practical values of k and g, certainly small
enough.)

The advantage of the current scheme becomes even more
apparent when seen in the context of the resulting universally verifiable
election protocol. In K. Sako, each voter must interact sequentially with
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el ection protocol. In K Sako, each voter nust interact sequentially with
3 SUBSTI TUTE SHEET (RULE 26) WD 01/ 73694 PCT/ US01/ 09550 each "counting
center" lwebor/seactual |y casting his/her vote. On this acPOUB)1/G95500 S
unlikely that a useable inplenentation could be built for |[|arge scale,

bl i t | ect | in th futyre, | trast, t ool
foscr | bed. beell, CUMTHE) Capgemobrioye pruall battng nikdopbte. "Habe Y, 1 or
the creationef,fhasi & ﬁhoﬁﬁ%lgbu P%Fﬁ‘s@ﬁﬁ%}ﬁﬁpl@heﬁ%oﬁl e&fd%%e bt ﬁeCt  on,

purely for the pufpose ation. IS nice property Is als ound in
the el egant lageosealphipabliel seitororlgutionocml the ehe fanper b Bonfastper, R
Gennaro, and B. choennpkers. However, that protocol .can on]Jy be applied
to ballots RAESE Sqdf@?ﬁ@?@ g?]é’“bf pyt sﬂlilrplaéthoélﬁboﬁwa%tgfxﬁwﬁ n" type.
This effect]yve S e nt | " ortional
fype" *questiSneuiter Bhe fEaatde sl gstaRE AARRerf abfle s 0P U

preferenti alelea{(ﬂ@bm@p%msﬁdfg@@ & abtlabibhat ed in accordance with this
preference. A couple of somewhat |ess inportant disadvantages of the R

Cramer, R Gennaro, abhisBiceJptopertiakalse foumdiretherdegamthomomnsrphicis vot e
data size cqnsiderab] andthat it requires a vojer.validit oof This
roof f ur t helectian anaobphdn ghed Bapet, & 38 (7 aGedPats oY PBoni ¢ ude,
and is unatdghaehmdRers! OHo%vd%ﬁCEHa?%JroR)%bPEﬁﬁtdﬂlﬁbé@‘ﬁﬁ HEE tblbdAMoRS UNES

special purpose code to be running on the voter®s conputer. The protocol

i s descri bedvhedeoquestions rane tofch smiple €lchodsa (mtamos quesfcre”’ oypeChdims Peder sen
proofs, andﬁ%eme%% rithmetic ,operations. |t ig thus si nipl eto

i npl erment . qefiv hdea\Wese TRETGSRANGSGES RYdLAs "Araportorplgyre'di agr am
illustratin | L OF ' : i nge?n of the

I nventi on. g‘}‘%ﬁ‘?gﬁgz%gﬁat@gﬁé{ﬁg%%ég :[atdm [ 1?%%{11?1 S?V?ngﬁggg‘% np 'gﬁl

i mpl ement at i@degfandhgiestiohd hee @bataedin dessrdamedwithrthispasfereppt.i &@d to a

simple ball octouvpyilet gf tsorrn%sz}vh\glst)tleesrssin?ggrt;nrt] r(ﬁgadsvggggleg Sdf the R. Cramer, R.
Gennaro, and B. Schoenmakers scheme are that it expands vote data size
considerably, and that it requires a voter validity proof. This proof further
expands the vote data size by about an order of magnitude, and is
unattractive from a practical perspective, because it presumes special
purpose code to be running on the voter's computer.

The protocol is described below constructed entirely from a
sequence of Chaum-Pedersen proofs, and elementary arithmetic

operations. It is thus simple to implement.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a block diagram illustrating a suitable
environment for implementing embodiments of the invention.

Figure 2 is a schematic diagram illustrating a simple
implementation of the shuffle protocol described herein as applied to a
simple ballot with three voters and three shuffles.

Figure 3 is a flow diagram illustrating a scaled iterative

logarithmic multiplication proof protocol.
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Figure 3 is a flowdiagramillustrating a scaled iterative logarithmc

mul tiplication proof protocol. 4 SUBSTI TUTE SHEET (RULE 26) WO 01/ 73694
PCT/ USO1MOBE5®694i gure 4 is a flow diagramillustrati ng aper/mpbiensiwuffl e
protocol where the shuffler knows the encryption exponent. Figure 5 is a

flow diagramillustrati.ng a,genergl shuffle .protocol where the.shuffler

does notgknow t he encrﬁ)}gglieoﬁg@xﬁoﬂgm B_lagrgpgl}ﬁg%gapg 3 SI“Inl?% &Fﬁ{:}f m

11 ustrat i NN ARLAPIS shERd Ko the dnehyriddid@RneRt i ne. Figure 7is a
IlTustrating

fl ow di agra an alternative odi meént to the anonynous
certificate distributiKigureoftisne fdéwFdmgran Gllustratingher demsvahghuffiddent i cal

reference nunbers_identify identjcal or substantially simlar elenents or
acts. To eadIrpipcplie; F‘?S}letsllﬂi%? é@FgHOWftﬁSﬁPC@@PPP@&PQPeIEFenent or act,

the nost significant di:gi r.. di gé i ef n to the

Fi gure nunber in whi cﬁlﬁlg#é:t% & gérregfrll &'i éi ?Iét Eﬁ\ﬁ}gﬁgcggb%owggﬁ enment 204
Is first intgepificse dstdbuttorsrdigmed W th respect to Figure 2). The headi ngs
provi ded herein are for conveni ence onldvj_ and do not necessarily affect the

scope or meani ng of tHagureai’ds fnflemt i GagranpatinsrampEsCRIlEanye) .

Overvi ew Described ip detail bel ow is. hic.. |
ver i iably Sthqfifrenlfiednoppoht cefitRaie YR LRI oiBE Srdiduete of
public keys in discrehe thO9dfaWiflpOr ifertivalt réfefenpBl nahbeyPidefifify t hat has

applications in, e.g., a secure, universally verifiable, nulti-authority
el ecti on schdemtical ortsnbstangally sinkilarnglemertsGanadts.e Ao gailyontentifineheout put  of

of whi ch i & GRESIORGPL Y BRI EBRREDCanhlip ROt B TCEHEH & exact |y
order of ol Sabt &8 FRALETAbRORIR 10 TR FIpUC RISERPH SPRANR IO
element is first introduced (e.g., element 204 is first introduced and
discussed with respect to Figure 2).
The headings provided herein are for convenience only and

do not necessarily affect the scope or meaning of the claimed invention.

DETAILED DESCRIPTION

1. Overview

Described in detail below 1s a cryptographic protocol to
verifiably shuffle a series of elements, such as an input sequence of public
keys in discrete log form or £ input ElGamal encryptions, that has
applications in, e.g, a secure, universally verifiable, multi-authority
election scheme. In the case of k£ input ElGamal encryptions, the output
of the shuffle operation is another sequence of £ ElGamal encryptions,
each of which is a re-encryption (i.e., an ElGamal pair which encrypts
exactly the same clear text) of exactly one of the input encryptions, but
the order of elements in the output is kept secret. Though it is a trivial
matter for the "shuffler" (who chooses the permutation of the elements to
be applied and the encryption keys used) to compute the output from the

input, the construction is important because it provides a linear size proof
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matter for the "shuffler"” (who chooses the pernutation of the elenments to
be applied and the encryption keys used) to conpute the output fromthe

i nput, theooom®bsuction is inportant because it provi des BCTUREAMSNI ze
proof 5 SUBSTI TUTE SHEET (RULE 26) WD 01/ 73694 PCT/ US01/ 09550 of

correctness f.or the outpuf, sequence (i.e.. a proof that.it.,s pf the form
ol =i mod) ¢ ndt omeeieSS B IecO B Ll Ly PP Ml B it BBt ot 1 e
proof prot 0GRinied) thst 2GR dreckbd@byCin ddfrérfyarmiiedearzeqcarif e for the
relation logg x ="logh y, which is"sufticient for the electi‘on application
in  which i tprosf psxdtokcol Théhef saneons thpt o€ the ChaunrP edarsémdpoteqod dof ithe det ai | s
for a thorough understandi ng of, and gnabling description . for, enbodi nents
of the i nvabBioR. IOBcha08: VoMBIchS TUHCIRt fhia ther ¢lo6ion apRHEAANMY t hat t he
i nvention mayhikf insg.&%hCEd Wi t hout these details. In other instances, well
known structures an uncti ons have not been shown or described in detail

to avoi d unnecessari | yTlbsellowing dbscrifefonr ppdvides epedifie deaidodorent s of the
i nvention. Miuch of the detail ed description provided below.is explicitly
di scl osed i thereughrunderstanding o4 &t engldingcdgscontion dok embpdimentsypkh of t he

addi ti onal ial.wllkybe rec i by tho ki | |0 4t el evant
art as bei ngﬁé ﬁ‘ﬁ‘é&&? I ?{Iot%eé’ ege&gﬁn Fé@gge%lcﬁep%?c}iﬁlp}%@f%@gi tﬂgg Lt]%h

provi sional iRvdiitn ﬁﬁg!becﬁhb@&%wﬁhoﬁ\ﬁﬂﬂesé(ﬂ@wsi In tofigseEnstahbdseqvdln t he
rel evant art. Those skill'ed in the relevant art can inplenment aspects of
the invent ikmowastdctunes: Ard danafiors hdwe ardt phéenn sipown i etedesanibiedein

provi si onal |ications. t hematical ,notation used here is

t JIh
readi |y und@?agt gg%laglegldt o IMEERs YF|OE)‘§CW$ hdhe e ASSETMOR, + OF hBiGver, for

those unfagldimehisofithe ifvdntiohhe fol l owing defmtions and descriptions
are provided. Such definitions, although brief, will help those generally

unfam liar with the arMuth obr thef uddtyiledddesstiptidnappewtdsd obeldve inventi on
based on the SRchly Shclosed inPie provisional patent spplications noied Hbover > o ©
much of the additional material will be recognized by those skilled in the
relevant art as being inherent in the detailed description provided in such
provisional patent applications, or well known to those skilled in the
relevant art. Those skilled in the relevant art can implement aspects of the
invention based on the detailed description provided in the provisional
patent applications.

The mathematical notation wused here is readily
understandable to those skilled in the relevant art, however, for those
unfamiliar with the art, the following definitions and descriptions are
provided. Such definitions, although brief, will help those generally
unfamiliar with the art to more fully understand aspects of the invention
based on the detailed description provided herein. Such definitions are
further defined by the description of the invention as a whole (including
the claims), and not simply by such definitions.

Figures 1-5, as well as the detailed description provided
herein, describe protocols between a party (e.g., a voter) and a verifier (or
between a proving party and a verifying party). The actions performed by
the parties are grouped together into flow diagram boxes. In general, each
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further defined by the description of the invention as a whole (including
the clains), and not sinply by such defmtions. Figures 1-5, as well as the
det ai | ed wi@soriept i on provi ded herein, describe protocol SPORPUSEaNS party
(e.g., a voter) and a verifier (or between a proving party and a verifying

party). The ;act erforned .by ,th apties are ouped tQ into
PFow 1 agr adioe@e PREGRARY Mabon G R &l b At ConBiBHIE) o

01/ 73694 PC’M&%ﬁﬁﬁa%éanddnaﬁoﬁf of %ragé o@%ﬁﬁéx&[‘%@n@n bogudlesiew bes a
step, such as a conputation, transmtftal informati on, or storage or

[)etrl '?‘Kal thdlagnamstarSmcﬂd Fihoby lnhleamdaln(l;ilﬁrbox ead |ine :)y line ansl :)ox byd
OX. e term"party eneral | y, used her cates an  entity, an

m ght be an agent who ﬂ%ﬁrg te?)s (gpn%{a 3 P%eé{t]?‘GFFIB’f 1%‘?‘@%@5 Yhder the
rotocol. It fiar orre or

p gig&' eﬁ{flﬁ@lsélﬁb% arfﬁ’ el%nﬁgaﬁ E@t% 4 cBRERITONGeps

all of the st sone o rtlons 0 e protocols na

per f or med undeler dreypmtmct(ﬂ.b lemayp ralsogtelfattocarmeansdmgnmﬂiod fogiperforming t r y For
exanpl e, any or all steps under the protocol may be realized by not only a
general pur po8te eloibof die stepeh Twsasqree 953l PaBRpEOELhe BIRtOBYIS AMahar d- wi T ed

O e cat e RPLARP bl hASISGIARY ChrieBlaii of Bidal|oBtt LBlity,

programred nacni ne or mcro cessor I ce or machi ne

perforns therdreguainiple, aipoeali ftepsue@s. thelpoRE6] MdyPbé rédlizedbypubt and the
| i ke. The synbol " ER' generally indicates that a nunber or nunbers on the
| ef t - hand suméyairgewdsmpsmpmpmr scht s a megsanah gampsitere bubbyad ding to a

babi | b ' f d d
(randon 1 dagtabekht SibCh comRtBlour it G dnd B oL uRLER Lce,

possi bl y in %ia‘rkﬂﬁ&d%aé‘hﬁl@ 8 dhickprateRBE! O PRBS 8t NichOdedice or
determnistic eudo- random nunber generator Met hods of generati ng random

nunber s ar e thachine pyrfohos thesieiqhired processieg stdpsy stotager inpuflaed optiat) s
and "Y respeaciltditylgllﬂ(edenote product and sum which are indexed.

The symbol "e&z" generally indicates that a number or
numbers on the left-hand side are chosen from a set on the right-hand side
according to a probability distribution that is substantially uniform and
independent (random). In practice, a physical random number generator
can be used, possibly in conjunction with additional post-processing, or a
deterministic pseudo-random number generator. Methods of generating
random numbers are known by those skilled in the relevant art.

The symbols "II" and "X" respectively denote product and
sum, which are indexed.

The symbol "Z," denotes a set of numbers of integers O
through p-1, or ring of integers, modulo p. Addition and multiplication of
elements in the ring Z, are defined modulo p.

The symbol "e€" denotes that an element on the left-hand
side is a member or element of a set on the right-hand side.

The symbol "< " denotes that a set on the left-hand side is a
subset of a set on the right-hand side, that is, that the set on the left-hand

side 1s contained in the set on the right-hand side.
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The synbol "Zp" denotes a set of nunbers of integers O through p-1, or
ring of integers, nodulo p. Addition and nmultiplication of elenents in the
ring Zp aveodefspned nodul o p. The synbol " E " denotes thetT/aRo@sseent on
the left-hand side is a nmenber or elenment of a set on the right-hand side.

The synbol " ¢ " denotgs that .a set on the left-hgnd side i.s a ubset of a
set on the right-hand ed@‘,‘gf’tbé?aﬁeis, SW‘&@St(h%’s bgrf“?t?@lrlegfm side is
cont ai ned i ; At fHaa ' Skfd 4 RULE 26)

WO 01/ 73694%%%]‘?' %%%%lgggggﬁt%gﬁaﬂ& e rggagltngs sb?ﬁgﬁ%ﬁ e., " é( ) ") are
pai red synbcubgtdugt gaenstedityya sulkec af @ giverdt gtdup oeringaf ihteges (@ed.yveen t hem

denote a subgroup_generated by a subset of a given grou r ring of
i ntegers (e.t§crmg @b%)lp 1522 $BsRt O gnpthen Loy (Ar ré‘fg%atﬁéftﬁeaiscbroup (or

ring) that i el : ' ' ]{hgb t he

I ntegers ar eas%l% ?@&&%ﬂ%{&%@ngﬁe r ?pgrﬁzlﬁggﬁ'?"ﬁgé?&%%ﬁﬁﬁ% (?1;{ he

i ntegers nodifl thereal Aumbdersaundesbagidition, duttthesategencmodado apaeaigtans are
differently defined. In the follow ng, unless explicitly stated ot herw se,

nwll be = asubgeiup efethese sigee theoparanenssre differeptly definglegers, publicly
k . Arithmeti ' f d . dul i

bccnsi onal |y 2y ana 1 bt S0oRie Blese eXB ikl stalee PRI, PolGer o,
(So, trivig gﬁbsitﬁre( Pategdr, - p ddd @AGAIIPHOPrimE Oirers, Bubiitly RRowne prover

(shuffler) and V the veri f.i er (auditor). ‘One enbodi nent deScribed bel ow,
enpl oys a ZpAgithnGtrml Qperatigny oargs tperformed haugthearmedulapt ringc uf,v dor

O ot R SRR AT ABRER T ol 20T
(o1 o TR 9SPSRk, B ARyt Lo
out put t her eshwffiebland Whhe eerifiee(aditbrincti ons are far nmore difficult to
O e L or aaiey ©, OB enbodiment deseribed below, employs & ¥, (EiGamal

cryptosystem, although an elliptic curve cryptosystem and cryptosystems

under general groups may be used. Such cryptosystems employ public

keys for asymmetrical cryptosystems. Public key systems employ so-

called one-way functions and trap-door functions. A "one-way function"

is a function that is relatively easy to calculate output therefrom but

whose inverse functions are far more difficult to compute. For example,

power functions are such that they are easy to compute the product of a

number of equal factors, but the reverse operation of finding the root of a

quantity, is more complicated. "Trap door" functions are similar to one-

way functions, but where the inverse functions are extremely difficult

unless some additional information is available.  This additional

information is typically the "private key" held by a party, such as a voter.

The below methods and protocols frequently use the
Chaum-Pedersen proof of equality for discrete logarithms. For g, X, h, ¥

€ Z, this is a proof of knowledge for the relation

log, X =log, Y (1)
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nunber of equal factors, but the reverse operation of finding the root of a
quantity, is nore conplicated. "Trap door" functions are simlar to one-
way functweons73ébut where the inverse functions are extrenpCyudifdoszul t

unl ess sone additional infor mati on is available. This additional
information is typical the, ' rlvate ke el.d.b a art uch as a
voter. The bel ow net holj(ﬁi ﬂﬂtdklb (h szefgéﬁ?ﬁgﬂ?ﬁl%}ay&‘é) R\ ﬁ%Yf ]éagl?rw}:)edersen
proof of equglhpd 2eﬁ00knéiw§:ag@tagah@9%l RdHEst vEﬂﬁeﬂ wPﬁchms @(xfﬁ@ne%? fhhis is a
proof of know edge for the relation loggX= logy, Y (1) SUBSTI TUTE SHEET
(RULE 26) V\mlﬂllmaﬁgéapﬁﬁfauﬂBOlmgfﬁSOthel tverifienots klmmplnmtentelde ver ¢h&know edge,
however it :ﬁs gﬁwn t.o be .zero-know edge agai nst an honest verifier, which
is sufficiertdf UreurisHf, application where the verifier is inpl ement ed
via the Fiat-Shamr Shb%l e 0 3Y¥r§ ter or
prover party to dermnz%rgt elogk;vn%c\l/% O‘fg‘ \Ma{sgggr@?&ov\%spre@*eg |n(8 no

i nf or mat i on denhaissracy eknowfledge d¢fo at hecr‘eErwmler rp@aligg i no cimfumypatien t hi s

denonstration of know edg Only_a single bit of information is g¢onveyed,
namel y t hat Whaisogyesduse do the uemfien partiysonveying Hus demoastration of her

d h
voter s obj die0EdeE OUF b silehibR Rk Bias TPALER AARER RIS or Ton,
e.g., that thigvengarpheallpaokoknow. therlsesieul h @thearotdoce voterald ots or

elements are, conplete and correct, wthout revealing how t he voter voted
on each questerdjingnautheritybexchangemessagashavhase ithe voterds ebpsative iete

shuffled. Under.such zero 0 proofs, .each vo r party
effectively @ @NE}&E? X@?@%ﬁﬂl%ﬂggsﬁq ASSCHEom-y e 8- %’f‘gé}cﬁ) ﬁﬁ\‘i Sq'ns or her
own private Hﬁ%btciﬁ’%ldshﬁﬂ@&rs% flend® BF'bhflbf%roPEleﬁiétnl?seﬁfé C&ﬁﬁLPthepﬁ‘idy then
confirms that each calcul ated nunmber 1 ndeed i's generafed der a known

al gorithm tmoﬂdm&rwhlhoaﬂtéwahngdtoavtth@wmrevotad(brt kath lquestoon reithel ectronic

ballot is | ete and,correct or, "well-for for al | mable choi ces
and yallot or how the Series of elements wer rTﬁufﬂ I?ncier such zeto-

knowledge proofs, each voter or prover party effectively generates certain
numbers that only a person having his or her own private key could
generate. A verifier or authenticating party then confirms that each
calculated number indeed is generated under a known algorithm to
thereby authenticate the voter and that his or her electronic ballot is
complete and correct or “well-formed” for all allowable choices and
constraints, or that the series of elements have not been altered (besides
being shuffled and encrypted).

Definition 1 An instance of the Chaum-Pedersen proof, as

above, will be denoted by

CP (g, X, h, ).

Definition 2 For fixed gc‘—_Z; be the binary operator on
(g) x (g) denotes subgroup generated by a subset of a ring defined by

logg(x®g y)=logg xloggy
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constraints, or that the series of elenents have not been altered (besides
being shuffled and encrypted). Definition 1 An instance of the

Chaum Pedeo semeps oof , as above, will be denoted by CP(g, XCTvU¥)1/09550
Definition 2 For fixed E Zp be the binary operator on (g) x (g) denotes
subgroup genferalled ybg (¥)subemately ring defined by logs (x (r)g y) = logs
x loggy 9 SUBSTI TUTE SHEET (RULE 26) WO 01/ 73694 PCT/ US01/ 09550 for all

X, y E(g). Alternatively ga (r)g gb = gab = ga)b (gb)a for all a, b E
Zq. Fol l owing the indexing convesft@opd=ysed (& Yfmrat i ons and

mul tiplications, we also use the notati on k ?r)g Xa (r)g XL (r)g ...(r)g
Xk i=1 This operation as is referred to herein as logarithmc

nultiplicat:/onbse In_each o he. not tlog}smthe recedin finition,
the subscri/Bt §/nly beSofitt P GHNE s COPEEIONS o odPext . As

general | y U%%;ﬂ&ﬁ@ﬁ@andﬁu l)’ca?zﬁ%%é’&isorp%fe%énbﬁzt% operator defined on a
set which takes two el ements fromthe set as inputs and returns a single

el enent. Remark 1 Notice that in the Chaum Pedersen proof, if h = gs, and
the common logarithmis u = |og gX—IoghY then CP (g, X, h, Y) is
obviously al so a proof of the reg th_nXY @)g)@ (r)g h. Remark 2 The
above proof is obviously zero-knQi €dge?® V\ﬂ §] rlespee o s, since the

Prover need not have any know edge of this value in order to construct the
proof. Note the follow ng collection of well-known results since they wll

be heavily upgd J0,diis: b WBIHENGE % nbPSn W BLLAhme Sl on base
g

In each of the notations in the preceding definition, the
subscript g may be omitted when its value i1s clear from context. As
generally used herein, "binary operator" refers to an operator defined on a
set which takes two elements from the set as inputs and returns a single
element.

Remark 1 Notice that in the Chaum-Pedersen proof, if 7 =
g’, and the common logarithm is u = log, X = log,Y, then CP (g, X, h, ¥) is
obviously also a proof of the relation ¥ = h® X = X®_h.

Remark 2 The above proof is obviously zero-knowledge
with respect to s, since the Prover need not have any knowledge of this
value in order to construct the proof.

Note the following collection of well-known results since

they will be heavily used in the remainder of the detailed description.
Lemma 1 Let f(x) € Z,[x], be a polynomial of degree d. Then

there are at mostd values z\, . . . ,zy € Z_ such that fz;) = 0.
Corollary 1 Let f{x), g(x) € Z,[x] be two polynomials of degree

at most d, with f# g. Then there are at most d values zy, . . . , z; € Z,, such that

fz) =g(z).

10
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Lemma 1 Let f (x) E Zq [x], be a polynom al of degree d. Then there are at
nost d values zl1, ... , zd e Zq such that AZ) = 0. Corollary 1 Let f(x),
g(x) E Zwoxrj/73se4 two pol ynonials of degree at nost d, vviPd:rrrUsmllugssoThen
there are at nost d values zj, . ., zd ¢ Zqg such that AZ)) g(z) 10
SUBSTI TUTE SHEET (RULH:&ﬁ))laWDZ(L’bl ﬂBﬁ%ﬂx)F@Y/ [J&Cb}z/t@%f»@moﬁmlmlof degree Letj (x),
g(x) E Z9 [x] be two nom als of degree at nost d, with f g If CER Zq
(c is sel ect@dne¥ d Hg ﬁe/granCZ%])ithQﬁéﬁS‘flﬁ@edﬂbm’lﬁ(ﬁl’hﬁoﬁr%ﬁafﬁeﬂlt@? hol ds:
P({c : f (c) = g(c)}) Lenma 2 Let Zk be the standard k-di nensi onal
vect or spacdonggmb@ﬂdyﬁpldsv— (vl, ..., ... vk) EZ9, v ~0. If r ERZk
is chosen at random then P({r : vr =0}) =1 q 2. Proofs for Iterated
Logarithmic Miltiplication For the rest of thls section, all logarithmc
mul tiplications wll be conputeg(felrés) |—v%1)})) @._fl xed el ement g, and hence
we will omt the subscript in notation e foyglow ng problemis
fundanental to the shuffle proofs which are to cone later. Iterated
Logarithmic Multiplication Problem Two sequences {Xi }k and {Y,. }k are

publicly known. The Prosfifna P.LeplZ0 be kRO Wanbird=k-HoRksibnaPwékior; spack 099 Y, .

for all i, but these are unknown t'o the verifier, V. Pjs required to
convince V ofver e, ,rasidaix o @ik- (-r,) X ¥ SY. 2 2 ijl“lERZ,; ischasenal r eveal i ng
any information about the secret logarithns ui and vi. Intuitively, this

probl em i s iamgém, then| i ght of Remark 1. The

P{r: v-r =0}) _1

2. Proofs for Iterated Logarithmic Multiplication

For the rest of this section, all logarithmic multiplications
will be computed relative to a fixed element g, and hence we will omit the
subscript in notation. The following problem is fundamental to the
shuffle proofs which are to come later.

Iterated Logarithmic Multiplication Problem: Two
sequences {X,} and {V,}’ are publicly known. The Prover, P, also
knows u, =log, X, and v, =log, Y, for all 7, but these are unknown to the

verifier, V. P is required to convince V of the relation

®X ®Y 2

i=]

without revealing any information about the secret logarithms #; and v;.
Intuitively, this problem is simple in light of Remark 1. The
Prover can construct two sequences of & Chaum-Pedersen proofs to
convince / of both the value of éX ;and the value of éYi , and V can then
check that these two values are the same. If all the X; and Y; are known to
be random and independent, this might be acceptable for the purpose of

11
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Prover can construct two sequences of k Chaum Pedersen proofs to k k
convince V of both the value of (r)X and the value of (r)Y,. , and V can
then i=twosl7sheck that these two values are the sane. |PCBUKOIIS50X and Yi
are known to be random and i ndependent, this m ght be accept able for the

purpose of 11 SUB TI TUTE SHEET L 6 01/ 73694 1/ 09550

keepi ng t he KFEPIHg e e dng: ansﬁéﬁ?g mbcg %ﬁ%\/\% éﬁ I 8¥%odi nent
of the i nvenidpainH of thd HvEhEH, Hdmlsfclrea% tlﬁ’z{tQhBC;S}btdc%Y?é\l'e%lsSQﬁ’ﬁe
information that V can not conput’e hinself, namely the values of k k (r)X;
, (r)Y, ., asinfeinatas thet Vnicen meoli @bmplute driinsblfj mamdlyl thei oatuesnef | n

order to stren t hen t he otocol, the depicted enbodi t and net hod
descri bed i nSdbt4rh el a5t the glerm lpgﬁrdmgsglﬁt‘fp In t o tnsure

that it |ea r gt ja e gen
pr ot ocol . |f‘§rd§f ngglgmlfe?hﬂrﬁngclgl%li](f&lh Fh ??lg{r?aPéljg%HgnémP secret y

gener at es, rdﬁ%dﬁbéd/nﬁddtallriﬁtﬂwmd&@ﬂhyes sdfrid rarelomesest lin .orflér {0 esu® and
reveal s the exponenti at ed val ues R For each 1< i < k, P
secretly consba éslegks nor more Anf onnatloan%anethéausievlyugg Chapnm-Pgdeigen 3. p
sets Z, gzI constructs the two. Chaum Pedersen proofs CP xi, A W.)
(3) CP (Y gp\(/\ft%% (4) which he reveals to V. These two ChaumPedersen
proofs taken together Rmaruted Ilepagathnfic MURSlidatfod PRdofon about the secrets
than the information that is revealed fromeach of themtaken separately.
The key to seeing thik is l?leﬂmrﬂ«tlﬁgerrtr@tefsl rendgmbofandsindependentiyl edge with

respect Lo Laggh, Q0 hongst oLl ChheAShBnENAMLFdReld L gospect to v

2. For each 1<i<k, P secretly computes w,=ru,/r_,
and reveals W, =g",z, =w, /v,.
3. P sets Z; = g%and constructs the two

Chaum-Pedersen proofs

CP (R_I,X,-,R,VVI-) (3)

CP (Y,.8.W,.Z) 4)

which he reveals to V. These two Chaum-Pedersen proofs taken together
cannot reveal any more information about the secrets than the information
that is revealed from each of them taken separately. The key to seeing

this is Remark 2.  The first proof is zero-knowledge with respect to
r,/r_, , though only honest verifier zero-knowledge with respect to #, /7.,

But the second proof is zero-knowledge with respect to 7,7, and », since

even the Prover need not know these values in order to generate the proof.

Of course, one can gain some information about these values from the
revealed value z,, but only if some information is known about v;. It is

not known if this can happen with a dishonest verifier, but does not when

12
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But the second proof is zero-know edge with respect tor,, r, _, and u;
since even the Prover need not know these values in order to generate the
proof. ®FOoDwWw3£L, one can gain sone infornmation about thepeEUS@/Wex® from
the revealed value z; , but only if sone information is known about v,. It

is not knowgei {erifits i§ ‘F%p IHid @ di ithe EhdboAimertyt es not
when 12 SUBSH MR G ERD %Lgﬁg\é\%tﬁ%éo%e?gégg\ﬁs\g%% Bg%?? 09%@8 algﬁe
verifier is dppheastionsadescribed bekow.he case with enbodi nents and applications
descri bed bel ow. d ear the quotjents r /r,. . are all,uniformn
distributed and i ndep‘le%&élﬁfttpegk}o?ﬂgs\fdﬁue%refﬁ‘EIH y gt Bterqcﬁlydr eveal any
i nformation,; 8 I éx'ﬁ?see X v, . ]ﬁm hat Z, = g2
and checks elggﬁye'{g%agﬁ}%gggiﬁlslggc%%o .ltl?s (%{]]S?tnrglvfél aenya uat eslotg’: k z; and
checks that byRd¥nmeRkes, ationt them, @adiv).y check that this protocol solves the

iterated logarithmc nultiplicatjon problemby referring to Remark 1 and
by sinply multiplyingtout hél@ﬁb%némts.zﬁhﬁ pgébaﬁil¢i tegks o epeh ged proof
i s bounded 1 bility that one or nore of the Chaum Pedersen
proofs haveagg%ﬁn%ﬂéggpqtggﬂ of these probabilities is |1g. Hence the

overal |l probability ofsa fngﬁ@Lanyoe{/alhatebognd:edl—g’bgy@d)ychezkg gthafor

reasons that will becone apparent” later, the foltoW ng variant of the

iterated | ogBf Ftfhmic multiplication problemw |l actually be of nore use
to the nethod. Scal ed kterated Logarithm.c.Miltiplication.Probl As in
the original problem Y#b c?&qe(?é’hxgi‘ef&?ﬁ%tkthﬂs Qﬁ(&Bf solygs Ithea}tgragéﬁﬂ icly

known, u;- :,lbgﬂgﬁﬂxﬁedmﬁlﬁ@iéa‘%ﬂ\/prcﬂ%mab feféﬁﬁlgkﬁ?"meﬁlﬁ’rkpd Bed RECr et from
V. In addition, a constant ¢ E Zq is kno onlyto P, but a conmm'nent of

c, C =g i ssimpliendtplying out the exponentsi r Eble poolabakiynofa Yorgedt preof el at i on
1s bounded above by the probability that one or more of the

Chaum-Pedersen proofs have been forged. Each of these probabilities is
1/q. Hence the overall probability of a forged proof is bounded above by
2k/g.

For reasons that will become apparent later, the following
variant of the iterated logarithmic multiplication problem will actually be
of more use to the method.

Scaled Iterated Logarithmic Multiplication Problem: As
in the original problem, two sequences {X,}  and {¥}

i=l

are publicly
known, u; = log,X; and v; = log,Y; for all i are known to P, but secret from
V. In addition, a constant ¢ € Z, is known only to P, but a commitment of

¢, C = g°is made known to V. P is required to convince ¥ of the relation

k

k
®X; =8, (5)

=1 !

without revealing any information about the secret logarithms u;, v;, and c.
Scaled Iterated Logarithmic Multiplication Proof:
The proof requires only a minor variation to the original.

The Chaum-Pedersen proof in 4 needs to be replaced by the similar proof

13
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k kK (r)X. _ OY (5 H+=t | without revealing any information about the
secret logarithnms u,, v,, and c. Scaled Iterated Logarithmc

Mul ti pl i a0 bom6el* oof : The proof requires only a mnor varpariusel/eso he
original. The Chaum Pedersen proof in 4 needs to be replaced by the
simlar proof 13 SUBSTI TUTE SHEET (RULE 26) WD 01/ 73694 PCT/ US01/ 09550 CP
(Y,, C, W, Z1) (6) 3. The Si npP&YKC W fZE The first shuffle proof (e
construct requires a restrictive set of conditions. It will be useful for
two reasons. First, it is a basic building block of the nore general
shuffle proof to cone later. Fortuitously, it also serves a second

i nport ant puf po § Si tance of this proof can be constructed to
effectively —&MM pernutation. This can be inportant when
shuffles need to be peThofrRGhuffle ptiRdfofe Eonsict r&{BRALS redtidHvel et exact |y
what is required in the votlngw appllcatlon (A "tuple" refers to a

a

sequence or afr denditiosst . ItFwill deansdfe] fomtﬁotmpsmsor qut,numm @ basian ordered
set of five el ile.a k-tu 0 njte orde dset with
an unspeci f.‘@ﬂﬁ%ﬁﬁ@ gh%ﬁhfer@°56p§q?ﬁ¥ f"éfﬁf’f Ergot’r | EHRC TRFTsequences
of k el errent e I &nown. The
Prover, ?0@&1‘[(1(1%§, IE(&}SO SEI"I/e(S) a;% and Vf)ortall'lto%urpgge SIHgk}sﬁelgdar e unknown

to the ver| fofethis ptoof maadHetcmtruetedotmhﬁﬁetmelﬁ Zmpnmuﬂ(nvaarﬁmhlmto P, but
a conmtnment of c, = g is,mde known to V. i's reqwredtocnvmcev

that there .gem%a@%em& ¢an be anoaawwm ﬁhuﬁlespwﬁeﬁqlzﬁ pedormeq - ) = X
(1, 10 ey 5 A, LA DA AP i o, 1
input el enedpptichio® PArupled refets @f a @@tilwnt:e o &fered set. For example,

a 5-tuple or quintuple is an ordered set of five elements, while a k-tuple

refers to a finite ordered set with an unspecified number of members.)

Simple k-Shuffle Problem: Two sequences of & elements of

Zp, X1, ..., Xyand ¥y, ..., Y are publicly known. The Prover, P, also

knows u;, = log,X; and v; = log,Y;, but these are unknown to the verifier,

V. In addition, a constant ¢ € Z 1s known only to P, but a commitment

of ¢, C = g° is made known to V. P is required to convince V that there is

some permutation, 7 € T, with the property that

=X (7)

for all 1 <i < k without revealing any information about z or the secret c.
The function = corresponds to a function for mapping a set of input
elements to a permuted set of output elements.

Simple k-Shuffle Proof: The proof construction is almost
trivial in light of the previous section and Corollary 2.

1. V generates a random ¢ € Zg and gives it to P as a
challenge.

2. P computes T = g’ (also known V) and § = T°=g.

14
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Simpl e k-Shuffle Proof: The proof construction is alnmost trivial in |ight

of the previous section and Corollary 2. 1. V generates a randomt E Zg and
gives it wooR7ms4a challenge. 2. P conputes T = g (al sor&noss/o9ysoand S =

7 =gC . 14 SUBSTI TUTE SHEET (RULE 26) WD 01/ 73694 PCT/US01/09550 3. P

generates the ChaumP erse roof C P((S; S)._.an eal.s.this to V.
4. P conputes publicl epgp Fratsscthey ﬂ%thﬁéle(,sgpdggoggt:ﬁZg, XTtand V =
S/'Y;. Note: %i)a:ﬁ‘ﬂ]‘lvyal@rtlﬁs(f@%en thusly to be nore in line with the

rol

notation in ary 2. In one enbodinent, the nethod inplenents the
protocol with U5 = Xl T™and ¥ comfiut& puhhdyo(zw sihenkedby V' theputlaes onal |y

F?re?a?éﬁe{‘igér. (Y a0 P Bl b ARG a8 ohesed) i terts SRERdhces (v
ey and (Ve jd windBgk hBGoRORTCRNL G, ) GREEKLBBHbE SEabsdnteoari thn o

nultlpllcatlon proors on sequences he ve I et ensures t hat the

desired rel amplembnts thbqirmml wWith Uhi=t K@l dodplat = se/GUﬁne@dMslehemts X and
t he sequence Y hol ds Eyased on Collorary 2). A forged proof can only be
generated i fcampuiationally ek gxpensiverthas aylgplieatiansi ¢ nul tipl i cati on pr oof

f d, th f_of f
choose e Trom the excebls bbAveserxerutees b  srfbd Vet JomBERs, | ©
probability ﬂﬁltﬁ)lf&ﬁ@ﬁ%r@épﬁffotéé‘bl H@ﬂﬂﬁeﬁhqu%h@é’segbgﬁl( aid *{V;)}? | @nd fthé t her

i nformation regardi nglggr oof's provi ded under uf fI e prbtocol s
descri bed hevasmitmgnt uﬂmkmgtthe saml@déogaratmnemdtiphlcalorppmfsl onal

Pat A L1 00 col T AERS b WS R DR SRR SRSt ' S 1"
P o8 SO SR gl S ol kel

holds (based on Collorary 2).

A forged proof can only be generated if either the scaled
iterated logarithmic multiplication proof is forged, or the single proof of S
= T° is forged, or, V happens to choose ¢ from the exceptional set in
Corollary 2. Hence the overall probability of a forged proof is bounded
above by (3k + 1)/q. Further information regarding proofs provided under
the shuffle protocols described herein may be found in the above-
referenced U.S. Provisional Patent Applications.

In general, the simple k-shuffle may be sufficient for some
applications. To shuffle items, an individual needs to employ a
cryptographic transformation (e.g., exponentiation) where there is
certainty that a series or sequence of output elements Y;through Y, were
derived from an original or input sequence of elements X; through Xy
based on constant cryptographic information, without revealing which of
the original X elements produced a resulting Y element. Furthermore,
individuals wish to provide such shuffling without also having to employ
a burdensome proof of validity, such as cut and choose type of validity
proofs known in the prior art that require numerous iterations for a

sufficient level of proof. Instead, a series of k£ independent Chaum-

15
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derived froman original or input sequence of elenents X1 through Xk based
on constant cryptographic information, wthout revealing which of the

ori gi nal woel/azsent s produced a resulting Y el ement. Furt hP€TMDB®,/09550

i ndi vidual s wi sh to provide such shuffling wthout al so havi ng to enploy a

bur d fof it t and ch | i dit
o1 0of o knowtt SarseoPiEPEy Padel of bl o B Rninto 8e: L RS Pomlétie ' o”

sufficient | fVfdscAbedh&Rin. | Nstead, a series of k |ndependent Chaum 15
SUBSTI TUTE SHEET (RULE 26) WD 01/ 73694 PCT/ US01/ 09550 Pedersen proofs
based on a secret exponentlatlon value c are enployed, as described

herein. 4. The Cﬂlﬂeﬁahe& dhndhiuffle An obvious limtation of the sinple

k- Shuffl e protocol is t he .shuffler, P, nus r.i gi nal
exponents o1 oo 'S AhrPbyiay lEpAesset s bl SMUAEErBbeRds ace. The
next step i Gk huffl e Pipblem Two
sequences o?hﬁpﬂﬁle%{eﬂgggltq) ﬁl@ét%ﬁfaﬂ tht d}%(m oﬁlenﬁﬁ S? Ykgargﬁ)publ icly
known. | n addaty appheanomrthtsamﬂl notcbe ﬂq: casekriﬂvmnextl s,tep i ) eliminate

commitnent of ¢, C=g9g is made known to V. Pis required to convince V
that there |t§1551@§§1‘3tﬁ9§rrrutat|on 71 Ek , with the property that Y X; (8)

o L L < ok M Eouhel A NeRhiA, PAYMIGALOLIBIAIARRr | bidherhle Secr et

c. General k-Shuffle Proo IS cons

k-shuffle thett Zhag, been X@aﬁdanl ately atr@qﬁﬂfricz dcnobmtrlﬂ adelliméneai, and an
application of Lemma 2. 1. P generates a sequence_ ilk c Zq, randon1y and
i ndependent | gongtamt ege gl 45 knewseoflirioel Ubut-aggmmitment of ehef &t & 1anot her

chal Tonge. - amds J R Be: & of Meai R REZEGRungk ST IG5 gt ©,” 2 ©

permutation, ® € Y., , with the property that

Yn’(i) = Xic (8)

fof all 1 <i < k without revealing any information about = or the secret c.

General k-Shuffle Proof: The proof is constructed from a
simple k-shuffle that has been "appropriately randomized" by the verifier,
and an application of Lemma 2.

1. P generates a sequence {7} cZ,, randomly and
independently and reveals the sequence U, = g" .

2. V generates another sequence {e, }::1 c Z,, randomly
and independently, and gives this to P as a challenge.

3. P publicly sets U; = g“U,, and secretly sets u; = e; +
#,. By requiring the Prover to add a value generated by the Verifier
prevents the Prover from picking certain secrets (exponents) and
otherwise helps ensure encryption robustness.

4. P constructs a simple k-shuffle on the sequence
{U, }; , with another commitment D = g? (different secret exponent), and

: : i . k
inverse permutation, 7', resulting in the sequence {V, }; = {g“' }--1 and the
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u, . By requiring the Prover to add a val ue generated by the Verifier
prevents the Prover from picking certain secrets (exponents) and otherw se
hel ps ensudel/&xwes ypti on robustness. 4. P constructs a si npteURestsdof | € on
the sequence {U, }k 1, with another commtnment D = g" (different secret
exponent), and _inverse pexnutagion Iv esul.tingpl N e sequence {V;}k
T 1k 1 RN rBSEE e R hapleck- sl SR h nAR Tl Sy 3R

PCT/ US01/ 09520 pubHE! BtRRBGL ¢ REeRto #5) in the sinple k-shuffle section.
(Recal | that the V are public, but tHe vi are secret to P.) 5. P publicly
sets Al = X, and B; =%, .1, Ppublichveetd 4; +h¥" @bl Redearskrevpalsdhs CP(g,
Vi,XA) (9),.,CP (g,, U, Yl .Bi) (10) Thus, the sequence of elenents A and
B corresponochﬁlmﬂ%dieﬁﬁl}tprgﬁ uence of elenments X and Y. 6. Publicly, the
values k A=JJA (11) k B=fB; (12) are evaluated. 7. P reveals the

Chaum Pedersen proof CP (D, A C,_B) (13 Steps 5-7 above effectively
require the Prover to pin down t 6B (gat’aX.olihel p ensure that the Pr over(Mas
not tanpered with the original data. (These steps differ fromthe sinple
shuffl e description above.) A forged proof can only be generated if either
the sinple k-shuffle proof is forged, or one of the Chaum Pedersen proofs
is forged, or the tuple (ui,.. . ) Uk ) is chosen fromthe exceptional set
in Lemma 2. Hence the overall pEBHgblLiXiyBof forgery is bounded aboved®y

Thus, the sequence of elements A and B correspond to the
input sequence of elements X and Y.

6. Publicly, the values

a=]]4 (1)
i=1
k

B=]]5 (12)
i=]

are evaluated.
7. P reveals the Chaum-Pedersen proof
CP(D,4,C, B) (13)

Steps 5-7 above effectively require the Prover to pin down
the data to help ensure that the Prover has not tampered with the original
data. (These steps differ from the simple shuffle description above.) A
forged proof can only be generated if either the simple k-shuffle proof is
forged, or one of the Chaum-Pedersen proofs is forged, or the tuple (u,,. . .
, U ) 1s chosen from the exceptional set in Lemma 2. Hence the overall
probability of forgery is bounded above by
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17 SUBSTI TUTE SHEET (RULE 26) WO 01/73694 PCT/US01/09550 (3k+1)+2k+ 1
(5k+2) (14) g g g q 5. K-Shuffles of Tuples Those skilled in the relevant
art will weoogisb&£e that in the previous section, the chopcrUSI/MIB® Ssinpl e
shuffle essentially "froze" the pernutation that coul d be proven. This
makes it easy to see how to ext the previogus section to shuffles of k
tuples of elenents of (g) . Tstth 02k 1se )a of k 1-tuples as ljx
| array, a single sinple k- shuffl can gs P rve tg prove that all col ums
have been pernuted according to the sane pernutatlon but each row | eft
unchanged. Thus, the k shuffle described above is perfornmed 1 tines, once
for each colum of the array of k elenents (each of the k shuffles reuses

the sinple sguf f&esl Eﬁn ﬁgrt! cular, this extends to tuples of El Gamal
pairs. 6. T n | nformatl on regarding registering voters,
formng and distri bUtTH&sebﬁhll@& %m thié Qél'e{)&ltbﬁjt 'v@ﬂﬁrec% z%oﬂﬂt"iﬁ'tﬂcg an

el ection enploying encrypted, electronic be found Iin U S

Pat ent Appl i pravioms sebiven, 1he/ ARficeaT the snlm;ﬂe l‘shufﬂte Edsenﬂﬁllp "fevzel tthed
"Ml ti-Way Election t hod dAparat 09/ 534, 835, flleg March 24,

2000, entit |REAMutatiQn. thas cqul q ﬁﬁo‘gélherﬁ“% |1ﬁgea|5¥r‘i9&ﬁ‘*é‘n OBa (9 ot

Appar ot s f o VR, 0% Brevibi et Sforties b £ 0bleh 417 g%@stg"am@?'c'e e

60/ 252, 762, Thmkﬂlgl\bf/erﬂ@qner?o% o2RQQupkBtdstd de Ilémﬁrt laogin@essimiple k-
60/270, 182, filed February 20, 2001, entitled od and Appar atus for
Det ection andiutfle cae serys tafprowerhad milsecdumas have been pernwied avepisting

B e

Security." |desefABe®abovt MEPérfoMMES tinded, SHEETKSr 4thaolEhim R thed@iray Of
of k elements (each of the k shuffles reuses the simple shuffle). In

particular, this extends to tuples of ElGamal pairs.

6. The Voting Application

Information regarding registering voters, forming and
distributing ballots, storing ballots, and conducting an election employing
encrypted, electronic ballots, may be found in U.S. Patent Application
Nos. 09/535,927, filed March 24, 2000, entitled "Multi-Way Election
Method and Apparatus," 09/534,835, filed March 24, 2000, entitled
"Electronic Voting Scheme Employing Permanent Ballot Storage,"
09/534,836, filed March 24, 2000, entitled "Method, Article and
Apparatus for Registering Registrants, Such as Voter Registrants",
60/252,762, filed November 22, 2000, entitled "Election System,"
60/270,182, filed February 20, 2001, entitled "Method and Apparatus for
Detection and Correction of Compromised Ballots in Secret, Remote,
Electronic Voting Systems," and 60/272,883, filed March 2, 2001,
entitled "Information Theoretically Anonymous Signatures with Discrete
Log Security."

In one embodiment, votes are submitted as ElGamal pairs of

the form (g"‘,h“‘m), (or a sequence of these pairs if more data is
18
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the form (gh',hain), (or a sequence of these pairs if nore data is 18
SUBSTI TUTE SHEET (RULE 26) WD 01/ 73694 PCT/ US01/ 09550 required), where m
i s some svandawgs encodi ng of the voter choices (describeBChEsai/y50 t he a;
are generated secretly by the voters, and h is a public pararret er

d d I h h
Cet et o B LS eI 57 Js e VAT R T ey Do ¢
Crypt ol ogy (dmﬂli’é?euﬁlﬂlé&chtéf%]d&é@é seEreHIYTBRUERS votels, aR8 S isPP-

522-526, Spri n%er Verl ag,” 1991 ce the polls-are closed (voting
fini shed), ndmrmmrtcomtruacdmm acdeadarldsorsecict shamugiechdmg (see, shuf f | es

the ballots. t of the shuffle, the final collegtion of
encrypted bl got@ :ngﬁré@i’yp{&e F%“g@cm%é(ét el et 2 iﬁ‘bsé?fﬁlmchene

and the clea a i 11 oG @(%1? tio

rul es. The a‘étﬁorfets:hgs ﬁﬂ rtlﬁglggteth%ié Iéequenltb?‘tgﬁ% ?‘h@P may be
arbitrary i rSoiemdzepp. 59?1—&216e§§prmgexb‘e’edagcplmle) y Odiicé ftiee polls tireoctosedhose who

hol d shares of the_el e@é}){’on pr key.  The segue ce, of ball ot Whl ch are
finally decriyptiag fimish ¢@llestioneoh apghaifies %f‘élqlﬁé%

submtted b f AN nce each
of their pe?gr}rlllﬁl?ﬂgsi Jg%s&lhsm%od)l &@%gg%%%%hﬁ?%cﬁg%ﬁ gglg%o%éirhforned by
an indi vi duaénc@*ﬁthérbaﬂl\()tsaiis dé@ybt@uﬁn a:bcofcﬂan@é avith A€ threskéldt dchemeandon y
and |ndepende 2. Each vote v; = ''m is replaced, in sequence,

by (g+1", h"andahe)cleax tcﬁa‘(ﬂfcm@a@dnteﬁrminll vaev iyl ey CWCtlﬁ@tItﬂCSr eveal i ng
(o fecrins. s R shUIiLe SRESCORY SHASROILIE R v
Tossages  opapte SYREASI g e Pl Ao iposats
power. A Chahosdeder dmid mhaods of the election private key. The sequence of
ballots which are finally decrypted can only be matched with the original
sequence of submitted ballots if all of the shuffling authorities collude,
since each of their permutations is completely arbitrary.
Each shuffle is performed by an individual authority as
follows:
1. B are chosen secretly, randomly and independently.
2. Each vote v; = (g%,h%m) is replaced, in sequence,
by (g% h**%m). A Chaum-Pedersen proof is published without
revealing the secrets.
3. A shuffle with secret exponent c¢ is performed on the
resulting encrypted votes.
4, Steps 1-2 are repeated.
5. At this point, the messages that are encrypted are the
c-th power of the original messages. This is easily fixed by raising each
coordinate of each vote to the 1/c power. A Chaum-Pedersen proof of
this operation is equally easy to provide, thus keeping ¢ secret while
convincing verifiers, by simply reversing roles of g and C = g
Steps 1 and 2 above help randomize the input data to
prohibit one from tampering with it such as selecting a relationship
19
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this operation is equally easy to provide, thus keeping c secret while
convincing verifiers, by sinply reversing roles of g and C = gC. Steps 1
and 2 aboveohedeps r andom ze the input data to prohibit onectueevwssoperi ng
with it such as selecting a relationship 19 SUBSTI TUTE SHEET (RULE 26) WD

01/ 73694 P SOl/ g{ﬂﬁ stlﬁl% baI I ef or huf fling. The

Chaum Peder FE‘@ %fﬁ%la €PSHEF B%) ue added
for this raWoﬁié& ofi {heaﬂddlﬁbhﬁr O@ihbvé‘d&'ab ﬂﬁ@tran(ﬁﬁﬁ]%ﬁlg]: gpda? may be.
omtted (and step 4 . Secure Message Encoding If p-1 has small prine

factors, somitemdtwermhbmhnidmwepshbanéﬁanaiysbe westtadémdstapd®. | eaked. This
is not a problemw th the shuffle protocols, rather it is a problemfor
strongly enc ypt'ng t he e, first place. Whether or not this is

significant fng MESSALC 240 q—d&epends on the expected val ue of the
nmessages to be encode Thi I . ver, by
taki ng speci al care |ﬂ1%1§‘rﬁ‘§o§‘{y}§. Egcqﬁct%h%gggf‘eeﬁ%%ﬂﬁ p%bo(f{g\c??ed onto a

subgr oup whaggoded efiessagdsadansbeotdaked.| Alge ipnone pfralo;leﬂr mthSahecshuﬁﬁ)et
enbodi nents described herein are. restricted to the case where (g~ is a
prime, g, wePr@fedolydpthegikisiasprablem der éﬁrpnglb{ee@aﬂéukg e 10 the fi§hever, the

nor e gener al ues.
Suppose tharPIiRe BT BRREE ar HBEFHiE fs Snftibat bEBGAP Ry Horh E6Gy GHRUS E°.
2b-2 <-(p- |)dr?ﬁﬁ:<@x§écied Valie oféhé ‘h‘i&'sﬁ%ésttbaie éﬂldodﬁﬁssﬁﬁgﬁ)rﬂbkﬁl @4n bi t

| engt h at nost 2. Rather than encrypting each nessage as (ga, ham as is
st andard, vvealSQabc rejiminateddwowaysr,Hanmkinghspeorlaese ihthe QQOMSEQQIS are
encoded with the sane I‘IVI al . pro ectlortl) on the orde(:ir 2 sy Iqromi) of Zp .
Cauat | on 15 TkseeR s bf itpreil R’ siberSib Wifos?' Sider cohitatdls Sy

large prime factors. Since most embodiments described herein are
restricted to the case where |(g)| is a prime, g, we will only discuss in
detail the case p = 2g + 1. However, the more general case can be
handled by an extension of these techniques.

Suppose that the bit length of p =2q + 1 is b, that is

2 < p<2

SO

2?2 <(p-1)/2=g<2" (15)

We require that all messages m be of bit length at most b—
2. Rather than encrypting each message as (g“,h"m) as is standard, we

encrypt it as
(g°,h"m*)

This means that all messages are encoded with the same trivial projection
on the order 2 subgroup of Z,. Equation 15 guarantees that the map

m—>m’ is invertible on the domain of definition. To invert, simply take
20
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m-3 n2 is invertible on the domain of definition. To invert, sinply take
20 SUBSTI TUTE SHEET (RULE 26) WD 01/ 73694 PCT/ US01/ 09550 the unique square
root whi ovoons7d6e6s than (p-1)12. Thus it is a sinple natprer/vsa/memover the
original message, m once the actual nessage, nR2, has been decrypted. 8.
Sui t abl e Syshemmiqugusquate aoot whéct ol leswithan (psdysi dhusriovs desimple i ef ,
general description of a suitable conputing environnment in which aspects

of the i nvenhater warecbeer thel mﬁgimahmesédgehmgdmceothermualrméssagerrbﬁdi ments of
the inventign will be described in the general context of
corrputer-exé&ﬁtbSSPéleFWf‘rQictions, such as routines executed by a general -
pur pose conputer, such as a personal conputer or web server. Those skilled
in the rel evgnt S%ﬁfa%' Kys@@preci ate that aspects of the invention (such as
smal | el ecti ticed with other conputer system
configurations, includfiggre rit andetheafpllowimpe disduasidnhptavideva desgt, wear abl e
conputers, perso di.gital _assistants ("PDAs"), nultiprqcessor systens,

m croprocess%ﬁnﬁﬁggléacr&%% o ? aHtablecommumgesnvatoameng in svhich @speatk  Pcs,

m ni conput els,q.cel: . e 0 -{0p Lpf conput ers,
and the Iikeépggeég&gpﬂ?lﬁdg&ﬁ nl\;/g;n'.}?@ﬁn%gl%e He eﬁ’%‘g;ﬁ%}b”?‘%paf pé:(c:li al

pur pose conpsthledditientiadftheriavestiet willdie descaibed iih itkagbyerabcogtertrotd,
configured or constructed to performone or nore of the

conput er - ex OMPHEECxgraahle indrictionp| Yichas mautiBehexqoyirdely atgaaerar m

"conputer,” as.generally used herein., refers to any. t he ab evi ces,
2 wel | ‘o PR SoBpytssSih AEbPisobl Fofiol M w8 e prhcr o T n

di stributed skeipei it ithd reRVARIORAERIIS AMPRERatt ARKUE aOPediP Gl tBE @mhenter f or med by
remote processing devices, which are | inked through a communi cati ons

network, sushcluaseasmaltglections) san ber racticed witht oshotr eemplatencylstetWAN) ,  or
the Internet. An a.distributed conputi envj ro t r ogr am nodul es or
sub-rout i nes"‘WﬁJ qnacg}cwpg.frg@p{?ﬂaaeﬁ%lcgﬁd ?‘BEE'?@ y W Ge

computers, personal digital assistants ("PDAs"), multiprocessor systems,

Q

microprocessor-based or programmable consumer electronics, network
PCs, mini computers, cell or mobile phones, set-top boxes, mainframe
computers, and the like. Aspects of the invention can be embodied in a
special purpose computer or data processor that is specifically
programmed, configured or constructed to perform one or more of the
computer-executable instructions explained herein. Indeed, the term
"computer," as generally used herein, refers to any of the above devices,
as well as any data processor.

The invention can also be practiced in distributed
computing environments where tasks or modules are performed by remote
processing devices, which are linked through a communications network,
such as a Local Area Network (LAN), Wide Area Network (WAN), or the
Internet. In a distributed computing environment, program modules or
sub-routines may be located in both local and remote memory storage
devices. The invention described herein may be stored or distributed on
computer-readable media, including magnetic and optically readable and

removable computer disks, stored as firmware in chips, as well as
21
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devices. The invention described herein may be stored or distributed on
conput er -readabl e nedi a, including magnetic and optically readable and
renovabl aveonpsber di sks, stored as firmwvare in chips, asPeRUBIIA®S5021
SUBSTI TUTE SHEET (RULE 26) 7WO 01/73694 PCT/ US01/ 09550 di stri buted

el ectronical l.y, Qv e lnte net Qr r_networks |ncI | rel ess
net wor ks) . 141%‘5@’“? réPHOP}‘E I Y%@S Y O{M()ﬂfe“i émg%g portions
of the protogfbRssasaiomen II%@é RkiIRM ﬁleﬁlb%léirﬁnﬂaﬁewﬂﬁ&ecd‘g(ﬂiﬂéuﬂﬁi whi | e
correspondi ng portions reside on client conputers. Data structures and

t ransm ssi orpatiousit ef ph¢tp1©m<mis tdessubed phartoc ohay aiesidel 90 aeseorpassed
within the scope of t i nventi Unl ess descr bd other

bonat 1uct orSTENtEh Ve GeresondHis OHIOBE SouTE ORETERDSHIPHIF o HA 1 ar e of
conventi onal t : C. ed in
further detal herelaﬁﬁs%%snﬂgé;l%vgfl @%E’a?ﬂéﬁﬂ%“ﬁsty&gnﬂ‘ ?g(%tgg gg%t lth)i)e skill ed
in the rel evarongassedReithir thegcdpe bf therimvéntien.sui t abl e envi ronment  of

system 100 includes one or nore voter or client co uters 102, .each of
whi ch i ncl udes a br ovHeksbﬂsgqr&}ﬁdrmwsmﬂwtms 101 tad) t‘PECré%%ut er to

access and e ofigh ss ﬁfe“?tare | RAnAFBedibh S Lhin the
po vo €

Wrld Wde Ion ernet. er conpufers 102 may
i ncl ude one Ieﬁullfrosnﬁhqsiﬁéksahed@rﬂ@telse de@rw&dtlﬁ ﬁmhef defaill lngreth, agrthegssi ng
circuitry, nmenory, input devices (e.g., keyboards m cr ophones t ouch
screens, andwbbateadilyomdersiegd by theset ské metéle(r@fegant artli spl ay devi ces,

audi o speakers and prigt d st ra e d Vi ces fixed Ioppy,
and optical disk driv ten?;ﬂ)lg t(\’/vgfgmﬁ 6t toﬁsygie %61 The

voter CO”pUtlﬁEmdéﬁ)?or{Eabr ahdfe '\)@)@éﬂlgﬁ &feﬁ?rcd?ﬁlﬂﬁéﬁmloﬂo‘éﬁéﬁsof %HﬁEh as an
operating system one or nore application prograns (e.g., word processing

or spread shaeludapp blmvsarnpt)ogreandmbdelel 164 . thats peghivsuthe moﬁnmﬂcxetd there
are N nunber of vot uters

esenln VO ersl , ... N A
server conput%Fss %’Fﬁ e gatar ngéh% B‘FtF i 18f “@é‘g& webisites Wlthm tﬁe
World Wide Web portion 106 of the Internet. The voter computers 102

may include one or more central processing units or other logic
processing circuitry, memory, input devices (e.g, keyboards,
microphones, touch screens, and pointing devices), output devices (e.g.,
display devices, audio speakers and printers), and storage devices (e.g.,
fixed, floppy, and optical disk drives), all well known but not shown in
Figure 1. The voter computers 102 may also include other program
modules, such as an operating system, one or more application programs
(e.g., word processing or spread sheet applications), and the like. As
shown in Figure 1, there are N number of voter computers 102,
representing voters 1,2,3 ... N.

A server computer system 108 or "vote collection center,"
coupled to the Internet or World Wide Web ("Web") 106, performs much
or all of the ballot collection, storing and other processes. A database
110, coupled to the server computer 108, stores much of the web pages
and data (including ballots and shuffle validity proofs) exchanged
between the voter computers 102, one or more voting poll computers 112
and the server computer 108. The voting poll computer 112 is a personal
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coupled to the Internet or Wrld Wde Wb ("Wb") 106, perforns nuch or
all of the ballot collection, storing and other processes. A database 110,
coupl ed twoovheseser ver conputer 108, stores nuch of the webCpageIsmnd dat a
(i ncluding ball ots and shuffle validity pr oofs) exchanged between the

voter conputers one or_nore vot.in ﬁ rs and .t he server
conputer 10&° e]imS(eWFd %%PP“@BnB’&‘E‘e“quHﬁ‘Ee{’s aﬁge 138718951 BEE | TUTE
SHEET ( RULE Rfp)icVWtghld f@&%ﬁmpg f)H%giUnQ&ﬁﬁé}s &PfHEUF)ﬁth S&f \Bfers QR er,

m ni - conput or the' like, posttioned at a public voting |ocation to
permt rrenbemay abt thlee pemly access ttvco:bm;mteniea:ouptqd tmthehhuemleedﬂﬁ tccess to

conputers coypled.tq the Int 106, M oni ca te under the
system descrqlf qbf YOterHy er eSXFEﬁI%r‘ﬁ:SEB @@F@nloih eV HE5i t i oned

t divid I 112
are locat eﬁ"’épa%@h@ﬁ‘ LS MBS0 bR IR B *thf’é‘ﬁ#@ c

el ection. The wekt ndtigl poll ocgmtipetersl 122 myldcatddu@&bhcllyoomothér@aseﬂet wor K
(LAN) having one server conputer and several client conputers or vot er

term nal s co’l@ﬁﬁ%,séb eHervatersvinaa phblie Aleation. + hbe é{wmﬂeWH cogwpsral 120t ers to

'nchude an 1 A Eaad e JoBHPRER neiark (ANE bRl B ser R BT n
i Buttons pr ol chivnt mhlblﬁérsmcﬁm@ﬁﬁhﬁns &ﬁfmed ﬂ{breteuha@lﬁe LANitg 6 nm

conput er chlgg arnored in a stainless steel can that nmay include a
m cr opr oces dberebyrpermitgieversd adtess tthetSunuhmqmutSbwbmspareﬂéssary to encrypt

and decrypt informati ch as;,si gnat ures of vote 0  haye_ registered.
Further information r;glgrébvé"%%uﬂalla? PYST AR, S0 Hl?i‘f%\ég 2%111 course
other data g Rk dg ko mlﬁ@@@gar bmlﬁfmﬂ dided

conput er reag&{)l e rre |a ??SCI’I Ee her el gﬁo frequerslé)%‘% éi ntlflcatlon

(RFID) tagdalbase Semi¢omiudtore@eimnaAnbButtmdes aorl 6otrmer camputer ahipct i on
devi ces, and associ ated.readers, for these. an alternative
enbodi nent, %@é&leﬂw tagpesta ftepl can, dhaf mﬁyunefj%%n@ ARICTORTOSESSOT \faE e

el ection, S%Eh-%ﬁeé&edrﬁh&%hbogmﬁf)utﬁﬁﬁﬂso "ReEssary to encrypt and decrypt

information, such as signatures of voters who have registered. Further
information may be found at http://www.ibutton.com. Of course, other
data storage devices besides iButtons may be employed, such as computer
readable media described herein, radio frequency identification (RFID)
tags, one or two dimensional bar codes or other data collection devices,
and associated readers for these.

Under an alternative embodiment, the system 100 may be
used in the context of a private election, such as the election of corporate
officers or board members. Under this embodiment, the voter computers
102 may be laptops or desktop computers of shareholders, and the voting
poll computer 112 can be one or more computers positioned within the
company (e.g., in the lobby) performing the election. Thus, shareholders
may visit the company to access the voting poll computer 112 to cast their
votes.

One or more authority or organization computers 114 are
also coupled to the server computer system 108 via the Internet 106. The
authority computers 114 each hold a key necessary to decrypt the

23

SUBSTITUTE SHEET (RULE 26)



officers or board menbers. Under this enbodi nent, the voter conputers 102
may be | aptops or desktop conputers of sharehol ders, and the voting poll
conput er WA A1/zM be one or nore conputers positioned w t hPaTAkE/0IsTHINPany
(e.g., in the | obby) performng the election. Thus, shareholders may visit

t he conpany o .access.the votin ol 0 2 to.cast their. votes.
One or rrpm)rg e&%‘ftﬁ%}lf tsti?ll(?its SFOéS(?li’gz}gF o%t%b@ggtﬁ@ s]ﬂhﬁﬂ}fr@ chP@gr@c?lﬁ‘bl ed to
the server CRARIM Llequie! Bidt 20&ibuéter bhehe TSl AbEP B a-'u_ﬂﬁ)ritfé‘dtrhgf.éty
conputers 114 each hol d a key necessary to decrypt the 23 SUBSTI TUTE SHEET

(RULE 26) WO<0)AZ88%6 deCiypyshae balesOto teechy avoid thalréqtizersendrtbat alh t he

dat abase 110. Threshold cr ogr aphic syste requi re,that a subset t of
the Lotal nUSBSHIGE s ReALs Fasbatiet decr plion, Jhyotigy werds toPiFEivE ne

bal lots, to défhae{lﬁ %oi‘&%bfpt%%&ﬁtérﬁ‘ilé'w ﬁ[ﬁ?% é}dc}%}te ReY, sé%!rl{c@%;h %xﬁﬂ?o Ole d”eeded

for ballot decryption. er words, ecti’v res

crypt osyst enofi sgitompsnehehat messugésecdnelye dscryptednghen asobstastialafubsetgr oup such
t hat nmessages can be decrypted when a substantial subset co?(ierate - a

T,
(t, n) threshdo@peraipr aiyzr%%émesml&mmyaﬁ@- dapterals ats defineddedd) at e keys

jointly ano . C | > ructing
the private é‘tﬁpa%er%tgg}%@?‘ﬁgwﬁ“@&&#%ﬁ é{r?é’ %ﬁlﬁﬁg@&%ﬁ#g%&g%gﬁﬁﬁ%cr yption
share to theesefistRIctingthe peivate)icdye "THO Buthbiiey cohputedt 1119 mPeptdddends so
that the server conputer system nmay decrypt the ballots and tally the
resul ts. Furtheigrdesryptiamshare toéhaisgrver eempuisosiystem 10@ aftier die volng aut hority
conputers performone shuffle of the ballots, as desc¢ribed erein. In

conj unct i on RET9Y §44s, ¢ Eﬂ?tf‘ilhg,seé‘éetfhcoé’ﬂ?lﬁﬂ PYSFeRo Mgyt erc%‘e‘#s?%@s a shuffle
validity progfd aWithe réyisbe encrypted and forwarded to the server
conputer 108, or Stored locally by the authority conputer. 1In an

al ternative enbodi nentFurtneravtate,t imdeal theedeppéted udrhbodiment,oeguht of shar e

provi ded, where one set of authority co ter huffle the encr. ed
bal l ot s and ARG SORIHATS DeFmyidng shifdles of e | s a5 et °or

herein. In conjunction with each shuffle, each authority computer

generates a shuffle validity proof, which may be encrypted and forwarded
to the server computer 108, or stored locally by the authority computer.
In an alternative embodiment, an additional set of authority computers are
provided, where one set of authority computers shuffle the encrypted
ballots and generate shuffle validity proofs, while the second set of
authority computers employ keys shares for decrypting the ballots.

One or more optional verifier computers 130 may also be
provided, similar to the authority computers 114. The verifier computers
may receive election transcripts to verify that the election has not been
compromised. For example, the verifier computers may receive the
shuffle validity proofs from each of the authority computers, as described
herein. The verifier computers may perform verifications after the
election, and need not be connected to the Internet. Indeed, the
verifications may be performed by other computers shown or described
herein.

The server, verifier or authority computers may perform
voter registration protocols, or separate registration computers may be
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authority conputers enpl oy keys shares for decrypting the ballots. One or
nore optional verifier conmputers 130 may al so be provided, simlar to the
aut horitwaonmsbers 114. The verifier conmputers may receP@EUSHIIE®EION
transcripts to verify that the el ection has not been conprom sed. For

exanpl e, the verjfier conpute may. receive the shuffle val.idi pr oof s

rom each ofPoKIded (BRLIVA Lo hhr ey Sratn tmppicss Bevriar Bidk Divfetier i 1 er

conput ers f b £ x . t not be

connect ed {T?é?ﬁe;r%ltﬁ{ g%a\r(l%t{g. B%&nl?iée&elg%%fgf%\)gé%t?ﬁt%i@gnﬁoﬂr@a &ggngg?g?br med by
ot her conputwwise fmperpraont dists.cdighall pi¢tare compatieors eank otheretechniguesr

authority cqnputers y perform voter regisiration protocols, or separate
registrati oﬁcmhyéﬁgsenﬁvﬁ%@m the wlpyant pOTEY SIMEESSISREIEN 48 148188/ 73694
PCT/ US01/ 09 i . [ Is t may

I ncl ude bi oSrfag}%rn y@&%g&@&}éﬂ%ﬁ&%%%%Jﬁ%n@? rsﬁéf atlglag m&gi%{l%hts, such

as fingerprint data, 7Tk cervetr roaigutémnlo8aheludds @i sakvepeagineel2@npari son,
and ot her techniques known by those skilled in the relevant art. Voter
regi strat i orvelhd PRES uIRRagement, neRrsperant| fi22at 8s dagabasee management f i abl e

shuffles is describ el ogw. Ifhe sarver uter 108 incl udes rver
engi ne 120, cé)mmngg]&g’ r?én‘é’&gn%%f)ﬁ‘b%n%o&ﬁﬁﬁen&%20%§%8&’tnabalﬁ§§e ﬁgwggement
component  12hgims 196 perfdfm$!iAsid daesiP RN §iah8ardfunshiility, TH6ertivas \6Ethe engi ne

120 performs, 1n addition to standard functionality, portions of the
el ectroni ¢ vaeé¢tneniprvetioggirotothk Ehe epptyiptionprotasobmayele stored ondhbie on t he

server conputer, and portions of su ot ocol also stored on the, client
conput ers, t%?@é‘{rh"é?mﬂ\}i%% f’é’g’pP Pét(gh%’gﬁsﬂrgfﬂcé’.l a:lsr?détg ({ Pﬂet?‘ﬁtfa’\?é‘t pr ot ocol
may be stor | S{ol ed@n g{gjﬁl{a e 1, thien L ng
magneti c an?boglé | ggflffrgt:{gfaégaﬁrftg g errgt\gla eg%lgéﬁpultiggéegi’s g, %?ng%:rocode
stored on seprotavod unhyrbe Btqrsd (ady distEbRPRAVPN ecmpetet readabde smediayt ed

el ectronically over the ILnternet, or other networks. Those ski]led in the
rel evant ar tingluding gaggeii and HQFC@J& fGagaglecan W@l(bva&l%egmputer gl

microcode stored on semiconductor chips (e.g., EEPROM), as well as
distributed electronically over the Internet or other networks. Those
skilled in the relevant art will recognize that portions of the protocol
reside on the server computer, while corresponding portions reside on the
client computer. Data structures and transmission of data particular to the
above protocol are also encompassed within the present invention. Thus,
the server engine 120 may perform all necessary ballot transmission to
authorized voters, ballot collection, verifying ballots (e.g., checking
digital signatures and passing verification of included proofs of validity in
ballots), vote aggregation, ballot decryption and/or vote tabulation. Under
an alternative embodiment, the server engine 120 simply collects all
electronic ballots as a data collection center. The electronic ballots are
then stored and provided to a third party organization conducting the
election, such as a municipality, together with tools to shuffle ballots,
decrypt the tally and produce election results. Likewise, election audit
information, such as shuffle validity proofs and the like may be stored

locally or provided to a municipality or other organization.
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reside on the server conputer, while corresponding portions reside on the
client conputer. Data structures and transm ssion of data particular to the
above pr wooot3ed e al so enconpassed within the present i npenMus@mIsshus,

t he server engine 120 may performall necessary ballot transm ssion to

aut hori zed voters, ballot ceollection, verifyin allots (e.g.. Ghecking
digital signatures and lbeagvgl r{&g\f,‘echnp}?qupﬁ &2%&@@%&%&@&0@%@@?@@ validity
in ballots)or MRkiReRSORREPALRE subR! 450in SEORiE BALIBNBOR WP Iagk ahy! at i on.
Under an alternative enbodinhent, the server engine 120 sinply collects all

el ectroni ¢ bidstobed hsloav.dMatersodideuséromayeacerss thteevleecompuiter b8 | ot s are

then stored and provided to a thi party .organi zati on conducting the
el ection, sdh agne&nﬁuniq,fi pat i t?’,&ﬁﬁogeatsﬁé?la t h Y56T%Wo s I egfbal | ot's,

decrypt the . try ; A | e tjon audit
i nformati on,ﬁ@u{c\ﬁ as'q]g Eét'Jh%?é[J g&vgk ?g{{{grhp?%g%? %szﬁghttﬁi“eﬁﬁgn’néa@ Aes a'{s]t or ed
| ocal |y or [URV fdec manripalityciThel muyicopalny mesy hogari opetratonthe 3&rveSUBSTI TUTE

SHEET (RULE 26) WO 01/ 73694 PCT/ US01/ 09550 The web g&ee conponent 122
handl es cr ecROPRtEHAYHRELIE drectlyutarnautemapsally dgeward suchhgeesived ect r oni ¢

cerver compuertaf§ bl KEACh farte Vol alficilRn o MIEY PR HiEos" '
htt p: \ \ www. ieiediedotmtts s@sterd. URhe RITBOCORMRY 1idkt 6t AdiResy R6ted dbreimlch as a

URL for a municipality. e nmunicipality may host or operate the server
conput er systasrhel@y wispawsellgcator. aut omatically forward such received

el ectronic ballots to third party vote autpori zer v@n%%/ ogerate t he
server conputer systen Derh¥ePRPa8E; MANREFTERT oPrOgaeR eLe? ndRSdSHYFEI n, can
be any r esow&e%dtemw malNBaVekepage SERNAHICP aghe Oh&E Snd? Zorpdbser ver
conputer 108 nay have secure sections or pages that may orily be accessed
by aut hori zemtcpssedl by suthbrizasd queophe, i stk ast mrthonzed yotenn ondiystenst r at or s.

The server copputer 108 y enpl oy a secure socket . layer ("SSL") and
tokens. of cORBNBISTAOT Bk SRV cCampyer, J08smay neuglgy 4 Sectre socket

layer ("SSL") and tokens or cookies to authenticate such users. Indeed,
for small elections, or those where the probability of fraud is low (or
results of fraud are relatively inconsequential), the system 100 may
employ such simple network security measures for gathering and storing
votes as explained below, rather than employing complex electronic
encrypted ballots, as described in the above-noted patent application.
Methods of authenticating users (such as through the use of passwords),
establishing secure transmission connections, and providing secure
servers and web pages are known to those skilled in the relevant art.

The election scheme and system uses a "bulletin board"
where each posting is digitally signed and nothing can be erased. See
papers by K. Sako, J. Kilian, R. and Cramer, R. Gennaro, B.
Schoenmakers. The bulletin board is implemented as a web server. The

- "ballot box" resides on the bulletin board and holds all of the encrypted
ballots. Erasing can be prevented by writing the web server data to a
write-once, read-many (WORM) permanent storage medium or similar

device. Further details on such a bulletin board system are found in U.S.
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for small elections, or those where the probability of fraud is |ow (or
results of fraud are relatively inconsequential), the system 100 may
enpl oy swdos7ispd e network security neasures for gatheri NBCEUM0129650I ng
votes as expl ained bel ow, rather than enpl oying conplex electronic

Vet hots of ahieBReR T belr /o2 BB SRR DB, S Bshafr 65
est abl i shi ngEﬁgwlﬁgp@ﬁﬁmlﬁqjﬂmtgmg&tvi ons, and providing secure servers

and web pages aré known to those skilTed in the relevant art. The el ection
scheme and syst em usesNate' that evhite baze dmbedisrent eaf htheosnvemdions 1sli gi tal | 'y

si gned and not hi. an .be erased. See apers by K. Sako, J. Kilian, R and
Craner, R C&ﬁﬁﬂggﬁi %B_remg(’shggﬁ dhe 'hﬁtéprlﬁﬁItPe‘%IQWeSB&PH‘Pi“?rF’nBﬂ‘@ﬁent ed as
a web server e JdimBa” ' n elVINN: 1Y d hol ds al |
of the encry%%egg&‘galté?lg%s. Eﬁfaésia%éésﬂcdégi%béé p?ggent eo‘ﬂ%’y%\ﬁp%? n%ia? % web
server data ingetionvmdyeberemgployeddynetand (AlERMeomputasenAspdors afeheredi um or

simlar device. Further details_on such a bulletin bpard system are found
in U S 26 9veomony gisebe erpleyesshy \Anyotersemnectedr dagopyasgssing  Pat ent

Appl i cation 09/[5 i " ' b F | oyi ng
Per manent Baﬁ?%@%’o%é&%?ﬁhﬂg?@pgwgﬁrﬁg%%ﬁghg%%ﬁh%ﬁﬁﬁ (Q)f %ﬁ% nventi on
is describeglidhersiffvae RiPindplef@ntiig dspeesnet the methodstorcprawvdsls s, ot her
alternative enbodi nents are possible. For exanple, aspects of the

i nventi on megeseabedrbergymd by stand al one conputers. Aspects of the

I nvention may al so be enpl oyed by any interconnected data processing

machi nes. Ra§her lth n | oyi ng a browser, such machines may enpl oy client
sof t ware for—’ﬁ—mp@-&ﬁﬁ@—i%ects of the methods or protocols described
herein. 9. Hection Exggel pQ@Qti&PW!tﬁ@tgeﬁ_é‘ra‘l)fk-élﬁﬁﬂggi}@f(%ol ks Shthé ! e _
protocol is in the area of electronic voting. In order to make an el ection

uni versal | y area of electronic voting. In order to make an election universally

verifiable, submitted ballots must initially be irrefutably connectable to a
valid (i.e., registered) voter. Somehow ballots must be "separated from
their signatures" by a verifiable process — i.e., one that does not allow
phony ballots to be substituted in the separation process — before they can
be "opened".

The protocol we present here relies on a set of N "tabulation
authorities" with differing interests in the election results.

1. The protocol is a threshold scheme in that at least ¢
authorities must behave honestly in order for tabulation to be completed.
(The parameter ¢ can be chosen in advance of the election to be any value
1 <t < N.) Thus, in particular, it is not necessary that the authorities
complete their shuffles in any particular order, nor is it even necessary
(except in the special case ¢ = N) that all the authorities participate.

2. Even if all the authorities conspire, they cannot
produce false election results without being caught by an external auditor
who wishes to verify the results

3. Privacy of an individual vote can only be

compromised by a conspiracy of at least ¢ of the authorities to do so.
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verifiable, subm’tted ballots nmust initially be irrefutably connectable to
a valid (i.e., registered) voter. Somehow ballots nust be "separated from
their si gnaourassd by a verifiable process - i.e., one thapcOose/m8i0 al | ow

phony ballots to be substituted in the separation process - before they can

be "opened". The prot resent her elies on a set of N "tabulation
authorities" with di f?gﬁ‘? Hﬁ'ﬁi’%{lé?feg‘ieéi5|aﬁef?ﬂ%wé~| ection results. 1. The

protocol is a threshold schene in that at least t authorities nust behave

honestly in ordqrir§@rIdighlieEIQRid® be conpleted. (The parameter t can be
chosen in advance of the election to be any value 1 < t < N.) Thus, in

particular, it is not hecesthe guthoaties fiestagréroon theesectomphrmeetensei r
shuffles in any particul ar order, nor is it even necessary (except in the

special caset = N) that aI the,authorities participate. 2. .Even if all
the authorities conspire, y caampiete rBro‘Eﬁng Y s%’gel A i ALy ¢ s

W t hout bei ng caught by an extgrﬂfgr ‘\%? H{y‘setmcai\gﬂﬁg%té@ 1Rt t he

results 3. Privacy of an individua e can only conprom sed by a
conspiracy of at least t of the qmﬂshons tthe ballot dnswems five bAURSSEYIEBUTE SHEET
(RULE 26) WO 01/ 73694 PCT/ US01/ 09550 The protocol proceeds a fol | ows:
First: Initialize Election 1. Thiedunphs polisareitpde g ﬂ%—?del ection
paranmeters: (a) Paraneters neceggary for any election, including: the set
of eligible voters, the ballot questions, the ballot answers, the ball ot
style, the tinme the polls are to be opened and closed, etc. (b) The
col l ection of tabul ation aufori Theollection ofttiabuiaeilonesuthbﬂﬁekteneef orth use
N to denote the nunber of authorities in this grou

themselves. (We %enceforth use N to denote

the number of authorities in this group.)
(¢)  The threshold parameter, ¢.

(d) A shuffle parameter, 1 < s <1 (s=t1is a

natural choice.)

(¢) A group G and a subgroup generator, g € G.
(In order to achieve secure encryption, the
prime factors of |g| should be large, however,
this requirement is, of course, open to

interpretation by the authorities themselves.)

(f) A standard "bit encoding" for response(s)
(e.g, ASCH) and a small "message
multiplicity” integer d = 1. The message
multiplicity refers an agreed upon subdivision
of each ballot, and corresponds to ballot
formatting (similar to the layout of a paper
ballot to indicate where responses to each
ballot question are to be located). d is

typically chosen as small as possible to
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(c) The threshold paraneter, t. (d) A shuffle paranmeter, 1 < s < |. (s =
t is a natural choice.) (e) A group G and a subgroup generator, g c= G

(I'n ordewoovash eve secure encryption, the prinme factorBCcoUShgiosmhoul d be
| arge, however, this requirenent is, of course, open to int erpretation by

t he aut horltles t hensel ves.) (f) stan ncodi n for esponse(s)
(e.g., ASCII) and a snall nessaagcgom%‘?(?q%%%ﬁ%@ ?rﬁf%’é fo’ §The
rressage multiplicity refers an ﬁ%ﬁ@d]ﬂ]p%ﬂp%kagéme tﬁg Iﬁgscgg dal l ot
and corresponds to ballot formatti Ag (simlar to the [ayout of % paper

bal 1 ot to indicate where responsmsltiplicezcis détetrhmiedobye she d{aydengﬂho be
| ocated). d is typically chosen 4}@ smal | as pgssi Ie to %UB Tl TUTE
SHEET (RULE 26) WD 01/ 73694 PCT/ a3 beedyssoa s ﬁ‘.‘?.‘.‘béfalaég% H%"Yb r esponse

size. Mbst often, =1 wll b S he |ty|s
determ ned by the key | engt h, %?be%eﬁ §)Suqfa?590| en &?Harge gy | engt h
(e.g., 1024 bits) can accommmdatisallvest habinlgl 04 s rbasonablea n@abenabfe nunber
of questlons (g) A group element h E (g) which is created by way of an
(N, 1) - secret sharing schene QuesHoned by the authorities. (See, T.
Pedersen article. 2. Once agreenent is reached on the el ection

(g) A group element 4 € (g) which is created by

way of an (N, ?) - secret sharing scheme
executed by the authorities. (See, T. Pedersen
article.
2. Once agreement is reached on the election
parameters, the authorities all "sign" them, and some representation of

this signed set of parameters becomes the signed ballot.

Second: Vote

L. During the election (i.e., while "polls are open"),
each voter V. encodes his response(s) by the election standard "bit
encoding” (agreed upon and signed by the authorities during election
initialization — see above) into a sequence of messages, my,..., my € G.
(More on this in section below.) The "message multiplicity," d is another
election parameter (see above).

2. V' selects exponents ...,y independently at
random from 0 < ¢; < |g| for the encryption.

3. V returns to the ballot collection center, the

encrypted response sequence
(g*, h"m}),..., (g™, h™, m’) (16)
along with an "attached" digital signature, created by V, to authenticate

the response by tying it to a particular eligible voter.
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paranmeters, the authorities all "sign" them and sone representation of
this signed set of paraneters becones the signed ballot. Second: Vote 1.
During theoel/exsbion (i.e., while "polls are open"), eachreDUSE1/09550 encodes
his response(s) by the election standard "bit encodi ng" (agreed upon and

signed by the authoritj ersmdﬂrdlg%ége}ﬁ?%@%auﬁ:\?ﬁ tg{i&%&haﬁt'sc‘),lgﬁﬁgggﬁfl?%ove) into

a sequence of nessages, ni, ..~ bel ow. )

The " WSS&Q%M&“&?E%&% beedd isSuc@NPbERSL, L P QEsuRarAARERN, §igRed above) .
2. V selects exporients al,...,ad independently at randomfromO<_a., <

| gl for the Wnthreygriteah cobection egancys This rhecipbadlorovdedgescthaba tadlot er, t he
encrypted response sequence. (ga,, ha'm) , ..., (g2d, .h ', nP 6 al ong
Wi th an "at LACRARS VRtgEuR) i@ﬁaflu%,elee%%t@é bff%\r:ecwwtﬁé}m%s% e the
response by I: e hC i gi Bl iBforma E SHEET
(RULE 26) %ﬁg’%ﬁbg%&‘%og@@éﬂ. o ?‘a?‘%éé‘*)?j‘?%. Y aﬁogfgﬁgﬁtﬁégsubm tted
by V verifi epnadils \6fithe badlot. prEw esceipt egralic dedstoaddumst totthe tvoesr. V i s

issued a recejipt, signed by the central collection agency. This receipt
acknow edgeslReheacerptisq serves fopontim thasithe voter'st ballot yuas netulost ard ect i on,

has been rec‘%ﬁ%ﬁi&;{%}dﬁ@f#ﬁges no information (not even encrypted or

hashed i nf or contents of the ballot. The receipt may al so
be broadcast to the voter. The receipt also serves to confirmthat the
voter's ball ot vEsirdotTAmihteRdsultot malici ously del eted. Third: Tabul ate
Results 1. At the start, the collection of voter responses are laid out in
2d sequences, each of l.engtft fsasfart, theeqodlestion ofivotarrespasnsas areuladr of

I e R T R SO R

ballot responses received. Each sequence corresponds to a coordinate in
the standard ballot response format (equation 16). The entries in each
sequence are ordered by voter. The index assigned to each voter is not
important, just so long as the indices are consistent. This way, an external
observer can check that the signed ballots have been transformed in a very
simple way, and that, applying the right interpretation to the data layout, it
still represents the same set of responses that were signed and received.

2. In any convenient order, a sequence of s authorities

each execute the following steps:
(a) Let S be the authority currently in sequence.

(b) S selects independently at random dN_,

exponents

1<8i<|gl 1<j<Nugand 1</<d

(¢) S calculates the group elements g (j, [) = g™
and hg (j, I) = h”" . Further, an intermediate

Chaum-Pedersen proof is generated on (g, g(

J» Dy b, hs(j, D).
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sequence are ordered by voter. The index assigned to each voter is not

i nportant, just so long as the indices are consistent. This way, an

ext ernal wobsawver can check that the signed ballots haveror®Esotmasist or med
in avery sinple way, and that, applyi ng the right interpretation to the

data layout, it still repr nt the responses tha were
si gned and received. 2. c‘i élrecgdamgg SRHCECOY

authorities each execut e the fo?cyﬁt%ﬂﬂe(ﬁﬁt%% uéies L%e? nqllg)eoiaut hority

currently in sequence. (b) S selects |ndepen ently at mchast
exponents 1< 8j, <JgJ 1j <Ncasr ant}ikd-thqr_lpht(senuameabfahbibﬁﬁgf’hmgr oup

el ements gs (j, 1) gfu and hs (j., 1|) Furt her n internedi ate
Chaum Peder sen proof i s gener at e'aalbﬁfottgedbxmulpplyy)g lttbygﬂs%sailﬂ) 30

SUBSTI TUTE SHEET (RULE 26) WO O
transforns the 2d input sequencé@zgqﬁ%n%utqﬁerne I'a Seélg%]ntfgnces The j-th

entry of the |-th input sequencfrefhthés fraisfodaed By ntultiplyang itdsyred by
multiplying it by gs (j, 1) and the j-th entry of the |-th I nput sequence
of the “formhamis transformed By tﬁ@l@ﬂﬂﬁ&)medb@ﬂmﬁ%a’(ej all kgpt The
transforned entries are all Kkept. n th ﬁ arre order. (e) S chooses a random
exponent 0<_c¢ < JgJ, and a ran 8 Yion ,1 E FNcast, and commits
hs = g (f) S then executes a general k-shuffle (with k = Nast) on each of

the 2d internediate sequengys, 98hdesekherafigsmaixppaeRPLes & |4, andl
a random permutation 77y € Zycas, and

commits hg = g°.

(f) S then executes a general k-shuffle (with &£ =
N_4s) on each of the 2d intermediate
sequences, using the secret parameters ¢ and
m, and reusing the same simple k-shuffle as
the basis for each general k-shuffle. (This
ensures that each of the 2d sequences are

subjected to the same secret "permutation”.)
(g) (1) Srepeats step (d) with new random f's.

(11) raising each coordinate of each vote to the
1/c power and providing a Chaum-Pedersen
proof of this operation, thus keeping ¢ secret
while convincing verifiers, by simply

reversing roles of g and C = g~.

(h)  (Note that S need not explicitly compute the
intermediate sequences at this stage. They are
necessary for external verification later, but
the output can be computed directly and the

intermediate sequences constructed on request
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,rl, and reusing the same sinple k-shuffle as the basis for each general
k-shuffle. (This ensures that each of the 2d sequences are subjected to
t he sane weor/ete94 perrmutation”.) (g) (i) S repeats step (dpCcwuséi/cew random
R's. (ii) raising each coordinate of each vote to the 1/c power and

provi ding a Chaum Pedersen proof.of this eration, thus keeping c secret
whi |l e convincing verifiers, by s?f;ﬁ:ﬂ 9“41‘&7(3?@?‘%"%?6&% cancé Sc = gC. (h)

(Note that S need not explicitlymaguith® thBethel AUROIPEHBHA thequences at
this stage. They are necessary for external verification later, but the

out put can be conputed direct!y wvardications befae beginning thecnaxtices construct ed
on request 31 SUBSTI TUTE SHEET (lﬁghE 26) WO 01/ 73694 PCT/ US01/ 09550 of an
audi tor. However, security conce¥ Fr’ay dictate that the auditor perform

the verifications befere ﬂ‘l@ﬁ"&lﬁ)’fheaﬂ%%frééwsﬁhgt%ehtlﬁ'ecgﬁﬂg{eihqu bal | ot s

are now reconstructed by conbining entries of eac ences in
the same wayertliey ofiedch ¢fothe@d sequehdasahlte simawtadycthey mase doened.e t he

t hreshol d decryption rotocol _.on each shuffled ball ot. LP general, the
tabul ati on phase incl uttes tiwallyphbertes exgeyte the theashgid deceyptions t he

t abul ati on epigqﬁbh%ﬁagﬁggﬁg@a%a%?, In sequence, a verifiable k x d

shuffle (wh S er of ballots cast). The output sequence

and proofs from each shubthdral sthei eibathtind phases ttlides the sitbphatébul ation
authority. (Each tabulation authority executes its shuffle only if the

i nput passesFisgs & set ¢fi §riat ofr the daulrtiom duthorities leacl ex¢mute, in sequence,
a verifiable £ x d shuffle (where k is the total number of ballots cast).
The output sequence and proofs from each shuffle is signed and passed to
the next tabulation authority. (Each tabulation authority executes its
shuffle only if the input passes both a signature check and a check of the
(previous) shuffle zero-knowledge proof ("ZKP") and the intermediate
Chaum-Pedersen proofs.) Second, once the full round of shuffles have
been executed and verified, a set of 7 tabulation authorities use their secret
key shares to jointly (and verifiably) compute a decryption of each m's in
the final set of ElGamal pairs.

In general, each shuffling authority will know the input-
output correspondence, since it is responsible for generating the
permutation in the first place. However, shuffles are staged. Thus the
output of one shuffle is used as the input to another shuffle performed by
a different shuffling authority. Thus, unless all authorities conspire, no
one shuffling authority will have any knowledge of the correspondence
between initial input and final output. As described below, however, a

further enhancement eliminates this possibility.

Fourth: Externally Verify Election
On request, each authority publishes

(a)  His intermediate sequences.
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(previous) shuffle zero-know edge proof ("ZKP') and the internediate
Chaum Peder sen proofs.) Second, once the full round of shuffles have been
execut ed vemdi/vispd fi ed, a set of t tabulation authorities PEBUSHIISSISECT et
key shares to jointly (and verifiably) conpute a decryption of each mis in

the final set of El Gamal pajks. eneral , each.shufflin uthority will
know t he input- out put corr@%pon@gﬂgﬁgﬁ@sﬁgnwofsﬁ gﬁgngig’lé‘b’or
generating the pernutation in tl')ﬁf&ril@y PhacandHowgwey, shuffles are
staged. Thus the output of one Shuffle’is uUsed as the input to another
shuffle performed by a different shuffling authority. Thus, unless all

authorities conspire, no o shdisi-sheffleprbofity will have any know edge
of the correspondence between initial input and final output. As described
bel ow, however, a further ha ﬁ t elt‘%ﬁnates t?is os§i b@ity. Fourt h:
Externally Verify Election rgﬁ% AWRSEHARHOOOLY YREBI S e (a) Hi s
internmedi ate sequences. 32 SUBSJoITE SHEET (RULE 26) WO 01/ 73694

PCT/ US01/ 09550 (b) Chaum Pedersen proofs P(g, gs(j, 1), h, hs(j, 0) for 1
< j <N, Land 1 <_| < lh geerpl, His eleivaf flomsprpoinay b pheisheduthaPeder sen
proof s under Ste@%&}%}afq% bave. In general, an election transcript may be

publ i shed t Henta WIHE following: 1. The voter roll containing voter
identification information and voter public keys. 2. The original set of k

voter-signed ballots. 3. The t 'Fhé‘v&e?%ﬁ%ﬁt%hﬁhg%%iiﬂ&tﬁ'i&?i , as noted
fs.

above. 4. The final share decryption validity pro
information and voter public keys.

2. The original set of k£ voter-signed ballots.

3. The t k x d shuffles (including proofs, as

noted above.
4, The final share decryption validity proofs.

5. The final tallies.

Remark: Several variations on the order in which the
authorities execute their tabulation steps (Tabulation steps 2 (a) - (h)
above) are possible. In particular, the steps can be interleaved under -
alternative embodiments.

Remark: The External Verification phase can be carried
out as tabulation is going on, or at a later time. The authorities need only
save their stage parameters.

Referring to Figure 2, a schematic diagram illustrates a
basic application of the shuffle protocol to an election, shown as a method
200. In block 202, three encrypted ballots are submitted, one each for
voters Joe Smith, Sally Jones, and Ian Kelleigh. In block 204, the list or
roll of voters is separated from the encrypted ballots, which are shown in
block 206. Thereafter, a one-way reencryption of the ballots is performed
to produce a shuffled set of ballots, shown in block 208. A shuffle
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5. The final tallies. Remark: Several variations on the order in which the
authorities execute their tabulation steps (Tabulation steps 2 (a) - (h)
above) ameoposwbbl e. In particular, the steps can be i nt erCrasadIssuder
alternative enbodi nents. Remark: The External Verification phase can be

carried out tabul ation is .0 r tine uthorities
need only Vé‘@@“&erP L & %ﬁﬁ?§ﬁ§$ﬁe?%ﬂ“§a£¥§rﬁl\uﬁﬁ ﬁ‘ H‘rrél fﬂiﬁschenﬁt iC
di agramil| [ f 0 an

el ection, sﬁgﬁv\e{wﬁggﬂga‘%ﬁagc}ﬁ oéz‘g%lhd\lﬁﬁﬁgllﬁgg%tmg% &E%eﬂhgtnglp ypltg'gt ?iialgéal |l ots are
submi tt ed qtree balbdtsj bad theos@ame operatiBni dpipliedablthempnnd thatnb hHerii@l | ei gh.

I n bl ock 204, |st of, roll_of voters is separated fromthe encrypted
bal | ots, vvhlq,fﬁilﬁf’é letsdiadl baen perfsemedos. Thereafter, a one-way reencryption

of the baIIots is perf d I shown in
bl ock 208. A shuffle %35%%8&%% af dhe @E{%ﬁé@g) %ﬂgﬁ 3%?318 Is

PCT/ US01/ 0955forndd, do toenpratota sesondrhuffledsdrasebaldsts! shawh ias tloskuf f | e,
shown in block 210. The shuffle vali d|ty proof allows a third arty to

ensure that ?allz iAgein, ¥shuffle validigapreafsis generated, showndpeblack dddapplied to

shut 116 o 1 PRGNS of bidaReal? bt ied®d o BR) Rl 86 B Strat e

second shuf ffieg shafflef s@alfiatidts ﬁ’i&%l@cﬁ( bi@ch therPval R proof 23RS f | e

validity proof is generated, shown in block 214. The shuffled ballots of
bl ock 212 arlékesiia¢ fgencrated bas&d o rtbe thied phufﬂﬂ:e In sufm,nalthrekiiy-thede set  of

bal | ot d k 216. At d t f 218 ted
pased on' 1 ncHRIE gria, SR vid Gnde? G asBRy. FRRwiN be RN < o
provi ded UNARE tallbfs ﬁ’éadgé}'ﬁ)te(f?(%]h%d&@ a fllg, shblkhlas Mook 6. Deliiad S are

decrypted to produce a ta wn as 220 |rd party may verify

that the el guartyomalyweaifalthat thg elemmm@wam?lyzmlgg agm,ngaahér thagst feheh val i dity

roof to ens r tha each shuffler S pr | ection
P (fa‘ﬂe va 1d1ty prooP to ensure t at epac fﬁ ﬁas preserved election

integrity.

The shuffle protocol is presented above as effectively
separate subroutines that may be employed for various applications, such
as in a electronic voting scheme. A first subroutine provides the
functionality of scaled, iterated, logarithmic multiplication proofs between
a prover and a verifier. A second subroutine provides the functionality of
a simple shuffle protocol and employs the scaled, iterated, logarithmic
multiplication proofs. Thereafter, a third subroutine implements general
shuffle functionality, where the shuffler does not know the exponents,
building upon the second subroutine of the simple shuffle. A fourth
subroutine extends the third subroutine to shuffling £ tuples of elements.

Referring to Figure 3, a routine 300 is shown for
implementing scaled, iterated, logarithmic multiplication proofs. In block
302, initial cryptographic parameters are agreed upon, such as by a voting
organization. These initial parameters include the group (e.g., Z,), a
subgroup operator g, the size of the group G, and the size of the generated
subgroups p and g. This information may be provided to a number n of
shuffler or authority computers 114 and verifier computers 130.

34

SUBSTITUTE SHEET (RULE 26)



integrity. The shuffle protocol is presented above as effectively separate
subroutines that nmay be enployed for various applications, such as in a

el ectroniwovotiesy schenme. A first subroutine provides thepctusetdssval ity of
scaled, iterated, logarithmc nultiplication proofs between a prover and a

verifier. A second subroutine oyi de e functionaglity of a sinple
shuffle protocol and g‘:ﬁbﬂt%@ ?‘&L a P! eftéfgér&‘,f,er I%g%éi?‘itﬁrﬁ secret

mul tiplicati fs. ter, thi | ' scgener al
Shut 1 e fancAPoREft 5, 2bebaR Bh i o e R et e

bui | di ng upaofdditienalyotid shuffleutriagereotiveher gémaphte Btvahfdsefor Aeeived h
subroutine extends the third subroutine to shuffling k tuples of elenents.
Referring toX Fif@gr forsindgxesoek | Hy Bthyopgh &nand preyides tha Lisedts aABd eal ed,
iterated, | qg%“/@ﬂh%r mul tiplication proofs. In block 302, initial
cryptographi ¢ paranetérs are agreed upon, such as by a voting

organi zation. These i nint bRIckBd4anhé eshafflerc hlidesdohelygrgetprates gandodi) , a
subgroup operator g, the size of the roup G and the size of the generated

subgroups p expengntsTas &, witieh, nkased o bebgronpigtadrater g, atmpesd o of

huf f | t hqrit t 11 verif] er.s 130. 34
SuBsTI Ture: diente alussoR i ViluE 3T s DthiueBokt SiffifePocdindgta, ¢ he
shuffler (orp|BeRVRU4, Rhe SREAES etiplSd Bhe SERGRENY rand 3R kxpRseAt PN té he

subgroup generator g generates C. ‘Additionally, the shuffler may receive
or gener at e génerdtadk; dndrZ;r ecei ved X s and, for indexes of i for 1 through

Shuf i e al so secr ot | ygeek A08s teHugAer BxpoienCbaam-Padersih Bivotbased on
o "0t nr ough chen et | BBy R ok fhe SERES T Ry e R B Gys The:
gener at ed raijdfn eXpeasatues fot the GhmanRedleWengprdoRlarelthelposkidédo t he
shuffler pr Ot\lllie d\?esriﬂcci,rr],a Ecjong:retl:.l?e(zE'\vrvistlei\ rl/a lieosogi Sand Ry. The verifier then, in block
308, verifies the correctness of the proof data to accept or reject the proof.
In other words, the verifier checks that each z, as an exponent to the
subgroup generator g, generates a corresponding Z, checks each Chaum-
Pedersen proof, checks that the product of the z/s is equal to z, and that
the value Ry raised to the power z is equal to R,.
Referring to Figure 4, a routine 400 1s shown for performing
a simple shuffle protocol, as described above. Following block 302, the
block 404 1s similar to block 304, but the shuffler shuffles the X elements
by a permutation 7 to generate the ! elements. The verifier in block 406
generates a random value ¢ as a challenge. In response, the shuffler in
block 408 uses ¢ as an exponent to the subgroup generator g to secretly
generate the value 7, which, when combined with the shuffler's secret
exponent ¢, permits the shuffler to secretly generates a value S. As
shown, the shuffler then publicly generates values U and V" and provides a
Chaum-Pedersen proof for (g, C, 7, S) under block 410. In block 410, the
shuffler also generates proof data as scaled iterated logarithmic
multiplication proof for each of the elements X and Y in the series of i of 1

through k. The proof data is then provided to the verifier in block 412.
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for each elenment 1 through k for the values of RI-1, X, R, W, and Y1, C
W Z1. These values for the Chaum Pedersen proofs are then provided to the
verifier woogetsher with values z; and RO. The verifier thear/usen/dssmck 308,
verifies the correct ness of the proof data to accept or reject the proof.

I th hecks .t hat h toth
Subgr oup genCianGRT! GEHsaitEscar cunPBs bty Mool Rbart BAERCREUm
Peder sen pr ofectENECK [ifibr WiSrde! A Yerfifer! Bfe&l%ess e QAN ifePugd and that

the value RO Taised to the power z Is equal erring to Figure 4, a
routine 400 lloganﬂnmn tholtipieation rprogf pmtewtph@ted rabbfvé dopithet seqgliencas

descri bed abo ol | ow gﬁl ck 302, the |l ock 404 is simlar to block
304, but theoéf{lﬁpfil erm‘gfﬁg‘ﬂ; e RImmitg)eafy by a pernutation it to
generate the Y el emntﬁeﬁeﬁqﬁ%\%rﬂgﬁé tjhe ?ﬁ?’?ﬁﬁ&ﬁﬁfﬂge@%&%&%@) ;@ndom

value t as a chall enge respon uses t as

an_exponent dhovihwherddieahuflendset wot knowo tieeexpinelits. gEhewitial sfeps val ue T,
whi ch, when conmbined with the shuffler's secret exponent c, permts the

shuffler to Bebe@roipcokbdel arceymilayp thatof 409, ex hat; the vemifier |adds t hen

publ 1Y 9Ene Lol G i 5 RS SR RSB0 o
proof data asioska0ed thé %hﬁff%i‘ $eREAT ftgeﬂarﬁtesrwlr&ﬂdﬁmcs%hu@ﬁbdobp%tfaw each of
the elements X and Y in the series hrough k. The proof data is

t hen provi dedhlues, twikichearef used as espondatst With tl&sssbgsﬁpTgﬂrEraﬂE@rth RULE 26)
WO 01/ 73694 PCT/ US01/ Q9 ? The verifier;, verjfies the % rre of t he
roof data SRICHIECH SRR SSEPERLS (0 =7 otk i Posk"Sd; T

execut es th e?ﬁ?ér%gcf&g ng:%lgfjdte&! U aéhégh{%né@%ftél%l \PJIQ&U&‘ Pt ocol

not ed above for the se es and e comm t nent val ue
C. Referringhreugh kuared provadee ter sxtqwehué ftd eh@rshuﬁtmlasw@haﬂen@mm wher e

h huf f | d Kk h h |
br ot acol | 50cblade W the SRigIeh sectgty ok> ecsuenseichellsnor (¢ dhe adds
RO 7110 R b 2 R Il R R P REAER L oD

gU,)).

In block 508, the shuffler constructs a simple k£ shuffle on
the sequence U with another secretly generated commitment D (that
employs a different secret exponent d chosen by the shuffler) and
generates a sequence of values /. Then publicly, the shuffler reveals
Chaum-Pedersen proofs for a sequence of values 4 and B for indexes 1
through k, publicly generates the product of the sequences as values A
and B, and provides a Chaum-Pedersen proof for the relation between D,
A, C and B, as shown. Under block 510, this proof data is provided to the

verifier, who verifies it under block 512.

10. Issuing Anonymous Certificates With Verifiable Shuffles

Presented above is a new, efficient construction for
verifiably shuffling encrypted data, and a particular way that this
construction can be used to conduct a wuniversally verifiable electronic
election system. That system depends on a collection of election

authorities to "shuffle," or "anonymize" the ballot data that has been
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bl ock 502, the shuffler secretly generates a random sequence of initial

val ues, which are used as exponents with the subgroup generator g to

gener at e ved0i/miebd al sequence (U, = gui ). Likew se, in bl pckRuUS@9530he
verifier secretly generates another sequence of elenents e for values i of
1 through k nd .provides the,sequence to the shuffler as,a challenge. In
ol ock S8, SURBIRAFIAE Bing o g by Thagess whes biGe ARl ey orES BVE BRER £ e
Previous sequgnCeyt thRfélebaNbh! lafd YAQRBRER! AR Aab&lated® OThéakigdind (U _
ge'U) In block 508, the shuffler constructs a sinple k shuffle on the

sequence U vwidnstractom grewsts any yompeoe magredof thentlecbon dnthohtes frompl oys a
di fferent secret exponent d chosen.b he, shuffl er) and. generates a
sequence of Ivalpagénv.c?rm?ﬁ iQﬂg))I}Xltea%‘: q‘ti‘@flﬂ%é\?i’ﬁ% gléﬁ%YﬁW‘gedersen
proofs for gﬁ%gﬁ d?tﬁn pdexes 1 through k, publicly
gener at es tf\b«fpro uc‘;‘}ql 0 %’ﬁ%@‘gﬁéé%gg’ﬁé’fé’%@é ues A and B, and provides a
Chaum Peder sen proof fArdisddeantgatwidnthichpgmeaclvis thét véieaatdoymitg ishown.

Under bl ock 510, this proof data is provided to the . verifier, who verifies
it under bl ded¢ patectedoby ps SUPRY asmepRamism asds election mteanty n Kleetion apl e

Shuffles Pr. ' W,..effici cti . rifiably
shuffling en@?%’[%ggs @%ﬁ%cﬁe%ﬁgapéﬂ g&?%“ﬁ’& n%)rn gg/%lﬁgﬁgiﬂt?ﬁlg ?Q8%§é¥l?1¥£t I on can
be used to cigijbisibler fontheeeRertiby MRhofiti@Pt® peobdsde’ fLE elcdtidat tedtltsyst em

That system depends on a collection of election authorities to "shuffle,”

or "anonym zeitheuteddtadtiont—auern ift they allagcibeeto!bsionsSUBOWEMET,EDSAEETE ( RULE 26)
WO 01/ 73694 PCT/.US01/ 09550 cql,l ect at. vote tine.. Thi s pr.oges akes
bl ace af ter 3ol ey ie T8 iteint b ot tofny BE%RE) ot ed and
tabul ated. Thgerabdiflittwith fQRGE B4del ON prevents any one or nore of the
el ection authorities from naking any changes to the original election data

wi t hout bei ng di scoverEiake shmeamyderlying cdhiffiey cohstrddtioal cah et eed to anscri pt.
A di sadvantage with this approach i hat . vot er onymity i .
c?onstmct a new elecptPon protocosl tilat eliminates tﬁjns w%/g]kne%s. The idea

is to move the shuffling to the registration, or ballot request phase of the

election, thereby anonymizing the identities of the voters without losing
strict control, and audit of election eligibility rules—i.e., only ballots cast
by registered voters should be counted, and multiple ballots from the
same voter should not be accepted. With this accomplished, it is no
longer even necessary to encrypt ballots, and tabulation can be performed
"in the clear"—which is obviously an easy process to audit.

The idea of using the construction as part of an anonymous
registration process has applications beyond voting. Any situation where
access to a resource, such as a server or file, needs to be limited to
authorized personnel, but where those who are authorized wish to protect
their individual identity, may use this construction to meet both
requirements simultaneously.  For example, applications of group
signatures may be equally applicable to the protocols described herein.
Note also that the term "voter" is generally used herein to refer to any
individual or organization that employs some or all of the protocols

described herein.
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not protected by as strong a nechanismas is election integrity. Election
integrity is protected by pure conputational intractibility-it is

essent i aWw@o1/73spossi bl e for the el ection authorities to protuse/fsdose
election results wthout detection-even if they all act in collusion.

However, by acti .in | lLusion, they are able to determ ne the contents
of any indivi dué?'gtlw&t‘gﬁ?‘g I%QF?"(?PS with relative ease. The sane underlying

shuffle construction cpgolgoHReH Jaﬁant%oil%t%ﬂg%de% R %lfe‘%jcgnfoq)lro%ocol t hat

elimnates this weakness. The idea iIs to ve the shuffling to the

regi strat i orthe gamieahightleveldflewt ofpinfermasfornt hEacle [pectocohbegine vallly tlmonymi zi ng
the identities of .the voters vitt hglgt | osi.ng , strict gontrol , and audit of

el ection el ia§PWNPHEY that @ssst. ol publys keyp hasobeen: stared 3 supe Gedfal vot ers

shoul d be ¢ - Lpl e hal e SRIRLYRY d not be
accept ed. Vﬁﬁ@%cgagg%q%gh%ﬁﬂl#%% s%%‘%lir'} c}ir%é‘r eveh)&r?\(t(ialcg:l1 saryéto

encrypt bal lkeysis kRiewhabyllotle] andcailybengyegligibleedoteri nFlltkegh@a) ‘thevhi ch i's
obvi ously an easy'process to audjt. The idea of using the construction as
part of an aesreypeudencedtweenmpblic ey cadsndnadugd pratetatsi Bigyrmpby dii vot i ng.

Any situation where cess. t r ur h_ a ryer, pr_fike, needs
to be limted OTaE’;‘tﬂ?CﬁSr 2¢ .§®%°&§ﬁ§|°,eﬁg%ﬁa?¢iﬁsrw&i mg A 8t_t hori zed
W sh to protihede pﬁlil%/?riirﬂélkély%s ardeyMohtly, diffeYeritSf daldhSvagiansbflgd i on to
meet both requirenents sinmultaneously.” For exanple, applications of group
si gnat ur es rmptdsel.g gmapragtiegyghe pablie keys whl 1gcedy beovrapped an ithe former ei n.
t.he term [voter" eral ly. used herein to.refer, to any

i vi dual - oR Gl £atiiniis b et o) o Surbing lpmiaon instiieg vitl <
e e e TN TR 56, (0K R S0 o
foll ow the foloweditghwidslglacédpted BublinKey mafruomucaaesh opP#iIBgol begi ns with
the assumption that a,se 1), RIS disiibunon of keys and coificates will be Cc" " &
accomplished by a tightly controlled registration process, the most secure
of which would be an "in person" registration process where the voters
can be physically identified at the time of certificate generation. (Such
registration processes are described in detail in U.S. Patent Application
No. 09/534,836 noted above.) It is important to distinguish between two
different types of certificates that exist in the protocols. The first type are
the certificates just described, where the association between public key
and individual person is publicly, or at least widely known ("standard
certificates"). The second type are the certificates that will be distributed
in the stages of the protocol that follow the initial registration phase just
described ("anonymous certificates"). These anonymous certificates are
distinguishable from each other, at very least by the fact that they contain
different public keys, however, the only individual who knows the owner

of a given anonymous certificate is the owner himself. It is the goal of the

protocol to guarantee that

o Only individuals who own one of the standard certificates

are issued an anonymous certificate.
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aut henti cati on database, or certificate server. Each corresponding private
key is known by one, and only one, eligible voter. Furthernore, the
correspomvd@enoesechet ween public key and individual voter i sP&noss/doysot he
entity, or entities, who control the certificate server. (The exact form of

t hese public/private y pajrs are.slightly different in.each variant of
the protocol.) In przl;lg’tfr@’é, aPﬂﬁcag'l?HFi gu%ﬁ | YOUR&, aPRUsalioRy Ah)%d in the
form of a djgi iRl o 'olfitihd oMb Sllatanfs thht 1dentifying information

t oget her vvlsdh theg pulg)lic ﬁlgit/@?n a%si ngl e plhece of formatted data. (This is

the convention followed by widely accepted Public Key Infrastructures, or
PKI's.) Typicallys thiEadi sdvidudliiomssoéd kelysasomdng @anonymouns es wi | | be
acconplished by a tightly.controll g egi stration.process, the nost secure
of Car ch woul o be an’~GetBeREbAs he She bEP uenadaeRiitaith laialie vt oy o can
be physically identifi eg,,:,‘ﬁ i t L : ian. (Such

regi stration processes@éaépe eégg)rfitab%%]%dgg{&g} a't?ﬁ«ﬁ%h%?@%%@gﬁ@‘wpl i cation
No. 09/534,836 noted adtavdard ckttificaté.Jrport ant to di stingui sh between two

different types of certificates that exist in the Erotoco,ls. The first type

are the certificates 9Pnet thesegistaizon i standagd Beatss ilsrropulGEen public
key and i nd}yi SOn. | i | east widely known ("standard
certificat eghjv’lpgqiﬁéogg%bmﬁh F@Cgoeﬁ@pé&i %Sefog%)rv?slt'fi cates that will be

distributed in the stRgdaligitidriie Anedt KHCOf raWhphibliokéistddastridted at
regi stration phase just described ("anonynous certificates"). These

anonynous cdheideriéeats sgreer (€igy saryen $08biands indalbaset tx herthe set 0bry | east

by the fact that they contai .di f,f erent. public keys, ho r, the only
ncli vi dual PSR BirgctieE il ety Hngash, i Boa Sy TG st OF ¢ e
owner hi mse|ﬁubli|ct kéys ‘ié“%eﬂéiﬁ{edofluﬁﬁlﬁ ﬂl@riﬁft&‘[%gfsﬁaﬁblﬁrlﬁ%@s% bhahch Only
i ndi vi dual s 'who owi one of the standard certifrcates "are issued an

anonynous cantlividwal; evhez8thaBuBdividudl HeSiSERET andUtdced&s, \Wor @xampga
PCT/ US01/ 09550 , I n post. appl.i cati gns, ch as the voting application, it is
al so the goaitangtard Hg‘g)g@log%gpatleo ﬁﬁsrpﬁrlégquﬁagenerate undler the ‘initial

registration process are pooled together to generate the set K. FEach

individual holds a private key associated with one of the public keys in
the set K.

1. An individual, P, contacts the certificate server, S, through a
digital communication channel (such as the Internet)
indicating that he wishes to obtain an anonymous

certificate.

2. S returns to P a set, H — K, of public keys (which includes
S's public key), and stores the set J =K — H . (Ideally,
H =K and J =0, but for reasons of communication
bandwidth, the inclusion may be proper. For example, a
subset of the public keys K may be provided to the
individual P where the set of public keys is quite large, and
bandwidth constraints for transmission effectively limit

transmission of such a large set of keys. For other reasons,
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Each individual is issued only as many anonynous certificates as he/she
has standard certificates. (Usually, each owner of a standard certificate
wi | | havavoni/yséene standard certificate.) Once the regi spenUB@NISF0
standard certificates is conplete, the protocol variants each proceed as
fol | ows. Initializatio aw publi c ke5|s cted at
the certificate servert F&eﬁlfecaé%ﬁé}a?fm)wlstiﬁ%f?m ’é]M%/S@?if:% {) e the set
of public keys assoc:ﬁ{ the set of standard certificates. The set
of public keys is generate urlng the initial registration process of
each individual, when that individual registers and receives, for exanple,
a standard digithl cefselectsa subs¥hd/ publ | whickymaybeallofel, andisetst he
initial registration process are pool ed together to generate the set K
Each individual holds a private key pSs@¢i-ated with one of the public keys
in the set K 1. An individual, P, contacts the certificate server, S

through a digital co ni ca channel h as nt er.net i nd| cating

that he w shes to‘{ obtg FOTHR iﬁ?ﬁngifgl Cg'fzgs ognaéollaé)fﬁianeo P a set,

Hc K, of public keys ;{Bm,bcdhdltﬂglfqui&§mg§e§tlgﬂp 'Faiﬁ@?@eneﬁl‘i’& stores the set
S

J=K- H. (ldeally, H= K and t Tor reaso of communi cation
bandwi dt h, the incl usifomnmatiyd beopympes cerfificatexegpes, This sudoret byf t he

public keys K may be prOV| ded to the di vi.dual. P where_.the set of public
keys is quite large, oSfRCTHHERN W%B\’l@ﬁ@ﬂﬁ%@ I@Urpaﬂrpéﬁgrﬁq

easons, - 3o sUpsTi TUTE: QLR TR BB BiAE 1BS ?@&%ﬁ?ﬁ%@&“ "The

certificate server mayspecHied certifitate foanity Needhseto ody,thmuspalsbi ¢ keys.)

et

store the private part in some safe place.)
5. Preturns H', M and M’ to S along with

(a)  The shuffle transcript, or validity proof, which
proves to S, or any auditor, that H' is, in fact, a valid
shuffle transformation of M.

(b) A proof that P knows the private key corresponding

to a particular element, he H'.
(¢c)  The formatted certificate request.

6. S checks that H =M W M' along with the validity of both
5a and 5b.

(a)  If any of the checks fail, S indicates failure to P and
either terminates the communication with P, or gives

P an appropriate chance to retry.

(b)  If both checks pass, then
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3. P selects a subset Mc H, which may be all of H and sets M=HM 4. P
conputes H which is a shuffle transformation of M (See above and the

fol |l ow ngv@erticens.) P al so generates a formatted anonynpOwUS@rds3o cat e
request. This is done by generating a random public/private key pair, and

f tt the publ t wit " t
peciiied certifloate formit . (NGeAPRYEoRh Qlcatss iikinkPdbT P . e

private part in some safe place.jkspd bhlyShke RS ebith OJ}/héa,n Mslcdera! ong wi th
(a) The shuffle transcript, or validity proof, which proves to S, or any

auditor, that H is, in fact, a ceatifidatesBuefsle transformation of M (b) A

pr oof that P knows the pri vate key correspondi ng to a particular el enent,
h EH. (c) The formatted certificate request. 6. S checks that H= Mu M
along with the validity of both HBa {33 (a) If any of the checks ¢l&)l,
Sindicates failure to P and either term nates the conmunication with P,
or gives P an appropriate chance to retry. (b) If both checks pass, then
40 SUBSTI TUTE SHEET (RULE 26) WO -9IA7B694H PCT/ US01/ 09550 i. If anong®us
certificates are intended to be issued only once to each owner of a
standard certificate, S sets H' = H-{h} (17) K =JuMvH' (18) or, if,
for sonme reason, it is desired to issue anonynous certificates nmultiple

times to each or, if, for some reason, it is desired to issue
anonymous certificates multiple times to each

owner of a standard certificate, S sets

K=JUM'UH' (19)

i. And, S digitally signs the formatted certificate
request— thereby creating an anonymous
certificate—returns the (signed) certificate to
P, and stores the certificate in the data base

for later anonymous authentication.

7. The process now continues from the beginning with a new

P, and K appropriately modified.

In other words, the individual P may prove to the certificate
server S that the individual holds a private key associated with one of the
public keys in the subset M selected by the individual, without revealing
which one by shuffling the subset M of public keys. After issuing an
anonymous certificate, the certification server then removes the one
shuffled public key from the shuffled set of public keys for use by the

next individual requesting an anonymous certificate.

Anonymous Authentication and Signatures
The basic construction of the shuffle protocol above solves

the following problem.
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owner of a standard certificate, S sets K=J v MvH (19) ii. And, S

digitally signs the formatted certificate request- thereby creating an
anonynouwooeriehd i cate-returns the (signed) certificate tpCPUS@M®53t or es
the certificate in the data base for |ater anonynous authentication. 7.

The process now continues fr h ibnning. with a new nd K
appropriately nodified evﬁ%ﬁh%ﬁ“&lﬁbﬁgqbqfﬁ'e TR m%ga?eslj)tﬁ%§ﬁe&%\% to the
certificate vey —$xt hatythe jqdipvi dpal ol anBliMat Rnk®y. asgpci ated
with one of ‘ﬁ?n%’fjbﬁ & k’ey/g}l:li ahd{ Ve HaL 0% & Spibl y the individual ,
wi t hout revemlditign, attonktanhec &y, sisukfidwngrilizetos Rbdet avicomnptrbentcokeys.

After issuing an anony s certifjcate, the certifi.cati server, then
renoves the drle = &hi§ magglig@mko L)eyﬁfl? seAUINcd WneRnvinge ifg{ﬁabgl%ﬁﬁ ic keys
for use by t Ladi vi I i rﬁnth onynous certificate.
Anonynous Augt6 eenﬁ‘fg%lg%t?@%ll’a}ﬁ gﬁg@ﬁﬁg hsI]‘(%e baglflc construction of the

shuffl e protocol above solves the follow ng problem 41 SUBSTI TUTE SHEET
(RULE 26) WO 01/73694 PCT/ US01/ 0?550 XGeneraI k- Shuffl e Problem Two ?20)
! e

sequences of k elements of Z, S =X ... X }, and T = {Y,,...,Yc} a
publicly known. In addition, a constant ¢ E Zq is known only to P, but a
commitment of ¢, C= g is mde known to V. Pis required to convince V

that there i .permutation, 5. E EK.,.with th roper that Y'(;) = X
(20) for attpr sl VECRH it venlingany infollnation ABpfh el SHERL 5T or ¢ he
secret c. In the shuf finethers@hfROPratbEIaboRE thE Pkt tohispiobRiRRE em i s
first presented as an interactive proof protocol executed by P and V, but
it is made fmshpiascrtedasi ancinkgractivenpiao pegtptolocexecuteddy PrandFy dbutShani r

1S made non-interactive by standard application of the Fiat-Shamir

heuristic. We denote the resulting verification transcript, produced by the

shuffler, P, by T (S, 7, g, C).
Anonymous Authentication Protocol 1

In this variant of the protocol

. The public keys are elements #e(g)c Z,, and the
corresponding private keys are simply the secret exponents,

s=log,h.
o The set H must always be taken to be all of K, i.e. H =K.

o The set M must also always be all of H, i.e. M =H and
M'=0.

. S must store one additional modular integer, G € (g), which
will be modified during each authentication session. At
initialization, G is set equal to g.

The protocol proceeds as described in the previous section,

with the following modifications.

L In step 2, S must also return G to P.
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heuristic. We denote the resulting verification transcript, produced by the
shuffler, P, by T (S, T, g, ©. Anonynous Authentication Protocol 1 1In

t hi s varive@v1/od694¢ he protocol The public keys are el ement BChvUBI(®Fs0c Z,
and the corresponding private keys are sinply the secret exponents,

s=log, h. The set, H t always he taken tq be all of. K i. e H=K The
F way sl 8RS ti§ rergmegd,t0 7 il step Spyis gractly

set M nust also , must store
one additional nodular integer, GE (g~, which wll be nodified during

each aut hentication session. At 0 thaki zati [ et equal to g. e
protocol proceeds as descri bed |§(1\9lhy %e@?ﬁﬂ%’éﬁ’@@ with the foI(I2E5/]vi ng
nodi fications. 1. In step 2, S nust also return Gto P. 42 SUBSTI TUTE
SHEET (RULE 26) WO 01/ 73694 PCT/US01/ 09550 2. The transcript that is
returned to P in 3tep He poofodprivate eyl dovde @eii( $tep!ShGis®xacly) 3. The

proof of private key kpow edge in step b, is _exactly the integer e = cs E
Zq , along with the pé-B?il’étGg%Freféls q,rpﬁogg:“p;ht(h@rpqrﬁgul%agyy whi ch

satisfies h'= G (22) h'lgo;{eig&hﬁgi&dlggig, .Héatﬂgegne’ and only one, such

val ue. Further note that 'Since ¢ Is random and I ndependent of s, revealing
e does not reveal information about s. The corresponding check that S
performs is sinply to verify eqkl.azt'@n 22. 4. |If the checks in equati}&g)zz
all pass, then in addition to the ransformations perfornmed in 1 an /S
al so perforns the

Note that there will be one, and only one, such value.
Further note that since ¢ is random and independent of s,
revealing e does not reveal information about s. The
corresponding check that S performs is simply to verify

equation 22.

4, If the checks in equation 22 all pass, then in addition to the
transformations performed in 1 and 2, S also performs the

transformation

G=C (23)

Anonymous Authentication Protocol 2

A shortcoming of the first anonymous authentication
protocol is that the set to be shuffled by P must always be all of K. The
same transformation (exponentiation) is applied to all public keys in the
set H=K. Since each of the transcripts T (H JH' .G, C ) must be stored
until all audit requirements are fulfilled, this can create a large amount of
data if the original set of standard certificates is large. This problem is
addressed with the following second anonymous authentication protocol.

In this variant of the protocol
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transformation G=C (23) Anonynous Authentication Protocol 2 A shortcom ng
of the first anonynous authentication protocol is that the set to be

shuf fl ed g oRP73smst al ways be all of K The sane transf or p@r/iuse/09550
(exponentiation) is applied to all public keys in the set H=K Since each

of the transcripts T ( H .- C nust stor unt i\l ,akl _audit
requirenents are Yul fl’ﬂpeeaublfﬁ(gys %{ﬁpé’(réa‘%f%?%{nf: gg'@rﬁ){ﬁ}f«gb taif the
original set of standaphd ceatlpdridiRg BrivaRe Hedk @fe siftply thE &rem i s  addressed
with the foll ow ng second anonynous aut hentication protocol. In this

variant of the protocadxptBentS|BSTlIogURE SHEET ( RULE 26) WO 01/ 73694
PCT/ US01/ 09550 The public keys are pairs of elenents (k, h) E (g) x (9),

and the correspondi ng ri v te keys are jm he cret .exponents, s =
l og, h. The set F nust eﬁﬁu}ﬁ sonapl ?é .ctk?P{i iﬁ’e%ﬁalbé achieved in a
variety of ways. 1. Sm\quﬁr&W@fm series of retries until this

property of His achieved 2. or, initi regi stration, standard
certificates can be assigned to bI ocks. " Wien P first contacts S, he
identifies hinself onld so §anddscd engrigeck mwimrofr&ﬁriesomleehy, a

different base Gis set for each i? vi dyal and the individual shuffles
only a subset of the entire””SBET¥S AL 4 ’1’(‘@9’3 (whi ch subset includes the
voter's public private key pair). The protocol proceeds as described in

the previous section, aith &h%t imhibpye #?Hraﬁﬂ}ﬂ'sfdrﬁﬁ%l%ﬁ/cjateg% bs anscri pt
that is returned to Pin step S5a 1st shuffle transc for the set of
pairs. See above for the dematgm%ddb "biduiks. ”(:MﬁﬁtrbtmvntactsS he
identifies himself only so far as his block number.
Effectively, a different base G is set for each individual P,
and the individual shuffles only a subset of the entire set of public keys
(which subset includes the voter's public private key pair). The protocol
proceeds as described in the previous section, with the following

modifications.

1. The transcript that is returned to P in step 5a is the shuffle
transcript for the set of pairs. See above for the details of

this construction.

2. The proof of private key knowledge in step Sb, needs to be
a bit more complicated in order to avoid revealing the

private key.

(a) P must indicate to S a particular pair, (k‘, h')e H',
or its index, which is the new index of the pair
belonging to P's private key. Thatis, h'=(k'")’.
(Notice that such a pair exists uniquely since the
shuffle operation exponentiates both the k's and the

h's to the same secret exponent c. So h=k* if, and
only if, h° =(k°).)
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2. The proof of private key know edge in step 5b, needs to be a bit nore
conplicated in order to avoid revealing the private key. (a) P nust

i ndi cat e wooB7am9particular pair, (k', h") EH, or its ipdexsomssh is the
new i ndex of the pair belonging to P s private key. That is, h'= (k')s.
(Notice that such a pajr exjsts uniqguely sipce e shuffle ation
exponenti ates both fthe/bf(' s }Iz)iﬁﬂvetazgeio .ﬁa#f%)-grfpévltggg&pg%oj é)fate[%gzj;]ent c. Soh
= ks if, and only if, h _ K)S J-4de SUBSH M ESIHEGFiRYLERS) WO

01/ 73694 PCT/ US01/ 09550 (b) P reveals to S a "zero-know edge proof' that
he, P, knows s = logg, h'. (Beees tHert Eharomsahe icorrespyndingprivawokes that P
knows the correspondi ng privaje ke W thout revealing it. 3. The

correspondi ng checks that 3 trﬁé‘ﬁ‘i‘lm&#are obvious. (a) S checks the
validity of P s shuffle transcript. (b) S checks the validity of P's proof

that he knows th S =4 ' I ' di ment ,
sone or all of tf}% kelflléé %?%gnggg%eﬁggﬁ?ﬁﬂgﬁggggd;ﬁiﬁé%my e shuffled
by certain individuals or authorities before any one individual requests
an anonynous certifioaje. §ohetkighe validiy of's pbafflecrapulripic keys may be
sufficiently random zed before either of the above anonynous

aut henti cation protoco ar | gyed for a.particular requestjn

i ndi vidual . As a resuldbj a iﬁé&ﬁ‘éﬁ%ﬂ‘gfé‘zfy %}956’59?};&&'@{75%9’5 tgel ected by
each individual under Protocql, 2, Referring to Figure 6, an exanple of a
routi ne 600 for inplenenting t%ghe first variant of the anonynous

certificate distribution is shown. After initializing cryptographic
parameters in bl ock 30foteaunder an alternative embodiment, some or all of the

keys in the set K (i.e., the subset /) may be shuffled by certain
individuals or authorities before any one individual requests an
anonymous certificate. In other words the pool of public keys may be
sufficiently randomized before either of the above anonymous
authentication protocols are employed for a particular requesting
individual. As a result, a smaller subset of public keys may be selected by
each individual under Protocol 2.

Referring to Figure 6, an example of a routine 600 for
implementing the first variant of the anonymous certificate distribution is
shown. After initializing cryptographic parameters in block 302, a
standard set of public keys H are provided in block 604, which may be
collected by a registration server after a set of registrants or voters have
each registered and submitted public keys 4 (that correspond to
individually held private keys s, as shown in block 606). In block 608,
the subgroup generator g is set to G.

In block 610, an optional randomization performed by one
or more authorities may be performed. Under block 610, in sequence,
each authority performs a verifiable shuffle on the set of standard public
keys H using (G, C=G") as a shuffle commitment, where c is a secret key
held by the authority. Each authority returns the shuffled set of public

keys, H', along with shuffle verification transcript, 7 (H JH',.G,C ) by
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standard set of public keys H are provided in block 604, which may be
collected by a registration server after a set of registrants or voters
have eaohopewicst ered and subm tted public keys h (that cpeT/@s@arssot o
i ndividually held private keys s, as shown in block 606). In block 608,

the sub t is set. to G, |n.bl 610, tiopal .
r andon zat | GRIRAY G a6 B ele Shofflendesctifich GbPPF e HralfehdellFftiohed nder

bl ock 610, itParSAPERCSTectAREn B RYidtfaioB&e- A Perfortf the ispbétpufibyd f 1 € on
the set of standard public keys Husing (G C=G) as a shuffle commtnent,

where ¢ is d&sécand Aell’, el dtovgs theepravidior valyes, Edohg awithahe tshuffée ur ns t he
shuffled set of. public keys, H , . alon i.th shuffle verification
transcript, veryiqatpn t@;nseg{l)tb °f4%at§UB%¥¥¥‘m€EP§HE?§PS( RulBC2eIPtRBab 1/ 73694
PCT/ USO1/ 0955040 TR B! ik BEOdkEORY flayShErs6intiEe 58 pRRFARE fevibls e
verification ranscript Is correct, then the registration server perforns
the substi t uhitiihizatirCornat Hall, itetnsdiatee Stagee of r momgmsousalcegtificatd ong Wit h
the shuffle wverificatiaon transcript for |ater auditing purposes. The
optional r Beaeratioaidesaribedibelow.ock 610 may be perforned as part of the

Certificate generati antss) Fisdf uleShit LRHLRLRaREAT0 %0 ARORBERES o g e
request for RutifcRePYs inddidndli whb previoasly peiwdéet dne WOty piblais! y

provi ded one of the public keyrs hin the sét H These steps are repeated
for each redysthing thegesthlanilhese stépscare repeated foegashr magquestang nor e
accurately, the voter' 0 ter 102 nerates a re st ,for .an anonynous
certificat e_reglﬁtrapés 68?%18&? @?e&l&? f?%é“%ﬁg@tmaf‘% 8&%3&@ r hEeY9tFEYes t he
val ue G a”%o&x‘iiﬁn&ethZ Fodidbdtes K 8quekt ¥86em Bh fd LepiGedt€t s themto
the registrant.” In bl 20%( 616, tahe @eegi strant co u?es g shuffl e and

cor r espondi ngsporseithertd,itha regiamstion pervencerievésethgevadua G, endf theesepr ot ocol
descri bed abaove . _and rejurn (H H.G . O and e (which is equal to cs,
known only t& RYPIC Ky élt\'%fﬁf;i’,loﬂﬁré%éﬂdirﬁ'a‘é&s thea jto the regagtgatti Bhal 1y, in
bllock 616, tfifck 616, the registrant computes a shuffle and corresponding

verification transcript under the general shuffle protocol described above
and returns 7 (H, H', G, C) and e (which is equal to cs, known only to the
registrant), for each index 1 <j < k. Additionally, in block 616, the
registrant generates a PKI certificate request with certain random
identifying information. The random identifying information may be any
user ID the registrant chooses to employ that cannot be used to identify
the registrant. Under block 616, the registrant also safely stores a
corresponding private key based on this request (which differs from the
private key s)).

In block 618, the registration server checks the shuffle
verification transcript and checks that 4, = G°. If both of these checks
pass, then the registration server sets / = H' minus the one public key
used by the registrant for certification (4;), G = C and k£ = k-1. For
auditing purposes, the registration server in block 618 also stores the
registrant's verification transcript (i.e., T(H, H', G, C)). The registration

server also digitally signs the certificate request R to create a PKI
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regi strant generates a PKI certificate request with certain random

i dentifying informati on. The randomidentifying informati on nmay be any
user |ID tWeoregdstrant chooses to enpl oy that cannot be uBeTuUsa/ivsntify
the registrant. Under bl ock 616, the registrant also safely stores a

correspondin I vate key based on this request ich differs fromthe
o1 vat o key SrfficdtR BtsEieRTacd i e tighularly T iR it RadyHE chur 11 o
verificatioqhgrr@ggférgiisq{;an@gge gks that h'. = G If both of these checks
pass, then the regiStration Server sets H=H mnus the one public key

used by the registrantRéferringrtoi Figrae i na(tduting, 7@ =shovendh& secknd. For

audi ting purposes, ,the registration server in block 618 also staores the
regi strant ' svarenf fdesgrip %t}oé(ﬁs%,‘?ri pghogymgus Cg ,ICQIF,‘?W@'“OT‘he fé@i stration

server al so digi . Sd:QF I f e 0 t PKI 46
SUBSTI TUTE é&?@?é ?’38{1@ %M@%ﬁ%@é D L%@%g@é%g Sifhifdr B ol L L
returned to 60u exegptsthapthie. seT b incbuddsnsublieéitivase keppuirs,0and iag beext
registrant's request. Referring to Figure 7, a routine 700 shows the_ second
vari ant deschropeqdsubsst e StvHadoblpekusl Ucisrsimplae 40 blaskse F0.an shawn The

routi ne 700 f{i%gfei?ﬂar to the routine 600. Block 704 is simlar to block
604, except 'he set H includes public/private key pairs, and nay be a

proper subset. Sim|arAfter Rb@G¥ingld regudst MtHeafegi SrdtRC Ker9éh in Aslogliown i n
Figure 7. After receiving a request, the registration server in block 714

retrieves a Bkt mtrigvepudl s&t Kbyolpgiublic keviepaish allirdenaanveltemativeli nent ,

th I strati . triey | bset .t hat .i | t.h
regi strant’ STHRHHTENkpe FRRICR SFYT TEHIEER LY Aaswbseb it Bolidet pser of

the public kgy regirslgﬁgMclgggié@éf M bock-Ne, filter §§]§a}a§& rsel@ktsczp%mfaH_ .

shuffle H of M espondi ng verificati transcri pt
O), and genthegiubdicakeyepairk Advinadspts pf oof H-M. t Tht repstrangicempatds knows a

secret expons rllffﬁe ?—?’ osfh A%\Qn(i g clf)irgeléi)gngﬁlgp\%?{ 1cia$c)181611 ltlra%scrt‘i{)]te ({" ?19/}, sﬁr ?g,nt
()), and generates a zero-knowledge proof, P that the registrant knows a
secret exponent s as shown in Figure 7. Additionally, the registrant
generates PKI certificate request with random identifying information and
stores the private key, as described above.

In block 718, the registration server checks the shuffle
verification transcript and P. If both checks pass, then the registration
server sets K (with the public key pair (g}, A, ) removed under
equations(18) or (19)) and sets £ = k-1. The remainder of routine 700 is

substantially similar to that of routine 600.

11. Conclusion

One skilled in the art will appreciate that the concepts of the
invention can be used in various environments other than the Internet.
For example, the concepts can be used in an electronic mail environment
in which electronic mail ballots, transactions, or forms are processed and
stored. In general, a web page or display description (e.g., the bulletin
board) may be in HTML, XML or WAP format, email format, or any

other format suitable for displaying information (including character/code
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generates PKI certificate request with randomidentifying information and
stores the private key, as described above. In block 718, the registration
server clwaks7ische shuffle verification transcript and P.pCT/ubatdssmhecks

pass, then the registration server sets K (with the public key pair (g',,

h' t. 1 19 d ts Ke= k-2, T i nd
T )R o SR RASIE o L SRS i ooBe ™ PO
Concl usi on Qugictki donGluhitatiBf Aahneth! duchPRY RERPhRal divotiee idRGRRs S Of the

i nvention can be used I n various environnments other than t’he Internet. For
exanpl e, thenatwodeptos pant-teepoinedialmpoomhestiononimayne usehwmsteadefit i n
whi ch el ect &Bni c mail |l ots, transactions, or forns gécef rocessed and

stored. In dgBadptgmety YA s oransagions, maysalsp g gAn I wiglyg #y1 | etin

board) may | AR emal | 1f . t her
format sui t?g'\]%lgfor |tg€o( aylélg |ntf fcr)éﬁlrnagl![a|hbar111 {ﬁ??\cclhﬁ P%%ng%g{lacéer I@'ode 47
SUBSTI TUTE SEHdhTvdtBbEciZént c‘é&;iﬁlérﬁﬂ@ﬁéoﬂ@iﬁ/swégft/cﬁﬁﬂﬁﬂaﬁchﬁﬁﬁﬂarﬁwmt S,

bi t mapped formats and vector based fornmats). S0, various communi cation
channel s, sudhseféwarscthatdntegactstwish ikbe sarvir eemputonc@rnsystem. orlhese

e var ous ek efueB EATIGeLR e R Bire S e R oAb put or
envi r onnent , arjdavAiesust HRer icBnsurfiér BIYJuEE! tHRGuEH WHiSH TRibactidA8Cdanyes er or

client computer may conprise any conbination of hardware or software that
i nteracts wipdifarmedser ver computer or system These client systens may

consumer  pr oduct st hr QG ESHRIR Aot HSE LI erie 10 BACT e, ABY TEPURFS, gener al
as_used her qBaroR idehfkyinkChekssoufocbh [1E OHERForkl OGRNCTas! defidgiyy N0 2
resource on the network, Such as a display description of a voting

aut hority haddsogptosiof @ vtingoaighaityt eevime b \wite lor iode grethermdtwovki e har dwar e

| atforms, such as yoter conputers, terninals and )
P general, w\fule argwanlg platforms, such as voter computers, terminals and

servers, are described herein, aspects of the invention are equally
applicable to nodes on the network having corresponding resource
locators to identify such nodes.

Unless the context clearly requires otherwise, throughout
the description and the claims, the words 'comprise’, ‘comprising', and the
like are to be construed in an inclusive sense as opposed to an exclusive
or exhaustive sense; that is to say, in the sense of "including, but not
limited to". Words using the singular or plural number also include the
plural or singular number, respectively. Additionally, the words
"herein”, "hereunder", and words of similar import, when used in this
application, shall refer to this application as a whole and not to any
particular portions of this application.

The above description of illustrated embodiments of the
ivention is not intended to be exhaustive or to limit the invention to the
precise form disclosed. While specific embodiments of, and examples for,
the invention are described herein for illustrative purposes, various
equivalent modifications are possible within the scope of the invention, as
those skilled in the relevant art will recognize. The teachings of the
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servers, are described herein, aspects of the invention are equally
applicable to nodes on the network having correspondi ng resource |ocators
to i dentiWwgorwshd nodes. Unl ess the context clearly requirRPET/OS6EMII0SE,

t hroughout the description and the clains, the words 'conprise',
‘conprising'., and the .li are to, be consfrued in an.inclusive sense as
opposed to alﬁvg%%g{qyééectﬁérg%%g?? 9@%%43@%9@%8?“?@“% apRICAQNS, o sense
of "incl udi ngnt Gty thOklectlofild %’ﬁggystmrﬁcﬂsemw@ FoPGHARPIL the! ur al
nunber also include the plural or singular nunmber, respectively.

Addi t i onal | yprotdue] dmas cpplitateorsi mi' clettrenieucuiamerceawtiereobaoth adorginmity ar

i mport, when used in this appli.cation, all refer to this_appli.cation as
a whol e and quditabahity parer FeqUIEEMEIHS. ¢ | 341}?“8?1651 I‘ﬁ’é this pAre AGAFPNGhe above

descripti O”V@ﬁﬁéﬂt‘éﬁﬁérﬁéff"egémﬁ iments of the invention is not intended to
or tolim

be exhausti the invention to the precise formdisclosed.

VWi | e specific enbodi nEhé saddus emnbodixasms dsescribed abbkie camberdontisined e
described herein for illustrative purpos various _equival ent

es
modi i cati orf® BEOWIGR Suthsreebodimenthe Al fethsrahaye sefeienessoand 44.S. t hose

sussTi TuTe SEEAS R Rl we, SERGAET L0 HERIBIIE AhpdtR of ovi e
herein can bfeaRivkhfioh t anobBemotifidd) P Receapali aat éfphy thOtsyseis, t he

el ectronic voting systemdescri bed above. For exanple, "'the protocol has
appl i cat i onsfungtiensand cancepis wivhe aanbus patenthand apphtationsadascabedt abi ity

are requirenents. Exanples,of .this.arge el ectronic aynent schenes
(*eo-cash”) . Apyeyamayde Shh Bt srbodeepsmiah siebein be conbined to
provi de fur ther embodi MEeeSandothe?fchalifedBa el £hAE IHAME iAVEntbDm Pat ents
and applications are incorporated herefn by reference. Aspects of the

i nventi on caligliteofiuhe fabede ddtaiet elesanption.o Bmgengral,he thstfellowing unct i ons
and concepts .of the various tents and applications.descri bed above to
provi de yet ¢laimg, eéﬁ%ﬂpﬁ%ﬁg}&mﬁé I’c‘ﬁg’q Wgﬁp limit Ele nvention to

the specific embodiments disclosed in the specification and the claims,

but should be construed to include all encryption systems and methods
that operate under the claims to provide data security. Accordingly, the
invention is not limited by the disclosure, but instead the scope of the
invention is to be determined entirely by the claims.

While certain aspects of the invention are presented below
in certain claim forms, the inventor contemplates the various aspects of
the invention in any number of claim forms. For example, while only one
aspect of the invention is recited as embodied in a computer-readable
medium, other aspects may likewise be embodied in computer-readable
medium. Accordingly, the inventor reserves the right to add additional
claims after filing the application to pursue such additional claim forms

for other aspects of the invention.
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These and ot her changes can be made to the invention in |ight of the above
detail ed description. In general, in the followwng <clains, the terns used
shoul d nswobs7menstrued to limt the invention to the spepciAsSe/®atwodi ment s
di sclosed in the specification and the clainms, but should be construed to
i nclude all encryption systens and nethods that operate under the clains
to provide data security. Accordingly, the inventionis not limted by the
di scl osure, but instead the scope OQZﬂ}Hid invention is to be determ ned
entirely by the clains. Wiile certain aspécts of the invention are
presented below in certain claimforns, the inventor contenplates the
various aspects of theclaiitnenti on in any nunber of claimfornms. For

exanple, while only one aspect of the invention is recited as enbodied in
a conputer-readable nedium other aspects may |ikew se be enbodied in

conput er -readabl e nmedjum Accordingl.y, the inventor .reserves.the right to
add addi tli onal cl ai m;i'af t e‘?‘nf iql?‘?%&}l?y‘le Vgﬁﬂgi SYPEBh if%r pH?esUgl@’uc?‘u

addi tional clanputbArEEnetwirkOtdipriinpect s of the invention. 49 SUBSTI TUTE
SHEET (RULE 26) WD 01/ 73694 PCT/US01709550 CLAIMS | claim 1 1. An

el ectronik voting systapluralityusfevatingcempetecooppled to the eanpuatekized

conprising: 3 a plurality of voting conputers. coupled to.the co terized
4 net vor K viRWeh RS 686t YOUBAPATBRIS REOVIHES aalErERHie OB ML r ypt od 5

bal 1ot wher siibeeairdih S5 REEndiRb  BiIch s SAERILS rdels dRofihedopt e 100 ©

asymmetric encryption process using un yl ng ‘groups Zp or c 7
curve; 8 et dsgamhetiicr shcryptionngioaest ukingdurddrhang tgroapsmtyt er selliptipl ed 9 to
the conputerized network, wherein the first authority conputer is 1o

confi gured t@1Veécei ve a series of electronic ballots corresponding to an

L1 aggregation of each,qf, NGl &cbh@IhE Rtk Rifori§ Eniplteld 5108

plurality of
9 to the computerized network, wherein the first authority computer is

10 configured to receive a series of electronic ballots corresponding to an
11 aggregation of each of the electronic ballots received from the plurality of
12 voting computers, and to apply a secret, one-way cryptographic
13 transformation using at least a first secret key to anonymously shuffle the
14  series of electronic ballots and produce a first shuffled series of ballots,
15 wherein only the first authority computer knows a correspondence
16  between the first series of shuffled ballots and the series of electronic
17 ballots, and wherein the first authority computer is further configured to
18 provide a first linear size, non-interactive proof of correctness for the first
19 series of shuffled ballots based on a scaled iterated logarithmic
20  multiplication proof;

21 wherein the second authority computer is configured to
22 recetve the first series of shuffled ballots, to apply the cryptographic
23 transformation using at least a second secret key to anonymously shuffle
24  the first series of shuffled ballots and produce a second series of shuffled
25 ballots, wherein only the second authority computer knows a
26 correspondence between the first series of shuffled ballots and the second

27 series of shuffled ballots, and wherein the second authority computer is

50

SUBSTITUTE SHEET (RULE 26)



12 voting conputers, and to apply a secret, one-way cryptographic 13
transformation using at least a first secret key to anonynously shuffle the
14 seriesvobiedéect roni ¢ ballots and produce a first shuffpPedusarioed of
ballots, 15 wherein only the first authority conmputer knows a

correspondence, 16 betwe the fiirst seri.es of shuff.led hallots.apd the
cer ! o’ o criughebRpRAEFRa fa PROLE = 3rediud ifen s doprpEractiieIopt §F comput er
s Turthar COoRfdomdssdof fhe S&dHaONHE GF dHuffibd 'WaltBR! beCon BRNSEAILET act i ve
proof of correctness for the first 19 series of shutffled ballots based on
a scal edoi t aterated logamthintib mwdtiphCatiorl proolfj cati on proof; 21 wherein the
second authority corrputgr I.s configured . ta 22 receive the_first series of

shuffl edlbal | ots, to appeiein nibec urd oanthprne compyter st spAgwSA 1R ng at

| east a sgec . t . s fle ' i es of
shuf f edﬁbalqjlag?l?g;thg Sgrgﬂutg%gygg)éon gelr);lﬁgu%{g’o#o %Igr% fﬁg?%@%ﬁ%t S,
wher ei n 13nl ytriﬂsﬁoﬁﬂmimﬂusiﬂ% holdattya darpssceet keyorssardnyrfoushy siagdflenbence
between the first series of shuffled ballots and the second 27 series of
shuf f | eBbalge608d sgHEs wheshaftled hallatscant paedussr 2 third gepgs of shuffled

SUBSTI TULE (RULE 26) 014 73694 PCT/ .1/ 09550 .28 rther

confi gugegd ﬁgélig)}%vi XYE‘%F ec(}é\ﬁ%. I]ti-'ﬁea éii zgl,lﬁﬁgl#-'i nctogl?%‘g?ﬁ % ngofaof 29
correct ngss dofespbRdEREBEIWEE tHRSthild sefied bF sBuffRdl talidtPasEtheRcbh¢ scal ed
30 iterated logarithmc nultiplication proof; 31 wherein the third

aut hori t37 cowepgs eof shuffledf bajlotgdand wiszeinethsi third agthnsty nebraputerds of
shuffled ballots, to.apply the c 0. hic . 33 transformation.usi ng at
east o i ek ceRERGFY BIRYHAA LRy TEKar s ph MEHCAE AHEOLET | oo of
shuf f | ecigbal dtufiid R AEfind delel dofS Bl PRdObalIY thsed! onthedstdiod S
wherein only the third authority conputer knows a correspondence
bet ween 4ohe itdrated logarithsniommsdtipii€atesh priofparsd and t he second 37 series of

shuffled ballots, and V\herei'/.n the third authority cog@uer is 38 further
configurfd to provide & Veiheatlameompytse coppled nter e i campuisegeds 39

cort ect oS faiohiephbleid e eRficion WY RELLAIADAIE TeBvE e SC2! e

40 iterated lTogarl mu I'’cation
43 proofs of correctness from the first, second and third authority computers

44 and without interacting with the first, second and third authority

45 computers, to verify a correctness of the shuffled ballots.

1 2. The system of claim 1, further comprising;:
2 a server computer system coupled to the computerized
3 network, wherein the server computer system is configured to: receive the
4  plurality of electronic ballots from the plurality of voting computers;
5 verify a proof of validity of each of the plurality of electronic ballots;
6 form an encrypted tally of the votes from the plurality of electronic
7  ballots; transmit the encrypted tally to the first, second and third authority
8  computers; receive ballot decryption shares produced from at least two of
9 the first, second and third authority computers; and compute a decrypted
10 tally; and
11 at least one voting poll computer coupled to the
12 computerized network and providing some of the plurality of electronic
13 encrypted ballots to the server computer system.
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41 a verification conputer coupled to the conputerized 42 network, wherein
the verification conputer is configured to receive the 43 proofs of

correct naw@of/rmma t he first, second and third authority corpDUseI®9ssh4 and

wi thout interacting with the first, second and third authority 45
conputers, to verify a correctness of the shuffled ballots. 1 2. The system
of claim1, further conprising: 2 a server conputer system coupled to the

conputerized 3 network, wﬁ@fspstteﬁeofsarﬁﬁn a%paﬁethe%f%%mﬁﬁ@f'gured
to: receive the 4 plurality of electronic ballots fromthe plurality of

vloti tng cmpgﬂlﬁds autlﬁ)ri\éyerctdmpmem aoé @ﬁfnga{edjltbypmdefha;mn-ﬂ’?deqsbltuL ality of
el ectronic ba orm an ncry votes fro e
plurality ofpr@pg%fqrothpéf irst; S0 tﬁf‘iﬁ@l’ﬁa{{est 1ok, eresmtuvgiﬁo t he
first, secon r t . ryption
shares pr od u%le%%écr)%hag af}gég? ﬁ{e lr%t? S%ggﬁ(ﬁeﬁf'ds rﬂu{- &C@g\é@% ﬁfpuﬁég

authoritys cogmwmesm itihl adiaflehge serikss rygdiesda challtrgd fmnaad léakt ahel east one
voting pol | uter coupled to the 12 conputerized network and providing

sone of tthe Y opy compafesc tanghigenerate dhe r ypagraphic otrgnsiormaioner ver

thicat
13 The iii@@?ﬁd@% %ﬁ*&%@&§ﬁ51%htgftﬁ5’b§9%9%%¥%%§&éﬂ21%3‘% 10 author i 1y

conputers are configured to provide Chaum Pedersen 3 proofs for the first,
second and third shuffles of the ballots, respectivel 4 and wherein each
of the filrst, second ahd thThel systemoraft ylaamwﬂ)uwhﬁmm gewnau@nandl nitial

hal | l. t 6 ficat
Comput or 2 antetgods H5iaaqs e IRl SRR eB ikesif Bt e IR oF an
exponent it | %elhnﬂg %&H@uﬂeﬂ‘ éﬂcﬁﬁrs‘%}%cbﬁ&ﬁhé{ Wird Hﬁ‘ﬂh‘oﬁ €8m Rﬁte‘is ifdlgdSy st em of

claim1l wher omputerized 2 network includes the Wrld Wde Wb,
wher ei n elachweb brémwesqriprogtami.y of 3 voting corrputers and first, second and
third authority conputers include a 4 web browser program

1 5. The system of claim 1 wherein the plurality of voter

2 computers include at least one palm-sized computer, cell phone, wearable

3 computer, interactive television terminal or Internet appliance.

1 6. A computer system for receiving a sequence of
2 elements, comprising:
3 a server computer coupled to a computer network and

4  configured to:

5 receive a sequence of electronic data elements
6 representing individual data files,

7 apply a cryptographic transformation using at least a
8 first secret key to anonymously permute the sequence of electronic
9 data elements and produce a first shuffled sequence of electronic
10 data elements, wherein the server computer knows a
11 correspondence between the first shuffled sequence of electronic
12 data elements and the sequence of electronic data elements, and
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1 5 The systemof claiml1 wherein the plurality of voter 2 conputers

i nclude at | east one pal msized conputer, cell phone, wearable 3 conputer,
i nt eract weot/gdeeti sion term nal or Internet appliance. 1 BCT/BSTiomypint er
system for receiving a sequence of 2 elenents, conprising: 3 a server
conput er coupled to a conmputer ne rk,.and .4 conf.i gured to; %rrﬁcei ve a

sequence”of el ectroni ¢ dat a8¥1E %lt § lén?aépgrl%es@iﬂoffr? COHSFIRCH Gta files,

7 apply @ crypt ogfigphihafliERNIGRENER b elstttdiEc adath 8d8hedts Badddr 8h gecret key
to anonynously pernute the sequence of electronic 9 data el enents and

produce & first stvaldd deratelogacthmit neblaplicatnorcprabd. dat a el enent's, wherein
the server conmputer knows a 11 correspondence between the first shuffled
sequence of electronic 12 data elenments and the sequence of electronic
data el enents, and 52 ~4SUB iR n :

PCT/ USOl/nngSSO 13 gen7e'r at ngggﬁgltﬁwq:i%laear s%%gprt‘g}g‘rgéélz%gr?r ucetnﬁ%ss for

the 14 fj r s¢f dbetidiedasealearnes akt eéhbqqité@ﬂisi@lg(%,t(& gliptierusvebgopagson a 15
scaled iterated logarithmc multjplication proof. 1 7. The systemof claim
6 wher ei 3 t SN e Koy agyehée the sgrves) eanpegr.candheh@pndhi semves

encrypted usip l’égﬁgsrmlreg?éﬁﬁ%"gﬁé\f& groups 3 using a key unknown to the

server conpute ( erver 4 conputer is further configured
to: 5 receive a seriesreRbiveandRiey dfengiddntdd yaldigedevaliedr® droh yerifier
conputer; 7 secretly generate a series of values U based on a secret, 8
one-way o yprestfieapomputerinst or mati on that enpl oys the received series of 9

val ues e;_ and secretly generated values. U .1 er e t.he sequence of
el ectroni’e data el enent ré}fy nggga a series of Va?lugs Ifr,plt)ased on ‘a secret,

8 one-way cryptographic transformation that employs the received series of

D

9  values ¢; and secretly generated values

Ui

10 permute the sequence of electronic data elements to produce
11 the first shuffled sequence of elements based on the series of values U;
12 and a secret value d; and

13 provide the values U; and a series of proof values based on
14 the cryptographic transformation as a proof of knowledge that the server
15 computer has access to how the cryptographic transformation permuted
16 the sequence of electronic data elements to produce the first shuffled
17 sequence of elements without revealing the cryptographic transformation

18 to the verifier computer.

1 8. The system of claim 6 wherein the server computer is
2 further configured for:
3 receiving a plurality of public keys from a corresponding

4 plurality of individuals, wherein each of the plurality of individuals have a
5  private key corresponding to one of the plurality of public keys;
6 receiving a request for a certificate from one of the plurality

7 of individuals having a one private key;
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i the first shuffled sequence of elenents based on the series of values U,
12 and a secret value d; and 13 provide the values U, and a series of proof
val ues bawedi/ms94 14 the cryptographic transformation as aPET/O861/0550

know edge that the server 15 conputer has access to how the cryptographic

transformation pernuted 16 the,seguence of. el ectranic.da | enents to
produce the first shufPi@ g;?&‘?&ﬂ@rf&’ S%fOféﬁgﬂﬁW@%ofﬂghﬁcﬁ(&’gg?i ng the
crypt ogr aphi etréaﬁb%ftiﬂgrlﬁaiivﬂlhal'18 to the verifier conputer. 1 8. The system
of claim®é6 erelrn th& server conputer is .2 further configured for: 3

recei ving a plurality mepuiy iacshefle 6f dhe plumlitye syfopubilivg keyis @indral i ty of
I ndi vi dual s, .wherein eac f the plural ity of _indiyjdyals have a 5 private
key corrblspohmw%pm%h o comectpgs tor ths utfied prblig kys A 91 ng a

havi ng. aloneared el BT 3RRBich A BLatiFd f yalfe Rorg NS,

PCT/ USOL{309560theB ope Ptivditd kegf wirasin thesvalaetprolidebeprpbfirthat the ohepubl i c
keys to 9 the requesting individual; 10 receiving a shuffle of the
pluralitip ofmﬁemau@l hasyknonrledge ofithe|angeprivate key prithout seveabingdbe @a8s for t he
shuffl ed 5publ . C ki%s, based on a 12 scaled iterated logarithmc

mul tipli Pat i%lﬁVtBF Y> and a val ue corresponding 13 to the one private key,

wherein {ge val ue provikekiny ®efprbbesf tditedh®s; 14 i ndividual has know edge
of the one private key without revealing the one 15 private key, 16

checki nglt he proof of dciackog thetthe value kemiathematically ralatadatou® one of

mat hemat | cal related to a one of, 18 the publjc keys that corresponds to
the one Pti vé’%é“‘i’iv;kei'étﬂ?aéscﬁrrﬁ@p%déépgh? PB‘&E’@V t?clffﬁ'e one individual; and 20
reduci ng%gt he plurali tyis?ﬁmglﬁbéérﬁﬁgﬁ}éstoli’ﬁ(% bheifieidasiPlahg key. 1 9. The

system of claim®6 wherein e sequence o
20 reducing the plurality of public keys by the one public key.
1 9. The system of claim 6 wherein the sequence of

2 electronic elements are public keys, and wherein the server if further
3 configured to check, in response to a request from an individual, that the
4 individual has a value uniquely and mathematically related to a one of the

5  public keys; and

6 if so, issue a certificate to the one individual.
1 10. A computer-implemented method, comprising;
2 receiving a plurality of public keys from a corresponding

3 plurality of individuals, wherein each of the plurality of individuals have a

4  private key corresponding to one of the plurality of public keys;

5 receiving a request for a certificate from one of the plurality

6 of individuals having a one private key;

7 providing at least a subset of the plurality of public keys to

8  the requesting individual,

9 receiving a shuffle of the plurality of public keys and a
10 linear size proof of correctness for the shuffled public keys based on a
11 scaled iterated logarithmic multiplication proof and a value corresponding
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2 electronic elenents are public keys, and wherein the server if further 3
configured to check, in response to a request froman individual, that the
4 indivi cvabi/as4 a val ue uni quely and mat henmatical |y rel apedusa/@swne of

the 5 public keys; and 6 if so, issue a certificate to the one individual.

1 10. A computer-inplemented nmet.hod, gconprising:.2 receiving . a plurality of
oubl 1 ¢ kEys Fi 81 GRE GFTLp ot qEherains i SR PravidRs PG BRe R RBF el n ench
of the phyraljfividesl HRUNWAEEES of'BéCore privadié k¥abAHRY ré@éanﬁgrta@@heg_ to one
of the plurality of public keys; 5 receliving a request for certificate
from onelof pheatplkeyality 6 of individuals having a one private key; 7

providing at least a subset of the plurality of public keys to 8 the
request i ?r‘g i ndi vi dual ;€ ﬂ\?iﬁ{aogogm}’r?q CSf the plurality of public

keys and;@ 10 Iinear gl;u,zecgulfg a0t o vAifie ﬁseﬁnttaﬂﬁiﬁtfc%pyitrgﬁt%d;ﬁ 11,56 gpubl i

keys based on a 11 sc erated Togarrthmc nu on proof and a

val ue coir esthenslibtig key4 titRSTtetpbid sIokthd oqRplfvaittie\O 01/ 73694
PCT/ US01/ 09550 12 to the one private key, wherein the val ue provi des proof
that thelbne 13 indi visswag aeatifisaigitedaons mdividyak apdi vat e key wi t hout

checki ng that the val ulbbHEE B, O IV el Bl BlufAGSe, fE55 10

public keys that corresponds to the one private key; 18 issuing a
certificate to the one individual, and 19 reducing the plurality of public
keys by the one publiclkey. The methvthof redaimod0ovhereai theimettost firtherhe net hod

or el pth o Mees setiiec g it dhesSuiontratic ¥ Bodk 5 ursSiivh? " e
pl uralitys of cmg'graup,%ﬁér%ﬁl gﬂﬁJi&iﬂgSalt RERY h%\tﬂsﬁe%ﬂ thef 1&&%‘(}? e PubHET ent

public keys H. 12.7"The method of “claim 10 erein providing at |east a
4  keys includes providing all of the then current public keys H.

1 12.  The method of claim 10 wherein providing at least a
2 subset of the plurality of public keys includes providing at least a subset
3 of a plurality of public key pairs, wherein receiving a shuffle of the
4  plurality of public keys includes receiving a shuffle of a true subset of the
5  plurality of public key pairs as selected by the one individual.

1 13.  The method of claim 10, further comprising:
2 receiving from each of a plurality of authorities, in
3 sequence, a shuffled set of the plurality of public keys H' based on a
4  secret cryptographic shuffle operation performed on at least a subset of
5  the plurality of public keys to produce the shuffled set of the plurality of
6 public keys H';
7 receiving from each of a plurality of authorities, in
8  sequence, a verification transcript of the cryptographic shuffle operation;
9 and v
10 verifying a correctness of the cryptographic shuffle
11 operation based on the verification transcript; and if verified, then setting
12 at least a subset of the plurality of public keys to H to H'.
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2 subset of the plurality of public keys includes providing at |east a
subset 3 of a plurality of public key pairs, wherein receiving a shuffle
of the Av@burmbity of public keys includes receiving a shof/Ake/mFsoa true
subset of the 5 plurality of public key pairs as selected by the one
individual. 1 13. The nethod of claim 10, further conprising: 2 receiving
fromeach of a plurality of authorities, in 3 sequence, a shuffled set of

the plurality of publi¢qkeyshEimdiRSEHr CRid 104 HiSHeL oM iﬁ@fnggraphi c shuffle
operation perfornmed on at |east a subset of 5 the plurality of public keys

to produce the shuffl eat aetimefaftenerepeivirg it yeast somepubithe phepkityHof 7

i Vi f h of .pl it f thorjti , . 8 ,
e OB Uk Seadly Lt P ThL S it SSREE S 20 10
vor1 1100 & AICRIESS P1e RSEURKRT SRNLE ARy b BRIGEILEY, Dased or

subset ofs t hevhplein @hd shuffitd petof the kyality ofiptiblidikey Shavehédn e ¢éiVed SHEET
(RULE 26) WO _01/73694 PCT/US01/09550 1 14. The nethod of claim 10 ,
further conplpsl&furdpattya time after receiving at |east sone of the
plurality of 3 public keys, setting at |east a subset of the then received
plurality of 4 public keys to a received shuffled set of the plurality of

public keys, 5 whereinstheTaBuidth6dlofelaifif10t Ferthérldomprisingf public keys
have been received 6 froma third party. 15. The nethod of claim 10,

further conprising: 2 rasepiing thy tshecd eertifigatectrony theaone 6f ther plaralbyie of t he
plurality 3 .fdin ivli duals; and 4 providing an electronic ballot to the
one i ndi Vi du® INAVIGHAISSHRA et hod of claim 10 wherein issuing a certificate

2 includes digitally shayidigsthelEé@asiyBasEBURS bnk IndvRAKES a public key
3 infrastructure ("PKI™) cergl ficate.

1 16.  The method of claim 10 wherein issuing a certificate

2 1ncludes digitally signing the received request to produce a public key

3 1infrastructure ("PKI") certificate.

1 17. The method of claim 10, further comprising;:

2 receiving issued certificates from at least some of the
3 plurality of individuals and providing initial electronic ballots in response
4  thereto; and

5 receiving unencrypted voted ballots from the at least some

6 of the plurality of individuals.

1 18. A computer-implemented cryptographic method
2 between a prover computer and a verifier computer, the method
3 comprising:

4 selecting a subgroup generator g selected from a group G;

5 secretly generating a prover key c, and a commitment value
6 C based on the subgroup generator g;

7 secretly establishing a cryptographic relationship between
8  first and second sequences of elements;
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1 17. The nmethod of claim 10, further conprising: 2 receiving issued
certificates fromat |east sone of the 3 plurality of individuals and
provi di ngvoni/tiesd el ectronic ballots in response 4 therePOT/USNNISSO
recei ving unencrypted voted ballots fromthe at | east sonme 6 of the

plurality of individuals. .1 18, compult er - i mpl enent s i c met hod
2 bet yve_en9 a prover cprrB{ﬂVé mgnta @‘ev %?tﬁ'-re?orgg Ut ?C%%Hﬁltﬁﬁbﬁ?d%ﬂa
conpri si fg:  theSfikst Crd deddoriil B&iRMBe DT Sl dinehtsg bue! it e émmg%}ﬂg@up G 5

secretly generating a prover key c, and a comm tnent val ué ased on
t he subgﬂbuprejmmsglmr g; 7 secretly establishing a cryptographic

rel ati onship between 8 first and second sequepces, of el enents; 56

SUBSTI TUTE SHEET ( RULECYBPUNES 0/ 7568165 ﬁéﬁﬂ%@@ﬁ/@é@@& ?Esgf09pdﬂﬁa to the
verifier 1;0%@% L Sic $EORRbhSERt aftg @nd 1o the first and second sequences
of elenents, t %{o@ﬂtche crypt g’gr aphic 11 relationship; 12 conmputing a
seri es of4 proof val uesptoasdidgahe sérees dfScampyted proghvaluestoatheoresifig; and 14

provi ding the series of conmputed proof values to the verifier 15 conputer
Bs a nontint EQHBHICY 2% 1% JHOTHIIRI3E %d@r@O? hat Inowlgdes, cthat (e pE®er has

access to th j el:at | ' it eal .

cryptogr 36phi gorﬁéﬁ%% ?%Iré]gﬂ%fh’%&t%) t‘%&%?%?%ﬂ%%%ﬁ“ é&l %llq@gt ‘f%?aeairr@ hod of
cl ai m 181whettgi grfhsd rdligo ﬁdtheZV@ﬁw;thﬁq)@ér_ el enents is a sequence
of encrypted ballots, wherein eac 3 ballot is encrypted using Zp or

elliptic curve groups; 4 wherein the first and second sequences of elenents
are 5 regpectively (X}Q' o Tfﬂ’f )mgtﬂgd (o¥1dlai'm ’lgk\l'herein at least the second

2 sequence of elements is a sequence of encrypted ballots, wherein each
3 ballot is encrypted using Z, or elliptic curve groups;
4 wherein the first and second sequences of elements are
5  respectively
(X,,...X,) and (¥,...7,)
6 wherein the first and second sequence of elements have the
7 cryptographic relationship
g",...8") =X X))
g",...g")=,...,Y,)and where

8 and wherein computing and providing the series of proof

9  values includes providing Chaum-Pedersen proofs based on:

for each O <j <k generate random 7,

R=g"
foreach 1<i<k w,=ru/r
w,=g"
z,=w, /v,
Z,=g"
10
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6 wherein the first and second sequence of elenments have the 7
cryptographic relationship (g","'...,gk) _ (X1,..., Xk) "' vk Y Y) and where
k k Ckfjwan1/73pai i =1 i=1 8 and wherein conputing and prpeT/@dseigosive series
of proof 9 values includes providing Chaum Pedersen proofs based on: for

w21 s rovhERGEHRE Cnad ieresn e vevidiaed doenlst el artoor

PCT/ USOl{2095§10af01r;n.V\here| n the Chaum Pedersen proofs provided to the
verifier conputer are 12 of aform (R-1,XRW.) and (Y,CW,Z;). 131

20. The nethod of claim 18, fygther ngm)rénglgg C, peymuting the first
sequence of elenents to produce”‘t h€ Secon sequedce of el enents based on

a cryptographic transformation; 4 receiving a randomy generated val ue t
fromthe verifier 5 conputer; 6 secretly generating a value T based on the
received value t 7 and the subgroup generator, and secretly generating a

val ue S based on 8t hf rec,ﬂlg tl\llc?(i uteclgugr](g %uﬁéjrrc%\rlgprrislix? : c; and
2 permuting the first sequence of elements to produce the
3 second sequence of elements based on a cryptographic transformation;
4 receiving a randomly generated value t from the verifier
5 computer;
6 secretly generating a value T based on the received value t
7  and the subgroup generator, and secretly generating a value S based on
8  the received value t and the prover key c; and
9 wherein computing and providing to the verifier computer
10 the series of proof values includes providing a series of values based on
11 the cryptographic transformation as a proof of knowledge that the prover
12 computer has access to how the cryptographic transformation permuted
13 the first sequence of elements to produce the second sequence of elements
14 without revealing the cryptographic transformation to the verifier

15  computer.

1 21.  The method of claim 18, further comprising:
2 permuting the first sequence of elements to produce the

3 second sequence of elements based on a cryptographic transformation in a

4  form of
g",....g")=(X,....X,)
&™,....8"*)=(,....1,)
5 receiving a randomly generated value t from the verifier

6  computer;
7 secretly generating a value T based on raising the subgroup
8  generator g to the received value t, and secretly generating a value S based

9  on raising the value T to the prover key ¢; and
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9 wherein conmputing and providing to the verifier conputer 10 the series
of proof values includes providing a series of values based on 11 the

crypt ogr aphoo7iepensf ormati on as a proof of know edge that pehEspwossr 12
conput er has access to how the cryptographic transformati on pernmuted 13

the first sequence of elenents to.. rodu(fe th& secopd seguence of el enents
14 withoth revealing tH e{?ﬂ’;‘;ﬁf’wﬂﬁﬂ%ﬁi PLRAAIS O TS, VEILET, COMRYET | o 15

computer y; 1 @t-schieg dTprelvafucs il MdSprd g Bel sGRAMSE 941063 bARPLFULI Ng the

first sequence of elenments to produce 37 second sequence of elenents
based oniza cthgpirpptogpdphic transfefmatiet iroa form af: 4 form of (gu', ..., guk) _
(Xrr...,xXk) ¢"") CU (k) (g,..., g )=(Y,,..., Yk) s receiving a randonmly

generated value t fromthe verigi=en, /B conputer; 7 secretly generating a
value T based on raising the su gr puR, 8 generator g to the received val ue
t, and secretly generating a valiue 'é based 9 on raising the value T to the

k : d 5 UBS/TI, T SHEET (RULE 26 01/ 73694, PCT/{ US01/ 09550
Do wher ol b o REof kS TRak S ook e bamPhtes 13 ghogRaD MW RS ser | oo
of proofyal @tdg}ﬁl%lﬁée@axﬁf&ﬂdﬂdﬁgym%ﬂ fic %st’@é#&_}ﬁw\@/&ﬁeéjeﬁfém }g the

crypt ogr aphi ransformation in a formof: U, =X Y, | S 13 as a

proof of lknomloaiidge theatsecord psepenceombutcbeménts adthesy tovdabingt ltbe 14
cryptographi c transfarnatipn rmuted the.first sequence of element to 15
orovi de the SPIHIARYE SESOTBROCN 0 dh KT RRNPHE eal | ng the 16

cryptographic transformation to the verifier conputer. 1 22. The net hod of
claim 18, further conprising:

1 22.  The method of claim 18, further comprising:

2 receiving the first sequence of elements as a set of elements
3 that have previously been permuted in a manner unknown to the prover
4  computer;

5 receiving a series of randomly generated values e; from the
6 verifier computer;

7 secretly generating a series of values U; based on a secret
8  cryptographic transformation that employs the received series of values ¢;

9  and secretly generated values

Ui
10 permuting the second sequence of elements with respect to
11 the first sequence of elements based on the series of values U; and a secret
12 valued;and
13 wherein computing and providing to the verifier computer
14 the series of proof values includes providing the resulting values U; and
15 providing a series of proof values based on the cryptographic
16 transformation as a proof of knowledge that the prover computer has
17 access to how the cryptographic transformation permuted the first
18 sequence of element to provide the second sequence of elements without

19  revealing the cryptographic transformation to the verifier computer.
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2 receiving the first sequence of elenents as a set of elenents 3 that
have previously been pernuted in a manner unknown to the prover 4
conput er W& 01/23524 vi ng a series of randomy generated val upeT@sofmesn t he 6
verifier conputer; 7 secretly generating a series of values U, based on a
secret 8 cryptographic transformation that enploys the received series of
values e; 9 and secretly generated values U 10 pernuting the second
sequence pf elements wpgh r ; Trihisd . of elenments
based on ft)he series o:‘/\Q%/'al ugggﬁ?é%%(gogé%ggpgt’ 12 val 3e d;g'and 13 wherein
conput i ng and provi di neceving) éhevfirst sequence mfd@ments astahset odrelements pr oof
val ues includes providi.ng the resulting.values U, gnd 15 providing a
series of? prg@F B3¢ pSviggs desh ReTESd i AgRamsTunknev I ORI on as a
pr oof of %no%rﬁ]ﬂ%r't hat the prover conputer has 17 access to how the
crypt ogr aphi ¢ ansformation pernmuted the first 18 sequence of elenment to
provi de the second sequebdéngh rieswitranddrhjogénerdt@d nahesl ¢;fgorhithe
cryptographic transformation to the verifier conputer. 59 SUBSTI TUTE SHEET
(RULE 26)6 WOVIfier3®uapwers/ USO1/ 09550 1 23. The method of claim 18, further

conprising: 2 receiving t fi sequ I t 3 el enent s
3 that hgge previ ousl yget%%gy §8{)§[&P§§G€1 gé}ge%ngéﬁgl}lgmn%ﬁat% ?hs:aecge&over 4
conputer;g5 g ﬁig«fh]%[ﬂcqraﬁgfdrﬁﬁlﬁ@h Jfanfdem Y generated values e; fromthe 6
verifier conputer; secretly generating a series of values U, based on a
secret 8 cryptographic transformati orbof a formu; =u;+e; =loggy;, 9
U, =u; + .—logg ;
9
10 permuting the second sequence of elements with respect to

11 the first sequence of elements based on the series of values U; and a secret

12 value d based on the following operations

(VlaaVk) = (U:(l)"">U7‘:(k))

D=g*
v, =log,V,
A =X
Bizy;ui

13
14  and wherein computing and providing to the verifier the series of proof

15 values includes providing the resulting values U;,

k

[14

i=1
k

A
B

e

i1
16 and for 1<i> k, providing a series of proof Chaum-Pedersen of a form
17

&V, X, 4) and (8,U.V,B)
18  and a Chaum-Pedersen proof for (D, A, C, B) as a proof of knowledge
19 that the prover computer has access to how the cryptographic

20 transformation permuted the first sequence of element to provide the
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10 permnuting the second sequence of elenents with respect to 11 the first
sequence of elenents based on the series of values U, and a secret 12

val ue d beged7sm t he foll owi ng operations d d Iro ir(Kk))prcDega/oesso= | ogs V
A, =X; B; =Y,1 13 14 and wherein conputing and providing to the verifier
the series of proof 1s val ues.includes,providi the resulting,values U;,,
A=t 1a Sk pseebd scaucge ol plsmonss | wiput preyhtng oty VPSS, oof
Chaum Peger s@ihFhrrfatiq 19 the Yekidiel compufer) and (g, U, Y, ., B;) 18 and a

Chaum Peder sen proof for (D, A C B)p as a proof of know edge 19 that the
prover conputer has access to how the cryptographic 20 transformation

per mut ed 1t he first seqguence é el e t@%oé: r.ovi gg tge GOd*%LIJ]gPSTI.TUTE SHEET
(RULE 26)" WD 01/ 73694 #TT/ U /@%E d<seq &t s

W t hout rev hk%ﬁ{%r‘é é(i&h%%%&i}kfise §8n§ef IR raitin tahsgri\é%'ff | er
conputer. le% . met ho clarm 4 , u?ftqﬁer conprisi né repeating the

recei ving t hantlofmdy gaatmed a/ahieselkesrenty sgeneeatitigy ang:riessef vatiesf an® randon y
generated val ues, secretly generati ng a series of values, and 4 pernuting
the secorfd sRIUBHEG he ssremdpeanense of elaments dor Htuple wf clementydn the

5  first sequence of elements.

1 25.  The method of claim 22 wherein receiving the first
2 sequence of elements includes receiving a subset of a set of identifying
3 elements, wherein each identifying element in the set corresponds to an
4  individual, and wherein the method further comprises:

5 receiving an anonymous certificate if the verifying computer

6 verifies the series of proofs.
1 26.  The method of claim 18 wherein the group G is Z,.

1 27.  The method of claim 18 wherein the group G is an

2 elliptic curve group.

1 28. A computer-readable medium whose contents
2 provide instructions, when implemented by a computer, perform a
3 shuffling of a sequence of electronic data elements, comprising;
4 receive the sequence of electronic data elements;
5 apply a secret, one-way cryptographic transformation using
6 at least a first secret key to anonymously permute the sequence of
7 electronic data elements and produce a first shuffled sequence of
8 electronic data elements; and |
9 generate a first linear size, non-interactive proof of
10 correctness for the first shuffled sequence of electronic data elements
11 based on a scaled iterated logarithmic multiplication proof.
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5 first sequence of elenents. 1 25. The nmethod of claim22 wherein
receiving the first 2 sequence of elenents includes receiving a subset of
a set of waentisbying 3 el enents, wherein each identifyi nBCRUSOBIESO N t he
set corresponds to an 4 individual, and wherein the nmethod further
conprises: 5 receiving an anonynous certificate if the verifying conputer
6 verifies the series of proofs. 1 26. The nethod of claim 18 wherein the

group Gipg Zp. 1 27. The nmethedopfputdraleilabie WilignNof ORiA BURhEdi® an 2
elliptic curve group. 1 28. A conputer-readabl e nedi um whose contents 2

provi de insttheatceived sefjeendenpl eleetnomd data @leroentsitaze enpepted with aB
shuffling of a sequence of electronjc. data el enents, conpri sia& 4 receive

the sequenceuisferising mashematical growp henes nag ofntzesrsshaung 2 madulys,
crypt ogr aphi r hon using 6 at least a first secret key to
¥y BdsRag i)

anonynousl quence of 7 electronic data el ements and produce
a first shuffled sequence of 8 electronic data elenents; and 9 generate a
first linear size, non-interactive proof of 0 correctness for the first
shuffl ed sequence of eP@ct r She ccermputeeireadable mpdinmpagkd on a scal ed

iterated ] ogari it hiyd C Ll phlcat i ] 1 JBSTI. TUTE SHEET (RULE 26) WO
01/ 73694 Z:Dcr‘/alﬁg{ﬁl%g‘ggg&%%é. g‘{’r‘hg&ggﬁ%to?tfagfi PSR & i um of o ai m 28
wherein 2 thl@gi@mb&@ﬂl AROHPUEE itwetiefdceRME tikpdcquehesrent s are encrypt ed
with an 3 underlying mathemati cal 1%reoup being a ring of integers having a
modul us 4 i off edgetronvigldata pleprepys and 8@ comteatsonput er - r eadabl e medi um of 2

claim 28 wherein the conputer-readable nediumis a 3 logical node in a
conput er network receiving the sequence 4 of electronic data el enents and

the contents. 31. The computer-readable medium of
2 claim 28 wherein the computer-readable medium is a

3 computer-readable disk.

1 32. The computer-readable medium of
2 claim 28 wherein the computer-readable medium is a data
3 transmission medium transmitting a generated data signal

4  containing the contents.

1 33.  The computer-readable medium of claim 28 wherein

2 the computer-readable medium is a memory of a computer system.

1 34.  The computer-readable medium of claim 28 wherein
2 the computer-readable medium is an Internet connection link to a voting

3 authority server computer.

1 35. In a cryptographic method, a transmitted signal for
2 use by a computer, comprising;

3 a shuffled sequence of electronic data elements representing
4 individual data files, wherein a one-way cryptographic transformation
5 using at least a first secret key anonymously permuted an input sequence
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1 31. The conputer-readable nediumof 2 claim28 wherein the
conputer-readable nediumis a 3 conputer-readable disk. 1 32. The
conput er weadasb£ nedi um of 2 claim 28 wherein the conpupPeTUs@aIsI e
mediumis a data 3 transmission nediumtransmtting a generated data
signal 4 containjng. t contents. 1 33. The ¢ uter-rea | e medi um of
claim 28 ﬁhe?éaﬁ(’ﬁ?g‘ﬂfgﬁ%s o pEodues éh‘?rgmf@gﬁi%q‘ée%ré‘?ge%on&%onput er
system 1734ﬁﬂgQﬁnﬁﬁqu&ﬁf‘readab'e medi um of claim 28 wherein 2 the
conput er - r eadabl e Iumis an Internet connection link to a voting 3

aut hori tysgserver conpuadinead sizb.prbof af copptmgssafin the rshiufided sequensasnmi tted
signal for conprising: 3 a shuffled sequence of

2 Uﬁe by .a conpufer, ! !
el ectroni & dok £legteonint éatﬁeﬁk&*’éﬁﬁi i baged gonna; seaded iterated flppasthmiperein a
one- way yp. g i t formation 5 using at least a first secret key
anonyrmuglpy %@%@F%y%g r?ﬁ%ut sequence 62 SUBSTI TUTE SHEET (RULE 26) WO
01/ 73694 PCT/ US01/ 09550 6 of electronic data elenents to produce the
shuffl ed sequence of electronic 7 data elenents, and 8 a |inear size proof
of correctness for the shuffled sequence 9 of electronic data el enents
based on a scaled iterated logarithmc o nultiplication proof. 63
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