
;e3eaj^zz{$~zf6Tj~2 WO  SYSTEM FOR PROVIDING SERVICES AND VIRTUAL
PROGRAMMING INTERFACE 5 Field of the invention The invention relates to a
system for providing customer requested services according to claim 1, a
system for preparing an automatic execution of a test program according to
claim 16, a method of monitoring the traffic of data packets in a data
network according to claim 19 and a virtual application programming editor
according 10 to claim 28. Background of the invention  In order to be able
to test, control and/or monitor the integrity, security and/or quality of a
data system, e.g. a data processing system, a data processing device and/or
a data 15 network, a number of tests, e.g. test software application, have
been developed and utilized. The proprietor or provider of a data system
will have to purchase a number of differ ent tests, e.g. software
applications, in order to - for instance - be able to achieve a 20 certain
degree of security including detection and documentation, and accordingly
take action on hacker attacks, cyber vandalism, unauthorized accessing of
confiden tial data on the system, destruction or distortion of data,
congestion of data processing, crashing of the data system etc. Different
test are normally dedicated to different scopes of the security problem and
will have different advantages and flaws in rela25 tion to a particular
data system and in relation to a particular security aspect.  Further, the
development of data systems, e.g. both hardware and software, demands a
corresponding development to the test software application. Similarly,
weaknesses and security flaws in data systems axe discovered ongoing,
demanding corresponding 30 updating of current tests.    w0 02/1159803
PCT/DK01/OIIOGII In consequence, a proprietor or a provider of a data
system will have to invest in a number of different test programs, each
facilitating said different security checks, in order to obtain a certain
degree of security in relation to the data system. Further, the proprietor
or provider will have to purchase new versions of said tests, updates 



5 and/or new tests in order to be able to retain the same degree of
security. Finally the proprietor or provider will have to allocate labour
resources to the task of implementing the tests, updating tests and/or
installing new versions of tests. Because of the expenses and efforts
involved both in purchasing tests/updates and in 10 running said tests, the
efforts involved in the security may lead to a result, which is far from
optimal. Therefore a need exists to provide security testing, monitoring
and other security related services to data systems, whereby the proprietor
or provider of such data systems may obtain such tests etc. in order to be
able to check the security level of his/her system, in order to be able to
correct detected flaws/weaknesses, and 15 in order to be able to retain the
security level of the system/systems and prefer ably also improve the level
of security without having to invest an increased amount of money, labour
and effort. These and other objects are achieved by the invention. 20
Summary of the invention The invention relates to a system for providing
customer requested services relating to - for instance - security,
monitoring and/or data acquisition in relation to a data processing device
and/or a data network (Target 1 - Target k) of a customer, wherein 25 one
or more of a plurality of tests are selected to be executed in relation to
said data processing device and/or a data network (Target 1- Target k),
said selection (201; 202; 203; 210) of one or more tests are executed from
a test, 30 monitoring, alerting, documentation and reporting services   WO
02/0S18113 3 PCT/D K01 /000l0 server ( TSMADARS-server) which is
connectable to said data processing devices and/or data network {Target 1 -
Tar get k) via a communication network ( 140), and wherein 5 data
representing results of said selection of tests may be accessed by the
customer via a communication network and/or transmitted to said customer.
Hereby the customer or user will have the advantage that it will not be
necessary to install/download special testing software on the data
processing equipment in ques 10 tion. Thus, problems in relation to the
execution of such testing software as well as problems concerning the
acquisition of the test results and the analysis of such results 



may be avoided. Further, as it often will be advantageously to utilize two
or more different types or makes of testing software applications/systems,
the need to invest in a multitude of testing software applications will be
avoided by the invention. Simi15 lady, expenses and labour involved in
updating such testing software and/or purchas ing new software as the
already purchased versions become outdated or obsolete will be avoided.
Thus, the system according to the invention will provide the
customer/customers 20 with a cost efficient system for performing an
efficient and contemporary checking of security, quality, vulnerability,
information relating to the security etc., e.g. newly discovered weaknesses
ete. and similar or related aspects in relation to the data processing
equipment of the customer. 25 Preferably, as stated in claim 2, said one or
more selected tests may be selected on the basis of preferences of the
customer and/or on the basis of an analysis of said data processing device
and/or data network of the customer. i Hereby it is achieved that the
selected tests, which constitutes a test suite, corre 30 sponds to
identified, expected and/or suspected fields of problems, said fields
identified by means of the experience of the customer and/or the experience
and in-depth   WO 02/0S9803 4 PCTIDK01 /00(1G0 knowledge relating to - for
instance - security and testing items of the provider of the system
according to the invention. In a further embodiment according to claim 3,
said one or more selected tests may be 4 5 selected on the basis of results
of one or more manually, e.g, operator initiated execu tions of tests on
said data processing device and/or data network. Hereby it is achieved that
the selection of tests, i.e. the test suite, will be selected on the basis
of results reached by performing a set of tests, whereby the results may be
10 observed and analyzed, giving valuable information about which
test/tests to choose in relation to a particular data processing system,
equipment and/or network. Further, the observed results of the manually
initiated tests may serve as reference values, which may be utilized in
connection with a processing and/or analysis of results of consecutively
performed tests by the system according to the invention. 15 Advantageous,
as stated in claim 4, said one or more tests may be configured to be
executed each on predefined points of time and/or in predefined intervals
of time. 



Hereby it is achieved that the execution of the selected tests constituting
the test suite 20 may be configured to fulfill a wide variety of
requirements and/or to operate under consideration of a wide variety of
constraints. For example, certain tests may advan tageously be scheduled to
be performed on points of time when the data processing equipment is
heavily loaded, e.g. to perform connection tests, denial-of service tests,
stress load tests etc., while other tests may advantageously be scheduled
to be exe 25 cuted on points of time when demand on the data processing
equipment is low, e.g. tests, which may cause the data processing,
communication etc. to be interrupted and may cause failure to the data
processing equipment and/or software, which tests pref erably may be
located on points of time when a breakdown or a slowdown of ser vices may
be tolerable and/or when skilled personnel will be readily available to cor
30 rect the failure.   WO 02/0598(13 5 PCT/DK01/11(1(ICO In a further
embodiment as stated in claim 5 said one or more tests may be configured to
be executed each on a regular basis and the frequency of said regular
executions may be specified preferably in accordance with customer
preferences and/or on the basis of analysis/analyses and/or a reference
testing on said data processing de  5 vice and/or data network Hereby it is
achieved that the execution of the selected tests constituting the test
suite may each be configured to be repeated with an interval of time
corresponding to an estimation and/or evaluation of the developments, which
may take place in relation 10 to the subject of the test/tests in question.
For example, if it is estimated that a denial of service is a very critical
and/or probable failure for a data processing system, net work equipment
etc., then a relatively high frequency for performing such a test may be
configured, while a test for a relatively uncritical and/or relatively
seldom occurring failure or condition may be configured to be executed with
a relatively low fre 15 quency, e.g. once a week, once a fortnight etc.
Advantageously, as stated in claim 6, means may be provided for performing
a com parison between data representing one or more results of a test and
one or more threshold values and means may be provided for the establishing
of an alarm, advice 20 and/or information message. 



Hereby it is achieved that in cases where an abnormal condition is observed
and where such an abnormal condition constitutes a certain breach of
security and/or reli ability, the customer and/or a person/persons
specified by the customer may be 25 alerted quickly if not instantaneously,
e.g. by e-mail, SMS, FTP, telephone, pager etc. As stated in claim 7, said
one or more threshold values may be specified by the custamer, whereby the
establishing and/or emitting of possible alarms may be designed 30 to fit
the needs and/or preferences of the customer, e.g. the customer may specify
a threshold which lies close to actual values for parameters which are very
important and/or vital to the customer and/or the system/users of the
system in question.   WO 02/059803 6 PCT/D K01 /000(I1 Preferably, as
stated in claim 8, said one or more threshold values may be specified on
the basis of results of manually initiated executions of one or more tests
per formed on said data processing device and/or network. 5 Hereby it is
achieved that the thrshold values and thus the alarm/advice initiating
conditions will be specified on realistic terms and whereby it is achieved
that the emitting of alarms/advices will be of considerable advantage to
the user/users. 10 As stated in claim 9, said manually initiated executions
of one or more tests, e.g. ref erence tests, performed on said data
processing device and/or network may be per formed with regular intervals
of time. Hereby it is achieved that the reference values will be adapted to
the conditions 15 changing with time, e.g. as the target data system
evolves and as the load on said target system changes. Obviously, some or
all of the threshold values need to be amended in consideration of these
changes. If not, the alarms/advices may loose their importance, either
because alarms/advices will be established with a larger frequency, whereby
a tendency to ignore these will result, or because alarms/advices 20 very
rarely will be established because the threshold values now are so far away
from the actual values that alarm conditions in reality never or very
seldom will occur. By this embodiment of the invention these drawbacks will
be avoided as the threshold values regularly will be checked and amended,
if necessary. 25 Advantageously, as stated in claim 10, said communication
network, by means of which said test suite, monitoring, alerting,
documentation and reporting system server (TSMADARS-server) is connectable
to said data processing device and/or data network (Target 1 - Target k)
may be a secure network facilitating use of said authentication and/or
encryption. 



30 According to a further embodiment as stated in claim 11 said
communication net work (140), by means of which said data representing
results may be accessed, be   WO 02/0,9803 7 PCT/DK111/(IOOC~O downloaded
and/or transmitted by/to the customer may be a secure network facilitat ing
use of authentication and/or encryption. Advantageously as stated in claim
12 said plurality of test applications may comprise 5 tests relating to
security testing, quality testing, telecommunication security testing,
security information collecting service, security auditing, communication
line testing and/or test laboratory services. When as stated in claim 13
said one or more selected tests are configured in a test 10 suite file
dedicated to each of a one or more customers, said test suite file
comprising for each test information relating to a target data system and
relating to the execution of said test, an advantageous manner of
configuring the selected tests are achieved, facilitating the execution of
the test suites. 15 When as stated in claim 14 said test suite file may
comprise one or more links each to a recorded preparation of a software
application, said preparation or preparations comprising input actions
and/or operations performed on a graphical user interface, it is achieved
that tests etc that comprise a user interface demanding a number of manual
operations to be performed e.g. by computer mouse, cursor, keyboard etc,
before 20 the test can be executed, may advantageously be prepared for an
automatic execution and be executed similar to other test software
application in the test suite file. When as stated in claim 15 said one or
more recorded preparations of a software application is/are dedicated to a
particular target system a further preferred embodiment 25 is obtained.
According to a further aspect the invention relates to a system as
characterized in f claim I6 for preparing an automatic execution of a test
software application, said test software application comprising input means
for operating said test software applica 30 tion and/or for specifying
and/or selecting parameters relevant for the execution of said test
software application and wherein said input means may be operated by   WO
02/US9803 8 PCT/DKO1/UUUCU means of computer input means such as a keyboard
and/or a computer mouse, wherein said system comprises 



- means for storing 5 - data indicative of operations performed on said
test software application by means of said computer input means, and -
parameter data specified and/or selected by means of said computer input
means, and 10 - means for indicating a sequential relation between said
data. Hereby it is achieved that manually performed operations such as
selection of a graphical button and a subsequent activation by a
mouse-click or double-click, an 15 activation of a roll-down-menu and
subsequent selection of an item, an activation of a data input field and
specification in this field of an input by means of a keyboard etc. may be
"recorded" and later simulated for an automatic execution of the same
operations, whereby an execution of for example a number of
mouse/cursor/keyboard operations in the graphical user interface of a
software appli 20 cation may be performed in an automatic manner upon an
initial start-up command. Thus it is possible to prepare tests and other
security related software applications for an automatic execution involving
a test suite file wherein the selected tests are listed in a relatively
simple manner, and wherein also software applications requiring a 25 more
complex preparation in order to have it running may be inserted. The system
according to this aspect of the invention therefore constitutes an
important feature in relation to the system for providing customer related
services. Advantageously, as stated in claim 17, said means for indicating
a sequential relation 30 between said data may comprise a sequential
listing of data stored by said storing means.   WO 02/059803 9 PCT/D K01
/l1006(1 Further as stated in claim 18 said data indicative of operations
performed on said test software application by n leans of said computer
input means may comprise data indicative of a reference location of a
graphical user interface of said test software application and possibly
data indicative of a dimensional relationship between said ` 5 graphical
user interface and said computer input means. The invention relates to a
method of monitoring the traffic of data packets in a data network (800)
according to claim 19 comprising a number of network units (814 817), at
least one of said network units (814 - 817) comprising access control lists
10 (821, 824, 825, 826) defining data traffic rules associated to the
network units (814 817), the data traffic of the said network comprising
data packets (801 ), said data packets (801) comprising at least one
destination (802) and at least one source address (803), 15 establishing at
least one reference list (832) reflecting a number of data traffic rules
associated to the said network unit (814 - 817) establishing at number of
"monitoring points" (827 - 830) in the said network (800), 20 



measuring the data traffic in the said monitoring points (827 - 830}
comparing the said measured data traffic with the said data traffic rules,
establishing a warning if the comparing reveals that measured data traffic
comprises data packets 25 conflicting with the said reference list (832).
The at least one reference list (832) reflecting a number of data traffic
rules associated to the said network unit (814 - 817) may be established
manually by e.g. typing, or the list may be established as a common
log-file automatically reading a11 the rules 30 of units of the network
into one file.   WO 0211159803 10 PCT/DKII1 /000(0 The monitoring points
may e.g. be established by a physical connection to a segment of the
network to be monitored. A warning may e.g. be an alarm or simple a
text-indication of the status, which may easily be conceived by a skilled
by a system operator. When, as stated in claim 20, at least one reference
list (832) comprises data traffic rules copied from at least one of the
access control lists (821, 824, 825, 826) associated to the said network
units (814 - 817), a further advantageous embodiment of the 10 invention
has been obtained. An advantage of merging the access control lists into a
rule list RL is that all estab lished Mules or filter functions are
compared to the actual data traffic of the network, thereby reducing the
risk of overlooking non-intended data traffic. 15 When, as stated in claim
the said destination address (802) comprises an IP-address or generally,
addresses related to other types of protocols and when a the said sour ce
address comprises an IP-address or an address related to other types of
protocols, a further advantageous embodiment of the invention has been
obtained. 20 Data packet traffic of traditional data networks may thus be
monitored and controlled by evaluation of said IP addresses, destination
and/or source addresses, of the data packets. 25 When, as stated in claim
22, the said traffic rules comprises different combinations of forbidden
source and destination addresses, a further advantageous embodiment of the
invention has been obtained. Preferably, the data traffic rules may also
comprise different combinations of forbid 30 den source and destination
addresses combined with data content descriptions of the forbidden data
packets.   W O 112/0S9803 11 PCT/D K01 /0110l0 When, as stated in claim 23,
at least one of the said network units (814 - 817) comprising access
control lists {821, 824, 825, 826) defining data traffic rules associated
to the network units (814 - 817) - for instance - comprises a firewall
and/or a network routes and/or a network bridge, a further advantageous
embodiment of the invention has been obtained. A typical network unit of
the above kind is a firewall, enabling different kinds of protection
against unwanted data traffic. Thus, a firewall often represents the
comiection of a web-server to external users. 



10 When, as stated in claim 24, the said monitoring points are established
in preferably a11 identified segment of the network (800) , a further
advantageous embodiment of the invention has been obtained. 15 When, as
stated in claim 25, the said reference list (832) is established for the
purpose of simulating the data traffic in the network if at least one of
the access control lists (821, 824, 825, 826) of the network units (814 -
817) are changed, a further advantageous embodiment of the invention has
been obtained. 20 The invention relates to a method of monitoring the
traffic of data packets in a data network (800) according to claim 26
comprising a number of network units (814 817), at least one of said
network units (814 - 817) comprising access control lists (821, 824, 825,
826) defining data traffic rules associated to the network units (814 817),
25 the data traffic of the said network comprising data packets (801), said
data packets (801 ) comprising at least one destination (802) and at least
one source address (803), establishing at least logging file in a database
(819) reflecting log-messages estab30 fished in at least one network unit
(814 - 817) comparing the said log messages to pre-established
log-patterns,   W O ()2/US9803 12 PCT/D K(11 /Illl(IGO establishing a
warning if pre-established patterns or variations of the pre-established
patterns are identified. 5 When, as stated in claim 27, the said
log-messages are established by different networks units (814 - 817) of the
network, a further advantageous embodiment of the invention has been
obtained. Moreover, the invention r elates to a Virtual API editor (606)
according to claim 28 10 comprising means for selecting an application,
said application being operated by means of a graphical user interface
(605) on data processing means (602) and at least one associated input
device (603, 604) 15 means for displaying (601) the graphical user
interface (605) of a selected application in a display area (601) means for
establishing at least one virtual input device script (303), 20 said
virtual input device script (303) defining the sequential operation of at
least one input device (603, 604) According to the invention a user may
establish a virtual input device script reflecting a human realtime
operation of a selected application. Such established virtual 25 input
device script may then be applied for a batch-running of the selected
application, i.e. a chosen software application. The software application
may then, so to speak, be operated on a batch basis by virtual input
devices. According to the invention, a batch running of a software
application may be estab30 lished on almost every thinkable software
application which may be operated on a computer by means of e.g. a mouse
and a keyboard. 



WO 02/0A803 13 PCT/D K01 /000I>0 Hence, software applications may run
according to somewhat primitive virtual input device script in a batch mode
even if the software applications contains suitable API. (API: Application
Programming Interface). Further advantageous options within the scope of
the invention is that the virtual in put device script may function as a
user input device log, describing the operation of the computer on a
macro-level. Hence, the log-file may be used for tracking faults in the
recorded manual operation 10 of the selected software application, or it
may even track if users perform undesired operations of certain software
applications even if the software applications contains no log-facilities
whatsoever. When, as stated in claim 29, means for executing the said
virtual input device script 15 (303) in such a way the said virtual input
device script (303) results in an execution of the said selected
application via the said graphical user interface (605) associated to the
said selected application, a further advantageous embodiment of the
invention has been obtained. 20 Moreover, the invention relates to a method
of establishing a virtual API editor (702) according to claim 30 comprising
reverse engineering the program code of a selected software application, 25
identifying a number of relevant input fields in the code of the software
application, providing a graphical user interface (701) having input fields
corresponding to the relevant input fields, 30 inserting data by means of
at least one computer input device (603, 604) into the reverse engineered
program code in the identified relevant fields via the said graphical user
interface (701),   WO 02/059803 PCT/DKlll/IIOIIGO 14 compiling the
established program code comprising the inserted data into one in 



stances of an executable application of the selected application. 5 The
Figures The invention will be described in further detail with reference to
the drawings, of which fig. 1 shows a general overview of a system for
providing customer requested 10 services in accordance with a preferred
embodiment of the invention, fig. 2 illustrates a number of customer test
suite configuration files and their content, fig.3-fig. 7 illustrates
different aspects of a Virtual API according to one preferred embodiment of
the invention. 15 fig. 8 illustrates the operation of a User Behavior Agent
on a data network according to one embodiment of the invention. Detailed
description 20 In fig 1 a system for providing user requested services is
illustrated in a schematically manner. The system, which is in the form of
an application service provider (ASP) system, comprises a test suite,
monitoring, alerting, documentation and reporting system (TSMADARS)
generally designated 101. This system, e.g. ASP-system, 25 which operates
continuously, i.e. 24 hours a day seven days a week, comprises a server or
a number of server s generally named TSMADARS-server means and generally
designated 102. Further, the TSMADARS-server means comprises a number of
different test software applications, monitoring software applications,
supervisory software applications etc. which software applications in the
following may be re 30 ferred to as simply test software applications or
tests, although the software applications concerned may have a scope
differing from test software applications or have a wider scope than test
software applications as such taken in a literal sense.   WO 02/059803 15
PCT/ D KO 1 /000l0 The system for providing user requested services
according to an embodiment of the invention will be in the form of a
supervisory control and data acquisition system (SCADA). 5 The involved
tests are generally designated 103 and are for reasons of simplicity, which
shall be explained later, grouped in a number of groups 103a -103h in fig.
1. The TSMADARS-server means is able to facilitate a number of different
services, 



10 e.g. categories of tests in order to fulfill requirements of a user or
customer requesting a particular service or services 110 - 119, e.g.
categories of tests. Such tests may as illustrated be security tests (SEC)
110, quality tests (QA) 11 l, telecommunication security tests (TELE) 112,
tests for security risk information (intelligent information collecting
service) (SECINFO) 113, security audits (AUDIT) 118, communication 15 line
tests (COMM) 119, although other categories of test may be utilized, e.g.
test laboratory (LAB) etc. Some of the test software applications l03 may
be utilized in connection with two or more services, e.g. a particular test
may be grouped in both group 103a and 103g, 20 while another may be grouped
in groups 103b, 103c and 103h. The test software applications may operate
on the basis of two different principles. Some tests may be performed as
purely external test methods, e.g. tests, wherein an influence, an attack,
a scanning, a request, a demand, an external logging etc. is di 25 rected
toward the target network or system, while others may be arranged to
operate at least partly inside the target network or system, e.g. where an
internal logging is performed, where an allowable data packet, request,
command etc. is communicated inside the target network or system in order
to check the internal conditions of the target network or system, e.g.
whether internal ports are unintentionally open for 30 certain data
packets, whether an internal blocking of certain ports are possible,
whether certain types of data packets may enter certain pants of the target
system unintentionally etc.   WO 02/0598(13 16 PCT/DKU 1 /0110G0 The
catalogue of tests is designed to comprise both such types of tests and
tests oper sting on both principles simultaneously. The system for
providing user requested services according to the invention is thus also
designed to facilitate such types of 5 testing in order to provide optimal
testing, monitoring, auditing etc. facilities to cus tomers. An example of
a listing of some of the test in the test catalogue and their relation to
the services provided is shown in the following table: 10   WO 02/059803 



17 PCT/D K01 /00(1G(1 SERVICEDESCRIPTIONTESTSSECSecurity testsInventory
scanMibBrowsingPortscanVulnarability testD.o.S.
testsBruteForce/intrusionUBA - user behaviour agent (LOG files)UBA - user
behaviour agent (Protocol)QAQuality testsPingTraceRoutingGET
requestsConnection testStress load testBroken linksBottlenecks (network
traffic analyzer)TELETele security testsWar
dialingBruteForce/intrusionUBA-user behaviour agent (LOG
files)AUDITSecurity auditsAuditprogramCOMMConununication
lineAccessibilitytestsLABTest laboratoryTest
environmentEducationSECINFOIntelligent informationScanningcollecting
serviceReportsAlertsetc........ Brief descriptions of these tests
supplemented with a few examples will be given in the following:   WO
02/059803 18 SEC: Inventory scan: PCT/D Kll t /1100f I1 Mapping of active
network units, which responds to Ping (IGMP) re quests or which can be
identified by means of reverse DNS lookup. (Example: Machine 212.130.xy.z
is HELENA MS NT4 server, SP3). MibBrowsing Management Information Base
Browsing) Requests on the configurations of network units via active SNMP
10 (Simple Network Management Protocol) agents. (Example: SysUpTime = 0
days, 3 min, 45 sec) Portscan Search of active TCP (Transmission Control
Protocol) and UDP (user datagram protocol) ports of network units. 15
(Example: TCP port 80 is http, i.e. browser access to the Internet)
Vulnarabili test Systematic search of possible weaknesses in the operative
systems of network units by means of complex algorithms and informational
databases. 20 (Example: Machine 212.130.xy.z has 1 high risk, 3 medium
risks and 1 low risk vulnerabilities) D.o.S. (Denial of Service tests
Systematic search of possible "not in service" weaknesses in the opera tive
systems of network units by means of complex algorithms and in25
formational databases. (Example: Machine 212.130.xy.z has 0 high risk, 1
medium risk and 1 low risk vulnerabilities) 



BruteForce/intrusion Systematic (initially with dictionary/dictionaries,
then by means of 30 combinations) attempts of logins through active ports
of network units. (Example: Port 23, W~%VWNET, is open on machine
212.130.xy.z: Try user OL and all combinations of passwords from aaa to
zzz).   WO 0210598113 19 PCT/D KO1/Illl(160 UBA - user behaviour agent (LOG
files) Systematic, correlational search for abnormal behaviour in log files
of network units. (Examples will be given later in the following) 5 UBA -
user behaviour agent (Protocol) Real-time search of traffic on network for
abnormal user pat tern/patterns. (Examples will be given later in the
following) 10 QA: P Collecting of response times for network units by means
of Ping (ICMP) (Example: Response from 212.130.xy.z: Bytes=32, average time
> 15 l Oms) Tr aceRoutin~ Collecting of response times for network units by
means of Ping (ICMP) and analysis of route for data packets through
networks. (Example: Traces route to machine 212.130.xy.z through xx-router,
yy20 firewall, zz-gateway etc) GET requests Collecting of response times
for services of network units by active ports. (Example: GET
http://www.abcdef~.dk/index.html = 644 ms). 25 Connection test Collecting
and analysis of services of network units by active ports. (Example: WWWNET
212.130.xy.z gives "Welcome to AAA server v6.5.4 ESTMP). Stress load test
30 Exerting load on services of network units with an increasing number of
virtual users simultaneously until the system is overloaded and crashes. 



WO (12/11S9803 PCT/DK01/1100(11 20 (Example: Web system MS IIS 5.0 crashed
at 5444 virtual users at the same time; X hereof performed this and YY
hereof perfornied that etc.). Broken links 5 Search of web system of
network unit for references not active. (Example:
http://www.abcdef~.dlJindex.html has 1 broken reference, i.e.
http://wv~v.abcdefg dk/pricelist.html). Bottlenecks (network traffic
analxzer) Measurements of performance through network for "bottlenecks" and
10 causal analysis hereof. (Example: Congestion at router 212.130.xy.z: TCP
peak=5000 bits at 4:15 PM). TELE: 15 War dialing Systematic search of
active numbers in operative systems of PBX, for which numbers a carrier
detection (answering tone) is present. Example: 12345678 Carrier at 300
Baud). D.o.S. (Denial of Service test 20 Systematic search of possible "not
in service" weaknesses in the operative systems of PBX by means of complex
algorithms and informational databases. (Example: similar to example for
D.o.S test fox SEC). BruteForce/intrusion 25 Systematic, combinational
login attempts through active numbers of PBX (Telephone switching central):
(Example: similar to example for BruteForce/intrusion for SEC). UBA-user
behaviour went (LOG files) Systematic search of log files of PBX for
abnormal behaviour. 30 (Examples will be given later in the following)
AUDIT:   WO 02/0S1803 PCT/DKII1/OOOGII 21 Auditor ogr am Scheduling of
execution of security and quality audits. ' COMM: Accessibil~ 5 Ongoing
measurements and analysis of on-tune and bandwidth on communication lines
SECINFO: Scanning 



10 Surveying of newly discovered vulnerabilities/weaknesses on particular
network units and PBX'es. (Example: 190l01: ABCD MIX Dos vulnerability on
versions with IOY 12.2.3. See www.abcdef.com) Reports 15 Collecting of
technical security and quality infornlation concerning "best buy"
(comparisons) concerning network units and PBX'es with ongoing sun~eying
with regard to relevant updatings. (Example: An updated buyers guide). 20
Alerts Surveying of newly discovered hacker tools, malicious code etc
(Example: An updated database). LAB: 25 Test environment Access to test
laboratozy with possibility of testing software on a large selection of
hardware platforms. (Example: User XX can log into the Bridicum test
environment and may access among others a NT and a Unix environment, in
which the 30 users own software may be tested). Education Virtual security
school (E-learning) with theory and examination.   WO 02/0i9803
PCT/DK01/OU06U 22 (Example: 3 day Hacker Guarding course as distance
education incl. hands-on exercises). The TSMADARS server means 102 is as
shown connected to preferably secure story age means 121 for storing data
relating to the customers, e.g. services requested, test suites, test
results, persons and/or addresses, to whom or which advices should be
directed, rules (e.g. thresholds) relating to alarms/advices etc. Further,
central control means (CC) 122 is provided to control e.g. the execution of
the test suites, the storing of test suites and test results etc. 10 Means
for analyzing test results and identifying, initiating and/or suggesting
amendments to the test suites in or der to achieve improvements in the test
suites may optionally be provided in the form of a test suite optimizer
(TSO) l23, which shall be described later. 15 The t TSMADARS server means
102 is connected to a communication network l40, pr efer ably a secur a
network, e.g. a network on which an encrypted and authenticated
communication is facilitated, for example by means of SSL (Secure Socket
Layer) or VPN (Virtual Private Network), which network may be in the form
of an optionally 20 secure global network such as the Internet, in the form
of radio linked transmission networks, PSTN, GSM, UTMS etc., in the form
wired transmission means and/or in the form of leased lines etc. Of course,
the connection 140 to/fiom the TSMADARS server means l02 may comprise
combinations of such communication means and the TSMADARS server means 102
may be connected by means of two or more commu25 nication networks in
parallel. Users or customers (User 1 - User m) are generally designated
150, and the data processing networks, equipment, systems etc, which may be
monitored, tested, audited etc. by the system according to the invention,
are generally designated 160. 30 A potential user 150, e.g. User rn, who
has a need to perform some sort of testing of a data processing system 160
(e.g. Target k), can submit a request to the provider of 



WO 02/OS)R(13 23 PCT/DK01/00111>11 the services, for example via the
transmission network 140, to the TSMADARS server inear.~ 102. In the
request, the potential user can specify the kind of service requested, e.g.
a security service 110, and other specifications relating to said services,
e.g. frequency, thresholds, e.g. values relating to the emitting of alarnis
and/or 5 time of initiations. The provider of the TSMADARS service will
then be able to suggest a suite of tests selected among the available tests
130, which tests will give the requested service/services. An operator
controlled initial test run may then be performed on the 10 data processing
system 160 in question, e.g. Target k. The operator may execute the
relevant tests on the point in time suggested and/or requested ,by the
customer, and may repeat some or all of these, if relevant, with the
suggested and/or requested frequencies. The results will be observed and
analyzed, and subsequently possible sug gestions for alterations concerning
test suite configuration, e.g. selection and/or se 15 quence of tests - and
even suggestions to use specific testing tools accordingly -, point of time
for rurming said tests, frequency etc. are prepared. These results are
presented to the customer, e.g. the customer may access these, using login
name and password, download the results to the user's own system via a
secure transmission network, e.g. using FTP and preferably authentication
and encryption (e.g. SSL, 20 VPN), or the results may preferably via a
secure transmission network, e.g. using authentication and encryption (e.g.
SSL, VPN), be transmitted to the customer, e.g. as e-mail etc. and
conclusively a test suite configuration may be agreed upon. The test suite
approved by the customer will then be configured in the form of a cus 25
tomes test suite file dedicated to said customer and said data processing
system. If the customer requests test suites to be operated on more than
one independent data processing system, a customer test suite file
dedicated to each of said data processing systems may of course be made. 30
Such a customer test suite file dedicated to a particular customer and a
particular data processing system is illustrated in fig. 2. Herein, a test
suite file 210 relating to Cus   WO 02/0598113 24 PCT/D KO 1 /000611 tourer
n is illustrated as one file among a group of test suite files 201, 202,
203 ... 



210 relating to Customer 1- Customer n. The test suite files ar a all laid
out in the same manner as illustrated for file 210, 5 which essentially
contains a listing of operations 211 - 219 to be performed by the system
according to the invention. The file 210 may further comprise a number of
fields or columns 221 -225, containing different forms of commands and/or
informa tion. 10 Apart from a heading identifying the customer and/or the
data processing system (target) to be monitored, tested, audited etc. the
first part of the f le 210 contains a list of operations concerning
particular test, monitoring, auditing etc. software applications. Each of
these contains a command field 221, e.g. "Perform", a field 222 identi
Eying the software application, e.g. "BBscan.exe", a field 223 identifying
the time, 15 the software application shall be run for the first time, e.g.
"11 January 2001 at 09.00", a field 224 indicating the frequency, with
which the software application shall be repeated, e.g. "Every week" and a
field 225 identifying the target, e.g. an address or the like identifying
the data processing system and/or network, for example an IP-address
"abc.def.g.h" or an address related to other types of protocols. 20 After
the listing concerning the software applications of the selected test suite
the file 210 contains a number of commands 219 relating to the processing
of the results of the executions of the software applications, e.g.
collecting the results, storing the results, updating the test result files
of the customer in question etc. 25 The test suite files 201 - 210 stor ed
on the storing means 121 will be run under control of the TSMADARS, e.g.
controlled by the central control means {CC) 122, as the contr of system
will cause a sequential scanning of the suite files, identify software
applications which at the given point of time must be performed, cause such
30 software applications to be executed and cause subsequent operations
such as stor ing, analyzing of test results and/or updating of the result
database/databases to be performed.   WO 02/1I598113 25 PCT/D K01 /f100Cr0
The test results may preferably via secure transmission means as described
above be transmitted to the customer and/or accessed/downloaded, e.g. in
the form of e-mails, FTP, etc. and/or the test results may be readily
available for viewing and/or 5 downloading via a preferably secure
communication network 140, e.g. the Internet on a website. Further, special
messages in the form of alarm messages, information messages advice
messages, alert messages etc. may be forwarded/transmitted to the customer
(or 10 persons/addresses/telephone numbers specified by the customer), when
certain refer ence values and/or limits, e.g. maximum and/or minimum
values, which values in the following also shall be referred to as
thresholds or tlueshold values, have been reached and/or exceeded. These
threshold values may be user specified and/or may origin from the initial
test runs performed when the test suite has been configured. 15 The alarm
messages etc. may be forwarded to user specified addresses, e.g. e-mail
addresses, mobile telephone numbers etc, and the messages may be
transmitted to 



more than one person/address, possibly in a hierarchical system. The above
described manually initiated test runs may be repeated with regular inter20
vals in agreement with the customer in order to detect and/or evaluate the
need to modify the test suite. Accordingly, the test suite may be modified
on the basis of such reference tests and/or on the basis of an analysis of
the target system. Similarly, such reference test results may lead to
modifications of reference values serving to cause forwarding of
alarmlinformation messages. 25 Secure storing of reference test results as
well as reference values, e.g. threshold values, serving to define a basis
for forwarding of alarm/information/advice/alert mes sages may be
controlled by the central control means l22. Further, the central control
means 122 may serve to control the preferably secure transmission of such
messages 30 on the basis of customer related and/or specified riles, which
may also be stored, preferably in a secure manner, on the storage means
121. As specified above, the secure transmission may be in the form of an
encrypted and authenticated communi   WO 02/U98113 26 PCT/DK01/O(IUGO
cation, for example by means of SSL (Secure Socket Layer) or VPN (Virtual
Private Network) or similar. A customer or user 150 may in a secur a manner
as described above access the test 5 results at the service provider (e.g.
the application service provider ASP), e.g. at a website hosted by the
application service provider, as the customer has been provided with a
username and a password. The access may preferably be established using
cryptography and authentication {e.g. using digital signature), e.g. using
a Secure Socket Layer (SSL) protocol or Virtual Private Network (VPN) via
the Internet 10 or the like. Similarly, information transmitted from the
service provider, test data etc. as well as result data transmitted fi om
the target to the service provider may be transmitted using techniques to
assure the security, e. g. using cryptography. In addition to being able to
access test results via a communication network, e.g. the 15 Internet or
similar means, the customers/users may be able to inspect the test
suite/suites in accordance with the agreement with the service provider and
possibly be able to change certain parameters in the test suite/suites, for
example the frequency of tests, threshold values, host addresses, telephone
numbers, in case these have been changed, etc. 20 The test software
applications 103 used for providing the requested services may be standard
test software applications and/or specially developed software
applications, which may be developed for use in relation to a particular
data processing system and/or network and/or in order to fulfill certain
particular requests submitted by a 25 customer or a potential customer. 



A number of available standard test software applications may be configured
relatively straightforward in the listing constituting a test suite 210 of
a customer, as in relation to these software applications only few pieces
of information, for example an 30 IP address or addresses, other types of
addresses, telephone nurnber/numbers, initial starting points of time and
possibly a frequency or frequencies of repetition need to be specified in
order to have the software application running. As this information   WO
U2/US98U3 27 PCT/DkO1/11UUG0 can be specified in the command fields
contained in the listing, such software applications will immediately be
executed when a starting point of time is reached. How ever before starting
a testing or a monitoring software application, it is checked, for example
by the central contr of means (CC) 122 that the application in question is
not 5 ruiming, i.e. that is has finished its previous execution. The cents
al contr of means 122 will prohibit the execution of the application in
such cases until the application has finished or until the application is
scheduled to be initiated again according to the test suite file 210. 10
Other software applications may require a more complex and/or detailed
input infomlation, especially in cases where such software applications
comprise a graphical user interface with graphical control means such as
start buttons, input means for specifying certain values such as for
example IP addresses, for selecting certain parameters etc. by use of
keyboard, cursor and mouse. lii order to be able to execute 15 such
software applications automatically, the operations performed on the user
inter faces of such software applications in order to achieve an execution
of such a soft ware application, the operations, e.g. manually and
sequentially performed operations, have to be transformed to a script or
the like, which directly may be executed by a computer controlled system.
Such a script may then be inserted in or preferably 20 referred to in the
customer test suite files 201 - 2l0 (fig. 2). For example, instead of
indicating a tag in the field 222 identifying the test software
application, a reference to such a script may be inserted instead. An
advantageous feature of the invention and a important part of the system
accord25 ing to the invention, by means of which it is possible to create
such customer dedi cated scripts, will be described in further detail in
the following. Fig 3 illustrates the basic principle of one preferred
embodiment of the invention. 30 When dealing with e.g. security monitoring
or quality monitoring of data networks, both with respect to internal
monitoring and external monitoring, a basic problem is that no monitoring
applications are actually complete enough to perform the test   WO
02/1l59803 PCT/DKO1/00060 28 alone, due to the fact that intrusion and
cyber vandalism may be performed in nu merous ways. New methods see the
light of the day every day. Consequently, such monitoring should be
performed quite often and the monitoring should be updated to 



match the behavior of unwanted intruders. 5 Therefore several types of
evaluation software applications should preferably by applied when
investigating the security of a network. Moreover, the number of applied
software applications may often vary With the different tasks and different
versions of the applied applications over time. 10 Consequently, a
monitoring of the data security may imply use of many different software
applications in many different setups and the combination of the software
applications may vary as well. 15 A problem of many of the applicable
monitoring software applications is that they lack an API (API: Application
Programming Interface). Therefore, the security monitoring tasks has to be
performed manually in time-consuming operations requir ing manually
insertion of for example IP-addresses etc. 20 According to one aspect of
the invention, the monitor ing of the data security should be performed
regular and at a well-defined time of the day in order to satisfy the needs
of a user requiring a data security test. In order to meet such need the
invention involves the establishing of a Virtual API, 25 VAPI, allowing
batch-mode running of security monitoring software applications in certain
intervals. With reference to fig. 3 the establishing of a virtual API may
imply an initial step of pseudo-running an API-less security monitoring
software application. The software 30 application is operated by input
devices 301, such as a computer keyboard and a computer mouse.   WO
02/0S9803 29 PCT/DK01 /00060 The operation of the input devices when
running a certain application is "recorded" thereby facilitating a
subsequent running of the software application by means of the recorded
behavior of the input devices. The "recording" of the operation of input
devices associated to a certain software application may be performed by
means of a virtual API editor (VAPI) 302, and the recorded operation is
mapped into a virtual input device script (VIDS.) 303 The virtual input
device script may be established in many different ways within the scope of
the invention, e.g. by a specific recording of the operation or by means of
10 manually software application programming of the VIDS 303. Preferably,
the virtual API editor should facilitate a combination of a recording and
manually inserted input devices operations. Subsequently, the virtual input
device script, VIDS 303 may run the associated soft15 ware application
(APP) 304 at a given time or if certain predefined criteria are ful filled,
and the software application may generate an output (APPO) 305 accordingly.
Typically, a virtual input device script, VIDS 303, capable of running one
software 



application may be combined with virtual input device script, VIDS 303
running 20 other software applications. Moreover, they may be combined with
API code established for running software applications already having an
API. Hence, software applications or bundles of software applications may
be run in batch mode without the need manually typing and maintenance. 25
Turning now to fig. 4, the above operation is illustrated by a VAPI 302
capable of running a selected application (SA) 401, e.g. a war dialing
software application, via the software application user interface 402 by
means of a VIDS script 303. As illustrated in fig. 5, a VAPI 3 02 may run a
bundle of software applications (SA 130 SAn) 501 - 507 by means of
different individual scripts as a traditional API scripts running of one or
several software applications.   WO 02/0S181)3 30 PCT/D K01 /OOOGU The
result of the batch mode cunning of the software application may be
exported to one common database 511 containing the overall desired test
results. Evidently, selected application enabling traditional API may be
run both by means of 5 the associated API or an established virtual input
device script (VIDS) 303 as well. A possible establishing of a virtual
input device script (VIDS) 303 according to one embodiment of the invention
will now be described in detail with reference to fig. 6. 10 Fig. 6
illustrates a standard personal computer, e.g. a PC, 602 comprising a
monitor 601. The computer is operated traditionally by means of input
devices: a keyboard 603 and a mouse 604 via a user interface 605. According
to the illustrated embodiment the desired virtual input device script, 15
(VIDS) 303, is established by means of a Virtual API editor (VAPIE) 606.
The illustrated VAPIE 606, which obviously may be established in several
other ways within the scope of the invention, monitors the graphical user
interface of a selected application 401. 20 The illustrated VAPIE 606, here
in tile mode, comprises a control bar 607, adapted for recording the
operation of the input devices 603 and 604. The control bar facili tates
both recording and playing of the recorded/manually inputted VIDS 303. More
over, the control bar 607 comprises an APPSEL button (not shown) enabling
the 25 selection of a software application, e.g. the illustrated software
application 401. 



The graphical user interface of the illustrated VAPIE 606 is operated by
means of traditional input devices, such as a mouse 604 and/or keyboard
603, input pens, etc.. A cursor 608 reflects the operations of the input
devices. 30 Moreover, the control bar 607 comprises a number of programming
buttons 609 facilitating manually insertion of different commands, such as
click, double-click, text   WO 02/1198113 31 PCT/D K011000(0 insertion,
etc. The illustrated control bar 607, which may be applied in several
differ ent ways within the scope of the invention will be described in
detail below with reference to fig. 6b. One of several possible programming
buttons may e.g. by a XYbutton (not shown) adapted for the purpose of
establishing the reference position of the graphical user interface 605 of
a selected application with respect to the estab lished virtual input
device script. Such establishment may be performed manually or
automatically within the scope. A simple mapping may e.g. be a mouse XY
inputting of at least two border points 10 defining the position and the
size of the graphical user interface 605 screen of the selected
application, eventually supplemented by computer monitor data or monitor
setting, e.g. screen resolution. When, these data has been established, a
recording or establishment of the moving of a cursor on the monitor may be
related to the actually intended operation of the selected application 401,
if the size or position of the 15 graphical user interface 605 screen of
the selected application has changed the next time the selected application
401 is opened for execution. Finally, the editor comprises a virtual input
device listing area, (VIDSL) 610, containing the recorded and manually
inputted virtual input device script, VIDS 303. 20 The script may be edited
on a traditional text-editor basis, and the virtual input device listing
area, (VIDSL) 610, may comprise an associated syntax checking algorithm.
The content of a virtual input device listing area, VIDSL 610 may typically
comprise 25 a listing or a representation the established virtual input
device script VIDS 303 supplemented by suitable explanations, labeling
facilities and syntax checks. The illustrated control facilitates an
advantageous establishment of the desired virtual input device script VIDS
303. A segment illustrative bar 611 is provided for illustrat 30 ing what
segments of the VIDS 303 are presently listed in the virtual input device
listing area, VIDSL 610, and a pointer 6l2 illustrates the present position
of a time   WO 02/11S98113 32 PCT/D Kf11/1101110 line (not shown). Hence,
VIDS 303 segments present in the virtual input device listing area, VIDSL
6l0, should be highlighted in the illustrative bar 611. 



The basic understanding of a time segment according to one embodiment of
the ins vention is that each segment represent a sequence terminated by a
input device ac tion, such as a mouse, right/left clicking, double-clicking
or for instance a keyboard "return" command. An example of a virtual input
device script VIDS 303 monitored in the virtual input 10 device listing
area, VIDSL 610 may e.g. be a code: (# is followed by non-executable
descriptive text) # XY defining of the position and size of the selected
application SA 15 # by mouse insertion of two opposite cosier reference
points # The POS-tag establishes that the next two left-clicks defines #
the area of the selected application. <POS> X0Y0=12, 12 20 <L-CLICK> # End
of segment 1 X2Y2=650, 650 <L-CLICK> # End of segment 2 25 #Now, the input
script may begin # Select a pull-down menu by moving the position of a XY
defining X,Y=12, 600 <L-CLICK> 30 # End of segment 3 # The select pull down
menu segment is terminated # Move cursor to input field   W O 02/0S9803 33
xy=150, 500 <D-CLICK> # End of segment 4 # Enter file name 5 Heacy.txt
<ENTER> # End of segment 5 # Move cursor to input field xy=l70, 500 10
<D-CLICK> # End of segment 6 # Enter IP address <IP> 2l2.127.8.114 



15 <ENTER> # End of segment 7 PCT/D KO 1 /000l0 20 According to the above
illustrated VIDS 303, the present play-status is that the <en ter> command
has just been executed, and that the next action is to move the cursor to
positions 170, 500. The control bar comprises a record button 613. This
button facilitates a recording 25 over the segment of the input device
operation. A further record button 6l4 facilitate a one segment at a time
recording. Rewind 615 and forward buttons 616 are applied for VIDS 303
scrolling on a continuously basis or segment basis. Moreover, the control
bar comprises means for defining certain standard operations, 30 such as
the above listed <POS> or <IP>. These standard "tags" are associated to a
certain predefined meaning, e.g. <IP> defining an IP-address. This defining
of input values associated to the established VIDS 303 facilitates an easy
exchange of key   WO 02/(159803 34 PCT/DK111 /0011l0 values such as
IP-addresses, once a first VIDS 303 associated to a selected software
application has been established. Thereby, a VIDS script associated to a
certain application may be reuse of the VIDS 303, only requiring an
exchange of lcey values when applying the same software application to the
test of another customer. The running of the established VIDS 303may be
emulated by activating the play/pause button 617 and the operation of the
input devices may be emulated graphically simultaneously in order to
illustrate the established VIDS 303 operation to the user. Moreover, the
VIDS 303 illustrated in the virtual input device listing 10 area, VIDSL 610
should be scrolled simultaneously, thereby illustrating the current
position in the virtual input device script VIDS 303. Fig. 6b illustrates a
variant mode of the above-described editor in which the VAPI editor 606
operates in a cascade mode, thereby facilitating the operator of the editor
15 to create a VIDS 303 by recording/generating the input device operation
over the complete area of the monitor. According to the illustrated
embodiment, the control bar 607 acts as a movable task bar. Fig. 7
illustrates the user interface 701 of a further embodiment of the
invention. 20 The user interface 701 is associated to an instance of a
software application. The instance of a selected software application may
be established by reverse engineering of a certain software application
lacking an API. 



25 The never se engineered code may be mapped together with a r oadmap file
defining the necessary input fields e.g, according to a DOM (Document
Object Model) -tree representation of the reverse engineered software
application. The input fields should typically be a11 the fields needed to
be set/filled-in in order to run the application. Therefore, such filed may
include trivial default settings common for a11 the 30 needing executions
of the program and it may evidently include the fields needed for the
individual executions of the application, e.g. the insertion of for example
an IPaddress, test parameters, output-file definitions, etc.   WO 02/059803
35 PCT/D K01 /0(1060 When such field positions in the r ever se engineered
code has been revealed, an exe cution of the software application to a
certain test may be established by specifically inputting relevant
IP-addresses, test conditions, test types, etc. in the source code, re 5
compiling the code to an executable instance of the software application. A
user friendly programming tool is described below with reference to fig. 7.
Fig. 7 illustrates a further embodiment of a virtual API editor (VAPIE} 702
accord 10 ing to the invention. The VAPIE 702 basically functions as a
graphical user interface 70I to the above described reverse engineered
code. The graphical user interface 701 facilitates that the user may type
in the parameters necessary for the execution of the specif c appli15
cation addressing a specific network. According to the illustrated
graphical user interface 701, an IP-address input field, 703, is provided
for inputting for example one or several relevant IP-addresses or addresses
relating to other types of protocols. The IP-addresses or other types of
ad20 dresses may e.g. be cormna-separated. A telephone number input field
704 is applied for inputting of telephone numbers, if the test application
e.g. is applicable for telephone test, e.g. war dialing tests, etc. 25 A
number of function check boxes 705 is provided for checking the applicable
function according to the desired execution of the program. The choosing of
desired functions may vary from task to task and from customer to customer.
When the operator of the VAPIE 702 has finished the insertion and checking
of the 30 desired function he may activate a compile activation button 706,
thereby invoking the compilation of the selected application 40 i with the
specific inserted parameters. Hence, the compilation of the application
results in an instance of the program, e.g.   WO 02/0S1803 PCT/DKO1/OOOGO
36 an exe. file associated to a relevant customer. An execution of the file
may then run the program with the parameters inserted and compiled via the
VAPIE 702. 



One advantage of such a type of virtual API editor (VAPIE} 702 is that
several executable instances of a selected application 401 may be
established in a simple manner and executed with little effort, when the
VAPIE 702 once has been established on the basis of the reverse
engineering, thereby reducing the need of manually inputting of customer
data, etc each time a test of a certain software application has to be
applied. Evidently, such instances of an application may be regarded as a
kind of dis 10 posable test program dedicated to a certain task and a
certain customer. If certain parameters has to be exchanged, e.g. an
IP-address, the executable program instance may be disposed and a new
instance has to be compiled with the changed data. Evidently, such
compilation of a new instances or new instances may be eased if the user
only needs to change the relevant data by means of the VAPIE 702 instead of
15 retyping the complete data input. The illustrated VAPIE graphical user
interface 70l comprises other possible buttons 707 or forms (not shown)
provided for importing customer records, defining the desired applications,
defining an output format, warning outputs, etc. 20 Evidently, the
illustrated VAPIE editor 702 may be constructed in several different ways
within the scope of the invention. Preferably, the VAPIE editor 702 should
be somewhat customized to the specific application, thereby reducing the
complexity of the job of the operator using the VAPIE 702. Such
customization may e.g. be a one 25 to one relationship between the relevant
input fields of the application and the graphical user interface 701. An
example of such customization may e.g. imply that a VAPIE graphical user
interface 701 associated to a selected application only involves IP-address
input fields and check-boxes, if no telecommunication tests may actually be
performed by the program. 30   W O 02/1159803 37 PCT/DKO1 /0U010 Fig. 8A
illustrates a data network according to one embodiment of the invention and
a special feature of the system described in fig. 1, i.e. a test performed
from the "in side" of the system. The special feature is referred to as a
user behavior agent, UBA. 5 User behavior agents UBA's may be applied as
external services r equiring access to the customer computer, e.g. via
encrypted VPN tunnels, or the agents may be in stalled at the customers
network. The feature will be described with reference to the data network
illustrated in fig. 8A. 10 Evidently, the illustrated data network is only
one of several different possible setups and types of networks applicable
within the scope of the invention. The data network facilitates data
traffic between the involved units in the form of 



data packets 801. The data packets comprise a destination address (DA) 802,
a 15 source address (SA) 803 and further packet content (PACO) 804 as
illustrated in fig. 8B. The packet content may e.g, be specific data
packets, requests-replies, etc. In typical network both source and
destination addresses are IP addresses, but could origin from other types
of protocols. 20 The illustrated network comprises a number of internal
users 810 - 813, e.g. accessing the network by means of dedicated PC's. The
illustrated network is traditionally linked together by means of network
cables and network units 814 (NU1), 8l5 (NU2), 815 (NU3) and 817 (NU4) and
servers (not shown). The network units com prises different e.g. routers,
firewalls or bridges. 25 The basic elements of the illustrated network a
database setup comps ising two databases 818 and 819. The latter databases
819 are intended for internal storing of log files. 30 Moreover, the
network comprises a database 818 associated to a network unit (NLT2) 815 in
the form of a so-called firewall. The firewall 815 is established fox
providing access to external users 819 to a database 818, i.e. web-based
database which may be   WO 021059803 38 PCT/DK01/00060 accessed via the
Internet 820. Moreover, the firewall should secure that no one of the
Internet based user, e.g. external users 819, may access the internal part
of the network. Typically, the database 818 should be accessible to both
external users 819 and internal users 810 - 813 as well. 5 The firewall is
configurated by means of an access control list (ACL2) 821, defining the
allowed traffic to and from the unit (NU2) 815. Such an access control list
821 rnay e. g. define that all external data traffic ar a r outed to the
database 818. The rules of an access control list may also comprise inbound
and outbound filters, defining 10 specified undesired or not-allowed types
of traffc, e.g. Undesired traffic may e.g. imply traffic via the muter to a
specific destination ad dress, for example an IP-address. Other types of
undesired traffic may e.g. be defined as a combination of a destination
address and certain types of requests. IS The front end of the network is
comprised by a router (NU4) 817, having an associ ated access control list
(ACL4) 826, located between and connected to the Internet 820 and the
firewall (NU2) 815. 20 Moreover, the network comprises two users 822 and
823, e.g. coupled to directly to the network from a remote location. The
users 822 and 823 are coupled to the net 



work via routers (NU1) 814 and (NU3) 816, each muter comprising an
associated access control list (ACL1) 824 and (ACL3) 825 defining allowed
users. 25 The illustrated users 822 and 823 may principally access with the
same rights as the other internal user 810 - 813 or they may facilitate
certain operations defined by the filters or rules established in the
access control list 824, 825, respectively. Finally, the illustrated
network comprises a serially operating network switch 831, 30 diving the
network into a number of network. Each of the internal users 810 - 813, the
external user 822/router 814 (NLJ 1 }, the external user 823/router 816
(1VU3 ), the database 8I9, and the database 818 forms a segment   W O
(12I059803 39 PCT/D K01 /0011(U Basically, the network comprises a number
of network units controlling the allowed network traffic in different parts
of the network. Nevertheless, practice has revealed that such network units
814 - 817 (NU 1-4) sometimes allows unintended traffic. This may be due to
different factors such as mis-configuration, bad hardware structures, etc.
Therefor e, the invention provides external test on a computer network
testing whether intrusion or cyber vandalism is actually possible to
non-authorized users. 10 Typically, such as test should make the specific
weaknesses clear to the owner of the network and the test should result in
different proposals eliminating the discovered weaknesses. Mor eover, the
invention provides test facilities testing whether something has actu 15
ally failed, i.e. if non-authorized data traffic has actually passed the
firewalls, etc. Therefore, such test facilities necessitates a testing of
the inside traffic of the network, and therefore tests will have to
performed by means of security routines established in the internal part of
the computer network. The tests may be performed by so-called User Behavior
Agents (UBA's). The User Behavior Agents may function 20 in several
different ways. According to a first embodiment of applicable UBA's within
the scope of the inven tion, a Watch User Behavior Agent is established for
watching illegal data packets within the computer network, and preferably,
the Watch agent should give an advice 25 if illegal packets are detected.
The Watch agent implies a number of measure points, e.g. 827, 828, 829 and
830, established within the internal part of the network thought to be
secure and free of undesired traffic of data packets 801. 



30 Preferably, a measuring point should be established in each or at least
as many as possible segments of the network in order to track unintended
traffic on the network.   WO 02/0S9803 PCT/DKII1/00060 40 An example of
unintended data traffic may e.g. appear, if a department of the corn pany
reconfigures the access control list 825 of the routes 816 (NU3), e.g. by
mistake, thereby opening the network the exterior networks. Therefore,
according to the invention, illegal data packets may be revealed by the
watch agent UBA (e.g, located on its own data processing unit having
several netcards, one per monitoring point), as data packets coming into
the network via the mis-configured routes 816 (NU3) are measured and
compared to e.g. the rules or 10 some of the Mules of the access control
list 821 (ACL2) associated to the firewall 815. An appropriate warning
should be raised. As illustrated in fig. 8C, the tapped data packets 801
are compared to a rule list 831 15 (RL) defining a common description of
undesired traffic, i.e. data packets. If the comparison reveals that
undesired traffic within the network are actually present, the fact should
be brought to the attention of a super-user or the like. E.g. by means of a
simple log-file which may be opened from time to time by a super-user or
some kind of warning e.g. in the form of a text message to a system
operator or securely sent 20 electronically to the TSMADARS -server as part
of the testsuite setup. The rule list 831 (RL) may e.g. manually typed e.g.
for simulation purposes or the rule list RL may, as illustrated in fig. 8D
by copied directly from the access rule lists 824 (ACL 1 ), 826 (ACL2), 825
(ACL3) or 821 {ACL4) of all or some of the network 25 units 814 (NU1), 815
(NU2), 816 (NU3) and 817 {NU4). The advantage of merging the access rule
lists 824 (ACL 1 ), 826 (ACL2), 825 (ACL3) or 821 {ACL4) into a rule list
(RL) 832 is that all established rules or filter functions are compar ed to
the actual data traffic of the network. 30 The established monitoring and
the comparisons may e.g. be used as internal watchsoftware applications, or
it may be applied as an agent stored internally in the net   WO 02/059803
41 PCT/DK01/000G0 work reporting to an external centralized watch company
e.g. 823 being in charge of the monitoring of the security of the company
network. The agent may also be located externally at the external
centralized watch company, e.g. in 823, provided that the external
connection is secure and obviously, that the watch company is reliable. 5
The above described monitoring of the internal traffic in the data network
should preferably be supported by tests on the firewalls etc. performed for
the purpose of monitoring weak points of the interfaces between the
external and internal part of the network. So to speak, a reliable security
monitor ing should preferably dynamically 10 test the network firewalls
ability of keeping undesired data traffic out of the internal 



part of the network as described according to the above-described system of
fig. 1 and the security monitoring should preferably dynamically monitor
the data traffic of the internal part of the network in order to discover
if undesired traffic has actually entered the internal part of the network.
When unwanted traffic is discovered by 15 simple pattern match per formed
by the UBA's internal algorithm and database sys tern, alerts are securely
sent electronically, e.g. e-mailed, to the local system adminis trator or
to the TSMADARS -server. Moreover, according to the first embodiment of the
invention, the UBA may be ap 20 plied for simulation purposes. If a
modification of e.g. the access control list 826 (ACL2) of the firewall 815
(NU2) is considered, the modification may be simulated by modification of
the reference list, thereby emulating the traffic occurring if the
considered change is actually performed. 25 According to a second
embodiment of applicable UBA's within the scope of the in vention, a Log
User Behavior Agent is established. The Log User Behavior Agent is adapted
for checking different log files of the computer network, e.g. firewall
logs, servers events logs, database log files, etc. The UBA should check
these log files and give a warning if user behavior agent detects if
activities or users behave different or 30 deviates fiom normal expected
user behavior.   WO 02/0S9803 42 PCT/DKI111000611 The Iog-user behavior
agent LUBA, should be able of detecting a track in the abovementioned
log-files unusual behavior, and then map the activities of the user until
the user log-out. This may e.g. be done by tracking all the destination
addresses for the unit associated to the log-file until it leaves the
network. The log-file may according 5 to the illustrated embodiment be
established in the database 819, e.g. by means of the already established
measuring points 827 - 830 or in many other suitable ways. The below
example illustrates the meaning of collecting log-messages from e.g. a
Tabasco router. The name of the router is fictive and the example is only
applied for 10 the purpose of explaining important features of the
invention. The log-messages are typically product specific. FW: Tabasco. 15
-1. DEST. IP address: ICMP overflow time T -2. DEST. IP address: ICMP
overflow time T+delta -3 DEST. IP address: ICMP overflow time T+2xdelta The
message log-file indicates that a Ping of death has been initiated at the
Tabasco 20 routes, as the log-messages reveals that the IP address has
invoked an overflow in the routes at three different times T, T+delta, T+
2xdelta. 



The behavior reveals that a denial of service dos has occun~ed or occurs.
25 According to a third embodiment of applicable UBA's within the scope of
the invention, a Protocol User Behavior Agent, PUBA, is established. The
Protocol User Behavior Agent, PUBA involves an agent, which may be located
at the customers network collecting network data tr affic on a protocol
level. The 30 agent may e.g. reside in a dedicated unit comprise several
network units. The content of the data packets are analyzed on a realtime
basis , an deviating user behavior may e.g. be established by applying more
or less complicated neural patterns.   wo na/os9soa 43 PCT/D K01 /OOIIGO
Amongst several possibilities, the Protocol User Behavior Agent, PUBA
should es tablish statistics showing for example which IP-addresses
visiting who, when and how often. Certain types of deviating behavior
should be reported to the network 5 responsible and to the TSMADARS
operators. According to a fourth embodiment of applicable UBA's within the
scope of the in vention, a Macro-Log User Behavior Agent, MLUBA, is
established. 10 Basically, the MLUBA's operates in the same way as the
LUBA's, with the excep tion that these agents are adapted for detecting
whether user behavior is deviating from the expected on a long-terns basis.
Thus a Macro-Log User Behavior Agent, MLUBA reports if incidents, e.g.
detected for example by the Log User Behavior Agents, are repeated over a
long period for example in certain patterns. 15   WO 02/059803 44 Patent
Claims PCT/D 101 /000G0 1. System for providing customer requested services
relating to - for instance - secu rity, monitoring and/or data acquisition
in relation to a data processing device and/or 5 a data network (Target 1 -
Target k) of a customer, wherein 



one or more of a plurality of tests are selected to be executed in relation
to said data processing device and/or a data network (Target 1- Target k),
10 said selection (201; 202; 203, 210) of one or more tests are executed
from a server TSMADARS server) which is connectable to said data processing
devices and/or data network (Target 1 - Tar get k) via a communication
network ( 140), and wherein data representing r esults of said selection of
tests may be accessed by the customer 15 via a communication network and/or
transmitted to said customer. 2. System according to claim 1, c h a r a c t
a r i z a d i n , that said one or more se lected tests are selected on the
basis of preferences of the customer and/or on the basis of an analysis of
said data processing device and/or data network of the cus 20 tourer. 3.
System according to claim 1 or 2, c h a r a c t a r i z a d i n , that said
one or more selected tests are selected on the basis of results of one or
more manually initiated executions of tests on said data processing device
and/or data network. 25 4. System according to one or more of claims 1 - 3,
c h a r a c t a r i z a d i n , that said one or more tests may be
configured to be executed each on predefined points of time and/or in
predefined intervals of time. 30 5. System according to one or more of
claims 1 - 4, c h a r a c t a r i z a d i n , that said one or more tests
may be configured to be executed each on a regular basis and that the fi
equency of said regular executions may be specified preferably in accor
WO (12/1159803 45 PCT/DK0111101110 dance with customer preferences and/or
on the basis of analysis/analyses andlor a reference testing on said data
processing device and/or data network 6. System according to one or more of
claims 1 - 5, c h a r a c t a r i z a d i n , that 5 means (121, 122) is
provided for perfouning a comparison between data representing one or more
results of a test and one or more threshold values and that means ( l22,
l02, 140) are provided for the establishing of an alarm, advice and/or
information message. 



10 7. System according to claim 6, c h a r a c t a r i z a d i n , t h a t
said one or more threshold values may be specified by the customer. 8.
System according to claim 6 or 7, c h a r a c t a r i z a d i n , that said
one or more threshold values may be specified on the basis of results of
manually initiated execu15 tions of one or more tests performed on said
data processing device and/or network. 9. System according to claim 6, 7 or
8, c h a r a c t a r i z a d i n , that said manually initiated executions
of one or more tests, e.g. reference tests, performed on said data
processing device and/or network may be performed with regular intervals of
time. 20 10. System accor ding to one or more of claims 1 - 9, c h a r a c
t a r i z a d i n , that said communication network ( 140), by means of
which said server (TSMADARS server) is connectable to said data processing
device and/or data network (Target 1 Target k) is a secure network
facilitating use of authentication and/or encryption. 25 11. System
according to one or more of claims 1 - 10, c h a r a c t a r i z a d i n ,
that said communication network ( 140), by means of which said data
representing results may be accessed, downloaded and/or transmitted by/to
the customer is a secure network facilitating use of authentication and/or
encryption. 30 12. System according to one or more of claims 1 - 11, c h a
r a c t a r i z a d i n , that said plurality of test applications
comprises tests relating to security testing   WO 02/U598(13 46
PCT/DKII1/00010 (103a), quality testing (103b), teleconununication security
testing (103c), security inforniation collecting service (103e), security
auditing (103g), commuiucation line testing (103h) and/or test laboratory
services. 5 13. System according to one or more of claims 1 -- 12, c h a r
a c t a r i z a d i n , that said one or more selected tests are configured
in a test suite file (210) dedicated to each of a one or more customers
(User 1 - User m), said test suite file comprising for each test
information (225) relating to a target data system and relating to the
execution (223, 224) of said test. 10 14. System according to claim 13, c h
a r a c t a r i z a d i n , that said test suite file may comprise one or
more links each to a recorded preparation of a software application, said
preparation or preparations eompr ising input actions and/or operations
performed on a graphical user interface (605). 15 15. System according to
claim 14, c h a r a c t a r i z a d i n , that said one or more recorded
preparations of a software application is/ar a dedicated to a particular
target system. 20 16. System for preparing an automatic execution of a test
software application, said test software application comprising input means
for operating said test software application and/or for specifying and/or
selecting parameters relevant for the execution of said test software
application and wherein said input means may be operated by means of
computer input means such as a keyboard and/or a computer mouse, 25 wherein
said system comprises 



- means for storing - data indicative of operations performed on said test
software application by means of said computer input means, and 30 -
parameter data specified and/or selected by means of said computer input
means, and   W O 02/059803 47 - means for indicating a sequential relation
between said data. PCT/DK(I1/000C0 17. System according to claim 16, ch a r
a c t a r i z a d i n , that said means for in S dicating a sequential
relation between said data comprises a sequential listing of data stored by
said storing means. 18. System according to claim 16 or 17, c h a r a c t a
r i z a d i n , that said data indicative of operations perfornied on said
test software application by means of said 10 computer input means
comprises data indicative of a reference location of a graphi cal user
interface of said test software application and possibly data indicative of
a dimensional relationship between said graphical user interface and said
computer input means. 15 19. Method of monitoring the traffic of data
packets in a data network (800) comprising a number of network units (8l4 -
817), at least one of said network units {814  8I7) comprising access
control lists (82l, 824, 825, 826) defining data traffic rules associated
to the network units (814 - 817), 20 the data traffic of the said network
comprising data packets (801), said data packets (801 ) comprising at least
one destination (802) and at least one source address (803), establishing
at least one reference list (832) reflecting a number of data traffic rules
associated to the said network unit (814 - 817) 25 establishing at number
of "monitoring points" (827 - 830) in the said network (800), measuring the
data traffic in the said monitoring points (827 - 830) 30 comparing the
said measured data traffic with the said data traffic rules, establishing a
warning if the comparing reveals that measured data traffic comprises data
packets conflicting with the said reference list (832)..   W O 02/1159803 



48 PCT/DKO1/011060 20. Method of monitoring the traffic of data packets in
a data network (800) according to claim 19, wherein said at least one
reference list (832) comprises data traffic rules copied from at least one
of the access control lists (821, 824, 825, 826) associated to the said
network units (827 - 830). 21. Method of monitoring the tr affic of data
packets in a data network (800) accord ing to 19 or 21, 10 wherein the said
destination address (802) comprises an IP-address or a address relat ing to
an other type of protocol and where the said source address (803) comprises
an IP-address or a address relating to an other type of protocol. 15 22.
Method of monitoring the traffic of data packets in a data network (800)
accord ing to any of the claims 19 to 21, wherein the said traffic rules
comprises different combinations of forbidden source and destination
addresses. 20 23. Method of monitoring the traffic of data packets in a
data network (800) according to any of the claims 19 to 22, wherein at
least one of the said network units (814 - 817) comprising access control
lists (821, 824, 825, 826) defining data traffic rules associated to the
network units 25 (814 - 817) comprises a firewall and/or a network routes
and/or a network bridge. 24. Method of monitoring the traffic of data
packets in a data network (800) according to any of the claims 19 to 23,
whereby the said monitoring points are established in preferably a11
identified segment of the network (800). 30 25. Method of monitoring the
traffic of data packets in a data network (800) according to any of the
claims 19 to 24, whereby the said reference list (832) is established   WO
02/0598l13 PCT/DKO1/00010 49 for the purpose of simulating the data traffic
in the network if at least one of the ac cess control lists (821, 824, 825,
826) of the network units (814 - 817) are changed. 26. Method of monitoring
the traffic of data packets in a data network (800) compris ing a number of
network units (814 - 817), at least one of said network units (814  817)
comprising access control lists (821, 824, 825, 826) defining data traffic
rules associated to the network units (814 - 817), the data traffic of the
said network comprising data packets (800), said data packets 



10 (801) comprising at least one destination (802) and at least one source
address (803), establishing at least logging file in a database (8l9)
reflecting log-messages estab fished in at least one network unit (814 -
817) 15 comparing the said log messages to pre-established log-patterns,
establishing a warning if pre-established patterns or variations of the
pre-established patterns are identified. 20 27. Method of monitoring the
traffic of data packets according to claim 26, whereby the said
log-messages are established by different networks units (814 - 817) of the
network. 28. Virtual API editor (606) comprising 25 means for selecting an
application, said application being operated by means of a graphical user
interface (605) on data processing means (602) and at least one associated
input device (603, 604) 30 means for displaying (60l) the graphical user
interface (605) of a selected application in a display area (601 )   WO
02/0S9803 PCT/DK01/00060 50 means for establishing at least one virtual
input device script (303), said virtual input device script (303) defining
the sequential operation of at least one input device (603, 604). 29.
Virtual API editor (606) according to claim 28, means for executing the
said virtual input device script (303) in such a way the said virtual input
device script (303) results in an execution of the said selected
application via the said graphical user interface (605) associated to the
said selected application. 10 30. Method of establishing a virtual API
editor (702) comprising reverse engineering the program code of a selected
software application, 15 identifying a number of relevant input fields in
the code of the software application, providing a graphical user inter face
(701 ) having input fields coiTesponding to the relevant input fields, 20
inserting data by means of at least one computer input device (603, 604)
into the re verse engineered program code in the identified relevant fields
via the said graphical user interface (701), 



compiling the established pr ogram code comprising the inserted data into
one in 25 stances of an executable application of the selected application.
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