;e3eaj "zz{$~zf 6Tj ~2 WO SYSTEM FOR PROVI DI NG SERVI CES AND VI RTUAL
PROGRAMM NG | NTERFACE 5 Field of the invention The invention relates to a

syst em f ow@asbghzng cust omer requested services accordi ngpdPpROIPIOTROL, a
system for preparing an automatic execution of a test program according to

claim16, a nethod of nonitorin ffrc of data packets in a data
network according to claim19 aﬁﬂ“ﬂ@ Uu 'Hﬁw application programm ng editor
according 10 to claim 28. Backg invention 1In order to be able
to test, control and/or nonitor thel¥ntegrity, security and/or quality of a
dat a system t S t e and/ or
a data 15 net m"%EE“? F%% ?}%‘WI%EE 8 éﬁgl&ém%lgg%sgﬁgﬁ%EQ?%%g& catﬂzﬁ have
‘been devel oped and ut| | ized. The proprietor or provider of a data system
wr Il have to purchase a nunber of differ ent tests, e.g. software
applrcatrons in order to - for instance - be able to achieve a 20 certain
*degr ee of sec .rhg@@ncl udi n detecti on and docunentation, and accordingly
take acti F"é‘tefléte cyber vandalism unauthorized accessing of
conf i den i al Tﬁearn%eﬁrbntﬁaete%sts taes%teﬂteﬁﬁ rptwlalﬁg cﬁrtoﬁblsreaﬁédtéaﬂse%cétaéc? rd-
congestion of data processing, c¢rashing of e data systemetc ?er ent
test are nor nagltg ctvemirlcatsefatemofowrdpermgnaneumpmlcakeamensaécauesttmommbacem and
wi Il have different adva dflaws i.cul ar

fat s System g to SR TrP EEeRd brmetirng et fife of 4S8 palied B faart ¢,
devel opment  ofoftedcRolif ®Haine] Dand @ WirnRR hfMRaoR BrbebAih Rl &litof ﬁ%?&iﬁg

correspondi ng devel opnent to the test software application. Simlarly,
weaknessd$ anl@ cddmdS. ty flaws in data systens a ongoi ng,
demandi ng correspondi ng 30 updating of current i”m‘m ’mm IEWOZ/ 1159803
PCT/DKO1/ O 10CE 1 In consequence, a proprietor or a r

system wi | | hByekgroundyfthle ihventionunber of di fferent program; each
facilitating said different security checks, in order to obtain a certain
degree of seckirqrdsr tpbe 2hledp fesh cowrqlivad/gamensorthe wtegrity + S¢awrity R&/op ABAIHY et or

or provider wit] AR 0BRGN Y SVstdSa-M prB@ésgm%%%In%e P8P 8sa

15 network, a number of tests, e.g. test software application, have been developed and

utilized.

The proprietor or provider of a data system will have to purchase a number of differ-
ent tests, e.g. software applications, in order to — for instance - be able to achieve a
20 certain degree of security including detection and documentation, and accordingly
take action on hacker attacks, cyber vandalism, unauthorized accessing of confiden-
tial data on the system, destruction or distortion of data, congestion of data process-
ing, crashing of the data system etc. Different test are normally dedicated to different
scopes of the security problem and will have different advantages and flaws in rela-

25  tion to a particular data system and in relation to a particular security aspect.

Further, the development of data systems, e.g. both hardware and software, demands
a corresponding development to the test software application, Similarly, weaknesses

and security flaws in data systems are discovered ongoing, demanding corresponding

30  updating of current tests.
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5 and/or new tests in order to be able to retain the sane degree of
security. Finally the proprietor or provider will have to allocate |abour

r esour ceswigonaigaegsobask of inplenmenting the tests, updating gEShRoWOr
installing new versions of tests. Because of the expenses and efforts

invol ved both in purchasing tests/updates,and in 10 running said tests, the
efforts involved in the security may |l ead“to a result, which is far from
optimal. Therefore a need exists to provide security testing, nonitoring
and ot her secli} FAnsequenes. BPTEBHELPE B2 PEpVirler &F sydatassienpmel diBye thiavest e et or

or provider o [ By, . C. in . order .to be
obI B Co Check it b e Bh OB RY, Q0% NN s f Tl Gl Goplelly AL sho P
correct det ecoridr fo ehisih waesknigskgtee ofsebutily inreiide o the dae Slatedn. Farth@! en t he

security level of the system systens and prefer ably also inprove the |evel
of security wPTORHEROT PAITAYdeT wilhha¥e teypurchasee Bew dveasipnm of ridnisstsyupdatesour
*and effortg T . j Le. achiey e d At

Summary of > t hg‘ﬁ?ﬁ\/@ﬁeg% h‘?‘%re&imﬁ(\?g%l ? lljlg rtl(?lrégzﬁg!tt Iges%q})eb%eggé}s?t{e%&?@&' %?%l\l)lg %leng
cust onmer requpsipeiekos er priogkisr will haviertg allocate lhbsuriresiiges €o thegavklofiifplement-
nmonitoring and/ oy data acquisition,in relation to a data processing device
and/ or a dat al%é{‘?/\ﬁ’ﬁtﬁ’ ‘(@Qﬂ’@%%’sﬁ? apg/f’ép’é ling)next versipngs elgigels. wherein 25 one

or nore of a plurality of tests are selected to be executed in relation to
said data processing device and/or a data network (Target 1- Target k),
sai d sel ect i oBe¢apeeiof the 2xpaBes arli¢fforfinvriecddrotinin puchastiing @®sis/upataesdnddnf r om

a test, 30.nonitorin | erti doc ntation and reporting services,
02/ 081811g0 3 PETI8 REL <SP0 (5’?@&? \}fé‘folll‘(rgﬁj*% g% ﬁ)‘jadv&ﬁiaclﬁsﬁfs which is
connect abl e t @y $Rinflotaha. Wﬁ&%fb‘i@h%@eé’ﬁﬂét@ﬁ%‘)%’(}fye%gcxﬂﬁ'&%éﬁﬁh%ﬂglgi%(gﬁgraﬂﬂt 1-

Tar get k) via a conmmunication network ( and wherein
representing plsusecurityfrelattddsesdtesdpidata syfteme,swiserptyy thiopropriesisarrimiddriod

custoner via T tion twor nd/or.transm.tt 0 saj d custoner.
Her eby t he cuglfcglrrer 41rSt%ussenf‘aym?ntfei?mﬁgcb'é%f‘tﬁg%a&/gﬁfﬁ A ?ch ?h‘:\aﬁj(ﬂ?e Bt e
necessary to levsitafHid/kawpbiomd i prdet @l bel B8 fon@nef dstei&l Aiwi/MealdRERs, and
processi ng_equi pnent inﬁgues 10 tion. Thus, problens in relation to the

execut | o_n?%f geiMer st flje sbrateiartae sesuti levelsofighe Bystern/sywae and prefaralely
acqui si tion ofjsl Bfpdo6sthd R 5Fs3RGy WA RAVRL Yo MveltED idEs¥ld Smount of

money, labour and effort.

These and other objects are achieved by the invention.
20

Summary of the invention
The invention relates to a system for providing customer requested services relating
to - for instance - security, monitoring and/or data acquisition in relation to a data

processing device and/or a data network (Target 1 — Target k) of a customer, wherein

one or more of a plurality of tests are selected to be executed in relation to said data

processing device and/or a data network (Target 1 — Target k),

said selection (201; 202; 203; 210) of one or more tests are executed from a test,

30  monitoring, alerting, documentation and reporting services



may be avoided. Further, as it often will be advantageously to utilize two
or nore different types or nmakes of testing software applications/systens,

the need tx@éduses in a nultitude of testing software applpegbkensos || be
avoi ded by the invention. Sim 15 | ady, expenses and | abour involved in

updati ng such testing software and/or purchas ing new software as the

al ready purchased versions becone outdatedl or obsolete wll be avoi ded.
Thus, the system according to the invention will provide the

cust orrer / custserver § TRMAMDAR Srsavard) wifidh i emhectytslt eonshidrdape pfooesaingodexites

efficient and nt orar ecking.of security, quality, vulperability,
i nf or mati on r@ﬁ&'iﬁg‘p’??f“’?ﬁ%@é@ﬁﬁi‘? alg%_c,v1g_a98101wgwlgatmyns%wgﬁleéﬁ%gk gsses

sete. and simyjreiar rel ated aspects in relation to the data processing
equi pnent of the customer. 25 Preferably, as stated in claim?2, said one or
nore selected tests nmay be selected on the basis of preferences of the

‘custoner and/or on the.basis of.an anal.ysis of said data processing device
and/ or data WPESSWI}%’@S@E?S?fMS.eTthléEPg_lS‘ciﬁtq Paygegemsg{%w &’ﬁe&“s Fer

sel ected t estya a WBinAMNEANSA hétwoBardl/drasdnsittcdo siflcifioR@r. SPONds to
identified, expected and/or suspected fields of problens, said fields

identified by neans of the experience of the custoner and/or the experience

and in-depth ;.. 0 | 1,00, kngw, ed relating to, - for
i nst ance b se%eulgﬁ %acng%?%ezto?ﬁlge%@?g%%fhet e%ﬁag?/ﬂ}%% ‘gﬁl ‘Eﬁé’%\?&%&*}w to
accordi ng to ihitell/dowalvad @pecidlneding Woithare @iriheciaiee ploceldiRl chuitthdn® i€ hgdsm 3,
said one or npre_selected tests may be 4 5 selected on the basis of results
of one orlOorionrdAusinrgblems in relgionde dhe pracuiion of suchetesting sofavars ag well 8s on
said data pr j i [ O, ot .l chi eved t hat
t he sel ect !Oo gl?l%t gg?g&\{élﬁgtﬁﬁég&%@?%gb@ﬁ %SW%%GFF L‘_{gc([a%gé}laelg%gf%ﬁﬁtr?%ﬁ%asi S

of results raaghbe abyidpérFurthet,ng itofiet will bt @disntagdoasighy wtilice Hes Wl horemy be
10 observed g{)& anal@yzed, gi Vi‘?nfrqf val uabl e i nformati on about which
test/tests tdIEFEBSYPPH O BRkES Yricttigesofupts dplisationsisystemsdbe geatosipuess m

equi pnent an r f : r ngal.ly
initiated t egﬁlg nﬁggwsﬂg ro'\%esggé %‘Qﬁ@%g‘@gw@gﬁe‘ﬁ%ﬁﬁweﬁy q%eeﬁlgﬁt@'zg n
connect i dd wiletly,expenseessd lahoarioyavedanaipylstirg suich testing saftwire andYoeputthasel y

performed tests by the system acqgordi to the invention. 15 Advantageous,
as stated in '¢f BF%SQHW%%% tg‘ﬁ‘@lr y Rﬂ‘icggﬁegsvte‘é”?fﬁbeﬁ%mﬁBH‘B?’QéPbﬂ scog‘*tﬁé’%
execut ed eachyeaivofegdefi ned points of tine and/or in predefined intervals
of time.

Thus, the system according to the invention will provide the customer/customers
20  with a cost efficient system for performing an efficient and contemporary checking
of security, quality, vulnerability, information relating to the security etc., e.g. newly
discovered weaknesses etc. and similar or related aspects in relation to the data proc-

essing equipment of the customer.

25  Preferably, as stated in claim 2, said one or more selected tests may be selected on
the basis of preferences of the customer and/or on the basis of an analysis of said

data processing device and/or data network of the customer.
. Hereby it is achieved that the selected tests, which constitutes a test suite, corre-

30  sponds to identified, expected and/or suspected fields of problems, said fields identi-

fied by means of the experience of the customer and/or the experience and in-depth



Hereby it is achieved that the execution of the selected tests constituting
the test suite 20 may be configured to fulfill a wde variety of

requi r emecsoRedo@r to operate under consideration of a W geryRéT@bse Of
constraints. For exanple, certain tests may advan tageously be scheduled to
be perfornmed on points of tinme when the data processing equi pnment is
heavily | oaded, e.g. to perform connectich tests, denial-of service tests,
stress load tests etc., while other tests may advant ageously be schedul ed
to be exe 25 lauwistigerelath@ts -ofor instcehescdfyand tading iemd alf ahprooRRS o g
equi pnment is Jow, e.g. tests, which nay cause the data processing,

comuni cat i orthesysterp acageding fasthe inyeBOhind nay cause failure to the data
sprocessi ng equi pnent and/ or software, which tests pref erably nay be

| ocated on points of tinme when a breakdown or a sl owdown of ser vices may
be t ol er abl e Iandirthevdnebodirkeit laedbrding soclamh 3ysdid ofeor madiselectad sestsabhebe 0 cor
»30 rect the fajlure. V\D,02t1.05?8§£,3 5 PCT/ DKOl/ljfl( 1(1CO | n,a.fuﬁit her

enbodi men? aseSeigt S th\basiselirHilis of encranese maally.cof OPFRIPT UtAEHFYYlr ed t o
be execut ed aRel o ks dndk dika BB AEyibOEnd/begueRaN oAl sal d T egular
executions may be specified preferably 1n accordance wth custoner
preferences and/or on the basis of anal ysis/analyses and/or a reference

testi id dat ' d [ d/ .net k He it
achi eved 1 hatHe £ BUEFGR A i lectptof Bty bectbe ESHSiP wFhe stast ey
suite may eaghe B&si§ enfdsGle RecHea bpgae%aﬁﬁag@se@ot fesBD whefeBy Y& re@lltsthiEbe
corresponding to an estimation and/ or eval uati on of the devel opment’s, which

may t ake 1pl acbsérved enhdanalyzedpgivingt vatuableninéarmatipn ebent el teeliests kncliposet i on.
For exanple, .if it is esti.nated that a denial of .service is .a ve ritical
ond or - pr obadhetbliot & SRRy G BheBnk Sy, SrodEht ofidlet fePetERliffen
etc., then a thebbidrv&l yeshitgbf tHeagaangy ihdhtddeikcdtd niayngred 6 raferefiSd vATads, be
configured, while a test for a relatively uncritical and/or relatively

sel dom occur rviigh may) be wilized dp sennecten DHRroRISMgARdAY analypis ofxestlis ©F wi t h
a relatively : gg&gacay QK. e tni ght etc.
Advant ageousléfgﬂgg{lg?l%? gd i n ctFSzgélabr'P? gfe%préégrﬁgacxn\égﬁlﬁetgg%o\l}?e g%l{lf or perform ng

a com parlisson between data representing one or nore results of a test and

one or nore threshold val ues and nmeans may be provided for the establishing
of an alarm fg‘&‘(ﬁ‘&"@e%’ ahatrisA 1N sl fhSrig PG JBge tests may be contigured to be

executed each on predefined points of time and/or in predefined intervals of time.

Hereby it is achieved that the execution of the selected tests constituting the test suite

20  may be configured to fulfill a wide variety of requirements and/or to operate under

consideration of a wide variety of constraints. For example, certain tests may advan-

tageously be scheduled to be performed on points of time when the data processing

equipment is heavily loaded, e.g. to perform connection tests, denial-of-service tests,

stress load tests etc., while other tests may advantageously be scheduled to be exe-

25  cuted on points of time when demand on the data processing equipment is low, e.g.

tests, which may cause the data processing, communication etc. to be interrupted and

may cause failure to the data processing equipment and/or software, which tests pref-

erably may be located on points of time when a breakdown or a slowdown of ser-

. vices may be tolerable and/or when skilled personnel will be readily available to cor-
30  rect the failure.



Hereby it is achieved that in cases where an abnormal condition is observed
and where such an abnormal condition constitutes a certain breach of
security qudxasodos!l i ability, the custoner and/or a persond@EHREI®OG)
specified by the custonmer may be 25 alerted quickly if not instantaneously,
e.g. by e-mail, SM5, FTP, tel ephone, pager etc. As stated in claim7, said
one or nore threshold val ues may be speci?i ed by the custaner, whereby the
establishing and/or emtting of possible alarns may be designed 30 to fit

t he needs andhar fusthef embodiesntods dtéted tuskhonersaicoge ot iereciestsanmr bereghfippeci fy
a threshold V\:hi(?h Lies cl qse to actual val ue fOé_ ararrgr#er, whi ch are very
i mport ant and8 'Q/P¢ EXecttrdieach o8 regtlar basigAnf the, e(ﬁvg% 3pdd Fegulr exera-
‘system i n quagdns Yy be s?@m@i%é BRI&Iy n BE &0 WifhQRfokkr Bf%&%ﬁ@e@la)‘l?/.o?gn
stated in claim8, "said one or noré threshold val ues may be specified on

t he basis of thedasis of ehalysisiarmlysys and/oi atrefdresse tsting ns safl dateeprocessingedet est s
vper formeS on _.sai d da(ia%bﬁroc_ ssing device and/or network. 5 Hereby it is
achi eved hatw‘(‘%%ndt/?ﬁ G0N ues and thus the al arnfadvice initiati ng
conditions will be specified on realistic ternms and whereby it is achieved
that the emtting of alarns/advices will be of considerable advantage to

t he user/ userBerelipitasaciieyed that thexgeuiion of $lag stlaetadiiasts gonstitutingtaitesteadet i ons

of one or nor @ ref erence, tests rfo d on said data
processi ng dergall};c ggctgflbcf/ cgorn%l%ﬁe&é? Ee r‘i%RF%E*‘S %}} ap g’ﬁﬁ{yaf éftfrﬁe r°8'§ﬁﬁp8Pglinﬁtt%F‘9al s
of time. Her ef3iimiation an@eheriteioh bdithd HevelPntn@y) GehidBd g Sk plhcdPB @B@Bhed to
the conditions 15 changi i i . as the target data system

nanging with tine, e. ta ) [
evol ves dfd d8 thaubjesharl the testtegtsim uestionylar sxpmnlenifatds esthmated thaya dewiale or

hanges. 11 narerares i Ena tnd B WELATERARS, K SRR eyl T

because al ar neérkdbquippsenvetcl, thea aaslatibbly HigidfrequidacR [draegBfming@AtIER €t maler eby
a tendency tq ignqore these will result, or because al arns/advices 20 very

rarely wiil U sfighredspate péshige tehiivelruentird apdionadlatiealy seldompocrur anay
from the actuyaly pahHes %ﬁl@&ioﬂ%ﬂg{%&%ﬁ'&?faﬁqg bl RxE&RLd \&1}{? r&er\éﬁflvélgvl\% e

seldomw || occur. By this enbo the 1'nvention these dr acks wll
be avoi ddd agquchey,telp: enteod weakabneesa foetpightietcy wi || be checked and anended,

i f necessary. 25 Advantageously, as stated in claim 10, said comunication
networ k, by neans of which said test suite, nonitoring, alerting,

docunent at i OrA @tdpePRLY, 128 GtafidSh @IBIHY, Yifdand 1 Q%R%iée%rfb??&f&%iﬁ QRGMHL abl e
to said data processing device and/or data network (Target 1 - rget k)
may be a sec (asisere babyeenfdatd fepresenting o oninagairebultsitofientestc and one @andiare
encryption. threshold values and means may be provided for the establishing of an alarm, advice

20  and/or information message.

Hereby it is achieved that in cases where an abnormal condition is observed and
where such an abnormal condition constitutes a certain breach of security and/or reli-
ability, the customer and/or a person/persons specified by the customer may be

25 alerted quickly if not instantaneously, e.g. by e-mail, SMS, FTP, telephone, pager

etc.

As stated in claim 7, said one or more threshold values may be specified by the cus-
tomer, whereby the establishing and/or emitting of possible alarms may be designed
30  to fit the needs and/or preferences of the customer, e.g. the customer may specify a
threshold which lies close to actual values for parameters which are very important

and/or vital to the customer and/or the system/users of the system in question.




30 According to a further enbodi nent as stated in claim11l said
communi cation net work (140), by neans of which said data representing

resul ts mayo ésogwgessed, be

and/or transmtted by/to the custoner nmay be a secure network facilitat

use of authentication and/or encryption.

12 said plurality of test applications m#y conprise 5 tests relating to
security testing, quality testing, telecomrunication security testing,
security information collecting service, security auditing, conmunication

line testing and/or test |aboratory services. Wen as stated in claim13

sai d one or ruekerably,gssiated iadlaima.sareng eumerd thieshold vakues may heispeeifipd

‘dedi cated 10 2AGR PkisBoOIR' o B udtly AP exdflichs! G50ne B hibrd tdefh per-

conprising for each test Irnformationre

ating to a target data sys

relating to tfhemekecsdid data pfocssing devide,andfor ackwanit.ageous nmanner of
rconfiguri gg the selected tests are achieved, facilitating the execution

the test

uites. 15 When as stated in claim14 said test suite file may

conpri se one }?ér_elgsp [tSis lab Rk e RGN tHe GhRsh QA VaflRY 2RE SRR L iaPa!?rrl%IvaceSiﬁ[tfa e

appl i cation,

sal d preparation or preparations conprising |nput action

WD 02/ 0, 9803 7 PCT/ DK111/ (| GGreksamakoaded

i ng

Advant ageously as stated in claim

m and

of

and/ or oper atdoodi$iope mfib rieespecified ogrragliticatkrmss end wheeby dc &, adhievied thaththeved
that tests etc .that c%y ge a user inter.face denandi ng a nunber of manual
& s

operations t FHENEHIA

wogs Wib\be rontidrrahlg gewntags t

e UKEYHEar d et c,

before 20 the test can be executed, may advantageously be prepared for an
automatic execution and be executed simlar to other test software
appl i cat il@n i4s staled deelaing Qi sagd maneallyinisiatedexsewions of enacdrainae1sts xigl refhe or

nore recorde [ ti of a sqf re application,js/are dedicated to a
particul ar t<c';1]Ierr 'gg)nect% Hg{ygtpéigt?’én?c{]?? ﬁ%ﬁ &S@ré’ﬁsg%geq%ﬁgﬁiaﬁ’g}ﬁf nﬁévqr Tt %5 Rea.

Accor di ng to farrhett Wik regasep @gtbrvaRefitimeent ion rel ates to a system as
characterized in f claiml16 for preparing an automatic execution of a test

sof tware application,

for operatin . d.fes i t nd/ or.fo ecifyin
and/ or sel ec%[ %gb zlitﬁ §n£ecthge&é& \rf\@a{tgc\}}gﬁgi}e#eglﬁe t%%l e%&gﬂaﬁ ‘%Pbﬁ‘rd @a&‘g % Qﬁlon
sof t war e 18ppldhaaging widhtdmehepeastheahbet dptdtsysEans olRy ahe 0aRs daddobdyaid WO

02/ US9803 8 PCT/ DKO1/ UU

and/or a co

25

30

amended in consideration of these changes. If not, the alarms/advices may loose their
importance, either because alarms/advices will be established with a larger fre-
quency, whereby a tendency to ignore these will result, or because alarms/advices
very rarely will be established because the threshold values now are so far away from
the actual values that alarm conditions in reality never or very seldom will occur. By
this embodiment of the invention these drawbacks will be avoided as the threshold

values regularly will be checked and amended, if necessary.

Advantageously, as stated in claim 10, said communication network, by means of
which said test suite, monitoring, alerting, documentation and reporting system
server (TSMADARS-server) is connectable to said data processing device and/or
data network (Target 1 — Target k) may be a secure network facilitating use of said

authentication and/or encryption,

According to a further embodiment as stated in claim 11 said communication net-

work (140), by means of which said data representing results may be accessed, be

said test software application conprising input neans

means, of conputer_ input neans such as a keyboard

npBESt SYRIRI ehangeer @bviously.dsaiye pe Al irtpe ithyeshold values need to be



- nmeans for storing 5 - data indicative of operations perfornmed on said

test softwar

e application by neans of said conputer input neans, and -

par amet er w@ad@sedegci fi ed and/ or sel ected by nmeans of sai d gampré®ivdonPUL
means, and 10 - neans for indicating a sequential relation between said

data. Hereby it

sel ecti on of
mouse-click

a graphical button and a sub%equent activation by a
or double-click, an 15 activation of a roll-down-nenu and

is achieved that manually perfornmed operations such as

subsequent sedeutlbaied ahd/antratsmiited by/se the\sattomer oy dedakeure meHbork ifiktagnd

specification in this field of an input by neans of a keyboard etc.
"recorded” an@8ust et authenijraticnpnd{nr caeryRtiemmat i ¢ execution of the sane

~oper at i ons,
nmouse/ cur sor

wher eby an execution of for exanple a nunber of
/ keyboard operations in the graphical user interface of a

may be

sof t war e appl Adedntaggoushnansigtedén pleinh d2 naid plurality odi tasbaglicatiommayr canggisean

‘initial star
security rel

si mpl e manner, and wherein al so software ap

Thus it is

t- ] d. ] i bl t t ts and oth
48 SO et TG B ahRrBLLa
a test suite dech@yihRhBhdbd é&leéﬁﬁ@%ﬂge,ts@ﬁrg?' %ﬁ(ﬁti]l%,séoﬁﬂnﬁrﬂcaﬁioﬁleﬂngtt%ﬁ%r o

ications requiring

conpl ex pr epagtafordest iabomtatyservicehave it running may be inserted. The system
according to this aspect of the invention therefore constitutes an
inmportant feature in relation to the system for providing custoner rel ated

services. Advmeageetasddyin odinSiRtad dnb of Infdrdsdiéeted Wsth AR UdSA

a sequent] al

relation 30 between said data nay conpri se a sequenti al

dlipditedti ng

listing of0 datuifediodaticand wsaeh of o phhigr mergroysfomerasDsTid t3EBE(18 cPOP!ising01

/11006(1 Fur

. . . d ndi Y :
per f or med ontfsagl’%%&ft ee%ilﬁégﬂ%t&%rrgiag%g}t (i}ggsr %rﬁiaga?/styﬁ eﬁlngaél:qgg%wg é‘?&w%g%ﬁ%lg

i nput neans
gr aphi cal us
dat a i ndi cat

neefysadiest; bs adviitpebiid afhdrud cohfiguringf Bk @Bleetel A6 areMhchfeved,
_e{?%ill,nt,erface of .said test software application and possi
[

ons
r

: . bl'y
ifting the srepMtionfithe iesktuitshshi p between said ° 5 graphi cal

user interface and said conmputer input neans. The invention relates to a

nmet hod of nonitoring the traffic of data packets in a data network (800)
accor di nglst o When i3 §19ted omplaimi Idgsaid testndmite filé nagtooniprist!ohé or (1 1iBlds/dach at

| east one of

10 (821, 824,0gECOL

network unit
dat a packets

said network units (814 - 817). conprising access contr ool
Bk pregariing 26 °d8 afe 2PHCRLIGNy ] PEPSBE Ok W PreRpratings
Scol %ﬁ;r%lﬂﬂut 3&15@13%%rt053@1faﬁ%%s Oﬁ%;rfoglggn% 5&5%;}%%%%&@ Pé;eé g@@gz{nég?ft

(8 , sai ata packets res

|ists

ng

destinati on (i8@ghiewaddhatitesteelsttharrenpoise ¢ @asadotedse @R ingldnmabatifinsdni ng at
| east one ref nce..list . (83 reflecting a nunber of data . traffic rul
associ at ed toﬁg ﬁgerg%?ngﬁﬂg% WworR™ ?'gfléyl%%-‘p‘gTﬂo‘éggt GBS ?Wﬁa‘%aéitetﬁth?ﬁg?

"noni t or i20g

25

30

[ Bsscan(tB2kecut&B May AiveiBgsoabl HaghdRkdd 6890 hutolitic execution

and be executed similar to other test software application in the test suite file.

When as stated in claim 15 said one or more recorded preparations of a software ap-

plication is/are dedicated to a particular target system a further preferred embodiment

is obtained.

According to a further aspect the invention relates to a system as characterized in
claim 16 for preparing an automatic execution of a test software application, said test
software application comprising input means for operating said test software applica-
tion and/or for specifying and/or selecting parameters relevant for the execution of

said test software application and wherein said input means may be operated by

es
of



measuring the data traffic in the said nonitoring points (827 - 830}
conparing the said neasured data traffic with the said data traffic rules,
est abl i shiyggo2msygasni ng if the conparing reveal s that neasu®dpRabaodyr af fic
conprises data packets 25 conflicting with the said reference Iist (832).
The at | east one reference list (832) reflecting a nunber of data traffic
rul es associated to the said network unit8(814 - 817) may be established
manual |y by e.g. typing, or the list nmay be established as a commobn

| og-file aut amedriscaf tompeadinpgt adehng vacl uk es kdfboafd wimd/bs aOforfi@en aownsy, K
into one file. WD 0211159803 10 PCT/DKI11 /000(0 The nonitoring points
may e.g. be S¥REIBISEHSYSIER CRUPEYES cal connection to a segment of the
‘network to be nonitored. A warning nay e.g. be an alarmor sinple a
text-indication of the status, which may easily be conceived by a skilled
by a system opeeaisdor sttiren, as stated in claim 20, at |east one reference
“list (832)q conprises data traff.ic rules, copi gfg f?rﬁ)m at, | east_one of the
access control |ists (B%Ha IndirativgoEoparaignserigrped eysaid) teshsofkwarg applichor k
units (814 - 817), a fuddheheARVARLIAIBRISRRMRERRL 1f the 10 invention
has been obtai ned. An advantage of nerging the acceds control lists into a
rule list RLis that all estab |lished Miules or filter functions are
conpared to the actual data traffic aq he. network, thereby_.reducing, the
ri sk of overl ooking no'npqr?ﬂlgﬁﬁaﬁtacfg?céhﬁ Q?q/PE?&g%emH}ea}}% Of pajfl QUPHIEE | aj m
the said destination agggiessant8dd) conprises an | P-address or generally,
addresses related to other types of protocols and when a the said sour ce
addr ess d@nprises an | P-address or an address related to other types of

l's, f r=Yel | f Lhedl [ has b
bbt i ned. " 20 ‘T e BAKRHAPRAE BRIy S Clr ke may thus be

noni tored and controll ed by evaluation of said |IP addresses, destination
and/ or source addresses, of the data_packets. 25 Wen, as stated in claim
22, the sai d Hergby ik is aghieyed dhedr maruplly; periormad operpbipRmsuaines sfle¢tionbofiaen

source and degt | i S va equs e {ment of the
i nvention hasgQr e}g?]élokg‘l?t gﬁ%gg% %(rﬁ’?a?qélr%%‘rb%‘&mﬁé]%%gaat %B@éﬁpicorﬁq%ggeqﬁh@’ &'so
conpri se 1di f fastieatiorcafitbioliadowanmentd afidsibsequdat sddrtion Wf ae inf afl@stivatiohiofn
addresses conbined wt ata content descriptigns of the forbidden data
packet s. W@%iﬂ%ékﬁ&@f@@%ﬁ‘%@ 5,11"1@11 @?W‘lé‘?ﬂm ¥ 1a¢ans OF ajkeyboasd m 23,
at | east one g 4 &j ’ i & = IS

control lists {82%5?bgzzé,é()ﬂgg%,v%d;%@d%@?%?eﬁgfoégtﬁgagopg? %‘e% es‘?@i‘gﬁ%ﬁa ed

to the networdpetations, (8hdrebyg81a) -exeontiomstafncéor- eramppleses anbmbewalolf
and/ or a network ;out gﬁ? nd/.or a.nhetwo a.furt her. adyant ageous

k bridge,
embodi ment  of “PHE THY y?’(??irdhoa?seraﬁ]é’gﬁ Hb%‘?ﬁ#é’b‘%ﬁ&“ﬁ’fﬂ?@%qe i & #RP- of
t he aboveoki ntibs nayfbepeMaimed iﬁraﬁtah{dﬁgatféiﬁ&rﬁéfllmonkdnHﬂﬁapitaﬂ-ﬁlgtc%ﬁﬁﬁ@g.

agai nst unwanted data traffic. Thus, a firewal |l often represents t

com ection of a web-server to external users.
Thus it is possible to prepare tests and other security reléted software applications for
an automatic execution involving a test suite file wherein the selected tests are listed
in a relatively simple manner, and wherein also software applications requiring a
25  more complex preparation in order to have it running may be inserted. The system
according to this aspect of the invention therefore constitutes an important feature in

relation to the system for providing customer related services.

Advantageously, as stated in claim 17, said means for indicating a sequential relation
30  between said data may comprise a sequential listing of data stored by said storing

means.



10 When, as stated in claim24, the said nonitoring points are established
in preferably all identified segnent of the network (800) , a further
advant agewugso2anspgadi nent of the invention has been obtai nedecbkdWRbeo as
stated in claim25, the said reference list (832) is established for the
purpose of simulating the data traffic in the network if at |east one of
the access control lists (821, 824, 825, %26) of the network units (814 -
817) are changed, a further advantageous enbodi nent of the invention has
been obt ai ned‘%ﬂ'@l@r Fhatedhineglainp b8 sad dete Sndicativera vherdtiarfs penformed b gait! hest

traffic of d cket.s .in.a data network 00) according to claim 26

conpri si ng a%%%%r %g)ﬁlg%éof\/\liyr ’%e?ﬂ?i (fr}gsa‘tlzgcl%lﬁ@f)l%lp'%tm?a@éé]fa%'o‘fpén@fseég}adm'

‘net wor k uni t sliéabivé of a84f&)encOMRAIG O pRGBRE] RN INt&HFack bFEHid (&2 dofrRad an825.

826) defi ni n%l,data traffi¢c rules associated to the network units (814 817),
t

25 the data tSREGapd ppssidly slate indicabive of ongimensiegaloeeiatiopsluR dieew¢edo)d sai d
‘dat a packets 'glﬁljrc ML IS Al : i nation (802) and at | east
one source a(%giressalFgegg@,éﬂfazdgggg?i&gﬁlgﬁ%hg?ﬂﬁ’élgg}seg S(')ggi ng file in a database
(819) reflecting | og-nessages estab30 fished in at | east one network unit
(814 - 817) cIcHrpari n the said | og rressa%es, to pre-established,

| og- patterns, elW@“g??‘?@%@@amit opeirmonitpring the tiaffiq ddataspasksets imi defaa

warni ng if pr i : r At e-es | i shed
pat terns. ar o a0 3RREaRRt0 BhRT 1 9ol BEliAL b IR of fy B Ty (1Y

| og- messages 8477k abkastint shiedd hytwdik feitsa(314 n 61 Twokrisiigtadedsd ddntrol3ik#) of t he
net wor k, f v.a eqQus enbodi nent of the invention has been

obt ai ned ! 8%?5@3 ??f*%e?#qﬁsﬁws fafa t@fgg&le% asseeiapeq o the neiorleunito(81¢ 606)
according togghpi m28 10 conprising neans for selecting an application,

sai d application being operated by neans of a graphical user interface
(605) on data processing neans (602) and at | east one associ ated input

devi 603, 460 f i spl ayi ng. (601) t hi cal
tertace. (600 dikg SRTEER IR daff neioik S fire el eckes B01R i dasmmsciasans for
est abl i shi ng (801)lcenptisiap et MhdtoHa HesdtiRtién eb@z% &R £ 36dsPbne SPkaddless gérg)@% ¢t

virtual input device script (303) defining the sequential operati
| east oné5input device (603, 604) According to the invention a user nay

establish a vt i Vige SCr.i efl.ecting a.hu realti
operation of %gtaélgﬁ% 53“%%2& tgtp(g\ irggefelngﬁils%é lng‘ég'lgi e\‘}g?gﬂépagﬁ’ Iigﬁﬁut
devi ce scri passoaiatddrie theaaidapplvokduiig14 - Bach-runni ng of the sel ected

application, i.e. a chosen software application. The software application
may then, so to speak, be operated on a batch basis by virtual input

devi ces. AccesbliRidet ht}ﬁb&rﬁ'fe‘mcinﬁﬂringpgﬂse *&817”-”@0? %I‘ ﬁ)% as%ﬁd?%&%(pog,

application may be estab30 |ished on nost “every
appl i cat2&n whi ch may be operated on a conputer by neans of e.g. a nouse

and a keyboa{ndeasuring the data traffic in the said monitoring points (827 - 830)

comparing the said measured data traffic with the said data traffic rules, establishing
a warning if the comparing reveals that measured data traffic comprises data packets

25  conlflicting with the said reference list (832).

The at least one reference list (832) reflecting a number of data traffic rules associ-
ated to the said network unit (814 - 817) may be established manually by e.g. typing,

or the list may be established as a common log-file automatically reading all the rules
30  of units of the network into one file.



WO 02/ 0A803 13 PCT/ D KO1 /000l >0 Hence, software applications may run
according to sonmewhat primtive virtual input device script in a batch node
even if tia eafsbssar e applications contains suitable API. (FAHybkép@bécati on
Programm ng Interface). Further advantageous options within the scope of
the invention is that the virtual in put device script may function as a
user input device log, describing the opetati on of the conputer on a
macro-|l evel. Hence, the log-file nmay be used for tracking faults in the
recor ded manudhe opeitatingpoifid nedy d.fébewsiablished by afphysitsl coppdtioatd 8Begnnt i t

may even track.if user erformundesired operations of certain software
appl i cati ons BﬁtéﬁnFWOFIEH’pQ%‘F‘PWé‘PIEd-appI i cations contains no log-facilities
'what soever. \Wen, as stated in claim?29, neans for executing the said
virtual input device script 15 (303) in such a way the said virtual input
devi ce scri pt A(B0BNgmeayd.g.Pei an darmesreimpleartexttintdicetimaoftths efagss] which may
‘applicatiopn via.the said graphi.cal..user jnterface (605) associated to the -
sai d sel ec edeagﬁisngE%‘%‘iebVﬁ,%bé( q‘%‘ﬂﬁ?ﬁqeqyaaﬁ@km%éga"s enbodi ment of the

i nvention has been obtained. 20 Mdreover, the invention relates to a nethod
of establishing a virtual APl editor (702) according to claim30 conprising
reverse engi n&&enn@g stated ircajnefl, eblgastone eferehesclist 4830 fcowprieesalafl traffic i on, 25

identifying a ipput fields in t c f sof t war e
| dent 14119 2 hgleqdlor 51 XA bP L e el ik D997 s LIS sofivere
cor r espondi ngatedtd the ssidInewastk unftPB141-8a¥ 9 fudkeri 05 81thdddds BabadiR¥n GRS Of
at | east one conputer input device (603, 604) into the reverse engi neered
program cHe inventiw hagbgen ehtaimed.el evant fields via the said gr aphi cal user
interface (701), WO 02/ 059803 PCT/DKII1/11 160 14 conpiling the
est abl i shed program code conprising the inserted data into one in

An advantage of merging the access control lists into a rule list RL is that all estab-

lished rules or filter functions are compared to the actual data traffic of the network

)

thereby reducing the risk of overlooking non-intended data traffic.

15
When, as stated in claim the said destination address (802) comprises an IP-address
or generally, addresses related to other types of protocols and where the said source
address comprises an [P-address or an address related to other types of protocols, a
further advantageous embodiment of the invention has been obtained.

20

Data packet traffic of traditional data networks may thus be monitored and controlled
by evaluation of said IP addresses, destination and/or source addresses, of the data

packets.

25  When, as stated in claim 22, the said traffic rules comprises different combinations of
forbidden source and destination addresses, a further advantageous embodiment of

the invention has been obtained.

Preferably, the data traffic rules may also comprise different combinations of forbid-
30 den source and destination addresses combined with data content descriptions of the

forbidden data packets.



stances of an executable application of the selected application. 5 The
Figures The invention will be described in further detail with reference to
t he draw Wgs02/059800hi ch fig. 1 shows a general overvi ew of rCIBYRE1E@RFOr
provi di ng customer requested 10 services in accordance with a preferred
enbodi nrent of the invention, fig. 2 illuzirat es a nunber of customer test
suite configuration files and their content, fig.3-fig. 7 illustrates

di fferent as%lcts of a Virtual APl according to one preferred enbodi nent of
the inventi on"hes ag sigtedgniclaim 2B, aitleast enseoidhesaid nefvosk unita (8é4 - BEhxpor Agent

on a data ne r.di whed t . ' ntion, Detailed
description ?‘0{3@{;{% @?%Wgﬂ?g;%& e(%ﬁ]gg? ’pr0\’/?gflg)ndge(ﬁ]l;}lsl{é}f:‘a Fe{e@%@g%‘%lgs %SQ?Q}F%%S i's
‘i Il ust Irat ed itotle m\henmhiitsz@ld%/- 8’(11(91701gﬁ)r.ins'ﬁ&ﬁ:esweh@msesvﬂh%hrailEand'i/ﬂr&h@twfoﬂf m of
an application servjce provider (ASP) system conprises a test suite,

noni tori ng, APYEE i“ldé‘,’r etREnbriiee iuEher adaalagely esipodinant PEbRDIRS ion
‘gener al | ySdeshiaQBé’&F&téiﬁéd. This system e.g. ASP-system 25 which operates
continuously, 1.e. 24 hours a day seven days a week, conprises a server or
a nunber of server s generally named TSMADARS- server neans and generally

desi ted 10 Furt ..t hy ARS-, i ) b f
RIS A TIEAIL I e A N RN N T S
SUper Vi SOT Y bR RLGARRL 1B Pl ific MG FAI NP fer BBl G @S- e

following may be re 30 ferred to as sinply test software applications or
tests, althodigh aflaevebesarvarte estppial wsatsi ons concerned may have a scope
differi ng fromtest software applications or have a w der scope than test
sof tware gppl ications as such taken in a literal sense. WO 02/ 059803 15

PCT/ D KO 1 NOR&, Qs Jlardsy $la@i2l Othe B4i@ W AHitBEIng! pBintd 26 &IMIRHe SR PILEEDI
according to an _enbodi ment of the invention wll be in the form of ay

supervi sory @drdemified sagmentof theqrereorki(800)s pduaher eduamageous embedimentoifv ed
tests are ge@ﬁéﬁl&é%}o‘i’ﬁﬂs%@%@ﬂaiﬁgg and are for reasons of sinplicity, which
ater, '

shal | be explaine grouped”in a nunber of groups 103a -103h in fig.
1. The TSMADARS-server neans is able to facilitate a nunmber of different

servi ces, , . . .
15 When, as stated in claim 25, the said reference list (832) is established for the pur-

pose of simulating the data traffic in the network if at least one of the access control
lists (821, 824, 825, 826) of the network units (814 - 817) are changed, a further ad-

vantageous embodiment of the invention has been obtained.

20  The invention relates to a method of monitoring the traffic of data packets in a data
network (800) according to claim 26 comprising a number of network units (814 -
817), at least one of said network units (814 - 817) comprising access control lists
(821, 824, 825, 826) defining data traffic rules associated to the network units (814 -
817),

25
the data traffic of the said network comprising data packets (801), said data packets

(801) comprising at least one destination (802) and at least one source address (803),

establishing at least logging file in a database (819) reflecting log-messages estab-
30 lished in at least one network unit (814 - 817)

comparing the said log messages to pre-established log-patterns,



10 e.g. categories of tests in order to fulfill requirenments of a user or
custoner requesting a particular service or services 110 - 119, e.g.

cat egori eyvood2/dsesas. Such tests nmay as illustrated be secuwdbké@mbé ( SEC
110, quality tests (QA 11 |, telecomrunication security tests (TELE) 112,
tests for security risk information (intelligent information collecting
service) (SECINFO 113, security audits (JQUDIT) 118, communication 15 line
tests (COW 119, although other categories of test nay be utilized, e.g.
test | aboratory (LAB) etc. Sonme of the test software applications |03 may
be utilized in connection with two or nore services, e.g. a particular test
may be groupedtabHsBE B Wareing ifiprgestahlished patternporyariationnef the prerasiablishegr ouped
‘in groups 10 : h. The test software applications may operate
on the basi sgﬂo% egr%xs)d?%l flteﬂgigérgit principles. Sone tests may be perfornmed as
purely external test nethods, e.g. tests, wherein an influence, an attack,

‘a scanni ng, equest, a, denman an external |oggin tc.. is.di 25 rected
R N e RNt RN G B T A
operate at | epglksRafs {814 -"B7§6f b Retwdid %tﬁuﬂg‘%%ﬁfgntg%eoﬂl Eltnﬁgaim%ntgof gpere an

internal logging is performed, where an a ta packet, request,
command et c. Inventiomhasibeert efainedi de t he target network or systemin order
to check the internal conditions of the target network or system e.g.
whet her internal ports are unintentionally open for 30 certain data

packets, whetMiBfeoRbr, kY @aRlonttREK (8 Vittuat AH 3URRABDE FacRbRi dth
whet her certai netypes of datozlal packets may enter %ﬂé(?t a)lsan p%h@gég}%%g t ar get

syst em unint IompsdEg y etc. WO 02/0598(13 16 PCT/DKU 1 /01100 The
catal ogue of tests is designed to conprise both such types of tests and
tests oper sting on both principles sinultaneously. The systemfor

provi di ng useaneamequesiatinganuppleatiagcording to the invention is thus also
designed to facjlitate such types of 5 testing in order to provide optinal
testing, monieHtRRkicatigrbengep@rted by mepns of asgraplicdl wsen isterfoee (68P) exxdatpl e of

a listing of Lot [ elation to
the services p;rr&g%s@géﬁ %&gls g@?\?\ﬁh@%t I%te&feg%sf%gét%ﬁgjggflgvggelgﬁi 6{%)5 02/ 059803
15
means for displaying (601) the graphical user interface (605) of a selected applica-
tion in a display area (601)

means for establishing at least one virtual input device script (303),
20  said virtual input device script (303) defining the sequential operation of at least one
input device (603, 604)

According to the invention a user may establish a virtual input device script reflect-

ing a human realtime operation of a selected application. Such established virtual
25  input device script may then be applied for a batch-running of the selected applica-

tion, i.e. a chosen software application. The software application may then, so to

speak, be operated on a batch basis by virtual input devices.

According to the invention, a batch running of a software application may be estab-
30 lished on almost every thinkable software application which may be operated on a

computer by means of e.g. a mouse and a keyboard.



17 PCT/ D KO1 /00(13 1 SERVI CEDESCRI PTI ONTESTSSECSecurity testslnventory
scanM bBrowsi ngPort scanVul narability testD. o. S.

t est sSBr ut QfpéG@bgodt r usi onUBA - user behavi our agent (LOG fpdepkMBRoco user
behavi our agent (Protocol)QAQuality testsPingTraceRouti ngGET

request sConnection testStress | oad testBroken |inksBottl enecks (network
traffic anal yzer) TELETel e security test s\edr

di al i ngBr ut eForce/ i ntrusi onUBA-user behavi our agent (LOG

files)AUDI TSelderdet sofowmie tipplicdiionpsy mayr mnEcbdilinguo soamewhat@nimitive virtual input

| i neAccessi bi|itytestsLABTest | aboratoryTest . ) )

envi r onnent Eo‘ﬁfe/&tyq SHERE AsPefs FYGa Rk th ﬁ?@\f/ﬂﬁ@%@&l&w%@a Jugiabledy’L
-servi ceRepor t e f o j riptions of these tests

suppl enent ed thAgﬁgia\?vmggo rfugls] véﬁfter%géfgi ven in the foll ow ng: WO

02/ 059803 18 SEC. Inventory scan: PCT/D KI'I t /1100f 11 Mapping of active

-networ k unj t ich responds to Pi | GVP) r uests or _which, can, be
denti 11 o byP ke ehuriadEu crtone Piloke Soork e B e Ra kAL P TS CRSE vy . 2
i s HELENA V5 NE4ieSRE \é@ﬂi%t 3 3hincthdntBa QM6 Afut\RIRGEHE Absdribiy HBbH R FAse
Browsi ng) Requests on the configurations of network units Vvia active SNW
10 (Si npl e Nethasempiignagemeasro-Rivek ocol ) agents. (Exanpl e: SysUpTine = 0
days, 3 mn, 45 sec) Portscan Search of active TCP (Transm ssion Control
Protocol) and UDP (user datagram protocol) ports of network units. 15

(Exanpl e: TCPRIp®e! th8Qog-FildWinh{P be Lised- folfi UNERY faalkERSthe FeRofde@ manh&lopetation
Vul narabi|i test Systematic search of possible weaknesses in the operative

systens of0 neefiibe kelegipd sofbyarpappiication, @b iphaskeveh dusek iffusers agrfoinmfiadasted onal
dat ab . 20 | @ hine 212,130, xy. 7z has 1 hiagh risk,.. 3 i
rshe and 1 1 SRR of el Rofart hguiealoetn W Jofltd obdfrion dPaEl™

Systematic sems kig-fatilifes shkevenot in service" weaknesses in the opera tive
systens of network units by nmeans of conplex algorithnms and in25
formati onal databases. (Exanple: Mchine 212.130.xy.z has 0 high risk, 1

medi um ri sk affhed, dsQWtéd Kl 7L HARhd fob Efliting the said virtual input device script
15 (303) in such a way the said virtual input device script (303) results in an execution

of the said selected application via the said graphical user interface (605) associated
to the said selected application, a further advantageous embodiment of the invention

has been obtained.

20 Moreover, the invention relates to a method of establishing a virtual API editor (702)

according to claim 30 comprising
reverse engineering the program code of a selected software application,
25 identifying a number of relevant input fields in the code of the software application,

providing a graphical user interface (701) having input fields corresponding to the

relevant input fields,

30  inserting data by means of at least one computer input device (603, 604) into the re-
verse engineered program code in the identified relevant fields via the said graphical

user interface (701),



BruteForce/intrusion Systematic (initially with dictionary/dictionaries,
then by neans of 30 conbinations) attenpts of |ogins through active ports
of net wor iy oléy/dseso3( Exanpl e: Port 23, WBMNET, is open on p@ebikéoooco
212.130.xy.z: Try user OL and all conbinations of passwords fromaaa to
z227). WO 0210598113 19 PCT/D KOL/ 1111 (160 UBA - user behavi our agent (LOG
files) Systematic, correlational search 1%r abnormal behaviour in log files

of network units. (Exanples will be given later in the following) 5 UBA -
user behavi our agent (Protocol) Real -ti me search of traffic on network for
abnormal user pat. tern/patterns. (Exanples w|l be given later in the

fol | owi ng) 1(970@312111113 tt%ﬁté‘%ltshﬁ‘ép@gl%%%@ﬁ%mﬂﬁlﬁﬁé ¢ erkrsk dpdy IRIogTietiB- by neans
-of Ping (I I tes=32, average tine
> 15 | QOms) 'F% ace oute%ﬁc%Pﬁéﬁﬁaﬁégrp%ﬂtg%g%%%%s thléerlrtrla@f or netvvork units by
means of P| ng (1CWP) and anal ysis of route for data packets through
-networks. (Exanple: Traces route to machi ne 212. 130. xy. z through xx-router,
yy20 fi re\ﬁlall zz-gateway etc) GET requests Collecting of response tines
for services g @@ﬁrk units by active ports. (Exanple: GET

http://ww. abcc?e dk/index. htm = 644 nms). 25 Connection test Collecting
and anal ysi s Tk iseentionewilbolfe descuibedkinufuither detaibatithveefqpendedo tifechamigs, oSWWANET
212. 130. xy. zngves "Wl come to AAA server v6.5.4 ESTMP). Stress | oad test

30 Exerting | ¥ on services of network units with an increasi ng nunber of
virtual usergigsiinul t andaus hyseldthl dvelhéw oY & kferh Foropt8vidandediorRe reguafies -
10 services in accordance with a preferred embodiment of the invention,
fig.2  illustrates a number of customer test suite configuration files and their
content,

fig.3-fig. 7 illustrates different aspects of a Virtual API according to one preferred
embodiment of the invention.
15 fig. 8 illustrates the operation of a User Behavior Agent on a data network

according to one embodiment of the invention.

Detailed description
20
In fig 1 a system for providing user requested services is illustrated in a schemati-
cally manner. The system, which is in the form of an application service provider
(ASP) system, comprises a test suite, monitoring, alerting, documentation and report-
ing system (TSMADARS) generally designated 101, This system, e.g. ASP-system,
25  which operates continuously, i.e. 24 hours a day seven days a week, comprises a
server or a number of servers generally named TSMADARS-server means and gen-
erally designated 102. Further, the TSMADARS-server means comprises a number
of different test software applications, monitoring software applications, supervisory
software applications etc. which software applications in the following may be re-
30 ferred to as simply test software applications or tests, although the software applica-
tions concerned may have a scope differing from test software applications or have a

wider scope than test software applications as such taken in a literal sense.



WO (12/11S9803 PCT/ DKO1/1100(11 20 (Exanple: Wb system M5 I1S 5.0 crashed
at 5444 virtual users at the sane tinme; X hereof perforned this and YY

her eof pewlgannisezt hat etc.). Broken links 5 Search of welp@ysk&oodo
network unit for references not active. (Exanple:

http://ww. abcdef ~. dl Ji ndex. ht M has 1 brégken reference, i.e.

http://w-~v. abcdefg dk/pricelist.htm). ttl enecks (network traffic

anal xzer) Measurenents of performance through network for "bottl enecks" and
10 causal analysis hereof. (Exanple: Congestion at router 212.130.xy.z: TCP
peak=5000 bi at 4:15 P ITB.tIC search o

Dot ve. nunber e o BERE PTG TS RaTo R orb PSR O ChhBEP R BBt e

-det ection (aRgy&kibRGvillonel ihs fﬁﬁﬁ%ﬁﬁtsug@ﬁ%ﬂﬂl Bontlod 3ha hS SlsitRn &lsteaPO
Baud). D.o.S. éDenl al of Service test 20 Systematic search of possible "not

in service" Bekh¥kses in the operative systems of PBX by means of conpl ex
-al gorith and i nformati onal databases. (Exanple: simlar to exanple for
D.o.S test fox SEC). BruteForce/intrusion 25 Systematic, conbi national

| ogi n at t enptThet ivSlved &6 al‘ée%dﬂbkﬁb?rdémgﬁat&&l@ﬁ -Eﬁh%%"@cﬁeleﬁ%ﬂnﬁ il ﬁﬁ’t‘?t ral):
(Exanple: sim/lar to exanl) Brute

orce/intrusion for %IBN - user
behavi our wenthigh ghalithe axplaimydeterarquped i vymber of ggoupis|163a ﬁﬂO figod.
abnormal behaviour. 30 (Exanples will be given later in the foll ow ng)
AUDI T: WO 02/0S1803 PCT/DKI1 1/ 0003 | 21 Auditor ogr am Schedul i ng of

execution of TecISMADARS-satvat hiejnsaly diblesto faciititMa mMeeins if iffererdt hgedsNg
measur errent s and anal.ysis of ,on-tune and bandw dth on communi cation | | nes
SECI NFO 18casrs ﬁ@tegorles of tests in order to fulfill requirements of a user or customer request-
ing a particular service or services 110 - 119, e.g. categories of tests. Such tests may
as illustrated be security tests (SEC) 110, quality tests (QA) 111, telecommunication-
security tests (TELE) 112, tests for security risk information (intelligent information
collecting service) (SECINFO) 113, security audits (AUDIT) 118, communication
15  line tests (COMM) 119, although other categories of test may be utilized, e.g. test

laboratory (LAB) etc.

Some of the test software applications 103 may be utilized in connection with two or
more services, e.g. a particular test may be grouped in both group 103a and 103g,

20 while another may be grouped in groups 103b, 103c and 103h.

The test software applications may operate on the basis of two different principles.
Some tests may be performed as purely external test methods, e.g. tests, wherein an
influence, an attack, a scanning, a request, a demand, an external logging etc. is di-
25  rected toward the target network or system, while others may be arranged to operate
at least partly inside the target network or system, e.g. where an internal logging is
performed, where an allowable data packet, request, command etc. is communicated
inside the target network or system in order to check the internal conditions of the
target network or system, e.g. whether internal ports are unintentionally open for
30 certain data packets, whether an internal blocking of certain ports are possible,

whether certain types of data packets may enter certain parts of the target system

unintentionally etc.



10 Surveying of newy discovered vul nerabilities/weaknesses on particul ar
network units and PBX es. (Exanple: 190l 01: ABCD M X Dos vulnerability on
versi ons Wd édsédz12. 2. 3. See www. abcdef.con) Reports 15 Gal¥/gribi/dageoof
techni cal security and quality infornlation concerning "best buy”
(comparisons) concerning network units and PBX es with ongoi ng sun~eyi ng
with regard to rel evant updatings. (Exampfe: An updated buyers guide). 20
Al erts Surveying of newy discovered hacker tools, malicious code etc
(Exanpl e: An updat ed database). LAB: 25 Test environment Access to test

| aborat ozy with possibility of testing software on a | arge sel ection of

har dwar e pl atkh§catalogue,od tgstsds designed ioxcomprisedipth sich types abtesty and iestseaner-

‘envi r onnent C k¥ ir , in

whi oh_the. 30 g PEbgrSTRIRTRARIEIIRNS, ThlgRRrich pidnF NG HORERRL L L oy
school ( E-| eaenvigeghcourtingtid drrigvennidn éschnd gisd designed tH@clRABIsBENFpes of

‘PCT/ DKO1/ 6U 22 (Exanple: 3 day FFcker Quarding course as distance

educat i on i ndfstingdmgelep lé")‘(’é}déiOQé@?.te#H’& PRI WP FlenEgHEIC XSS as
shown connectiggdelso preferably secure story age neans 121 for storing data
relating to the custoners, e.g. services requested, test suites, test
results, persons and/or addresses, to whom or which advi ces shoul d be
directed, rulgs (e.q. thresholds) relatin 0 .al arns/ advi ces. etc. Further,
central cont rt Y %Ot t“%%f%PgﬂﬂfhWﬁﬁﬁglhﬁt%%ﬁ?&ﬁﬁ“%?@gﬁ?ﬁéd@%gUﬁtion of
the test sui ttRssertioes Hlo0ided s showngs theWildwmgailet est results etc. 10 Means
for analyzing test results and identifying, initiating and/or suggesting
anendnmentl® to the test suites in or der to achieve inprovenents in the test
suites may optionally be provided in the formof a test suite optim zer
(TSO) 123, which shall be described |later. 15 The t TSMADARS server mneans
102 is connected to a conmuni cation network 140, pr efer ably a secur a
network, e.g. a network on which an encrypted and aut henti cated

communi cation is facilitated, for exanple by neans of SSL (Secure Socket
Layer) or VPN (Virtual Private Network), which network may be in the form
of an optionally 20 secure gl obal network such as the Internet, in the form
of radio linked transm ssion networks, PSTN, GSM UTMS etc., in the form
wired transm ssion neans and/or in the formof |eased |ines etc. O course,
the connection 140 to/fiomthe TSMADARS server nmeans |02 may conprise

conbi nati ons of such conmuni cati on neans and t he TSMADARS server neans 102
may be connected by neans of two or nore commu25 nication networks in
parallel. Users or customers (User 1 - User n) are generally designated
150, and the data processing networks, equi pnent, systens etc, which may be
noni tored, tested, audited etc. by the systemaccording to the invention,
are generally designated 160. 30 A potential user 150, e.g. User rn, who
has a need to perform sone sort of testing of a data processing system 160
(e.g. Target k), can submt a request to the provider of




WO 02/ 0S) R(13 23 PCT/ DKO1/00111>11 the services, for exanple via the

transm ssi on network 140,
Wreoasbsst i al

request,

to the TSMADARS server
user can specify the kind of servi gemeRembed,

inear.~ 102. In the

e.g.

a security service 110, and other specifications relating to said services,

e.g. frequenc

Y,

t hr eshol ds,

e.g.

values relating to the emtting of alarnis

and/or 5 tine of initiations. The providéﬁ of the TSMADARS service w ||
then be able to suggest a suite of tests selected anong the avail able tests
130, which tests will give the requested service/services. An operator
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norf .

controlled
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$uites to be operated on nore t

oIEY be—agreed—upon—The—testsuite
Foh igured in the formof a cus 25
ITRUSROMRE and said data processing
han
GHETaeauester test suite file
g FX may of course be nmgde. 30
g oﬁéfggﬁticular custoner and a
St ladaekti n fig. 2. Herein, g4 test
gS 81}3 24 PCT/D KO 1 /000611 |t ourer
epfinksst suite files 201, 202,

Bottlenecks (network traffic analyzer)

TELE

Tele security tests

War dialing
BruteForce/intrusion

UBA-user behaviour agent (LOG files)

AUDIT

Security audits

Auditprogram

COMM

Conmmunication line

tests

Accessibility

LAB

Test laboratory

Test environment

Education

SECINFO

Intelligent information

collecting service

Scanning
Reports
Alerts

etc.

Brief descriptions of these tests supplemented with a few examples will be given in

the following

.
.



210 relating to Custoner 1- Customer n. The test suite files ar a all laid
out in the sanme manner as illustrated for file 210, 5 which essentially
cont ai ns @ éx3xshgpg of operations 211 - 219 to be perfor mredpdaypkir@odsnst em
according to the invention. The file 210 may further conprise a nunber of
fields or colums 221 -225, containing different forns of commands and/ or
informa tion. 10 Apart from a heading i déhtifying the customer and/or the
data processing system (target) to be nonitored, tested, audited etc. the
first part of the f le 210 contains a list of operations concerning
particular test, nonitoring, auditing etc. software applications. Each of
these contains a command field 221, e.g. "Perfornf, a field 222 identi

‘Eyi ng t he sof re application, e.g. "BBscan.exe", a field 223 identifying
the tine, 15 e software application shall be run for the first tine, e.g.
"11 January Z20Ghtay s@h:00", a field 224 indicating the frequency, with

whi ch the_software application shall be repeated, e.g. "Ever k" and a
field 225% dent i fyi ng%flmi’“ﬁ%? 1ve getyorkyn dwﬁwggew%%@ lpﬁécmg)ﬁﬁfyi ng
the data processing sypb@tbARHACaRBE MRhkGed B mBXRBY 6y HRsAGLLRSS

“abc.def.g.h" or an address related to other ‘types of protocols. 0 After
the 1isting concer ni ndExéreplsoMavkine 2 thpl0.xyaz isdhELBNAt MiS NB4 srtvedSPBst suite

the file 210 2 téai ns nunber t?fnfc?on angds 9 relating to the processing
of the resul m&%@ﬁeﬁ% SR pl i cations, e.g. _

col l ecting the resul t Reqatsté o theldogfigiRdtitns Df nbiMEak uhls viachiRsNpPsul t files
of the custonmer in question etc. 25 The test suite files 201 - 210 stor ed

on the stlfring neans 18mpie Netwerkddgnagerdent Protaeoldhgants.t he TSMADARS, e. g.
controlled by the cent ngJs. reans, {CC), 122, .as .the contr of system
wi || cause a sequenti éﬁ%%@%mé%%}pﬁ?@ C&‘ﬁ'?’@e@ﬁ’ fj'gffaci dentify software

appl i cations Pofis&la at the given point of tine nust be perforned, cause such
30 software applications to be executed and cause subsequent operations
such as stor ing, analSf2ich@iaetiveckeP (lrangmissiompptrol reraedapddfDP kuser esul t

dat abase/ dat abases to fg pﬂgﬁ{t%@b orts ¥ A6/t pRgl13 25 PCT/ D K01 /f100Cr 0
The test results nmay preferably vi FoSecure transm ssion means as descri bed
above be Iransnitted t(BExthplecTEP porR0ankityi.caooesaerttekauntirddeehet)e. g. in

t he form of & i-lsi' FTP, etc. and/or the test results may be readily
r—‘lﬁ%@b—h@’—'ﬁﬁ

avai lable fo d/ or 5 downl oading via a preferably secure

conmmuni cati on network mafic Yearb 6 JoRdible RHdakRE s& imﬁébée‘?atiﬁ%g%tgﬁﬁ of SPeci al
nmessages in the form of alarm nmessades, information nessages vice
messages, al ert nessagebvakanitsrhy nsensf aficasptiedgorshsiviand adomemtiohal datsst omer
(or 10 persons/ addresses/tel ephone nunbers specified by the custoner), when
certain refer ence valld&& and/or linits, e. g. maxi mum and/ or m ni nrum

val ues, @i ch val ues i(Hxﬁrﬁ?lefMabl@i% P2 80565 had 1 hidh risRf Bhle8fint @sk@%nd 1

t hreshol ds or tlueshol d val ues, have been reached and/ or exceeded. These
threshol d val ues may Bewiskyvubiseabilitieed and/or may origin fromthe initial
test runs perf gkr n%]%?SE$§°éFEf§E suite has been configured. 15 The alarm
nmessages etc.‘rfwn%'e user specified addresses, e.g. e-nail
addresses, nobil e tel Sysematioyedrelr of issibledndt infservids SaGRAes8®Yin B opera-
transmtted to

tive systems of network units by means of complex algorithms and in-
25 formational databases.

(Example: Machine 212.130.xy.z has 0 high risk, 1 medium risk and 1

low risk vulnerabilities)

BruteForce/intrusion

Systematic (initially with dictionary/dictionaries, then by means of
30 combinations) attempts of logins through active ports of network units.
(Example: Port 23, WWWNET, is open on machine 212.130.xy.z: Try

user OL and all combinations of passwords from aaa to zzz).



nore than one person/address, possibly in a hierarchical system The above

described nmanually initiated test runs may be repeated with regular inter20
val s in agrieenspdozwi th the customer in order to detect and@prRyiddobat € t he

need to nodify the test suite. Accordingly, the test suite nmay be nodified

on the basis of such reference tests and/or on the basis of an anal ysis of

the target system Simlarly, such referéﬁce test results may lead to

nodi fications of reference values serving to cause forwardi ng of

al arm i nf or madH sesbelgvour 25enSd @ dilesh ori ng of reference test results as

wel | as reference valyes, e.g. threshqld val.ues, serying.to.define a basis
for forwarding of al aﬁﬁemaggn(ﬁﬂe PB%\FF@&‘?Q‘?Y@%PO‘M\{’E L g, logyftles of
-control | ed by the centjephokQmitsol means |22. Further, the central control
means 122 may serve to _control the preferably secure transm ssion of such
messages 30 on the badFxawpleswsll bargiven ltertie thesfolowinggpeci fied riles, which
‘may al so ge or ed rfagroabzlie' it secure manner, on the storage neans
121. As specittee fre—secute transn ssion may be in the formof an
encrypted and aut hent i geal-githeGRAraN Of traffidEn A twE18 ¥dBabtBriRf LsEAL O(1 UGO
cation, for exanple by neans of SSL (Secure Socket Layer) or VPN (Virtual
Private Network) or sitein/patterns. cust omer or user 150 mmy in a secur a manner
as descri bed above ac . l. th ervice provider (e.g.
t he application servi ggﬁgl}l%@?%ﬁgg%&fﬁFai&dﬁ%%%"@@i te hosted by the
application service provider, as the customer has been provided with a
user nane .and password. The access may preferably be established using
crypt ogréghy @%d aut hentication {e.g. using digital signature), e.g. using
a Secure Sockgt, Layer (SSL) protocol or Virtual Private Network (VPN) via
t he Internetngor the like. Simlarly, information transmtted fromthe
servi ce provider, testCadkttngoirespmsentibs fos newsuwk untabamesmrgPing ed fi om
the target to the serv'ké;e rovider may be transmtted using techniques to
assure the security, d ]&[ usi ng cryptography. In addition to being able to
access test results Vi@xamBRMREPLAAAGA 2MEIYOLY 2 B @s=3tzb§ve}%ge'tﬁ£§£net or
simlar neans, the custoners/usérs may be able’ to Ynspect the test

suite/ suilfes in accorddmse with the agreenent with the service provider and

possi bly be ar%&l{togtiﬁgange certain paraneters in the test suite/suites, for

exanpl e the of tests, threshold val ues, host addresses, telephone

nunbers, in case theseCdlR¢EnpERRsfORSGRES fop hetwol ulikeby Msinso¥Pimar e
applications 103 used for groviding t he requested services nay be standard

test software appli cat(feMS) andipnglysisdapue fgr dasa/packpls dhrough neiwerks.

applications, which ev.el f.or e L,n,rehkation tg a particular

dat a processing systgﬁﬁggn)@? %ﬁﬁg%\?@gﬁg tgrlﬁ?)u“ ;ﬁ)lr%eizﬁz’éséié?/'zt OF%H’f'F(?Ut%reW’ai n

particul @0 requests subswhlled-dgayevay2fc)cust oner or a potential custoner.
GET requests

Collecting of response times for services of network units by active

ports.
(Example: GET http://www.abcdefg.dk/index.html = 644 ms).

25  Connection test
Collecting and analysis of services of network units by active ports.
(Example: WWWNET 212.130.xy.z gives “Welcome to AAA server
v6.5.4 ESTMP).
Stress load test
30 Exerting load on services of network units with an increasing number
of virtual users simultaneously until the system is overloaded and

crashes.



A nunber of avail able standard test software applications may be confi gured
relatively straightforward in the listing constituting a test suite 210 of
a cust omewo @gosvgu3rel ation to these software applications sk ewog eces
of information, for exanple an 30 I P address or addresses, other types of
addr esses, tel ephone nurnber/nunbers, initial starting points of tinme and
possi bly a frequency or frequencies of r@Betition need to be specified in
order to have the software application running. As this information WO
U2/ US98U3 27 PCT/ Dk Ol/(Ekbidfle: Béeb shetemidSi fE & é¢rasliebat sormendalfusels dsthe
contained in the listing, such software applications wil| imed ately be
execut ed when a start iR e ]Eﬁfe‘tfiH’Féfop§e‘§)§%ﬂ’éld¥YkkﬁKP‘g\P@Ff°Héﬂbﬁhét starting
‘a testing or a nonitordypg software application, it is checked, for exanple
by the central contr of feans (CC) 122 that the application in question is
not 5 rui mi ngBrokemlinkshat is has finished its previous execution. The cents

‘al contr Qf neans 122 'Ill (gro i bit tqr_%e %e_guti n o{. t he appli.cation in
such cases until the a%éﬁlf(ilc YEORYHED FLnSIVEGHS 4t don e e ROtASHYS - cati on i s
schedul ed to be initi aERemPRALRD.AGGAY.MhIABFE &/ini8x hGTthas Vibkskeh b Rrendd. 10

Q her software applications may require a nore conplex and/or detailed
i nput infonl ation, espeth#p/yWwimabcdetedivprectiskhitot). sof t war e appl i cati ons

conprise a gr i in face wiith graphical control neans such as
start button ?&Hé&% s {2 8lod Y "Ehae] ing certain values such as for
exanpl e | P addresses, Ne#sutaheed diperfoahirte thidasRABRHSfoR BottlBYeckd Cardf
keyboard, cursor and nouse. lii order to be able to execute 15 such
softvvarelgppl i cati ons AUt aealysshirgoL t he operations performed on the user
inter faces of such s . LEAL ] ' , hi eV .execution
of such a soft ware ap :A\@gfel gﬁlﬁ)éelts ‘ﬁ‘gﬁ %tggﬁtgt ?%%?&%Y%Or‘?fﬁ%aiﬁ“??ﬁd;%@s it
sequentially perforned:tpBMYLi ons, have to be transforned to a script or
the like, which directly may be executed by a conputer controlled system
Such a script may then be inserted in or preferably 20 referred to in the
custoner testrigyite files 201 - 210 (fig. 2). For exanple, instead of
indicating atag in the field 222 identifying the test software

appl i catilén, Wardibbagnce to such a script nmay be inserted instead. An
advant ageous feature he .invention and a inmportant part of the system
accord25 ing to the i(r)é}’éfﬁl}a&ﬁ,se% ?éarfﬁ‘é’eﬁ}?‘m\]i?ﬁ‘isé%oﬁrati“ée syslswsof 8B 184 eat e
such custoner dedi catwHicBafihBS e ciirleh dBScHESGhiAS el tBnd) W hlRgnedet ai | in
the following. Fig 3 illustrates the basic principle of ‘one preferred
enbodi ment of the i nvehanme: 12845078 Cager at 3§0 Waud). e. g. security nonitoring

or quality nqpbtsogb&galogfsg%%}@e%mr ks, both with respect to internal
moni t ori ng and ex T g, a basic problemis that no nonitoring
appl i cat 20ns are act usylsientativptaeticofRRsible ot Beyehacd wdiknésR8d in thé6dera-
02/ 11 59803 PCT/ DKOL/ 00060 28 al one, due to the fact that intrusion and
cyber vandalism may bdlseyfigmpeiPBX byimeans of somalps algusitimeantidafrsee t he
l'ight of the day everyfayqfiansequently, such nonitoring should be
performed quite often and the nonitoring should be updated to

(Example: similar to example for D.o.S test for SEC).

BruteForce/intrusion

25 Systematic, combinational login attempts through active numbers of
PBX (Telephone switching central):

(Example: similar to example for BruteForce/intrusion for SEC).
UBA-user behaviour agent (LOG files)

Systematic search of log files of PBX for abnormal behaviour.

30 (Examples will be given later in the following)

AUDIT:



mat ch the behavi or of unwanted intruders. 5 Therefore several types of

eval uation software applications should preferably by applied when

i nvest i gawogwep/dshgpzsecurity of a network. Moreover, the nung@ypréy@pl i ed
software applications may often vary Wth the different tasks and different
versions of the applied applications over,_ tinme. 10 Consequently, a
nonitoring of the data security may i npl ?luse of many different software
applications in many different setups and the conbination of the software
appl i cati ons Amditpvegrgmas wel | . 15 A probl em of many of the applicable

nmoni toring software applications is .that they |ack ARl (APl : Application
Progranm ng | nt erface)§CI‘fﬁ®P]§f° Fé?cuflﬂgotge&ﬂi%{%}%rﬂ%ﬁﬁ’o dﬁﬁ tasks has to be
‘performed marnu@Mny: i N tinme-consum ng operations requir ing manual ly
insertion of Tor exanple |P-addresses etc. 20 According to one aspect of

t he i nventi orAccessibiliihi t or ing of the data security shoul d be performed

Tegular and at a well - i.nped 1] . r | t he needs
of a usergr equiring a ggéoé{?%glg%gﬁ%;&{tseés{a%ngﬁhégr 8? tﬂ%&%@aﬁ?&v&cﬁﬂﬁged t he
i nvention invol ves thecgaghaditdthilings of a Virtual API, 25 VAPI, allow ng
bat ch- node runni ng of security nonitoring software applications in certain
intervals. Wth reference to fig. 3 the establishing of a virtual APl nmay
inply an ini tg@égﬁgﬁp of pseudo-running an APl -l ess security nonitoring
sof tware appl . The software 30 application is operated by input
devi ces 301, Suaahings a conputer keyboard and a conputer nouse. WO
02/ 0S9803 29 PCT/ DKO1 /00060 The qperation of the input devices when
runni ng d%ertain appl $‘B%{PYIB$1°F%3W%V§E§GP%F€8‘J V‘Elﬂgﬁg’&‘ye&&'@meﬁsﬁ PR gaticular
subsequent runni ng of %gﬁoﬁ(qumg@ﬁgpggpég_cati on by neans of the recorded
behavi or of the input devices. The "recording" of the operation of input
devi ces associ ated to &ExaspieilH0df ARG VHRpDowtlhanbitityorbeerpiens withed by
means of a virtual API Cﬁgi t,(ir $VAPI 0 g an the recorded operation is
mapped into a virtual FApde-“de F%g‘ﬁé%éﬁé?—% S.) 303 The virtual input
devi ce scri ptrémysbe established in nany different ways within the scope of
the invention, e.g. by a specific recording of the operation or by neans of
10 manual 1%y software appil¢ctiagiobtechiied)saettity gndfualife nfpBtiongongerips abl v,
the virtual APl editor.sh d il conbi [ .Of img and
manual Iy inserted i nputbseégt\%/qycéés%aéfrsé’?sf)gﬂlgc.wsu gg%@ﬁ@ﬂl&ar@%ﬁ/ﬁ% t%tgl I nput
devi ce script, VIDS 308ngsiyg surveyidpewnls sepatddoadlesafttupbativgse appl i cati on
(APP) 304 at a given tinme or if certain predefined criteria are ful filled,
and the software appl i Ca@mple: Agyundated bayers gHidshit put (APPO) 305 accordingly.
Typically, a virtual input device script, VIDS 303, capable of running one
sof tware

20  Alerts

U

Surveying of newly discovered hacker tools, malicious code etc

(Example: An updated database).

LAB:

25  Test environment

Access to test laboratory with possibility of testing software on a large
selection of hardware platforms.
(Example: User XX can log into the Bridicum test environment and
may access among others a NT and a Unix environment, in which the
30 users own software may be tested).
Education

Virtual security school (E-learning) with theory and examination.



application may be conbined with virtual input device script, VIDS 303
running 20 ot her software applications. Mreover, they may be conbined with
APl code wasedalshsuBbed for running software applications al rgagykbginodd an
APl . Hence, software applications or bundles of software applications may
be run in batch node without the need manually typing and maintenance. 25
Turning now to fig. 4, the above operatlgﬁ is illustrated by a VAPI 302
capabl e of running a selected application (SA) 401, e.g. a war dialing

sof tware application, (Examplee3 dayf Hadtee(hlp}:dihg;ﬁidr&ﬁ*asuﬁﬂﬁnciel&tl@cfa&i@ﬁ@ndl.OZ by
means of a VIDS script 83 As |II strated in fig. 5 a VAPl 3 02 may run a
bundl e of software appld %P{‘S’ﬁf‘gmf@, 130 SAn) 501 - 507 by neans of
‘different individual scripts as a traditional APl scripts running of one or
several software applications. WO 02/0S181)3 30 PCT/D K01 /OOOGU The
result of thelNGaKBHARARS sarmer lngills)ﬂOZ IiﬁeaSSihbmmen@:mdl to patfemblynseyuiegior-

: ted t base aj,ni ng the overall desired test
Feoul s, Bvi dBaPTSAYER) KRS RATE Sur iR IS LR oS PRar ey brc Mo be

run both by meess t@;‘i 1ésultﬂep@§ﬁ1@@h@/b?ddd¥€ése9rtoaﬂh&ﬁto@mrﬁlahﬁﬁivﬂésr§h‘6§ld hoput
device script (VIDS) 303 as well. A possible establishing of a virtua

i nput devi ce déré?tﬁéatm(f’@ﬂ(t)g) thepshold®geletingtp alarmsiaivines otti Frmliterpdenuhlecanmbnt i on
|1 now be eference to fi
:N: | ustrates gﬁeétﬁ g ?léﬂs s%‘ﬁ%dtwcé%r I&et eea(ecg1q9@fg%%§stc%1%§,lt]gq Horing

noni t or 601. oftest mntepuhdeteshmﬂmetcﬁt ed trad| tionally by nmeans of input
devices:lﬁ keyboard 603 and a nouse 604 via a user interface 605. According
to the il'fustrated enbodi ment the desired virtual input device scri pt 15

(MIDS) 303, i itor 'AP| E
The illustr athg%a%%t,g%ll)ééiag}ﬁ% t\%t g%&?g%eg yl%qﬁ)’b a{\gé ¢ I%gcl)r s&ggés RS aI
ot her ways wimdnistot the test @m@soﬁ ondae to mvidatd anprov@neri irbthe Rest GLANhE @bguser

i nterface of 2 ct ed lication 401. 20 The illustrated VAPI E 60 her e
intile node! E%ﬁbg? E@é” r‘i]P"r 12 igesuitg eRpmizer (580} &b rvdhiietyshablebe
operation of db&@ibbd Piidr. deV| ces 603 and 604. The control bar facili tates
both recording and playing of the recorded/ manually inputted VIDS 303. More
over, théScontrol bar 607 conprises an APPSEL button (not shown) enabling

Lo 25 sel ocirh 0018 AnSRl 1eE AR 167 Bhhecico o Aurmbaibiio bt b ©
preferably a secure network, e.g. a network on which an encrypted and authenticated
communication is facilitated, for example by means of SSL (Secure Socket Layer) or
VPN (Virtual Private Network), which network may be in the form of an optionally

20 secure global network such as the Internet, in the form of radio linked transmission
networks, PSTN, GSM, UTMS etc., in the form wired transmission means and/or in
the form of leased lines etc. Of course, the connection 140 to/from the TSMADARS
server means 102 may comprise combinations of such communication means and the

TSMADARS server means 102 may be connected by means of two or more commu-

25  nication networks in parallel.

Users or customers (User 1 — User m) are generally designated 150, and the data
processing networks, equipment, systems etc, which may be monitored, tested, au-
dited etc. by the system according to the invention, are generally designated 160.

30
A potential user 150, e.g. User m, who has a need to perform some sort of testing of

a data processing system 160 (e.g. Target k), can submit a request to the provider of



The graphical user interface of the illustrated VAPIE 606 is operated by
means of traditional input devices, such as a nouse 604 and/or keyboard
603, i npuiw@ensesegtc.. A cursor 608 reflects the operati onsc©bhkbiARodoNPUL
devices. 30 Moreover, the control bar 607 conprises a nunber of programm ng
buttons 609 facilitating manually insertion of different commands, such as
click, double-click, text WD 02/ 1198113331 PCT/ D KO011000( 0 insertion,

etc. The illustrated control bar 607, which may be applied in several

di ffer ent wdhs seivides,nfarhexasplepeiadhe tthaasmivsient nadworki 140,he thle SESMABARS
detail below with refer e to fig. 6b. One of several possible programm ng
buttons may &G BiFa> k&%ﬁf‘tthﬁ “(C}Hg?tt’ @ﬁd\f&ﬁ)ﬂtl&ﬁﬁﬁf &an FB‘?CI@HBC ﬂ?ﬁ}dp%fg%’ﬂﬂf’e

‘est abl i shi ng fege [y € : i f 05 of
2 sel ect od applset SRCISEURAT SLURE 0 HNE olleP SV AR aAC T M BREeD

devi ce scri ptviceSusp. fsqahty, shresholdspay. rugserlatingbdthesmitingyof atarms and/or

‘aut omat i cgl I ¥; W tfhi g Ii.he scope. A sinple mapping may e.g. be a nouse XY

i nputtingof 2H° PEBERPHY bor der points 10 defining the position and the
size of the graphical user interface 605 screen of the selected

application, eventually su&pl enent ed by CO.”EUt er nonitor data or nonitor
setting, e.g. Thedredderelsbe ISMADARRsarviechedkbthgatbe ahledolsaggeses suitel dfdestsl, a

recordi ng or | i t of .the Vi of, . ursor,. on the nmonitaor my be
related to tﬁ@%@&ﬂﬁﬂﬁeﬂm %‘f%%@eotg%? &Eﬁowhb“?‘ feﬁ{ﬁ? i &‘feeﬂlearﬁﬂ\l?s ?8h 401,
if the size oficeRByibésOAmbperdier ddnt@l18® Miall tebiS@h thay Bicharepfdemes bEqRe Of

the sel ected application has changed the next tine the selected application

401 i s opBnedatagroesssingtsyssm 0rniapestionneg eBargetk. dhemperéer rawexecutalthe nput
device listi . . . [ nd manual |
inputted vir ? glg n?ﬁ%%% }%ela\%l_ %lﬁéglrtlng?,gﬁ%e%lgg%blg}&ﬁ{ﬂ%%%g&iggrt?%?usﬁ%}erbgn%di ted
on a traditi onsl repeattsordidrail dfalsss, if esiehaht)avithi thesapgdsteduindde védqiested Sk ng

area, (VIDSL) 61Q, y conpri, an associ ated syntax checking algorithm

The content We%I%'%ﬁéPs"ﬁgb‘ﬂﬁ%é’gf'wq ‘f@tqnt‘?g)’zﬁié‘é‘,% sybssquelyPaseiple g cal |y
. o5 a ‘ L ) . . '

conpri se gebiichsi P aRéraﬁoﬂs%@ﬁ@% qbdt Qitd Gg?@;é%g‘ida%%e gelgét%roﬂﬁuag@éf{r{%%g

devi ce script” VIDS 303 suppl enen by suita i ons

facilitid§ ampesgenofsestsheand evehhmgpestions taue speifio wktidgaiols daoedingp -,
advant ageous est a Iishgent of the desilg.ed vi rtual input gevliéﬁce script VIDS
303. A segnemPM 9t fUPE 05 TAaning saph st s TRQUSDEY &HF- £ Preppigds 1 hgse Jesults drgnat
segnment s of SetePSo res b St j I 14 I ice
listing ar eafp?VI DSL 6%%%{;10?163’ (ﬁ%?ﬁ% !é%tdéill c} I?I lhjtjfsétf.2 %Sgt'? gésél’ ?%gg?‘%olg‘lerggérﬁe glgds/i tion
of atine \nesOrd1&osilesl g eeUlts o idiel uyet 500 Bystam ia metcust bamsmisdiemce,

61 0, shoul a BERTEnFRoneeg 1P ofg HrofbtiBly spRUo &g’ Sehiplien e sst, B

20 VPN), or the results may preferably via a secure transmission network, e.g. using

authentication and encryption (e.g. SSL, VPN), be transmitted to the customer, e.g.

as e-mail etc. and conclusively a test suite configuration may be agreed upon.

The test suite approved by the customer will then be configured in the form of a cus-
25  tomer test suite file dedicated to said customer and said data processing system. If the
customer requests test suites to be operated on more than one independent data proc-
essing system, a customer test suite file dedicated to each of said data processing

systems may of course be made.

30 Such a customer test suite file dedicated to a particular customer and a particular data

processing system is illustrated in fig. 2. Herein, a test suite file 210 relating to Cus-



The basi c understanding of a tinme segnent according to one enbodi nent of
the ins vention is that each segnent represent a sequence term nated by a

i nput deviagpoABodezon, such as a nouse, right/left clicki ngecEpk®ldngl | cki ng
or for instance a keyboard "return"” command. An exanple of a virtual input
device script VIDS 303 nonitored in the virtual input 10 device listing
area, VIDSL 610 may e.g. be a code: (# i ol | owed by non-execut abl e
descriptive text) # XY defining of the position and size of the selected
application @fneth # iystradetsss omskietanmmgaf gionp ofpesdsirite fiteai08y 205720Bence
points # The POS-tag establishes that the next two left-clicks defines #
the area of 2Herelaingcto&stompsrril cewsmerapos> X0Y0=12, 12 20 <L-CLI CK> # End
‘of segment 1 X2Y2=650, 650 <L-CLICK> # End of segnment 2 25 #Now, the input
script may begin # Select a pull-down nenu by noving the position of a XY
defini ng X, YThe tedhQQitelfilés ket B SutEimdthefsaneguemter 3is AllTdtmteslefoe dile Gud) down

menu segnent is termnpated # Move cursor to in fi.eld WO 02{0S9803 33
xy=150, 500 @hicty gserasialymoniag asligiment opetations EH fi 1§ tﬂé’ﬁé’eéfg%%gi’?@&
<ENTER> # En g6 MRRHGH IR filk @ 10NRMY filrtiRl @ompiite’d auRBlr 40
<D- CLI CK> # E%%é%%%seg%ntt% tge# Entler' I P étddressy}il I£> 2| (2). 5176. 8.mlll4

fields or columns 221 —225, containing different forms of commands and/or informa-

tion.

10 Apart from a heading identifying the customer and/or the data processing system
(target) to be monitored, tested, audited etc. the first part of the file 210 contains a list
of operations concerning particular test, monitoring, auditing etc. software applica-
tions. Each of these contains a command field 221, e.g. “Perform”, a field 222 identi-
fying the software application, e.g. “BBscan.exe”, a field 223 identifying the time,

15  the software application shall be run for the first time, e.g. “11 January 2001 at
09.00”, a field 224 indicating the frequency, with which the software application
shall be repeated, e.g. “Every week” and a field 225 identifying the target, e.g. an
address or the like identifying the data processing system and/or network, for exam-

ple an IP-address “abc.def.g.h” or an address related to other types of protocols.

20
After the listing concerning the software applications of the selected test suite the file
210 0611tains a number of commands 219 relating to the processing of the results of
the executions of the software applications, e.g. collecting the results, storing the
results, updating the test result files of the customer in question etc.

25

The test suite files 201 - 210 stored on the storing means 121 will be run under con-
trol of the TSMADARS, e.g. controlled by the central control means (CC) 122, as
the control system will cause a sequential scanning of the suite files, identify soft-
ware applications which at the given point of time must be performed, cause such
30 software applications to be executed and cause subsequent operations such as stor-
ing, analyzing of test results and/or updating of the result database/databases to be

performed.



15 <ENTER> # End of segnent 7 PCT/D KO 1 /000l 0 20 According to the above
illustrated VIDS 303, the present play-status is that the <en ter> comand
has just hape@ysguted, and that the next action is to nove-EbRogMwoEPT tO
positions 170, 500. The control bar conprises a record button 613. This
button facilitates a recording 25 over the segnment of the input device
operation. A further record button 614 fd@ilitate a one segnent at a tinme
recording. Rewind 615 and forward buttons 616 are applied for VIDS 303
scrolling on a continuously basis or segnment basis. Mreover, the control

bar conpri ses¥ nmeans r definj %b;:]ertal n standar.d operations,_ 30 such as
the above |i stidiesiperiis spayr é’é‘ée@%lﬁﬁ‘@&?‘ﬂlsmf”é&?an%?sedeég%’éﬁgi 3hogg beo a
‘certain pr edet?elﬂ@ﬁ‘f’tté@t%ﬁh@@ustcﬁné} anﬁ)o?ﬁc%ﬁgéd o%l@a'agél Pogqgndﬁ? rm dHeSmi@d, | N ng

of input values associated to the est ed VID acilitates an easy
exchange of I&IP et?Da0@/of 159863 B4ulRCHHaDKEA red Iyl avdlablel lﬁ(ﬁSVEMG]h]g asid/or

1 P- addr es es first 303 associated.to a sel ed s tvvare
appl i cati I’g%aéﬁnge&aa?op’letqﬁgﬁy SGHEE SApmMuULIH I@SHEW%ﬁié %gd tlaigries
certain appl igipd Websifdey be reuse of the VIDS 303, only requiring an

exchange of | cey val ues when applying the sanme software application to the
test of another custoner. The runni ng of the established VIDS 303may be

enul at ed by vat i n v/ ton 617 and.t eratl on of, the
Cput - devi ced P eSSl meBer e B REm P S B faRBb PR tRsne -

i1 lustrate thaceseaapés; BRE nisBipes . ﬁﬁ%@&bﬁﬁh&é&/&&lﬁnﬂ@&r to tNPERAYRES (o grhe
VIDS 303 illustrated in the virtual input device listing 10 area, VIDSL 610

shoul d béOscrrsrsoag/addissres/tahenbons pumbere spasylied hyude custpmgr)t weer eertasmtefer-

position in t Vi i 3, [§) | ustrates a
vari ant node 0 e%ruééj c%delr] sér%b gg ﬁaﬁ’&/lm v{ﬁmgﬁl aﬁues%AHcPé/a‘uF%Pt@

operates in afoti&@n@delsm‘sﬂell behefeeked n‘oaas klirbstiolddgort FiReshBRY @4l0ks, Have egdi t Or
15 to create a VI 3 by recordin generatl ng the input devi ce operatl on

over the congFadhs é‘ln &1 sxCeeted. dspe Breshaldowlasaast be vies Spmlﬁ@fi prd/eiymay
embodi ment ,  tdhif Al fle 1lﬂﬂlf'acli§:gt7 ﬁ%%{ﬁﬁn@u%ﬁﬁlﬁ e be%:d ?%nf?gured

|IIustratesthe user i1 nter 0|rren
i nventior5 ZGI‘BEhzdatmemessagt:een‘canmymjfomald%musetreﬂedlﬁecaﬂddraﬁégmc@ edihaid

sof tware app i on e i.nstance of a selected software applicati on may
be establ i shelf que\‘}lﬂ];g "i‘?@é’r"flﬁ’ﬁlso?tcaaa"tfje{l‘f’am‘?ﬁs%%’iﬁ R Ee Sapsmistsditon

l'acking an Athore than one person/address, possibly in a hierarchical system.

The above described manually initiated test runs may be repeated with regular inter-
20  vals in agreement with the customer in order to detect and/or evaluate the need to
modify the test suite. Accordingly, the test suite may be modified on the basis of
such reference tests and/or on the basis of an analysis of the target system. Similarly,
such reference test results may lead to modifications of reference values serving to
cause forwarding of alarm/information messages.
25
Secure storing of reference test results as well as reference values, e.g. threshold val-
ues, serving to define a basis for forwarding of alarm/information/advice/alert mes-
sages may be controlled by the central control means 122. Further, the central control
means 122 may serve to control the preferably secure transmission of such messages
30  on the basis of customer related and/or specified rvles, which may also be stored,
preferably in a secure manner, on the storage means 121. As specified above, the

secure transmission may be in the form of an encrypted and authenticated communi-



25 The never se engi neered code may be mapped together with a r oadmap file
defining the necessary input fields e.g, according to a DOM ( Docunent

Obj ect Modg) )2/0s5b808e representati on of the reverse engi neerer/pRHWIEE
application. The input fields should typically be all the fields needed to
be set/filled-in in order to run the application. Therefore, such filed may
include trivial default settings common £6r all the 30 needi ng executions
of the programand it may evidently include the fields needed for the

i ndi vi dual exetion, fonexanfiple be naaps bLATL (Becure. §pcketimyer) e PN 1V irfuaf Privaexanpl e
an | Paddress, test .paraneters, output-file definitions, etc. WO 02/ 059803
35 PCT/ D K01 MePHB®T SWlAfsuch field positions in the r ever se engi neered
-code has been reveal ed, an exe cution of the software application to a
certain test may be established by specifically inputting rel evant

| P- addr esses, Atagstomend nrliisar dird  mayest a sgopesmasser as idasdribed sbove eccesdihe tese 5

‘conmpi | ing 4 he _cqde .to an execut.gbl e instance of the software plication. A
user fri er?ijl yrefﬁlﬁ%gartafﬁ‘fﬁ%wf’ (5’6?"18? @egs[t}i‘q HRIHARFVICE RTPILranide S0t g. 7.
Fig. 7 illustyabsas hdstedbyh@e apphasionaetvied %x%viﬂief,tetéathe RBtoRRE hed béBibEr 702
accord 10 ing to the invention. The VAPIE 702 basically functions as a

gr aphi cal useYidehvithfaapeerrge ged eHasapydeTheseeshmay meeferably bngitaklished

code. The graphi i f . 7 aci|itat.es  that the user. may type
in the par ane%gg&k%@g@é%gﬁféwﬁg ﬁécagé%geu%iu&ngo(ilgﬁﬂé“@SggF °& HipF %’
cation addr esgir§§ockes Pedr f(BSLgrovsbkor VERAI Biivide Netwhif éV'P'I\Ié)Sﬁe[ e fternet
graphi cal_user interface 701, an |P-address input field, 703, is provided
for i nputkd ngorithe liks Sipilerly prfogpation feangmitted) feara the sepdegipnowiden desp datagtir esses
relating to o I e P- addr esses_or ot her types of
Gsses oyl HIERICPARORRICE ol int feBdGERE Bt Bl len B Br o1 o

h
S
ad20 dresses nm f Mma- separ a p

704 is appli emarfsmittddnpirigttect@iqies tehsmeanesdauiityee.g. usidg éfpptogephyappl i cation
e.g. is applicable for tel ephone test, e.g. war dialing tests, etc. 25 A
nunber of function check boxes 705 is provided for checking the applicable

function accopdidafich%o ﬁg@ﬁgqifﬁﬁi fo&fdc&X ?&PPésﬁ’l@sk\‘}lg ﬁif'&ﬁnrngfn‘?&rti%ﬁ‘ne%kfég_ﬁg% ng of

desired functions may vary fromtask to tas m custonmer to oner .
When t he perlatammetodr simelavAmtdss,7 G2 hesorhensiusdre dnashdei atdertdi mspeandhe haeki ng
of the 30 desi r.teFI function he ey, &cti vate a cog‘r{)i | e .acti_vgi?i on butt?n 706,
t her eby i nvokiWSEHE 1B SHpTHance gty feagieementwith thesspyiee Brqvider 2ad posgitly t he
speci fic i nsegd gile RGIAERICES il BRGRetd S ARMRE alifeRNited hhexARRkihakion
results in an instance o themd_?ograem el.g. V\OISZPbSiSOS )Ig DI%%%F&IBO
36 an exe. fidquenewabtsstst Buesholdavala¢se hasttaddiessesntetephdme exmbers) mncasé thehe fil e
may then run ogramwith the paraneters inserted and conpiled via the
VAPI E 702. ﬁa@gbgén aﬁge&f“eéc.

20

The test software applications 103 used for providing the requested services may be
standard test software applications and/or specially developed software applications,
which may be developed for use in relation to a particular data processing system
and/or network and/or in order to fulfill certain particular requests submitted by a

25  customer or a potential customer.

A number of available standard test software applications may be configured rela-
tively straightforward in the listing constituting a test suite 210 of a customer, as in
relation to these software applications only few pieces of information, for example an
30  IP address or addresses, other types of addresses, telephone number/numbers, initial
starting points of time and possibly a frequency or frequencies of repetition need to

be specified in order to have the software application running. As this information



One advantage of such a type of virtual APl editor (VAPIE} 702 is that
several executable instances of a selected application 401 may be

est abl i shag@ é2nse803i NPl e manner and executed with little efd@mbkofosd t he
VAPI E 702 once has been established on the basis of the reverse

engi neering, thereby reducing the need of manually inputting of custoner
data, etc each time a test of a certain 8bftware application has to be
applied. Evidently, such instances of an application nmay be regarded as a
kind of di s Xanpespdrifed:iaghe pormgradnfidkidicontap@d imtle l6nEAduthisafwaRnPph-
certain custoner. If certai aranmeters has to be exchanged, e.g. an

| P- addr ess, tAHORSY f"é‘Eﬂdéat%Vg’ﬁreéﬁ?l}t?éWQ%Q StEHipEROTRY; of fHRR i rsprhed. Hewr

‘i nstance has i: ks ) j (A

conpi | ati on oer‘vera‘pﬁgl\?v%%g%%%éﬁﬁgr& E@v&?ﬁg g gggfgxg&%a?ﬁggﬁgogg ketds Fﬁ&g Edé farser
only needs t @xenpledy thheental enardl nebaha(GQ) 1Raha thé appiieatidPlnFquédzon gsbead of
15 retypi gg t he .corrpltgt e. atﬁ ] %g];t The illustrated VAPI E graphical user

i nt er f ace” 70I"UEYRG el IS PA% mﬁg TTEVIBNE $x5RYong The pertil gantrel greans bidn)
provi ded for ; i Qs f:l Qi i ' i ons,
defining an ovhlt u?ﬁl:g fcﬂ)rghn@gt'lt:sétcWar n?f;\glggdtr?ﬂ ;ﬁ;%att@ﬁ 1%??:&9%@%3&32%% ﬁ‘gp l?ctr‘)iﬁl()alll fiét

il lustrated \/mmhededimtdthezgplicatyorbis scledsled tic benhitiatesagadn adcoddifid frthatestvay s
wi thin the scope.of @he invention. Preferably, the VAPIE editor 702 should
be sonewhat csﬂg?g%izzl d to the specific application, thereby reducing the
conplexity of the job of the operator using the VAPIE 702. Such

custom zation may e.g. be a one 25 to one rel ationship between the rel evant
i nput fi dPds Qher spdtwapp pprlicetions may redidregr e cemples emdiortdetdiled enmo in- An

exanple of s tom zation _na .g. iLnply that .a VAPI E graphical. user
interface 70 lg%agfé@i %Elécégiyomé’ageeﬁy‘gﬁ?g8“%’0%@%’353 qopHCing quﬂ)qugggrqp IC34ddr ess
input fields madincdmembw%sphiicm Eshitiof nREAITEIA! £38thi butiBRd, SnpRYmees Yal | v be
performed by the program 30 W O 02/ 1159803 37 PCT/DKOL /0U010 Fig. 8A

i | lustrates dPeabanmeErasy valascwehiandon exanmle Bnisdaesaes forofelacking icewaimpron and
a special f e%ﬂd%lgr,so%?.tﬁ&ﬁ%s%yﬁ{l&ghqgﬁq,ﬁédrpo?danhgwﬂsgé ordsr f b ]alélgﬁé 89?60:51%;; m;d

fromthe "in si syst e specl ure’is re

user behd§i orsuclgsftwardisblichtidisetdmdtadllgrthagenitiondPRr Briey ob theaRpl infd as
external servjces.,r cglqui ring access to the customer conputer, e.g. via
encrypt ed VPNAGERSHSP Soffware applifahews welrderatojaghisye pn egeqttionnf suels ¢ 60T s
networ k. The Jf8atypigarbi.! thP ohé bed i r 1.0t wor K
illustrated in figt.3 §A. 10 % ?%Zln?%’%gtfﬁ%ﬁ@wgaggr%gg " g ﬁngﬂﬁécfﬁgi&é only
one of sever dlongjilfaietebe trpnxdarintadaosetctipsomathd liky,pekichfdinsetiyvarak beappditenbl e

within the sgope of the invention. The data network facilitates data
traffic betweerd ‘EOr‘FB’“IE‘%WST‘%@%LﬁXF??- gHC P &CTRS Ay ghen be fiserted i or preferably
20  referred to in the customer test suite files 201 — 210 (fig. 2). For example, instead of
indicating a tag in the field 222 identifying the test software application, a reference

to such a script may be inserted instead.

An advantageous feature of the invention and a important part of the system accord-
25  ing to the invention, by means of which it is possible to create such customer dedi-

cated scripts, will be described in further detail in the following.
Fig 3 illustrates the basic principle of one preferred embodiment of the invention.
30  When dealing with e.g. security monitoring or quality monitoring of data networks,

both with respect to internal monitoring and external monitoring, a basic problem is

that no monitoring applications are actually complete enough to perform the test



data packets 801. The data packets conprise a destination address (DA) 802,
a 15 source address (SA) 803 and further packet content (PACO 804 as

il lustratedsmsddog. 8B. The packet content may e.g, be spgaibrodRHE
packets, requests-replies, etc. In typical network both source and
destinati on addresses are | P addresses, but could origin from other types
of protocols. 20 The illustrated netvvorkzgorrpri ses a nunber of internal
users 810 - 813, e.g. accessing the network by neans of dedicated PC s. The
il lustrated redenspdie toghe faatithial mirabioy ahd cybed vamighsrh eraybye peefonsedin met wor k

Cervers (not LB ArhEv B GOy ch i Lehe BTG Moy B4y Y PR Y. el br o,
firewal I's or fdieheag sh&ﬁdjﬁé?e hedl cﬁx'it%@ﬁ@ﬁ %%eaﬁtﬁ\itiohhg%ﬁ&ﬁa 86 upEhAOHK
dat abase setup conps ising two databases 818 and 819. The | atter databases

819 are i nt erddeh thebehamierofainvemtediintgudsts. | og files. 30 Mreover, the
network cqnpri ses a database 818 associated to a network unit (NLT2) 815 in

the formof a so-called firewall. The firewall 815 is established fox
provi di ng acCHgsefb@ sevdrel s dFevtliafdidsolivase splioRant sBddld prefBrabMafy-dpased
dat abase whi ch may be 021059803 38 PCT/ DKO1/ 00060 accessed via the

| nt er net 820.Plge Mdwy drvestigpsing; thesagitity oif e metvask doreovpia theraimahes oHipplind

| nt er net bas r . r . cess the internal part
of ¢ he-net vorfiamp o fionE S B LR E uerdBl G BT G e g ot
ext ernal userdf tikl4pptiad applicationd o eime. 810 - 813 as well. 5 The firewall is

confi guralt ed by neans of an access control list (ACL2) 821, defining the
al l oned ti¥affic to and fromthe unit (NU2) 815. Such an access control i st

821 rnay e. @ j t : : £ 1] o the
dat abase 818$Ql'rﬁ§({dre u e’sa o?nlgdrﬁn ccege'rs&?%sne??%% lﬁyg{nwrlrgygéa?@lgan oerﬁr%frgll%g{e i nbound
and out bound soitivasrapplicifonsimmaiy dfeest fetah anddrscombinatiomef thabdfovee t ypes
of traffc, e.%. .Undesired traffic may e.g. inply traffic via the nuter to a
speci fic destd HBGEE‘UBHS%}IHP‘@/S%S,W?@F exanpl e an | P-address. Qther types of
undesired traffic may e.g. be defined as a conbination of a destination
address and certain types of requests. IS The front end of the network is
conpri sedSby A prablaneof bk df S Appliablengomtoriag softwaratapdlications & thatrtheyol | i st

ACL4) 826, l.ocate tween and caonnected to the Interpnet 820 and the
1£i r ew?stl | (NUQ?W’?@‘%&B@%%?‘P“ h‘égfﬂ%ﬁteégﬁi?r ?b@&%%g%%f‘@wszz and
823, e.g. coupbfitbring tabick Ba loybelRroRfledMEMRILY if iRRLRNSEIREVPEAGSAY @fuir-The

users 822 and 823 are coupled to the net
ing manually insertion of for example IP-addresses etc.

20 According to one aspect of the invention, the monitoring of the data security should
be performed regular and at a well-defined time of the day in order to satisfy the

needs of a user requiring a data security test.

In order to meet such need the invention involves the establishing of a Virtual API,
25 VAP, allowing batch-mode running of security monitoring software applications in

certain intervals.

With reference to fig. 3 the establishing of a virtual API may imply an initial step of
pseudo-running an API-less security monitoring software application. The software

30  application is operated by input devices 301, such as a computer keyboard and a

computer mouse,



work via routers (NUl) 814 and (NU3) 816, each nuter conprising an

associ ated access control |ist (ACL1) 824 and (ACL3) 825 defining all owed
users. 25wihe/ishdogstrated users 822 and 823 nay pri nci pal Ipcopres®osy th t he
sanme rights as the other internal user 810 - 813 or they may facilitate
certain operations defined by the filters or rules established in the
access control |ist 824, 825, respectivel??. Finally, the illustrated
network conprises a serially operating network switch 831, 30 diving the

net wor k i nt o Bhewpepstionaff theinpmrdevicEaiwhewfuriniig 4 deraim@plivstings 8&orde@13, the
external user 82§/rout, err 814 (NLJ 1 }, the external user 823/router 816
(1VU3 ), the theiehyfaclitaiing a sifgequent anins of thegspiiwagy sapligaticadnemeans ofitlo

(121 059803 3 : € J, “ NeHVQH, .S nunber
of network ugﬁetg)@é%)ﬁfé?‘(jgﬁr?%ggc tlﬁ)eﬁg?flg%é K%e{é\%grr \r/&gft% c@%ﬁfo&o&?xﬁ%m parts
of the networdeviddeussotiagldds a ceaincodfiwere hpplication alagthetpeaformedby mehwasfla uni ts

814 - 817 (NU.l1-4) ti I.lows unintended traffjc. This may be due to
different ¥ achgPé ‘%ﬁﬁ%&tﬁg@ES@B%Q“GJE%’ECFBW“%%F&H% Hupgped e aviiuad | et c.
Therefor e, tfgud VRALLAMN WTOY)4es external test on a conputer network
testing whether intrusion or cyber vandalismis actually possible to

non- aut hori zed users. 10 Typically, such as test should nmake the specific
weaknesses cl.gar .to t.he owner of the . networ. nd the test should. result in
di (1 erent - propedrGelinpuEr sin v cciblished oot diBin SRBH bae | ne
i nvention proybgesf thedivehion,leld bea sheshié REoMRE! bahe SRRAH b yasaR Y 15
ally failed, i.e. if non-authorized data traffic has actually passed the
firewal | sl0 etmanuplyseftarre applicdtion peagramuiing of the VADS 863 Rrafeeably, thewitiuah of

the inside tr i ¢ of t net.wor k nd. .t herefore.test il l. have to
per f Ior ?r:ed by %{ége'hcgto&sh%ugciaarcﬁ{t@%a(ggm%}{@go%gf 35?90%%%?@“\%‘@[“7ﬁ?s\éftﬁ‘ilfnpb‘ért of
the conputer dwicsoblserafitis.t ests nmay be perforned by so-called User Behavior

Agents (UBA' s). The User Behavior Agents nay function 20 in several
different ways. According to a first enbodi nent of applicable UBA's within

the scope of ¢ LMED - \\at ch. 1 BOBY| ' S i shed for
wat ching ill eglghge%git gy’paé:gg'{ugﬂﬁ h@glcyﬁgﬁ%tbnpuggreg rrf% %‘I} kl{,esaé%&gﬁge%"z{lam Y,
t he Wat chiSagewsresippli¢atiogi(XEPp304add igieendfmé 6r iflcbreginlpradafiket Gitaticardghlect ed.
The Watch age ' gﬂ i.es & nunbey of measure |[ooi nts, e. ? 827, 828, 829 and
830, " est abl | SRS 4hd FeoRHaTaRpLsanan TR EENEHIG HeOURLAPRO) Adasrordinglye
secure and free of undesired traffic of data packets 801.

Typically, a virtual input device script, VIDS 303, capable of running one software

application may be combined with virtual input device script, VIDS 303 running

20  other software applications. Moreover, they may be combined with API code estab-
lished for running software applications already having an APIL. Hence, software ap-
plications or bundles of software applications may be run in batch mode without the

need manually typing and maintenance.

25 Turning now to fig. 4, the above operation is illustrated by a VAPI 302 capable of
running a selected application (SA) 401, e.g. a war dialing software application, via

the software application user interface 402 by means of a VIDS script 303.

As illustrated in fig. 5, a VAPI 302 may run a bundle of software applications (SA1-
30 SAn) 501 - 507 by means of different individual scripts as a traditional API scripts

running of one or several software applications.




30 Preferably, a neasuring point should be established in each or at | east
as many as possi ble segnents of the network in order to track unintended
traffic owg ésspgaswor k. WO 02/ 0S9803 PCT/ DKI'|1 1/ 00060 40 pey/pKeuipbey of
uni ntended data traffic may e.g. appear, if a departnent of the corn pany

reconfigures the access control list 825 of the routes 816 (NU3), e.g. by
m st ake, thereby opening the network the- exterior networks. Therefore,
according to the invention, illegal data packets nay be reveal ed by the

wat ch agent UBs resultyof the battlethode rinnéngmetithel safware epE xatiogmagibe enpotiaigo
several netcards, one per, nopjtorin int), da ackets comng into
t he network V™% CHEGH @a?@gﬁq%&og&llﬁagﬁ&m)ﬂa@afw %5 T&SHasur ed and

"conpared to e.g. the rules or 10 sone of the Miles of the access control

list 821 (ACL2) associated to the firewall 815. An appropriate warning
shoul d be r ai Badentlys sqleatedsapplicasipn enabling traiitionah APl appdd ruabathgyoketns 0801

Gndesi 00t r i pobfitd ART aR Sy ed i Pinotl B2 LAV IBE AL 0"

undesired traffic within the network are actually present, the fact should

be brought to the attention of a super-user or the |like. E.g. by nmeans of a
si npl e | og- f i A @ossible kstallishing of paiidenl inpuidevipesaript (YIRS 303 aceugimg-toone or

operator or <ARRdSsie bR iRl ARt RESAHR AN IR 6 part

of the testsuite setup. The rule list 831 (RL) may e.g. manually typed e.g.
for siml %tio]g' p¢1rf)os_es or the rule list RL may, as illustrated in fig. 8D
by copi edVdi rig: ¢ Ylustrejgs ¢ pandped parsonal cempyist, €830 K, APY camprisip g monitpp) | 825

ACL3) or 82 4 : n : ' . , 815
(N2)) s16 (NI aaee BB kel R R tonhiF o PRI g Bl iy MG ¢
i sts 824 (AGO3lany,a B&Ge (OACRR)s uB2mtdrAcedP5or 821 {ACL4) into a rule |ist

(RL) 832 is that all established rules or filter functions are conpar ed to

the actual data traffic of the network. 30 The established nonitoring and

the conpari soRg.iBYg %o e imgtﬂaéa%ﬁa%din%rﬁﬂ{@def.}egéﬁﬂﬁ&fm&(ﬁr&vﬁe%@mi ons, or

it may be applied asS an agent stored Interna I'n the net 2/ 059803
41 PCT/ DHG1/ 000BS) 303.ks estahdishédnby moearmofex{iemalah Plosditor 6V APHEL) 604t ch conpany
e.g. 823 being in charge of the nonitoring of the security of the conpany
network. The agent may al so be |ocated externally at the external

central i zed VEHGuSBIREVAPIR6G6, whiclBeBiiowlPinhyl 86l eitiitishbdf &YEA1 Hilkr
connection is secure and obviously, that the watch conpany is reliable. 5

The above des¥yspethindhe scepd efgheinveniéon, masitarsithe graphical usar intasfagaofia net wor k

shoul d preferahl nhed by tests on the firewalls etc. perforned for
t he purpose O%Q%H%?BW%R\Z‘Q% points of the interfaces between the

external 28nd internal part of the network. So to speak, a reliable security

nonitor ing should referablg d%garr_i cally 10 test the network firewalls
ability of kebhiHystiee¥ APEHO0mthareipdHe mede pomprisesiecantiobbaifl07, adapted

for recording the operation of the input devices 603 and 604. The control bar facili-
tates both recording and playing of the recorded/manually inputted VIDS 303. More-
over, the control bar 607 comprises an APPSEL button (not shown) enabling the

25 selection of a software application, e.g. the illustrated software application 401.

The graphical user interface of the illustrated VAPIE 606 is operated by means of
traditional input devices, such as a mouse 604 and/or keyboard 603, input pens, etc..
A cursor 608 reflects the operations of the input devices.

30
Moreover, the control bar 607 comprises a number of programming buttons 609 fa-

cilitating manually insertion of different commands, such as click, double-click, text



part of the network as described according to the above-descri bed system of
fig. 1 and the security nonitoring should preferably dynam cally nonitor

t he dat a twoadfosesoef the internal part of the network in orgarpk@dhg@cover
if undesired traffic has actually entered the internal part of the network.
When unwanted traffic is discovered by 15 sinple pattern match per forned
by the UBA's internal algorithmand databhse sys tern, alerts are securely
sent electronically, e.g. e-mailed, to the local systemadnmnis trator or
to the TSMADARStiameetveThe iNDsteatvdcontiat bar6ii7nghich nidyebef dpplitd aifoeia@ner-of t he
invention, the UBA may be ap 20_plied for sinulation purposes. If a

modi fication eBW%YSgN%ﬂéhea%?eB%ef & tveation yai bedescyibed imdegl helew mithewal | 815
“(NU2) is congj i b i [Wpal i, i kon of
the 1 ef or encact ape o HEBRTOHE b Rabaf Bogble g g bEo M mEr Ol X2

consi der ed clvatige(nos shootn)adanted furftioy pregose26 eablishdigrthe refensepmsitibn of

enbodi f. appli.cable .UBA s within th of the i ion, a L
User Behati ofPoaRticq 4~Gpiabpra et ameleefg gpodat onatiuresheokant SHb-adapt ed
for checki ng 1@dhdd BReAtinhRAedick 6! SUcAL OISR m@?%)_él‘_ﬁéf"fonﬁedgrﬁ% lﬁagf\éﬁl !

| ogs, servers events |ogs, database log files, etc: e UBA eck
t hese | og fi laatomatidallyl wihin theasaopag i f user behavi or agent detects if
activities or users behave different or 30 deviates fiom nornal expected
user behavi or. WO 02/ 0S9803 42 PCT/ DKI 111000611 The | og-user behavi or

agent LUBA, 9giuiptt hgpind Mapl. 18t e&iduBdXd fnpdeikg bbat 1Bt AR vERRAbdiRREd
| og-files unusual behavior, and then map the activities of the ‘user until

t he user 1Pog-dgfiping thei positiep aad dhe size offhe sraphicalasry ingeriace 60hecraensafithait i on

addr esses for ' i AN il.it .l eaves the
metvor k. - The Pacd koo 866@ha Bafeltnied ¥ cpiruldl osioL iE B Rlmtoro.
establ i shed isettihpe.glatrebassoBilion. When, thate dutahas béentdi@biibliedagyeceslimgbéd shed
measuri ng poi ”térsgg h%fB O or.in many ot her suitable ways. The bel ow
exanpl e i || usbipdlissmeniof the mevig e qubior ep theqponiteg maydsgtated to dha astupllya
Tabasco rout efendtl o W@t & - is only
applied for 1061% he%BEir%gg%gf%l%rgg?%ﬁgg%ﬁél}%a?%@f {lfgﬁ? Q]?ggk E?Selgég@k %e
i nventi ond Tigeaphmg! wes sagrése #08 strg@i oftht yelprtatapgilicathachdsi chandedthelgdx@sco. 15
-1. DEST. |P,addyess: | overflow time T -2. DEST. |P address: |CWw
overflow ti md™ ih@?‘ﬁ%tq%ﬁ.‘m’l 49%&88?@59:1‘0‘] FRBIUPer f | ow ti me T+2xdel ta The
nmessage log-file indicates that a Ping of death has been initiated at the
Tabasco 20 routes, as the |og-nessages reveals that the | P address has
i nvoked an ovémrilyoihe editartrompsigess viguak inpweleice listimgarea,i(YBBDSL) 610sdent a, T+
2xdel ta. taining the recorded and manually inputted virtual input device script, VIDS 303.
20 The script may be edited on a traditional text-editor basis, and the virtual input de-
vice listing area, (VIDSL) 610, may comprise an associated syntax checking algo-

rithm.

The content of a virtual input device listing area, VIDSL 610 may typically comprise
25  alisting or a representation the established virtual input device script VIDS 303

supplemented by suitable explanations, labeling facilities and syntax checks.

The illustrated control facilitates an advantageous establishment of the desired virtual

input device script VIDS 303. A segment illustrative bar 611 is provided for illustrat-
30 ing what segments of the VIDS 303 are presently listed in the virtual input device

listing area, VIDSL 610, and a pointer 612 illustrates the present position of a time-



The behavi or reveals that a denial of service dos has occun~ed or occurs.
25 According to a third enbodi nent of applicable UBA's within the scope of
t he i nvenhigaysesoBr ot ocol User Behavi or Agent, PUBA, is esg@bpkéipdso The
Protocol User Behavi or Agent, PUBA involves an agent, which may be | ocated
at the custoners network collecting netwgrk data tr affic on a protocol

| evel . The 30 agent may e.g. reside in a3dedi cated unit conpri se several
network units. The content of the data packets are anal yzed on a realtine
basi s , an ddinedhotshownk Hened) AIDSr303esegments phesesh diel viistrd dnfyt dapipt Yistng nor e

or |less conpl,cate eural patterns, na/ os9soa 43 PCI/ D KO1 /OO | GO,
Anongst sever'8# a&faglfm gk%é@?ﬂ‘&ﬁ%ﬁr&h&gﬁ@&m% UstaHy P80 1Agent, PUBA
shoul d es tablish statistics showi ng for exanple which | P-addresses

vi siting who, when and how often. Certain types of deviating behavior

shoul d be repldrttadictunderkiandieg wha kinte seempotrescdidngan dné embboéinESMNDARS:-

operators.. Accor.ding,to fourth enbodi nent of applicable UBA's.wthin the
scope of Phe YRR Facy SR P AP RS0 i BIRaied R & B sAics -
establ i shed. i), Basi8alrhobse, it/ MA-BRAKLBOERE-BRcify biNRr BRMACYA Xefboatd1e
LUBA's, with the excep tion that these agents are adapted for detecting

whet her user ‘Bethavicommanddevi ating from the expected on a | ong-terns basis.
Thus a Macro-Log User Behavi or Agent, M.UBA reports if incidents, e.g.
detected for exanple by the Log User Behavi or Agents, are repeated over a

| ong period f&f eeagl®bea VittuEinba dbvRRtsEEpIRBIDSLH03 mkitdied DAVt inpat ent
Clains PCT/D 101 /000 1. System for providing custoner requested services

rel ati ng 0o -dewise listng ange.cVIDS et mpy ¢.2. bonredsii ng and/ or data acqui sition
inrelation to a data processing device and/or 5 a data network (Target 1 -
Target k) of a custoner, wherein

(# is followed by non-executable descriptive text)

# XY defining of the position and size of the selected application SA
15 # by mouse insertion of two opposite corner reference points
# The POS-tag establishes that the next two left-clicks defines
# the area of the selected application.
<POS>
X0Y0=12, 12
20 <L-CLICK>
# End of segment 1
X2Y2=650, 650
<L-CLICK>
# End of segment 2
25 #Now, the input script may begin
#
# Select a pull-down menu by moving the position of a XY defining
X,Y=12, 600
<L-CLICK>
30 # End of segment 3
# The select pull down menu segment is terminated

# Move cursor to input field



one or nore of a plurality of tests are selected to be executed in relation
to said data processing device and/or a data network (Target 1- Target k),
10 sai d sqlgeddsogs(201; 202; 203, 210) of one or nore testgePhRoGHBEUt €d
froma server TSMADARS server) which is connectable to said data processing
devices and/or data network (Target 1 - Tar get k) via a comunication
network ( 140), and wherein data represed8ing r esults of said selection of
tests nmay be accessed by the custoner 15 via a communi cation network and/ or
transmtted to said cugtgsgrsop2. Systemaccording to claiml, char act
arizadi n, that said one or nore se lected tests are selected on the
basi s of preferences ofD{RdCBast omer and/or on the basis of an anal ysis of
‘sai d data processing device an r ta n rk of the cus 20 tourer. 3.
System according to claim1 or%]?ndcgﬁseglqcﬁ%xg tarizadin, that said
one or nore sel ected t#Pnferd@ilensind ected on the basis of results of one or
nore manual ly initiated executions of tests on said data processing device
and/ or dafa network. 2#eagy.tdystem according to one or more of clains 1 - 3,
charactari z tnd , that said one or nore tests may be
configured to be executed each on predefined points of tinme and/or in
predefined intervals of tinme. 3DEfd ofsegiem ficcordi ng to one or nore of
claime 1 - 4, char actari.z afdhl n, that said one or nore tests
may be configured to HeMOYeEWsHodBRY f5M a regul ar basis and that the fi
equency of said regul q&zq?@cg@gi ons may be specified preferably in accor

WO (12/ 1159803 45 PCT/ DKO111101110 dance wi th custoner preferences and/ or
on the bd$i s of anal ysfB/dd&Kyses andl or a reference testing on said data
processi ng devi ce and/ or data nﬁs rg 6. %gtem according to one or nore of
clains 1 -5 char act ar"feo%8%¥M™h°, that 5 neans (121, 122) is
provi ded for perfouni ng mGIPRAESON bet ween data representing one or nore
results of a test and one or nore threshold val ues and that neans ( |22,

| 02, 140) are provided<iPdr the establishing of an alarm advice and/ or

i nformati on nessage. 212.127.8.114

15 <ENTER>
# End of segment 7

20 According to the above illustrated VIDS 303, the present play-status is that the <en-
ter> command has just been executed, and that the next action is to move the cursor

to positions 170, 500.

The control bar comprises a record button 613. This button facilitates a recording
25  over the segment of the input device operation. A further record button 614 facilitate
a one segment at a time recording. Rewind 615 and forward buttons 616 are applied

for VIDS 303 scrolling on a continuously basis or segment basis.

Moreover, the control bar comprises means for defining certain standard operations,
30  such as the above listed <POS> or <IP>. These standard “tags” are associated to a
certain predefined meaning, e.g. <IP> defining an IP-address. This defining of input

values associated to the established VIDS 303 facilitates an easy exchange of key



10 7. Systemaccording toclaim6, char actari zadin, that
said one or nore threshold val ues may be specified by the custoner. 8.
System acoa ob/ixgsdzo claim6 or 7, c har act ar i z agctpRowocbhrat said
one or nore threshold values may be specified on the basis of results of
manual Iy initiated execul5 tions of one %r nore tests perforned on said
data processi ng device and/or network. 9: 4System according to claim®6, 7 or
8, charactari zadi n, that said nanually initiated executions
of one or norealuessuel) asdPepaddresfesy enea fiteSYE)S P dssociatdd tona selededisdtfaware

processi ng devi ce .and/ of net , be performed with reqular intervals of
i e, 20 0. ABpGeuidE Brorc T SR LETEnY: Ay DS TE) SFARSE 0 bCertathly | & o
‘tar i z a Glicafion mah8b r@@é 6f e VI AL bR ¢ & éxchdfbe ofR%y YRRBS Of

whi ch said sg;ver ( TSMADARS ser ver) is'co_ngéc al\l{oylpgre toxcsaig%c%at%’l processi ng
devi ce and/ orWigit apphiangide sarng aefijuare Bpfligatien tktheitest af anathareustemenr k
facilitatizng use of authentication and/or encryption. 25 11. System

according™to one or nore of clains 1 - 10, char actari zadi n,

that said corThetuasingenthResiblished WM)303QM?’%%ﬁﬁlleﬁéd Whadvatiag thedat a
representing results may be accessed, downl oaded and/or transmtted by/to

the custoner Blay/pausebutten Gt angrthe pperption oftthe thputdeviges mayreanndated on and/ or

ion. 30, 12 ' . ' -1 h
oS S Y L 0k U RSB\ ion© "
conpri ses t estbshe gleAtNAGover, the VUDSII03tiBedtiand in thAQiRdAI R (dk3icd fisting

PCT/ DKI' 1 1/ 00010 (103a), quality testing (103b), teleconununication security
testing (Po3carea SEDSLGLY should baserolled siawiltarauskygtheeby ibustiatiog the cusrestur i t y

audi ting (10%it§>ﬁquHQ§1iilgg§hthéﬂ8e g&%gi\,@gs(ﬂ)ggh) and/or test |aboratory

services. 5 13. Systemaccording to one or nore of clains 1 -- 12, ¢ h ar
actari zadi n, that said one or nore selected tests are configured

(User - Undiitng® Hsfen ol moec or e sbdirmiorciifig o bathict s VAR
information () gg@blge;rétéﬁntaoca&ard@ﬁx%gfe,l %@feg{?é/c?ﬁt%ﬂga‘mg 3;)%?&1-'0@@}&&1%#6

execution (223, 2 sal d test. ) stem according to aim13, ¢ h
ar a c tl5a rtojcreatea §¥TPS 303 by harording/dertcestingshié inpuf ddvicerapgrationoveisthe one or

nore |inks each a_recqrded .prepar at.i on of . of tware .application, said
preparation ocrorr&ﬁgtﬁﬁ - ﬁ’r??l% TR??F ge f%%ﬁt‘ﬁ‘ési‘ﬂe(flﬁ?bﬁﬂﬁ‘%% tg‘i)%ﬁ“&fq,lons

performed on wrg0RRE 684 messhle td3k®hf ace (605). 15 15. System according to
claiml1l4, char actari zadi n, that said one or nore recorded

preparations of a software application is/ar a dedicated to a particul ar

target system: 29. f.ar . ri I ecution of a test
sof twar e appﬁlga‘?}lgﬂg?atg@g%g& es el'soémrdef% gfﬁgﬁ?rcﬁb%gﬁ’t' %@ﬁgﬁeslp‘ﬁ%‘?ﬁoﬂ‘put nmeans
for opera&ling said test software application and/or for specifying and/or

sel ecting pargnmeters r Ie\égt for the execution of said test software

appl i cation antf WREIETRCE AP bisiasisiatertianmg inignos of 8 seftwpisapplicatioanEhaoin- _
conput er | NPUW, X 3Rs sabGid &tiviark BYRASh ARPHL LstibIERIPHY flvelRURSineammgNEr €1 N

sai d system conpri ses
of a certain software application lacking an API.

25  The reverse engineered code may be mapped together with a roadmap file defining
the necessary input fields e.g. according to a DOM (Document Object Model) —tree
representation of the reverse engineered software application. The input fields
should typically be all the fields needed to be set/filled-in in order to run the applica-
tion. Therefore, such filed may include trivial default settings common for all the

30  needing executions of the program and it may evidently include the fields needed for
the individual executions of the application, e.g. the insertion of for example an IP-

address, test parameters, output-file definitions, etc.



- nmeans for storing - data indicative of operations perfornmed on said test
software application by neans of said conputer input neans, and 30 -

par amet er wipdaseddgci fi ed and/ or sel ected by nmeans of sai d gopiéGloodenPUL
means, and WO 02/059803 47 - neans for indicating a sequential relation
bet ween said data. PCT/DK(11/000C0 17. System according to claim16, ch ar
actarizadi n, that said neans Bdr in S dicating a sequenti al

rel ati on between said data conprises a sequential listing of data stored by
said storing neans. 18. System according to claim16 or 17, c har act a
rizadin that said data indicative of operatjons perfornied on said
test softwar uck feldaesiipngimihe reverssgngineered sagtbasbeen pevealed ansexe-

-conpri ses dat.a.: i ngd i f . au . i i user
ntertace of LupEt GERELS PR RE AR R AT LE b B BRERRL SFRIHTT v o
a di mensi onalinpuetirg ietevahi [P-dddiessantestiod digioasn ést alpesisetd. ih Meaohteodd)de-sai d
-conmput er i_nput ans, 15 19. Method of nonitoring the traffic of data
packets in a cqmPimgdbeende tp gpeyeibhly instergs of th arg pPPIEatiR-k units (8l 4 -
817), at | east one of said network units {814 817) conprising access
control lists (821, 824, 825, 826) defining data traffic rules associ ated
to the networkusenifiiend{ygpograngaing tosl(s ddseribkak telow afithi refenéncehefigai.d net wor k
conprising data packets (801), said data packets (801 ) conprising at |east
one destination (802) and at | east one source address (803), establishing
at |east one Fi%.fﬁllﬁﬁfa@eddﬁlhhéﬁé’tﬁﬁqdiﬁéﬂt%%'v%a@m%%r (‘VAI_@E%?OE habld.c rules
associated to the said network unit (814 - 817) 25 establishing at nunber
of "roni t16ri neg fpdheinyenti®@R7 - 830) in the said network (800), neasuring the
data traffic in the said nonitoring points (827 - 830) 30 conparing the
said neasured data traffic with the said data traffic rules, establishing a
warning if t Nhe ORI 1020 akRNBR hifhcti Bl asiBRSIH QY ustimetihdd 70100 I Jyses dat a

packets confljcti ng with the said reference |ist (832).. W O 02/ 1159803
described reverse engineered code. The graphical user mterface 701 facilitates that

the user may type in the parameters necessary for the execution of the specific appli-

15  cation addressing a specific network.

According to the illustrated graphical user interface 701, an IP-address input field,
703, is provided for inputting for example one or several relevant IP-addresses or
addresses relating to other types of protocols. The IP-addresses or other types of ad-

20  dresses may e.g. be comma-separated.

A telephone number input field 704 is applied for inputting of telephone numbers, if

the test application e.g. is applicable for telephone test, e.g. war dialing tests, etc.

25 A number of function check boxes 705 is provided for checking the applicable func-
tion according to the desired execution of the program. The choosing of desired func-

tions may vary from task to task and from customer to customer.

When the operator of the VAPIE 702 has finished the insertion and checking of the
30  desired function he may activate a compile activation button 706, thereby invoking
the compilation of the selected application 401 with the specific inserted parameters.

Hence, the compilation of the application results in an instance of the program, e.g.



48 PCT/ DKOL1/ 011060 20. Method of nonitoring the traffic of data packets in
a data network (800) according to claim 19, wherein said at |east one

ref erencewd slosbh32) conprises data traffic rules copied fg@hRbidosast one
of the access control lists (821, 824, 825, 826) associated to the said

network units (827 - 830). 21. Method of nitoring the tr affic of data

packets in a data network (800) accord iﬁgoto 19 or 21, 10 wherein the said
destinati on address (802) conprises an |P-address or a address relat ing to
an ot her typeneixepilotassooiataitd awhbvmtmhstomai dusoecaonaafdhefk 80BEn ampr i ses

an | P-address, or _a address rel at n_ot her e of 15 22.
Vet hod of 1ot BIEFG G i BReeteBrintedied pd engried B AFenREH 8650 k' (a00)
"accord ing to any of the clains 19 to 21, wherein the said traffic rules

conprises different conbi nati ons of forbidden source and destination
addr esses. 2@mndvartagedf vichadype ofrvintepl AFS editerf (MAPIE) 702 isdhpackertlexin a

dat t k d t f th wh t

eact one ot CRAPEIRGERES REF iRl pofaatorac e Be cilptpeiEin 208 iy o
lists (821, §@fandScuftd®itlikleeifvg, Widnatht Va{PIEC 02 Wnes hastees eathsitkhtPod e
network units 25 (814 - 817) corrprlses a firewall and/or a network routes

and/ or a net \ibe kasiy ¢fcthe revermse enginpesingotherabs wedquggth@ need mfananually)fnpuum

packets in a g%ha"‘%w%kﬂé gac?x)tm?e Cé%rdl %te}étg 9 of th§$ﬁ§4°§'ﬁ§§f@, ea% 23,

wher eby the s noni torin

i dentified SEpji@ﬁnEwdéntlthudlﬂhymdes éﬁﬂﬂépplﬁﬁlcﬂ'ﬁma%é f’ﬁgdrd@ﬁ abBRirdfidig t he
traffic of databqackets in a data network (800) according to _any of the

clai ms 199t o PPAablgfest piogranydedigated tPéfcéfté’ﬁé%Skl 4n§ta Egap cusomsslhpiiated WO
02/ 0598 13 P 4 ffi
0556 12, PTCBLOBTIR 3. o BHIPSRE,SL L ORI kgl 11

826) of the medyor disposed and 8 héwinshihéy hav e belangildd w2tﬁth¢\/élidngeﬂdleftarﬂvhtor| ng
the traffic oe(lgata acke s.in a dat.a network (800) conprjs |né; a nunber of

networ k uni t YAuch gqrapl até?tnq SASY 1BTIRNCSP OLREW “ﬁ’éatnﬁﬁsr‘l%% ¢ pased ihe g17)
conpri sing aGeSsly H@écfs% cha&%’e%he(él%%nt%%fh by81?1§a 1;%%@(: 99&’1@'7(5@1&1??@01‘ raffic

rul es associated to the net uni t the data traftic of the
sai d net Mbr k retypmgitbe agmplateadatrniogett s (800) sai d data packets

The illustrated VAPIE graphical user interface 701 comprises other possible buttons
707 or forms (not shown) provided for importing customer records, defining the de-
sired applications, defining an output format, warning outputs, etc.

20
Evidently, the illustrated VAPIE editor 702 may be constructed in several different
ways within the scope of the invention. Preferably, the VAPIE editor 702 should be
somewhat customized to the specific application, thereby reducing the complexity of
the job of the operator using the VAPIE 702. Such customization may e.g. be a one-

25  to one relationship between the relevant input fields of the application and the
graphical user interface 701. An example of such customization may e.g. imply that a
VAPIE graphical user interface 701 associated to a selected application only involves
IP-address input fields and check-boxes, if no telecommunication tests may actually
be performed by the program.

30



10 (801) conprising at |east one destination (802) and at | east one source
address (803), establishing at least logging file in a database (819)

refl ecti ngyd @asogwasages estab fished in at | east one netwopda/bRItoodHLE -
817) 15 conparing the said | og nmessages to pre-established | og-patterns,

establishing a warning if pre-establi shed patterns or variations of the
pre-established patterns are identified. 320 27. Method of monitoring the
traffic of data packets according to claim26, whereby the said

| og- messages Rig.eeﬁeﬂlusbhﬁes b daka g twetirk hevopdihg nebnoerfsoditerntof (Bl iventbh@ndof t he
network. 28. Vi rtu API tﬁltor (606), conprising 25 nmeans for selecting an
appl i cati on, as%’Pﬁlla B‘fuif‘?:aff & BYSHETR AescHbed g 1la)lle fdastPedprmed b dp- user

e ace, (SOl gR it ol e S0 CORADS CHRN B0y hrkEAR B ALROE 2L o

interface (605) of a selected appli catl on in a di spl ay area (601 ) WO
02/ 059803 P 8]&.400060 50g§a gns f ]t.a lishin | east .one virtual
i nput device aviogegents Adsmaﬁ't H© éérvéct?ﬁﬂ‘fﬁmré@)@feﬁé?l ni ng

the sequenti ghe OREEMAE! Qpiterdd ¢ |v‘?@§ﬂcrﬂﬂ€d PR nAGY i0F the( 831 nPRe in29-
Virtual APl editor (606) accor d| n laim 28, neéans for executing the

sai d virtual stallsdat thevustemstsricpyo 03) in such a way the said virtual input
device script (303) results in an execution of the said sel ected
application via the said graphical user interface (605) associated to the

sai d sel ect edripRhtufelilPRy deblivea wiltbiefaen @fto @Rt @ AGHROAGI@stYAtéd g AR,

editor (702) conprising reverse engineering the program code of a sel ected

sof t war e lQppIE‘@é@ﬂtb’nthelguﬁt@@dtdafawwoﬁ in andyeme of sevstad diffarentmostibleisetuds i n
the code of t ft t] r.ovi din raphi cal user inter face
(701 ) havi ng%tgﬁets %Pﬁgabé%ﬁcfh{%tg g%pﬁg)fﬁéelqgvgﬁonl nput fields, 20

inserting data by rreans of at | east one conputer input device (603, 604)
into the re verse engineered programcode in the identified relevant fields

via the said Qs otksierilifgtesedatafraftic poipyeen the involved units in the form of
data packets 801. The data packets comprise a destination address (DA) 802, a

15  source address (SA) 803 and further packet content (PACO) 804 as illustrated in fig.
8B. The packet content may e.g. be specific data packets, requests-replies, etc. In
typical network both source and destination addresses are IP addresses, but could

origin from other types of protocols.

20  The illustrated network comprises a number of internal users 810 - 813, e.g. access-
ing the network by means of dedicated PC’s. The illustrated network is traditionally
linked together by means of network cables and network units 814 (NU1), 815
(NU2), 816 (NU3) and 817 (NU4) and servers (not shown). The network units com-

prises different e.g. routers, firewalls or bridges.

25
The basic elements of the illustrated network a database setup comprising two data-
bases 818 and 819. The latter databases 819 are intended for internal storing of log
files.

30  Moreover, the network comprises a database 818 associated to a network unit (NU2)
815 in the form of a so-called firewall. The firewall 815 is established for providing

access to external users 819 to a database 818, i.e. web-based database which may be



conpiling the established pr ogram code conprising the inserted data into
one in 25 stances of an executable application of the sel ected application.
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Therefore, the invention provides external test on a computer network testing

whether intrusion or cyber vandalism is actually possible to non-authorized users.

10  Typically, such as test should make the specific weaknesses clear to the owner of the
network and the test should result in different proposals eliminating the discovered

weaknesses.

Moreover, the invention provides test facilities testing whether something has actu-
15  ally failed, i.e. if non-authorized data traffic has actually passed the firewalls, etc.
Therefore, such test facilities necessitates a testing of the inside traffic of the net-
work, and therefore tests will have to performed by means of security routines estab-
lished in the internal part of the computer network. The tests may be performed by
so-called User Behavior Agents (UBA’s). The User Behavior Agents may function

20  in several different ways.

According to a first embodiment of applicable UBA’s within the scope of the inven-
tion, a Watch User Behavior Agent is established for watching illegal data packets
within the computer network, and preferably, the Watch agent should give an advice

25  ifillegal packets are detected.

‘The Watch agent implies a number of measure points, e.g. 827, 828, 829 and 830,
established within the internal part of the network thought to be secure and free of
undesired traffic of data packets 801.

30
Preferably, a measuring point should be established in each or at least as many as

possible segments of the network in order to track unintended traffic on the network.
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cards, one per monitoring point), as data packets coming into the network via the
mis-configured router 816 (NU3) are measured and compared to e.g. the rules or

10 some of the rules of the access control list 821 (ACL2) associated to the firewall 815.
An appropriate warning should be raised.

As illustrated in fig. 8C, the tapped data packets 801 are compared to a rule list 831
15 (RL) defining a common description of undesired traffic, i.e. data packets. If the
comparison reveals that undesired traffic within the network are actually present, the
fact should be brought to the attention of a super-user or the like. E.g. by means of a
simple log-file which may be opened from time to time by a super-user or some kind
of warning e.g. in the form of a text message to a system operator or securely sent

20  electronically to the TSMADARS -server as part of the testsuite setup.

The rule list 831 (RL) may e.g. manually typed e.g. for simulation purposes or the
rule list RL may, as illustrated in fig. 8D by copied directly from the access rule lists

824 (ACL1), 826 (ACL2), 825 (ACL3) or 821 (ACL4) of all or some of the network
25  units 814 (NU1), 815 (NU2), 816 (NU3) and 817 (NU4).

The advantage of merging the access rule lists 824 (ACL1), 826 (ACL2), 825
(ACL3) or 821 (ACL4) into a rule list (RL) 832 is that all established rules or filter
functions are compared to the actual data traffic of the network.

30
The established monitoring and the comparisons may e.g. be used as internal watch-

software applications, or it may be applied as an agent stored internally in the net-
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The above described monitoring of the internal traffic in the data network should
preferably be supported by tests on the firewalls etc. performed for the purpose of
monitoring weak points of the interfaces between the external and internal part of the
network. So to speak, a reliable security monitoring should preferably dynamically

10 test the network firewalls ability of keeping undesired data traffic out of the internal
part of the network as described according to the above-described system of fig, 1
and the security monitoring should preferably dynamically monitor the data traffic of
the internal part of the network in order to discover if undesired traffic has actually
entered the internal part of the network. When unwanted traffic is discovered by

15  simple pattern match performed by the UBA’s internal algorithm and database sys-
tem, alerts are securely sent electronically, e.g. e-mailed, to the local system adminis-
trator or to the TSMADARS -server.

Moreover, according to the first embodiment of the invention, the UBA may be ap-
20  plied for simulation purposes. If a modification of e.g. the access control list 826

(ACL2) of the firewall 815 (NU2) is considered, the modification may be simulated

by modification of the reference list, thereby emulating the traffic occurring if the

considered change is actually performed.

25  According to a second embodiment of applicable UBA’s within the scope of the in-
vention, a Log User Behavior Agent is established. The Log User Behavior Agent is
adapted for checking different log files of the computer network, e.g. firewall logs,
servers events logs, database log files, etc. The UBA should check these log files and
give a warning if user behavior agent detects if activities or users behave different or

30  deviates from normal expected user behavior.
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Tabasco router. The name of the router is fictive and the example is only applied for

10  the purpose of explaining important features of the invention.
The log-messages are typically product specific.

FW: Tabasco.

15  -1. DEST. IP address: ICMP overflow time T
-2, DEST. IP address: ICMP overflow time T+delta
-3 DEST. IP address: ICMP overflow time T+2xdelta

The message log-file indicates that a Ping of death has been initiated at the Tabasco
20  router, as the log-messages reveals that the IP address has invoked an overflow in the

router at three different times T, T+delta, T+ 2xdelta.
The behavior reveals that a denial of service dos has occurred or occurs.

25  According to a third embodiment of applicable UBA’s within the scope of the inven-
tion, a Protocol User Behavior Agent, PUBA, is established.

The Protocol User Behavior Agent, PUBA involves an agent, which may be located
at the customers network collecting network data traffic on a protocol level. The

30  agent may e.g. reside in a dedicated unit comprise several network units. The content
of the data packets are analyzed on a realtime basis , an deviating user behavior may

e.g. be established by applying more or less complicated neural patterns.
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agtg network (Target 1 — Target k) of a customer, wherein

one or more of a plurality of tests are selected to be executed in relation to said data

processing device and/or a data network (Target 1 — Target k),

10 said selection (201; 202; 203, 210) of one or more tests are executed from a server (
TSMADARS server) which is connectable to said data processing devices and/or

data network (Target 1 — Target k) via a communication network (140), and wherein

data representing results of said selection of tests may be accessed by the customer

15  via a communication network and/or transmitted to said customer.

2. System according to claim 1,characterized in, thatsaid one or more se-
lected tests are selected on the basis of preferences of the customer and/or on the
basis of an analysis of said data processing device and/or data network of the cus-

20  tomer.

3. System according to claim 1 or2,characterized in, thatsaid one or more
selected tests are selected on the basis of results of one or more manually initiated
executions of tests on said data processing device and/or data network.

25
4, System according to one or more of claims 1 -3, characterized in, that
said one or more tests may be configured to be executed each on predefined points of

time and/or in predefined intervals of time.

30 5. System according to one or more of claims 1 ~4,characterized in, that
said one or more tests may be configured to be executed each on a regular basis and

that the frequency of said regular executions may be specified preferably in accor-
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15 tions of one or more tests performed on sald data processing dev1ce and/or network.
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9. System according to claim 6, 7or 8,characterized in, thatsaid manually
initiated executions of one or more tests, e.g. reference tests, performed on said data
processing device and/or network may be performed with regular intervals of time.

20
10. System according to one or more of claims 1 ~9,characterized in, that
said communication network (140), by means of which said server (TSMADARS -
server) is connectable to said data processing device and/or data network (Target 1 —
Target k) is a secure network facilitating use of authentication and/or encryption.

25
11. System according to one or more of claims 1 — 10, characterized in y
that said communication network (140), by means of which said data representing
results may be accessed, downloaded and/or transmitted by/to the customer is a se-
cure network facilitating use of authentication and/or encryption.

30
12. System according to one or more of claims 1 — 11, characterized in,

that said plurality of test applications comprises tests relating to security testing
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may comprise one or more links each to a recorded preparation of a software applica-
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tion, said preparation or preparations comprising input actions and/or operations per-
formed on a graphical user interface (605).

15
15. System according to claim 14, characterized in, that said one or more
recorded preparations of a software application is/are dedicated to a particular target

system.

20 16. System for preparing an automatic execution of a test software application, said
test software application comprising input means for operating said test software
application and/or for specifying and/or selecting parameters relevant for the execu-
tion of said test software application and wherein said input means may be operated
by means of computer input means such as a keyboard and/or a computer mouse,

25  wherein said system comprises

- means for storing
- data indicative of operations performed on said test software applica-
tion by means of said computer input means, and
30
- parameter data specified and/or selected by means of said computer

input means, and
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15 19. Method of monitoring the traffic of data packets in a data network (800) compris-
ing a number of network units (814 - 817), at least one of said network units (814 -
817) comprising access control lists (821, 824, 825, 826) defining data traffic rules
associated to the network units (814 - 817),

20  the data traffic of the said network comprising data packets (801), said data packets

(801) comprising at least one destination (802) and at least one source address (803),

establishing at least one reference list (832) reflecting a number of data traffic rules
associated to the said network unit (814 - 817)
25

establishing at number of “monitoring points” (827 - 830) in the said network (800),
measuring the data traffic in the said monitoring points (827 - 830)

30 comparing the said measured data traffic with the said data traffic rules, establishing

a warning if the comparing reveals that measured data traffic comprises data packets

conflicting with the said reference list (832)..
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24, Method of monitoring the traffic of data packets in a data network (800) accord-
ing to any of the claims 19 to 23, whereby the said monitoring points are established
in preferably all identified segment of the network (800).
30
25. Method of monitoring the traffic of data packets in a data network (800) accord-
ing to any of the claims 19 to 24, whereby the said reference 1ist (832) is established
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15 comparing the said log messages to pre-established log-patterns,

establishing a warning if pre-established patterns or variations of the pre-established

patterns are identified.

20 27. Method of monitoring the traffic of data packets according to claim 26, whereby
the said log-messages are established by different networks units (814 - 817) of the
network.

28. Virtual API editor (606) comprising
25
means for selecting an application,
said application being operated by means of a graphical user interface (605) on data

processing means (602) and at least one associated input device (603, 604)

30 means for displaying (601) the graphical user interface (605) of a selected applica-
tion in a display area (601)
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means for establishing at least one virtual input device script (303),
said virtual input device script (303) defining the sequential operation of at least one
input device (603, 604).

29. Virtual API editor (606) according to claim 28,

means for executing the said virtual input device script (303) in such a way the said
virtual input device script (303) results in an execution of the said selected applica-
tion via the said graphical user interface (605) associated to the said selected applica-

tion,

30. Method of establishing a virtual API editor (702) comprising

reverse engineering the program code of a selected software application,

identifying a number of relevant input fields in the code of the sofiware application,

providing a graphical user interface (701) having input fields corresponding to the

relevant input fields,

inserting data by means of at least one computer input device (603, 604) into the re-
verse engineered program code in the identified relevant fields via the said graphical

user interface (701),

compiling the established program code comprising the inserted data into one in-

stances of an executable application of the selected application.



