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functions that a user may periodically request, such as checking a balance of a checking
account or making a minimum payment to a credit card account, for example.
Presently, each time that a user wishes to perform one of these routine functions, the
user must request the function to be performed and provide all of the input for the function to
20  be performed. This is true even in cases where the input is standardized and does not vary
from request to request. |
Repeatedly requesting the same information from the user to accomplish a previously
requested function is an inefficient use of the user’s time. Some web-based applications have
addressed this inefficiency by providing a capability to store user preferences. Such
25  functionality, however, is only available sporadically, for specific web applications, namely,
those applications which have been designed to include a feature of storing and recalling user
preferences.
Consequently, a need exists for a system and method for reducing the amount of time
and effort a user must provide to submit routine, periodic requests for information or services.
30  Further, a need exists for a solution which is compatible with existing client-server

applications.
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data representing the monitored client-server interaction. The system further includes a

playback module. The playback module is operative to replay client portions of the stored
control flow data and to analyze server responses to determine and report an alert. In
25  addition, the system includes a control module for controlling the configuration module, the
recording module and the playback module.
Computer-readable storage media are also disclosed which include processing
instructions for implementing certain disclosed methods.
Certain illustrative aspects of the methods, systems, and computer readable media are
30  described herein in connection with the following description and the annexed drawings.
These aspects are indicative, however, of but a few of the various ways in which the
principles of the methods, systems, and media may be employed and thus the examples are
intended to include such aspects and equivalents. Other advantages and novel features may

become apparent from the following detailed descﬁption when considered in conjunction
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beconme apparent fromthe follow ng detail ed description when considered in
conjunction 2 WO 03/005202 PCT/US02/21439 wth the drawi ngs. Brief
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li ke re‘fvétﬁglﬁ%@r MWMeBers indicate like features and wherein: Figure 1 is a
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pr esent pI i catr on; 15 Figures 6A-6G are \é%{a‘i}%gus_ w ndows presented

accor di WgW Qt@%&%ﬂ@%@é’@&teﬂﬂﬁefe@ﬂ@s P8HY enbodi ment the present
application;
DOPl ot pon: gtk Tl B e TiRIARaRl S bRt PRAHRrRABR L cBE L ARG,

ment the present

appl i cati on. F@rdetiaklfeay Ehﬁcthapuﬂlmlraﬁxanrﬂxamp’@tMeﬂtsdolsgstfmplamgdbmut er
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Figures 7A-7D are various windows enabling method validation configuration for the

exemplary embodiment the present application.

20 Detailed Description

Example methods, systems, and computer readable media are now described with
reference to the drawings, where like reference numerals are used to refer to like elements
throughout. In the following description, for purposes of explanation, numerous specific
details are set forth in order to facilitate thoroughly understanding the methods and systems.

25 It may be evident, however, that the methods and systems can be; practiced without these
specific details. In other instances, well-known structures and devices are shown in block
diagram form in order to simplify the description.

The present application augments traditional Information Technology management
solutions by providing the ability to record, replay and analyze interaction between a user and

30  an application. In one embodiment, such interaction may represent business logic occurring
within a client-server application. Although the exemplary system is described with respect
to a client-server architecture, other architectures may be utilized, such as a peer to peer
architecture, for example.

The present application describes an exemplary client-server interaction
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to a client-server architecture, other architectures may be utilized, such

as a peer to peer architecture, for exanple. The present application

descri beswanspanpl ary client-server interaction 3 WO 03/P00AR0R21439

PCT/ US02/ 21439 recorder/player ("Interaction Recorder”) which enploys a
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- e .
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1, there is illustrated an exanPI e interaction recording system 100 for
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capture and RefRk@yg lotignddt iRfe Bfillahaed Bntdbaple wdittian rdcdBlisesyem 10he

captured interaction or control flowis stored as data in store 120. The
r ecor di fog nmdieting.I2eording Teplayisg andianadyrangnterpiona beivsew eprication clig 110

application client 110 - . . 1At 115
25" b i gt ot ey o o RBlP atolsBhill B Pt s 16O chls o VAl
appl i cajdepdr AFplication to @phire agb@play dntewplicy oBarCBIB clidnt fHithwnEIBrgrieheThe or ed
control flow data _associated with the appl.ication clj enter,lql;lo' [%{lri ng t he
pr oces scapture Ftesprtion o contrebflew g stered\as darar stoas héths B reraidingdprdulad #yn
server . t Q. t : . f ' t he
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r esponsiep applécatioh sexvesil 55 entontiol Hlotshéats.e Htaybaes ndolei Pddemibles ag entaiser,

repl ayed control flow, 20 playback nodul 30 re ts an alert., Wil e
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i nteraction recording system 100, consider an exenplary
20  playback module 130 reports an alert.

While providing other functionality, configuration module 135 enables the end user to
customize the operation of the playback module 130. Configuration parameters determined
by the end user are stored as configuration data in store 140 and include, for example, alert
ranges and notification messae contents. Control module 145 enables an intelligent agent,

25  end user or application to interact with the system 100 and controls the recording, playback
and configuration modules.

To illustrate the utility of interaction recording system 100, consider an exemplary
bank account EJB application that provides deposit, withdraw and check balance methods. A
typical user interface, built using servlets, may use such methods to provide an ATM-like

30 functionality through a standard web browser. Using the exemplary EJB application, a
customer may deposit money, withdraw money and at times check the balance of the user’s
account. The recording module 125 can be used to record this interaction either through the
web browser or directly with the EJBs.

Intelligent agents may invoke the playback module 130 to replay the recorded control
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bank account EJB application that provides deposit, w thdraw and check

bal ance nethods. A typical user interface, built using servlets, may use
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exanpl e, defining a playback interval, defining _ai ert conditions, and
def i ni rigteraztivi se®rdiog systemohel. n§ onbgeenee theaistesacsion Teenrding Bissm T9 may

recordi.ng nodul e 125 i | oyed .at, bl.ock. 2 I tOF... C .t he
cont’r ol mgﬂi%\cfj&g{fx%fn i g?ﬁnqg% Fv@?’yba?ﬁlﬁ R o&ﬁ%g}él%sggn.coﬁﬁlggﬁg r#l ?o&r%ggm ont r ol
f1ow i ngligglemdr tdBondind &Y dfddteialfetoMdaionthe client 110 and the server 115,
and is stored as control flow data in 20 store 110. At a predeterm ned

pl ayback i ntEhevasordinganedudy bati crmpiied at Block 413 tmeyier ad reqgrdibe ook o
replay §0p GONtGak L ou hpildfiof SEQISACH RS HoARoredNEordtlofVIRAE ipdRE fhel 3O
conpar e€s the responses t e replayed contro ata received from

appl i cahicpdetio betveeh the thenttN6 andshopses EitSonnd is storedrdsr@intrbl fow diataainst or e

120 to determ ne at bl ock,K 230 whet her an al ert .
20 store 110. At a predetermined playback Fntervaﬂ, ?he playback module 130 is employed at

block 220 to replay the control flow of the recorded session. The playback module 130

compares the responses to the replayed control data received from application server 115 to

the responses stored in control flow data store 120 to determine at block 230 whether an alert

condition has occurred. If an alert condition is detected, the alert condition is processed at
25  block 235, otherwise the methodology ends.

Referring now to Figures 3-7D, there are illustrated various example windows which
may be presented to the user by the interaction recording system 100 to effect the methods
and operate the systems of the present application. The exemplary system is an application
designed to be executed on the BEA WebLogic Platform™ provided by BEA Systems, Inc.

30  Figure 3 illustrates an initial window 300 which enables the user to select expert agents. In
order to begin recording a new control flow, the user selects “Instances” from the “WebLogic
Business Logic Expert Agent” tree. Alternatively, the user may select “Instances” from the
“Tools” menu. Selection of “Instances™ enables the user to add, delete or edit stored control

flow instances. Selecting “Add” enables the user to begin recording a new control flow.
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condition has occurred. If an alert condition is detected, the alert
condition is processed at 25 block 235, otherw se the nethodol ogy ends.
Ref er ri ngwoamaov20Fi gures 3-7D, there are illustrated vari @aI/EsSeaeabe
wi ndows which nay be presented to the user by the interaction recording

t 100 tq effect the peth o t t f t
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Figure 3 illustrates an initial w ndow 300 which enables the user t? sel ect
expert thgaams uner wiielithe cootrolefiow will be sigraskfon fieig retsrance! The 85T Ry Pser
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Ao v ORI A SV, oy AR EERL Rk EaPSRS et
Sel ect | Rndhay HRSERCE Frone ARPWRSLbEE RISederiets prdttiouslyl @in€igaredediat dastbesced

control flow instances. Selecting "Add" enables the user to begin
r ecor di wglen thee Webbogie Slervear dipes Awyrh3/Idgssyst P@W%@@zpsz&%ﬁéﬂsaﬁ“gfa 23 the

depi ct "New | nst YY) i j

certain apg%pgrple,sa?ﬁ%gssw r@'%&%g@ﬁ@}e‘ﬁﬂaﬁ %ho(\gfivn?lg ’Vﬁgﬂ% %o%%g%.ﬁ)%gggitgfe?%al ly,
the user mayoded ieechatdaterisasse ofl tteniewitbniolt fiew hame bedn tefmedyithd uépe rsayor ed
for future reference. The user nay al Sﬁ%@{tﬁli de g. 1ext ral .descr.(iﬁgt- on of
t he contelest “Epugh Repordpid tpbegigyreeerdmed oW Qlpn applGaonsseRsy Y be
sel fet e%léc{i/@g‘o% hE, R QbGP Br SR ME5 iR RYARE LY +& ORIHIBHEMnhertidn dAtRbase
under the Logic Sérver Expert Agent. "The server connection paraneters,
such asthel&eblblic FiB errveannd dspibypthesaotrdl fow rpopdingt widpasEl) depigierein
WebLogi ¢c. Server Expert Agent. Once the characteristics of the new control
f1 ow habi@¥exn defined, the user may select "Launch Recorder” to begin
recording th?g&&&h[_ odrdtRViBly RBoraRR Winaw ISR faRiliaf i curhént pedcesdingon of
"Launch Recorder™ directs recordi ng nodule 125 to establish a connection
Wi th t hintapbiok alpsign ElBrsatedewith redditionpl ByBwspesifiooptions. f (Tdw miekeelibay B ndow
500 dep'% ted in Figure 5 The exanple control flow recording wi ndow
enmploy sTOXOPARE TPY OGO ment processing interface design augnmented with

addi ti opfil. E¥BrSpE6H fiuge@Rtdcoas fild hadling Gidcdes. has the 15 fol | owi ng nenu
options: File: This option is used to access file handling functi gafs) New:

This option Pewnpts t hBhis epbewPragants theirecording Jradule ReRCE SHTOFOFPOOREY: | £ at
the time another contr ﬂl at Meg\ﬁln%; %@ﬁéﬂ biitrot ﬁ'&ﬁ o&dtive he Rk ‘foﬂ)n'lﬁte& {T&he

control flow should be saved o
control flow should be saved or not.

20 Open: This option prompts the playback module to open a prerecorded
control flow.
Save: This option saves the currently active control flow under its current
name.
Save as: This option saves the currently active control flow under a different
25 name.
Exit: This option closes the interaction recording system.
Connect: This option is used to connect to the WebLogic EJB server.

Connect to server: This option prompts user for the server connection parameters.

Record: This option allows user to add new steps to the currently active control flow.
30 Start Recording:  This option initializes the control flow recording and is used to
begin recording.
Add new step: This option starts the wizard that adds a new step at the end of

the active control flow.

Play: This option is used to access functions that play all or part of a prerecorded control

6



20 Open: This option pronpts the playback nodule to open a prerecorded
control flow Save: This option saves the currently active control flow
under itswous/esv2 nanme. Save as: This option saves the cecmdarsod/gi4acti ve
control flow under a different 25 nanme. Exit: This option closes the

I nteraction recorﬂi ng system Connect: This option is used to connect to
the WebLogi ¢ EJB S8Fver. Connect to server: This option pronpts user for

the server cp oPinpar aNBhiST SptionRPLaE dthe Thingerblyt haiveakbavel feer fiom add
new steps to the currently active control flow 30 Start Recording: This
option initializes the contbeginingi® cording and is used to begin

recor di ng. w step: This_opt. a ] t hat 8v acew step
at the end é?ﬁay{hﬁgp'active (t?i(;hzl rog)ltnoﬁl%ol\%\is ﬁlgyﬁjg%&%%%ﬁlo%@i%ﬁﬁge}é tco access
funcdions that play all or @bl flbwa prerecorded control 6 WO 03/005202

PCT/ US02/ 21439 flow. Play Recordi n%:e Thi s opt] on5$I ays the .gurr nt | r\g
active cont r Baclf resarded sivntrelegPvriAy dnéﬁlﬁjPP Mfgpesprepgorerfdivigual; PSPk
onl y ¢ ngoext oPheRsdidh, ! RErtld AOL!¥ MGliky BA-SGCARL B ifihQiedmE vingGos ded
cont r ol P9TOW may be nade up one or-nore individual steps, or portions
of a sepmbated Befthe riccgdingvmbddul&ivghane sdding GGsinglestep 40 e cohtralt flewedThte

wi ndows presented by the recqrding .nodyl.e when adding a sipgle step.to a
cont r ol SUCPERRIveTHIBdOwE é’i?éé”%ﬁe@"é’g\m ﬁdg\'/%argr éormaégl@ﬁlagésq eaus%\ﬁ’(‘zl%?f:%fﬁ Sfrggl?mt
that, asglLstpa bhSrdlSRAw. LR L Rhidliod, B Bsed BnidlsRRtaOindaceoRt Nkt Thudton 6la igach
wi ndow, the user enters data and selects "Next" button 614 in order to
pr oceedordsBacibedudt BackB b8ttorn 6 EHia edit previouslly entermdeselagtiord eictGasgel” button

"Cancel "_button 6%& to termnate the wi zard. Figure 6A depicts a w ndow
610 t ha! 2o tsMROpR WA o define a name 611 associated with the step to

be recorded. Fihee 65 WepidB: WNAOWRT10MhAIGIRWs EXd bRt tol@ssiikiaDiang6 Bldsadiatede
step. 15 Figure 6B depicts a wi ndow 620 that presents user wth the
avai | abivithEddstep forbettigeorded. The user may also provide a textual description 612 of the step.
15 Figure 6B depicts a window 620 that presents user with the available EJB’s in the
server associated with the control flow. The user may select an unused EJB from selection
window 621 or any EJB already in use in the control flow from selection window 622. Any
EJB’s already in use in the control flow are presented as ‘Cached Beans’ in selection window
622.
20 Figure 6C depicts a window 630 that enables the user to select the EJB method to be
"used to create and/or find Java Bean instances. The user selects an EJB method from
selection window 631.
Figure 6D depicts a window 640 that enables the user to define which parameters
from window 645 are to be used by the create method, if any. The java type of each
25  parameter is displayed for informational purposes.
Figure 6F depicts a window 650 that enables the user to select a method to execute
from drop-down selection menu 63535.
Figure 6F depicts a window 640 that enables the user to assign values to the
parameters defined in window 640. The values are assigned using input window 666.
30 Figure 6G depicts a window 670 that displays the execution results of the method
previously defined by the user using windows 620, 630, 640 650 and 660. Window 670 also
enables the user to define validation tests for the method results. The user selects

“Validate...” button 675 to define the validation tests, “Finish” button 677 to complete the



server associated with the control flow The user may sel ect an unused EJB
fromselection w ndow 621 or any EJB already in use in the control flow
from sel ewDioomosdondow 622. Any EJB' s already in use in tireTamat/eabs fl ow
are presented as ~Cached Beans' in selection window 622. 20 Figure 6C
depicts w ndow,_.630 t hat _enabl es the . user, to, selecgt. the, EJB.nethod tao be
used to a@p@é’fleog\alm?/ f)ttePf‘ionﬁleJ%R?gog(gQW’i !ﬁaf’%n geon '|éﬁ§ s 1?‘ PEPRUE gﬂteﬁe%B

met hod feeRBloRIreChhQUr BhthH0sY &8 dborf 118 48itBR ot &R &dps @ W ndow 640 that

enabl es the user to define which paraneters from w ndow 645 are to be used

by the creat Keferingdnow fto digureSTAA-TRwH thy peentleeiach defle pealidatinmetesiss the

di spl ayed f.or j.nfor i onal , purposes.. Fi gure. 6E icts . a w w.650 .t hat
enabl ox CRAStTalf PP BRI L BREE oY ovindakd e SofiB fl e Mol aRI Al
menu 565 Mmethdd ¥s01td bred@idideted. AHobMNToE4 @niBlathe iak t6 JefifevaliRtion Bas28Ingn
values to the paraneters defined in w ndow 640. The val ues are assigned

usi ng i ripiee fagtersol) the ectualoremgislue oftha apathads ibany; ANBW terotakemio GPSps Hifs the
w ndowe 03B5T A e RETER AT BY T B8t B G0 Tl PR B0,

def i ne uahibdabf ®ets f@sdash bothetthree filetddnd results. The user selects
"Validate..." button 675 to define the valjidation tests, "Finish" button

677 to conpl dUSUEhEA depits (YQMMBQG@W/%@F@MS@G ‘Rerailt] &b 897 srlscts ep to
the gontd,aliifd @Wuse C&hn@‘{%é QBidgﬁgh B?gﬁﬂegﬁpgfﬁie%éﬁﬁ{d.e %@%?leglléﬁ §ehl Ons

or "Cance utton 615 to abort the ad the step. Refer now t o
Fi gur es s¥pportts, retuin vhimes € varddsdysest mchidingnfer eadmplas stangd, éseger nnhders and

configuratjon nodul e provjdes a.series. of windows to enable ser. to
def i ne HORPIHEICES Hdy ifig Shines bt R cbSet Adtc DilgrEeThe

user to dehkinereuhddaiihgalaas gt Hﬁal‘icﬂi_ﬁ%@ nf.lﬁ‘ﬁ)%fé[ fhe syteBnipated @lpré-@éfda

€
value of "'the nethod, if any; 2) the tinme taken to éxecute the "nethod and
3) the esugspifivelues againdd abpyturtied npmehosialugf any. The val i dation can include a

number of tesis for of e three f ors. Figure 7A depicts.val.idation
W ndldw 700 Vg™ 1A ERsGried B dalodton Edic e S ieehnibine Ukt
defi ne thehy ahistafeld Axafipld, helowves bhd uppertifigit 18 tthO dveri & aRdRIBAl @ngy £ Be
supports return val ues of various types, including for exanple, strings,

i nt eger delinesbras veslbias dvatsetegpresetdhintbetenss. Ferbncalegordmayiy eanfighepd, 1ot he
system GOURAL & iRl GIFEhLLAGS: Pattern

Each category has an associated “Details” button, such as button 702, which may be
20  selected to define certain cause, meaning, action and notification parameters associated with
the category. When the results fall within a particular category range, the associated
parameters determine what notification, if any, to provide.
Figure 7B depicts an example “Critical Details” window 720 which is presented if the
user selects button 702 for the “Critical” range from window 700. When the returned result
25  of a method parameter falls within the pre-defined critical range, the playback module refers
to these parameters to determine any action to take. If the notification parameter 722 is
selected, an alert notification will be delivered to a notification recipient’s e-mail address or
pager. The notification path is pre-defined and configured using the configuration module.
The cause 724, meaning 726 and action 728 of the critical alert is incorporated into the alert
30 message.
Figure 7C depicts validation window 700 having the “Performance” tab 708 selected,
enabling the user to define the validation of the performance of the method. The execution
time observed during recording may be used as a benchmark to define an alarming level of

performance. Specifically, if the execution of the method takes unexpectedly long, the

8



against a returned string value. Wen validating nunbers, the system
conpares a pre-defined range of values against a returned nuneric val ue.
15 W ndow®@3/00d2bustrated the validation definition for aprdomsoz2isst eger
nuneric value. In the illustrated exanple a | ower and upper limt to the

|1 validat be . defi t hi
?K??awgé?m'sa%w'sg&yé%%ﬁﬁo ol e Beteatives b d0F ausbfensfF bR 1 Sihelr 1 "

nmessag n associ ated "Details" button, such as button
702, mﬁn&fﬁ%ﬁﬂ&ﬁ@% se ece?ed to define certain cause, neaning, action and
notificati orWha'r aarl‘&taﬁng pafenuinat ctie sydtém cbimpamattlmgmopss tithe rfort preceseivglat s

fall vmth r e ran t h ssoci af a er

det er mi'Ag %gﬂtgﬁ%@( i“i‘ni“ég]f’ﬁ %f ?ﬁleéﬁ?r us?’%ﬂ %‘F’o%‘%@nnﬁcaufag 7'/0% qavﬂpé?%%g%
exanpl g 16é3fﬁe “redliylgh 2by She AU MaREL t%‘?@é"eﬂa%ld@ KRS 8k €8l définetdAuppaisid

sel écts button 702 for the "Critical" range fromw ndow 700. \Wen the
r et ur nddwerekmittto tR& raxfgeofrastéss dinpess asrwel ras fitve| categiotins ithine therrengse f Fardd

Gt or massag i v Ry SREIFT il B0 Rl R 53, STGREF 5% Jol R e

sel ect afay @éﬂdégirgdformﬁgéd‘téMI on will be delivered to a notification
reci pi ent s e-nmai| address or pager. The notification path is pre-defined

and conf i gurFegilrugﬂ)]gemhfe V@bdaﬁ@hwmdpﬁ’nﬂ}%@a’ll@ thet'fxceplige tab 409 ﬁ@&ﬁ?@rg 726
d]é)act ! ﬁngf ¢ 2&8 &ecf L galy d[%ﬁ(r)n 3 th@%%r&o%ﬁa gep'u%f%éct]ﬁper 1ol t

age s val | ron w nhdow r mance

tab 70§)r§éﬁsﬁﬁ$ 8flthe n%%l@dﬂ | Bendrdlly, septibd 1d@.f:atlerrbi‘be De;iendlmglonmha)rfeccbrﬂmg
performance of the nmethod. The execution H;F observed d ri n% gcor i ng
may be @@l Gew,OBaYER §8 CKCERSIOBERPHRE aweapcbr f1§xqegtion VSIF atign AR P

Speci fi the
spv\o ofﬁﬁﬁ%ﬁﬁ%ﬁﬁgﬁéﬁ%ﬁfﬁ@mﬁ%%%?3??%%‘%‘?#@.%%2%6‘?@%@%#?@85 The
" Per f orsimaiieet thedrin@ftenabluesatidgionser to define di fferent | evel s of
er f or mance._ When vaI|dat|n er f or manc t he te are t he acce
Ito i for pr oWB%tsh%g gen ﬁ?ﬁﬂgﬁp\ﬂi’?w %nﬁg‘d?“i ﬁ?‘fGEalsa%‘fal"s IH’? e Lfé’ejfse’ug‘i’tnzst he
» Perf orfRI6R" tof @%cﬂ@@ 9L V&}dﬁ@&%ﬁ@@ombﬁahbﬂf%ﬂ&%poﬁ@ﬁﬂd'61' me@Bddidies Fhe

" Per formance’ es the user to define an upper and lower limt
t o t he puapages of descibing the spgemgsnethdds, aml fonpputeinteeddrle awediv espgiatehavithange.

dof i ne HFSSITPEH: PRUEY SHdy eV TS5 TS rBfnpRe gl o T YeBSprAdueer t0
further combinations and permutations are possible. Accordingly, this application is intended
20  to embrace such alterations, modifications, and variations that fall within the scope of the
appended claims. Furthermore, to the extent that the term “includes” is employed in the
detailed description or the claims, such term is intended to be inclusive in a manner similar to
the term “comprising” as that term is interpreted when employed as a transitional word in a

claim.



Figure 7D depicts validation w ndow 700 having the "Exception" tab 709

sel ected, 10 enabling the user to define the validation in the event an
except i orwoasoroziuri ng the processing of the nethod. Gememalshy21439
exceptions indicate errors. Depending on the recording control flow,
however_ . an e egilon may be expected. The exception validation can be used
confi gu%aﬁlﬁé s of the control flow based on the exception message.
The configuration is simlar to the string return value validation. 15
What has been descri bed above includes several exanples. It is, of course,
not  pobsi bl & nethaiieformobiornginjeradsisndnipgistas e rhetise ehiPRisAihent s or
met hodol ogi es for purposes of describing the systems, nethods, and

comput e S50l e nedia associated with business process policy data.
Howsver, Onecdﬁffg@ﬁ@ Reaslirtek plalybadk dnll@nslytis pRYmMEREHQN ze that further

conmbi nati ons an ernmut ati ons_are possi ble. Accaordin this application

i s intended Izmlﬂmgéﬁbfﬂ%icf@v% aiechsoaY er@pRONSS essopigted iy @HEhcaélﬁ’éI’ vari ati ons
that fall wt the appended clains. Furthernore, to the
extent that ?ﬁ QF%QEaﬁﬁﬁﬂfﬂ %é" is enployed in the detailed description or
the claims, sogiuingsivirsebpineadedhd mphged cuntrobflow to necardedrsgsier sispotsay t 0
the term"conprising” as that termis interpreted when enpl oyed as a

t r ansi tiosietamigsrwbether an alertgopdition\RsERAH5202 PCT/ US02/ 21439 What i s
cl ajyred is: rkpo ﬁng‘ﬁﬁm&tfzﬁ{dﬁ@ﬁ' toring interaction associated with a
cllent server appfication conprising: 5 configuring recording, playback
and anal ysi s pararreters recordi ng control fl ow and server responses

d with t I n:. th L)
S e g Phaee L whBhin ROt e oS dbing s P IR 0 nses

server espo
to detegfy i foRe@hetht pR9BaiKtihRRvaexi sts; and 10 reporting the alert
condi ti on. IQ@aWﬂg J‘ﬁgt hogl of c ga?m 1, wherein confl guring includes

determ ning a playback interval, and replaying is perfornmed at the

| ayback i | hod of cl fj
e S A D E RPN AR T L

configuring i ncI udes determ ning actions to be perforned Wnen reporting

the alert condition.
The method of claim 1, wherein configuring includes determining actions to be

performed when reporting the alert condition.

20 5. The method of claim 1, wherein configuring includes determining at least one alert
range.
6. The method of claim 1, wherein recording includes adding a step to a pre-recorded
control flow.

25
7. The method of claim 1, wherein reporting includes constructing and transmitting an e-

mail message describing the alert.

8. The method of claim 1, wherein reporting includes constructing and transmitting a

30  pager message describing the alert.

9. A system for monitoring interaction associated with an application, comprising:
a configuration module for defining and storing configuration data;

a recording module for monitoring client-server interaction of the application and

10



20 5. The nethod of claim1, wherein configuring includes determ ning at

| east one alert range. 6. The nethod of claim1l, wherein recording

i ncl udes wodBfgs2e2 step to a pre-recorded control flow 2®CT/USIhel4aet hod of
claim1l1, wherein reporting includes constructi ng and transmtting an e-
mai | message describing the alert. 8. The nethod of claim1,  where

r epor t | Rfingeaniiebdata spEesprting Iﬁ@mﬁﬁﬁd ehiemrsaver injeepclion Bpa pateet PBNS A

describjg the alert. 9. A systemfor nonitoring interaction associated

wi th an application, conprising: a configuration nodule for defining and
storing confa glaydckamodiid for replayiegelitinhportiontudfistdred combrol flowi dagp aid ent - ser ver
interaction,of the application and 10 WO 03/005202 PCT/ US02/21439 storing
controlan&b}fzﬁlgrséb‘feé§§ﬁ?qsﬁ@toﬁﬁﬁ?¢6?é]& ¢M%nt - server interaction in a store of

contsrol flow @mo ulR'e8Y, ébg%n{ﬁgqﬁé Eorl i diBR bR e e & inR R S dudIEn O

stored contro ata an ' yzi ng 'server responses to report an
alert; thapla‘ybaachmndulml nmodul e for controlling the configuration nodule, the
recordi ng nodul e and the playback nodule. 10. The systemof claim9,
wherein the configuration noduleis operative to determne a playback

intervalg, anfhd fRteR] AR, mkﬁlﬂtﬂescoﬁﬁgﬁrﬁﬁbﬂ/&oﬂﬂe et emivies derephinela f1 ow
at the 10 playback interval. The system of claim9, wherein the

conf i gurlayback intenval, end the @wbmlq medule ickyterative 40 replay thoeeiittol Sow attle 12, The
syste f cl 9,.. wherein the configuration nodule is operative to define
actl ?@aﬁglf? #brmed when reporting the alert condition. 13. The system
of cI al m 9, wherein the configuration nodule is operative to define at

| east one alert range. 20 14. The systemof claim9, wherein the recordl ng
modul e §ls opEhexyisiea efslaiand, avheran theonfigwption medila dtiorssHivedp defipgplert

conditions.

15 12.  The system of claim 9, wherein the configuration module is operative to define

actions to be performed when reporting the alert condition.

13.  The system of claim 9, wherein the configuration module is operative to define at
least one alert range.

20
14.  The system of claim 9, wherein the recording module is operative to add a step to a

pre-recorded control flow.

15.  The system of claim 9, wherein the playback module is operative to construct and

25  transmit an e-mail message describing the alert.

16.  The system of claim 9, wherein the playback module is operative to construct and

transmit a pager message describing the alert.

30 17. A system for monitoring interaction associated with an application, comprising:
means for defining and storing configuration data;
means for monitoring client-server interaction of the application and storing control
data representing monitored client-server interaction;

means for replaying client portions of stored control flow data;

11



15. The systemof claim9, wherein the playback nodule is operative to
construct and 25 transmt an e-mail nessage describing the alert. 16. The
syst em ofwoloaioms282 wherein the pl ayback nodul e i s operati PETIUSOZ21A34 r uct
and transmt a pager nessage describing the alert. 30 17. A systemfor
nonitoring interaction a?soci ated with a_y(r;ﬁnappl i cation, conprising: means
for defini ngMEAEs LF 8R¢ ApIZHHE JoGUFF ZPPORSCEIAY. means for nonitoring

ol i ent - serveg il £ Agicha: Aol 8aRBBh EAIAA :@Pshsetor i ng control  data
representing nonitor client-server interaction; neans for replaying
client portions of stored control flow data; 11 WO 03/005202

PCT/ US02/ 21439 neans f and anal yzi ng server, res X ns for
reporti ﬁé} ania‘l’oé‘f‘ﬁu%ﬂé{fg%cg’ggrftcﬁrﬁ%e %18%\98} g?ggepdo‘ﬁ]sf%glfoc%gﬂlsgiﬁ%%%g?gﬁ?r eadabl e
st or age n{iRAbMAY BRGACRRA Adcihidd WRE S SiiBd-seRet hipistichddts idobiding noni toring
interaction associated with a client-server application, 1ncluding:

conput er r eadainpetef resdablcinsiswetions forsonfigwing reprdingorlayhagk apd ayH¥Ek and
anal ysi s ar anet er i,ncl udi n eterm ning.a playback interval; conputer
r eadzlbl Baria:%{err%&?‘ﬁ%ﬁgg fl%{?m}lg]&lg?‘cpﬂﬁgﬁglglr#élgg’f I gw gnd server res ponsreTE
associ at ed WebRptidLrcagiplé Befrhdidns 16 recuring eonttadidabiel senet responsens f or

replaying the control flow at the playback interval; conputer readable
i nst r ucessopistetloyitebeparlicaoer ver responses to the replayed control flow

to pgcorded ] ' 861 By &l Bk LHIABAK il
exi %?s; and §§1%§ ere{r;e%ra%géd@g e&fbgg?érﬁc%@gﬁg gt%o reporting Ephﬁygal elr t
condi tion.  &3mputer readable instructions for comparing server responses to the replayed control

flow to recorded server responses to determine whether an alert condition exists; and

computer readable instructions for reporting the alert condition.
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