Abstract A conputer security device (35) conprising a processor (37) that

I's 1independent of the host CPU (13) for controlling access be he

host CPU (13) and the storage device (21). A program nemnmmmmm@%t is
i ndependent of the conmputer nmenory and the storage devic erably
stores and provides conputer prograns for operating the procegsdr (37) in
a manner so as to control access to the §@orage device (2 The security

1).
device (35) is connected only in line with the data acces 3)
bet ween the host CPU (13) and the storage device (21), ani““ﬂmmmmﬁ"mmmn
data and control bus (15) of the host CPU (13). Al data accesgooby the
host CPU (1BPstiAathe data storage device (21) is bl ocked before
initialisation of the security device (35) and is intercepted i medi ately

‘after the initialisation under the control of the processor (37). The
processor (37) & fceputernsegsitylcdrvieso{Bbicopiprising laoproaessp 137) dhat is

ctor age devi oo ( IEEPeifR ) be o8, cbRL Ei5F 6h bonliifa Rec33 hetaan Tog ost™®
computer (11) ar CRWYI8NEEahedtavagh device2T). PeGrodrai hferfdryaRgfat & the

storage device (21 and data access to the storage devi ce rénumi ns bl ocked
until a user of indepepdeniuct thel compytaromenaenyy aadt thet steraged device (21)

unalterably stores and provides computer programs for operating the
processor (37) in a manner so as to control access to the storage device
(21). The security device (35) is connected only in line with the data access
channel (33) between the host CPU (13) and the storage device (21), and

10 off the main data and control bus (15) of the host CPU (13). All data access
by the host CPU (13) to the data storage device (21) is blocked before
initialisation of the security device (35) and is intercepted immediately after
the initialisation under the control of the processor (37). The processor (37)
effects independent control of the host CPU (13) and configuration of the

15 computer (11) to prevent unauthorised access to the storage device (21)
during the interception phase. All users of the computer (11) are
authenticated with a prescribed profile of access to the storage device (21)
and data access to the storage device remains blocked until a user of the
computer (11) is correctly authenticated.



