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Field Of The Invention

This invention relates to computer systems and, more
particularly, to methods and apparatus for utilizing a flash
EEPROM memory array supplementing main memory to provide
diagnostic functions.

History Of The Prior Art

Recently, flash electrically-erasable programmable read-only
memory (EEPROM) storage devices have been used in arrays as a
new form of long term storage. A flash EEPROM memory array is
constructed of a large plurality of floating-gate metal-oxide-
silicon field effect transistor devices arranged as memory cells in
typical row and column fashion with circuitry for accessing
individual cells and placing the memory transistors of those celis
into different memory conditions. Such memory transistors may
be programmed by storing a charge on the floating gate. This
chargc remains when power is removed from the array. A
charge typically indicates a "zero" or programmed condition,
while the absence of a charge indicates a "one" or erased
condition. The floating gate condition may be detected when the
device is read.

These arrays may be designed to accomplish many of thc
operations previously accomplished by other forms of memory in
digital systems. For example, flash memory is being used to
replace various read-only memories such as the basic



I ndi'vidual cells and placing the nenory transistors of those cells into
different nmenory conditions. Such nenory transistors my be programmed
by storing a charge on the floating gate. This charge remai ns when power
is renoved from/t ge array. A charge typically indicates a "zero" or
progr ammed cORAMY 8, whil e the absence of a charge indi®&d{¥&8"H16pne" or
erased ~condition. The floating gate condition may be detected when the
device is read. These arrays may be designed to acconplish nany of the
operations previously acconplished by other forns of menory in di gi tal
systens. For exanple, flash nenory is being used to repl ace vari ous
read-only nenories such as the basic 2 WD 98/00781
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startup (Bl OS) meputioutpht staoump BIODY siemoryTlod a compitert yystempr dDham
flash menory ingpi; et@fét%r mUBS LR el ; At 3963 m{e
conventional EP iatgem)r .%re s rlltrnec<-‘f,-)rl1?ll i/n %(81?4“ rrerm%ﬁ{%s 1een used to
provi de a smal | @fvantages ‘over more conventional EPR: memory. More .
recently, flash memory has been used to provide a smaller
lighter functional equivalent of an electro-mechanical hard disk
drive. Flash memory is useful for this purpose because it may be
read more rapidly and is not as sensitive to physical damage as
an electro-mechanical hard disk drive. Flash hard drive
memories are especially useful in portable computers where

space is at a premium and weight is extremely important.

However, before flash memory can be used to store rapidly
changing data, a number of difficult problems which are related
to the design of flash memory must be solved. Typically, a flash
memeory array is divided into blocks which are connected so that
all of the memory cells of an entire block are erased
simultaneously. Thereafter, a cell may be individually
programmed to store data. Since all of the memory transistors of
a block of the array are joined to be erased together, a cell in a
programmed condition cannot be switched to the erased state
until the entire block of the array is erased. Thus, invalid
information cannot be erased without erasing also all of the valid
information that remains in the block. The result is that, unlike
other memories in which changed data is written (essentially
instantaneously) directly in place of the data it replaces, a flash
EEPROM memory array requires a time consuming erasure
process before it may be rewritten. When the information
changes at a data entry in flash memory used to store changing
information, the new information is written to a new memory
area rather than over the old information; and the old
information is marked as invalid. Then, after the block with the
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greater, writing to flash memory takes somewhat longer than
writing to DRAM. Moreover, because changed data may not be
directly written over invalid data in a block of flash memory but
must bc written to a new area, the old data invalidated, and the
block with invalid data ultimately erased, the average time to
write to flash memory is very much longer than to write to

DRAM.

Thus, although flash memory has been used for many purposes
in computer systems, it has not been used as main memory or a
supplement to main memory. The write time for flash memory
has been considered to be too long to allow the use of flash
memory as a part of main memory.

There are a number of reasons to utilize flash memory at least as
a supplement to main memory in a computer system. Data
placed in flash EEPROM memory does not require a refresh cycle
nor expend power for such a cycle. Since data placed in flash
memory is not Jost when power is removed from the system,
processes which are normally stored in read only memory such
as the basic input/output start-up (BIOS) processes could be
placed in flash memory on the main memory bus to provide very
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er ased, oftte\\gogtygdgﬁbackground process. Intrinsically, & asﬁg%mﬁ‘ory may
be read at the sane rate as dynam ¢ random access nenory ( DRAM

manuf act ured by the same processes so it would seemthat flash nenory
m ght be used to replace or supplenent main nmenory. However, because
the level of charge required to wite a flash device is nuch greater,
witing to flash nenory takes sonewhat |onfler than witing to DRAM
Moreover, because changed data may not be directly witten over invalid
data in a bl ock rapidf sghupendhe BIOS progasses laee wraw tiypicablyastosed dnea, the
ol d dgt atlh nval i QETSEC!E.EBR@}[M“& EPROMP ﬁfem\? hoh Rvidt! i l‘éﬁﬁedﬂté'ﬂ'ﬂihﬁ:'?(
erased, e average tine.to W 0 S ry is.ver onger
than to wite téug’ anpagjfnct to t%u‘é’%uﬁﬁryh @gﬁaﬁgﬁ%ﬁ@&w (#a'g}lg?é’én used
for many purposés an Intel-proepssosrbasgdt syssemi t Whsnnpowbeds appdiedaso nai n
TeMmory or a . cOMpMENEile BIOWIgoSRRRE Yin HC fsh! Reall ¢y ! RleriéryS B eI Y
has been consi dere tg be too Ionégdto al.l ow t he Hseso}{ fl ? nmenory as
a part of main Dus” are read and transferred via the 1 bus (or other
secom?/ary bus), an ISA/PCI bridge, the PCI bus, and a PCl-to-
processor/memory bridge to main memory. Eliminating the

transfer of the BIOS processes to main memory would provide

rapid system start-up. Moreover, therc would be no need to

shadow the BIOS processes in DRAM main memory so the portion

of main memory typically used for that purpose would bc

unnecessary.

Placing BIOS processes in a flash EEPROM memory array which
resides on the memory bus as a supplement to main memory
would also offer another significant advantage. The BIOS
includes various processes which test the condition of various
components of the computer system. These BIOS processes are
useful to one servicing a computer in the cvent of a failure.
However, if the computer has problems which make it impossible
to write the BIOS processes to main memory, the BIOS processes
cannot be used in determining the nature of the problem. If
these processes could somehow be made available in permanent
memory on the memory bus, then even though the computer was
otherwise inoperative, discovering the sourcc of problems would
be much easier.
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4 rapid start-up. The BI OS processes arge now typically stored in

fl ash EEPROM or EPROM nenory on what is refetred to as the X bus, an
adj unct to the Ingustr sociation (1SA) bus, in an

| nt el - pr ocessor - bASET-5Y - MY is applied to a conputer, the
BI CS processes in the flash read-only nenory on the X bus are read and
transferred via thbe |@es@Usinvention hisr realized by rad flagh bEEPROM  hidhidigl

bridge, the PCl Dbaigay aitdighddClo e joined PécP GCRRIArYEHRY YorLh | Sitfiph@r, i N

memory.  Him natc'liggn})sn?c processes stored in the array for testing status of
system to provide data indicating malfunctions in the computer,
accessing processes stored in the array for calling the diagnostic
processes even though the computer fails to boot, and
communication processes stored in the array for transferring
results produced by the diagnostic processes for use in servicing
thc computer.

One embodiment of the invention allows the transfer of data
between hardware components of a computer and an external
host computer so that a service technician at the host computer
may diagnose and correct malfunctions within the computer
which includes the flash EEPROM memory array.

The objects and features of thc invention will be better
understood by reference to the detailed description which
follows taken together with the drawings in which like elements
are referred to by like designations throughout the several
views.

Brief Description Of The Drawings

Figure 1 is a block diagram of a computer system designed in
accordance with the present invention.

Figure 2 is a diagram illustrating the functions of software
processes designed in accordance with the present invention
stored in a flash memory module used to supplement main
memory in the system of Figure 1.
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of Figure 3.
Notati omenc e

Some portions of the detailed descriptions which follow are
presented in terms of symbolic representations of operations on
data bits within a computer memory. These descriptions and
representations are the means used by those skilled in the data
processing arts to most effectively convey the substance of their
work to others skilled in the art. The opcrations are thosc
requiring physical manipulations of physical quantities. Usually,
though not necessarily, these quantities take the form of
electrical or magnetic signals capable of being stored, transferred,
combined, compared, and otherwise manipulated. It has proven
convenient at times, principally for reasons of common usage, to
refer to these signals as bits, values, elements, symbols,
characters, terms, numbers, or the like. It should be borne in
mind, however, that all of these and similar terms are to be
associated with the appropriatc physical quantities and are
merely convenient labels applied to thesc quantities.

Further, the manipulations performed are often referred to in
terms, such as adding or comparing, which arc commonly
associated with mental opcrations performed by a human
operator. No such capability of a human operator is necessary or
desirable in most cases in any of the operations described hcrein
which form part of the present invention; the operations are
machine operations. Useful machines for performing the
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Detailed Description

Referring now to Figure 1, there is illustrated a computer system
10 configured in accordance with one embodiment of the present
invention. The system 10 illustrated includes a central
processing unit 11 which executes the various instructions
provided to control the operations of the system 10. The central
processing unit 11 is typically joined by a processor bus to a
bridge circuit 14 which controls access to an input/output bus 12
adapted to carry information between the various components of
the system 10. In Figure |, the bus 12 is preferably a peripheral
component interface (PCI) bus or other local bus adapted to
provide especially fast transfers of data. This bus is chosen in
Figure 1 for illustrative purposes only. In a typical system 10,
various input/output devices are connected to the bus 12 as bus
master and bus slave circuits. In the present illustration, for
example, long term memory 15 may be joined to the PCI bus 12
as a bus master or a bus slave circuit. Other input/output
devices such as sound boards, frame buffers, and the like may
also be joined to the bus 12.

The bridge circuit 14 is also joined by a memory bus 16 to main
memory 13. Main memory 13 is typically constructed of
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Usual |y,

known to those skilled in the prior art to store information

during a period in which power is provided to the system 10
although some systems may use other forms of random access
memory such as static random access memory to accomplish the
same purpose. In the present invention, a flash EEPROM memory
array 17 designed in accordance with the present invention is

also positioned on the memory bus 16 with main

memory 13. A

second flash EEPROM memory array 17 designed in accordance
with the present invention is positioned on the bus 12 as well to

demonstrate a second position.

As is known to those skilled in the art, writing to flash memory
arrays is much slower than writing to DRAM memory because
the current requirements are much higher and the process of
writing and erasing is much more complicated than when writing
to the typical DRAM memory. For this reason, flash memory has
been considered to be unsuitable for storing programs and

processes which involve frequent write operations. However,

even though the write times arc long compared to write times for

DRAM, there are a number of reasons to use flash
memory arrays to supplement main memory.

EEPROM

One primary reason is to provide programs and processes which
are immediately available for execution by the central processing
unit when power is applied to a computer. If a flash EEPROM
memory array is positioned on the memory bus so that it may be
accessed as rapidly as the DRAM of main memory, and if an
application program is placed in and made executable from the
flash EEPROM memory array, then the application program need
not be called from long term memory and placed in main
memory in order to run. Similarly, if an executable application
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and essentially eliminates page swapping for applications stored
in the flash memory.

Various arrangements have been devised to allow flash memory
storing a program to be placed on the memory bus. These
arrangements obviate the slow writes and accompanying erases
of the flash memory so that flash memory may be positioned on
the memory bus without significant slowing of operations.

Some of these arrangements make use of the fact that most
operations conducted on the code sectors of an application
program are read operations; consequently, most lines of a
program can be executed from flash memory at a rate as fast as
they might be executed from DRAM. Write operations of data to
program space in the flash memory are typically limited to
operations which occur very infrequently. However, some
processes do establish and modify data structures and variables
stored within code sectors. For example, BIOS processes typically
create data structures defining hardware elements of the
computer system.

In one arrangement for allowing processes to be executed
directly from flash memory positioned on the memory bus or on
a local bus, the memory addresses assigned to the flash memory
arec designated as read and execute only. This allows an
executable program stored in flash EEPROM memory array to be
read and executed in a normal manner. However, if an attempt
is made to write to the flash EEPROM memory array, an exception
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menory 13. MainjgefiatypdRidnS ofy A& ProfraiPNSYKethéieHa®d structures,
variables, or self-modifying code, may be modified by writing to
the page in DRAM main memory. In this manner, any program
or process stored in a flash EEPROM memory array positioned on
the memory bus or a local bus may run even though the program
or process contains an area which must be written during
operation.

The present invention makes use of such an arrangement which
allows programs to bc executed directly from flash memory to
makc the execution of BIOS programs which write various data
structures feasible. If the flash memory is placed on the memory
bus, processes may bc accessed if operative DRAM memory exist
even though the computer is inopecrative. By storing the BIOS
processes in flash memory positioned to supplement main
memory DRAM on the memory bus, thc BIOS processes may be
accessed even though the computer system is unable to read data
across the PCI and ISA buses. In fact, since the BIOS processes
are in main memory when power is applied, they are
immediately accessed. The invention allows the system test
processes which are a part of the BIOS processes or any other
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dynam ¢ random access nenory arranged in a manner well known to those
skilled in the prior art to store information during a period in which
power is provivwizes/domit he system 10 al though sone syst ens pEpNsyHA 143t her
forms of random access menory such as static random access nmenory to
acconplish the same purpose. In the present invention, a flash EEPROM
menory array 17 designed in accordance with the present invention is
al so positioned on the nenory bus 16 with main nenory 13. A second
flash EEPROM nenory array 17 designed in aﬁordance wi th the present
I nvention is positioned on the bus 12 as we to denonstrate a second

iti ' ' in the art, i ti to, flash
merory arr ay2ots PROGHRE QBER: Fltog EReTODG ra tetofy dRetioe
the current requithenstidtus fetheysystemyherdware. t NByppuoedimgovarious wri ti ng and
erasing i s mich niiagneaid®! amptiagui/batbuth Brodisbds, Nthe invEMidhCaligwi cal DRAM
menory. For this hardware ;];rlo%?et]mge to° be g?asgnosed and cured even though the
operating system cannot be invoked. By supplementing the BIOS
processes normally available, the invention provides the ability
to furnish more hardware status data to a user (or via modem to
a service technician) and allows a user (or technician) to
manipulate the hardware of the system in order to diagnosc and

often overcome malfunctions.

Even though the flash memory containing these diagnostic
processes is positioned on a local bus instead of on the memory
bus such as the PCI bus, the executable diagnostic processes may
still be accessed even though the computer system is unable to
read data across the secondary bus so long as the path across the
PCI bus remains intact.

The sct of BIOS test routines provided with a computer system
are typically designed only to return values indicating thc state
of the components of the system which are normally used to set
up the computer when it is started. Many of these values are
only useful in diagnosing hardware problems to a technically
skilled person and may be accessed only if special hardware is
included in the computer. Even such a person may require
additional diagnostic routines of substantial sophistication to give
thc values any diagnostic meaning. Because most users are
insufficiently skilled to understand the results provided by a
diagnostic program, most manufacturers do not provide
diagnostic processes with the computers they sell. Consequently,
the values generated by the BIOS processes are not very useful
to most users in diagnosing hardware problems. In any case, the
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Typically manufacturers provide warranty service for from one °
to three years after purchase of a computer. A user calls a
designated telephone number for service when a problem occurs
with a machine under warranty. This usually starts a stumbling
process by which a technician first determines the extent of the
user’s understanding and then talks the user through various
steps to determine whatever facts are available. Often, the
problem is not solved in this manner; and the user or a service
technician must takc the machine to a service facility for repair
or have a technician make a housecall to fix the problem. The
costs for service of this type have mounted with each
improvement in thc capabilities of personal computers.

In contrast to this, if diagnostic processes were to be available to
a user as a part of the power-on initialization (POI) portion of the
BIOS processes and if the BIOS test processes and these
diagnostic processes could be run even though the system would
not boot, then the user could convey this information to a
technician and receive time and money saving instructions on
how to correct a large number of hardware problems. In one
embodiment of the present invention, the supplementary
diagnostic processes run automatically if a failurc occurs during
start up and provide an indication to the user that a problem
exists and the steps the user should take. These may include
calling the service technician to explain the problem and the
results shown by the diagnostic processes, or connecting to the
service technician via a modem or network connection. The



menory and need not be placed in main nmenory DRAM i n order to run. This
‘allows prograns to begin functioning nore rapidly and essentially

el i m nat es page swappi ng for applications stored in the flash nenory.
Var.i ous arrangggsgiossinave been devised to allow flash menory per gj%;.g{,ll&g a
programto be placed on the nenory bus. These arrangenents obviate the
slow wites and acconpanyi ng erases of the flash nenory so that fl ash
menory may be positioned on the nenory bus wi thout significant slow ng
of operations. Sone of these arrangenents make use of the fact that
nost operations conducted on the code segtors of an application
program are read operations; consequently, st lines of a program can
be executed from fl ash at ar te as fast as t hey m ght be
executed from DRA!M‘CW‘Y?‘é‘ggBéP%(t F‘oﬁ'@ Biciahte §ug “"Stsprbt,‘igmﬁ%%p%fcé“?*h % he
flash nmenory are ctq:mecabhyukmlgl tled diagnostiep pradeissess awhilableooauthevery
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structures and varia exanpl e,
processes typi caltiyough thgauge o%ft goHmage ( BrOsssSEsf Availablpatiaanel @eenent s of
t he conput er syysteam used by thaetezhnivigenent for aI | ow ng processes to be

execut ed directly fromflash menory posi tioned on the nenory bus or on
a local bus, the I re
desi gnated as reaﬁgm >2eilgejcuteti)z&eksd %QOft%ré %%&Iﬂg%%tﬁéfﬁ Igr ogram

stored in flash EASSRENRNAEBAIN éﬁ? aé‘els%“tbé“"e““r"@adaﬁ% SREa L 10 LPdri’~°’a5‘norrrratl
manner. However ,BIOS adriwert &eptel 21 iapdnadduralityr off BIOS tdeeidel drlveiSERROM

menory array, an &%haepf vMich is stored in flash EEPROM memory array (such as
the array 17 shown in Figure 1) on the memory bus of a
computer. The kernel 21 and the drivers 23 may be a part of the
BIOS functions stored in the flash memory or separate therefrom
although stored in the same flash memory. The kernel 21 and
each of the device drivers are adapted to function even though
the operating system of the computer cannot be booted so that
they may be used to diagnose and correct the functions of the
computer. The manner in which the kernel and the device
drivers function will be assisted by referring to Figure 3 along
with the description which follows.

When power is applied to the computer system, the BIOS
processes stored in the flash memory are called; and thc boot of
the system begins. If the system functions corrcctly, the
operating system is ultimately loaded; and the system is placed
in operating condition. If the system does not boot, the BIOS and
other diagnostic processes are available in flash memory on the
memory bus and may be utilized in the absence of the typical
operating system. In one particular embodiment, the BIOS
diagnostic processes are invoked by a system boot failure and
may indicate the failure to a user and suggest that the user call
the diagnostic processes by selecting a screen option. In another
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10 I S generated because this area of the flash EEPROM nenory
array is read and execute only. A special exception handler is

pag | i.ncl udes
Wi f%%%’gnh‘g?a to
DRAM nenory. Once the page fromthe flash EEPROM nenory array has been
pl aced in DRAM nmenory, the page table for that portion of the program
S updat ed so that accesses addressed to that portion of the
program dat a
In that portion of
t he program whether data structures, _variables, or self-nodifying
code, may be no@&ripasiment.the TIPS odiagnostie pragessen MREMIndicatentheory. I n
this manner, anYajhiRgté&nhe usér aﬁaosmmaii&n?dswncﬁ {d amd REPREM menory
Q

whi ch causesyhhgpé®{0ry managenent unit to read the
the address to which the wite was attenpted and to

program are now addressed to DRAM nenory from which the
may be read, witten, and executed. Thus, kfe data

array positione a

c

all ed

.0 . the menory bus or cal bus run even though
t he program %&é}}?rsgg%s%mgﬁ‘ﬁﬁﬁi %‘s a&nagf“ggtvﬁﬂi g‘ﬁ ﬁl&tpqg‘%le\wr'i tf‘bﬁ“‘iﬁ'ﬁri ng
oper ati on. CEHR  Preequasenogy oht then snprlsmanted oliaguesticapracessag ament

whi ch memory allows a user or a technician to operate diagnostic

processes included in the flash memory for diagnosing hardware
problems even though the system will not boot.

The kernel 21 has only a few very simple functions which it can
carry out by itself. It may use kernel /O services processes 24
to request keyboard, disk, or video input/output to allow a user

to manipulate the system in the absence of these functions
normally provided by the operating system. In one embodiment,
these processes call the standard BIOS processes for
accomplishing these functions. However, the main function of the
kernel 21 is to provide a series of kernel service processes 25

which may be opcrated to provide services for the plurality of

BIOS device drivers 23. In general, the kernel services processes

25 include processes which facilitate the transfer of data from

which diagnoses may be made, both among the
components and external to the system.

system

Each BIOS device driver 23 (only one is shown in detail) is
typically associated with a particular input/output hardwarc

device 29. Such a driver is typically written by

the

manufacturer or service provider of the particular hardware
device and contains processes for use with that hardware device.
Each device driver 23 provides a dispatcher process 26 which
furnishes a standard interface for interaction by the particular
device driver 23 with the kernel services processes 25.

The

kernel services processes 25 may address a device driver 23 by

directing a command to the dispatcher process 26.

When:



all ows prograns to be executed directly fromflash nenory to make the
execution of BIOS prograns which wite various data structures
feasible. If the flash nmenory is placed on the nmenory bus, processes
may be accessq dsfopmper ati ve DRAM nenory exi st even thoughrib@nepput er
IS inoperative. By storing the Bl CS processes in flash nmenory
positioned to supplenment nmain menory DRAM on the nenory bus, the BIOS
processes my be accessed even though the conputer systemis unable to
read data across the PClI and | SA buses. In fact, since the BIGS
processes are in main nenory when power. Ls applied, they are

| mredi ately accessed. The invention allom51$he system test processes

which are a part of the BIGCS pr?c sses oE any, ot her WO 98/ 00781
PCT/ US97/ 11162 functioning, one of the kernel services processgy 25 pollsginy serial

processes st ored ordef Ithe hdispatohigr prodeesass@E oD edeh esfiriliee BIOS tdesicd at us of
the system hard | di ' ' ' 1N / out put
processes, the i\éégseﬁrfo?aﬁ'ﬁgé\gs%ggpeégs%\%ﬁg ﬁq&%%féﬁééﬁ?ﬁgh@%@?? %%n(@@éed and
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suppl ement i ng t heodMmand fropt aheskanehdsyraproyidingi tevahfndshfor five ritdras!
provides the abi lsie}yices processes 25 to execute. Each device driver 23 includes
a limited set of functions which it may command the kernel 21 to
execute. The dispatcher process 26 receives the command
functions to execute from a command processor process 27. The
command processor 27 translates commands furnished from an
associated hardware device 29 into commands that the kernel
services processes 25 understand so that the kernel may execute
the limited set of commands available to it. The dispatcher
process 26 transfers the commands into a command buffer
accessible by thc kernel. Typically such a buffer will be a data
structure set up by the kernel in random access memory and

identified by the calling parameters.

Each of the device drivers 23 also includes a packet processor 28
which communicates directly with the hardware device 29 and
(depending on the device 29) receives packets from the
hardware device 29 for transfer to the command processor 27.
The packet processor 28 parses these packets and passes the
data to the command processor 28. The command processor 28
translates the data into raw function commands and notifies the
dispatcher 26 that a command is available. When the kernel
services processes 25 poll the dispatcher 26 to determine
whether that device driver 23 has a command to be executed,
the dispatcher 26 loads the command buffer with the command
and passes the command to the kernel for execution.



“to furnish nore hardware status data to a user (or via nodemto a
service technician) and allows a user (or technician) to mani pul ate t he
har dware of the systemin order to diagnose and of ten overcone

mal f uncti onsyq ggeersEveN though the flash nmenory containing gf | agnostic
processes is positioned on a |ocal bus instead of on the rre;r'm @gﬂﬂlh%gus

such as the PCl bus, the executabl e diagnostic processes my still be
accessed even though the conputer systemis unable to read data across
the secondary bus so long as the path across the PCl bus renains
I ntact . The set of BIOS test routines provided with a conputer system
are typically designed only to return val Je® i ndi cat i ng the state of
t he conponents of the systemwhich are normally used to set up the
conputer when i tWhen sthgr disgnostiykesnel Rdsés Vistiexccassed, theokerpeliseful in
di agnosgI ng Ihar d}&@fﬁc@rpilziceﬁrﬁegt 95asdteapnianl Islﬁugmées%kwhiﬁﬁdimw?nménd may be
accessed only i | r re is i ncl uded in the . computer. ven
such a person n&ﬁ??%%ﬁ?r%th?hc V@(ﬁ{ﬂutsi Lo, leafgggﬁﬁ‘gf’?% cffg'ﬂf’fing)é '3‘!"' i‘ﬁ’ff&‘&ant i al
sophi stication thragigheits I/Q iserviegsu@socasyesdi aglatahase ofabe fBIOS Because nost
users g_re | isaddostice dkivierss il lmgc& Oc i frdesrid ané édlﬁe£sfé§Ub£ &h@(rj ovi ded by
a i agnosti ¢, m t nyf.act ur,.ers 4o not provi de i agnostic
processes with %@a@%&%ﬁ%{h@ égmel_'s Z&ns@%gﬁ?ﬂ@, may  ajsp, majpifie
generated by thdaB Gorysteressdefinimge stasksvand desefaeas fort thenusnsterens in
di agnosi ng har dwapfin2Ad |5 datal N WhenC 8% kekh@ services processes 25 are

first invoked, a process causes the search of the data base of the

BIOS diagnostic drivers 23 to determinc which BIOS diagnostic

drivers exist and the addresses of the dispatcher processes 26 for

the drivers, Then, the kernel services processes 25 send an

Initialize command to set up each device driver 23. In response

to this Initialize command, each dispatcher 26 furnishes data

defining the BIOS device driver 23 to the data structure

maintained by the kernel services processes 25. This data may

include the requirements of the BIOS device driver 23 for data,

stack, code, and interrupts and may also include other data

necessary for operating the BIOS device driver 23 and the

associated hardware 29. In response to the initialize command,

the dispatcher process 26 may also cause the initialization of the

hardware 29 (such as a modem) with which the BIOS device

driver 23 is associated so that the hardware 29 may be operated.

Once initialization is complete, the kernel services processes 25
poll the dispatcher of each of the BIOS device drivers 23.

The kernel services processes 25 may also send a GetStatus
command to each of the BIOS device drivers 23 to determine the
status of the hardware 29 associated with the BIOS device driver
23. The GetStatus command causes the dispatcher 26 to
determine the physical characteristics of the hardware 29 so that
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12 results produced by presently avail able BIOS test processes are
not available if the systemw |l not boot an operating system Thi s has

made mai nt ai Niyogiss: M €PaI ri ng conputers very expenS| ve cTusoTiyRecal Iy
manuf acturers provide warranty service for from one ﬁree years

after purchase of a conputer. A user calls a desi gnat ed t el ephone
nunber for service when a problem occurs wi th a machi ne under warranty.
This usually starts a stunbling process by which a technician first
determ nes the extent of the user's understanding and then tal ks the
user through various steps to determ nel hhatever facts are avail abl e.
Oten, the problemis not solved in this manner; and the user or a
service t echireplemssitht thee hardwaescimar be diseeverpdcandicdataty for

repair or haigdizatiaghthe i amunicumdiouseand lkergelf i X the problem The
costs for service of this type have nounted with each | mprovenent in

the capabilities E)Jchpﬁfsl‘ﬁ@ahe Qgp&'xtlﬁfx% FB mayI fhéi@('f@ rlﬁﬁztrnﬁlo dﬂgan%'snl:f

di agnostic processes were avai f the
power -on i niti al iPYRESSAS (’FRSC)‘a gbr@‘?sé&“ed# tDhea ma“‘l’ﬁﬁ“@“ﬁf o@eﬁé‘éprﬁﬁﬂt if the
Bl OS test processapphed wiiehemay bdi iajtimeti by ps ames stes sequté dsthrsr dataeyien

fﬂ?ﬁ?ﬂai ihgnS%IEt S%X}%Hsg to a O4SBRAL  cdlifnk i U365t GRULEFRARYRY Where
a problem exists and how to resolve the problem. By selecting

the kernel services processes 25, the user provides access to
these diagnostic processes of each device driver 23. When a user
uses the GetStatus command, the driver 23 uses these internal
diagnostic processes to run extensive testing to determine
malfunctions and to provide diagnostic suggestions. The
diagnostic processcs may also include processes which attempt to
correct problems which are discovered.

The kernel services processes 25 may also send a Connect
command to any of the BIOS device drivers 23 to cause the
hardware 29 associated with a particular driver 23 to be
connected to an external host. The connection process is typically
isolated from the kernel! and stored as special commands in a
part of the BIOS device driver 23 shown as BDD internal
commands in Figure 2. When the dispatcher 26 for a modem
device driver, for example, receives the connect command, it may
run a process from the BDD internal processes which establishes
a connection to a service technician at a host computer kept at
the facilities of a manufacturer of a portion of the computer
displaying problems in response to the diagnostic processes. In
responsc to the attempted execution of a Connect command, the
dispatcher 26 of the BIOS device driver 23 should return a value
to the kernel indicating the results of the attempt such as:
connection ecstablished, busy, device not present, connection



techni cian and receive tinme and noney saving instructions on how to

correct a | arge nunber of hardware problens. In one enbodi nent of the
present invention, the supplenentary di agnosti c processes run

aut omati cal Ly i f failure occurs during start up and provide an

i 'ndi cati on t%o??{%“%ﬁ’ser that a probl em exi sts and the st¥g&VPHREer
shoul d take. These nmay i ncl ude calling the service technician to

expl ain the problem and the results shown by the diagnostic processes,
or connecting to the service technician via a nodem or network
connection. The WO 98/ 00781

PCT/ US97/ 11162 18 13 latter would
allow a technician to run tests by means of such a connection using the

di agnosti ¢ proctisseytavaitheblike.on Thive commaret hallos swiliech compuperobd eve and
possibly curingcbRgeE®HER servitd RESRicidE M&?Crﬁliy Slf?xfehwaéﬁrﬂﬁ%gﬁées

avai |l abl e t hrough tlhe .sp{stem useg the te r}l cl an. ure 2 is a
bl ock di agr am oPFePIERS; RHHEN sexist WHRsthsncqmpwter irom semgntemeler h t he
present inventipasitiothe system includes a Bl OS driver kernel 21 and a
plurality of BIOS device drivers 23

To facilitate the use of such a connection, the kernel may send a
PutDataStream command to cause a BIOS device driver 23 to
transfer data to a host by modem or by LAN connection. A
similar GetDataStream command from the kernel to a BIOS device
driver 23 allows the kernel to get data from a BIOS device driver
for transfer to some other portion of the computer system to
correct malfunctions.

To assist such transfers, a BIOS device driver 23 may request the
kernel to transfer system status data to the requesting BIOS
device driver 23 through the use of a GetSystemStatus command
directed to thc kernel. Similarly a GetSystemInfo command
directed to the kernel will cause the kernel to transfer system
information to the requesting BIOS device driver 23. A PutString
command from a BIOS device driver 23 causes the kernel I/0O
services processes 24 10 send a string of data to a video terminal
for display to a user. An Exit command to the kernel will initiate
a process to prompt the user to reboot once the malfunction has
been corrected.

Certain additional commands which the kernel may execute
further assist in diagnosing and correcting system malfunctions.
For cxample, a ReadSector command may be used to cause the
kernel to read data from a storage drive for testing; and a
WriteSector command may be used to replace data with data
furnished from a host system or nonvolatile storage.



each of which is stored in flash EEPROM nenory array (such as the array
17 shown in Figure 1) on the nenory bus of a computer. The kernel 21
and the drivers 23 may be a part of the Bl OS functions stored in the

flash menory owovspasate therefrom al though stored in the, g}?§h
menory. The kernel 21 and each of the device drivers are a apte
function even though the operating systemof the conputer cannot be
boot ed so that they may be used to diagnose and correct the functions
of the conputer. The manner in which the kernel and the device _
drivers function will be assisted by referragg to Figure 3 al ong wth
the description which follows. When po Is applied to the conputer

system the BIOS rocesses tor din the flash nmepory are called; and
t%e boot of t hbe E‘{/) &end 'BE@ ?l?‘?ssitﬂé REPSEESES W@Ph‘é’c %’rﬁéltc}b?rectly,

t he oper at i ngimpkmented uding nthbekystémauﬂé@htraew inhFigust 2m i5 @pased
n operating condpidcess ifusido e gbﬁoeﬁm I%B@éed "n?%@' e 0. , ot her

di agnostic processes are bus
and may be utilizBEMAth l%ﬂ%&ﬂ(‘,"éro‘? # “i‘%/[S?C@F SYStEIBpéhatﬁxéSsW@m I'n
one particul ar enbodimtalizatidre BbE8s is a&u&gwal$tarﬁi nrm@a@eéx@d&dnn\t@ked by

a system boot faijyar al?}ﬂ)SUCS I{P?T%e]' gtfjxﬁﬁfa‘? thgefigl |t Saglgysyssgsnggttef g 4P

est that the user a nos i c processes
:g?gen option. | P& faRpRgiment, [hCSCV@lg 7mps:mple as running the BIOS

PCT/US97/ 11162  status tests which have been used historically. For example, the
kernel may determine the amount of random access memory
available, whether the memory is working, and whether code can
be executed. Presuming that the system passes these tests, then
the operaling system is automatically booted; and the system
operatcs.

The kernel services processes 25 may also, or alternatively, ask
each of the hardware device drivers 23 to conduct a more
extended set of diagnostic tests which return status values to
assure that the various devices are functioning appropriately.
For example, these tests may return the status of system settings
and the various peripherals such as rotating disks, keyboard,
video, network connections, and modems. The results of each set
of diagnostic tests are logged as they occur. The kernel then
passes to a next status determination and logs the results of that
test. In a similar manner, if the devices 29 pass these tests, then
the operating system is automatically booted; and the system
operates.

Before the kernel services processes 25 can cause the device
drivers 23 to run any diagnostic processes, a series of operations
are conducted in the manner shown in Figure 4. The kernel
services processes 25 first determine what system resources are
available and what each device driver 23 requires to conduct its



14. enbodi nent, the BIOS di agnostic processes may indicate the
failure to the user and automatically switch to and run the di agnostics
processes in an attenpt to fix the problem 1In either case, the

presence of {hessiep! enented diagnostic processes in rrq[g%r a
user or a technician to operate diagnostic processes inc ngdlh %Ntshe

flash menory for diagnosing hardware probl ens even though the system
wi |l not boot. The kernel 21 has only a few very sinple functions
which it can carry out by itself. It may use kernel [/0 services
processes 24 to request keyboard, disk, or video input/output to allow
a user to mani pul ate the systemin th@%bsence of these functions
normal Iy provided by the operating system In one enbodi nent, t hese
processes cal |l tégsst &iogdaexan®ples ppackiesles driver 23 mayonqﬂua@hitwg t hese

functions. HOWe‘h% gabyiés ot 'Baﬁd{'ﬁﬁt h&ﬂ:s@f michfory wHiR Notitek 'ré% ifesPr0Vi deda
provi de

series of kernel . grvice proce
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kernel services processes 25 then poll the drivers 23

sequentially to receive commands. At this point the kernel

services processes 25 may send a GetStatus command to the

drives 23 to initiate processes to determine the status of the

associated devices 29.

If the device drivers 23 are enabled to determine the device
status and the devices 29 pass these tests, then the operating
system is automatically booted; and the system operates.

If the system fails any of these initial tests, the particular driver
23 may direct the kernel to display a message explaining the
failure, possibly suggesting solutions to the problem, and asking
if the user wants to attempt to fix the problem. For example, one
of the device drivers 23 may be designed to conduct tests to
determine the status of an electromechanical hard disk drive.
This device driver 23 may execute various basic diagnostic
routines including reading the master partition table. In reading
the partition table, the driver 23 may determine that an entry
has been corrupted. The device driver 23 responds to this °
determination by directing the kernel I/O services processes 24
to indicate the problem to the viewer and possibly suggests
solutions.



devi ce and contains processes for use with that hardware devi ce. Each

devi ce driver 23 provides a dispatcher process 26 which furni shes a
standard interface for interaction by the partiﬁularI device driver 2325
with the kern kes processes 25. The ernel servic cesses
may address aegg\??gdghgri ver 23 by directing a conmand toe‘[?(f?zﬁsgﬁlgﬂﬁcher
process 26. \Wen WO 98/ 00781 o
PCT/ US97/ 11162 15 functi oni ng,
one of the kernel services processes 25 polls in serial order the

di spat cher processes 26 of each of the Bl OS _device drivers 23 which are
provided to request conmands fromthe dlilVers 23. A di spat cher process

26 responds to a uest for a command from the kernel by providing
commngs for the igr%néllser Se{°§é‘r Whe SUEBPN kel 2B atieaRledetféx acdrivevbee

driver 23 includesade, thel keirtetdinvekeoftheudiignossc \é\%étﬁﬁ ﬁﬁog‘i‘ﬁiﬁt O BRI tge
kernel 21 to SHRCUt Bprar T LSRa LQCess recel ves e _camman

functions to execute 'fr%r%ter E:}gemgr%ﬁl g? glsngoh(r%%pﬁ%%srg%?.ﬁeﬂﬁeeme SeEYfiftind
processor 27 tranBf&88ey s dirgehiespb doff thendeavice drivesoAZattededrahutvar e

device 29 into comuradsxtehaivet bsstkasfngystem deeicésCRS deictpfifisem dRtail the

understand so thateh§igidfeoRlhe a¥s iRt Rardware device. The particular
processes run by the device drivers 23 will depend of the
specific implementation provided by the manufacturer.

The results of these more extensive tests might produce a
number of different results. For example, the driver might cause
the kernel to print on the display, “Disk drive failure. Would you
like to attempt to fix?” A “no” answer would cause an exit from
the diagnostics processes. A ‘“yes” answer might cause the driver
to run a process which might then offer the user the option of
shutting down the computer and replacing the operating system
from an archived copy.

Other diagnostic processes might offer a user the option of going
online with a software manufacturer to have various software
replaced. If such an option were to be selected, the particular
driver would call the kernel to run the Connect command to
connect to the operating system manufacturer using data stored
in the device driver for the modem. Once the connection were
made to the manufacturer, a technician could utilize the various
commands available to the kernel and to the device drivers to
interrogate the hard drive and determine the problem with the
operating system. For example, a technician might look at a
drive using the ReadSector commands of the driver, and then
transfer data read back to the host using the PutDataStream
command. When the corrupted portion of a drive had been
located, a corrected version might be placed in the drive using



the limted set of conmands available to it. The dispatcher process 26

transfers the commands into a conmand buffer accessi bl e by the kernel.
Typically such a buffer will be a data structure set up by the kernel

i n random acgess nenory and identified by the calling paraneters.

Each of the Y&AO8Yrivers 23 al so includes a packet procesBEFUSENI62 \which
comuni cates directly with the hardware device 29 and (dependi ng on the
device 29) receives packets fromthe har dwar e device 29 for transfer to
t he command processor 27. The packet processor 28 parses these packets
and passes the data to the conmand processor 28. The command processor
28 translates the data into raw functi®@ commands and notifies the

di spat cher 26 that a conmand is avail able. Wen the kernel services

processes 25 polthet GetDamSatcahercoddmand dehivhriatiows thevieirhelr 1d hatr dai ce
e ouf o 2 BORTANBIOS BevieX GG for rantflf @l BRCUAVET Te Oads the
command buffer w t he conmman and passes the conmand to the ker nel
for execution. WriteSectan eynpapdyto the kernel would then place the new
PCT/ US97/ 11162 version of the software in the drive. Again theloferation would
be completed by an Exit command to the kernel causing the
display to ask for a reboot. It should be noted that this facility
could be used to update and replace versions of the diagnostic

processes in each of the device drivers 23.

Other operations may be devised which would function in a
similar manner to assist in the diagnosing and repair of a
computer system. For example, the diagnostic processes might
be made available through the operating system as well as in the
pre-operating system phase of operation. This would reduce the
need to store redundant processes for diagnosing and repairing
the computer. The ability to write to the diagnostic processes
allows the individual diagnostic drivers to be updated
individually and online if that facility is desired.

Although the present invention has been described in terms of a
preferrcd embodiment, it will be appreciated that various
modifications and alterations might be madc by those skilled in
the art without departing from the spirit and scope of the
invention. For example, it would be possible to provide the
functions of the diagnostic kernel utilizing hardware or firmware
accessible to a user even though a computer would not boot.
Moreover, other types of non-volatile memory arrays in addition
to flash EEPROM memory arrays might be utilized in practicing
the invention. The invention should therefore be measured in
terms of the claims which follow.



When the diagnostic kernel 21 is first accessed, the kernel

"processes 25 set up data structures which include the ulummumllfummll
various |ow | evel services offered by the kernel through res¢1/o ™ 8
ser.vi ces proc dat abase of the BIGOS di agnostic dri g&hlch
exi st, and thgﬁg rggses of the di spatchers 26 for the dF é@’gé The
kernel may al so mai ntain data structures defining stacks and data areas
for the transfer of commands and data. When the kernel services
processes 25 are first invoked, a process causes the search of the data
base of the Bl OS di agnostic drlvers 23 to determ ne which BI OGS

di agnostic drivers exist and the addreséds of the di spat cher processes
26 for the drivers. Then, the kernel services processes 25 send an
Initialize command to set up each device driver 23. In response to
this Initialize command, each di spatcher 26 furnishes data defining the
Bl CS devi ce drivewha8 IsoCldimedalsa structure mai nt ai ned by the kernel
services processes 25. This data may include the requirenents of the

Bl OS device drives or t ﬁ{df?ﬁx @Rd interrupts and may

al so include ot her tg %nlggg)s?sr or oper t| n “the BIOS device driver
23 and the a550|at rdvvare to.the initialize
command, t he HiR Bgﬁ HeP p?%gg?%ﬁ% WﬁV’OJngg@Saf‘rgémf% § MEPATY AHf2on of
t he har dwar e designadcio e joineddn) avbush ofind clomhgeBfEn dehiche driver

23 is associ ated 5ockéRs bl R éweswiedd My be operated. Once
initialization is conplete, "the kernel servi ces processes 25 pol |l the

o ene 58 oo eRuddlE PO HRY G0 YR stapys (I pESERREs PP °°°
devi ce drivers 23tegdddneths ﬁ@emﬁ@y arrayt at us of the hardware 29 associ at ed

with the BIOS device driver 23. The CGet Status commmand causes t he
di spat cher 26 to diagnostic processes stored in the memory array to provide data

indicating malfunctions in the computer, and

communication processes stored in the memory array for
transferring results produced by the system status test processes
and the diagnostic processes for use in servicing the computer;
and

accessing processes for calling the system status test processes
and the diagnostic processes.

Claim 2. A memory module as claimed in Claim 1 in which the
a plurality of non-volatile memory cells comprise flash EEPROM
memory cells.

Claim 3. A memory module as claimed in Claim 1 in which the
communication processes comprise:
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_\o/l\ggg/rnb(r)u?astlhe physi cal characteristics of the hardware Zg&ﬂmmlu““ﬁ"m"llll

17 problenms with the hardware may be di scovered and dat’a

i ndicating t s returned to the kernel. Each of the device
drivers 23 rr‘?@y%lc ﬁde I nternal diagnostic processes sp'écé'ﬁ'"ﬁgl"@llﬁ%si gned
by a manuf acturer or equi pnent supplier which may be initiated by a
user to secure status data in response to a CGetStatus conmand to assi st
i n determ ni ng where a problemexists and how to resol ve the problem
By selecting t he kernel services processes 25, the user provides access
to t hese di agnostic processes of each Zvice driver 23. Wen a user
uses the Get Status command, the driver 23 uses these internal

di agnosti ¢ procesdesiceodriver edesegnsidy ¢o t emitrolg theo operatiorisnef a pardtdéilanct i ons
and to provide Qoagiiht CdSHIOSiAEN S0 tﬂéleco%w[gt AP rpGidihpcesses may

al so i nclude processes, whi ch attergpt to, C ens d ch are
di scover ed communication with the particular component device, an

kernel processes providing communication with the device
driver.

Claim 4. A memory module as claimed in Claim 3 in which the
device driver responds to commands from the kernel processes
for connecting the particular component device to an external
host computer.

Claim 5. A memory module as claimed in Claim 1 further
comprising kernel processes stored in the memory array for
providing input/output services.

Claim 6. A plurality of non-volatile memory cells forming a
memory array designed to be joined to a bus of a computer
comprising:

device test processes stored in the memory array;
a diagnostic kernel stored in the memory array comprising:

processes for transferring data between the kernel and
components of a computer,

processes for initiating operation of the device test processes,

THIS SHEET HAS BEEN
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The kernel services processes 25 may al so send a Connect mﬁmmrmﬁwﬁmll
of the BICS device drivers 23 to cause the har dwar e 29

a particular driver 23 to be connected to an external hodt.‘The " 5 *
connection pr les typically i sol ated fromthe kernel (ﬁf}‘lgs d as
speci al conmands /}'B%'}sg part of the BIOS device driver 23 Ps OVVI‘?%%.@%%DD

I nt érnal commands in Figure 2. Wien the dispatcher 26 for a nodem
device driver, for exanple, receives the connect conmand, it may run a
process fromthe BDD internal processes which establishes a connection
to a service technician at a host conmputer kept at the facilities of a
manuf acturer of a portion of the conputer 3 di spl ayi ng problens in
response to the diagnostic processes. In response to the attenpted
execution of a CoHABReStiGRIAAESES Her utiliging, seuts: ppovidedt by Bpodevisei ce

dL i ver 23 shoul ﬂ test piScdts¥d tde determie ttlgle_ﬁrsgeb{) irﬁﬁ'lifﬁlzéddlﬁ ihaheesul ts of
the attenpt suc ; . connectl on establl shed, usy, evice not present,
COMRISET b 1

connecti on
PCT/ US97/ 11162 . . . 18 ti meout, or
the like. This cdnf§vicealdrivgg siosed oifp thermemopy array,

the device driver comprising processes for controlling a
component of a computer and processes for communicating with
the component of the computer; and

accessing processes for calling the diagnostics kernel even though
the computer fails to boot.

Claim 7. A plurality of non-volatile memory cells forming a
memory array as claimed in Claim 6 in which the plurality of
non-volatile memory cells comprise flash EEPROM memory cells.

Claim 8. A plurality of non-volatilc memory cells forming a
memory array as claimed in Claim 6 in which the device driver
responds to commands from the diagnostics kernel to connect the
controlled component of the computer to an external host
computer.

Claim 9. A flash EEPROM memory array as claimed in Claim 6
in which the diagnostics kernel further comprises processes for
initiating operation of input/output processes.
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~connected to a service technician who nmay then determ ne thﬁlll"lmmmlll
whi ch exist with the conputer from sone renote posi tion| mrnl“l
facilitate the use of such a connection, the kernel may send*a®¢ *+ * s *

Put Dat aStr e d to cause a BICS device driver 23 to transfer data
y Wby CREHT AL

to a host by nmodem or by LAN connection. A simlar Cet

command fromthe kernel to a BIOS device driver 23 allows the kernel to
get data froma BI OS device driver for transfer to sonme other portion
of the conmputer systemto correct mal functions. To assi st such
transfers, a BICOS device driver 23 may request the kernel to transfer
system status data to the requesting BIOS 26 device driver 23 through the
use of a Get Systenttatus conmmand directed to the kernel. Simlarly a

Get Syst em nfo cdmasmdl0. Adimethodd forn disgndséngrahalfian¢tionsuse 2 heomkputeel to

transfer systemwhichi i§ Qin#®id Q0 beott AR bEErERG! BB ofPristey dht VaEpg3. A
Put Stri ng comrand froma BI OS device driver 23 causes the kernel " 1/0
services processes 24 to send a string of data to a video term nal for
display to a user. An Exit command to the kernel will initiate a
process to pronphitiging peration cfost dingoestiere kemmdluntipronesses storedoérn

corr ect ed. : .zCEiilhﬁdlﬂya_dﬂiﬁdxﬂﬂ@latﬂ@nﬂ?ﬂﬂﬁy%lw fbﬁﬂlir]!fg?rd"?bexﬂﬁyy utpayll €
urt her assist i L .correcting s em nal functions. or
exanpl e, a Read ecs@(l)&%c}gsfmbrg%&%ggtﬁrge&nusae(?utgoo%lzél%e‘:%mer’ kernel to read

data froma storag&? drive fog testing; and a WiteSector command may be
used to repl ace GBS \Fi@WSqQt Lomponehtsof dhe fcomRMeh JSIng \Rrpesses of
nonvol ati |l e storthgediagnostics kernel, and

providing results from testing status of components for
diagnosing malfunctions in the computer.

Claim 11. A method for diagnosing malfunctions in a computer
as claimed in Claim 10 in which the step of initiating operation of
a diagnostics kernel of processes stored in a plurality of non-
volatile memory cells forming a memory array positioned for
execution on a bus of the computer comprises:

responding to a failure of the computer to boot by automatically
beginning the step of testing status of components.

Claim 12. A method for diagnosing malfunctions in a computer
as claimed in Claim 10 in which the step of testing status of
components of the computer using processes of the diagnostics
kernel comprises:

initiating device test processes to determine status of individual
components of the computer, and
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WO 98/ 00781 PCT)
19 There are a nunber of possible processes which m gh[llmrmm“ﬂﬂm””“'

i npl enented using the systemillustrated in Figure 2. A typical ¢ ‘' prfocéss”

il lustrated i §dysgss 3 may proceed in the follow ng MBNpEefuseMfie, Pover
Is applied to the system the Bl OS power- on initialization process is
activated; and transfers execution to the di agnostics kernel to
initiate a series of basic systemtests. In one enbodi nent, these m ght
be as sinple as running the BICS status tests which have been used
historically. For exanple, the kernel may determ ne the anount of
random access nenory avai |l abl e, whet her2¥he nenory is working, and

whet her code can be executed. Presum ng that the system passes these

tests, then t fignishérg tteawlts yoft 8ia idsvine: derit prosesseshbbtracessas fone

system  operat@@gnosing MeIfkREIs SAVYIVGRES RIAISRRRES céMpORY¥n@!l so, or
alternatively, ask each of the hardware device drivers 23 to conduct a

nor e extended set of diagnostic tests which return status values to
assure that the various devices are functioning appropriately. For
exanpl e, these te&iﬂs may return the status of system settings and the
vari ous periphera 1%&%- ad r wethod, doyidiagnosing ealfanctions in a computer

as claimed in Claim 12 in which the step of providing results

from testing status of components for diagnosing malfunctions in

the computer comprises the step of:

displaying results provided by the processes for diagnosing
malfunctions involving individual components to assist in
servicing the computer.

Claim 14. A method for diagnosing malfunctions in a computer
as claimed in Claim 13 in which the step of displaying results
provided by the processes for diagnosing malfunctions involving
individual components to assist in servicing the computer
comprises:

transferring results provided by the processes for diagnosing
malfunctions to an external host for use in servicing the
computer.

Claim 15. A mecthod for diagnosing malfunctions in a computer
as claimed in Claim 14 in which the step of transferring resuits
provided by the processes for diagnosing malfunctions to an
external host for use in servicing the computer comprises the
steps of:
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i Sanost e vest oot ogaed s they oceur e kerner tnon | INIBUILUMIUALIN
a

next status determ nation and |ogs the results of that tést’ Ih

simlar manner, if the devices 29 pass these tests, then t he operating
systemis auVBM¥P8%l |y booted; and the system oper at esECT/USITINEX o o
the kernel services processes 25 can cause the device drivers 23 to run
any di agnostic processes, a series of operations are conducted in the
manner shown in Figure 4. The kernel services processes 25 first
determ ne what systemresources are avai |l abl e and what each device
driver 23 requires to conduct its 2/ 98/ 00781

PCT/ US97/ 11162 20 tests. For

exanpl e, a particenhestislf i aterindividwal tefiponent \WF the coOBRGANM e? & random
access nenory r res . e y of menory.
WMk &nd '3 ¥ Hbh " & c&nmumééﬁ‘&{;a.s a%ﬁg, b’ Temo

After determni ngkeﬁfr{e ex resour ces avai

servi ces processes 25 set HE t he data, siructures mentione&l, above such
as those in whi dFansferring the results provided by the processes for diagnosing

malfunctions to the individual component for transfer to the
external host.

Claim 16. A method for diagnosing malfunctions in a computer
as claimed in Claim 14 further comprising the steps of:

furnishing data from the external host to the individual
component,

transferring the data from the external host to the diagnostics
kernel, and

utilizing the data transferred from the external host to change a
component which has malfunctioned. '

Claim 17. A computer system comprising:
a central processing unit;

main memory comprising an array of random access memory
devices;

a memory bus providing access to main memory for the central
processing system;

a plurality of components;
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determ ned, and each of the drivers 23 is initialized. The wos
services proc then poll the drivers 23 sequentially to receive
commands. P At P‘?ﬁ?%/ﬂﬂggli nt the kernel servi ces processes 25 TUEAR a
Get Status command to the drives 23 to initiate processes to determ ne
the status of the associ at ed devi ces 29. | f the device drivers 23
are enabl ed to determ ne the device status and the devices 29 pass
these tests, then the operating systemis automatically booted; and the
syst em oper at es. |f the systemfails a®yWof these initial tests, the
particul ar driver 23 may direct the kernel to display a nessage

explaining the a Spsteowr duspjpusing yheyggedity ngf comyidnenss twith hhepeoditram
and asking 1T olGGsuif Wiflahd! he thgiP ndifloly; Xaddie problem For
evi ce may P d

exanpl e, one I the rivers esSigned to conduct tests
to determ ne the,status of an el ectronmechani cal hard di sk drivc.

This device drivef E}s“rﬁﬁ@' e(PHf"e"‘ﬁéV € dREBAEY Celisafprmingca memagyt prray

i ncl udi ng readi ngjeined ntesttbe mantdryi bus taumprisingn readi ng the partition
table, the driver 23 may determ ne that an entry has been corrupted.
The device driver B1®S eefopficeksest Bloted in R Sh&thBA) Ifayy directing the
kernel 1/0O services processes 24 to indicate thHe problemto the viewer

and possibly sug9gslifignostis CkétnePNRored in the memory array comprising:

processes for transferring data between the kernel and
components of the computer system,

processes for initiating operation of the BIOS test processes, and
a device driver stored in the memory array,

the device driver comprising processes for controlling a
component of the computer system,

diagnostic processes for determining the cause of malfunctions in
the component;

processes for communicating with the component; and

accessing processes for calling the diagnostics kernel even though
the computer system fails to boot.

Claim 18. A computer system as claimed in Claim 17 in which
the plurality of non-volatile memory cells forming a memory
array comprise flash EEPROM memory cells.
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'\2/\019-8/ 007?1} a user selects the suggestion that an attenpt Pgllmum"ﬂMMJMSl"l!II

be made, the kernel invokes the diagnostic setup program a sécond "
time. After the setup program has been run, the kernel services

processes 25v@ayoaIBr ect each of the device drivers 23 to comduesertiiéz nore
extensive tests of systemdevices to determne in detail the condition
of the associ ated hardware device. The particular processes run by the
device drivers 23 will depend of the specific inplenentation provided
by the manufacturer. The results of these nore extensive tests m ght
produce a nunber of different results.3gFor exanple, the driver m ght
cause the kernel to print on the display, "Disk drive failure. Wuld

you  like to @ifigmpb. t o fdofipuréy s eienawaa}]me&'iq EFR 1 i X kich" Om

t he di agnostics progesses., . A "yes" answer QP_(]; t cgruse e driver to
run a process EndRYi driyen SFPeRds e Aemands oeofliagnostips;i t j ng
down t he conput ekeraad tpepommxchgtheheompehied i cognmorenenof the foompuer aochn ved

copy. Qhereﬂgﬁmogois? d:glﬂg@g;,_es m ght offer a user the option of

goi ng online wth a software manufacturer to have various software
replaced. |If such an option were to be selected, the particul ar driver
woul d call the kernel to run the Connect conmand to connect to the
operating system manufacturer using data stored in the device driver

for the nodem ©lww 2Ae dbravsepyten sxsiea as claimed in Claim 17 in which
the diagnostics kernel further comprises processes for initiating

operation of input/output processes.

Claim 21. A diagnosis module comprising:
means providing system component test processes,

means for using results produced by the system component test
processes to diagnose malfunctions in the computer,

means for transferring results produced by the system
component test processes and the means for using result for use
in servicing the computer; and

means for calling the system component test processes and the

means for using results produced by the system component test
processes to diagnose malfunctions in the computer even though
the computer fails to boot.
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.made to the manufacturer, a technician could utilize the vari ous
comrands available to the kernel and to the device drivers to

interrogate the hard drive and determ ne the problemw th the operating
system For exanple, a technician mght | ook at a drive using the
ReadSect or coM¥P878f the driver, and then transfer dat BCFERINBERK to
t he host using the PutDataStream command. When the corrupted portion of
a drive had been | ocated, a correctedygrsion mght be placed in the
drive using WD 98/ 00781
PCT/ US97/ 11162 22 t he
Get Dat aSt r eam conmand which allows the kernel to get data froma BIOS
device driver for transfer to the drive. The WiteSector command to the
kernel would then place the new version of tHe Softwdre in the drive.
Agai n the operation would be conpl eted by an{Exit cofqmand to the kernel
causi ng the display to ask for a reboot. |t shoulg be noted that this
facility coul d be used to update and replilace |versgonsg of the diagnostic
processes in each of the device drivers 23. =2
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O her operations may be devi sed which would function in a simlar

manner to assist in the diagnosing and repair of a conputer system
For exanpl e, the diagnostic processes m ght be nmade avail abl e t hrough
the operating systemas well as in the pre-operating system phase of
oper ation. Thi YO8 r educe the need to store redundant 338 f or
di agnosi ng and repairing the conputer. The ability to wite to the
di agnosti c processes all ows the ia@ividual di agnostic drivers to be
updat ed individually and online iT that facility is desired.
Al t hough the present invention has been described in terns of a
preferred enbodinent, it will be appreciated that various nodi fi cati ons
and alterations m ght be nadc by those skilled in the art w thout
departing fromthe spirit and scope of the i nvention. For exanple, it
woul d be possible to provide the functigns of the diagnostic kerne
utilizing hardware or firnmnare accessi blle to a user even thoughg&
conput er woul d not boot. Mor eover, ot hen types of non-volatile ngry
arrays in addition to flash EEPROM nenony| grrays mght besutjlizedjin
practicing the invention. The invention|sh&u c therefore,%ghgéﬁEUréd in
terns of the clains which follow %g gggcg
23 What is clained is: - o~
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1. - A nethod of diagnosing a conputer system conprising the steps of:
a) searching a nonvolatile nenory to identify any diagnostic device
drivers stored in the nonvolatile nenory; b) pol li ng each of the
di agnostic device drivers to determne a status of one or nore devices
associ at ed wi t"HO&HB1of t he di agnostic device drivers; and PCI/USEY11162

booting an operating system if the status is passable. 2. The met hod
of claim1l wherein the nonvolatile nmenory is coupled to a nain nenory bus
of the conputer system 3. The met hdd3 of claim 1 wherein the
nonvol atile nmenory is a flash electrically erasable progranmmable read only
menory. 4, The nmethod of claiml1l further conprising the steps of:
d) polling the diagnostic device drivers to receive conmands; and
e) executing the conmands before bogting the operating system 5.
The nmethod of claim1, wherein one of /tNe fkagngstift devijcg drivers is
associated with at |east one of a keyhogy djEigMi ¢e,£p di ¢1! ap dpvite, a disk
. aQy .
storage device, a local area network gangd=ag nods e Ee. ¢ 6. A
met hod of diagnosing faults in a co S Bt r@% ml“’s g L:.
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£he steps of : J(Lumuluﬁl"”ﬂm Eg a status command to |hm9h7e/nill 162

di agnostic pr t one of a pIurallty of diagnostic device

drivers. stored in‘a nonVolatile menory; Gl M- NG STRALUS) Hatan s
in response to the status command, c) |s&ﬁ§&%@ﬂne’0¢o ‘_cémﬂ%él %@JB
a communi cations driver of the pl ural Ity 23 diagnostic device drivers,
wherein a communi cati ons 24

device attefphst O 15PNAEGL. to a host conmputer in response to the connect
conmmand,; “——TéL'“TTHﬁ§$erring the status data to the host conputer;

e) * receiving host di agnostic data corresponding to a sel ected diagnostic
device driver fromthe host conputer; and f) transferring the host
di agnostic data to the sel ected diagnostic device driver for execution.

7.  The nethod & methodhod dipgnesing @heomputerdiystemasedmprising thecstepeofdat a

for further di agapsi ngedrair aIﬁbr@dml@%éﬁlﬁﬁ%qaeﬁa@pQh?tcﬁggﬂbéﬁhth_e
sel ected dlggnost ¢ device 6 wherein the

host di agno Yice geqsn%p ir Vﬁe nonvolatlle memory,;
polling each of the diagnostic device drivers to determine a

status of one or more devices associated with each of the diagnostic device
drivers; and

C) booting an operating system, if the status is passable.
\ 2. The method of claim 1 wherein the nonvolatile memory is coupled

to a main memory bus of the computer system.
3. The method of claim 1 wherein the nonvolatile memory is a flash
electrically erasable programmable read only memory.
4. The method of claim 1 further comprising the steps of:

d) polling the diagnostic device drivers to receive commands;
and

e) executing the commands before booting the operating system.
5. The method of claim 1, wherein one of the diagnostic device drivers

is associated with at least one of a keyboard device, a display device, a disk
storage device, a local area network device, and a modem device.

6. A method of diagnosing faults in a computer system, comprising
the steps of:

a) issuing a status command to initiate internal diagnostic
processes of at least one of a plurality of diagnostic device drivers stored in
a nonvolatile memory;

b) receiving status data in response to the status command;

c) issuing a connect command to a communications driver of
the plurality of diagnostic device drivers, wherein a communications

‘ALIENDSD SHEET



data for repair ardwar e device assoc&%t@u?lfe s}l
dihagn'osticf devJ(lﬂﬂl”ﬁlﬂe"g“"g#“lr The net hod of cI aim®o further corrprl Frﬁ_)@
the step o ebdoting the conputer W H e f
claim6 wherein the nonvol atile menory is coupled d r‘h ?'fe%ﬁ’l’ y‘)n%u{?gag
the conputer system 11. The nethod of24cl aim 6 wherein the nonvol atile
menory is a flash electrically erasable progrannable read only menory.

12.. Arrethdof a ng fau i.n ter SY, r t he
steps of . device SHteHBRZ Fhrifieh 5 o et sBRTR e o R e AR oy
di agnostic demimendyivers st ored in the nonvol atile nmenory; b)

| ssuing a command) from ket nel H ASRR%LA @ WedlpRbhimdeyi ce driver

associated with a I ea one vvare eV| ce, wherein the dia i c device
driver is storedein arem‘mlgah@ateilmw ata COYTQ?POHdFQ'&EQ diSh Cf comand

in a di spat gigindatiecksacOtirtvee fEhMIReHdst cBhipifter; Al
f) transferring the host diagnostic data to the selected diagnostic
device driver for execution.

7. The method of claim 6 wherein the host diagnostic data includes
data for further diagnosing faults in a hardware device associated with the
selected diagnostic device driver.

8. The method of claim 6 wherein the host diagnostic data includes
data for repairing faults in a hardware device associated with the selected
diagnostic device driver.

9. The method of claim 6 further comprising the step of:
g) rebooting the computer system.

10.  The method of claim 6 wherein the nonvolatile memory is coupled
to a main memory bus of the computer system.

11.  The method of claim 6 wherein the nonvolatile memory is a flash
electrically erasable programmable read only memory.

12. A method of diagnosing faults in a computer system, comprising
the steps of:

a) searching a nonvolatile memory to identify any diagnostic
device drivers stored in the nonvolatile memory;

b) issuing a command from a kernel process to a diagnostic
device driver associated with at least one hardware device, wherein the
diagnostic device driver is stored in a nonvolatile memory;

<) receiving the command in a dispatcher process of the
diagnostic driver; and
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25 d) [ ' [ rnal di agnostic I"SaiEd; h [ B c
devi ce driver toqmugﬂmm"g"mm lts of the hardware aev eg?nérgs%%g’; to
t he conmand. 13" ‘Thé mdthdd of claim 12, wh Jhve:di agnostj ¢ .devi ce
driver is associated with at |east one of a ke% YWdwige ; wacdi splay 1598
device, a disk storage device, a |local argp network device, and a nodem
devi ce. 14. The nethod of claim 12 wherein the nonvolatile nmenory is
coupled to a main nmenory bus of the conputer system 15. The net hod of
cl ai m 12 wher ei n d)he riniiading ah dntesnal giagnosti¢ paetesalofdhe idiagngstisr asabl e
pr ogr ammabl ¢qtcady 9Ly t@ﬁf%‘rbbse an%rﬁfau}]ty}ﬁ tHBHAPGwake Cledlcd ihZredp6hsd fb t he
compand i s a status comand. 177 The nmethod of claim12 wherein the
command is &hesHmEangdommand for connecti ng with a host conputer. 18.
The nethod of claim 12 further conprising the steps of: e)
receiving data fromthe hardware device into a command process;

13.  The method of claim 12, wherein the diagnostic device driver is

associated with at least one of a keyboard device, a display device, a disk
storage device, a local area network device, and a modem device.

14. The method of claim 12 wherein the nonvolatile memory is
coupled to a main memory bus of the computer system.

15.  The method of claim 12 wherein the nonvolatile memory is a flash
electrically erasable programmable read only memory.

16. The method of claim 12 wherein the command is a status
command.

17.  The method of claim 12 wherein the command is a connect
command for connecting with a host computer.

18.  The method of claim 12 further comprising the steps of:

e) receiving data from the hardware device into a command
process;

f) translating the data into function commands; and

g) providing the function commands to the kernel process

when the dispatcher process is polled.

19. The method of claim 18, wherein the function commands include a
system status command to transfer system status data to the diagnostic

device driver.

20.  The method of claim 18, wherein the kernel process reads data from

a storage drive, if the function commands include a read command.
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f)  translati Rmnml uncti on comands; ARGk s
t he functl on c “m mn,mrnel process when Y &%

polled.. 19. The‘nethoti of el aim 18, wherein the functl on conmands

i ncl ude a system status command to transfer s WS el @ 1o.ithe 1598
di agnosti c device driver. 20. The net hpd of HIWigr éin T he Kernel
prqcess reads data froma storage drive, 1f the function commands include a
read command. 26 21. The

met hod of claim 18, wherein the kernel process wites data to a storage
drive fromone of the host conputer and the nonvol atile nmenory, if the
fungti on coRbanddhermoketivsl af alaimel & ovimereih the kernel process writes data to a

storage drive from one of the host computer and the nonvolatile memory,
if the function commands include a write command.
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