1 SYSTEMS AND METHODS FOR REGULATED HYBRID GAMING CROSS-REFERENCE TO
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FIELD
[0002] The present disclosure is generally related to gaming and more specifically
10  to monitoring and controlling a hybrid game that includes both a gambling game and

an entertainment game.

BACKGROUND

[0003] The gaming machine manufacturing industry has traditionally developed
15 gaming machines with a gambling game. A gambling game is typically a game of
chance, which is a game where the outcome of the game is generally dependent on
chance (such as a slot machine). A game of chance can be contrasted with a game
of skill where the outcome of the game may depend upon a player’s skill with the
game. Gambling games are typically not as interactive and do not include graphics
20  as sophisticated as an entertainment game, which is a game of skill such as a video
game.
[0004] Entertainment games may include Digital Rights Management (DRM)
components to ensure that unauthorized copies of an entertainment game are not
being used. However, the operations of conventional entertainment games are not
25 typically regulated by a regulatory authority. Furthermore, the DRM components
typically do not provide the features that are used to monitor and control a game for a

regulatory authority.

SUMMARY
30 [0005] Systems and methods in accordance with embodiments of the invention
regulate a hybrid game utilizing a regulatory scanning and screening audit (RSSA)

module to detect and/or defeat unauthorized use of the hybrid game. One



being used. However, the operations of conventional entertainment games are not 25 typically
regulated by a regulatory authority. Furthermore, the DRM components typically do not provide the
features that are used to monitor and control a game for a regulatory authority. SUMMARY 30
[0005]Systems and methods in accordance with emhodiments of the invention regulate a hybrid game
utilizing a regulatory scanning and screening audit (RSSA) module to detect and/or defeat

unauthorized s of the h ame. O odiment |ncIu sam thod 0 dete :
unauthorlzerH cEra 0 P"\%]dﬁgl(?g[anr% %etm??u '”&|H88¥ %”Zrﬁ ra 13 Et ag hybrid
entertamnmhgtgneyshteaddﬁhah mrmmmmd gambimigdgamkcamg st gme&ampmmm(ggpméormnce

data (GOP[C)ij om tn‘e entef{talgment %arr&% Whl| ggame is_bein lﬁé&% byaflrst eRIayer

fo can ame_on rforman
generating a reference prof i usifig eAHE JeCond Pom the eIertainment

game whllﬁwmﬁrmgameasteﬂmgmmytegbbyeamwmemqmld gmnmlsrtgeihg payet] iy@HDsto the

referepce oflle to deter |ne whether the s ﬁond pla ﬁ{ |sfo Bg)t rld ame |
a r%enera g [eference Profile. usi ir conﬁ %5?
unauthori mdrmeér, and generaling a n |cat|ont an operato updn Stont e Second

player is 1fbope thing ke taytmie na gaenie afmhueatlteolm;zlemur@amer |$OBGB]9 maym dybadietand
mcludes cg’leycélnng thlrd ﬂOg{:E[llé frgrré m]e &65 Whll@%é@e[ g{%giﬁgearrpne \tx%ln glayed

by a third er’and u Jati e reference profi Ie Wlt n another em odlment
the first G@iéDsendmﬂaqdagl&EGPlpecamajg uber hlﬁ)miegam knsy spqueactsyrivat] corapaengahd

ey sequeone S R R S e P o
the diftertaperatingdheehjioeByanaestiil aurtiesdhdroticherantres first GOPD and second GOPD include
[0006] A further embodiment includes collecting a third GOPD from the
entertainment game while the hybrid game is being played by a third player and
updating the reference profile with the third GOPD.
[0007] In another embodiment, the first GOPD and second GOPD include user
15 interface key sequences, and comparing the second GOPD to the reference profile
includes determining if a unique combination of user interface key sequences are
present in the second GOPD that are known to enable unauthorized operation of the
entertainment game.
[0008] In a still further embodiment, the first GOPD and second GOPD include
20 game object information describing game objects used in the entertainment portion of
the hybrid game, and comparing the second GOPD to the reference profile includes
determining if known cheat objects have appeared in the entertainment game.
[0009] In still another embodiment, the first GOPD and second GOPD include
entertainment game play outcomes, generating a reference profile using the first
25  GOPD includes generating a statistical model of entertainment game play outcomes,
and comparing the second GOPD to the reference profile includes determining if the
second player is engaging in unauthorized operation of a hybrid game based upon
entertainment game play outcomes.
[0010] In a yet further embodiment, the first GOPD and second GOPD include
30 entertainment game play performance, and comparing the second GOPD to the
reference profile includes determining if the second player is engaging in
unauthorized operation of a hybrid game based upon if the second player's game

play performance is superior to the game play performance the reference profile.



20game object information describing game objects used in the entertainment portion of the hybrid
game, and comparing the second GOPD to the reference profile includes determining if known cheat
objects have appeared in the entertainment game. [0009] In still another embodiment, the first GOPD
and second GOPD include entertainment game play putcomes, generating a reference profile using
the first 25 GOPD includes generating a statistical n%odel of entertainment game play outcomes, and
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[0014] In further additional embodiment, collecting first GOPD and collecting
second GOPD from the entertainment game is performed by a regulatory scanning
15 and screening audit (RSSA) module utilizing at least one tap connected to the hybrid
game.
[0015] Another additional embodiment includes an apparatus for detecting
unauthorized operation of a hybrid game, where the hybrid gaming system includes a
gambling game and an entertainment game. In addition, the apparatus can include a
20 data collection module configured to receive first game operating performance data
(GOPD) from the entertainment game while the hybrid game is being played by a first
player and second GOPD from the entertainment game while the hybrid game is
being played by a second player. Furthermore, the apparatus can include a
reference profiles storage configured to store the first game operating performance
25 data as a reference profile, and an analysis module configured to analyze the second
GOPD with the reference profile to determine if the second player is operating the
hybrid game in an unauthorized manner and notify an operator upon determining that
the second player is operating the hybrid game in an unauthorized manner.
[0016] In a still yet further embodiment, the data collection module is configured to
30 receive a third GOPD from the entertainment game while the hybrid game is being
played by a third player, and the reference profile is updated with the third GOPD.
[0017] In still yet another embodiment, the first GOPD and second GOPD include

user interface key sequences, and the analysis module is configured to determine if a



15and screening audit (RSSA) module utilizing at least one tap connected to the hybrid game.
[0015]Another additional embodiment includes an apparatus for detecting unauthorized operation of a
hybrid game, where the hybrid gaming system includes a gambling game and an entertainment game.
In addition, the apparatus can include a 20 data colliction module configured to receive first game
operating performance data (GOPD) from the entertainment game while the hybrid game is being
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objects us he entertainment game,
10 game play outcomes, and the analysis module is configured to determine if abnormal

game play outcomes have appeared in the entertainment game.

[0020] In a still further additional embodiment, the first GOPD and second GOPD

include entertainment game play performance, and the analysis module is configured

to determine if the second player is engaging in unauthorized operation of a hybrid
15 game based upon if the second player's game play performance is superior to the

game play performance the reference profile.

[0021] In still another additional embodiment, the entertainment game play

performance includes rate of scoring information, and the analysis module is

configured to determine if the second player’s rate of scoring is not supported by
20  authorized hybrid game operation.

[0022] In a yet further embodiment again, the first GOPD and second GOPD

include entertainment game progression information, and the analysis module is

configured to detect a sudden change in entertainment game progression.

[0023] In yet another embodiment again, the first GOPD and second GOPD
25 include game world credit (GWC) information and real credit (RC) information, and

the analysis module is configured to determine a ratio of GWC accumulation to RC

commitment

[0024] In a yet further additional embodiment, the data collection module is

configured to collect the first GOPD and the second GOPD from the entertainment
30 game from least one tap connected to the hybrid game.

[0025] In yet another additional embodiment, the data collection module and the

analysis module are implemented on the same processing apparatus.



5and the analysis module is configured to determine if known cheat objects have appeared in the
entertainment game. [0019]In a still another embodiment again, the first GOPD and second GOPD
include entertainment game play outcomes; the reference profile includes a statistical model of the first
GOPD, the statistical model including a distributionri)]g entertainment 10 game play outcomes, and the
analysis module is configured to determine if abnormal game play outcomes have appeared in the
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analysis module is configured to detect a sudden change in entertainment game progression. [0023]In
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accordance with an embodiment of the invention.
[0029] FIG. 4 illustrates a flow chart of hybrid game regulation utilizing an RSSA
module in accordance with an embodiment of the invention.

10 [0030] FIG. 5 illustrates a hardware architecture diagram of a processing

apparatus in accordance with an embodiment of the invention.

DETAILED DESCRIPTION
[0031] Turning now to the drawings, systems and methods for a hybrid game
15 regulated by a regulatory scanning and screening audit (RSSA) module are
illustrated. In many embodiments, the RSSA module enables regulation of the hybrid
game (such as by a regulatory authority) by logging, detecting and defeating the use
of cheats, or other unauthorized hybrid game performance. In several embodiments,
a hybrid game is a game that integrates both a gambling game that includes a real
20  world engine (RWE) which manages the gambling portion of a game, as well as an
entertainment game that includes a game world engine (GWE) that manages the
entertainment portion of a game, and an entertainment software engine (ESE) that
executes the game for user entertainment. In certain embodiments, the hybrid game
also includes a user interface associated with either or both the gambling game and
25 the entertainment game. Various hybrid games are discussed in Patent Cooperation
Treaty Application No. PCT/US11/26768, filed March 1, 2011, entitled "ENRICHED
GAME PLAY ENVIRONMENT (SINGLE and/or MULTI-PLAYER) FOR CASINO
APPLICATIONS" and Patent Cooperation Treaty Application No. PCT/US11/63587,
fled December 6, 2011, entitted "ENHANCED SLOT-MACHINE FOR CASINO
30 APPLICATIONS" each disclosure of which is hereby incorporated by reference in its
entirety. The RWE, GWE and ESE are also discussed further below.
[0032] The RSSA module can monitor a hybrid game through tap points from

which the RSSA module can collect data about the hybrid game. The tap points can



25 include game world credit (GWC) information and real credit (RC) information, and the analysis
module is configured to determine a ratio of GWC accumulation to RC commitment [0024]In a yet
further additional embodiment, the data collection module is  configured to collect the first GOPD
and the second GOPD from the entertainment 30 game from least one tap connected to the hybrid
game. [0025]In yet another additional embodiment, the data collection module and the analysis

module are implemgnted on the same processing apparatus. 5 BRIEF DESCRIPTION.QF THE
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emboglimelgg%f'&h%gla/&gtiggh also include a number of operating modes, such as a game
supervisory mode, a game profile learning mode, operating monitor mode, audit
mode and playback mode. Each operating mode may also include a number of sub-
functions such as where an operating monitor mode includes a player profiling,
keystroke scanning or game session recording sub-function. These modes enable
10  the hybrid game to learn a profile and to monitor the operation of the hybrid game to
detect unauthorized usage of a hybrid game (such as with a cheat).
[0033] In numerous embodiments, a regulatory body or an auditor can utilize an
RSSA module or RSSA system to ascertain the fairness of the system by determining
that the entertainment portion of the hybrid game is not being manipulated by a player
15  through the unauthorized use of the hybrid game, such as (but not limited to) through
use of cheats or other methods which may have been embedded in the entertainment
game. The nature of unauthorized use, such as cheats, is especially harmful in the
context of a gambling experience, where cheats can be destructive to the fairness of
the system.
20 [0034] System architectures for a hybrid game regulated by a regulatory scanning
and screening audit (RSSA) module in accordance with various embodiments are

discussed further below.

Systems for Requlating Hybrid Games

25 [0035] In many embodiments, a hybrid game provides players with high levels of
entertainment content with a game of skill in their gambling experience. These hybrid
games provide a random outcome independent of player skill while ensuring that the
user's gaming experience (as measured by obstacles/challenges encountered, time
of play and other factors) is shaped by the player’s skill. Hybrid games also provide

30 for players to gain entry into subsequent competitions through the accumulation of
game world credits (GWC) that accrue as a function of the user's demonstrated skill
at the game. These competitions can pit individual players or groups of players

against one another and/or against the casino to win prizes based upon a



10[0030]FIG. 5 illustrates a hardware architecture diagram of a processing apparatus in accordance
with an embodiment of the invention. DETAILED DESCRIPTION [0031]Turning now to the drawings,
systems and methods for a hybrid game 15 regulated by a regulatory scanning and screening audit
(RSSA) module are illustrated. In many embodiment§, the RSSA module enables regulation of the
hybrid game (such as by a regulatory authority) by logging, detecting and defeating the use of cheats,
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monitoring, financial accounting and forms of frequent player monitoring for marketing
purposes. In various embodiments, the network 106 is the Internet. In many
embodiments, an RSSA system can include one or more RSSA modules 104 along
with one or more RSSA system servers 110, which collect data and coordinate the

20 activities of the RSSA modules 104.
[0037] Although a specific system architecture for a regulated hybrid game is
discussed above, any of a variety of system architectures of a regulated hybrid game
can be utilized as appropriate to the requirements of a specific application in
accordance with embodiments of the invention. In many embodiments, aspects of
25 the regulated hybrid game may be distributed over one or more pieces of hardware
and/or software, such as some elements running on a remote server, or on a server
in the "cloud" (located over the Internet in a different location). In many
embodiments, a RSSA module and/or RSSA system contains a hardware and/or
software system that accepts data from a hybrid game to which it is connected and
30 performs monitoring of the hybrid game operation to profile live operation against a
pre-determined set of data.
Certain embodiments include storage of game reference profiles and an

analysis module (each of which are discussed below) in a centralized server, leaving



RSSA module or RSSA system to ascertain the fairness of the system by determining that the
entertainment portion of the hybrid game is not being manipulated by a player 15 through the
unauthorized use of the hybrid game, such as (but not limited to) through use of cheats or other
methods which may have been embedded in the entgrtainment game. The nature of unauthorized use,
such as cheats, is especially harmful in the context of a gambling experience, where cheats can be

destructive jo the fairness gf the system..20[0034]System architectures for a hybrj me regulated by
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RSSA mogarration of the hybrid game.
[0039] A conceptual diagram illustrating the placement of taps within the
20  electronics of a hybrid game to enable an RSSA module to monitor the hybrid game
in accordance with an embodiment is illustrated in FIG. 2. The hybrid game 204
includes a RWE 208, GWE 210 and ESE 222 and gambling game user interface 230
and entertainment game user interface 234. The two user interfaces may be part of
the same user interface but are separate in the illustrated embodiment. The RSSA
25  module 202 can intersperse taps 212 to monitor any portion of the hybrid game 204,
such as directly at the RWE 208, GWE 210, ESE 222, or at the user interface for the
gambling game 230 or the entertainment game 234. These taps allow the RSSA
module 202 to aggregate and analyze data concerning the hybrid game to reduce the
likelihood that the hybrid game is being utilized in an unauthorized manner (such as
30 with a cheat). The RSSA module 202 can also control the hybrid game through
control signals sent to the hybrid game 204. In many embodiments, the RSSA

module 202 is implemented as a plurality of separate modules that communicate with



[0037]Although a specific system architecture for a regulated hybrid game is discussed above, any of
a variety of system architectures of a regulated hybrid game can be utilized as appropriate to the
requirements of a specific application in accordance with embodiments of the invention. In many
embodiments, aspects of 25 the regulated hybrid gagie may be distributed over one or more pieces of
hardware and/or software, such as some elements rdnning on a remote server, or on a server in the
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auditable systems and functions that can enable the game to obtain gaming

regulatory body approval.
[0041] A random number generator (RNG) 238 includes software and/or hardware
15 algorithms and/or processes that are used to generate random or pseudorandom
outcomes. A level n real-world credit pay table (Table Ln-RC) 240 is a table that can
be used in conjunction with a random number generator to dictate the real world
credits (RC) earned as a function of game play and is analogous to the pay tables
used in a conventional slot machine. Table Ln-Rc payouts are independent of player
20 skill. There may be one or a plurality of Table Ln-Rc pay tables contained in a
gambling game, the selection of which may be determined by game progress a player
has earned, and bonus rounds which a player may be eligible for. Real world credits
(RC) are credits analogous to slot machine game credits which are entered into a
gambling game by the user, either in the form of hard currency or electronic funds.
25 RCs can be decremented or augmented based on the outcome of a random number
generator according to the Table Ln-Rc real world credits pay table, independent of
player skill. In certain embodiments, an amount of RC can be required to enter
higher ESE game levels. RC can be carried forward to higher game levels or paid
out if a game cash out is opted for by a player. The amount of RC required to enter a
30 specific level of the game “level n” need not be the same for each level.
[0042] In many embodiments, the GWE 210 manages the overall hybrid game
operation, with the RWE 208 and the ESE 222 effectively being support units to the

GWE 210. In several embodiments, the GWE 210 contains mechanical, electronic



15 RSSA. In yet other embodiments, the taps are included in control logic that reads game state data
and resource data stored and used by the hybrid game and transmits the read game state data and
resource data to the RSSA during the operation of the hybrid game. [0039]A conceptual diagram
illustrating the placement of taps within the 20 elect:jn) ics of a hybrid game to enable an RSSA module
to monitor the hybrid game in accordance with an embodiment is illustrated in FIG. 2. The hybrid game
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can be carried forward to higher game levels &r paid out if a game cash out is opte y a player.
The amouvRBPRONEH0RER IBCNES directly in cash, or indirectly such as earning entrance into a

sweepstakes drawing, or earning participation in, or victory in, a tournament with
prizes. GWC may be stored on a player tracking card or in a network-based player
25  tracking system, where the GWC is attributed to a specific player.
[0044] In some embodiments, the operation of the GWE 210 does not affect the
RWE's 208 gambling operation except for player choice parameters that are
allowable in slot machines today, such as the wager amount, how fast the player
wants to play (by pressing a button or pulling the slot's handle), agreement to wager
30 into a bonus round, etc. In this sense, the RWE provides a fair and transparent, non-
skill based gambling proposition co-processor to the GWE. In the illustrated
embodiment, the communication link shown between the GWE 210 and the RWE 208
allows the GWE 210 to obtain information from the RWE 208 as to the amount of RC



30specific level of the game "level n" need not be the same for each level. [0042]In many
embodiments, the GWE 210 manages the overall hybrid game operation, with the RWE 208 and the
ESE 222 effectively being support units to the GWE 210. In several embodiments, the GWE 210
contains mechanical, electronic 10 and software Sﬁtfm for an entertainment game. The GWE
includes a game world (GW) game operating system (OS) 244 that provides control of the

entertainment.game.. Th ins a level "n'' game world credit pay table (Table
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system, WBSE?J#&G, g‘NMBrjse%r'\%'&ﬂwbos%/g%%gi%%’%?ﬁputs video, audio and/or other sensory
output to a user interface. In many embodiments, the ESE 222 can exchange data
15 with and accept control information from the GWE 210. In several embodiments an
ESE 222 can be implemented using a personal computer (PC), a mobile device such
as a smartphone, a tablet computer, a personal digital assistant, a Sony PlayStation®
(a video game console developed by Sony Computer Entertainment of Tokyo Japan),
or Microsoft Xbox® (a video game console developed by Microsoft Corporation of
20 Redmond, Washington) running a specific game program.
[0046] The ESE 222 operates mostly independently from the GWE 210, except
that via their interface, the GWE 210 may send certain GW game control parameters
to the ESE 222 to affect the entertainment game’s play, such as (but not limited to)
what level of character to be used, changing the difficulty level of the game, changing
25 the type of game object, such as a gun or a car, in use, requesting potions to become
available or to be found by the character, etc. The ESE 222 can accept this input
from the GWE 210, make adjustments, and continue the play action all the while
running seamlessly from the player's perspective. The ESE's 222 operation is mostly
skill based, except for where the ESE's algorithm may inject complexities into the
30 game by chance in its normal operation to create unpredictability in the entertainment
game. Utilizing this interface, the ESE may also communicate player choices made
in the game to the GWE 210, such as selection of a different gun, the player picking

up a special potion in the GW environment, etc.



[0044]In some embodiments, the operation of the GWE 210 does not affect the RWE's 208 gambling
operation except for player choice parameters that are allowable in slot machines today, such as the
wager amount, how fast the player wants to play (by pressing a button or pulling the slot's handle),
agreement to wager 30into a bonus round, etc. In thllszsense, the RWE provides a fair and transparent,
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of EE available to the player in coordination with the gambling outcome of the
gambling game such as by incrementing the EE when RC is won or decrementing EE
15 when RC is lost.
[0048] The GWE's job in this architecture, being interfaced thusly to the ESE, is to
allow the transparent coupling of entertainment software to a fair and transparent
random chance gambling game, providing a seamless perspective to the player that
they are playing a typical popular entertainment game (which is skill based). In
20  certain embodiments, the ESE 222 can be used to enable a wide range of games
including but not limited to popular titles from arcade and home video games, such as
but not limited to Gears of War (a third person shooter game developed by Epic
Games of Cary, North Carolina), Time Crisis (a shooter arcade game developed by
Namco Ltd of Tokyo, Japan), or Madden Football (an American football video game
25 developed by EA Tiburon of Maitland, Florida), etc.). Providers of such software can
provide the previously described interface by which the GWE 210 can request
amendments to the operation of the ESE software in order to provide the seamless
and sensible operation of the hyrbrid game as both a gambling game and an
entertainment game.
30 [0049] In several embodiments, the RWE 208 can accept a trigger to run a
gambling game in response to actions taken by the player in the entertainment game
as conveyed by the ESE 222 to the GWE 210, or as triggered by the GWE 210 based

on the GWE’s control logic, in the background to the overall game from the player’s



[0046] The ESE 222 operates mostly independently from the GWE 210, except that via their interface,
the GWE 210 may send certain GW game control parameters to the ESE 222 to affect the
entertainment game's play, such as (but not limited to) what level of character to be used, changing
the difficulty level of the game, changing 25 the typel§f game object, such as a gun or a car, in use,
requesting potions to become available or to be found by the character, etc. The ESE 222 can accept
this input from the GWE 210, make adjustments, .and contin I ction all the while running
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random chance gambling game, providing a seamless perspective to the player t ey are playing a
typical popotsieasecomitenteasminea(wiaighridskit adstion of the player's decision making as

15 to their operational profile in the entertainment game (i.e. power of the character, gun
selection, car choice, etc.). In this manner, the player is always in control of the per
game wager amount, with the choice mapping to some parameter or component
which is applicable to the entertainment game experience of the hybrid game. In a
particular embodiment, the RWE operation can be a game of chance running every

20 10 seconds where the amount wagered is communicated from the GWE 210 as a
function of choices the player makes in the operation profile in the entertainment
game such as those cited above.

[0050] In many embodiments, a hybrid game integrates a video game style
gambling machine, where the gambling game (i.e. RWE 208 and RC) is not player

25  skill based, while at the same time allows players to use their skills to earn club points
which a casino operator can translate to rewards, tournaments opportunities and
prizes for the players. The actual exchange of monetary funds earned or lost directly
from gambling against a game of chance, such as a slot machine, is preserved. At
the same time a rich environment of rewards to stimulate "gamers" can be

30 established with the entertainment game. In several embodiments, the hybrid game
can leverage very popular titles with "gamers" and provides a sea change
environment for casinos to attract players with games that are more akin to the type

of entertainment which a younger generation desires. In various embodiments,



20 certain embodiments, the ESE 222 can be used to enable a wide range of games including but not
limited to popular titles from arcade and home video games, such as but not limited to Gears of War (a
third person shooter game developed by Epic Games of Cary, North Carolina), Time Crisis (a shooter
arcade game developed by Namco Ltd of Tokyo, Jac?im), or Madden Football (an American football
video game 25 developed by EA Tiburon of Maitland, Florida), etc.). Providers of such software can
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from gambling against a chance, such as a slot machine, is'preserved. At same time a
rich éAvironireiacef 28k aideamstinigatongaetuesrctiefeWE 210 and ESE 222, or between the

ESE 222 and the entertainment game user interface 234. Likewise, the RSSA
module 202 can tap 212 communication between the RWE 208 and GWE 210. The
information concerning the hybrid game garnered through taps enables the RSSA
module to collate and analyze the data to determine if any unauthorized use of the
25 hybrid game has occurred (such as a cheat). In certain embodiments, information
gathered from the taps can be utilized to build a reference profile that can be utilized
during game play sessions of the hybrid game to determine if unauthorized use of the
hybrid game has occurred.
[0052] The illustrated embodiment includes control signals 218 sent to the hybrid
30 game 204 from the RSSA module 218 to communicate with and control the hybrid
game 204, including but not limited to suspending the hybrid game 204 or only
enabling certain functions of a hybrid game 204 as described below, by signaling the
GWE 210, RWE 208, ESE 222 or some other hybrid game 204 element.



30 established with the entertainment game. In several embodiments, the hybrid game can leverage
very popular titles with "garners" and provides a sea change environment for casinos to attract players
with games that are more akin to the type of entertainment which a younger generation desires. In
various embodiments, 14 players can use their skill towards building and banking GWC which in turn
can be used to win tournaments and various prizes é a function of their "garners" prowess. Numerous
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15 202 capn[gﬁaig@ects of the electronics that enable the gambling game, such as the RWE 208,
communication between the RWE 208 and the gambling game user interface 230, and/or the gambling
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The RSSA module 304 includes an operating system 312. The RSSA module also

20 includes a data collection module 314 which taps into the hybrid game and contains
the signaling and interface used to perform handshaking with the hybrid game and
collect data output. Data collection storage 316 is included for data collected off the
taps by the data collection module 314. An analysis module 324 is included that
analyzes the collected data for profiling against stored profiles in the reference

25  profiles storage 320. The RSSA module includes a log files module 310 which keeps
a complete record of the activities of the RSSA module for audit purposes. The
RSSA module also includes an optional RSSA system interface 306 that manages
communications and data exchange with an RSSA system 302 or other centralized
sever. Removable storage 308 may be utilized to take a record of log files and other

30 data off of the RSSA module. A profile learning module 322 can be responsible for
organizing signals and data for a given hybrid game when the RSSA module is in
learning mode and which serves as a baseline reference for the analysis module 324

(such as but not limited to the creation of a reference profile). A game control module



5 running in a larger piece of software, or any variation thereof. In several embodiments, an RSSA
module 202 is connect to a RSSA system over a secure interface. [0054]Although specific taps 212
and control signals 218 are discussed above, any of a variety of taps 212 and/or control signals 218
can be utilized by an RSSA 10module 202 as appropriate to the requirements of a specific application
in accordance with embodiments of the invention R éulatory scanning and screening audit (RSSA)
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operating performance data ( may relate to ybrl ofmance ahd any operational
parameter©ysticterosyepGRs Caad@eh)sétet@la&mrmm@tﬂtt%and rates of RC commitment to a

gambling game, amounts and rates of accumulation or loss of RC in a gambling
game, a gambling result of a gambling game, amounts and rates of accumulation or
loss of GWC in the entertainment game, performance or rate of operation of a game
20  object, such as a tool, weapon or other device operated by the player/character (e.g.
rate of fire of a weapon or in the case of a racing game, the top speed and handling
characteristics of available cars); resource levels of a game object, such as in the
case of a weapon, the amount of ammunition; success rate of a game object in its
primary function, such as in the case of a weapon, its accuracy; the type of resource
25 expended by a game object, such as in the case of a weapon, the type of ammunition
in use; performance characteristics of the game character, such as in the case of a
wizard, the rate at which spells are thrown, or in the case of a football player, his or
hers' strength and agility; health points, stamina and other characteristics of a
character's makeup, such as in the case of a fighter, the stamina level; the level or
30 status of a character in the game, such as what level the player is on or in what part
of a maze they are; the types of objects that exist in the game space, such as in the
case of an adventure game, the existence of a magic dolphin to ride, or a magic

carpet; the amount and type of special award object in the game space, such as in



10 entertainment game is operating in a manner in keeping with a hybrid game's authorized use
(disclosed and approved game design). GOPD can include any data type which can be collected by
the RSSA module 304 for performing its analysis functions, depending on the entertainment game
type being monitored. In many embodiments, GOPD can include (but is not limited to): all operator
selections and 15 operations on the user interface, éﬁch as all the keystrokes, button presses and
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17 the cas u?‘égg %xploration game, health kits, ammo dumps or special clothing; shots fired upon and
hits scored o &aracter by a player's adversaries in the game space, such as in the case of a
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existence of an unexpected game object or component in"a game, or a known cheat game object or
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being operated In an unauthorized manner. In'some em ments, the reference
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calculating the mean and standard™25 deviations for a according to a probability distribution.”"When a
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to the mean of the corresponding data in the reference GOPD and a determination is made of the
difference ibelavétdtibe armedhalnermefeienaeaplayers GOPD is collected and a value is

extracted from the GOPD corresponding to the continuous variable. The extracted
value is compared to the mean of the corresponding data in the reference GOPD and
a determination is made of the difference between the extracted value and the mean
30 of the corresponding data in the reference GOPD. If the difference exceeds a
specified threshold, such as by more than two times the calculated standard deviation

for the mean value, the non-reference player may be considered as operating the



30 of the corresponding data in the reference GOPD. If the difference exceeds a specified threshold,
such as by more than two times the calculated standard deviation for the mean value, the
non-reference player may be considered as operating the 18 game in an unauthorized manner, such
as by employing a cheat that enables the non-referengce player to outperform a reference player.
[0059] As another example of using one or more types of data collected as GOPD, metrics may be
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15 loss, may be used to derive a metric from other types of data included in the GOPD.
Such a derived metric can include determining a ratio of an amount of GWC gained
or lost during a gaming session to an amount of RC that has been committed, gained,
or lost during that gaming session. In a like manner, a rate at which GWC is
accumulated or lost during a gaming session may be compared to a rate at which RC
20 is committed, won or lost during that same gaming session and can be used as a
metric included in a reference profile.
[0061] A flow chart of a process for hybrid game regulation utilizing an RSSA
module in accordance with an embodiment of the invention is illustrated in FIG. 4.
The process 400 includes collecting (402) GOPD from a hybrid game through taps.
25 In certain embodiments, the GOPD collected from these taps can relate to player
actions (including player actions on its user interface), decisions and skill parameters
or entertainment game operation metrics of a plurality of functions (scores, scores for
actions, game time clocks, word spell letters, shots, accuracy, weapon types, potion
types, game character parameters, health points, game object speed, etc.). After
30 collecting (402) the GOPD, the RSSA module stores (404) the GOPD. In many
numerous embodiments, a RSSA module stores a record of a game session or an
internal ESE entertainment game status and flags the session as requiring

investigation or being invalid upon determining that a play session is suspicious or



30 collecting (402) the GOPD, the RSSA module stores (404) the GOPD. In many numerous
embodiments, a RSSA module stores a record of a game session or an internal ESE entertainment
game status and flags the session as requiring investigation or being invalid upon determining that a
play session is suspicious or 19 known to be in use lcng an unauthorized use such as a cheat. After
storing (404) the GOPD, the GOPD is collated and analyzed (406). In certain embodiments, the
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might be engaged In some form of cheating. For example, If the rate that the player is accumulating
GWC is highenthiaicatestd @ ti@Vgast gameatiotayirg: tackaackylbiid emdigrenseiaztiprdiilehircan be
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pomparati@@%inaIVQ'&qooe_B]ln additiona_ll emt_)odim(_ants, a RSS_A _module can retrieve p_re-stored
eventt. arthoE and on bt o O e o o L TL SR
which it is emhesiteeenis aheerpdEdivee ARAINIRS BAMICEU etuteieneapiodivdcaiaf@anagiovlaglated
to hybrid %Hm&%?%oasréwaﬂw profile to determine if the player's profile indicates that the
player's game play performance is superior to the game play performance reference
profile. The determination can be made by comparing individual types of data in the
20 GOPD collected for the player to the same types of data contained in the GOPD of
the reference profile. If the player has achieved higher levels of certain types of data,
that is a superior performance, it can be determined that the player might be engaged
in some form of cheating. For example, if the rate that the player is accumulating
GWC is higher than a rate of GWC accumulation in accordance with the reference
25  profile, it can be determined that the player is employing a cheat. Any of the types of
data collected in the GOPD, or combinations of types of the collected data to derive a
metric, described herein may be used in such a comparative analysis.
[0063] In additional embodiments, a RSSA module can retrieve pre-stored
information related to hybrid game sessions, including but not limited to audit logs,
30 time stamped events, analysis, and raw performance and operation data, and sends
the data to an RSSA system to which it is connected. In other embodiments, a RSSA

module retrieves pre-stored information related to hybrid game sessions, including



20 but not limited to audit logs, time stamped events, analysis, and raw performance and operation
data, and sends the data to a removable memory device. [0064]Although a specific RSSA module is
discussed above, any of a variety of RSSA modules can be utilized as appropriate to the requirements
of a specific 5 application in accordance with embo%i ents of the invention. In numerous
embodiments, various components of the RSSA module can be implemented in either hardware or
software. In certain e diments, some or the entire RSSA module may exist as software in_th
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players pI%YJScﬂhﬁnplementations, the entire RSSA, or portions thereof, including data collection
taps and control line signals, may only be comprised solely of software running on a
server or in the cloud, or some variation thereof. Exemplary operating modes and
functions of an RSSA module are discussed below.
15
Regulatory Scanning and Screening Audit (RSSA) Operating Modes

[0065] In a number of embodiments, an RSSA module is configured to operate in
a variety of modes to facilitate the regulation of a hybrid game. A variety of these
modes can be utilized as part of a process to regulate a hybrid game similar to the
20  process illustrated above in FIG. 4. Although specific operating modes are discussed
below, RSSA modules in accordance with embodiments of the invention can be
implemented using a single or multiple operating modes including none, some or all

of the operating modes discussed below.

25  Game Profile Learning Mode

[0066] Game profile learning mode in accordance with many embodiments
includes connecting the RSSA module to the hybrid game to collect GOPD over the
taps and to analyze and collate GOPD while one or more reference players plays the
entertainment game in its various levels and options. The resultant profile generated
30 from the reference players is stored in the reference profiles storage for later recall.
The net result of this functionality is to effectively map out typical game behavior and

create a reference standard used by the operating monitor mode. This mode may



entertainment game in its various levels and options. The resultant profile generated 30 from the
reference players is stored in the reference profiles storage for later recall. The net result of this
functionality is to effectively map out typical game behavior and create a reference standard used by
the operating monitor mode. This mode may 21 alsqQ operate as a sub-function of the operating
monitor mode, where it can continuously monitor liv %ntertainment game play, performing various
analyses ar?d collating data of ga e_iﬁla%/.sessi n seeking 0 develorp an ever impr%vine? r.?ference
profile of aapsa?rti&mgrr B Thedata ¢o Feocr%eé) in the gofr%eabpgfilg\%a' |rngmr888e HEIHEn B shared
by the RSSéntirachus|yvinmomitdr 38 spstetainwisgnh gamerplampedoneiing ceaniougaaizdy seslgnd and
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weighting an individual event of acquiring the’game object by the total number of gaming sessions that
have beerfe®isidloie . wiecgetiegitintheuehe anemier forefssanateptafsienesprividesubsequent
player are the same players.
[0068] In other embodiments, the reference profile is generated for a hybrid game
based on the play of the hybrid game by all of the players of the hybrid game, thus
20 including in the one or more reference players a large population of ongoing players
of the hybrid game. Each player's contribution to the reference profile can be
weighted or averaged into a particular metric of the reference profile depending on
the type of the metric. For example, if the metric is a continuous value, such as the
amount of GWC accumulated during a play session, the amount an individual player
25 accumulated during their particular playing session is included in the summed amount
of GWC accumulated over all player sessions and the count of the number of player
sessions thus accounted for is incremented. If the metric is discreet, such as the
identity of a particular game object that is acquired during a gaming session, the
probability of acquiring that game object for any game session can be adjusted by
30 weighting an individual event of acquiring the game object by the total number of
gaming sessions that have been considered when generating such a metric for use in

the reference profile.



22 [0069]In yet other embodiments, the reference profile is generated by an operator of the hybrid
game based on the operator's preferences for operation of the hybrid game. For example, the operator
may establish a specific maximum or minimum value for accumulation of GWC or some other metric.
As another basis for the 5 reference profile, the op % or may take into consideration the control logic
of the hybrid game and determlne from that control | %IC what performance a hypothetical reference
player mlgibt?%? bIe to a e For e;éa ér)%‘ if, the a Sis oft control Io%{ the hﬁbrld ame
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investigation ofth S|on ntakep ace to either the session as ortop t the
session urmefllfelrﬂlearnlng mode is discussed above, the game profile learning mode can

perform using any of a variety of processes as appropriate to the requirements of a

specific application in accordance with various embodiments.

20 Game Supervisory Mode

[0071] Game supervisory mode in accordance with many embodiments can
configure the RSSA module to be responsible for signaling and communicating with
the hybrid game or one of its components in order to control the hybrid game. The
RSSA module and the hybrid game can include a system to support this connection
25 to be a paired with a secure interface to prevent unauthorized access to the various
controls afforded by the hybrid game to the RSSA. In certain embodiments, a game
supervisory mode can freeze the hybrid game and notify the player that a live
inspector can perform a hybrid game inspection should suspicious hybrid game
performance activity be occurring. Standard operating procedure might dictate
30 inspection by live casino personnel. In other embodiments, a game supervisory
mode can control the hybrid game by putting the hybrid game into playback mode to

aid in an inspection of a hybrid game (see playback mode below). In particular



5 investigation, or to void the session. Although specific examples of the game supervisory mode are
discussed above, the game supervisory mode can be performed using any of a variety of processes
as appropriate to the requirements of a specific application in accordance with various embodiments.
10 Audit Mode [0072]An audit mode in accordance gr]?th many embodiments involves configuring the
RSSA module to retrieve various log and data files @nd/or files stored in the data collection storage
and reference prpfiles,storage for auditing purpaoses. In certain.embodiments, data can.be retrieved
fom & ren B B e AR o RE T o Baer i e A AT e Ly B e x5
system inteciaceardthoubb §AtEiarekamiiieshgbtiv: gardit oodatia disatkesead de\systeenanadidtetbde
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during opesapiat/isanyitonodeearan tisdadstedhalilSE, wiere ghenky migh gavise ryamiedse - caname the
result wat hj,g n avideo output.devi individual performing.the inspection to loak for
mauthor S O ST I SR S R e R R SRS R
mode are sisifsepplcationie playdrdeloeodidcaarimrsoembodingeots variety of ways as appropriate
to the 30requirements of a specific application in accordance with various embodiments. 24 Operating
Monitor Mode [0074] The operating monitor mode of an RSSA module in accordance with many

embodiments can operate to monitor any aspect of a hybrid game to detect
10 Audit Mode

[0072] An audit mode in accordance with many embodiments involves configuring
the RSSA module to retrieve various log and data files and/or files stored in the data
collection storage and reference profiles storage for auditing purposes. In certain
embodiments, data can be retrieved from a removable storage device or the
15 information can be uploaded to the system over the RSSA system interface.
Although specific examples of the audit mode is discussed above, the audit mode can
perform in any of a variety of ways as appropriate to the requirements of a specific

application in accordance with various embodiments.

20 Playback Mode

[0073] A playback mode in accordance with many embodiments can playback a
session of the hybrid game. In certain embodiments, the playback mode can be
initiated by the game supervisory mode. The playback can be generated from user
interface commands and hybrid game play status scripts stored in the data collection
25  storage during operating monitor mode can be fed to the ESE where the hybrid game
can be re-run and the result watched on a video output device by an individual
performing the inspection to look for unauthorized cheats or to review a flagged play
session. Although specific examples of the playback mode are discussed above, the
playback mode can perform in any of a variety of ways as appropriate to the

30 requirements of a specific application in accordance with various embodiments .



unauthorized operation (such as a cheat) of a hybrid game. In many embodiments, 5 the operating
monitor mode can monitor live entertainment game play by analyzing different aspects of a hybrid
game, including but not limited to determining if a unique combination of user interface key (buttons,
joystick, etc.) sequences have been pressed by the player known to enable an unauthorized cheat.
The operating monitor mode can also determine if kiown cheat objects have appeared in the game

(such as Jd) %rsE%mq\lﬂglal E)arq{%dgar or weapon). The operating monitor mode can additionally

determine rating within normal bounds, or if overall operation is anomalous
and suspicious such_that an unauthorized cheat in the game may have been enabled by a player

(such suspRIGH perfOidrareBgh RN SERIE QiR FRMMACHIB I FEOREBRCE VEtB H13R¥%ring
not suppogathBYiREAE! gameopresttion 1xenitdanTy NiepEelist oa MeifigatiRine the grmeRt

progression). Furthermore, the operating monitor mode can determine if out of range outcomes are
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of a hybrid\gsfeecisncarsy A AaindarRAbam Gesatl1g) el GieEdp prareanicttRigastd gave asthe
hybrid game, to determine if a player is operating the hybrid aame in an unauthorized manner. For
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of the gan48,3a %‘?ﬁ’bgﬁétﬂ YR8 ARG %?ofile, and a second subset of one or more players of the
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operating Eler“tol[hqqsogrﬁoa}rr%a igﬁu?:%%dbe useful to determine if unauthorized use (such as a
cheat) in some manner was able to impact the larger operation of the hybrid game,
thus triggering the flagging of the game session or a voiding of the results.

25 [0076] In other embodiments, information regarding RC in a gambling game of a
hybrid game is compared to information regarding GWC or EE in an entertainment
game of the hybrid game, to determine if a player is operating the hybrid game in an
unauthorized manner. For example, a rate of commitment of RC in the gambling
game may be compared to a rate of EE consumption. The rate of commitment of RC

30 might also be compared to a rate of accumulation of GWC. As another example, an
amount of RC won as a gambling result in the gambling game may be compared to
an amount of EE incremented in the entertainment game as a result of the gambling

result to determine if the player is receiving an EE for a source other than in



above, the operating monitor mode can perform in any of a variety of ways as appropriate to the
requirements of a specific application in accordance with various embodiments. Furthermore, the
operating monitor mode can operate as any of a 20number of sub-functions, as discussed below.
Player Profiling Sub-Function [0079]A player profiling sub-function that can be utilized as part of an
operating monitor mode in accordance with many embodiments involves the RSSA module 25 building

an ever more complete profile of a player (who is signed into the sysjem under their user ID),so far as
7l R e A R R SR R A
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mO”'tored@%ﬁ g&ébé'gc%a?ﬁetﬁS”@% g t8fﬂfﬁe|§§§A S%?E%ﬁ?éyé%%cgﬁﬁ\g&?goaaSSptlaaeYc‘?‘.rf.];(')rI%tylé)rgs n.
or once a Hybrid Game session Is complete, the module’ can exchange player profife
informatioplayth tine REBA syatinplayer tscojistetiediti€IFi0ds Altnaugied jecifictermmeiesrofitbe (flayer
profiling subefpelipn i disghiesgd,abay I'a?grg.@%reoégg48%?&?51%%%@%?’&9%Pnewgocf Uﬂ.‘?ﬁ; Yrdld &
variety of processes as appropriate to the requirements ot 'a specitic application in accordance 10 with
variolls enplaydiohéhes gemesstiakeSopaniagts dbeR@ietiemcEd paoiike kaystrakeesoadnsnd setbefuocton in
accordancgrWgrgg%g@b&d{%eg%up of players over performs during the play of the game,
again as compared to the reference profile, a determination can be made that the
group of players are colluding together to improve the performance in the game of the
second subset of the group of players by sacrificing the playing performance of the
15 first subset of the group of players.
[0078] Although specific examples of the operating monitor mode are discussed
above, the operating monitor mode can perform in any of a variety of ways as
appropriate to the requirements of a specific application in accordance with various
embodiments. Furthermore, the operating monitor mode can operate as any of a

20 number of sub-functions, as discussed below.

Player Profiling Sub-Function

[0079] A player profiling sub-function that can be utilized as part of an operating
monitor mode in accordance with many embodiments involves the RSSA module
25  building an ever more complete profile of a player (who is signed into the system
under their user ID) so far as his/her skills, preferences and decision making
characteristics in an entertainment game. This information, once processed into
suitable form by the profile learning module, is stored in the reference profiles
storage. When in operating monitor mode, the RSSA module architecture can allow
30 this player profiling sub-function to also operate in parallel (or pseudo-parallel) during
game sessions. This sub-function allows the RSSA system to validate a player’s

identity and to screen for and/or lock out ringers (which are players who play to build



scans user interactions at a user interface to monitor a hybrid game to detect any 15 unauthorized
operation of the hybrid game (such as a cheat). These user interface actions (keystrokes, joystick,
button presses, etc.) by the player can be actively screened for known cheat enabling sequences.
Upon detection of known cheat enabling sequences %1e keystroke scanning sub-function can either
flag the session to the hybrid game (such as directl QI the GWE of the hybrid game), suspend 20
operation of the hk’tﬂq
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processes as appropriate e req uirements of & specitic app |on [ various
embddimenith Yl@rlétm:em#mgmmmsatus [0082]Any of a variety of processing apparatuses can host
various components of a regulated hybrid gaming system in accordance with embodiments of the
invention. In several embodiments, these processing apparatuses can include, but are not

Keystroke Scanning Sub-Function

[0080] A keystroke scanning sub-function in accordance with many embodiments
scans user interactions at a user interface to monitor a hybrid game to detect any
15 unauthorized operation of the hybrid game (such as a cheat). These user interface
actions (keystrokes, joystick, button presses, etc.) by the player can be actively
screened for known cheat enabling sequences. Upon detection of known cheat
enabling sequences, the keystroke scanning sub-function can either flag the session
to the hybrid game (such as directly to the GWE of the hybrid game), suspend
20 operation of the hybrid game, or filter out the sequence to effectively nullify the
player's attempt to enable the cheat, rendering the cheat ineffective. Although
specific examples of the keystroke scanning sub-function is discussed above, the
keystroke scanning sub-function can be performed using any of a variety of
processes as appropriate to the requirements of a specific application in accordance

25  with various embodiments.

Game Session Recoding Sub-Function

[0081] A game session recording sub-function in accordance with many
embodiments records a game session such that the game session can be
30 subsequently analyzed to determine if there is any unauthorized operation of the

hybrid game (such as a cheat). In a game session recording sub-function, the RSSA



limited to, a gaming machine, a general purpose computer, a computing device 15 and/or a controller.
A processing apparatus in accordance with various embodiments of the invention is illustrated in FIG.
5. In the processing apparatus 500, a processor 504 is coupled to a memory 506 by a bus 528. The
processor 504 is also coupled to non-transitory proctggsor-readable storage media, such as a storage
device 508 that stores processor-executable instructions 512 and data 510 through the system bus 20

528 to an I/Ogbqs SI%GIGhrou%h a sgtorr%tg%c rntrogﬁr 518r‘ i'lr;t[\erprocessclarr?ogs ﬁ11lso (iou%}egétq one or
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embodimerasiotine garimesuersscoupled to visual output devices such as (but not limited to) display
screens, light panels, and/or lighted displays. In a number of embodiments, the processor is coupled to
audio output devices such as (but not limited to) speakers, and/or sound amplifiers. In many 5
embodiments, the processor is coupled to tactile output devices like vibrators, and/or manipulators.
The b?oce utput devices from the system bus 528 to the 1/0 bus 526 and through
the output controller 522. The processor 504 can also be connected to a communications interface
502 from tH08YtemAonys B8 variaty 10D tyos&sEng rapighratesescani haiiva dore cienpeaen s ed83]in

various enPadiments f BIRFESSAIORIR IPLLEURTS RAC AIRJIARING SIPRAS fRyife o the

memory an ecutes the instructio perates on the data to implement the various aspects and
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composed of only hardware 20 components in accordance with many embodiments. In addition,
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removable media such’as a USB memory device, an optical CD ROM, magnétic media such as tape
or disks, eStORSPrORESENEgEQfIRRITdnshyclieesdet? and data 510 through the system bus

20 528 to an I/0O bus 526 through a storage controller 518. The processor 504 is also
coupled to one or more interfaces that may be used to connect the processor to other
processing apparatuses as well as networks as described herein. The processor 504
is also coupled via the bus to user input devices 514, such as tactile devices like
keyboards, keypads, foot pads, touch screens, trackballs, etc., as well as non-contact

25 devices such as audio input devices, motion sensors and motion capture devices,
etc. that the processing apparatus may use to receive inputs from a user when the
user interacts with the processing apparatus. The processor 504 is connected to
these user input devices 514 through the system bus 528, to the I/0O bus 526 and
through the input controller 520. The processor 504 is also coupled via the bus to

30 user output devices 516 such as (but not limited to) visual output devices, audio
output devices, and/or tactile output devices that the processing apparatus uses to

generate outputs perceivable by the user when the user interacts with the processing



25 through one of the interfaces or over a network. Furthermore, any of the user input devices or user
output devices can be coupled to the processor via one of the interfaces or over a network. In addition,
although a single processor is described, those skilled in the art will understand that the processor can
be a controller or other computing device or a separr%%? computer as well as be composed of multiple
30processors or computing devices. [0085]In numerous embodiments, any of an RSSA module, RSSA
system, an RWE,ta GV\/IE and an ESE as escr'becérperein can be implemelnt d on one gr more,
processing? %%%raarﬁﬁ'ses,n WRENTEF dEGCR '(Qn%ﬂ fred 6r QSUBETSS ihsaﬁ?/u&)%%iﬁ%ti\é'ﬁ U3 %uepéjof, or
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not restricw% 6ﬁHF%ﬁ%%%?ﬁsré89%7 : éﬁ%hS{)ﬁt?Bﬁgﬁ%ﬁﬂd embodiments of the invention are now
m S; 1

set out in the following ered Paragrap IS t0 be understood that the invention encompasses
thesésp@@83J0 In various embodiments, a processor loads the instructions and the data

from the storage device into the memory and executes the instructions and operates
on the data to implement the various aspects and features of the components of a
gaming system as described herein. The processor uses the user input devices and
the user output devices in accordance with the instructions and the data in order to
15 create and operate user interfaces for players, casino operators, owners, etc. as
described herein.
[0084] Although the processing apparatus is described herein as being
constructed from a processor and instructions stored and executed by hardware
components, the processing apparatus can be composed of only hardware
20 components in accordance with many embodiments. In addition, although the
storage device is described as being coupled to the processor through a bus, those
skilled in the art of processing apparatuses will understand that the storage device
can include removable media such as a USB memory device, an optical CD ROM,
magnetic media such as tape or disks, etc. Also, the storage device can be accessed
25 through one of the interfaces or over a network. Furthermore, any of the user input
devices or user output devices can be coupled to the processor via one of the
interfaces or over a network. In addition, although a single processor is described,
those skilled in the art will understand that the processor can be a controller or other
computing device or a separate computer as well as be composed of multiple
30 processors or computing devices.
[0085] In numerous embodiments, any of an RSSA module, RSSA system, an
RWE, a GWE and an ESE as described herein can be implemented on one or more

processing apparatuses, whether dedicated, shared or distributed in any combination



[0088]Paragraph 1. A method of detecting unauthorized operation of a hybrid gaming system that

comprises a gambling game and an entertainment game, comprising: collecting first game operating

performance data (GOPD) from the entertainment game while the hybrid game is being played by a

first player; 25 generating a reference profile using t%§ first GOPD,; collecting second GOPD from the

entertainment game while the hybrid game is being played by a second player; comparing the second

GOPD to e ref renceaor%flle to determln whether he second %er |s era In%égi ame in
y HEH that

an unauth 9238 m%nner and gé)n {2 tﬁtg tﬁl&’ﬂ%ﬁ %r%%egg ?‘&%3 8eter

second plagetam B ppeiating ﬂ’eeﬂmybsrcd;@argannr@arrmamgotatedjmmmmrl@W%Rﬁa@rbpb 2.
The meth d of.det ectl una ri eraw r|d g system of PR';} ragrap

comprising: colp ?rYg(]aa da({jé% g e enter arnmenat’ gameﬂ‘wsr})ﬁetme ﬁyb gdme |§Voe|ng
played by antitS| Hyese gstciy dmirm‘aherraserpayfllmwmlplmaehheti@oa’BylSn@(ﬂ@@iﬂatmyeaph;B The
meth ct| nauthorized operation of a hybrid ing.s m of raph 1 w the
first OPIZS)dfe sgecqao{rjr CCSPBTRAG Pe T8 nﬁepl%tce We(%/élsr[e% l?%n ej and'%teé?:%nnr%)gnng’ I.ﬁge sgcond
GOPD to hsteferemc&WeEfila CaViipriseanld&minitignfa gaming cysieimatidthof udeviatedaiterkey 10

sequenceg are reﬁeor}ttr1 th&gﬁﬁgp}d GOPD that are known to enable unauthorized operation of the
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[0086] While the above description contains many specific embodiments of the
10 invention, these should not be construed as limitations on the scope of the invention,
but rather as an example of one embodiment thereof. It is therefore to be understood
that the invention may be practiced otherwise than as specifically described, without
departing from the scope and spirit of the invention. Thus, embodiments of the

invention should be considered in all respects as illustrative and not restrictive.

15
Further Aspects
[0087] Further aspects and embodiments of the invention are now set out in the
following numbered Paragraphs; it is to be understood that the invention
encompasses these aspects:

20

[0088] Paragraph 1. A method of detecting unauthorized operation of a hybrid
gaming system that comprises a gambling game and an entertainment game,
comprising: collecting first game operating performance data (GOPD) from the
entertainment game while the hybrid game is being played by a first player;
25 generating a reference profile using the first GOPD; collecting second GOPD from the
entertainment game while the hybrid game is being played by a second player;
comparing the second GOPD to the reference profile to determine whether the
second player is operating the hybrid game in an unauthorized manner; and
generating a notification to an operator upon determination that the second player is

30 operating the hybrid game in an unauthorized manner.



[0091]Paragraph 4. The method of detecting unauthorized operation of a hybrid gaming system of
Paragraph 1, wherein: the first GOPD and second GOPD include 15 game object information
describing game objects used in the entertainment portion of the hybrid game; and comparing the
second GOPD to the reference profile comprises determining if known cheat objects have appeared in
the entertainment game. [0092]Paragraph 5. The méthod of detecting unauthorized operation of a

hybrid 20 Ing system of Parggraph 1, wherein: the first GOPD, and second GOPD comprise
entertainniOUE e RS AR bhed FoRTe & CRFES MOR LT e CBRE LD es
generatingyarsiatistgyatemdef oParﬂgrmihmaantcggn}wisjiag: outtimTiisy aadtpbm p@l@@ﬂh@‘ﬁﬂtdﬁé .
GOPD to theterﬁf %tﬁémgmg fé heeirﬁ(é)que%] eris e g@glgé?jln ucrjléa\t%horézed

erence profile ¢ rises d
operation STSTOUTH game BALic DS YAt dalne, 5 s e Bics i g st

The methdbeofefetecinegouofiethditiztce dprecatidRiD a hybrid gaming system of Paragraph 1, wherein:
the first GOPD and second GOPD comprise entertainment game play performance; and comparing

the second GOPD to the 30reference profile comprises determining if the second player is engaging in
31 unauthorized operation of a hybrid game based upon if the second player's game play performance

is supgriou{wm g_arlﬁarpg@apbrﬁarmhd@e_m‘@ebﬁ&épmﬂ@qomm@dmpwaﬁ@nﬁémdwbﬂd
detecting yagiithorizedapeaBapadry kiR SIRAING SHHENEE P13 aHERREBNYNEIFD Wiiude

entertainmient game play performance comprises rate of scoring information; and comparing the

second GOS toteitapsfdinsepieneesodipides aempaiifagheheecerdseéIne talhia saigieosecoring
is not suppRgRd by aHEHEEEdqbFdiARGe iPParalinR R FaRaRS 8y ddie Meifador dejecting

unauthorized operation of a hybrid gaming system of Paragraph 1, wherein: the first GOPD an

secoHd GOFIIEBAYFiaES EeReRhiANBAtTREABD BGIBESIGRIrmRNaRYY? AaEoRisarRguhodaednd
GOPD to %@%ﬁr@qﬁ@ﬂ@eméﬁgmtion of a sudden change in entertainment game

progression. 15

[0091] Paragraph 4. The method of detecting unauthorized operation of a hybrid
gaming system of Paragraph 1, wherein: the first GOPD and second GOPD include
15 game object information describing game objects used in the entertainment portion of
the hybrid game; and comparing the second GOPD to the reference profile comprises

determining if known cheat objects have appeared in the entertainment game.

[0092] Paragraph 5. The method of detecting unauthorized operation of a hybrid
20  gaming system of Paragraph 1, wherein: the first GOPD and second GOPD comprise
entertainment game play outcomes, generating a reference profile using the first
GOPD comprises generating a statistical model of entertainment game play
outcomes; and comparing the second GOPD to the reference profile comprises
determining if the second player is engaging in unauthorized operation of a hybrid

25 game based upon entertainment game play outcomes.

[0093] Paragraph 6. The method of detecting unauthorized operation of a hybrid
gaming system of Paragraph 1, wherein: the first GOPD and second GOPD comprise
entertainment game play performance; and comparing the second GOPD to the

30 reference profile comprises determining if the second player is engaging in



[0096]Paragraph 9. The method of detecting unauthorized operation of a hybrid gaming system of
Paragraph 1, wherein: the first GOPD and second GOPD comprises game world credit (GWC)
information and real credit (RC) information; andgenerating a reference profile comprises determining
a ratio of GWC 20 accumulation to RC commitment. [0097]Paragraph 10. The method of detecting
unauthorized operation of a hybrid gaming system o% aragraph 1 whereln the flrst player and the

second pl the s me er. Para us for det u,nauthorlzed
operation 8\? 'HYBHETAR ep\ﬁ%érel ﬁlofl@b ?d %am? g s@% omp %Ssg%on b 8a§ng ARG an
entertainnay gerierritenap psusupe iontprisergaandgita y gEdtiomanod ulefaanitcgupedfile receive first
game operating performance data (GOPD) from the entertainment 30 game while the hybrid game is
being played by a first player and second GOPD from 32 the entertainment game while the hybrid

game is being played by a second player; a reference profiles storage configured to store the first
game opel888d¢lperfBaragraptafa hbe methedcef stetheling anaytionredunpetaiiyueidaduhel ze the

second GQERiMAIR JRtFRTBreBSRBrANR & dHErBIN e ETaRTHRAY Salh ORFSIBEBmance
comprises rate of scoring information; and comparing the second GOPD to the
reference profile comprises determining when the second player's rate of scoring is

not supported by authorized hybrid game operation.

10 [0095] Paragraph 8. The method of detecting unauthorized operation of a hybrid
gaming system of Paragraph 1, wherein: the first GOPD and second GOPD
comprises entertainment game progression information; and comparing the second
GOPD to the reference profile comprises detection of a sudden change in
entertainment game progression.

15

[0096] Paragraph 9. The method of detecting unauthorized operation of a hybrid
gaming system of Paragraph 1, wherein: the first GOPD and second GOPD
comprises game world credit (GWC) information and real credit (RC) information;
andgenerating a reference profile comprises determining a ratio of GWC

20 accumulation to RC commitment.

[0097] Paragraph 10. The method of detecting unauthorized operation of a hybrid
gaming system of Paragraph 1, wherein the first player and the second player as the
same player.

25

[0098] Paragraph 11. An apparatus for detecting unauthorized operation of a
hybrid game, wherein the hybrid gaming system comprises a gambling game and an
entertainment game, the apparatus comprising: a data collection module configured
to receive first game operating performance data (GOPD) from the entertainment

30 game while the hybrid game is being played by a first player and second GOPD from



5hybrid game in an unauthorized manner and to notify an operator upon determining that the second
player is operating the hybrid game in an unauthorized manner. [0099]Paragraph 12. The apparatus

for detecting unauthorized operation of a hybrid game of Paragraph 11, wherein: the data collection
module is configured to 10 receive a third GOPD from the entertainment game while the hybrid game
is being played by a third player; and the reference é?ofile is updated with the third GOPD. [00100]

Paragraph,13. The apparatus for detecting unapthorized operation gf a hybrid game of Paragraph 11,
whorein: (1SR SR St LENin CUBTS SR G [ CE I RLAIEse Ry <Rt BsP B
analysis nrefkerdense @néifile® ¢ toragée vonfig ifradi hdg st ceriientrtst rygames epatatiag epeefosmguences
are preserfl# i theS seco er%PD rtgﬁltearg kréowp t(i) en%b 8|8n§é’tﬁo[j%§§ %)%rgtip%)ftﬁhe enéeﬁtginment
game. [00 6% Igaragrap% TATHE app’ara%sr}%ry 8é$teq:]t|ng unauthotize operaﬁc)ﬁ 5f 220" ﬁyBrl game
of ParagrapPD witbréne tieéehiestod Qirddilant seetamchi@ © KO heo ogeizedg plages b dpefatingtibwe of

gamesobj ct% used in the entertainment%ggme and theoapoall){cs){ﬁ module is %Jrnfd L(J)rned tY determine if

known chedt Objetts have Appeared M thie entettainment game- 28[b8Y62] Pardgrapn 15, The ©

apparatustiatdeeesténgnahplayerizeopepatiatoin e hy hryd ga mente af Pasadhapizdd nvemerein: the first
GOPD and second GOPD comprise entertainment game play outcomes; the reference profile includes
a statistical model of the first GOPD, the statistical model including a distribution of entertainment
game play outcomes; and the analysis module is configured to determine if abnormal game 30 play

outcomes Whppéfaﬁé@gr@ﬂﬁ\e b%-teﬁ@ﬁ’nﬁ@@@é%ef%:ﬂﬁi@mw Pmaytap'ﬁzm ﬂﬁ@@ﬁg@raﬁsafor
detecting ynapthrizad dpesationaba Mbrigheagie: %B%Q&H%ﬁé&ﬁ%ﬂﬁsmli|H1?sf'&%%§r&P£h%d
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second GOPD comprise entertainment game play performance; and the analysis module is configured

to del@rmifRCRiNG 3dBBHIGRIYEY feoamdbgiggieriaamentigemepehittther BYRyisigatRiscsied
upon if th%ﬁ%{&@%ﬁ?ﬁ%’é BRI PG RRE ERABREASHPHRRT T URdRR 93MA HRVRFE esBPRLe

reference profile.

[00100] Paragraph 13. The apparatus for detecting unauthorized operation of a
hybrid game of Paragraph 11, wherein: the first GOPD and second GOPD comprise
15 user interface key sequences, and the analysis module is configured to determine if a
unique combination of user interface key sequences are present in the second GOPD

that are known to enable unauthorized operation of the entertainment game.

[00101] Paragraph 14. The apparatus for detecting unauthorized operation of a
20  hybrid game of Paragraph 11, wherein: the first GOPD and second GOPD comprise
game object information of game objects used in the entertainment game, and the
analysis module is configured to determine if known cheat objects have appeared in

the entertainment game.

25 [00102] Paragraph 15. The apparatus for detecting unauthorized operation of a
hybrid game of Paragraph 11, wherein: the first GOPD and second GOPD comprise
entertainment game play outcomes; the reference profile includes a statistical model
of the first GOPD, the statistical model including a distribution of entertainment game
play outcomes; and the analysis module is configured to determine if abnormal game

30 play outcomes have appeared in the entertainment game.



[00104] Paragraph 17. The apparatus for detecting unauthorized operation of a hybrid game of
Paragraph 16, wherein: the entertainment game play performance 10 comprises rate of scoring
information; and the analysis module is configured to determine if the second player's rate of scoring is
not supported by authorized hybrid game operatior:# 0105] Paragraph 18. The apparatus for
detecting unauthorized operation of a 15 hybrid game of Paragraph 11, wherein: the first GOPD and

second G mpLise entertai t game pragression information; and the analysis module is
confiourec 0 Uitlot B FaLER L bho LI ARCAAT ey caR ey dae o SRR B The
apparatushgbdetgatimg oihBatiagrizpd dperabiereot: s finghrGQRDand Bayrd AR Dndrergiris¢he first
GOPD and second GOPL sometise dame world credi{GNIC) ifprmaton and real gradit (BE)
information; an he anal)95|s mdutie 13 confpgure%l’to detennint a¥ato O accumudation to RC
commitmenet&SiN0d 47 |tRaragcapkl 2dayée isppagegs {piirdaetaatitigpuizadtuperatiapertzo mgirednybrid
game of Paragraph 11, wherein the first player and the second player are the same player, 34
Cinnts 108 e Rad: DB b e Tats e U hE AHaE T RERA o Mg g

by a regulgamesciayregfamiaswe aairgencdipfRESA) module via a network, first game operating
performance data (GOPD) from a plurality of hybrid 5 games while the plurality of hybrid games are

being played by a plurality of players, the first GOPD comprising first game world credit information for
first game world credit accrued by the plurality of players as a function of the plurality of players'

demonstrd@Q11 941 af2iAaramy difentdr@armpRantiyenies delestingranpeinesized epesatiandofiré real
credit infopmatianJorfirstf s e RORENIRd YR WAtLH Qi HR My Shsd Hiap!Walibrefkerabling

games of the plurality of hybrid games as triggered by the plurality of players skillful play of the plurality
of enk@rtaiffBRFiIgESEatR atdterthe fifdegaationoAne Em:; analysis module is configured to

determine if the second player's rate of scoring is not supported by authorized hybrid

game operation.

[00105] Paragraph 18. The apparatus for detecting unauthorized operation of a
15  hybrid game of Paragraph 11, wherein: the first GOPD and second GOPD comprise
entertainment game progression information; and the analysis module is configured

to detect a sudden change in entertainment game progression.

[00106] Paragraph 19. The apparatus for detecting unauthorized operation of a
20  hybrid game of Paragraph 11, wherein: the first GOPD and second GOPD comprise
game world credit (GWC) information and real credit (RC) information; and the
analysis module is configured to determine a ratio of GWC accumulation to RC

commitment.

25 [00107] Paragraph 20. The apparatus for detecting unauthorized operation of a
hybrid game of Paragraph 11, wherein the first player and the second player are the

same player.



generating by the RSSA module a reference profile using the first GOPD, the reference profile
including determining a first rate of accrual of the first game world 15 credit by the plurality of players
and a first rate of commitment of the first real credit by the plurality of players; collecting by the
RSSA module via the network, second GOPD from ‘f hybrid game while the hybrid game is being

played by a second player, the second GOPD comprising second game world credit information for

second 93/]€, ngrld credit 20 accrued by the second player during play of an entertainment game of
the hybrid-game-as a function of the second player's demonstrated skill at the entertainment game of
the hybrid game, and second real credit information for second real credit committed by the second
player to algambinggtiad of detasjingunatibgazed operatiucohea pidyis 9pme, siahpesirgtainment
game of the hybr;j cer sg%gm it (R RSSA
module a secondt%aﬁgégﬁ ggg?ugl rggtt}h]]es t§§/:on garrgg1 %v}i?l cllrgeecgiiftﬁ.t% ?hug gg@%%)la%ﬁa glr%%allgs%cond
rate of comaiiadnt bstheaeonnetaiingeparivrmhansscoateplsdyer Be thamnmpbyaliy RESxbfddule

whether t [ [ : id gamey| thori %qu'??ﬂ] n aring
the r?@reﬁ%ﬁ‘%ﬁ% ﬁ?(l? t{ﬁeé rFZ’llteep(c%fr c!cg:fjuH I%ﬁ%eg}s“zécgnd gam@%%ﬁg %&r’eﬁ It %y the slfe%gﬁ Slgé%/rﬂe%?and
the rate oftb@rrﬁiﬁtr@s(_af’é_? PRNIRUBING r&@tcg@cﬂnqowm@sémia intgreratian _f% _first @araeatvdfidy the
RSSA mogleia Betificaion o pRESMET 8f s raridoame s dstarainatipgithasihnsagend
player is operating the hybrid game in an unauthorized manner, wherein the plurality of

entertainnii&ngaieaies tﬁl@ilmataﬁtpbfrﬁybfi@@@mﬁsiaﬁ@mmammeﬁt i tyf Qfeh»gh:sim |
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of a hybrid’gaming system of claim 1, 10wherein the second GOPD includes user interface key
sequhcedlayrrs to aRrbteakty b aamplinasamesteé hicehdlibyef RYGHErsamahanfriaaajame in
an unauthgagad BIarIRy @ng%érg%fﬁﬂfﬂﬁ?wfcﬁ HHRIBHG- SR BINEHRIMATHRBR YRR I8N CRRGIENCeS
are present’in the second G that are known to enable unauthorized operation of the entertainment
game. 15 the first game world credit;
generating by the RSSA module a reference profile using the first GOPD, the
reference profile including determining a first rate of accrual of the first game world
15 credit by the plurality of players and a first rate of commitment of the first real credit

by the plurality of players;

collecting by the RSSA module via the network, second GOPD from the hybrid
game while the hybrid game is being played by a second player, the second GOPD
comprising second game world credit information for second game world credit
20 accrued by the second player during play of an entertainment game of the hybrid
game as a function of the second player's demonstrated skill at the entertainment
game of the hybrid game, and second real credit information for second real credit
committed by the second player to a gambling game of the hybrid as triggered by the
second player’s play of the entertainment game of the hybrid game to accrue the
25  second game world credit;
determining by the RSSA module a second rate of accrual of the second game
world credit by the second player and a second rate of commitment of the second
real credit by the second player;
determining by the RSSA module whether the second player is operating the
30 hybrid game in an unauthorized manner by comparing the reference profile to the rate
of accrual of the second game world credit by the second player and the rate of

commitment of the second real credit by the second player; and



3. The method of detecting unauthorized operation of a hybrid gaming system of claim 1, wherein
the second GOPD includes game object information describing game objects used in the
entertainment portion of the hybrid game; and 20wherein determining whether the second player is
operating the hybrid game in an unauthorized manngr includes determining if known cheat objects
have appeared in the entertainment game by using the game object information. 4. The method of

detecting unauthagrized operation, of id gaming system of. 25claim 1, herein the first GOPD
includes fret ent QR ETBI3 S AL (e LRer AoRD ReRIAIeghdng Toon
entertainngarngaupepldgtetitoatées that wherescgehelaieg ihepefaterg ¢har dfilbricsiggnieeifiranGOPD

includes usin me first entertainment game play outcomes to generate a statistical model of 30
. une%h orlzefi maniier . . .
entertainment game play outcomes, and 36 wherein determining whether the second player is

operating the hylwidegaimehe ghunakiytiodrerdd maimmentngardes ob ritpanphgy dtiey selcbyt reh igataiesnent
game play_outcpmes to the statistical mogel of entertainment game play. 55.The et%()éi of detecting
Cmauor A e B e B TS e R Rl o
entertainngamgame play performance and the second GOPD includes second entertainment game
play performance; and wherein determining whether the second player is operating the hybrid game

2. The method of detecting unauthorized operation of a hybrid gaming system of
claim 1,

10 wherein the second GOPD includes user interface key sequences, and

wherein determining whether the second player is operating the hybrid game

in an unauthorized manner includes determining if a unique combination of user
interface key sequences are present in the second GOPD that are known to enable
unauthorized operation of the entertainment game.

15

3. The method of detecting unauthorized operation of a hybrid gaming system of
claim 1,
wherein the second GOPD includes game object information describing game
objects used in the entertainment portion of the hybrid game; and
20 wherein determining whether the second player is operating the hybrid game
in an unauthorized manner includes determining if known cheat objects have

appeared in the entertainment game by using the game object information.

4. The method of detecting unauthorized operation of a hybrid gaming system of
25 claim 1,
wherein the first GOPD includes first entertainment game play outcomes and
the second GOPD includes second entertainment game play outcomes,
wherein generating the reference profile using the first GOPD includes using
the first entertainment game play outcomes to generate a statistical model of

30 entertainment game play outcomes, and



10in an unauthorized manner includes if the second game play performance is superior to the first
game play performance. 6. The method of detecting unauthorized operation of a hybrid gaming
system of claim 5, 15wherein the first entertainment game play performance and second
entertainment game play performance includes rate% scoring information, and wherein
determining whether the second player is operating the hybrid game in an unauthorized manner
includes compari\% the. fir tgntertainmeﬂt amﬁ]%la’y gerf rn|1ance.and thetlsr(]ecgﬂd ﬁnéenrét’ainrrruﬁnt
game play performa%%ae"}o GeterINg 20WWHEH (e sEeant p?a%% PafPEF LS gels WO uBSor?ed by
authorizedrmgoridrgartie ipedatieamnér Totudetshocohgb alitgctiteg sewund @ited aipenativ g adne pybyid
gaming system of claim, 1. wherein: 25the first GOPD.and second GOPD includes entertainment game
Droaress I e AR el PR R G ME W8lnd piayer o operating the
hybrid game in an unauthorized manner includes detection of a change in entertainment game

progression. 37 8.An apparatus for detecting unauthorized operation of a hybrid game, the
5 5. The method of detecting unauthorized operation of a hybrid gaming system of

claim 1,
wherein the first GOPD includes first entertainment game play performance
and the second GOPD includes second entertainment game play performance; and
wherein determining whether the second player is operating the hybrid game
10  in an unauthorized manner includes if the second game play performance is superior

to the first game play performance.

6. The method of detecting unauthorized operation of a hybrid gaming system of
claim 5,
15 wherein the first entertainment game play performance and second

entertainment game play performance includes rate of scoring information, and
wherein determining whether the second player is operating the hybrid game
in an unauthorized manner includes comparing the first entertainment game play
performance and the second entertainment game play performance to determine
20  when the second player’s rate of scoring is not supported by authorized hybrid game

operation.

7. The method of detecting unauthorized operation of a hybrid gaming system of
claim 1, wherein:

25 the first GOPD and second GOPD includes entertainment game progression
information; and

wherein determining whether the second player is operating the hybrid game

in an unauthorized manner includes detection of a change in entertainment game

progression.

30



apparatus comprising: one or more processors; and memory storing processor-executable instructions
coupled to the one or more 5processors, the processor-executable instructions when executed by the
one or more processors cause the one or more processors to preform a process comprising:

?nce data (GOPD) from a plurality of hybrid

collecting via a network, first game operating perfor
games while the plurality of hybrid games are beingr% ayed by a plurality of players, the first GOPD

comprising, first game world , 10 ¢redit information for, first game world credit accrued by the plurality of
o e o R RS S e B A A B S DB S amos

of the pluraliyarbtudodngarisesy:and first real credit information for first real credit committed by the
plurality of players to a pIuraIité1 of ambling mes of the plurality of hybrid games as triggered by the

plurality 150f plafenr% 8l;iﬂ?8f%| 5108 e r|o ura y of entertainment games to accrue the first game world

credit; generatieghanme forimge pradés sehaxdoa BisieGQDctioaseforgied pydhle ordudimgore
deterryinin a first rate Rf accrual of the firsié)o me world.credit bg the glurali X)Of Rla ers and a first rate
?ulpa n execlte the,one or mqre

of commitMSt ST e first %rglcgrses(ﬁ{'f&(gflt'he plurall )l/'l ® %Tgy\gps; collec m@l VIR the NSOk,

second GQRI0dssoTrsheabhgbriieyane avimiertherogiesd ararte psaieiny e £ cosguusidglayer, the
second GOPD comprising,sec¢ond gam rld credit information for s m ld jt\accrued
by the second player du?lgrllgl% %@@8&:@ gr%e\?f?a?}ﬁrﬁ%t%%&nee%ﬁﬁ%{%% 51%/%%9 gar%% \gé){g fu%%?ﬁﬁ of the
second player's desnostriaeditykidf dtythede gtarteimbite daenplofality lofbnbgdrngensesl secteingal
credit informatio nd.real credit itted Qy t e I t [ he
hybrid as trigger;b(]gé/yg ﬁwcég)égac?r?%%@ e?%@%]@étﬁ’tfge}/ee?ﬁg?rtaélwe[ﬁt%;aﬂ (ﬁ %ﬁ"%aﬂ%b%% %ﬁr\ﬁg%%}
accrué the seconcreditiefmoriatoedar S0siegameniverld seeditdicareed dycthal whthbtgedgpidygame

world credit by the_second Riayel Al AFGS0RT KoL S raimentaLiag saaend rsabrrag pydhe

second player;
entertainment games of the plurality of hybrid games, and first real credit

information for first real credit committed by the plurality of players to a plurality

of gambling games of the plurality of hybrid games as triggered by the plurality

15 of players skillful play of the plurality of entertainment games to accrue the first
game world credit;

generating a reference profile using the first GOPD, the reference

profile including determining a first rate of accrual of the first game world credit

by the plurality of players and a first rate of commitment of the first real credit

20 by the plurality of players;

collecting via the network, second GOPD from the hybrid game while
the hybrid game is being played by a second player, the second GOPD
comprising second game world credit information for second game world credit
accrued by the second player during play of an entertainment game of the
25 hybrid game as a function of the second player's demonstrated skill at the
entertainment game of the hybrid game, and second real credit information for
second real credit committed by the second player to a gambling game of the
hybrid as triggered by the second player’s play of the entertainment game of
the hybrid game to accrue the second game world credit;
30 determining a second rate of accrual of the second game world credit
by the second player and a second rate of commitment of the second real

credit by the second player;



38 determining whether the second player is operating the hybrid game in an unauthorized
manner by comparing the reference profile to the rate of accrual of the second game world credit by
the second player and the rate of commitment of the second real credit by the second player; and
5generating a notification to an operator of the hybrlgégame upon determination that the second player
is operating the hybrid game in an unauthorized ma wherein the pIurallty of entertainment

games of the plurality o bl’ld é}f;lm(\alvsh d th enterta| é{'n ame of thg %g[l me are of a same
type of 10enterta|nment RALUS 137 d2ech r?g}' hautoH 280D peratd @r %‘% Brid game
of claim 8, Whereanthmaaﬂmaﬂﬁammempwemnspanmtgrtaee lefgreegeecpoefiicainl the vmmemrﬁ the

instructions for determlr]lng %ﬁeether th second |acliyer |g PBer?hln%the ha/brld%%amedr} an unautPorlzed
nte

econ am r an
manner include o%(fermlnl a unique 8om8|na ion o USE,‘I‘ race Eey é) ences are present in the

second GOPD thabmrelknewhdbtleeasbleomialﬂtbmrmht bydraispaintdeEyentandent game. 2010.The
apparatus for detecting unauthprlzed 066{?\tl0 a[ hybrldé;8 of cl m\ Whereln thepsecond

GOPD comprises gamegoebjec?ln%rma ion oPgame%bJaencts SEH tRe en?ertglnme agngl?neu i

wherein the instraetfienmsifatetetinainititewsetbedth@ageom plegratisgpbeatmdprizb gasrte/bridayame in
an unauthorized mann I’H‘l Hdr%éjnﬁ rm|n|ng if known cheat objects have appeared in the
entertainment game on 9n asis of the first GOPD and the second GOPD.

wherein the plurality of entertainment games of the plurality of hybrid

games and the entertainment game of the hybrid game are of a same type of

10 entertainment game.

The apparatus for detecting unauthorized operation of a hybrid game of claim

wherein the second GOPD comprises user interface key sequences, and
15 wherein the instructions for determining whether the second player is operating
the hybrid game in an unauthorized manner include determining if a unique
combination of user interface key sequences are present in the second GOPD that

are known to enable unauthorized operation of the entertainment game.

20 10. The apparatus for detecting unauthorized operation of a hybrid game of claim
8,
wherein the second GOPD comprises game object information of game
objects used in the entertainment game, and
wherein the instructions for determining whether the second player is operating
25 the hybrid game in an unauthorized manner include determining if known cheat
objects have appeared in the entertainment game on the basis of the first GOPD and
the second GOPD.

11.  The apparatus for detecting unauthorized operation of a hybrid game of claim

30 8, wherein:



39 the first GOPD and second GOPD comprise entertainment game play outcomes; the
reference profile includes a statistical model of the first GOPD, the statistical model including a
distribution of entertainment game play outcomes; and 5wherein the instructions for determining
whether the second player is operating the hybrid gg} e in an unauthorized manner include
determining if abnormal game play outcomes have g]peared in the entertainment game. 12. The

apparatus for detecting un @n ized operation of id game.of claim 108, wherein: the first
Rr bl S5 gl et S e i e
instructionsuftmotedésrmining whether the second player is operating the hybrid game in an unauthorized
manner include determiping il he ssrond Blaer 15 is sngadingndinagihqized gpesalian ofyg ybrid
game based upon it the s6cond &ayers game |§1ay periormance IS superior % the game play
performanstatisfarane pebfileluBnJ laedigipbrdios &fresdéetaingrenagtimezadyopetadioesf anaybrid
game of claim 2012, wherein: the entertainment game play performance comprises rate of scoring

information; and whereiheigimhEMe BIRSHLCHeterAfpTgInRINEPalResdBerREBRIVE RIS dRaBIRgrating
the hybrid game in an unauthorized manner include determining if the second 25player's rate o

scoring is & SYBHSH8aMS ARBrRAMTBrEesh MaKr dteHIS Aeterminineh §ilBRNRTRHIFaRadable

media storgyRINRRTHRE PR EYe dReH iIFiIRa D IRStBIRERIRQGABCUtable instructions when executed
by one or more processors cause the one or more processors to preform a process comprising:

12.  The apparatus for detecting unauthorized operation of a hybrid game of claim
10 8, wherein:
the first GOPD and second GOPD comprise entertainment game play
performance; and
wherein the instructions for determining whether the second player is operating
the hybrid game in an unauthorized manner include determining if the second player
15 is engaging in unauthorized operation of a hybrid game based upon if the second
player's game play performance is superior to the game play performance reference

profile.

13.  The apparatus for detecting unauthorized operation of a hybrid game of claim
20 12, wherein:
the entertainment game play performance comprises rate of scoring
information; and
wherein the instructions for determining whether the second player is operating
the hybrid game in an unauthorized manner include determining if the second

25  player’s rate of scoring is not supported by authorized hybrid game operation.

14. A non-transitory machine-readable media storing processor-executable
instructions, the processor-executable instructions when executed by one or more
processors cause the one or more processors to preform a process comprising:

30 collecting via a network, first game operating performance data (GOPD) from a

plurality of hybrid games while the plurality of hybrid games are being played by a



30collecting via a network, first game operating performance data (GOPD) from a plurality of hybrid
games while the plurality of hybrid games are being played by a 40 plurality of players, the first GOPD
comprising first game world credit information for first game world credit accrued by the plurality of
players as a function of the plurality of players' demagnstrated skill at a plurality of entertainment games
of the plurality of hybrid games, and first real credit if]irpormation for first real credit committed by the 5

plurality of players tq a plurality, of gamplj ames of the plurality of hybrid games as triggered by the
P ity o & ARV rs, R L R el Rt L RS TR R o
credit; figshgeatiegaorieferedieguoiiledibinthth elfirstity @P player sedsrarfoagiiofilefitiodudiacality
determining. a first rate of accrual of the,first game world credit by the 10 plurality of players,and a first
s of corth S Bethangihac! R, 4 LRMEME SR ANNEn GRME B RIERVERGS
second GOADIfararties hyndd fatme athdes tie ihjdnobgamdas Hrshggalbgeedity cosendtet] ptay dnethe
second GOPD comprising second ga warld credit informatiop,for seco e wqrld credit accrued
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second plaggdsreenhbyribieapbdality af tHayensestailiohehda\gahtbeptbealiybatiardertaianme st ganteseal
credit mfortr(p%tlgn fogﬁeﬁgsr}d Eer%}jecr oc%(l:corrgn&l_tted by the second player to a gambling game of the

hybrid as trlgg%rréuc?by?he second player's play of the entertainment game of the hybrid game to

accrue the secongeganadingral Bferedice pM@eruﬁhiggth&efdmth@Ef aberualfelfetheesemoﬁtbgame
world credi . seend pliver 2113 ygeond 1212 OLSop I ARLOL e 20ond Al e
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second player, rmining whéther the second playeris operatin game in an

unaulttb orizeldrad iy red mibyyessnpad yfitst referehcenpnufieciot thiethatdirst aeatuaeditthy tecphdaajiyne
world credétf?(alggr?econd player and the rate of commitment of the second real credit by the second
player; and denerafihg a notification to an operator of the hybrid game upon determination that the
second player is opkgating thia HileritefsraekinsecandutbORiednoantiee, hybrid game while the

hybrid game is being played by a second player, the second GOPD comprising
second game world credit information for second game world credit accrued by the
15 second player during play of an entertainment game of the hybrid game as a function
of the second player's demonstrated skill at the entertainment game of the hybrid
game, and second real credit information for second real credit committed by the
second player to a gambling game of the hybrid as triggered by the second player’s
play of the entertainment game of the hybrid game to accrue the second game world
20  credit;
determining a second rate of accrual of the second game world credit by the
second player and a second rate of commitment of the second real credit by the
second player;
determining whether the second player is operating the hybrid game in an
25 unauthorized manner by comparing the reference profile to the rate of accrual of the
second game world credit by the second player and the rate of commitment of the
second real credit by the second player; and
generating a notification to an operator of the hybrid game upon determination
that the second player is operating the hybrid game in an unauthorized manner,
30 wherein the plurality of entertainment games of the plurality of hybrid games
and the entertainment game of the hybrid game are of a same type of entertainment

game.



30 wherein the plurality of entertainment games of the plurality of hybrid games and the entertainment
game of the hybrid game are of a same type of entertainment game. 41 15. The non-transitory
machine-readable media of claim 14, wherein the second GOPD comprises user interface key
sequences, and wherein the instructions for deteymining whether the second player is operating
the hybrid game in an unauthorized manner include determining if a unique 5 combination of user

interface kﬁ/ seqiﬁﬁncegn%:re B sentn%n the S?rco?f C?OPD Iré‘at are I(mno%%n to enable unauthorized
operation of'the en &R é‘msj%e. P6NRRE"R3 al?a%sr:ri}% y RAGTNE-réadable media of claim 14,
wherein the secowt €€ he @apoise Sf2R12 aineoti seo usatiimafaceieGehjerisasahih the

entertainment gaie, A ine NEIRR INedIsudlions for dRismingg whelhar e seeondplayey is
operating the hybrid-game in an unauthdrized manner ifclude détermining i known cheat objects have
appeared thehégmtiertagamentigaare omalo¢chioaizisdf meniret GieRdeandateeragtiogd iG@QPDNipid7. The

non-trémsitor acpine-r]eadable {nﬁdia cﬁ claim 14, wherein: the firsE GQRD and S OoPD,

coﬁﬁ ingtion of User nterface Ke _sequénct%s arg present I (e secon o0 that
comprise entertainment game play outcomes; e reference profile includes a statistical model
of the firstaB©kiDWhd @ esiziistioabuibdelzed lodargtiodistitatientefteimertaingaant game play
outcomes; and wherein the instructions for determining whether the second player is operating the
hybrid game in an unauthorized manner include determining if abnormal game play outcomes have
appeared in the entertainment game. 2518.The non-transitory machine-readable media of claim 14,
wherein: 161the flfi¢ GOPIrasHIYcDRE TBRBadHhIsRtedRatsiaineddgame play performance; and

wherein the second GOPD comprises game object information of game
10  objects used in the entertainment game, and
wherein the instructions for determining whether the second player is operating
the hybrid game in an unauthorized manner include determining if known cheat
objects have appeared in the entertainment game on the basis of the first GOPD and
the second GOPD.
15

17.  The non-transitory machine-readable media of claim 14, wherein:

the first GOPD and second GOPD comprise entertainment game play
outcomes;

the reference profile includes a statistical model of the first GOPD, the

20  statistical model including a distribution of entertainment game play outcomes; and

wherein the instructions for determining whether the second player is operating
the hybrid game in an unauthorized manner include determining if abnormal game

play outcomes have appeared in the entertainment game.

25 18. The non-transitory machine-readable media of claim 14, wherein:
the first GOPD and second GOPD comprise entertainment game play
performance; and
wherein the instructions for determining whether the second player is operating
the hybrid game in an unauthorized manner include determining if the second player

30 is engaging in unauthorized operation of a hybrid game based upon if the second



wherein the instructions for determining whether the second player is operating the hybrid game in an

unauthorized manner include determining if the second player 30is engaging in unauthorized operation

of a hybrid game based upon if the second 42 player's game play performance is superior to the

game play performance reference profile. 19. The n(a% transitory machine-readable media of claim 18,

wherein: 5the entertainment game play performance Comprises rate of scoring mformatlon and

wherein thellnstructlons for deter |n|n whether the sec r}g pla eris o erat the h gétme in an
Y

unauthoriZéad r%a%rﬂer |nclr813¥ §&L f'ﬁé@eecr(') ! %I ergs ra?e c%?ln r|Ts1anno te%eby

authorizedphyfiled game operation. 10 20 The non-transitory machine-readable media of claim 14,
wherein: the first GOPD and second GOPD comprise entertainment game progression information;
and wherein the instructions for determining whether the second player is operating 15the hybrid

game in an unauthorized manner include detecting a change in entertainment game progression.
19.  The non-transitory machine-readable media of claim 18, wherein:

5 the entertainment game play performance comprises rate of scoring
information; and
wherein the instructions for determining whether the second player is operating
the hybrid game in an unauthorized manner include determining if the second
player’s rate of scoring is not supported by authorized hybrid game operation.
10

20. The non-transitory machine-readable media of claim 14, wherein:
the first GOPD and second GOPD comprise entertainment game progression
information; and
wherein the instructions for determining whether the second player is operating
15 the hybrid game in an unauthorized manner include detecting a change in

entertainment game progression.



