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DESCRIPTION

ELECTRONiC APPARATUS AND PRODUCTION METHOD FOR

THE SAME

TECHNICAL FIELD

The presenf'invention.relates to an electronic
apparatus that is controlled.ﬁy'a dentral processing unit
compliant with the iEEE std 1149.1-1990 Standard Test
Access Port and Boundary-Scan Architecture and-thellike;
and more particularly to the pre&ention of illegal
"alteration of data stored in a.storage device (data
ihcl-uding an bperating program foi:' the central processing
unit, cryptographid-kéys, customer identifiers (usef ID

codes), etc.).

BACKGROUND ART

'Today, many electronic‘abpératuses such as
informationfapﬁaratuées and household appliances use
céntralprocessingunifs{hereinafterreferred1x>asCPUs)
‘as units'ceﬁtral to their dont:ol systeﬁs,,and to control
an electronic apparatus with the CPU, a progfam for
operating the CPU is indispensabieQ ‘Depending on the
kind of CPU,'the'CPU_Can store thé program internally
jir_1 itself, but in most cases, for reasons.of deveiopment

efficiéncy, production efficiency and maintenance of the
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electronic.apparatus,lafread only memory (hereinafter
referred to as ROM) is provided externally to the CPU
and the.program is stofed in the ROM.

Data such as cryptographic kejé (inclﬁding a
décryption key), customer identifiers or the like may
aiso be stored in the ROM.

Thé ROM is a nonvolafile.storage device, and
the.ROM of the.type.that allows stored information to
be alteredonlybyelectrical signals (hereinafter referred
to as EEPROM, whose examples include a flash memory, an.
électficallyerasabléandprogrammableROM,etc.)ismainly
used.

| The-“non#olatilé storage.devicé" refers to a
device that can retéin its st'ored contents even when power
is turned off. _

Stdring data (including CPU program, dodes such
as customer'identifiers,ldecryption keys, etc. and the
like) in the EEPRéM offers the advantage of increasing
production efficiency aﬂd making it possible to alter
the data (inciuding thé CPU program, efc.) for the
maintenance of the electronic apparatus because the stored
data'can_be easily éltered. On the other hand, the
‘disadvantage is that, since the specifidations_for the
EEPROM is made public, a malicious third party could alter
the p:ogfaﬁ illegally, qaﬁsing damage to not only the

manufacturer of the electronic apparatus but.also the



society as a whole.

In particular, if the CPU is a device éompliant
with the IEEE 1149 standard, there is the possibility
that an unéufhorized person may connect ah externai
apparatué'td the CfU and alter the data stored in the
EEPROM by d'irectly controlling the internal logic cj.rcuit
of the CPU through the external apparatus. |

The IEEE 1149 standard is a sténdard'for test
circuits of semicénductor devices (indluding large scale
integrated circuit and central processingunit). A device
(semiconductor device) compliant with the IEEE 1149
_standardhasfivefestinput/outputtérminals(TestAccéss
Port) for testing of the device itself or for testing
o'f the circuit block.céntaining the device (to test mainly
f(l)r.judg_ing the pr-ésence or absence of a fault and locating
a faulty parf).

To test the device, etc., an external apparatus,
for exaﬁplé, is connected to a‘tesf input terminal of
the devicg, and a test input signal is applied from the
external épparatus to_fhe test input terminal, causing
the input signél or a sigﬁal_obtained by processingrthe
input signal to be outputted from the device's output
terminal (an ordinary output terminal or a test output
terminal). The presence or absence of a fault and the
location of a faulty part éan be detected by comparing

the output'signal with the expected signal.
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It is also possible to connect:an external
apparatus to the test input/output terminals of the IEEE
1149 standard compliant CPU and to Write data to the EEPROM
by directly controlling the internal'iogic circuit of
the CPU throﬁgh the externél apparatus: |

| By incbrporéting-the step of ﬁriting'data to
the EEPROM by the abovelmethod into the production of
an electronic apparatus; the more efficient production
of the electronic apparatus can be realized, compared
with the conventional method in which data is written -
to the EEPROM by _using acommercially available PROMwriter.

This, however, maylgive rise to.illegal
alteration of the data; that is, by abusing the above
feature, an unauthorized person may connect an'ekternal
apparatus to the input/output terminals of the IEEE 1149
~ compliant CPU in the field and alter the data étored in
Ifhe-EEPROM by directly controlling'the internal logic
"circuit of the CPU through the external apparatus.

| For example; in satellite broadcasting, etc..,

ﬁnique data may be.assigned to each customer, in which
case the receiver or like apparétus can store the assigned
data in its internal EEPROM.

The unique data includes a'éustomer identifier
kincluding the unigue identifiéation dode assigned to
eéch.customer'and the unique identificatién code assigned

' to each receiver at the customer), a décryptioh key, and



an identification number.

| The CPU pays a monthly viewing fee by using the
unique data (for example, the cﬁstomer identifiér) stored
in the EEPROM. Howévér, there is the possibility that
criminal act may be made to evadé paying viewing fees,
for example, by alte;ing the unique data sfored in the
' EEPROM to someone else's unique data or'by altering the
program written in the EEPROM (fﬁr ekample, by writing
aprogramthereinsﬁchthatarepqrtissenttothetmbadcast
centéf that the.vieﬁingutime-is zero regardleés of the
- actual viewing time)(

To prevent such criminal act, there is a need
for means that prevents illegal alteration (rewriting)
of'thé_data (including the CPU program, etc;) stored in
the EEPROM.

A prior art electronic apparatus equibped with
. means for preventing data'in'an EEPROM from being altered

illegally will be described with reference to Figure 6.
| The use of the electronic apparatus shown in
Figure 6 is not specifically limited, but the apparatus
isapplied,forexample,toétsatellitebroadcastreceiver,
a portable telephone, or the like;_ Figure 6 shows only
: the block relating to writing data to or reading data |
from the EEPROM. |
| .In figuré 6, reference numeral 107 designates

the CPU which controls the electronic apparatus; 8
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designates the EEPROM in which data such as the CPU prograxﬁ,
etc. are stored, 101 designates én electrical or optical
- connector for connecting an external apparatus (not shown)
used to rewrife the pfbgram, 102 designates an'inté;face
towhichsiﬁnalsappliedviatheconhectbriOlaréinputted.
‘Reference numeral 105 designates a storage.device_
(hereinafter referred to as the password ROM) which holds
therein the identification number unique to the électronic
apparatus and is moﬁnted in a such.manner that it cannot
be removed by soi&er_or the like, and in which the stored
data canndt be altered. Reference numeral 104 designatés |
a comparing circuit_whiéh.compareslthe identification
number inputted wvia the connector 101 aﬁd-intefface 102
with the identification'nﬁmber stored in the password
kOM, and outputs a pfogram.rewrite permit signal 6n1y
when they match. Réference numeral 103 designafes a gate
.circuit which controls the passing of the rewrite control
signal and program data to the EEPROM 8.

| Next, the program rewrité operation will be
described. When it becomes nedessary to rewrite the
prégram stored in the EEPROM 8, a program'rewriting
apparatus (external apparatus) is connected to the
connector 101. An identification number, a new pfogram,
-andcontrolinstructionsnecessafyforrewritingtheEEPROM.
afe stored in the program rewriting apparatus. First,

'a program rewrite start instruction is inputted frbm the
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pfbgram rewriting apparatus, whereupon the CPU 107, etc.
stop the hormal operation and the data stored in the EEPROM
8 thus becomes ready for rewriting by this,iﬁstrucfion;

Next, the cgmparing'ciFFuit 104 comparés the
identification number inputteduvia.the'interface 102 from
the program rewriting apparatus with the_identification
numﬁer read out of the password ROM 105. Only when the
two identification numbers perfectly match, the COmparing_
circuit 104 outputs the program rew;ite permit signal
to the gate circui£ 103, In accordance with the program
rewrite permit signal;lthe gaté circuit 103 allows the
réwrite control signal and program data inputted:Via the
interface 102 to be passed to the EEPROM 8. The:program |
in_the EEPROM 8 is rewritten. When thé program rewrite
~ operation is dompleted,.the program fewriting apparatus
sends a rewrite_cgmplefion instructibn to the CPU_lO?
viatheinterface 102.- TheéPUi07{basedbntheinstruction,
initiaiizes the electronic'apparatds,landistarts the
control of the électronic apparatus in accordance with
thé new prdgram stored in the EEPROM 8. |

In recenf years, however, Cst compliant with-
the IEEE std 1149.1—1990 Standard Test Access Port_and
Boundary-Scan'Architecfure (hereiﬁafter referred to by
its commonly known name "JTAG standard") have come to
'be used. When the CPU is a JTAG standard compliant device,

the. prior art prevention system of illegal program
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alteration cannot provide effective prevention means
because the program stored in the EEPROM 8 can be altered
via the'CPU by directly controlling the internalzlogic
circuit of the CPU from the outside. | | |

A system using a JTAG compliant device for the
CPU and the configuration of the JTAG conpliant device
will be briefly described with reference to Figures.7
and 8. |

Figure 8 is a diagram showing the configuration
of the JTAG standard compliant device, in‘wnich reference
numeral 1 designates the JTAG standard compliant CPU
(hereinafter referred to the J-CPU as distinguished from
the conventional CPU), 2 designates an internal logic
circuit respons'ible for the essential operations specific
to the deﬁice} and 3 designates terminalslfor normai
operation (usually connected to terminals, etc..of other
devices). The terminals 7 consisting of TDI (test data
~input pin), TMS (test mode select pin), TCK (test clock),
TDO (test data output pin) and TRST (power-on reset pin)
are test terminals, collectively called the Test Access
Port (hereinafter referred to.TAP), that are provided
based on the JTAG_standard (TRST is optional). The TAP
is an interface for connecting an external_apparatus to
- the test circuit.
TheJTAGstandardcompliantdevicecontainsJTAG_

registers 5 including a'bypass register, instruction
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régister, etc. (as options, an internal scan register
and.an.Iﬁ CODE register'may'be iﬂcluded), a TAP controllér'
6 for éontrolling the JTAG registers 5, and cells 4 as
a shift regiéter érranged between each terminal 3 and
the internal logic circuit 2.

The,_cell 4 selects for inputting the output data
of the internal ibgic circuit 2 (including inpﬁt terminals
3 of the J-CPU 1) or the test data transférfed from its
“adjacent cell 4. The output data of the cell 4 is
-transferred_tO-the internal logic CirCuitIZ (includiﬁg_
output terminals 3 of the_J-CPU 1) or to its adjacent
cell 4. |

| During normal operation (not in altest modé),
‘the input data inputted via the input terminals 3 of the
J-CPU_l are passed through the respective cells 4 and
transferred to the internal logic circuit 2 és.it is;
and'the output data of thélintefﬁal logic circuit 2 are
passed through the respective cells 4 and outputted from
the output terminals 3 of the J-CPU 1 as it is. |

In the test mode, insfead of fhe input dafa
inputted via the';nput terminals, signals inputted via
- the TAP 7 can be transferred into the internal logic ci;'cu_it
2 via the cells 4. Further, instead oflthe”output data
of the internal logic circuit 2;-signalslinputted via
the TAP 7 can be outputted'froﬁ the output terminals 3

via the_cells 4.
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TheTAPcbnfrolleifScontrolsvariousoperations
of the entire test_circﬁit in accordance.with the input
" sequence inputted via the ™S pin.

The JTAG standard compliant device allows the
signals passing through.the respective cells 4 (the
'input/oufput signals of the respective terminals 3) to
be monitored by the extérnél apparatus connected to the
-‘TAP 7, and élso allows arbitrary data to be inputted to .
the internal logic circuit 2.

 'For-example. test input data fransmitted from
the external apparatus is applied to the TDI terminal
and the.serial shift register conéisting of the plurality
of cells 4 is driven in serial fashion (clock signal is
applied to the TCK terminal). In this way, the test input
data is transferred to the respéctive.cells 4. Next,
the output dé_ta-of eachcell 41is transferred to the. internal
logic circuit 2 (including outpui: termi_nals 3 of the J-CPU
1). In_this way, the tést-input data can be inputted
directly to the internal logic circuit 2 (including the
output terminals 3 of the J-CPU 1).

Likewise, the output data of the internal logic
circuit 2.(including the input terminalé 3 of the J-CPU
1) are latched into the respective cells 4 and the serial
shift'register consisting of the plurality of cells 4
is driven in serial fashion; in this.way, the output data

can be outputted from the TDO terminal.
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Thaf is, by conneeting an exterﬁal apparatus
to the J-CPU 1 and controlling a maximum of five signal
lines, fhe internal iogic circuit 2.of the J-CPU 1 can
be controlled directly from the elxter'nal apparatus. This
offers the advantage of faciliteting the testing of the
electronic apparatus or a device such as the J-CPU 1.

Figure 7 is a diagram showing the elecfronic
apparatus system using the J-CJPU 1; li'n Figure 7, reference
numeral 9 designates a JTAG connector for connecting the
TAP 7 of the JFCPU 1l toan exfern-al'appara-tus , 108 de-signatee

a RAM (a readeble/writable storage device for storing
data, etc. that need to be temporarily stored to operate
the electronic apparatus),.and 110 designates a signal
bus (hereinafter referred to as the bus) connecting the
EEPROM 8, RAM 108, etc. to the J-CPU. Besides the EEPROM
8 and RAM.108, a plurality of devices desigﬁated by 109
can be connected to ‘the bus 110. An acteal circuit contains.
many other electronic components, but they wiil not be
described here;

Since the internal_logic circuit”of_the J-CPU
can be directly eontrelled from the outside by connecting
an external apparatus celled a JTAG debuggei' to the J-CPU,'-
thereby makihg it possible to access all the devices
including the EEPROM where the program and other deta
are.stored, the prior art electronic apparatus using the

J-CPU has had the advantage of being able to increase
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development efficiency and reduce the time required for -
testingandprogramwritingduringtheproductionprocess.
This, howe.ver, ‘has lead to the problem that using
.a JTAG debuggef, a third party cbuld illegally alter the
dataiétored in'the'EEPROM in the prior art eléctronic
.apparatué.
Itisanobﬁectofthepresenfinventiontoachievé_
a production‘method that can pfoduce an electronic
| apparatus efficiently, while making pi‘ovisions to ?reatly
.réduce the riskfof-the data stored in the EEPROM in the
completed electronic apparatus being altefed in the fieid. :
.It is also an object of the pfesent inventioh
to achieve an electrohic apparatus that can bg produced
Eefficiently, while making provisions to greatly reduce
the risk of the data_sfored in.the EEPROM being alte:ed

in the field.

.'DISCLOSURE oF INVENTION'_

The'invention described in.claim 1 concerns a
productioﬁ mefhod fo:ﬁan electronic apparatus comp;ising
a-boérd having a separable regidn, the board being mounted
with a central processing unit, an electrically alterable
nonvolatile storage device, and a connector mounted'on.
the region, wherein when the region is separated, daté
cannot be written tq'thé storage device by dirgctly

controlling an internal circuit of the central processing
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unit, the production_method comprising: a writing step
of writing data to the storagé.device by connecting an
“external apparatus to the connector and by directly
controlling an internal logic circuit of the central
prbcessing unit; and a separating step of separating the -
.region from the board after the wrifing step. .

'In'the'eleqtronic apparétus production methodA
_of the present infention, data (including program, etc.)
is written to the EEPROM efficiently by directly
.controlling the internal logic circuit of the CPU througﬁ
the éxternal apparatus (for example, JTAG debugger), and
after that, the region mounted-With the connector is
separated.

According to the present inven£ion, when
producing-the’electrbnic apparétus_af the factqry, data
{including program; etcf) can“be written to thélEEPROM'
efficiently and detection of a faulty part, etc. can also
be carried out quickly and accurateiy by directly
: cpntrolling'the intérnal;circuit of the CPU (for example,
J-CPU) through the extérnal apparatus such as a JTAG.
debugger. After completing the data write to the EEPROM,
the region mountéd with the connector is sepérated_so
that a third party cannot illegally alfer the data of
| the int.ernal EEPROM in the field by connecting an external
apparatus such as a JTAG debugger to the.electronic

apparatus.
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‘Writing to the EEPROM may also be rendéred
impossible, for example, by removing a resistive element
from the board, but this method has the.problem fhat if
a third party knows this fact. the third party can easily
réwr,ite th.é EE':P.ROM.by soldering another resistive element.

By contrast, if the third party knows that tﬁe abové
region of the board has been separated; it is extremely
Qifficult to actually fix the board and make writing to
the EEPROM possible. |

- The présent invention thus offers the effect
of achieving a production.me£hod that can produce an.
electronicapparatusefficiently,whilemakingprovisions
to greatly reduce the risk'of the data stored in.the EEPR.OM
in the completed électronic apparatus being altered in
the field.

Thekind,usé,etc.ofthe"electronicaﬁparatus“
are not specifically limited. .Applications iﬁclﬁde, for
example, receivers for satellite broadcast or other
broadcast systems, home electronic apparafuses such as
portable telephones, and industrial electronic
abparatuses such as copying machines.

The "separable region" means a region fhat can
'be:separatéd_from the boéfd by any suitable method. .For
exémp;e, a V-shaped groove is cut in one surface or both
Surfaces.of.the.board, and thg region is cut off aléng'

the groove by applying an external stress to the board.

—~
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In another example, many through-holes or the like are
opéned along the boundary of the region to be separated
so that the.reéion can be separated along the boundary.

A separable region that can be cut off alon§
the boundary by shearing'is aiso an example. Ih.this
'case, the basic requirements for the “separable“ region
are thét-fhere be no components on the boundary, and that
the board operate properly aftei-the fegibn has been
separated along the boundary.

The phrase "directly controlling the internal
circuit.of_the centrél processing unit"” means that the
CPU is controlled by a method other than that a normal
program (software) opefation; An example is to diréctly
control a J-CPU compliant wifh the JTAG standard through
the TAP. |

_Thé phrése also refers to the dase Whére a CPU
containing a scan design circuit is_directly controlled
throﬁgh the scan design circuit.

The ph;aSe further refers to fhe case where a
CPUcontainingacmosscheckciréuitiSdirectlycontrolléd
thfough the cross'check circuit (probe line driver and
- sense line receiver).

ﬁoweve:, it does not include the case where data
istransferredbetweena;CPUoperatingunderusualsoftware
and an external apparatus through a'handshake or like

procedure.
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'The phrase "when the region is'separated, data
. cannot be written to the storage device by directly
controlling the internal circnit of fhe centrél processing
unit" means, for example, that the internal circuit of
the central;processing'unit cannot be directlyfcontrolled
by using'a connector 6ther than the connedtor separated
from the board.

fhe "data™" incindes a program for dﬁerating the
central proceésing unit,_c:yptographié keys, a customer
identifier (user ID code), and an identification number.

The invention described in dlaim 4 concerns a
production method for an electronic npparatus comprising
~a board hnving a Separabie-region, thé board being mounted
_ with 'a central processing unit, an electrically alterable
nonvolatile storage device, a.connec'to.r,' arelaying device
for connecting at least one terminal of the connector
to at least one terminal of the central processing unit,
and a detection device for detécting whether the region
is separated. or not, wh_erein when the region is separated,
the relaying device, based on an output signal from thé
detectidn device, disconnects at least one cnnnecting
line connecting tne terminal of the connector to the
terminal 6f the central processing unit so that data cannot
be written to the storgée deviqe by directly contrnlling
‘an internal circuit of thé_central processing unit, the

production method comprising: a writing step of writing
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data td the stbrage device by,cbnnecting an external
apparatus to'the connector and by directly controlling
_an ihternal logic circuit of the central processing'unit;
and a_separafing step of separating the region after the
writing Step. | | |

In the electronic appaiatus production method
of the preseht invention, data (indluding program, etc.)
is written to thé EEPROM efficiently by directly
controlling the internal logic circuit of the CPU through
" the external apparatus (for example, JTAG debugger), and
after that, the region is separated.

According to the present invention, when
prodﬁcing the electronic apparétus at the.factory, data
(including program, etc.) can be wfitten to the EEPROM
efficiently and detection of a faulty part, etc. can also
be_carried.out guickly and accurately by direcfly
controlling the internal circuit of the CPU (for example,
J-CPU) through the external apparatus sudh.as a JTAG
debugger. After completing the data.write:to the EE?ROM,
" the regibn'is separated so that a third party cannot
illegally alter_the_data of the internal EEPROM‘in the
field 5y connecting an external apparatus such as a JTAG
debuggér to the electronic apparatus.

Even if the third party knows that the above
region of the board has been separatédr it is extremely

difficult to actually fix the board and make writing to
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the_EEPRoM possible.
| The preSent"inVention thus offers thé effect
of achiéving a produdtion method that can produce an
electronicapparatusefficiently,whilemakingprovisions
to greatly reduce the risk of the data stored in the EE'PROM
in the completed electronic apparatus being altered in
the field. |
The;rélayihg device disconnects the connecting
‘line connecting,-for example, between the TDI terminal.
oftheJTAGcompliantCPUandtheterminaloftheéonnector{
as a result, data cannot be written to the storage device
b.y connecting an external apparatus such aé a JTAG débugger
to the conneétor_and_difectly'controliing the internal
circuit of the central processing unit.
| The invention described in claim 6 concerns a
prbduction method for an glectronic apparatuélcémprising
a board having a separable region, the board being mounted-
with a central précessing.unit , an electrically alterable_
nonvolatile storage device, é connector, a relaying device
.for connecting at least one terminal of the connector
to at least.one terminal of the central.processing unit,
a scrambling device; and a detection device for detecting
whether the region is separated or noi;'whereiﬁ: when
- the regioh is not Separated_yetL data read out of the
' s.torage. device can be descrambled by '_the scrambling devic‘:e.

. and the descrambled data can be transferred to the central
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'probessing unit, and by connecting an egternal apparatus
to the connector and directly controlling an internal
logic ciréuif of the central-proceésing unit, the central
processing unit can be caused.to_output data to the
scrambling device and fhe scrambling device can scramble
‘the output data of the bentral processing unit and write
the scrambled data to the storage device; and when the
region is separated, data read oﬁt'of the storage device
can be descrambled by the SGrambling device and the
descrambled data can be transferred to the central
pfocessing unit, but the scrambling device cannot write
data to the storage device based on an output signal of
the detéction devide; the p;oduction method_comprising:
awritingétepinwhidhbyconneétingthéexternalapparatus
to the connector and directly controlling fhe internal
 logic circuit of the central proéessing_unit; the central
proceséing unit is causéd to output dafa to the scrambiing
device, and in which the'scrambling device scrambles the
output data of thé central processing unit and writes
the scramb_led data to the storadge device; and a separating
#tep of_separating the region after the wrifing step.

In the electronic apparatus production method
6f the present invention, data (inclﬁding program, etc.)
is written to the EEPROM-efficiently by directly
controlling the internal logic circuit of the CPU through

~ the external apparatus (for example, JTAG debugger), and
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after that, the region is .separated thereby preventing
the EEPROM frém being rewritten.

| According to the presént invention, when
producing the electronic apparatus at the factory, data
(including;program, etc,)'can be.written to the EEPROM
efficiently and detection of a faulty part, etc. can also
be carried.out_quickly and accurately by directly
controlling the internal circuif of the CPU (for example,
J-CPU) through the éxternal apparatus such as a JTAG
debugger. After completing the data write to the EEPkOM,'
the region.is\sepérated éo thatlé third party'cahnot
illegally alter_thé dafa of the internal EEPROM in the
field by connecting an external apparatﬁs such as a JTAG
debugger to the electronic apparatus.

Even if the third pafty'kndws that the above
region of the board has been separated,_it'iS-é#tfemely
difficult to abtually fix the board and make writing to
the EEPROM possiblé.

' Since the third party'does not know the method
of scramﬁling, the'thifd'party c;nnot illegally modify
the electronic apparafﬁs by removing the EEPROM and tryinj
to réwrite the data using a PROM writer or the 1ike.

The present invention thus offers the effect
 of achieving a production method that can produce an
eleétronicapparatusefficiently,whilemakingprovisions

to greatly reduce the risk of the data stored in the EEPROM.



- 21 -
in the compléted electronic apparétus being alteréd in
the field. .

Any_sﬁitable method may be employed to prevenf
datafrombeingwrittentqtheéforagedevicq._Forexample,_
it can be accomplished by disconnecting the line connecting
between the J-CPU and fhe EEPROM. All the lines may be
disconnected or, for'example ’ onlY the write strobe sig.nai
line may be disconnected. Alternatively, the chip select
te:minal of the EEPROM may-ﬁe disabled.

The invention deséribed in claim 10 concerns -
a production method_ for aﬁ electronic appéra;tus comprilsing
a board having a separablé region, the board being mounted
with a central processing unit, an electrically alterable
nonvolatile storqge devicé, a connector, a scrambling
device, and a detection device for detecting whether the
:egion is separated or not, Wherein: when the-fegion is -
not separated yet, data_read.out of the-storage device
can be descrambled with a'first'scrambling-pattern by
the_scrambling'device and the descrambled data can be
transferred to the central procesSing unit, and by |
connecting an external apparatus to the connector and
directly controlling-an internél logic circﬁit of the
central processing.unit, the central procéssiﬁg uhit éan
be caused to oﬁtput.data to the scrambling device dnd
the scrambling device can scramble the 6utput data of

the central processing unit with the first scrambling'
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: péttern and write the scr'ambied data to the storage d_evice;
and whén fhe regibn is separated, then based on an output
Signalofthedetectiondevice,datareadoutofthestorage
device can be d_escrambledlwith the first scfambling pattern
by the'scrambling device and the descrambled data can
be transferred fo the central processing unit, and'by
connecting the extérﬁal apparatus to the cénnector_and
directly controlling the internal logic circuit~of the
dentrai processing unit, the central processing unit can
be caused to output data to the scrambling device and
the scrémbling device éan scraﬁble the output data of
the_centfal proceésing unit with a secohd sérambling
pattern and write the scrambled data to the storage device,
the prodquction method comprising; a.writing step in which
by connecting the external apparatus to the_connector_
anﬁ directly controlling the infernal logic-ciicuit of-..
the centrél processing unit, tlhe central prqéessing unit
.is caused fo oufput data to the scrambling device, and
in which the scrambling device scrambles the outpﬁt data
of the central proceésing'unit witﬁ thé-first scrambling
pattefﬁandwritesthescrambleddatatothestoragedevice;
and a separating step.of separating the region éfter the
-writing step. |

_-In the electronic apparatus production method
of the bresent invention, data (including program, etc;)

is written to the EEPROM efficiently by directly
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cohtrolling the internal logid circuit'of.the CPU through
the external apparatus (for examble, JTAG debugger), and
after that, the region is separated thereby making it
‘aifficult to rewrite the EEPROM.

According to the present invention, when

producing the electronic apparétus-at the facfory, data

(including program, eté.) can be scrambled with the first_
'lscrambling.pattern and.written to the EEPROM efficiently
and detection of a faplty part,letc.'can aiso be carried
out quickly énd accurately by diredtly éontrolling the
internal circuit of thé CPU.(for example, J-CPU)-throﬁQh
the éxternalzapparatﬁs such as a JTAG debugger. After
completing the daté write fo the EEPROM, the region is
éeparatéd thereby making it difficult for a third party
to illegally alter the data of the internal EEPROM in
the field by connecting an exfernal apparatﬁs éuch as
a JTAG debugger to the electronic apparatus.

Even if_the third party knows tﬁat the above
region.of the board has been separated, it is extremely
difficult to actually fix the bo;rd and make writing to
the EEPROM possible. - | |

Since the third party does not know.the first
scrambling pattern, the third party éannot remove the'
EEPROM fré'm. the board and write data directly to the EEPROM
using a PROM writer or the like.

Even if_the third party connects an external
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apparatus to the product in the_field and tries to write
.détalfrom thé external apparatus into the storage device
by directly cdntrolling fhe_internal logic circuit of
the central processing unit, the scrambling deVice
scrambles the output data of the central processihg unit
withthesecoﬁdscramblingpatternandwritesthescrambied
data to the storage dévide. .Since the scrambling deﬁice'
reads data from the storage device and descrambles. the
data with the first scrambling pattern, the electronic
appératus does not operate with'the illegally altered
data. -

Preferably, when a secret opez;'ation is performed

(fbr example, a second regibn is separated from the;board_
-or a séecified resistive eleﬁent=is removed), the

- ~scrambling device descrambles data.with the second
gcrambiing pattern.

If, for some reason, it becomes necessary to_
alter the data stored in the EEPROM, data inputted from
the éxtern;l apparatus can be written to the sforage device
bj connecting the exférnal~apparatus tb the product and
directly contrblling thé infernal,logiclcircuit of the
Central'processing unit. In thét case, thé data is
scrambled with the.second scramblihg pattern and written
to the storage device, but when the secret operation is
performed, the scrambiing device descrambles the data

with the second Scrambling pattern so that the electronic
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.apparatus operates normally.

The present invention thus offers the effect
of achieving a production method that can produce an
electronicapparatuseffic1ently,whilemakingprov1s10ns
to greatly reduce the risk of the data stored in the EEPROM
in the completed electronic apparatus being altered in.
the field. , |

Theinventionalsoofferstheeffectofachieving-
a production method for an electronic apparatus wherein
the data stored in the EEPROM in the completed electronic
apparatus can be altered at a later time.

The invention described in claim 19 concerns
the_electronic apparatus production method described in
any one of claims 1 to 18, wherein the central processing
unit 1s an IEEE 1149 standard compliant dev1ce.

According to the IEEE. 1149 standard compliant
device, the internal logic circuit of the CPU can be
controlled directly by connecting the external apparatus
to the TAPu
| The present invention thus offers the effect'
of achieving an efficient production method'for an
electronic apparatus wherein data is recorded in the EEPROM
'by'using circuitry'compliant with the IEEE ll49 standard,
and wherein the-risk'of the data stored in the EEPROM
in the completed electronic_apparatus.being altered in

the field is greatly reduced.
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- The IEEE 1149 standard refers to the IEEE std
1149.1-1990 Standard Tést Access Port and Boundary-Scan
Architecture and its revised versions (including fﬁturép
. revisions). -

The invention described in claim 20 concerns
an electronic'apparatus'comprising a boafd having a
- separable region, the board being mounted with a central
processing'uhit,.an electfiéailj'altérable nonvolétile
sfﬁrage device, and a connectpr'mounted on the region,
wherein when fhe region is not Separated yet, data can
be written to. the stdrage device by connecting an extei‘nal
apparatus to'thé connector and'directly controlling an .
internal 16gic'circuit bf the central processing unit,
and whén the regioh is separated, data cannot be written
tothestoragedevicebycqntrollingthecentralproceSsing
unit. |

According to the electronié apparaﬁuS'of the
present invention, data (including progfam, etc.) can
be written to the EEPROM efficiently by directly
controlling the internal logié.cirduit of the CPU fhrough
the external apparatué (for examplé, JTAG debugger) and,
by thereafter'separatipg the region mounted with the
connector, the data stored in the EEPROM can be prevented
from beiné altered.

:According to the present invéntibn, when

producing the electronic apparatus at the'factory, data
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(inéluding program, etc.) can be wriften to the EEPROM
efficiently and detection of a féulty'part, etc. can also
bé carried out guickly and accurately by directly
~controlling fhe iﬁternal circuit of_the CPU (fbr example,
J-CPU) through the external'apparatus sudh as a JTAG
debugger. After completing the data write to the EEPROM,
the region mounted'with tﬁe qonnector'is separated:so
that a third party_cannot iilegaily alter the data of
_t_hé internal EEPROM in the field by conﬁecting an external
apparatus such as a JTAG debugger fo the électronic.
apparatus. | \ | |

E#en if.the third party knows that the above
region of thé anrd has been separated, itlis extrémely
difficult to actualiy.fix the board and make writing to
the EEPROM possible.

The present invention thus offers thé effect
‘'of achieving an electrbpic apparatus thatlcan be produced
efficiently, while making prdvisions to greatly reduce
the risk of the data stored in the EEPROM 5eing altered
in the field. |

The invention described in claim 21 concerns
an electronic épparatus comprisiﬁg a board having a
.sepafable region, the board being mduntedlﬁith a central
ﬁrocessing unit,lan electrically alterable nonvolatile
_storage device; a conneétor, a relaying device.for,

connecting at least one terminal of the connector to at
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least one términal of the central processing_unit; and
a detection device for detectihg whether the region is
separated or not, w_hereixi when the region is not separated '
yet, data can be written to i;.he storage dev.ide by connecting
an éxternai apparatus to the connector and directly
controlliné an -internal logic circuit of the central
processing unit, and when the region is separated, the
felaying device, based on an output éignallfrom the
:detéction device, disconnects at least one connecting
line connecting the terminal of the connector to the
terminal of the central pr;)cessiri'g unit so that déta cannot
be w;itteﬁ‘to the storage device 5y directly controlliﬁg
the internal circuit of the central processing unit.

| Accordihg.to the electronic apparatus of the
present invention, daté (including program, etc.) can
be written to the EEPROM efficiently by directly |
controlling the inte?nal logic circuit of the CPU through
the external apparatus (for example, JTAG_debquer) and(
by theréafter sepafating the région, the data stored in
the EEPROM can be prevented from being altéréd.

Accbrding.to_the present ihVention, when

producing the electronic aﬁparafus at the facéory, data
(inc;uding program, eté.) can be written to the EEPROM
'effi¢iently'and détection of a faulty part, etc. can also
be'carried out quickly and accurateiy‘by directly

controlling the internal circuit of the CPU (for example,
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J-CPU) through.thelexternal épparatus.such as a JTAG
debuggef. After completing the data write to the EEPROM, -
'thé region is.separated sd.that a third party.cannot
illegally alter the data of the infernal EEPROM in the.
field by connecting an external appafatuslsuch as a JTAG
_debugger'to the.électronic apparatus.

‘Even if the third party knows that the above
région of the board has been separated, it is extremély
'difficult to actually fik the board and make writing to
the EEPROM possible. |

The present invention thus offers the effect
of’achieﬁing an electrqnic apparatus that can be produced .
efficienfly, while making provisions to greatly reduqe
the risk.of the data stored.in the EEPROM being altered
in the field.

The invention described in claim 22 éonce;ns
an electronic apparatus'comprising a boafd having a
' separable region, the board being mounted with a central
processing unit, an electrically alterable nonvolatile
storage device, a connector, a relayiﬁg device for |
connecting at least one terminal of the connector to af
least one terminal of the centrél processing unit, a
sCrambiiﬁg device, and a detection device for detecting
whether the region is séparated or not, wherein: whép
. the region is not separated yet, data read out of thé_

storage device can be descrambled by the scrambling device
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and the descrambled data can be transferred to the central -
procéssing unit, and by conﬂectigg an external apparatus
to the connector and direcfly controlling én internal.
logic ci:cuit of the éeﬁtral processing unit, the ceﬁtral
procéséing uhit'can be caused to‘output data to the
-scfambling device and the scrambling dévice can scramb;é

the qutput data of the central prdcessiﬁg unit and wrife_
‘the sgramb;ed data.to the storage déVipe; and when the
region ié separated; data_réad out of the storage device
can bg descrambled by the scrambling device and the
descrambled data can be tranéferréd:to the.central
pfocessing'uﬁit, but the scrambling device cannot write
dafa to the storage de?ice based on an 6utput signai of
the detection device, | |

According to the electrohic apparatus of the
-present invention, data (including program, eté.) can
be written to the EEPROM efficiently by diréctly
controlling the internal'logic circuit of the CPU through
the exfernal apparatus (for example, JTAG dgbugger) and,
by thefeafter separating the region, the data stored in
the EEPROM can be prevented from being altered.

Adcording to the presenf'invention, when
producing the electronic apparatué at the.factory, data
({including program, etc.) can be'written to the EEPROM
efficiently and-detection of a faulty part, etc. can also

be carried out quickly and accurately by directly
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controlling the internal circuit of the CPU (for examﬁle,
J-CPU) through the external apparatus:such as a JTAG
debugger. Aftér completing the data write to the EEPROM,
the.region is separated so that a third party cannot
iilegally alter the dafa of the internal EEPROM in the
: field by connéqting an external apparatus such as a JTAG-
debugger_fo the.electronic-apparatus.

‘Even if the third party knﬁws that thé above
.region'of the board has been separated, it is“éxtremely
difficult to actually'fix the board and make writing to
the EEPROM possible.

.Since the third party does not kndw'the firSt
scrambling paftern, the third party cannot remove the
EEPROM ffom the board and write data directly tb thé EEPROM
using a'PﬁOM writer or the like. -

. The present ihvention thus offers thé effect
of achieving én electronic apparatus that caﬁ be.produced
éfficiently, while making provisions to greatlylreduce
the risk of the data stored in the EEPRdM being aitered
in the field. | o

The invention described in claim 23 concerns
an electronic aéparatus comprising a board having a
éeparable region, the board being mounted with a central
processing unit, an electricaliy'alterable nonﬁolatile
étorage device, a connector, é'scrambling-device, and\

a detection device for detecting whether the region is
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separafed or nbt, w_ﬁereih: when the region.is not separated.
yvet, data read out of the storage device can be descrambled
with a first serambling pattefﬁ by the scrambiing device
and the descrambled data can be transferred to the central.
_processing unit, and by connecfing an external apparatus;
to the connector and directly centrollihg an internal
'logi'c_ circuit.of the central proces'sing unit, the central
brecessing unit can be caused to output data to the
scfambling device and the serambling'device can scremble
the outputﬂdata of the cenfral processing unit with the
“first scrambligg-pattefn and write the scrambled data
to the storage device; and when the region is separated,
data read oﬁt of the storage device can be descrambled
with the-fiist ecraMblihg pattern, or with a second
scrambling pettern different from the first scrambling
-pattern,eby the SCraMbling device and the descfambled
data can be-trahsferred to the central processing uﬂit,
_end‘by connecting the external apparatus to the cennector
and directly_controlling the internal logic cireuit of
the central proeessing'unit, the central processing unit
can be caused to output data to the scrambling device
and the scfambling device can scrambie the output data
of the central processing unit with the seeohd scrambling
pattern and write the scrambled data to the storage device.

According to'the electronic appafatgs of the

present invention, data (including program, etc.) can
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| be written tb thé EEPROM efficiently by directiy- .
~controlling the internal logic circuit of the CPU fh:ough
'fhe external apparatus (for example; JTAG debugger) and,
by thereafter-sepérating the region, the data stored in
the EEPROM can.be prevented f:dm being altered;'

." According to.the present invention; when
produciné the eléctronic_apparatuélat-the factory, data
{including program, etc.) can be- sCrambled with the first
scrambling pattern and written to the EEPROM efficiently
and detectlon of a faulty part, etc. can also be carried
) out qulckly-and accurately by dlrectly.controlllng the
internal 01rcu1t of the CPU (for example J- CPU) through
the external apparatus such as a JTAG debugger.

Since the third party ddes not know the first
scrambling pattern, thé third party cannét remove.the
EEPROM from the board and write déta_directly to _the EEPROM
using a PROM writer or the like. .

| Tﬁe phrase "when the regidn is separated, data
iead out of the storage device can bé-descrambied.with
‘the first-scramblihg pattern.or the second scrambling
pattern by the.scrambling device" re_fers to the electronic
apparatuS-that descrambles the data with the first
'écrémbiing pattern (5ut cannot-déscramble the data with.
the secpnd scrambliﬁg pattern), the eléct:onic apparatus
.that descrambles the'data with the second scrambling

pattern (but cannot descramble the data with the first
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§érambling pattern), and the electronic apparatus that -
:deSCrambles the data with the first sgrambling pattern
or the second scrambling pattern, whichever pattern is
selected-bj the customer. |

 .The electronic apbaratus of tﬁe invention in
which;'when the region is separated;jthe.data read ouf
of the'storage device is descrambled by the scrambling
-devicewiththefirstscfamblingpattern,haSthefollowing
effect. . |

The electronic apparatus produced at the factory '
.. by writing data efficiently to the EEPROM is shipped after
-separaﬁing the region. The data éérambled,with the first
scrambling pattern and stored i.n the EEPROM is desdrambléd
with the first scrambling pattern. .Therefore, the
eledtronic épparatus operates normally.

If a.third.party éonnects #n externél épparatus
to the-produqt in the field and tries to wrifé data from
the external apparatus into .the storage device. by directly
controllihg the internal logic éircuit 6f the:central
processingunif,thescramblingdeviceécramblestheoutput
‘data of the central processing unit with the second
scrambling pattern_and'writes the scrambled déta to the
storage device. Siﬁce.the sgrambling device reads data
- from the.storage-device and descrambles the data with.
the first scrambling'pattern, the. electronic épparatus

does not operate with the illegally altered data.
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..Even if the third party knows that the above
‘region of the board has been separated, it is extfemely
difficult tb.actuallf-fix the board and make writing to
the EEPROM possible.

According;y, the present invention offers the -
effect_of achieving an electronic apparatus in which data
stored in the EEPROM is diffiqult to alter.

The electronic apparétus of the inVenti&n in
'whiCh. when the region is separated, the data read out
of the storage device is descrambled by the scrambling
" device with the second scrambling pattern, has the
following efféct. : 5

The electronic apparatus producéd at fhe fadtory
by writ.ing dataefficiently to the EEPROM is shippedwithout
-_seﬁarating the region. The data scrambled with the first
scrambling pattern and sfored in the EEPROM is deécrambled
with the first scrambling pattern. Therefore,lthe
elecfronic apparatﬁs_operates normally.

Even if a thirci party knows that the above region
of i:he boa:;d has been éeparated, it ié extremely difficult
to-éctually fix the board and make w;iting to the EEPROM
possiﬁle. | .

| | Since thé'third party does not know thé first
_scrambling-pattern,'fhe third party cannof remove the
EEPROM from the board and write data directly té t.he EEPROM

using a PROM writer or the like.
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Dai:a in the EEPROM can be rewritten és many times
‘as desired. Data scrambled with the first scrambling
pattern is written to the EEPROM, and data read out of
the EEPROM is descrambled with the first scrambling pattern.
.Accordingly, data sucﬁ as a viewer's monthly ﬁiewing
records,_for example, can be recorded.

If the first sérambling pattern ieaks out to
a third party, and the EEPROM is illegally rewrittep_.
(assuming the case where tﬁe EEPROM is removed from the
board and illégal déta is written to'thé EEPROM by using.
a PROM.writer or the like), then the region is separated.

This causes the sdrambling pattern to be changed from

the first scrambling patfern to the second'scrambling
pattern. The.electronic_apparatus is fﬁnctionally the
éame‘as béfore the region was sepérated, and at the same
fime, secrecy aéainst a third party can be reSfored.

That is, data in the EEPROM can be altered as
'many times as desired. Data scrambled with the second
scrambling pattern-is writfen to the EEPROM, and data
read out of the EEPROM is descrambled Qith the sécond
: scramblin§ pattern. Accordingly, data such as a viewer's
monthly viewing records, fbr example, can be recorded.

Furthér, the third party‘do.es not know the second
écrambling pattern. o |

Accordingly, the present invenfion.offerﬁ'the

effect of achieving an electronic apparatus in which data
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stored in the EEPROM is difficult to alter.

The inventién described in claim 24.concerns
an electroni.cl'épparatus compriéing ‘a board having a .first
separable region and a second_separable region, the board
béing mounted with a central process;ng unit, an |
'electriéally alterable nonvolati;e storage device, a
sﬁrambiingdeviée,adefectiondévicefo:detéctingwhether
- the first region is separéted or not, and a detection
devicefordetectingwhethertheseéondrégionisseparated
-or not, wherein: when.néither the first region nor the
second fegion is separated yet, data read out qf the storage.
devicle can be desérambled with a first scrambling pattern
by the scrambling device and the descraﬁbled data cén'
be transferred to'the central processing unit, and by
connecting an extérnal apparatus fo the connector and
directly coﬁtfolling an internal logic circuit'of the
central processing unit, the central processing unit can
be caused to outpﬁt data to the scrambling device and
the scrambling device can scramble the outpuf data of
the central processing unit with the first.scrambling
pattern and write the scrambled data to the storage device;
when the first region is separated but thé second region
"is not separated jet, daté read out of the storage device
can bé descrambled with the first scrambling pattern by
the scrambling device and the descrambled data can be

transferred to the central processing unit, and by
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connectihg the external apparatus to the connector and
"directly cdntrolling the internal logic circuit of the
.central processing unit, the centfal processing unit can
_be'caused to-outpuf data fo the scrambling device and
the scrambling deviée can'sérémble the oufpuf data of
the central processing unit with a second 5crambling
pattern, a scrambling pattern different from the first
écrambling pattern, and write the scrambled data to the
storage device; and when the firéf region and the second
region afe both separatéd, data read out'of the storage
device can be descrambled with the second scrambling
pattérniby the scrambling device.and the descfambled data 
‘can be transferred to the centrél processing unif% but
data cannot be written to the storage de&ice via fhe
.scrambling device'by directly controlling the internal
logic circuit of fhe central processing unit thfoagh.the
external apparatus connected fo the connector.

The preseht inventioﬁ thus offers tﬁe effect
of achieving an electrdnic apparatus that can switch the
scrambling pattern and descrémbling pattern mode of the
scrambling device adcording to whether the first region
- and/or the second fegion have been separated from the
board? and.thﬁt.is capable of 1imiting the number'of times
that the EEPRCM_canfbe rewritten. |

Since the third party does not know the £irst

scrambling pattern, the third pariy cannot remove the
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EEPROM from the board and write data directly to the EEPROM
_using a PROM writer or thé like. |
Accordingiy, the present invention offers the
éffect of.achieving an electronic apparatus in which data
stored in the EEPROM is difficult td alter.
'Th'e electronic apparatus produced at the factory
by writing data efficj.ently td the EEPROM is shipped after

separating the first region. The data scrambled with 

" the first scrambling pattern.and stored in the EEPROM

is descrambled With the first scrambling'patterﬂ.'
Therefore, the elecfronic apparatus opérates'normally._
| If a thi;d.pérty conﬁects an external apparatus
to the product in the field and tries to write data ffom
the external apparatus into the storage device by diréctly
controlling fhe internal lbgic circuit of the central
processingunit,thescramblinédgvicescrambiésﬁhéoutput
data of the central processing'unit ﬁith the second
scramblinglpattern and writes the scrambled data to the
storage device. Since the sCraﬁbiing device reads data
from the storage device and descrambles the data with
_ fhe first scrambling pattern, the electronic apparafus_
dbes not.operate with the illegally altereﬂ data. |
Even if.the third.parfy knows that the above
region of the:bdérd has been separated, it is extremely
difficuit:to actuélly fix the board and make writing to

the EEPROM possible.
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WhenitbecomesﬁecessaryfoalterthédataStoréd
in the EEPROM, the.external apparatus is cOnnected_to
the connector and data is written to the EEPRCM by directly
" . controlling fhe internal logic circuit of the CPU. The

' ‘data is scrambled with the second 5cramblin§ pattern.
After that, the secondregién is separated from the board.
Since the data stored in the EEPROM is then descrambled
with the_second scraﬁbling pattern, the electfqnic'
apparatus operates normally.
| Here,'the fact that when the second region is
. separated, the.daté is descrambled with the second
‘'scrambling pattern is préferabiy kept secret.
| Thus, according to the electronic.appafatﬁs of
.'thé'present invention; data can be written to_thé EEPROM
twice by directly controlling"the internal logic circuit
of the CPU through fhe external apparatus.

The invention deséribed in claim 25 COncerns_
the electronic apparatus described in any one 6f_claims
20 to 24, wherein thé central processing unit is an IEEE
1149 standard compliant device. o

_Acdording to thé TIEEE 1149'standa;d compliant
device, the internal logic circuit of the CPU can be
controlled diréctiy.by conneéting the external apparatus
to the TAP. |

.fhelpresent invention thus offers the effect

.of achieving an electronic apparatus that can be produced
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efficiently by using circuitry compliant with the IEEE
1149 standard, while making provisions to greatlf reduce
the risk of the data stored in the EEPROM being altered’
in the field.

The novel features of the invention will be
hereinafter fully described.and.particularly'pointed out
' in the appendéd.claims, and the configuration and details
of the invention, together with other objects and features
thereof, will become bétter_understood and appreciated
by reference to the following detailed description when

considered in conjunction with the accompanying drawings.

BRIEF DESCRIPTiON OF DRAWINGS.
| Figure 1 is a diagr'am showinQ the configuration
. of an electronic apparatué, including a CPU and.other-.
'components, according toa first embodiment of the present
invention.

Figure 2'is a dié.gram showing the configuration
of an electronic.apﬁaratus,'includingla CPU and other
components,accordiﬁgtoaisecondembodimentofthepresent
invention. | |

Figure 3 is a diagram showing th;a configuration
of a detectioﬁ dévice for detéCting whether a'region ié
séparated‘or not in the second, thifd, and fourth
embodiments of the presént iﬁventidn.

Figure 4 is a diagram showing the configﬁratién
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of an electronic apparatus, including a CPU_and_other
‘components, according to the thifd embodiment of the
pfesént invention.

Figure 5 is a diégram showing the configuration
of an electrohic apparatus, including a CPU and other
comﬁonents, according to the fourth embodiment_of the
present.invention. |

| ..Figure 6 is a diagram showing the configuraltion
of an electronic apparatué, including a_CPU and othef
.components. aCCofding to_thé pridr.art.

Figure 7 is a block diagram showing -a CPU and
peripheral components in an electronic apparatus having
a JTAG standard compliant CPU. |

Figure 8 is a diagram showing the internal
configuration of the JTAG standard compliant element.

It will be appreciated that all or pait of fhe
drawingsarepurelydiagrammaticforiliustrativepurﬁoses
and do'not-necessarily present faithful depictions of
the actual relative sizes and positions of the illustrated

elements. .

BEST MODE FOR CARRYING OUT THE INVENTION
Embodiments illustrating the best mode for
carrying out the invention will be described below with

reference to the'accompanying drawings.
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<<Embodiment 1>>

A first embodiment of the present 1nvention will
be described below w1th reference to Figure 1.

Figure 1 shows a block including a J-CPU 1 and
an EEPROM in an electronic apparatus according to the
first embodiment.- The use, kind, etc. of the electronic
apparatusarenotspecificallylimited,buttheelectrOnic
apparatus of the first embodiment is applied toa sate_llite
broadcast'receiver. |

Thesubstantiallysamedevices;components,etc.
as those shown in the description of the prior art are
designated by the same reference numerals. |

In.FigureJ. reference numeral].des1gnates the
CPU (J- CPU) hav1ng the same JTAG compliant device
configuration as ‘described with reference to Figure 8
in the backgrdund art, 8 designates'the EEPROM} an
electrically alterable nonvolatile storage device for
storing a program, 9 designates a JTAG connector for
connecting a JTAG debngger (not shown), an external
apparatus used to directly control the internal logic
circuit of the J-CPU 1, 10 designates a multi-layer board
on which many electronic.components.including'the J-CPU
1 and EEPROM 8 are7mounted and wnich consistslof at least
four layers, and 13 designates a V-shaped cut provided
" so that the ooard 10 can be separated easily.

InFigure 1, the region to the left of the V-shaped



sl

cut,wheretheJTAGCOnnector59ismounted;ietheseparable
region. The J-CPU 1 has a plurality of terminals 3 and
is soidered to the board10. Of the plurality of terminals
3, reference numeral 7 designates terminals called the
Test Access-Port (TAP) specific to the JTAG standard
compiiant device, and.comprises fi&e-terminals, TDI, TDO,
TMs; TCK, and.TRST.

.Howevef,.the circuit configuration is not
.specificaily.limited to that shown in Figure 1, and the
terminals'7 may comprise four terminals, TDI, TDO, TMS,
and TCK, since TRST is.optional in the JTAG standard.

Referencelnumeral 11 designates five or four
connecting lines connecting between the JTAG connector
9:and'the TAf terminal 7.' The connecting lines.ll are
formed in'an inner lajet 14 of the board 10. Reference
numeral 12 designates an address bus and a date bus
connecting the J-CPU l‘to the EEPROM 8 ,‘ etc .' Other elements
(for,exampie, peripheral devices such as a serial port
LSI) are also_connected to the J-CPU 1 vie tne.address
bus and the'data_bus 12t |

Generally,.the JTAG connector 9 includes all
the connecting lines (four or five 1ines) to the TAP,
but in some cases, it may include a connecting line only
fora signal essential to the ooerat_ion of the JTAG circuit
{in particular, a signal essentiai for writing data to

the EEPROM), for example, a connecting line only to TDI



- 45 -
or TCK.

When mounted'(spldered) to the board 10, the
chip of the J-CPﬁ 1 is sealed in a ball grid array (BGA)
paékaéesothattheterminalscaﬂnotbetouchedfrombutside.
As shown in Figufe 1, the terminals of the BGA packaged
dévicé are all.lbcated.within the contact surface betweén
the BGA package and the board; as a result, when the device
is mounted fo the board (the device is in intimate contact
wifh the board, leaving little gap befween-the device
and -f.he board), the terminals are not visible from outside.
It is therefbre not pdssible, for example, to sdldér
wires to the términals of the J-CPU 1 in Figure 1 and
input signals to the J-CPU 1 via the wires.

The electronic apparatus is produced in the
following sequencé. |

(1) With {:he. separable region not sepéréted yet,

. the program is written to the EEPROM 8 mounted on the
board. waritetheprogram,tthTAGdebuggeriscqnnécted'
to the JTAG connector 9,'and the program and a control
_instruction for the J-CPU 1 are sent 'from the JTAG debugger
to the J-CPU‘l*vié_the connecting lines 11. ' In accordance.
with the'cont:ol instruction, fhe J-CPU 1 writes the sent
program to thé EEPROM 8 via the bus 12.

For example, by apply_ing data to_the TDI terminal.
and the clock signal to the TCK terminal, the data is

transferred into the cells 4 (sérial transfer through
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the shift register). Next, the data held in the cells
4 is 0utputted from the terminals 3 of the J-CPU 1 that
control the EEPROM 8 (for example, a.pluralitf of address.
terminals, a plurality of data terminals, a write strobé
_ terminal and an enable terminal (or a chip select terminal)
onfthe'ﬁEPROM_B). The output data is inputted int§ the
EEPROM 8. By repeating this operation, the data.can be
written to the EEPROM 8.

This series of write operations can be;achieved
because the internal logic circuit of the J-CPU 1 can
be directly controlled using the JTAG debugger;

(2) After writing the program, the separable
region is cut.off from the board 10 along the V-shaped
cut 13. After separating the separable regiop, the
completed electronic.apparatus=is shiﬁped to the market;

| After the sepérable region is separatéd, since
the JTAG connector 9 connecting to the TAP 7 of the J-CPU
1 no longer exists, ‘the JTAG debugger cannot b-e.connected.
This seives to prévént thé pfogram stored in thé EEPROM
from.being illegally.altered by a third party, because
it is no longer possible to.write a program to the EEPROM
8 by directly cont;olling tﬁe interhal logic ci:éuit 6f
the J-CPU 1 through the JTAG debugger.

If the connécting lines 11 (for carrying JTAG.
signals) are formed in a surface layer of the board 16;

the connecting lines 11 can be exposed by scraping off
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the.protective layer covering the connecting iineé 11,
Then,bysolderingwiresdirectlytotheexposedconnecting
lineslll and connecting the.bther ends of the wires td
the JTAG'debugger, the prégram-can be altered by directly
contrblling the ihternal logic cifduit of the J-CPU 1
through the JTAG debugger.

However, in the case of the electronic apparatus
. of the first embodiment, since the connecting.lines_ll
are formed in an inner layer of the board -10, the JTAG
debugger cannot bg connected directly to the connecting .-
lines 11. As a reéult, once the region is éeparated,
the_prograﬁ cannot be altered.

| All the five or four connecting lines.ll-may
be formed in an inner layer of the bbard 10, or only the
TDIcoﬁnectinglineortheTCKconnectingline,forexample,
~may be formed in an inner layer of the boéfd lb.

If the chip of the J-CPU 1 is sealéd, f@r example,
in a package such'as the Quad Flat Package (QFP) which,
" when mounted.to the board 10, allows the terminals 3 to
be touched from outéide , the JTAG debugger can be connected
diiectly to the terminalé 3; in this case, the program
can be altergd.by“direétly'controlling the internai logic
circuit of the J-CPU 1 through'the_JTAG debugger. |

In the first embodiment, since the chip of the
J-CPU 1 is séaled in é BGA package,lthe progfam cannot

be altered by connecting the JTAG debugger directly to
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the TAP 7.
| In a modification of the first embodiment, the
chip of the J-CPU 1 is sealed_in a package (for example,
aQFP)fhatallowstouchingfromoutside,butaftermounting
the d-CPU 1, af.least.the TAP 7 is séaled in a resin (for
example, a resin difficult to remove is applied over the
terminals 6f the TAP 7 and is cured). -When thé J-CPU
1l is mounted-to-the'board, its terminals are sealed so
thattheycaﬂnotbetouchedfromoutside. ﬁiththismethod
also, a similar effect to thaf described above can be
obtdihed.

| Inthisspecifidationandintheappendedclaims,
the phrase "the terminals, when mounted to thé board;
are sealed in such a manner that they canﬁot be touched
- from outside" refers not only t§ the case in which the
chié of the semiconductof device is. sealed in a BGA.or
like package, but also to the case in which after mounting
the semiconductor device to the.board, its terminals are

sealed, for example, by covering them with a resin..

'<<Embodiment-2>$
A second_embodiment of the present invéntion
wiil be described below with referehqe to Figﬁres 2 and
3.
_Figure 2 shows a block ihcluding“the'J-CPU-l

and EEPROM 8 in the electronic apparétus of the second:
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embddiment. The .use, kind, etc. of the electronic
apparatus are not specific'ally limited, but the electronic:
appa;atus of th'e second embodiment is applied toa portable
information terminal.’

Thesubstantial;fsémedevices,components,etc.
as those showg in the description of the prior art or
the first embodiment are designafed by the~same réferenée
numerals, and specific descriptions of sﬁchldeﬁices.or
comﬁonents will not.ﬁe given here.

o In-Figﬁre 2, reference numeral 15 designates
a firs£ relaying device which relays signals between the
JTAG connector 9 and_the'J-CPU 1, and refe:énce numeral
16 designatés a se_paration monitoring lline‘ which is brought
out tp'the separable fegion'to detect whether or not the
separable region is sepérafed from the board 10. A
detection device for detecting whether the region is
.separated or not includes the separation monitoring line
l16. The separation monitoring line 16 is fotmed in an
inner layer of the'béard 10.

Reférfing to Figure 3, a description will be
givén of how the detection device including the separation
monitoring line 16 detects whether or not the separable
region is separated from the board 10. ﬁ One end of
the-separation monitdring line 16 is connected to ground-
in the separable-regibn of the board 10, and the other

end is connected to the relaying device 15 and, inside
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.the-rellayirig defrice 15,,' is connected to a voltage detéctor,
and a power-suppiy via.a'resistor. The detection device
.inélﬁdes the separation mbnitoring line, the reSistor,
~ the voltage detéctor, etc.

| When the separéble region is not sepaiated'yet,
the voltage on the separation;mopitoring line 16 is equal
fd ground (0 V), and aftér the.region is Sepérated, the
voltage is equal to the supply voltage (for example, +5
V). The v‘oitage detecfor.in the relaying device 15 detects
" this voltage on the separation monitoring line 16;

| When the voltage,detectbr detects that the

volﬁage_on the separation monitofing line 16 is 0 V, the
~relaying device 15 cohnects the cbnnecting lines 11 (the
connecting ;ines-connecting between the JTAG-cdnneqtor_
9 and the TAP 7 of the J-CPU-i and carrying JTAG signals
therethrough). The_externai appératus (JTAG débugger)
isconhecfed to the JTAG 'c'onnec'tor 9; _th_é external apparatus
can send JTAG signals to the J-CPU 1 and write dai:a (program)
to the EEPR’bM' 8 by 'directly controliing the internal logic
cirguit of the J-CPU 1.

_When the vdltage on the_separafion monitoring
line 16 is 5 V, the relaying device 15 disconﬁects the
conﬁecting'lines 11. The exterhal apparatus cannot sénd
JTAG signals to the J-CPU 1. As a result, the data stored
in the EEPROM cannot be altered.

Thelrelaying device 15 may be configured.to
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~disconnect all the (four or five) connecting lines'll
or disconnect only the TDI line or the TCK line.

The electronié apparatus is produced in the
following sequence. .

| (1) With th_e separable region not separafed yet,
the_proéram is written to the EEPROM 8 mounted on the
boafd. Towritetheprogfam,theJTAGdebuggerisconnected
tb the JTAG connectdr 9, and the program and .a control
instructidn for the JfCPU 1 are sent from the JTAG debugger
‘to the J-CPU 1 via the connecting lines 11 and relaying
device 15. 1In accordance with the control instruction;
the 3-CPU.1 writes.the'pngram to the EEPROM 8 via'the
bus 12. This series of write operations can be achieved
becauée the internal 1ogic'circui£'of the J-CPU 1 can
be directly controlled using the JTAG debugger. -

(2) After writing the program,_the séparable
region is cut off from fhe board 10 along fhe V-shaped_l
cut 13. After separating the separéble region, the
completed electrohic apparatus is éhipped to the market.

When the separable regién is séparated, the
relajing de#iée.ls disconnects the~donnec£ing lines 11,
so that:programs cannot be written to the EEPROM é by
directly controlling the internal logic circuit of the
J-CPU 1 through the JTAG de_bugger. This serveé_to prevent
the program storediin the EEPROM from being illégally

altered by a third party.
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If the separation monitoring line 16 is formed
'in a lsurface layer of the board 10, then _af{:er the séparable
region is separated from the board 10, the separation
monitoring line 16 can be exposed by scraping off the
protective layer covering the separation monitoring line
16. In this condition, if an illegal modification is
made by soldering a wire directly to the exposed separation
monitoring line 16'and conne§ting the.other end of thé.
wire to ground, the relaying device 15 connects the
connecting lines 11. The.program can then be altered
by directly controllihg the internal logic circuit 2 of.
the J-CPU 1 through the JTAG debugger.'

However, in the case of the electronic apparatus

of the first embodiment, since the separation monitoring -

line 16 is formed in an inner layer of the board 10, illeéal
modifications_éuch as described above cannot bé'made.'
As a result, oﬁce the region is separated, the program
cannot be altered. |

Likewise, the connecting lines 11.bétween the
relaying device 15 and the J-CPU 1 are also formed in
-the‘inner layers 14 of the board 10; as a resﬁlt, the
JTAG debugger cannot be connected directly to the.
connecting lines 11 connecting between the relaying device

15 and. the J-CPU 1. This prevents the program from'being

- altered.

Furthermore, since the J-CPU 1 and the.relaying '
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.device 15 are eaéh sealed as a chip in a BGA package,
ondethesede#icesaremountedtétheboard,theiftermihals
- 3 cannot be touéhed from outside; As a result; the program
_ cannot be altered by connec'ting the JTAG debugger directly
.to the JTAG signal tenﬁinals on the J-CPU 1 or the relaying
device 15.

In another example of the ehbodiment, the J-CPU
1 and the relayiﬁg device 15 are each sealed as a chip
'in a packége (for example, a QFP) that allows touching
fromoutéide,butaftermountingtheJ-CPUlandthefelaying
- device 15, at least fhe JTAG signal termina;s are sealed
in a resin (for example, a reﬁin difficult tb remove is
applied over the términals of the TAP 7 and is cured).
Whén the J-CPU 1 and fhe relaying deviée 15 are-mounted.
to the board, their terminals are sealed so that they
cahnot be touched from outside. With this method also,

a similar effect to that described above can be obtained.

<{<{Embodiment 3>>
A third embodiment of the present invention will
be described beldw with reference to Figure 4.
Figure 4 shpws a block including the J-CPU 1
and EEPROM in the electronic apparatus of the third
. embodiment. The use, kind, etcl of the electronic
apparatusarenotépecificéllylimited,butfheelectronic

apparatus of the fhird embodiment is applied to a copying
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machine. |
Thésubstantiallysémedevices,componenfs,etc.
.as thbse‘shown in'the'description of the érior art or .
.the first or second embodiment‘afe~designated_by the same
reférence_humerals, and Specific desériptions of such
'devices or ¢omponents will be not be given here.

. | In Figure 4, reference numéréls 19 designates
a second relaying device having a detection'device and
a relaying device. The detection device detects whether
or not the sepa:able region is séparated-from the bﬁard
10, and supplies the result of the detectioh to a_scr.ambling
de&iée_l? as well as to the relaying device contained
'in the second relajing device 19. Based on the result
of the detection from the detection device, the relaying
device contain‘ed in the second relaying devi’ce.l9' connects
or disconnects the connecting lines 11 betwgeﬁ'the JTAG
connector 9 and the J-CPU 1 (the connecting 1ines connecting
between the JTAG conﬁector 9 and thelTAP of the J-CPU
l.and carrying JTAG signals therethroﬁgh);

| Reference numefals 17 designates the firét
scrambling device which scrambles data being tranéferréﬁ
£rom the J-CPU 1 to the EEPROM 8 and descrambles data
‘being transferred from thé EEPROM 8 to the J-CRU 1.
Reference hum'eral 12a désignates adatabus, 125 designates
an addréss bus, and 1l2c designétes'a scrambled data bus,

whilereference numeral 18 designatesafirst semiconductor
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devidnghich iﬁclﬁdes at 1eést thé_éecond.relaying device
19 and the sérambling.deviCe 17. |

The second.relayihg'deﬁicé 19 is functionally
the same as the relaying device 15 of the second embodiment .
except that the result of the detection is supplied to.
the scrambling device 17. |

The detection device is the same as:that_éf.the
second embodimént Showﬁ in Figure 3. Therefore, when
the separable region is not separated.yet,_the separation
monitoring line 16 is.cohnected to ground, solfhat the
separatioh monitoring line 16 is heid at 0 V. When the
separable-région is séparated, the voltagé oh the
lseparation mOnitorihg line 16 is the same as the supply_
voltage (for example, +5 V). |

_ When the separable region is not yet separated

from the board 10, the detection device detects.from the
separation_monitoring line 16 that the éeparable region
is not sepérated from the board 10, and sends a defedtion
signal indicafing that the region is not Sepaiated
(hereinafter referred to.as the first detection signal)
tb the scrambling device 17 as weil as to the'relaying
device contained in.the second rélaying_device 19. The
relaying device contained in'the second relaying device
19 connects the connecting lines 11 between thé JTAG'
connecth 9 and the J-CPU 1. |

When the scrambling device receives the f£irst
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detection signal at its input, the sgfambiing device 17
inputs the data outpﬁtted from the J-CPU 1, scrambles
theinputdaﬁawithasééretscramblingpattern,andoutputs
the scrambled data. The scrambled data is written -to
the EEPROM. Further, regardless of whether the detection
device is oﬁtputting the first detection signal or a
detection signal,indicating thét the fegion is-séparated
(hereiﬁaftei‘ referred to as the s'eéond detection signal) .
the.scrambling déviée 17 inputs the data read out of the
EEPROM 8, desdrambléé the input data with the secret |
- scrambling patterﬁ; and tranSfers'theldescrambled data
fo the J-CPU 1.

When the separable region is separated from the
board 10,.the detection device sends the second detection
signal to the scrambling device 17.

Whenthescramblingdevicel7receivesthesecdnd_
detection signal at its input, the scrambling device 17 
does ﬁot.perform data wIiting to the EEPROM 8. More
specifically, a data write to the EEPROM 8 is inhibited,
for example, by the scfambling'ﬁevice 17 discbnnecting
all th_e coﬁnecting lines between the J-CPU 1 and the EEPR‘.OM.
8, or by disconnecting the write strobe éign'al transférréd
from the J-CPU 1_to the EEPROM.S or disabling the enable
terminal (or the'chip'selebt terﬁinal) on the EEPROM'8.

" The eleét:bnic apparatus is'prodﬁced in the

following sequence.
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(1) With the separable region not sepérated yvet,
the.program is.&ritten to the EEPROM 8 mounted on the'
board. Towrite the program, the JTAG debugger is connected
to the'JTAG connector 9, and the program and a control
instruction for the J-CPU 1 aré sent from the JTAG debugger
to the J-CPU 1 via the connecting lines 11 and second
relaying deviCe:19. In accordance with the control
instruétion, the J-CPU 1 trénsfers the'seﬁt prbgram to
the scrambling device 17 via the buses 12a and 12b. The
scrambling dev:_i.ce 17 scrambles the progrém. The scrambi_ed )
program-is.wfitten to the EEPROM-B. Thié series of write .
operationé caﬁ be achieved because the internal logic
bircuit of the J-CPU 1 can be directly'controlled using .
the JTAG debugger. |

(2) After writing the program,'the separable
regioﬁ is cut off from the board along the V-shéped cut;

After separafing the separabLe region, the completed
electronic apparatus is shipﬁed_to the market.

When the separab;e region'is.Separated, the
relaying device 19 disconnects the connecfing lines 11
and also, the scfambling device 17 does.not write data
to the EEPROM 8: aé a result, programs cannot be w;itten
to the EEPROM 8 by directly controlling the internal logic
lcircuit of the J-CPU 1 throughpthe JTAG debugger (in this
~ case, only the connectipg lines 11 may.be disconnected

or the writing to the EEPROM 8 may be inhibited). This
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 éerve§ to preﬁent thé program stored in the EEPROM from
being illegally altered by a third party;'

In the third embodiment,'the relaying device
19 and thé scrambling devide_l? are infegrated.into the
semiconductof dévice 18 tdgethér with other circuits
-essential to the operation of the electronié appératus.-
'If the semiconductor device 18 is removed from the board
10,andiftheterminalsoftheJTAGconnector9arecdnnected:
directly-to:the TAP of the JP-CPU 1 by wires and also .
the data bus 12a between the J-CPU 1 and the EEPROM 8
are connected directly by wires while bypassing the
relaying device 19 and the écrambling device 17, it may -
be possible to altér the prégram in the EEPROM by using 
.'the JTAG debugger, but in that case,_thé electronic
apparatus will ndt oberate because it lacké with othér
_circuité essential fo the operétion of the electronic
- apparatus by removing the semiconductof device 18..

Those othe;'circuits essential to the'operafion
aréjnot specifically limited, and whethér they are
essentiallor'nqt are.détermined depending on the internal
configuration of the actual apparatus; examples are a
" RAM, an éxpansibn input/output tefminal, a serial
iﬁpﬁt/output devicé, etc.

There is also the possibiliiy.that an i;legai
modification may be made by.femoviné the EEPROMIB from

the board, altering the program in the EEPROM 8 by using
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a PROM writer or the likg,.and remounting the EEPROM 8
"with'altered program to_the boarad. However, since the
third party does not know the scrambling pattern of thg
scrambling device 17, the third party cannot write the
program scrambled with the sec;ét scrambling pattern to
the EEPROM 8. As a resuli,_if aﬁ illegal modification
is made by writing non-scrambled data, etc. to the EEPROM,
the electronic apparatﬁé will not oberate. |
' Furthermore, since the J-CPU 1 and the
semiconductor device 18 are each sealed as a chip in a
BGA.package,'once these devices'are mounted to the board,
.their terminals cannot be fouched_from'outsidé. Aé a
result, the program cannot be altered by connecting-the'
JTAG debugger directly to the JTAG signal'terminalﬁ on
~ the J-CPU 1 or the semiconductdr device 18i
In another exaﬁple of the embodiment, fhe J-CPU
1'and the semiconductor devicé 18 are each sealed és a
chip in a package (for example, a QFP) that allows touching
' from outside. but after mounting the J-CPU 1 and the
' semiconductor device.la, at least the terminals for fhe
JTAG signals and the terminal for the write strobe signal
transferred from the J-CPU 1 to the EEPROM 8 are sealed
in a-resin_(for example, a resin difficult to femdve is
applied over the terminals and is cured). .When the J-CPU
1 and the semiconductor dev_ice 18 are mounted to the boa?d, |

_their terminals are sealed so that they cannot be touched
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from outside. With this method also; a similar effect
'to that described above can be obtained.

If the separation monitoring line 16.is formed
in a surface layer of the board 10_,. then after the separable
region is.separated from the'boérd 10, the sepa:ation
monitoring line 16 can'be-exposed.by'scraping off the
protective layer covering the separation monitoring line
16. In this condition, if an iiiegal modification is
made bir solderinlg a wire directly to the exposed separation
monitoring line 16 and:connecting the other eﬁd of the
wire to ground, the detection device in the second relaying
device 19 outputs the first detecfibn signal. .Theﬁ, the
programcanbealferedbydirectlycontrollingtheinternal
logic circuit 2 of the J-CPU 1 through the JTAG debugger.

However, in the case of the electronic apparatus
6f the thi;d embodimenf, since the separation ménitoriﬂg
'line 16 is forme_d in an innér layer of the board 10, illegal
mddificatidns such as described ébove cannot be made.
.As a result, once the region is separated, the program
cannot.Be altered. |

Likewise,_fhe connecting lines 11 between the
second relaying device 19-and the J-CPU 1 are also formed
in the inner layers-14 of the board 10; as a result, the
'JTAG debugger cénnot_bé connecfed directly to the
connecﬁting lines 11 connecting between the second relaying

device 19 and the J-CPU 1.
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This prevents the program from being altered.

<<Embodiment 4>>

A fourth embodiment of the present inventian
will be.described below with reference to-Figﬁre 5.

Figure S_Shows a block including the J-CPU 1
and'EEPROﬁ in thé electronic apparatus of the féurth
embodiment . The use, kind, etc. of the electronic
apparatusarenotspecificallylimited,buttheelectronic
apparatus of_thé fourth embodiment is applied to a set
top box.

Thesubstantiallysamedevices,compohents,etc.
as thase shown in the desaription of the prior art or
the first, secphd, or third embodiment are designated
_by'tﬂe_same_reference-numerals, and specific descriptions
of such devicea or componeats will be not be gi&en here.

In_?igure 5,:the board 10 has a £first separable
reéion and a second sep‘arable region. Reference nu_mea:als
l6a and iSb designate monitoring lines ased to deteat
whether or not the first.separable region and the second
separable regioni respectively, are sebarated from the
board 10. Like the monitoring line in Figure 3 (the second
embo_diment) , themonitoring line '16a is connected to grOund
in the first separable region of the boa:d 10, while‘the
monitoriag line 16b is connected to ground in fhe-second

separable région of the board 10.
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Referencenumeralzzdesignatesafirstdetection
device for detecting from the separation monitoring'line
l6a whether or not the £first separable .region is separated
from the board 10, and reference numeral 23 designates
-aseconddetectibndevicefordetectingfromtheseparation
monitoring'line 16b whether-or_hot thé secﬁnd separable
~regionis se_pafated from the board 10. The first detection .-
device and the second detection device are similar in
configuration tb'fhat shown in.Figure 3 (the second
embodiment), each including a resistor connected between
.the first or second mdnito:ing line and the power supply .
(+5 V) and a voltage detector;
| : Referenée numeral 20 designates a second
scrambling deviqe.having tw6 scrémbling patterns and two
descrambling patterns. Reference ﬁuméral.21 designates
a second semiconductor device which includes af_least
the first detection de'vice 22, the second detection device
23, and the second scrambling device 20.

A description will be given of the case whére
thefirstandthesecondseparablerégionsarenotsebérated‘
yet.

The first detection device 22 and.the second
detection.device 23 detect that the respective separation
monitoring lines 16a and 16b are connected to grbund,'_
and send the respective detection results to the second

scrambling device 20. The second scrambling device 20
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setsthescramblingpatterntothefirstscramblingpattern
and the descrambling pattern to the first descrambling
pattérn;

When writing a prograﬁ to the EEPROM 8 by
connecting the external apparatus (for éxample, JTAG
debugger) to the JTAG c§nnector‘9 and by directlf driving |
fhe internal logic circuit of'the J~-CPU 1 through the
extérnél apbératus,'the.scrambling device 20 inputs the
data outputted from the J-CPU_l, scrambles the ihput data
withthefirstscramblingpatte:ﬁ;andwritesthescrambled
data to the EEPROM 8.

The scrambling device 20 inputs the data read
out of thé EEPROM 8, descrambies:the inpuf data with the
'first scrambling pattern, and transfers the descrambled:
~data to the J-cPU 1. |

Next, a descriptibﬁ will be given of the cése
where the first separablé region is separéted but the
second separable region is not séparated.yet. |

" The first detection device 22 detects that the
yoltagé on the separation monitoring line 1l6a is +5 V
(indicating that the first region is separated), while
the second detection device 23 detects that the voltage
on.the separation\monitoring-line'16b is 0 V (indicating
thatthesecondregioﬁisnotSeparated),andtheresﬁective
detection results are sent to the secon_d scrambling device

20. The second scrambling device 20 sets the scrambling
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pattern to the,secdnd scrambling pattern and the
~descrambling pattern to the first\descrambling.pattern.

When writing a program-té'the_EEPROM 8 by
_donnecting the'external apparatus-(for example, JTAG.
debugger) to the JTAG connector 9 and by directly driving
the internal logic circuitlof the J-CPU 1 fhrough the
external apparatus, thé scrambliﬁg device 20 inputs fhe
~data outputted from the J—CPU 1; scrambles the input data
with the éeébnd scrambling pattern, and writes the
scrambled data to the EEPROM 8.

The scrambling device 20 iﬁpﬁts the data read
_.out-of the EEPROM 8, descrambles the input data with the
first scrambling pattérn, and transfers the descrambled
data to the J-CPU 1.

Next, a déscription will.be given of the case
where the first.and second separable regidns'afe both
”Separated.

The first detection device 22 and the second
detection-deﬁice 23'd¢tect that the voltages on thé
respective éepération mdnitbring lines 16a and 16b are
both +5 V (indicating thaf both regions are separafed).

The respective detection résults-are sent to the second
:scrambling deﬁice 20. Thé second scrambling device 20
disconnects.tﬁe_path through which the write data and
the write stfobé signal are sent to the EEPROM é; and

sets the descrambling pattern fo the second descrambling
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pattern.

Accordingly, even. if the exterlial apparatus (for
example, JTAG debugger) is co.nnected'to the JTAG connec;cor
9. and the internal logic circuit of the J-CPU 1 is directly
'd'r_iven from the externai apparatus, data cannot be written
to the EEPROM 8. |

. The scrémbling device 20 inputs tﬂe_dafa.read
out:of the EEPROM 8, descrambles thé input data With the
second scrambling pattern, and transfers the'descrambled
-data tp the J-CPU 1. | |

- More specifically, when the first and second
separable regions are not separated yet, the program to -

be wfitten_to the EEPROM 8, which has been transferred

- to the J-CPU 1 via the connecting lines 11 from the JTAG

' debuQ&er connected to the JTAG connector 9, is transféri‘ed
viathedﬁtabus12aandinpuftedintotheéecondsérambling,
device 20 where the program is scrambled with the first
scrambling pattérn, and_the'scrémbledlprogrém is written
-fo the EEPROM 8 via the data bus 12c. The data read_out
- of fhe EEPROM 8 is transferred via the data bus 12c and
inputted into the second scrambling device 20 where tﬁe
data is descrambled in accordance with the first

descrambling pattérn; and the descrambled data is

transferred tb fhe J-CPU 1 via the.data busl12a.f In this
case, therefore, the program can be altered an unlimited

number of times.
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With.only'the'first separable region separafed,'
if a program'rewrite is executed, data scrambled in
accordance with the second scrambling pattern is written
to the EEPROM 8; in this case, the data read out of the
EEPROM 8 needs to be descrambled by the sérambling -dévice_
20 in accordance with the second'descrambling pattern,
and to adhiéve this, the second éeparable region must
'5e separated. When the second separable regibn is
separated, the second 5crambling device 20 prohibits.a

ﬁrite‘tO'the EEPROM 8, so thét thereafter the data in
the EEPROM 8 cannot be altered.

| _Theelectronicappafatusofthefourthembodiment
can achievé three states: the state in which the program
can be altered an unlimited number'of times, the state
in which the_program can be altéred only once, and the
state in which alteration of the program is prdhibited.
"This prevents illegal alterations of the program, while
allowing the datain the EEPROM 8 in the eleétronic apparatus
tb be altered wheh necessary. |

The electronic_apparatus is produced in tﬁe
following sequencé.

(1) With tﬁe éeparable regions not separated
yet,.fhe program is writteh to the EEPROM 8 mounted on
the board. To write the program, the JTAG debugger is
conneétéd to the JTAG cénnector 9, and the brogram and

a control instruction for the J-CPU 1 are sent from the
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JTAG debugger to the J-CPU 1 via the cohhécting_lines
'11. In accordance with the control instruction, the J-CPU
”1 transfefs the sent program to the scrambliné device
20 via the bus 12a." The écrambling device 26 scrambles
the traﬁsferred program with.the first sci‘ambliﬁg pattern.
. The scrambled pfogfam is written to the EEPROM 8 via ;
thebus 12c. Thissériesofwriteoperafionscanbeachieved'
' because the internal logié_cirduit of the J-CPU 1 can
be di;ectly controlled using the JTAG debugger.
| (2) After writing the prog;am,_the first

separable region is separated.. After separating the
separable region, the compieted electronic apparétus-ié
.shipped to the mérket. |

| (3) If it becomes necessary to alter the pfogram
after the.product is shipped to the market, data is written
to the EEPROM at t_he service_ station in the same ;S-rocedure :
as in (1), after which the second separéble region is
separated. After that, the eiectronic apparatus is sent
back to the market.

Here, there is. the possibility that a third party
may conhect a JTAG debugger to the JTAG connectof 9 and
write data from the JTAG debugéer to the EEPROM 8 by directly
cbntrolling the internal logié cifcuit of the J-CPU 1
through the JTAG desugger. In this case, however, the
scrambling device 20 Scrambles the'input data with the

second scrambling pattern,_and.writes the scrambled data
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to the EEPROM 8. On the other hahd; the data read out
of the EEPROM 8 is descrambledhby the.scra@bling device
20 with the first scrambling patterh.. Aé a result, the
electronic apparatus does not operate..

When the second fegion is separated; the
' scrambling.deVice 20 descrambleé data with the second
scrambling pattern, but this fact should preferably be.
kept secret. | | | |

If,byénychancé,athirdpartyknoWsthissecret,
the.data in the EEPROM canhbe alteréd only once. If the
third party creates a moqified_program based on
insufficient informatiqn, generally it is extremely
. diffidult to create a program that can properly operate
the electronic apparatus on the first try. |

1f, for some reason, it becomes necessary to
alter the”program stored in the EEPROM after the product
is shipﬁed to the market, data scrambled with the second
scré.mblin'g pattern can bé written to the EEPROM 8 by directly
controlling'the internal iogic circuit of the J-CPU 1
through the JTAG debugger. Bysepératingthesecondregion
-after the write is done, the electronic apparatus operates
- properly.

Once the sedohd separatle region is separated,
since the scrambling device 20 cuts off the connection
between the databuses 12aand 12c, it isextremely difficult

for a third party to illegallylalter the program stored
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in the EEPRQM%

In thé fourtﬂ embodiment, the second
semiconductordeviceZlincludesthefirstdefectiondevice
22,‘second detection device 23, second scrambling devicé
20, and.ofher circuits essential to the opération of the
electronic apparafus. If the semiconductor device 21'
is removed from the board 10, and if the data buses 12a
and 12c between the J-CPU 1 and the EEPROM 8 are directly
conﬁedted by wires while'bypassing the scrambling device
2d, then it may be possible to alter thé program in the-
EEPROM by'using the JTAG debugger, but in that case, the
eiectronic apparatus will not operate because it lacks

with other circuits essehtial to the operation of the
electronic apparatus by removing' the semiconductor device
21. |

?here is also the posSibility'that aﬁ illegal
modification may be made by removing the EEPROM 8 from
the board, altering the prégram in the EEPROM 8 by'using
a PROM writer or the like, and remounting the EEPROM 8
with altered prbgram:to the board. However, since_the
third paity does not know the.fi:st scrambling pattern'
of the scrambliné'device 20, the fhird_party cannot write
the program scrambled with the first scrambling pattern
to'thg EEPROM 8. As a résult, if an illegal modification
such as described above is made, the electronié aﬁparatus 

will not operate.
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If the separation monitoring line 16a or 16b
is formed in a'surface layer of the board 10, then after
the separabie fegion is separated from the board 10) the
'separation monitoring liﬁe l6a or 16b can be exfosed by
scrapin.g off the protect;ive 1aYer.cove£ing t'he separation
mbniforing line 16a or 16b. If aﬂ illegal'modification
. is made by soldering a wire directly to the exposed
separation monitoriné line 1l6a or 16b and connecting the
other end of the wire to ground, the first detection devicg
22 or the'Seqond deteétion.device 23 outputs a detection
signal indicating'that the first region or the second
région is not separated. Then, the program stored in
fhe EEPROM 8.can'be altered by directly controlling the_'
intérnal logic circuit 2 of the J-CPU 1 through the JTAG
debuggér.

_Ho_wever, in the case of the electronic épparatus’
of the fourth embodiment, since the separation mbnitoring
lines 16a and 16b are formed in an ihner layer of the
boaid 16, illegal modificafions sﬁch as descriﬁed éboﬁe
cannot be made. As a result, after the first region is
separated, it is difficult to altér trlle.p_rogram, and affer
the first and second regions are both separated, the program
cannot be altered.

| This prevents the p:ogram ffom.being altered.
Another embodimeﬁt'héving the configuration of

Figure 5 will be described.



- 71 -

When the first and second regions are not
separated yet, the scrambling_device 20 sérambles the
oufputdataofthéJ-CPUlwiththefirstscfamblingpattérn,
and tfansferé the scramﬁled data to the EEPROM 8. The
scrambling device 20 descrambles the data read out of
the EEPROM 8 with the first scrambling pattern, and
transfers the.descrambled data to the J-CPU 1.

When the first region is sepafated but the sec_ond_-l
region_is noﬁ éeparated yvet, fhe sprambling device_ZO
SCramb;es the output data of the J-CfU 1 with the sécond
scrambling pattern, and traﬂsfers the scrambled data to
the EEPROM 8. The scrambling device 20 descrambles the
data'read out of the EEPROM 8 with the second scrambling
pattern, and transfers the descrambled data to the J-CPU

1.
| When the first and second regions aré both
separated, fhe-scrémbling device Zoldisconnects'the path
'through which the write strobe signal from thé J-CPU 1
is transferred. 1The scrambling device 20 descrambles
the data read out .o'f the EEPROM 8 with the second scrambling
pattern, and transfers the descrambled data to the J-CPU
1. _ ;

| According to the éresent invention, when
producing~the elect:dnic apparatus at the factory; data
'_(including program, etc.) can be written to the EEPROM

efficiently and detection of a faﬁlty part, etc. can also
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be carried.out quickly and accurateiy by ﬁifectly
controlling the internal cipcuit of the CPU (for example,
J-CPU) through the external apparatus such as a JTAG
debugger. After complefing the data write to the EEPROM,
.the region is separafed S0 that a third party cannot
illegally alter the data. of the internal EEPROM in the
field by connecting an external apparatus éuch as a JTAG
'debugger to the electronic apparatus. |

According to the present invention; there is
offered the adVantag‘e_ous effect of achievi'ng a production.
méthodthatcanproduceaﬁelectronicapparatusefficiently,
while making provisioﬁs to gfeatly reduce the risk of
the data stored in the EEPROM in the completéd electronic
apparatus being'altered in the field.. |

In the present invention, provisioﬁs are made
so that é third p;rty cannot illegally altgr the dafa
of the internal EEPROM in the field by such methods as
soldering wires directly to the terminals of the CPU,
etc. or'to the connecting lines, -etc. on the board and
connecting the other eﬂds of the wires to the terminals
. 0of the extefnal apparatus such as a JTAG debugger.

According to the present inVention, there is
offered the 'advantageous effect of achieving a prodﬁction
method for an electronic’appafatus whefein the risk of
fhe data stored inlthe EEPROM in the completed elecfronic

appaiatus being altered in the field is further reduced.
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Further,:ultheéledtronicapparatusproduction

method of the p;eéent_invention, scrambled data is written
£o the EEPROM, and the_scrambling pattern used is not
knbwn to a third party: as a result, the third party cannot
rémo§e the.EEEROM and rewrite the stored data using a
'PROM writer or the like.

| According to.the,bresent.invention,'there is
offered the afdvanta.ge.ous'effect of achielv'ing a production
methodthafcanproduceanelectronicapparatusefficiently,
while making provisions to greatly_reduce the risk of
. the data stored in the EEPROM in.the cdmpleted electronic
| apparatus being altered in the field. | '
| According to the present invention, there is
also offered the advantageous effect of being able to
aqhieve an eleqtronic"apparatus whérein the'scrambling
pattern for the data to be written to the_EEPRbM can be
éhanged bj removing a specific region_ffbm the board.
Once fhe :egioh is separated, since the scrambling pattern
that the scrambling device uses to descramble data is
-.different from the scrambling pattern it uses to scramblé
the data, it is extremely difficult for a third party
to illegally write data. Here, 5y separating a secret
second région, it be'come_s possible td alter the data stored
~in the EEPROM. |
| Accofding to the present ipvention; there is

offered the advantageous effect of achieving a producfion
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‘method that canproduce anelectronicapparatusefficiently,
wherein provisions are made to greatly réduce the risk
of the data stored in the EEPROM in the completed electronic
apparatus being altered in thé fiéld, and wherein the
data stored in the EEPROM in the completed electronic
apparatus can be altered at a 1ater.time.

: According'to the present in#entipn, there is
offer_‘ed .the advantageous _effect of achieving an efficient
production method for an electronic apparatus by using
'circuitry_comﬁliant with the IEEE 1149 standard, while_
making provisibns to Qreatly reduce thé risk of'fhe data
sfoﬁ:ed in the EEPROM in the completed eléctronic apparatus
being altered in the field.

| Aécording to thé electronic abparatus of the
present invention: data (including program, etc.) caﬁ
be written to the EEPROM efficiently by directly
_ controlling the internal logic circuit of.the CPU through
the external apparatus (for exémple, JTAG debugger) and,
by thereafter separating the region mounted, the data
stored in the EEPROM_caﬁ be prevented from being altered.

chording to the present invention, when

produciﬁg the eiéctronic appa;étﬁs at thé factqry. data
.(inclﬁding program, etc.) can be written-to the EEPROM
efficiently and detecfion of a faulty part, etc. can also
be carried out quickly_and accﬁrately by directly

controiling the internal circuit of the CPU (for example,
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J-CPU) through the external apparatus such as a JTAG
debugger. After aompleting the dafa'write_to the EEPROM,
the region is separated so that a third party cannot
illegally alter the data of the interaal EEPROM in the
field by connecting an external apparatus Such.as.a JTAG
1debugger to the eléctranic apparatus.

According to the present invéntion,_there is
offered the advantageous effect of ach_i_eving an eiectronic
apparatus that can berroduced afficiently, while making
provisions to graatly reduce the risk of the data stored
in the EEPROM being altered in the field.

Further, in the pfésent.invention,-scrambled
data is wfitten‘to fhe EEPROM, and the scrambling pattern
used is not knawn,to a third-pa:ty:-as a result, the third
-party cannot remove the EEPROM and rewrite the stored
data using a PROM writer or the like.

According to the present invention, there is
offered the advantageous effect of achieving an electronic
apparatus that can be produced efficiently, while making
provisions toigreatly reduce the risk of fhe data stared
in the EEPROM beingialtered.in the field.

| According to the preéént'invention,.there is
also ofieredlthe,advantageous effect of acﬁiaving an
eledtrpnic apparatus wherein the.scramﬁling pattern for
the-data to be written to the EEPROM can be changed by_

removing a specific region from the board.
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In the electronic apparatus in which once the'
region is separated the scrambling pattern that the
scrambling device uses to descramble data is different
-'from the scrambling pattern it uses to scramble the data,
it is extremely difficult for a third party.to illegally
write_datas Here, by separating a secret second region,
it becomes possible to alter .the data 's.tor'ed in the EEPROM.
| According to the present invention, there is
'off.e'red_the adva'nta'geous eff,ect of achieviﬁng an electronic
apparatus that can be produced efficiently, wherein
provisions are made to greatlv reduce the risk of the
data stored in the_EEPROM being altered in the field,
and wherein the data stored in the EEPROM in the completed
electronic apparatus can be altered at a later time.

Thepresentinventionalsoachievesanelectronic
apparatus wherein the scrambling pattern for the data
to_be written to the EEPROM can be. changed by removing
a specific region from the board, and wherein the data

fin the EEPROM can be rewritten as many times as desired
by using respective scrambling patterns.

The present inventidn_achieves an'electronic
apparatus wherein provisions are made to make it difficult
to illegally alter data, .such as a viewer's monthly viewing

'records} that needs to be rewritten many times.
Since the third party does not know the first

scrambllng pattern a third party cannot remove the EEPROM
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from the board and write data directly to the EEPROM using
a PROM writer or the like. |
| Fuﬁsther, if it is judged that the data has been
altered illegally, the scrambling patterh can be changed
by remoﬁing the region from the board. |
According te the present invention, there is_
offered the advantageous effect of achieving an electronic
apparatus in which data stored in the EEPRbM is difficult
‘to alter. |
_According to the present invention, there is
offered the advantageous effect of achieving an electroni_c
apparatus that can switch the scrambling pattern and
descrambling pattern mede of the scrambling device
according to Whether the first region and/dr the second
region have been separated.from the board, and that is
capable of limifing the number of times that_the EEPROM‘
can be rewritten (that is, the EEPROM can be rewritten
only ence).. | |
According to the present invention, there is
offered the adVantageeus effect of achieving an.electronic _
apparatus that can be produced efficientlﬁ by ﬁsing
circuitry complianf with the IEEE 1149 standard, while
makihg.provisions.to greatly reduce the riek of the data
sfored'in.the EEPROM being altered in'the field.
Alfhough the invention has been described in

some detail dealing'wifh the preferred embodiments, the
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configuration details of any of the preferred .embod.iments
.disclosedhereinmaybechangedormodified,andanychanges
in the combination or'order of'elements thereof can be
accomplished without departing from the spirit and scope

of the invention as set forth in the appended claims.

INDUSTRIAL APPLICABILITY

The present invention can'be applied to an
electronic apparatus that is controlled by a central
processing unit compliant with the IEEE std 1149.1-1990
Standard Test Access Port and Boundary Scan Architecture
and the like, and particularly suited for the prevention
of 1llegal alteration of data stored in a storage device
(data including an operating program for the central
processingunit,cryptographickeys,custOmeridentifiers

(user ID codes), etc.).
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CLAIMS

1. A.prodﬁctioﬁ method.for an electronic
apﬁaratus.comp:ising a board having a separable region,
said board being mounted with a central processing,ﬁnit,
an electrically alterable noﬁvolatile stofage device,
and a connector mounted on said fegion, wherein when said
region is separated, data carinot'be written to said' storage'
device by directly controlling an.internal circuit of
said céntral'processiﬁg unit, said production method
comprising;

a writihg S£ep of writing daté to said storage
device by connecting an external apparatus to said
gonnedtor and bj directly éontroliing an internal logic.
circuit of said Centfal processing unit; and

aseparatingstepofSeparatingsaidregionafter'

said writing step.

.2. A.production_method for an electronic
apparatus accoiding to claim 1, wherein said central
processing unit is seéled in such a manner that, when
-mountedonsaidboagd,terminalsofsaidcehtralprbcéssing

unit cannot be touched from outside._

‘3. A production method for an electronic

apparatus according to claim 1, wherein said board is
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.a multi-layer board consisting of at least four layers,
and at least one- connectlng line connectlng between said
central proce551ng unit and sald connector is formed in

an inner layer of,sald-board.-

4. A production method for an electronic
apparatus comprising a board having a separable region,
said board.being mounted with a sentral processing unit,
an.electrically alterable nonvoiatile storage davice,

a connector, a relaying device for connecting at least
one terminal of.said connector to atlleast-one terminal:
of said dantral prbcassing unit, and.a'detection'device
for detecting whethet-said region is separated'ot not,
whereinwhensaidregionisseparated;saidrelayingdevice,
based on an 6utput signal from said detection device, |
disconnects at least one connectiag line connesting the
terminal of said connector to the terminal of said central
processing unit so that data cannot be written to said
storage device by directly contrqlling an internal ci'rcuit
of said central processing unit, said prpduction méthod
: comprising: | | | |

| | a writlng step of wrltlng data to said storage
_dev1ce by connectlng an external apparatus to said
connector and by dlrectly controlllng an internal logic
circuit of said centrai processing.unit} ahd

a separating step of separating said regionafter
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said writing step.

.5. A.productidn-method fOr an electronic
-apparatué_according tolCIaim 4, wherein said central
~.processing unit and'éaid relaying devicé are sealgd in
suchanmnnerthat,whenmountedonsaidboard;theterminals
- of said centfal prpcéssing unit'aﬁd'said relying device

cannot be touched from outside.

6. A production method for an electronic
apparatus comprising a board having a separablé region,
said board being mounted with a central processing unit,
an electfically alterabié nonvolatile storage dévice,

a connector, a relaying device for connecting at.least
" one terminal of said connector to at least oné terminal
of said central_pfocessing unit, a scrémbling device,
and a_detection device for detecting whether said region
is separated or not, wherein:

when said region is not separated yet, data read
out of said storage device cén be descrambled by said
stambling device andlthe descrambled data can be
trénsferred to said cgntfal processing'unit, and by
connecting an ekternal apparatus_to said connector and
directly cont:olling an internal iogic difduit of said
cenfral processihg'uhit, said central pﬁbcessing unit

can be caused to output data to said scrambling de&icé
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and said scrambling device'can scramble the output data
of said central processing unit ahd write the scrambled
data to said storage deVice; and

| | when said region is separated, data read out
of said storég.e device cah ‘bé_ des_crémbled by said scrambling
device and the descrdmbléd data can be transferred to
said central processing'unit, but said scrambliné device
cannot write data to said storage dgvice based on an output
signal of séid detection'device; |

said production method csmprising:

a writing step in which by connecting said
external apparatus to séid connector and diregtly
controlling the internal logic circuit of said central
processing unit, said central procéssing unit is caused
to output data to said SCrémbling device, and in:which
said scrambling de§ice-scrambles the outpuf daté of said
central processing unit and writes the scrambled data
to said storage deVige;_aﬁd |

aseparatingstepofseﬁaratingsaidregionafter

said writing step.

7. A produCtion.méthod for an electronic
épparatus according to claim 6, wherein said rélaying_
device, said_sérambling_device, and other circuits
_eééential to the operation of said electronic apparatus.

are contained in a single semiconductor device.



T

.. 83 -

8. A production method for an eleétrdnic
apparatus according to claim 7, wherein said central
processing unit and said semiconductor device are sealed
insuchanmnnerthat,whenmountedonsaidbqard,terminals'
of said central processing unit'and said sémiconductor

-devicé dannot be touched'from outside.

9. A production method for an electronic
apparatué according to élaim.6, wherein when said region
is.separated, said scrambling.devicé disconnects a line
used to transfer a write strobe signal from said central

processing unit to said storage device.

10. A production methéd for an electronic
apparatus comprising a board having a separablé region,
séid board beihg mounted.with-a central processing'unit,
T an elégtrically alterable nonvolatile stor&ge device;
a connector, a.scrambling device, and a defectidn device
for detecting whether said region is separated or not,
- wherein:

when said ;Eeg;i.on i-s not éepa.rated yet, data read
out'of-said;storage device can be descrambled with a first
scrambling pattern by said scrambling device and the
descraﬁbled data can be transferred to said central

proéessing unit, and by connecting an external apparatus-
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to said connector and diréctly controlling an internal
iogiCcircuitofsaidcentralprocessingunit,saidcentral
processiﬁg unit can ﬁe daused to output data to said
s'crambling device and said scrambling device can s.c'ramble_.
thé output data of said central pro_cessing-unit With first
scrambling pattern and write the écrambled data to said
storage device; and

‘ when said region is separated, based on an output.
- signal of said deteétion device, data read out of said
storage device caﬁ be_descfambled with first scrambling
éatfern by said scramﬁling device and fhe descrambled
dafa can be transférred.to said central processing unit,
andbyconnectinésaidexternalapparatustoéaidconnectbr
and directly Controlling the internal logic circﬁit of
said central processing unit, said central processing
| - unit can be caused to output data to said s.cramb,.‘!.iﬁg device
and'said scrambliﬁg device can scramble the output data
6f said central processing unit with a secqnd sgrambling
pattérnandwritethescrambleddatatosaidstoragedevice,
said prbductionfmethod comprising:
alwriting.step in which by conhecting said
exte;nal apparatus to said connector and di:ectly
contfolling.the“infernal logic circuit of said centrél
proceésing'uni;, said{central processing unit is caused
-fo output data to said scraﬁbliﬁg.device, and in which

said scrambling device scrambles the output data of said
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central processing unit with the first scrambling pattern
and writes the sgrambled dafa.to said storage device;
‘and - | | |
'aseparatingsteﬁofseparatingsaidregionéfter

said. writing step.

11.-A production'method.for an electronic
appafatus.éccording to.claim 10, wherein said SCrambling
devicé,saiddetectiondevice,éndothercircuitsesséntial
totheoperationcfsaidelectronidapbaratusarecoﬁfained

in a single semiconductor device.

12. A producfionﬂmethod fof an electronic
apparatusacgordingtoélaimll,whereinsaidsemiconductor
device is séaled in such a.manner that, when mounted on
saidﬁboard, terminals of saidfsemiconduétor'deviée cannot

be touched frpm_outside.

13, A_producfion.method for an electronic
apparatus accﬁrding to claim 4, wherein said board is
a multi-layer board consisting of ét least four 1ayers,
and a linelused.to carrj.a detection signal indicafing'
whether said region is separated or not is formed in an

inner layer of said board.

14. A production method for an electronic
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apparatus according'to.claim 6, wherein said board is
a multi-layer.board cdnsisting of at least fqur-layers,
and a line used to carry a detection signal indicating
-whether said'region is separated or not is formed in an

inner layer of said board.

15. A production method for an electronic
fapparatus according to claim 10, wherein éaid board is
a multi-iayer board conéisting of at least four 1éyefs,
and a line used to.carry a detectiqn signal indicating
ﬁhether said region is separated'or nof is formed in an

. inner layer of said board.

16. A production method for an eléctfonic
apparatus acéording to claim 4, wherein said board is
a multi-layer board consisting of af least'fouf layers,
and at least'one cqnnectiﬁg line cdnnecting between_said
central processing unit and said relaying device is formed

in an inner layer of said board.

17. A productién method for ah electronic
apparatus according fo ﬁlaim 6, wherein said.board is
a multi-layer board consisting of at least four layers,
and at least one connecting line connecting between said
'_central processing unii:_and said relaying device is formed

in an inner layer of said board.



RO DR
- 87 -

18. A produ&tion ﬁethod.for an eiectronic
apparatus accofding to claim 19, wherein said board isﬁ'
a“multi-layer board conSisting of at least four layers,
and at leaStidne connecting line conﬁecting betweeh said
central processing unit and said'relaying_ device is formed

in an inner layer of said board.

19. A production method for an electronic
apparatus according to any one of claims 1 to 18, wherein
"salid central processing unit is an IEEE 1149 standard

compliant device.

.20.'An electronic'apparatus comprising a board
having a separable region; said board being mounted with
a central prdceésing ﬁnit; an eléctrically altérable
lnonvbiatile étorage device, aﬁd a connector mounted on
said regioﬁ; wherein |

| when said region is not separated yet, data can

be written to said stbrage dévice by connecting an external

_apparafus to said connectqr and,directly controlling an

internal logic ciréuit of said central processing unit,
and

: wheg said region is separated, data cannot be

written to said ét;)rage devicé by controlling said centrai.

processing unit.
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21. An electronic apparatus comprising a board
having a separable region, said board being'mounted with
'a central processing unit, an-electrically alterable
nonvolatile stora_.ge device, a connector, a ie]_.aying device
for cohnecting at least_one;terminal.of-said'connectOr
te at least one tefminal of said cenﬁral processihg unit,
aﬁd a detection device for detecting whether said region
is separated or nof, wherein |
| when said region is not separated yet, data can
' be written to 'lsaid storege device by connecting an external
apperatus to said'connector'and directly controlling an
internal iogie circuit'of said central processing unit,
and | |

when said region is separated, said relajing
device, besed on an output signal from said defectibn
device;disconnectsetieastonecohnectinglinecohnecting
the terminal of said connector to the terminal of said
central processing unit so that data cannot be written
tesaidstoragedeviCebydirectlycontrollingtheinternal

circuit of said central processing unit.

22. An electronic apparatus comprising a board
having a separable region, said board being mounted with
a central processing unit, an electrically~alterable

nonvolatile storage device, a connector, a relaying device
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for connecting at ieast one terminal of said connector
t§ at least one.terminal'of said central processiﬁg unit,
a scrambling. device, and a détéétion devilce'for detecting
whether said region is_separated or not,.wherein:

wﬁen said regioﬁ is not separated yet, data read
out of séid'storage de&icé_dan be descrambled by said
scrambling device and the déscrambled data can be
transferred fo'éaid cenfral'p:ocessing unit, and by
connecting an external apparatus to éaid connector and
directly controliing an intérnalildgié cifcuit of said
central prqcéésing unit, said central processing unit
can be caused to output data to said SGrambiing device
and said scrambling device can scramble the output data
of said central processing unit and write the scrambled
data to said storage device:.and_-'

when said region is séparated, data read out
ofsaidstoragedevicecanbedéscrambledbysaidscrambling
device and the descrambled data can be transferred to
_Said central processing unit, but said scrambling device -
cannof. v}rite data to s_a;i& storage device based on an .output

signal of said detection device.

23. An electronic appafatus'comprising a board
' having a separable region, said board being mounted with
a central processing'ﬁnit; an electrically alterable

nonvolatile storage device, a connector, a scrambling
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device, and a detection devi_ce-fo_i: .detec_tin'g w_hether.said
region is separated ot not, wherein;.

when said region is not separat_éd yet, data read '
out of said storage devicé can bé desci‘am‘pled with a first
scrambling pattern by said scrambling device and the
‘descrambled data can be.transéerred'to.said central
processihg unit, and by connecting-an'e#ternal apparatus.
—to_said connéctor and.difectlf-dbntrolling.an.internal
logicCircuitofsaidcentfalproceésingunit,saidcentral
processing unit can be caused to output.daté to said
scfambling device and said scrambling devicé can scramble
the output.dafa.of said céntra1 pibcessing unit With said
first scrambling pattern ahd write the scrambied data
to said storage device; and

when said region is.separated, data read out
of said storage device can be descrambled with said fi;st
scrambling pattern or with a second_scrémbling patterh
differéﬁt ffomssaid first'scramblinj pattern by said
scrambling dgvice, and'the dgsdrambled data can be
transferred fo said central processing Unit, and.by
connectihg said extefnalﬁabparafus fo séid connector and
directly controlling the internal logic cifcﬁit of said
central processing unit, said deﬁtral ﬁfocessing'unit
can be caused to output data_to séid:scrambling.device
and said'scrambling”devicé‘can'écramblé-the output data

ofsaidcentralpfocessingunitWithsaidsecondscrambling
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patternandwritethescrambleddatatosaidstoragedevice.

24. An electronic;apparatus cdmprising a board
having a'first separable_region'and a second ssparable
regioﬁ, said board béing mounted with a central pfocessing
unit;aﬂelectricallyalferablenonvolatilestoragedevice,
a scrambling device,'a detéction device fpr detecting -
‘'whether said first region is sepérated or not, and a
detection dsvice for detecting whether said second region
is separated or hot, wherein:

when neither'said first fegion nor.sai@ sscond
region.is separated yet, ﬁata fead out of said'stqrage
device can be descrambled with a first scr..ambling pattern
by said scfambling device'and the descfambled.data can
be transfsrrsd t6 said cenfral processing unit, and by
connecting an_éxternal apﬁaratus to said connector and
dirsctly controlling_an internal logic circuit 6f said
central prosessing,unif,-said cent:al pfocessing unit
csh be caused to dutput.data to said scrambling-device.
and said scrambling device san scramble the outpuf data
of said centra.l processing _unit with said first scrambling
.pattsrnandwritethescrambleddatatosaidstoragedevice;

whsh said first region_is sepafatsd_but said
secpnd regibn is not ssparated yet, data read oﬁf of said
storage device can bé deSCrambied'with said first

scrambling pattern by said scrambling device and the
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‘descrambled data can be fransferred fo said central-
 proceSsingunit.andbycmnnectingsaide#ternalapparatué
to said conneétof and difectly-controlling the internal
logiccircuitbfsaidcentralproceésingunit,saidcentral
processing unit can be caused to'output data to said.
scrambling device and said scrambling device can s_cramblé
the output data of said_cent;ai processing unit with a
second scrambling pattern, a slcramb],.ing pattern different '
fiomsaidfirstscramblingpattefn,andwritethescrambled
data to said storage device; and

| when said first region and said second régibn'
are both separated, data read out of said storage de&ice'
can be déscrambled[with said second scrambling pattern_
by said scrambling dévice and thé descrambled data'can
be transferred to said central processing unit, but data
cannotbewritténtoSaidsforagedeviceviasaidsdfambling
device by directly éontrolling fhe internal logic c;i.rcuit
of said'central processing unit through said external -

apparatus connected to said connector.

25. An electronic_apparatus according to-any
one of claims 20 to 24, wherein said central processing

unit is an IEEE 1149 standard compliant device.



