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CONVERTI NG MACHI NES TO VI RTUAL MACHI NES BACKGROUND

Background and Rel evant Art [0001] There are a nunber
wohoorapeob o di stribute different types of resoBCTAS2007/006021

(software, hardware, or conbinations thereof) in a

conputerized environnent. From a software standpoint,

for exanple, an enterprise mght install nmultiple

copi es of an operating system (or application program

on nultiple different conmputers, and thereby

distribu Qnal
weys of - SNV RICIRG SERCARTER S VIR T MACRNSRTE,
systens on a network s (Pl e different
conmput er systens can ag%éggﬁ%gg conmputer's drive
space_ for variqus storage or file sharing needs.
[Odﬁ?ﬁgﬁ%@gﬁPdgﬁiaﬁEEédﬁn hardware capabilities (i.e.,
t he present storage, nmenory, and pr.ocessing
(00033 sEhere pEs 3 nuRRGE\RErWaysalo (isibute fifterent iypss pf sRFPHECRR) (software,
conventional storage and/or network traffic managenent
hardware: posembinations dherae@rintd icpmputeriged envispympnta From a software
machi ne. As such, additional ways of distributing
standpeintirfoeexdmplm an ewaipirive thighlf ingtall enultipleteepisafen operating system
standpoi nt now include installing nultiple virtua
(or appijvatien psygztmirenanultipks differenp bgraputats, syd theareby distribute one copy
Generally, virtual machines can be installed with a
amdhg gudiynsysaiae oCoavasional was op shatfngrdasdwedreninciude seiting up
dedi cated portion of a host's storage, and wth an
co SCALRMON tal Ritwofk bOIhat RIKIple différdiit WOAFHIEIYSBENEY can access
0003] Because of these and other features, virtua

anofRE BbRABHtetRNRE sBasH foy vakdisisl it s e Hlef shafh®hb&ds.
virtual machi nes, and even fromthe host server on

[oo8%)! Rhbcehb v cBs il DhAlwRE caddbiPidAe . cUSRE réRnt B®rage, memory, and
network, the virtual machine would sinply appear as a

pro%et% %@%%p@%éﬁ?%? HOWRRDL §hal QP GhatSH ?ngﬁgééorﬁr@ﬂftional storage

T
conputer systemon the ne

and/or network traffic management functions tends to underutilize a given physical
machine. As such, additional ways of distributing resources from a combined software
and hardware standpoint now include installing multiple virtual computer systems on a
single physical system. Generally, virtual machines can be installed with a unique-
instance of a particular operaﬁng system on a dedicated portion of a host’s storage, and
with an allocated portion of host memory and processing power.

[0003] Because of these and other features, virtual machines can be easily distinguished
from other virtual machines, and even from the host server on which they are installed. To
other users on the network, the virtual machine would simply appear as a separately
addressable computer Asystem, such as any other physical computer system on the network.
The virtual machines could then be used for a wide range of purposes, such as to be used
as another server (e.g., e-mail or database server) on a network, for softiware or hardware

testing purposes, as the main computer system for a thin client, and so forth.
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The virtual machi nes could then be used for a w de
range of purposes, such as to be used as anot her
weenwasoXe. g., e-mail or database server) on apOEUSLo0R/006021

for software or hardware testing purposes, as the nmain
conmputer systemfor a thin client, and so forth.[0004]

In addition to this functionality, virtual machines

can al so provide the added benefit of being able to be
installed and set up - as well as renoved - fairly

ool fiisn op B uaneiy Pl gerintAre ra?sgygfoevmb the added

can receive a reques a virtual rrachl ne, Iy

bengflf ofchine apisrie &Fulaitéﬁ?‘{e%%%& o YAk ap 6@?0% é%lglaf,easﬂy and in
and then install the requested virtual machi ne. Wen

somerfases rapifdy. MQE BraEples ap @dminigiaston fu departiplar host computer system
adm ni strator can nmanual |y sel ect one or nore conmands

canireceiVu ruueFt for aeveal dedching, meaually sllegatornpnopréata resopeses on the
host server. Accordingly, an organization may desire

host compder end thennustbl thofeqpésisd viauahmeadthine s Wheerthe vgtual machine is
personal conputers, etc.) by having one or few host

no kapwena:ded] et advhinistlacatcahunamnedly sefect oné walmderecdvmiasnds to shut
One will appreciate that such consolidation can

dovil Gved deléteihe Kiraifal athehlileag ee hes ReGkal Acoidindle, an organization
organi zation can reduce various resource consunption

may aesifPohicdtcdTRE agRIBRN bf pRYICal nhatbined i(S&vae)\Bérssmil icbfiputers, etc.)
tenperature/cooling savings, space savings, and other

by ﬁaﬁ)ﬂl@gﬁe 8V BBt QedMes L}S&eﬁtﬁﬂil YaRd: RibeSEEAds VIRGA A8chines. One will
utilTzations. [0005] Unfortunately, it is not a sinple

app%ﬁt? thdtSuER %ﬂgdlgﬁ ibn QQM GAlle TRAMEE DIMVERIYE, ebfiBially if the

a select nunb eX|st| g physical conputer Systemns

org%:%z%(tk&} val é&%@d}ﬁﬁus L0 téo‘i}é n%tmxﬁ'aﬂﬁ' hadiRY !rxﬁ‘.&a&élﬁem costs,

ents of a phys I'cal drive ost server
ton

1ncl?1§ gﬁ ower %I\Q'é'i’gs Yo r%n%g&ﬁ&)gagav‘fr%gugéaclg sag{n%t find other savings
avalablua b bRt Tac) g SOl car o

[ t eat e
AL b e S i b

are accessing data at_ the gh ySi caI machi ne may be
converting a select number of existing physical computer systems to virtual machines. In

n

particular, simply copying the contents of a physical drive onto a host server’s partition
would generally not be enough to create a usable virtual machine. For example,
performing a basic copy of a physical machine’s drives, while the physical machine is
running could create inconsistencies in file state (i.e., the data are not “application-
consistent™). As such, applications that are accessing data at the physical machine may be
unable to use copies of the data when later moved to a virtual machine. In addition,
simply transferring such a copy to a host server could result in other inconsistencies in the
system registry, or inconsistencies with various disk and network drivers, inconsistencies
in the operating system binaries, and so forth. Altﬁough there exist some mechanisms for

getting around such difficulties, conventional mechanisms for doing so typically involve
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unabl e to use copies of the data when |ater noved to a
virtual machine. In addition, sinply transferring such
wea 200730209 a host server could result in other PCT/US2007/006021
i nconsi stencies in the systiemregistry, or
i nconsi stencies with various disk and network drivers,
i nconsi stencies in the operating system binaries, and
so forth. Although there exist some nmechani sns for
getting around such difficulties, conventiona

. chanisns .for dqQing so ty |caIIy i nvol-vesi gnj fi cant
S‘grﬁngﬁ\ﬂ’(tl Aewatime, aad, FEEUERp Qg (bRihp, fromp hypamnand  software

and software perspectives). [0006] For exanpl e, one
perspeeeR$)-of converting a physical nmachi ne invol ves
‘creating a virtual machine at a virtual machi ne host
[0066lohersexamplp. one npdhad efiicanverting adphysicsd maachinecimyolves creating a
sinply install all applications at the physical
virtyalchiching at 2 histwabwmaghine hebt fremiscradch. t Inapesfieulaf, iaheadministrator can
system and application data to the virtual machi ne,
simpiydinstadralk giplichdomgt the physivad mkdchigt iatthé hewwiirtbalahachine, transfer
machi ne from scratch, and/or through application

filer etcnii eandp appiidatiod . ddih tootheseirtubhintachRich@@di then rebuild any other
undesirable froma variety of perspectives, and can

woll®ll @t ath@l irfua® NmABhiAE JHBZ 3kia@dh, SadF&0 hfod gh plication restore
particularly if attenpting to convert hundreds o?

opeRi¥HsC Abf EBeLY, MSiS rhéth&d W ﬁﬂdé@llram%h{‘ E%arl[agfo&@erspectwes and can
Anot her met hod for converting a physical machine

creét@vé) | drath Yaca? f ?legafnrzﬁtyorp 9 rE@ls @és,e %aﬁ’ﬂ?&flﬁ‘?% i¥ Cdt ting to convert

conponents suc Autonate oynen ervi ce

néggékﬁg 9%ﬁ%§££§;b S%?%??E&QHFEQﬁE?L?ZLfe copy of a
[OOBW ?Iﬁr ”i%gﬁmﬁe T %8gr anguc t ny%{ca meg hntv?lsv@ use of fairly

ype o7 r’e 1 nc e &\

°°%3&%f%‘2 PTG SR ”%ﬂts’gggséeggh&% %gfsﬁfﬁ it Services
(“ﬁﬁjﬁ{n& n%{‘tsjlt/cgr orlﬂtﬁtg{léttl%L %ﬂ‘?ﬁ? 8 gﬁ%exgﬁgﬁ#ﬁa @fcarp%te a transferable
copfyo LP Iad p\lll\gréxzzgls rrfa%hfr;el se%ogtléatlsng ée p%/alfof onggcsilséglssms using this type of
infrastructure include shutting down the physical machine, and rebooting the physical
machine with, for example, a PXE. This allows the administrator to start the physical
machine without loading the innate operating system, and therefore forbid writes to files
during copy processes.

[0008] Aﬁei‘ copying the physical drive contents, the administrator can then transfer the
contents to a virtual machine host. This alone can take one or more hours for gigabytes of
data. Upon transferring the data, the administrator will then need to perform a number of
relatively complicated changes to the transferred data to make the copied contents
bootable as a virtual machine. At least in part due to the downtime associated with taking
the physical machine that is being converted offline and making the data bootable, this

method is typically done when simply rebuilding the physical machine from scratch as a

virtual machine is too difficult.



[ 0008] After copying the physical drive contents, the
adm ni strator can then transfer the contents to a
weiod7uad2opachi ne host. This al one can take onePOT/USEN02/006021
hours for gigabytes of data Upon transferring the
data, the adm nistrator wll then need to performa
nunber of relatively conplicated changes to the
transferred data to make the copi ed contents boot abl e
as a virtual machine. At least in part due to the
wnt i ne. associ ated with taki t he physi cal . machi ne, i
100 R AGT 5P i 5: b PTBR | st e Hapleg WH Going physical
bootabl e, this nmethod is typically done when sinply
maghapgs tp yimtepl mpachines dhatgen bg @ddsssseds om scratch as a
virtual machine is too difficult.[0009] Accordingly,
there are a nunber of issues associated wth
converting physical machines to virtual machi nes that
can be addressed. BRI EF SUMVARY [ 0010] I npl enentati ons
of the present invention solve one or nore problens in
the art with systens, nethods, and conputer program
products configured to efficiently convert physica
machi nes to virtual nmachines. In particular,
i npl enentations of the present invention allow
physi cal machi ne volune data to be quickly copi ed,
transferred, and nade bootable, such as at a virtua
machi ne host (or other appropriate conputer systen),
wi t hout necessarily having to take the physica
machi ne offline. In one inplenentation, for exanple,
one or nore application witers (e.g., via a vol une
shadow copy service) can be used to create an
application (and/or file system-consistent snapshot
of one or nore physical machi ne volunmes while the one
or nore volunes renmain online. The snapshots) can then
be transferred using efficient transferring neans
(e.g., block level copy) to a virtual hard disk file
at a host server. Qperational information (e.g., boot
data, systemregistries and binaries, etc.) associated
with the transferred snapshot data can then be
nodified at the virtual machine host to thereby make
the transferred snapshot vol unes
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boot abl e. [0011] For exanple, one exanple nethod in
accordance with an inplenentati on of the present

wonventBion fromthe perspective of a physical pratThisz®7/006021
of converting a physical nmachine to a virtual mnachine
wi t hout incurring significant downtinme can involve
i dentifying one or nore hardware configuration
settings for one or nore volunes of a physica
machi ne. The nethod can al so i nvolve creating one or
nore consi stent snapsh ing to the one or
nor e physi cal machi ne gg&%ﬁ%@hﬁiﬂﬁggdition, t he met hod
can i nvol ve sending the one or nore snapshots to a )

[0019) fmeriementationy oh Sacipissent ipyentionrsplys, 8peoF dnorergroblems in the art

_nmethod can _involve sending a boot record for the gne

with sysiere methefstang compiererostam prasducirignfigyrad tor ¢ffipiently convert
hard disk file. In such a case, the boot record can

physsahmpghinesftot victuab eraghinepial In paticwlar,.i eplementatiend 9 the present
or nore consistent snapshots that can be nodified (or

invertizat AW ploysicat netchine vadume detssa by quinkly twpivd, ttanaferred, and made
machi ne host.[0012] In addition, another exanple

bootatldadch Bs siccvikdahmachiné hostifor ofhbeippnémibte tomputcheystem), without
present invention fromthe perspective of a virtua

necBRGHN BatiBg! toOfake OMMeEptyisit@l angthitel 6£lindBCIN BRe tilhpfementation, for
virtual nmachine can involve creating a virtual hard

ex 'pﬁé‘,lcfniekﬁ hévéi Applidatidn Writdrd fo. %:rhﬁ dRS1RR shadowlcsPy service) can be

i nvol ve mounting the virtual hard disk file at a

use:}'jii fol 4@hte"RE RHPRCAIRDAL (anli/or SIS hsﬁte%&%nsi‘sﬂ:ﬁt \Shigshdt ofaid or more

isk file can appear as an accessi'bl e physical disk to

ph}%ﬁapﬁm%(:ﬂﬁmis RN e i AU &2 vollifed Teldapd oﬁlﬁrgbt. SThe: snapshot(s)

I nvol ve recelving one or nbre consistent snaps

can&ﬁ{e{\er?eoﬁ'%f&g%cﬁ gs e?]i?irgiem? Rﬁn%&?ﬂ ﬂlﬁgﬁ??%%ﬁ 3)1&94 WP copy) to a

her nore,” hod can 1 nvo _ .
virGREREHPER a2 FORR offet OrsP AL b B b3, systom

e RPRE L B 08 S0 R R o230 SRS e con e be
ol 4 ibe GHSHlcHPHBGF SOF! Buthesiia AL B MGUREAFbAmapshot volumes
bmﬁ&gggrences.

[0011] For example, one example method in accordance with an implementation of the
present invention from the .perspective of a physical machine of converting a physical
machine to a virtual machine without incurring significant downtime can involve
identifying one or more hardware configuration settings for one or more volumes of a
physical machine. The method can also involve creating one or more consistent snapshots
corresponding to the one or more physical machine volumes. In addition, the method can
involve sending the one or more snapshots to a mounted virtual hard disk file.
Furthermore, the method can involve sending a boot record for.the one or more consistent
snapshots to the mounted virtual hard disk file. In such a case, the boot record can form

part of the operational information for the one or more consistent snapshots that can be

modified (or created from scratch, as necessary) at the virtual machine host.
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Still further, the nmethod can involve renoving the

mount of the virtual hard disk file. The virtual hard
wdi2ek/mBodoe can therefore be inaccessible as a poyaiseal7/006021

di sk, but, rather, bootabl & as a virtual machine.

[0013] This Summary is provided to introduce a

sel ection of concepts in a sinplified formthat are

further described belowin the Detail ed Description.

This Summary is not intended to identify key features

rooff B 5o apaffih 6 EgrBumtiBea fn SRt SR b PBpleFighipgion of the
pre%s&'ﬁ iieahan Hroua & BerSheravaal 4 HyelcPar g ahfy?%ﬁ%pnverﬁng a physical

npl ement ations, of the invention w|l be set forth in
maglyige b’ ¥irtugt mgRhig ican ufv(ﬂhreo%atlmvwabla%r dpilq filefaving a file size.
obvi ous fromthe description, may be | earned, by the

Themgthodanfisosiivalvexaayntage th pﬂgﬁ%@ﬁ{da isk fide aty@irtual machine host.
features and advantages of such inplenentations may be

In sushl 4 easd, thedvivivrbhhardddibly filee aars aprieat lag anrascessitde pbysiedl disk to an
conmbi nations particularly pointed out in the appended

opethtingrsysteihede adddian, ey micthaiducapsinwplve rbedivimg oner @ more consistent
fully apparent fromthe foll ow ng description and

snapglias detdespoadirgy; toobnawy rhere playsivadl nwehidee vpluanisi CEBurdfiermore, the
such exenplary inplementations as set forth

methde¢ A fiveIveBRloaHyHpSehtrRid kN ifforhfioROYUNGOnE P khdre consistent
In order to describe the manner in which the

snapPNE - NRGUERGha Rele O hifdre PN ARERGSRpSMYs ERPS iRSe @bpropSiate for an
i nvention can be obtained, a nore particular

opé}Sﬁﬁé Lkt Ghe t\’?ﬁuélr%gaﬁhé) Rok! k&I ¥s desash RS ARAY B oot records,

be rendered by reference to specific embodi nments

dn%l‘gr Sﬁ W?%%gst@fneb gkx@§ t £ﬂ{e€'ﬁl !ﬁ%s{rﬁ: NS @%ﬁgilrg‘%ion preferences.

erstandi nd that these draw ngs de

Sti EJ%Xhtry&e th%gggrg II{T%WG e f rlég e:?l?{tﬁ[%{t !o?ﬁxea\'agn?ffar&] %Usk file. The

bre e conS|dere

I LI
as gﬁnr%ug?m%gﬁlgnpanyl ng drawi ngs in which:

[0013] This Summary is provided to introduce a selection of concepts in a simplified form
that are further described below in the Detailed Description. This Summary is not
intended to identify icey features or essential features of the claimed subject matter, nor is
it intended to be used as an aid in determining the scope of the claimed subject matter.
[0014] Additional features and advantages of exemplary implementations of the invention
will be set forth in the description which follows, and in part will be obvious from the
description, or may be .learned by the practice of such exemplary implementations. The
features and advantages of such implementations may be realized and obtained by means
of the instruments and combinations particularly pointed out in the appended claims.
These and other features will become more fully- apparent from the following description

and appended claims, or may be leamed by the practice of such exemplary

implementations as set forth hereinafter.
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[0016] Figure A illustrates an overview schematic

diagramin accordance with an i nplenentation of the
woresand20d nventi on in which one or nore snapshecs/uae@®7/006021

taken of one or nore physical disk VolUnle(S), and one

or nore virtual hard disk files are created at a

virtual machine host; [0017] Figure IBillustrates the

overvi ew schemati c diagram of Figure IA, in which the

data of the one or nore snapshots of the physical disk

(Ol UTe() & g BB R RN OBEIIRANGE U2
g R RN 47 & T S —

ile containing the transferred snapshot data is L
a0 (P ARUBOH (0 BETRAPF A GPOH BAis 1A description of the
. accordance with an i npl enentati on of the present .
inveRtem brghy dssrrigedrbeye vl hecrendened byt sefgrencer joospenifict ambodiments

of methods fromthe perspective of a physical machine
thegepf vgtick asgi 1ﬂt‘§?&4‘¢dﬁ§t&'ﬁ mppensied dravings nlodeisingdingethet these drawings
nore machi nes into correspondi ng one or nore virtual -
depratconly éypiGE RabadbmPRS ORItRTInGRh @020 arFmet freesford to be considered to
i nvention extends to systens, nethods, and conputer
be gimaging nefpito doaites tho ifventive dvillobe idksctibedtdnd exqriaiaed with additional
physi cal nmachines to virtual machines. In particular,
specifidignad detaibtisowsh this &isp bEBRHccomp/Vin®araklihgin which:
physi cal machi ne volunme data to be quickly copi ed,

(0016 Gt r A, i1RRHaeRGth RO6EEB) eschémetic aliaghma iy | ddcbhi@lance with an
machi ne host (or other appropriate conputer systen),

implebdtatitioR FQRE preskirt MAMktRG TnOwhidk dnb B8 nRdY¥ Sh&Rhots are taken of one
machi ne offline. In one inplenentation, for exanple,

or e Phy P41 &P RIuGRI$)0 AndVohl SF ?%&r@ 'vg‘tual\ﬂta?d Qisk%¥ildEGre created at a

shadow copy service) ‘can be used to create an

vhg%phhgﬂﬁkgﬁséand/or file systen)-consistent snapshot

one or nofe physical machine vol unes while the one
[O(ﬁr'l] Figure 1B illustrates the overview schematic diagram of Figure 1A, in which the

data of the one or more snapshots of the physical disk volume(s) are transferred into the
created virtual hard disk file using efficient transfer mechanisms;

[0018] Figure 1C illustrates the overview schematic diagrams of Figures 1A-1B, in which
virtual hard disk file containing the transferred snapshot data is modified to create a
bootable virtual machine in accordance with an implementation of the present invention;
and

[0019] Figure 2 illustrates flowcharts of methods from the perspective of a pf}ysical
machine and of a virtual machine host for converting one or more machines into

corresponding one or more virtual machines.
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nore vol unes remain online. The snapshot(s) can then

he transferred using efficient transferring neans
woeog/30dbock | evel copy) to a virtual hard di BkTfiSk@®7/006021

at a host server. Qperatiomal information (e.g., boot

data, systemregistries and binaries, etc.) associated

wth the transferred snapshot data can then be

nodi fied at the virtual nmachi ne host to thereby nmake

the transferred snapshot vol unes bootable. [0021]

Accordi ngly, inpl e%t%Dgsd@#@ﬁsent i nvention

can provi de such advantages as re ely fast,

(0038}, S tams NS, sifprfh ol B R RSBt fampuler program

resent invention

Furt hernore, inplenentations of the p )
Progifts, fORBEUE, 19 Fﬁﬁm@ﬂyoﬁ%mteahehw%m%m g Vityahgnachines. In

machi ne conversi on since the converted machine will be
partigifay, dmpimantations ofithe passenfplMpRiotheliaw physigal| naghine volume data

understood nore fully fromthe follow ng specification

to beghiekixicopieds tramst; @nd ingads hoginble sucle awpl 4 vival wiachine host (or
any nunber of suitable conponents and nodul es. For

othex appiopriaterpbmpeter atyston®, ofithdue necesenly haviegt footekeathe physical
i ncl ude use of conponents and nmechani sns in a Vol une

maSiad @fflidepynSeny impleievBfion, for exanatle, e b madrieaapplication writers
(and/or file systen)- consistent snapshots. Such

(e.gpMiaceslimehAdOW RBD R service) callBE &ised s tizhRNin sppAieatier Gand/or file
(or point-in-time i mages) of one or nore physical

sysEERENEdIRisvdk WHBSshbh 3F ofE @r mbdtei pHysiEHT inA6hinBaRMIAEs while the one or
processes.[0022] In addition, inplenentations of the

mobd GORMes! FENORE | AMineANThO Ghai8oMSCca] 1onVBL WIBsPHSY using efficient
Service ("VDS") and/or rel ated conmponents. In general,

tra@sfé{‘g§§(Iﬁéat{seteg%ggl&ﬁmgae%)ﬁ)t)s al § %{Pl glﬂis{gt Ecﬁost server.

creat Png and I guring mes on physica

OpES bR TR e TR 4005 Bt D RHESSRA HiANAR! LY assosiated

, 1N sone case

it SRR AL Bl R R Shachie s v
theraby ke th b aaTorod shapshotvaliiits bestanteCOPY ©f @

[0021] Accordingly, implementations of the present invention can provide such
advantages as relatively fast, “one-touch” physical-to-virtual machine conversion in a
manner that can avoid physical machine downtime. Furthermore, implementations of the
present invention allow for a reliable “one-touch” physical-to-virtual machine conversion
since the converted machine will be consistent at the virtual machine host. As will be
understood more fully from the following specification and claims, such conversions can
be accomplished with any number of suitable components and modules. For example,
implementations of the present invention can include use of components and mechanisms
in a Volume Shadow Copy Service (“VSS”) to create application (and/or file system)-
consiétent snapshots. Such components can create one or more consistent snapshots (or

point-in-time images) of one or more physical machine volumes that are running during

snapshot processes.
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physi cal disk or volune given a starting |ocation and
nunber of bytes (or byte blocks) to copy. By contrast,
wanoi7me®o nount er t ool conprises one or Nnore CceOPAISEITS06021

and/ or nodul es configured too take, for exanple, a

virtual hard disk file as input, and nount the virtua
hard disk file in the file systemto expose the file

as a physical disk. This exposed physical disk can be
made accessible just |ike any other physical disk

[OO%Mﬁ%‘g ﬁ%ﬁ%‘?ﬁ%%&ﬁ&ﬁﬁ{;?&%ﬁq SYish e gﬁﬂ{l‘%u?qgf a Volume

. yolune(s),, 023 npl enent ati ons of the present

Disknyetaok Ylﬁ ?lh d-.}qﬁclrei%}%d (Fomnopentsy | dp genegaly ¢ YRR (or related
file ("VHD' filée) at a_virtual machine host, where the i

compqnent($)3 incdpdssi rlaforgeiop pipating pud cenfigitnsoyrlumes eppysical disks.
physi cal_di sk vol umes managed by (and accessible

Furthesinere, implengentatinns of theupresau dhyension(ingivgde juse At HGdigh imager,”
the ternms "virtual machine," "virtual machine host,"

andarin sbwieDchseseusaof ars Etinage sopetell’ CROSEEIlY, a disk imager includes
envi ronnents, one will appreciate that reference '

conygments and/dvl roRBBEF-Fordomped entsateanblook (VY bide\ko GMdkdd copy of a
conponents) is exenplary only. In particular, one wll

phyajzal dick @t &ohifrhe givefaditagingbcatidpesid neabdr O B @F diyteeblocks) to
that the conponents, nodul es, and/or nechani sms

copdeSBY | diraBIS 28 fin£pRNmBenieP el cdMEhrived GnkCAdmioRe doMip8fents and/or

range of operating environments that inplenent virtua

mol@ed b&eﬁFg&éd kS e torSdkabhpi) td \}i}rﬁm haldQBM iReALIHpu %ind mount the

nowto Figure IA the figure illustrates a schematic

vir@Yehatl %ﬂkdﬁl@%%gﬂé gﬁe \Aﬂ{}lé&l;ﬁ( %ﬁég lﬂ?é)ﬁ}%l'gsezf bl?_yg;gcaz éi_isé‘: ,Thés exposed

envi r onnent [ p machi ne

ph}@ﬁ:raisgﬂ lé‘,aﬁ BARYILS acc@ssmmsﬁ i’ik{e g\sétﬁ[ee(ﬁ pgx{yg’rcgl cﬁ% g?gl’?t be accessible

conver to a virtua ine a vir

machi ne. host ' 110. .At, an | enent al .l.evel . ,convertin .
to g Rering RY e Wty iclydy He capieLar haig fate vuitten to its

1&%& , 175, Figure 1C) can involve taking a snapshot
volgme{She one or nore physical machine vol ume(s) (e.g.,

115), creating a_virtual machine hard disk file(s), )
[0023] Implementatiofis of the present invention fm%ler mcluge use o% a)v1rtua1 hard disk

file (“VHD?” file) at a virtunal machine host, where the VHD file comprises one physical
disk and one or more physical disk volumes managed by (and accessible inside) one or
more Virtual Machines (“VMs”). Although the terms “virtual machine,” “virtual machine
host,” and “VHD file” are used in some MICROSOFT environments, one will appreciate
that reference herein to MICROSOFT components (and/or WINDOWS SERVER
components) is exemplary only. In particular, one will appreciate after reading this
specification and claims that the components, modules, and/or mechanisms described
herein can be found and practiced in a wide range of operating environments that
implement virtual machines or related such entities.

[0024] Referring now to Figure 1A, the figure illustrates a schematic overview diagram of
an exemplary computeﬁzed environment 100 in which physical machine 105 (e.g., a

personal computer, a physical server, etc.) can be converted to a virtual machine hosted at
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(e.g., 140) at a virtual machine host, transferring

the snapshot(s) into the VHD file, and then naking one
wonromseoof the transferred snapshot vol une(s) PCT/uUSE®7/006021

VHD fil e bootable as a virtwal machine (e.g., 175).

Thus, one can appreciate that there are a nunber of

di fferent preparation and post-operation processes

that can be inplenented in order to make the

conversion occur efficiently. [00251 11 a | east one

e L SRR L S——

i,.e., i ch. can incJude. one noy e nodul es at

10515&8 ﬁi"ﬁfé“vg GBI (581 %1%’['6‘} }SMWVPM%‘CN&IP% spARshohof the one or
gfeﬁati?ns f one or nore volunmes on the physical .

mog BIRYSIR &acgtwswamc{?&&ﬁgné 19pmreating a vigtyiel maching)hard disk file(s)
general , conversion nodule 130 can conprise any

(e-gap pFOpiti mavistuat mashinezhost. rteangfosting shesnepslapi(s dnfoothe VHD file, and
creating a consistent shadow copy of a physical disk

they ghakyee opg op mevE of $he transfitirahawpshiavotume(s) & tteUYHD file bootable
witers and requestors can be provided in a vol une

as g hadeal meghine de.gi,c5).THiss, fone can aappteziate ahatetheiOlre a number of
nodul e 130 can begin the conversion process by sending

difresit gpreparhtiornbhd gpopt-om@hticN piscedses Shdtca@abd iMPRn@nted in order to
nore vol une of a physical disk (e.g., volune 115) to

mabe fHertoanaphccapeifididn@lys of its data. As shown, for
exanpl e, volunme 115 includes at |east volunme data 125,

[0025] Behilleats 0RO BhpleafAffioh2fr ek%%l%%ﬂﬁ%ﬂvéﬁ%ﬁ{ prbB&s kB Be initiated

nmessage from conversi on nodul e , each application

thrd¥ghl §de MNcHREHEH Moauld 950 (ifé.,%ﬁic?n_t | e RIS o Br rri‘:“?ﬂodules at

physi cal disk, and/or freeze any file systemor volu
a8 0 S0 590) Ach 1ot 55 ARATGH 526, s o
on o Qo MURRAE LB Ro$3EL B BEF1 4 A5, conversion
o150 Bl PSSR iS5l o oo o
con%{s?e%'i sem%o%vi Qo%lyedf eP &i}g}ciap disk volume. As previously mentioned, for example,

such writers and requestors can be provided in a volume shadow copy service. Thus, for
example, conversion module 130 can begin the conversion process by sending a éignal to
all application writers in each one or more volume of a physical disk (e.g., volume 115) to
begin snapshot operations of its data. As shown, for example, volume 115 includes at
least volume data 125, as well as boot record 120.

[0026] Upon receiving this message from conversion module 130, each application writer
on volume 115 might flush its in-memory data to physical disk, and/or freeze any file
system or volume logs. For applications that do not use an application writer, conversion
module 130 can instruct {(e.g., by default, or by command from a user or administrator) to
shut the application down, and thereby ensure no writes are made during the snapshot.
Accordingly, Figure 1A shows that conversion module 130 can then create a single, point-

in-time snapshot (i.e., copy) of all volume data on volume 115. For example, Figure 1A
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ti me snapshot (i.e., copy) of all volunme data on
volunme 115. For exanple, Figure |Ashows that
woanvaseioon nodul e 130 has created a snapshot 2aT/US2007/006021
vol une 115 (i.e., the "snapshot volune"), where
snapshot 117 in this case conprises volune data 127
and boot record 120. [0027] One will appreciate that a
nunber of optim zations that can be perforned when
taki ng the snapshot, or perform ng snapshot (and copy)

op| sferr .
Sh°%eﬁl?*% %03“%5 0 n’f‘c‘]d%‘f%?ﬂ?&anﬁa Eonoerel 17 R Ens 395 e the
d of _vol ume 115 are_bei
“snifihgt VoI, AR oo I R snltiate Fombmisne obivBe filadl27 and boot
hot operatlons can thus be configured only to
rec%rgi?)@ t he used portions of the vol ume(s) or physi cal
rat, er than the entire val unme(s). entire
["“gkbéﬁe ayillyzrprecipty thatyp mupber of Qﬁgmaﬁ&aé that @sbe performed when
further be configured to avoid certain files that
giie Perthessor perfarmipg snapsholdandicony) apeptipns, go ensure data are
Vi rt ual i zed environnent. [0028] In particular, for
copésch apd dransfearedhin effivientt Weys niyr bravhples henvq;sinﬁnggdeld 130 can
to identify such files as those included in a volune
idenfifyfwhat gertiguegy voliws 1 1hace bting tseds(i.ehiihelndatirah and what portions
files, and so forth. These files can thus be avoi ded
are \ireen S@rameit pgestiepstot thild Be oonfiygréd oniyng cope tikytieed portions of the
bl ock transfer, and further reduce the anount of data
voltura(s) e ghhybicabdisk) satisdrethiethd entitierdalahe@Rohichéird) pBysical disk. In
110. One will appreciate these types of files and

addifpér, RhARhbOfgeratidhshan feakkl Be soaficeebditoraveid@dtaiy ARS tRit might be
files, used or free space cal culations, and the |ike

less ﬁsemlwbﬁmmémwamfm@pﬁﬁadma efliybripement s. [ 0029] Li
any event, and by way of explanation, data 127 in

[0028PRS ?Qﬁldﬂﬂ&? o Iexﬂﬁg@r ahbysnd fcfp‘éfatlfoh@ nﬁlm{: & et donfigured to
data 125 on volune 1 primarily due to changes In

1deﬁthf@‘esdiﬁr R4 isaﬁg:{serm@futd@& )inSHARRHRE LECLRL) PQ?GU ﬁ'féy bad clusters,

exanpl e, since physical machine 105 i's sti]l

hlb%ﬁﬁ&g 342854 %B 3R&" aﬂ.\f%@ Siled/ ?:Lry {H%Jsdoaet Qvo}ge% An creatmg snapshot

conti nue fo change, suc
117 or performing the byte block transfer, and further reduce the amount of data that need

to be transferred to virtual machine host 110. One will appreciate these types of files and
optimizations can be readily varied for other types of files, used or free space calculations,
and the like in a wide variety of operating environments.

[0029] In any event, and by way of explanation, data 127 in snapshot 117 will generally
differ from the original data 125 on volume 115 primarily due to changes in time during
(and/or after) snapshot operations. For example, since physical machine 105 is still
running during snapshot operations, volume data 125 can continue to change, such as if a
user is continuing to create writes to certain application data. Thus, volume data 127 (i.e.,
“yolume data 127) re'present an earlier consistent, point-in-time of the data 125 on
volume 115, which is essentially the point-in-time at which conversion module 130

initiated snapshot processes.
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user is continuing to create wites to certain

application data. Thus, volune data 127 (i.e., "vol une
wdav@/1k@0%) represent an earlier consistent, PCT/US2007/006021

point-in-tinme of the data 125 on vol une 115, which is

essentially the point-in-tine at which conversion

nmodul e 130 initiated snapshot processes.[0030]

Nevert hel ess, Figure I A also shows that boot record

120 is the sane on snapshot 117 as it is with the

in t f vO 115. That,is, on 1l
to0 3 REPA IS RelbO L ot it L ppot rodt 40 s st pr smapshot
0 chan uring. t he snapshot cesses since .

117 i 0 e pmeataes RSO Rte FLO < ThEER: 6n6 3 lpppssite that boot
record. | arti_uiar, boot -records are generally,. o
fec@ﬁéi%&a 18@ gﬁ‘fém&%s yHe; shgnes dpgng thy snapshel pracesses singg applications

i nfrequent basis, if at all. As such, Figure |IA shows

typicplly dgdwt haxe areesy 5o thabeatirgcards dn jngrtigydars haet regords are generally
was_as before snapshot operations. [0031] Prior to,

_chagged by theopperpiing systens &d pically vg annimfishvent bpgis, if at all. As such,

~conversion nodul e 130 can al so set up one or nore
Figyser }4 ghowia thnt BpetkrecordH30) infthisegse] s Chea sam as itavasracheafoe snapshot
host 110 that corresponds to the physical machine 150
opepttiogiscal di sk (not shown). For exanple, Figure IA
shows that conversion nodul e 130 sends nessage 150 to
[0031eBtier tay dbeng|ar shorttyuaiter kegatingisadpshbt €17, 40nvérsiodnaodule 130 can
i mpl ementation, this can also include sending a '

alsorestagoend o1 aiord eirarat dbel disNKOVHID S (s (40 gt virld inaehin@ host 110
particul ar fixed size, and then sending a separate

thaeG&sétgendsOtoTiieepiiyacaVilidchideel 30 phyaRda didkCRRY @h8WARN For example,
nodul e 130 can al so send a nessage to create (witable

Figfe PANSHOMWSS Blat &0dVERHINC AloliiteS | IR eniDirlckdage 140 &) create writeable
grows in size with added data.) [0032] Cenerally, each

virtiharll UBKGRR 126, IR 'hi HibRthdnfatiof! 1h8S BANSsE thdud Ralifig a message
physi cal disk of a conputer system and each vol une

ﬁrs%’\’irt]cg Ridtd 2 PORT GAL s@'&%gf, i‘:l]qg? Q)X e{ﬁ%ﬁ?lﬁﬁgfﬁﬁg' d-K1 0 | yn sending a

e newy create Wever,

sepmtesﬂgysagg%@ﬁlafcg BISTED 6 writable. (Conversion module 130 can also send a
message to create (writable or otherwise) a dynamically-sized VHD file, which grows in
size with added data.)

[0032] Generally, each VHD file can be éonﬁgured to correspond to a single physical disk
of a computer system, and each volume within a physical disk can be represented in kind
in the newly created VHD file. A VHD file, however, may in some cases represent a
single volume, rather than an entire physical disk. Nevertheless, in the physical disk
example where a physical disk has multiple volumes (though only single volume 115 is
shown), the new VHD can also contain data corresponding to multiple volumes. There is,
of course, some flexibility in this regard. For example, if a user of physical machine 105
had a vol@e spreading across multiple partitions (and/or mirrored volumes, etc.), the user

might decide to dedicate only one partition to the snapshot data in the destination virtual



10

15

20

25

single volunme, rather than a entire physical disk.

Nevert hel ess, in the physical disk exanple where a
wohywieedos di sk has mul tipl e vol unes (though onbPgTRiSHE7806021

vol une 115 is shown), the me&w VHD can al so contain

data corresponding to multiple volunmes. There is, of

course, sone flexibility in this regard. For exanple,

if a user of physical nachine 105 had a vol une

spreadi ng across nultiple partitions (and/or mrrored

I , &t he user. 1 ght, deci de to dedi cate onl .
hard %ééyrﬁlr%t iﬁe‘fngrna}l?’ bﬁ{ehueslég H};{%%Th‘gﬁ“d&a‘tﬂgly ?‘h “Pﬂ%‘gﬁ‘éllé? YAl 2 physical
. virtual.hard .disk file. Simlarly, .t i ght
aisk g8 R alimpie RIS UIRRESBEIS phys) oal di sk
10035] Bhis b4 B Vi AlF Seilogenerally aasn siedhat ilat loast as large as

generally be a size that is at |east as |arge as nay

maj benpesdet] With fesResh&r the dransfsrred saurcer (eedl, physical disk, specifically
(e.g., physical disk, specifically physical disk

thﬂaﬂ sk yatune, datp ivithia Biey physadal ddisk, etst)cdytadatis. sush, one will
such, one will appreciate that the techniques herein

appgepiatyg thay theterhnighes hersiccantalso bufirihentsadgwben éuplitating an existing

~virtual machine into a |arger storage space. For

virtugla mprichineaintadan larser r stooge spaon | Hentexbytipiy 4 addnginistrator, upon
virtual nmachine's volune storage capacities are

idenlifying i agirtwdmavheat © velidic itongk capiar arytdininishing, can create
flle(s), snapshot the virtual machi ne data, and

addesenalt fasder yVHIDe filé(s)) adnapshiot tthe viitlidl URhcHTRE Mafle M essentially “re-
transferring (e.g., copying) its snapshot data into

virtuhiézeMethe Widudl tediede by wghstdring J8B., R 9&@?% $ab8RAVdata into th
descri bed. [0034] Thﬁg, inplen%ﬁ?gtig%s 0 thea%reseﬁ%alno ©

new VD l&E) dsned theQam@lprodtsies dhRYPY §&dcribOq.vi rtual
machi ne conversi ons, but also "virtual to virtual"

[00BBCThE GPIMRERLOS of TP Prldehit lil?\FetnﬁigH dinbfag Ot only “physical to

circunstances, inplenmentations o present

virti.lélV eﬁ%&ﬂﬁe %ﬁy@nlgg}?xls,ﬁ ga,u{mcﬁs% g%?li%'é ltJ) yvi{tsgler%gghiho hcg)t%versions. In |

converting a to a "virtual nmachine

i . L ne" . nderstood .t o i ude bot h .
Pl o U BB B e RS 5B B can s
be ﬁﬁ%{e?geﬁ%fa?ﬁl’c%ﬁcgrg%dgt?)ra%Vcw%rn\efer?irr]lg aq‘%%c%tu'le‘"g(os ‘svtigugzslslegch?rrl]eq” That is, a

“machine” can be understood to include both “physical” computer systems (e.g., a desktop

computer with associated hardware and operating system(s)) and “virtual” computer
systems (e.g., a computer system installed at a virtual machine host as a unique computer
system(s)).

[0035] In any event, upon creating virtual hard disk file 140, conversion module 130 will
mount the file 140 as a physical disk, so that file 140 can receive the data of snapshot 117
through, for example, network communication. (One will appreciate that, in some
implementations described herein, rhounting may not even be required.) Thus, Figure 1A
also shows that conversion module 130 sends message 155 to mount vir.tual hard disk file
140. In additional or alternative implementations, message 155 can include an instruction

to mount VHD file 140 on any of virtual machine host 110, on the physical machine 105
S
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systenms (e.g., a conputer systeminstalled at a

virtual machi ne host as a uni que conputer systen(s)).
wpQOBABRd;m any event, upon creating virtual hardTaissto7/006021

file 140, conversion nodul @130 wll mount the file

140 as a physical disk, so that file 140 can receive

the data of snapshot 117 through, for exanple, network

communi cation. (One will appreciate that, in sone

i mpl.ement ati ons descri bed herein, nounting may not

bl RORYE b SR YT B et e ek Smp YA, heieen the machine
' i sk fil : ddi ti I
whgre a5 o i ke nd e PGl iscRig bl cARYisg G-c. 105 i

.an instruction to nount VHD file 140 on any of virtua
thig3%6)-ne host H C6 on the physi cal machi ne 105bei ng
converted, or anywhere where there is network. )
[0Q36h Raettofymeynting f\;f)@ehloc ¢rm inplade aesogleting theble with ongrimore device
__mounted and the physical machine being converted
idepfifiers, sudnay thet drvicecH3 of 2 ploce] disky tFasfexampie.i vigudli techine host
140 can include associating the file with one or nore
1190 evild dej idgmtdtéd wrmpustuditualshard disiidile ¢ 40 s®tludt itis identifiable through
physi cal disk. For exanple, virtual machine host 110
a deivelpdthbas T\nslevicetFeatddisk Al Tt Invparticdbr, Fagwte diBsshdwd that VHD 140 is
140 so that it is identifiable through a drive path as
idénvifinblevascedibladeite Skd545\ Alonp sifpdlat L, adonvErsiptl éaddBle 130 can also
shows that VHD 140 is identifiable as "disk drive
idebify 2 ddvidegidehtifibA(arld/StemouBOpMaLsS ifoN exafipley fd38adhashapshot (e.g.,
also identify a device identifier (and/or nount

ma?i OltinatbB, cOXABbA )mddiile €3 Barb BaPHE QerftBicd: devick/Mentifiers for any
timately, conversion nodule 130 can.use the

sndfiRotdrid B ashe¥he&pbHGRE VD ed @ rARY¥er SHARBBOL oA f O
any corresponding VHD Tiles to transfer snapshot

V4, \Y, 1 3 .
[O@Tkﬁe?}tgfalltyk ggﬁgérm NG&bahleYr30CORY RhfaNHEOHALEn nglgf@rg}tents using

tran snapshot 117 contents using any nu

angggl%{a% , g &aﬂﬁgpﬁf%ﬁzﬂ;ﬁ?mé. e %@ﬁ%@?@?ﬁ '#80'exanfi{le, conversion

conversi on nodul e ’snaps

O
mold%Ye P30 %31? ¥rtag§fng 51? tsﬁotblaﬁi 3n iatq)ter-H/-lb?ftelg'aosig Pnrtg lfﬂg 1 b%frough disk

drive 145. In additional or alternative implementations, however, conversion module 130

can transfer snapshot 117 to file 140 by identifyiﬁg and transferring “bﬁe blocks.” In
general, byte blocks comprise a fixed sequence (of any arbitrary size) of individual bytes.
In at least one implementation, transferring byte blocks, rather than individual bytes, can
dramatically increase the speed by which snapshot 117 can be transferred over a network.

[0038] For example, several gigabytes of data that might ordinarily take several hours to
transfer to virtual machine host 110 over conventional network transfer protocols can be
transferred in some cases in just a few minutes with byte block transfer mechanisms. In
any event, Figure 1B shows that conversion module 130 transfers in this case bytes (or
byte blocks) “160,”, “160,” etc., and transfers these bytes/byte blocks directly into the

writable virtual hard disk file 140 through disk drive 145. As shown in Figure 1B, virtual
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drive 145. In additional or alternative

i npl enment ati ons, however, conversion nodule 130 can
wonrenmaBen9 snapshot 117 to file 140 by identifypPagusmd7/006021

transferring "byte blocks.i51n general, byte bl ocks

conprise a fixed sequence (of any arbitrary size) of

i ndi vi dual bytes. In at |east one inplenentation,

transferring byte bl ocks, rather than individua

bytes, can dramatically increase the speed by whi ch

ha@nﬁgﬁ' I?ﬂé l;-lté Caf %@vg %}Itogiatgt @§%£§at8?1\é§;€§d ?;ﬁ +1n u&ﬁ{o?h%? \;olumc data

exanpl'e,” severa

| h f I
127 LR héﬂ%vsﬁbf‘ Hodpor swe‘iﬁ%?aoa RERS R BRRSPr an o1

con transferred in sone _cases in just a
oPef TSRS o & P Tt dyied GFkofalen 5 gy, netynecessarily be

ny, event re | B shows. that conversion nodul e 130
b°$‘?§’ﬁs%te‘f1§u?lrfn ige hostel 13, isisace e bopt datg| ek dnivers o nnlikely to be

2" etc,, and transfers these bytes/byte bl ocks
“S%fF'r ’é’c‘th)POPWE‘bOf KBt mashing hest { L Ongrreassinster thik s thapthe “virtual
t hrough di sk drive 145.° As shown in Figure IB,
a‘%?“"?af% that existgi inkthe vigual 4p0achvime tamionatdnt uiénd/hlewhtdxm virtual machine
data 120, and will include other volune data 127
hogt 430) pught; 1ot e dpe bane a4 the hgpdwarediop physicn méchide] @5t Bor example,
transfer. [0039] Despite the data transfer, the
suolj gomppginehisrag thié &kl ed mtba{amlwar@txbmemmama)}ey (‘bIeAL”) on physwal
boot abl e at virtual nachine host 110, since the boot
maghine 18 dnaly by basedaf@ atatripleslon 4 dud@rowsdo sys@end. "B addition, virtual
context of virtual machine host 110. One reason for
mathins hast 118t cdnhemulits tdittbreRA MWRIR " cdrl) rifd, Sprockdlof REchitecture,
virtual machi ne environnment (and/or within virtual

physieal idisks {03!, sidkde Bitaited ﬂ@&h@&a&ﬂﬁe%%m@ﬁl &8i3R identifiers, operating
har dwar e for physical nachi ne 105 or “exanpl e, such

CONEaRen] snddisk AsivkRroeh
SYSENRADERL SdXSisk U6V 1D The Biied NPbRRANAEs, AN BRI omerwise

be fOinE%ARRY SourPd radiidd b@fngc‘?étﬁz%& &%éfgef‘q;wsﬁbaﬂ% r?é“ &1p5).  Such

virtual machi ne host 110 ¢an enu ate er ent ne

dlff(‘eﬁ?rrféeéj hie a%oshke(?f' g @fﬁg&é’hé}{ gJ}Lv%ﬁﬁgtéu%fhﬁ/e E%:I;y ﬁyhsfc voh(lj he g'ogkwuhm the

g., storage attac tot SI Ca

v1rt'gg19ﬁgslttd & ittuaD A Lng systemdrivers, and i sk

rivers to hosted virtual machi nes, which m ght
[0039} ARt l3erre\é\fﬂﬁetra:nsfcrred boot data 120 might be based on operating system

characteristics at physical machine 105 that do not necessarily apply within the
appropriate virtualized environment at virtual machine host 110. These and other reasons
mean that an adm‘inistrator may need to make a number of different modifications,
depending on the particular operating environment(s). Accordingly, conversion module
130 can also modify virtual hard disk file 140 to be bootable at virtual machine host 110.
This can inchide, in some cases, instructions to update the kernel-and HAL —~ and other
drivers and registry settings — for the virtual machine to be created, based on the snapshot
data.

[0041] Thus, for example, Figure 1C shows that conversion module 130 also sends

request 165 and corresponding arguments to virtual machine host 110 to modify
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be found at the source nmachi ne being converted (e.g.,
physi cal machi ne 105). Such differences are al so
woORbkElpo2e exi st when converting a physical di BkTAUSRWOIB06021
fromwithin the virtual hosé to a virtual machine.
[0040] As a result, transferred boot data 120 m ght be
based on operating system characteristics at physical
machi ne 105 that do not necessarily apply within the
appropriate virtualized environnment at virtual nachine
host 110.. Th ese an ot her reaso mean_t.hat . an .
P sﬁf%% T Way gré‘e&%n(? (RS gﬁﬁifnﬁ%?é‘g?a‘b‘?‘ﬁ &9 il operational

. hodi ficatjons ependi on the particul ar tin

inf AR ThE Stk B GGy BobhSRoEr P BT Tatmdam) can even
al so rmdif%/ virtual hard dISk file 140 to he bootabl e

be 59“?7 iaf theaphymicalimaching (befarg beppg rapsfgrrpd dnside 2 VH%@A%)) In one

cases, instructions to update the kernel and HAL -and
implementagiony Brs camdnslade spryersionmegide 130 examining thg boot record of
machi ne to be created, based on the snapshot dat a.
volugB4snepsinisl 17 gnd ssiaging proviousty tregsferreddophdata 120 with new boot
conversion nodul e 130 al so sends request 165 and
infoonatinngerali mgdidieg(hoeh infotmmtion; purdw baetinfeaniation fiong sergtch) based
nodi f yoperational information. (In sone cases, these
onnthei devc aliskomsd tvoltine apégatationadf ithef wirtval irgavhire.t He another step,
virtual nmachine (e.g., boot sector and the registry
convdrsiomaidduly 13@nareekko eRkemihende atansfered My steyainfomsdtiare(not shown)
(before being transferred inside a VHD file.)) In one

of voRiredBAAFEhoON17] Bhé updhtei Thel tglefa sy AeidtON infothdhonl 30 a manner
exam ning the boot record of volume snapshot 117, and

apprOpHae! B8 tHY Bvtulimbhvhihé 306,/ 6Hs6€ On iROhew Hardw 48 antildRivers that exist
new boot information (e.g., nodified boot informtion,

onQirhMWxé%ﬁﬁIeﬂd@f p{grati on from scratch) based on the new
di sk and vol ume configuration of the virtual machine.

[Odaﬁ] ek h&ﬁaﬁﬁ§ Ran GRAVIRERUE QhHPQHé @hel %t&ﬂ%lﬁéﬁ& such as the kernel

exam ne the transferred regqi stry i nformati on (not

(?r LAl nQIErsV ?xlo%tﬁﬁjﬂl %:ggor]taﬂ a sifh r‘# gégﬁrnlré%lﬁware configuration. In

erred regi str or mat

addition, such updating can include adding computer and drive identity information
unique to virtual machine host 110, adding any appropriate disk or file drivers unique to
virtual machine host 110, as well as changing the registry information to accommodate the
appropriate network drivers, storage drivers, and so forth. Such updating can further
include replacing drivers for physical devices with drivers for virtual devices, disabling
drivers for hardware where there is no corresponding virtual device in the virtual
environment, and disaBling services and applications that depend on devices where there is
no corresponding virtual device in the virtual environment.

[00;13] In addition, conversion module 130 can further create these and/or other
appropriate configuration values for the intended virtual machine (e.g., 175), such that the
resulting virtual machine (e.g., 175) will operate with the same preferences (e.g., memory,
CPU, etc.) as at the original physical machine 105. Along these lines, an administrator of

the virtual machine host 110 may also (or alternatively) modify these preferences for the
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appropriate for the virtual machine 110, based on the

new hardware and drivers that exist on virtual machine
wbaed7/12409 [ 0042] Such updating can al so i ncl ugeT/US2007/006021

changi ng the system bi nari @s, such as the kernel and

HAL drivers, fromnulti-processor to a single

processor hardware configuration. In addition, such

updating can include addi ng conputer and drive

identity information unique to virtual machi ne host

resél#lga L@Qt?% ﬂ%c%%a%%ﬁﬁh%t, gifl'lé&%?‘a %lﬁ@dqg‘je\é ru?ld such operational
iR BERES AR L OB, LB BEROTIRIA o1t e cuc, e

dorth. . Such updating _can further include replacing .
will Bhbyriaty it BRYGHIAIOT GBy e eanimeke By Fumber oF oonfguation changes
devi.ces, disabling drivers for hardware where there is
APRIEPILR 12 EPIRE ithyrerh itnganirtyal inachingist brotshle,: ans will operate correctly
envi ronnment, and disabling services and applications
on theyirtpal fasrdingregidgnests- svhartualimeghing kost 3 1@br r espondi ng
virtual device in the virtual environment. [0043] In
10044l ¥\fiep approprivishs mewifvingdreatir@0the appfapriateboatrreatrd (i.c., from 120
t hese and/ or other appropriate configuration val ues
to 131, sshietemnragindodinformatinn, daivier mefofreation, #hd%r, othet Ronfiguration or
that the resulting virtual machine (e.g., 175 wll
prefpenct inforirtabionheors@nsorp mekialee I8ecan( theg .rembRETe/ mdultof (i.e., “un-
etc.) as at the original physical machine 105. Al ong
moth¥} evidtuah deard aliskadite i) satthat wfis ldelotistt UedesIBENENQ drive. For
host 110 nay also (or alternatively) nodify these
exanié eFignoe 3 siowd &gt Sdonké@nVinotitie! 1 M eBAde message 170 to virtual
Furthernore, the adm nistrator may even build such
machife dbstoNH), insthevtitg! viftall nabhine TR 1 PV EQLERBvY MdBDunt of virtual
preferences, etc.) fromscratch. In either case, one

harWididic BAYOCI A& bR MIYTREENOVirRal hiiSBICARSTPER A¥be used as

nunber of configuration changes appropriate to ‘ensure

virthemb&ifiHé 4 750whbsd 4ah ié“é&é%hﬁﬁ# ﬁ‘leﬂﬂ@ﬂﬂg lifie a@% M dihime 115 at the
a mac

operate correctly on the virt I ne residence

pikEsen RN Sl L10). 10004 Mo

[ooﬁﬂcﬂ{ gargij:ulgr,’thé [aey \l’ﬁﬁ)m the volume(s) managed by new virtual machine 175
are consistent in every appropriaté respect (e.g., application-consistent, file system-
consistent, énd/or crash-consistent, etc.) As a result, a prior user of physical machine 105
will now be able to boot virtual machine 175 at virtual machine host 110 and use the
virtual machine (including accessing prior data) just as though' (or more optimally than if)
the user were using physical machine 105. In addition, one will appreciate that the VHD
files can be generally portable. For example, the end-user can transfer virtual machine
175 to any location desired (i.e., another virtual machine host) in at least one
implementation simply by transferring the virtual machine file(s) (e.g., VHD file(s), etc.)

associated with virtual machine 175 to the desired location and performing any necessary

operational information updates.
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to 123), systemregistry information, driver

i nformati on, and/or other configuration or preference
wonbariseod on, conversi on nodul e 130 can then reqoAS200M806021

nmount of (i.e., "un nount")svirtual hard disk file

140, so that it is no |onger accessible as a drive.

For exanple, Figure 1C shows that conversion nodul e

130 sends nessage 170 to virtual nachine host 110,

instructing virtual machine host 110 to renove the

of virtu rd disk file 140. novi

(03Bl B e e, disipak of meesy AP SIeL B lgﬁkam oven be
as virtual machine 175, whose data is essenti al

crepigd 7t physical gnaghing 403 itself.and then send/tppsterred foithe Yppropriate virmal
snapshot operations were conmmenced. [0045] In

maghipe hes (e 1THR- FRr sxample A vseratriysingl wpching 498 ¢ap greate a VHD
new virtual machine 175 are consistent in every

fileafseg- o P Paatethe pbyeical machyne, andgranséritbe snansb@ts@@rt@nts into the VHD
file systenctonsistent, and/or crash-consistent, etc.)

filepfor ahe datalof intgrast abtheposical mpé¢hiné.c Thisnachileast oGS way [that the user
now be able to boot virtual machine 175 at virtual-

camaodid meountse theé VEHDRdleqee.{ heviviuat sathimadiosinkl 0), if desired. In either
(i ncluding accessing prior data) just as though (or

casepthe pi carpibley sbhditrandfer thh &V Hbefile\snd eonespomdixipy siapsathot contents to
machi ne 105. In addition, one will appreciate that the

an \dpPrdpria@s dedihakion g@ney airhipl pedchidel Bost FoN0) e ¥adwhangd bérresponding
end-user can transfer virtual machine 175 to any

opérafighid]l Omféleitiofdat( thee destiBAbhler Alteinhtiddly Tlighuger BRSt ¢ven change
in at | east one inplenentation sinply by transferring

optBBoidll fndmARehkReel Velrs)fileeartlt snafishof kb@bats atife lource (e.g.,

associated with virtual machine 175 to the desired

phiQ&A h&RiRN o N e LeRdind e REAS RN %ﬁ&ﬁsﬁbt e8@knts onward to the
nfornatlon updat es. [ 0046] 1 n anot her inplenentation,

neW s qr nmore VHD fI|eS (e.g., 140) can even be
Create at physi cal machine 105 itself, and then

oA, tth %&%@Scfa%fagas‘i’hérgh&{‘ 8re§1%pa[9ﬁ'ij A Vil ) H%" a Hﬁﬁﬁ}erk%. g., conversion

exa a ‘usér a

38, 0005 PRl s B e s i
meta(}a?a create)cllHQt physical machine 105 in portions (e.g., byte block) effective fpr
transportation. The data to be streamed can also be formatted in a VHD format according
to appropriate VHD format/content specifications. Thus, after being transferred to the
destination (e.g., virtual machine host 110), the stream can then be saved as a VHD file,
since the streamed data was generated in VHD format. This is yet another way to avoid
mounting the VHD file.
[0048] Accordingly, Figures 1A-1C illustrate a number of overview schematics and
components that can be used in accordance with implementations of the present invention
for creating a snapshot of physical machine volume data and creating a new virtual
machine from that data. In addition to the foregoing, implementations of the present
invention can also be described in terms of flow charts of methods comprising one or more

acts for accomplishing a particular result. For example, Figure 2 illustrates flowcharts of
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file for the data of interest at the physical machi ne.
This is at | east one way that the user can avoid
wounwTiiemgot he VHD file (i.e., at virtual machi ReThis107/006021
110), if desired. In eithenoscase, the user can then
send/transfer the VHD file and correspondi ng snapshot
contents to an appropriate destination (e.g., virtua
machi ne host 110), and change correspondi ng
operational information at the destination.
: en n eration
moffohEL0a} ik Belepebit SoltRl witThe 15897 F PEhA bReGmgfost 110 for
. SO e. 0..... Rhysi cal. chiine 105) ..hefore . sendi ng .
corypliGPRiehls, dyen RS pfical AEaste SR Ansitiota coerlaechine, to o
. i nation 4 In so. , ,rather than create
virlg g o Th Jgeiiodh, b iR Lesped goriogb P B Tespect to the
nodul e .130) . caul d .be, confjgured to stream from nmenory
C°Wmﬂ§q¥ﬁdﬁgﬁgpmaﬁpé“%ﬁ&gﬁﬁiﬂéh¥3%¥§lHscreated at physica
chine 105 in_ portions (e.g., byte block) effective
[0043, For, sxappic: digwe. 2 shewsdhat & onpteodtfremnte perspestive of physical
be formatted in a VHD format according to appropriate
maghipy 4185 whcoaveitiagta plpsidal neghingrts 2 Vintus] mathise adei vigual machine
transferred to the destination (e.g., virtual machine
hosh githopt gipcurring  signifmant dnwnhtimeben she esheasr anddDphydie] machine
since the streaned data was generated in VHD format.
volumpss ciuy cqmpriseon et 20Rpf tidensivying haviwidre egnfiperatibls of the physical
file. [0048] Accordingly, Figures IA- 1Cillustrate a
machumdb e Acd 200 iecluidesvidentifying ons oantore timpdweret confipatatidarettings for
be used in accordance with inplenmentations of the
onepsremery voloues tafanniachine) Gak icr@mles FaRebalA hoWd¥sheddion module
machi ne vol unme data and creating a new virtual nachine

130 v@WBH bedl ideafify. hdrgwaftiiahiPP séRwhiR cbRf 8AHiHY settings on volume 115
i mpl enent ati ons of the present invention can also be

pridtes Giitikesh he shepdiot Blocki@y Thaldas ﬁluﬁ@{d@ﬁ?%n%the boot record 120

conprising one or nore acts for acconplis

andRAMrh& Whtar1 2583 4hdy efi@tratg)ﬁ : 1$nacBi @ dS én bé)l#lﬂ%%{/l?l, %’Zﬁl can further

fl omcharts of nethHods fr e perspective o

incliBE tﬂﬂé}fﬁfﬁgg Rhenef md gl aa.lre @Bﬁﬁé&l‘gd r}gis‘ b %%Ri-{noorcessor environmernt,

incompatibilities in operating system supported files, whether there are storage and
network drivers that need to be considered, and so forth.

[0050] In addition, Figure 2 shows that the method from thé perspective of physical
machine 105 can comprise an act 210 of creating a snapshot of the one or more volumes.
Act 210 includes creating one or more consistent snapshots corresponding to the one or
more machine volumes. For example, Figure 1A shows that conversion module 130
creates snapshot 117 of volume 115, which includes the same boot record 120 as before,
as well as volume data 127. In at least one implementation, conversion module 130 can
invoke writer-involved snapshot processes on volume 115 where available, or simply shut
down applications (or other write processes) where such writers are not available. As a
result, data within snapshot 117 can be ensured to be consistent (e.g., application

consistent) for a single instance in time after the snapshot processes.
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converting a machi ne, such as a physical machine or a
different virtual machine, to a virtual machine. The
worbtdtadeoof Figure 2 are described bel ow with pespsedn7/006021

to the conmponents in nmechapdsns in Figures | A through

1C. [0049] For exanple, Figure 2 shows that a nethod
fromthe perspective of physical nmachine 105 of

converting a physical machine to a virtual nachine at

a virtual machine host wi thout incurring significant

Ny n t.he one or noye physical machi ne_vol unes |
W“%Zﬁ'%&%%n?@@ Shpvscianids mgthod Bty T iAFESPREN YRR Rhysical machine 105
carf S A a2 ﬁ?p%ﬁfis%d%g R TR N oo vinaal disk file, Act 220
. configuration settings for one or nore volunmes of a i
includes sgding ghe ueppmere egnsisient snapsheiido @gnowrted girtual hard disk file.
modul e 130, which can identify hardware (and/or

Fog grranyilecoonvensiangueditle dA0 setrievesgdeving idontiftess forsapi prapshot taken at
to initiating the snapshot processes. This can incl ude

physieai trhaghing 10Heansh Sirthes getrigvas any ddvive lidensifivat forl @shagrtual hard
they exi st at physical machi he 105 on vol unme 115, and

diskafilef praunted ahofited mdehine fhosnd 1@hefUpon tdidedng aapprepriate device
configured for a multi-processor environment,

identifiersp Eiguoe I Bt showsi thato@awvetsiongmeghale d30suap poank el volures data 127 of
whet her there are storage and network drivers that

snapshet 107 bt ovistuadlehac] diskd e 149, t duch[ B953ind dyte (or byte block)
addition, Figure 2 shows that the nethod fromthe

trapskgggstmvchaaisnhysi cal machi ne 105 can conprise an
act 210 of creating a snapshot of the one or nore

[0052] Fi@fe 2 Rikthed Shdwi€ kit @ise Hlc@RId REMANE pRfspBBIW: of physical machine
consi stent snapshots corresponding to the one or nore

105REM ESRPME MRS 230QF s BHR R bddt RGPSt WEodad virtual disk file.
conversion nodul e 130 creates snapshot” 117 of vol une

Act230 N8 MR8 DobP Fecd A R0 PR lore 85 Obrel @bhsBtent snapshots to the
before, as well as volume data 127. In at | east one

I
mdumgdeﬁ?tﬁﬁlaﬁ%ﬁnd&slg Y, :{111%11 QHat”‘Bg o8t 18- {.h%V%goWgrree consistent

WW|ter-|nvo ve _snaﬁ ot processes on vol une
snfp\éﬂé)tjs %9111 Be n?ord1§<!:<i@tl the %m‘ﬁal machine host. For example, Figure 1B shows that

conversion module 130 also sen,ds boot data 120 to virtual hard disk file 140. Figure 1C

also shows that conversion module 130 can send message 165 to'modify the boot record

120 to record 123, such that boot 1.'ecord 123 is consistent for the operating environment of
virtual machine host 110. In one implementation, the new boot record for the new virtual

machine can simply be created from scratch, rather than just sent and modified.

[0053] In addition to the foregoing, Figure 2 shows that a method from the .perspective of
virtual machine host 110 of converting a machine (i.e., physical machine or prior virtual

machine) to a virtual machine at a virtual machine host without incurring significant down*
time on the one or more machine volumes can comprise an act 240 of creating a virtual

hard disk file. Act 240 includes creating a virtual hard disk file having a file size. For

example, Figure 1A shows that virtual machine host 110 receives message 150 instructing

virtual machine host 110 to create a writable virtual hard disk file, as well as an instruction
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down applications (or other wite processes) where
such witers are not available. As a result, data
wonbdriizo®mapshot 117 can be ensured to be consPerTaIS2007/006021

(e.g., application consistent) for a single instance

in time after the snapshot processes.[0051] Figure 2

al so shows that the nethod fromthe perspective of

physi cal nachi ne 105 can conprise an act 220 of

sendi ng the snapshot(s) to a nmounted virtual disk

o A 0 By AR R0, 04150 e Bt ine bt 10

C.OI']SI sten snaps ! (
o LN R TR K ——

machi.ne 105 nd. further retrieves any device )
the Vg ?‘F‘Tdé‘gék 15 Sizs 6Rn bF of GRReT skt QriGSNARRY. b prosfReRle.atirtual hard
. virtual machine host 110, Upon retrieving appropriate
dls‘aé{}‘? clgoi T b gstdo 1Oy a%gébﬁtss 4P SWdery 1%@9@333@& &0 gigabytes of
nodul e 130 can transfer volune data 127 of snapshot -
volyme Li1jideta, i Adigenatinalye comesksion moduli0] 3G srth virtual dardydisk file 140 to
byte (or byte block) transfer/copy mechani snms. [0052]
grop dymapically v ith addisihpaldlathtmansfére net hod fromt he
erspective of physical nmachine 105 can conprise an
[Oog‘ﬁt Fipgre dRlsocghgmsghathibeboahod émaor thesperspectie ofiwirhia ehachine host
virtual disk file. Act 230 includes sending a boot
110 esoeampose wheacbHAB0 @f mouwsingothsi witaslt hadaish@ie tActtI®® includes
nmounted virtual hard disk file, such that the boot

mowgg tte irtud herddiek file a0y GirRaNBLSHIAO hoSNARBNRASHE #F1 R hard disk
nodi fied at the virtual nmachi ne host For exanpl e,

fileFipguare akBins hasssiblaghyeizay alski OFor®Giie, 1 $A SRAASthat virtual
boot data 120 to virtual hard disk fitle 140. Figure 1C

madiSOhSAMD rebelves 2RUAISE P45 PHIBLR i ' :
165 to nodify teﬁe bo(g{ record 120t %%O‘?ggglr%ﬁflig%&eggiﬁﬁ) In one

implREntROH, ViR HackdR hst 99D %ighﬁﬂé %'Jsgllilxg&ﬁ% %gﬁog?été B 140 with a

.envi ronment of virtual nmachin 0S I'n

partidRARiS Healt R er! A1 tﬂ@ff’nfb&ﬁt)g{agfﬁfggﬁfééro{sré %ﬁsﬁ%‘f@%ﬁce. The virtual

virtual nmachine can sinp om'scra

B e Ml 5 S BT AT LS L 09

[oo§§]%P§Jcﬁ88§} ﬁx%emg,{hod from the perspective of virtual machine host 110 can
comprise an act 260 of receiving one or more snapshots. Act 260 includes receiving data
of one or more consistent snapshots corresponding to one or more physical machine
volumes. For example, as shown in Figure 1B, virtual machine host 110 receives volume
data 127 and boot data 120 over using any appropriate transfer mechanism (i.e., whether
byte-by-byte, or byte block-by-byte block, etc. on any network transfer protocol).

[0056] Furthermore, Figure 2 shows that the method from the perspective of virtual
machine host 110 can comprise an act 270 of modifying the bo;)t record. Act 270 includes
modifying operational information for the one or more consistent snapshots, such that the
one or more consistent snapshots are appropriate for an operating system at the virtual

machine host. As shown in Figuré 1C, for example, virtual machine host 110 receives

message 165 to modify operational information. For example, message 165 can include
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virtual machi ne host 110 of converting a machi ne

(i.e., physical machine or prior virtual machine) to a
weiod7uad2opachi ne at a virtual nmachi ne host w t RODAUS2007/006021

incurring significant down2tinme on the one or nore

machi ne vol unmes can conprise an act 240 of creating a

virtual hard disk file. Act 240 includes creating a

virtual hard disk file having a file size. For

exanpl e, Figure I A shows that virtual machi ne host 110

receives nessage 150 instructing virtual chin st . .

ond TR FERRR R T PP Pl et Pt LI crteria, and
well as an i ructi onto e the new virtual hard

chaieste BPoia0u | ZhbiocboRofe das incn gPmomRHeaRRdhe. Msstage 165 (or
H O creates virtual hard disk file 140 and nmakes it .

anqiher MEFSIse AN DOV SRY aksoniochide e Teprs, reghesty ite chapee registry
hard disk file size_can be of either static or

and orepRratingprefeasagepnormatipryal hard disk file 140 ni ght
be set to 100 gi gabytes in order to acconmodate 50

(00574 Dugh ehanges\af] ameparstonrpd naturg|caarinelufig.efoy example, any number of
conversion nodul e 130 sets virtual hard disk file 140

hardwage end dgpraating Isystens configigationenéd. g.datuebter aofs prrcsssors, hardware
[ 0054 Figure 2 also shows that the nethod fromthe

dripens s¢isk tdiriverstiflentifidrsi ahd sacigendriveosidehtifiesanete@rp drisers, etc.) Such
an act 250 of nounting the virtual hard disk file. Act

ch@fges inmayl neé 3o ewohsidgredite enkure tlwdt thandwbpekatinigl sysiin af the virtual
virtual machi ne host, such that the virtual hard disk

madchine igpRapstiblaand e fig dpbrophisy 6l thélvitual BAVironment. Changes
exanpl e, Figure I A shows that virtual nachine host 110

of bR @REMEISNA Habfeash flfbert ichBY RhribieregisidyUahnipalatiofls, Skich as usage
file 140. In one inplenentation, virtual machi ne host

of H#lerd Mt other hAQIvaHS i@htHP o ABVEIsBetnd tdpRackd tntdriteBistered in the
particul ar device identifier, and then nmount that

birlafie8t ipdfts 36 11y P8 HRN mformbtenY i2hiUR MAKd Ghakges of an
file 140 can then be viewed and accessed as a di sk

opS8Y%bES nhftre c%:?%?hnjﬂgir %?r!g{é(?]é Phiouk W6n 6n bEARhEK for the virtual

perspective virtu I ne host can" conpri se

mdiClchOR el BEBIeHIcR 806 EPUTRLGLSNBRENO . Act 260

es recelvin ne or "nNofre consi stent

oQARE DA i ESIROII U e iR SR Thé Yerspective o virtal

machine host 110 can comprise an act 280 of removing the virtual hard disk file mount.

Act 280 includes removing the mount of the hard disk file, such that thé virtual hard disk
file is not accessible as a physical disk. For example, virtual machine .host 110 receives
message 170, which requests that virtual machine host 110 remove the mount of virtual
hard disk file 140. Virtual machine host 110 can then ﬁn-mount the virtual hard disk file,
such that file 140 is no longer accessible locally or over a network as a host-level disk
drive. As a result, virtual disk’ﬁle 140 can be booted as virtual machine 175, which
contains data that are consistent for a single instance in tirhe, and ready to operate at
virtual machine host 110. In particular, and from the perspective of an end user, virtual
machine 175 is — for virtually all intents and purposes — an essentially identical form (i.e.,

same data, or data subset(s) thereof) of physical machine 105 prior to snapshot operations.
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vol umes. For exanple, as shown in Figure IB, virtua

machi ne host 110 receives volunme data 127 and boot
wdab@/1k@09 over using any appropriate transfer PeTUan03006021

(i.e., whether byte-by-byte3 or byte bl ock-by-byte

bl ock, etc. on any network transfer protocol). [0056]

Furthernore, Figure 2 shows that the nmethod fromthe

perspective of virtual machine host 110 can conpri se

an act- 270 of nodifying the boot record. Act 270

pcl.udes. nodi tyi ng oper.ational information for the one
[0085 f ﬁ‘ﬁ?%ra i R%’ﬁ'?s sﬁgﬂaﬁf‘g 25 RER 9 RUERPEnet gomponents  and
re copsi stent snapshots are -appropriate for an o
eI f?é 63{&%‘%‘11% SRUVeHEng,? Fragame (&8hiailsissl maghing g paior virtual
in Figure 1C,  for exanple, virtual machine host 110
magchupe) Pk Vired mpshings IpPasticnlsry thepigwes andcorresponding text describe
i nformati on. For exanpl e, nessage 165 can incl udeone
how impismengations of $he presensrinyenyion spn bgraceeraplishetiinlat least one respect
.machi ne host 110 criteria, and changi ng boot data 120
withenthaenesstly rebopting anmaghpne theing eonvarted; .anfs switbodt6 Becessarily
(or anot her nmessage -not shown) can al so include one
needmgntorrebeaigutssars ALY ochBXfeenvirginsieny Asdudi, thpésragoing components
preference information. [0057] Such changes of an
andopechariismalallost phgsicalnmiactiherden beotrestedplativeBnyapidly, such as at
nunber of hardware and operating system configurations

confventional diskizad refw@kacesfospeedhar dware drivers, disk
drivers/identifiers and storage drivers/identifiers,

[0066F Werpteeibud@ TientRingd hefdis, o WD @pprEBiatd ' 8RE itnPlddentations of the
considered to ensure that the new operating system of

prebdie indentibalca®6 Riafied bid asmedd Rire Wil rfaH%EZBf i ations, and wide
appropriately for the virtual environnent. anges o

ran88lo P REARMA OB op&hHEE sf}ﬁé}nfeﬁl'i/ﬁ%eﬁtgp lFé? %é%(x?;@ge? gﬁglrc]eamentations of

regi stry mani pul ati ons; such as usage O

the g%%/@ﬁt iB@éﬁi[Y@lr &n Bc?dxfé%&l%l)h%ppg{ed Q5 bé‘l%;e?sdgxg 'g? g{é{r ?)gJeao(‘feancihine to a new

or reglstere I narl es, e kKerne

gL R o3P e FIAAERIRl i i
o SR PRHES 00 PP o5l Geh et Bl R Sty b s
out. Accordingly, the user could create one or more VHD files that are larger than the
previous VHD files of the previous virtual machine, snapshot the prior virtual machine
data, and transfer the virtual machine snapshot data to the larger VHD files. Still further,
the conversion processes described herein can be split further into multiple independent
steps other than those explicitly described. For example, if a user has a way to transfer a
volume image to a target machine, the user can simply invoke a fix-up operation to
“virtualize” the image, or the like, so that the image is bootable at the target machine.

[0061] In addition to the foregoing, one will readily appreciate that implementations of the
present invention can also be applied to a wide range of disk configurations. For example,
the physical disk(s) on which machine volume 115 is/are installed might be any one or
more of a basic or dynamic disk in an operating system, and can further have a variety of

partitions and/or volumes. Nevertheless, the procedures, compdnents, and mechanisms
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[0058] In addition, Figure 2 shows that the nethod
fromthe perspective of virtual nmachine host 110 can
woaoride® an act 280 of renoving the virtual hact/ude®k006021

file mount. Act 280 includes renoving the nmount of the
hard disk file, such that the virtual hard disk file

is not accessible as a physical disk. For exanpl e,

virtual nmachine host 110 receives nessage 170, which
requests that virtual nachine host 110 renove the

. Vj [ i. Vi, I hi,
A TR N N -

. ch.that .file 140.is no | onger accessihle |ocally or .
in $¥3 konias fo-g< Phvaied tns Bl S Pkie e @agand). fn particular,
hreguLtf vi rtual dLaﬁ file 140 can be booted as virtua
ChARLHISNES PROCIARAT SR REMIC dyRfmIG prabasiy disksgsiba ensferred to the
.for a single instance in time, and ready to operate at
Vlrw‘{ maghing et socthabde nevovirtpal maghine will behawediust amit dikbefore with
perspective of an end user, virtual machine 175 is -
thet bgsi¢;jqrt dyrangic aflisk| propextiss.an d.cpendpradns thea somporerts,aiogules, and
identical form(i.e., same data, or data subset(s)
mechanyiget esgribethhercirnsanmbecariplied ¥0delyrtp onsure asseamddsstransition from a
.operations.[0059] Accordingly, Figures IA- 1C and 2 -
prigsyrggshiRe tp nnerslyrvighalizedifome of thegmibr meshim. sns f or
efficiently converting a nachine (e.g., a physical
10063 Ahe eenarodpments off theuplesemdhvergjont mag aoniprigl a special purpose or
machine. In particular, the figures and correspondi ng
genesliputdesse rddagputavincndirgyeni @isi @ngpuér hi@wats BNdiscussed in greater
i nvention can be acconplished in at |east one respect
detail thedaw. nEpdslihehty WahROtHe gcddeBE Thé)§HrERhNdnvention also include
converted, and/or w thout necessarily needing to

conifalteiealsti1e nidlli A\ES? QiryiEoeRWikE BIRPBhter AR M idddSictions or data
foregoi ng conponents and mechani sns™ al | ow physi cal

stru¥aGhé fefed MeRRAnC RRhdnphtirba@bik &?@iﬁ@a&beﬁ%ﬁ%@% media that

conventional disk and network transfer spee

can¥e REGLLAYS weeHBAN hBLe gﬁgg%gfraé @PBstdp@ppr ecl at e

that i nplenentations o I nvent1on can be

[0083Y E?dw@ﬂ?domghlfgkfeg aérrgi ndt Vﬁrﬂxgatfo%n g&[cﬂf c rﬁé&t?r—%%tdiab U5 media can

and W de”rang ware ‘and opérating syste

confifHde"IPRNE rﬁéM, ':é’épﬁéﬁﬂ%ﬁakbﬁf’kﬁ 0 g} g{;ﬁggﬁ Sclls%f storage, magnetic disk

storage or other magnetic storage devices, or any other medium which can be used to carry

or store desired program code means in the form of computer-executable instructions or
data structures and which can be accessed by a general purpose or special purpose
computer. When information is transferred or provided over a network or another
communications connection (either hardwired, wireless, or a combination of hardwired or
wireless) to a computer, the computer properly views the connection as a computer-
readable medium. Thus, any such connection is properly termed a computer-readable
medium. Combinations of the above should also be included within the scope of
computer-readable media.

[0064] Computer-executable instructions comprise, for example, instructions and data

which cause a general purpose computer, special purpose computer, or special purpose
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the present invention can be readily applied to

conversion of any type of machine to a new virtua
woralTimeoWth respect to a prior virtual nmachPaeUSt@r/006021

exanpl e, a user might desipge to create nore storage

space for a virtual machi ne whose vol unes nmay al ready

be maxed out. Accordingly, the user could create one

or nore VHD files that are larger than the previous

VHD files of the previous virtual machine, snapshot

. nrkar. Vi i ne. d . dt f t
AR S R —
St | h ' d ib
A T e S A ——
meoBBbeal s 0 Blte Vo tctoti b ik e pb o, dgfi in the appended

image to a target hipe, the user can sinply invoke
claigh o} Bes i imitesd o Uierpacie deatuich oravislesebed Meove. Rather,
thIike, sq. t hat th ina%e I S bootable at the target
e Rt Teatss 1309 potsydesaribed ¢ BpovBearmodisglsisedy, asossamplel forms of
. readily appreciate that inplenmentations of the present
implementingthe €lMms) so be applied to a wide range of disk
configurations. For exanple, the physical disk(s) on
[00Qp) ‘The resseitriavensionnmay bs emhodiad inmther $pedifivi fphts bettany departing
one or nore of a basic or dynam c disk in an operating
fromy i espiribey essantalr chrencthdstesa VRirei described pambodingenss are to be
and/ or vol umes. Neverthel ess, the procedures,
congidapsdnanel, reapebtsrenta s sitthsteatei Dot nberestricia) bBhe scope of the
applied to such variations in the virtual nmachine just
invergionhisy thueferd, nintitvatedr by therappinded (ctaighs, rafrSthedlby the foregoing
machi ne or previous virtual machine). In particular,
descripticac t &llichtmges veisisle comearithih e MeRiIng a6 katbeidguivillency of the
basi ¢ disk can be transferred to the virtual machine
claiRsdre fo0bd frabracbE witin Wefrlsdgpe. MBChi ne wi I | behave j ust
as it did before wwth the basic or dynam c di sk
properties. Accordingly, the conponents, nodul es, and
nmechani snms descri bed herein can be applied widely to
ensure a seam ess transition froma prior nmachine to a
newy virtualized formof the prior machine. [0062]
The enbodi nents of the present invention may conprise
a speci al purpose or



gener al - pur pose conputer including various conputer
hardware, as discussed in greater detail bel ow

wéanrdiseent s wi thin the scope of the present i RECEAUS2MMN006021
al so i nclude conputer-readabl e nmedia for carrying or
havi ng conput er - execut abl e i nstructions or data
structures stored thereon. Such conputer-readabl e
nmedi a can be any avail able nedia that can be accessed
by a general purpose or special purpose conputer.
[0063] By way of exanple, gﬂ t limtation, such
conput er -readabl e nedi a ca rise RAM ROM EEPROM

W CP:ROM or other optical disk storage, magnetic disk
€&t age or other magnetic storage devices, or any
oL {%gneag{hggig‘ﬂé gty S ethal S e ALY QL 38" O S mal machine host
comput er - execut abl e i nstructions or_data structures

configured{pchest sRer mere¥sgl Bipchingsnwherpinytheppaghige includes one or
speci al purpose conputer. When information is . _

5 morer yplumes,r & gnethog pf wpaeerting dhe maghingoioka irtugl gpagdine at the virtual

comuni cati ons connection (either hardwi red, wreless,

maglyingy hoshhyithout oncetingapignificent dewntimel essthet gng or more machine
conmputer, the conputer properly views the connection

volawes comppiingrtheactabfie medi um Thus, any such
connection is properly termed a conputer-readabl e
medi um Gentifynag ionp orohotehiardiyereecatipwiratical savtibgs for one or more
i ncluded within the scope of conputer-readabl e nedi a.
[ O0E=hmEs ppamechaecut abl e i nstructi ons conprise, for
exanpl e, instructions and data which cause a genera
pur pose conputer, speci al rpose conput er L speci al

10 Dur posepFEARRE PR ORBOTL LNl REETPS ComFriTing focfi gpe o more

or group of functions. Although the subject matter has
be aﬂ@ﬁﬁWFﬁ%ﬁF%lw | anguage specific to structural
features and/ or nethodol ogical acts, it is to be
under st ogshdih@Bihetone of uikjre Condigtbhitehapidiots¥©th Bukifed virtual hard disk
appended clains is not necessarily limted to the
spegief hgg feat ures or acts descri bed above. Rather, the
specific features and acts descri bed above are

di scl osed as exanple forng of .
sending a boot record for the one or more consistent snapshots to the

15 mounted virtual hard disk file, such that the boot record for the one or more

consistent snapshots can be modified at the virtual machine host.

2. The method as recited in claim 1, wherein at least one of the one or more
consistent snapshots are sent to the virtual machine host by transferring the at least one

20 snapshot as a set of one or more byte blocks.



i npl enenting the clainms. [0065] The present invention
may be enbodied in other specific forns w thout

wdepeErozg fromits spirit or essential PCT/US2007/006021
characteristics. The descrebed enbodi nents are to be
considered in all respects only as illustrative and

not restrictive. The scope of the invention is,
therefore, indicated by the appended clains rather
than by the foregoing description. Al changes which

|
i t R ; i 0g:.and f i val .of .
?ﬁﬁ%ﬂ%‘eh{oﬁ Jsr}%cﬁé%ﬁgi gelfgfj’g?g’c gé%ﬂfﬁl% r{n%eﬁ(i]lglil?\,/ ' £ piysicil machine, and

Ins are to
. | ai 1. hi [
L RS e ARG S A I R————
o R BRSSP B RSP S e BT s i v

vol unmes, a pethod .of converting the machine to a
of ¢ PHTIGAL AR QM L PGSR A IARORISTb host wi t hout
incurring significant downtine on the one or nore
machi ne vol unes, conprising the acts of: identifying
one_or nore hardware configuration settings for one or
fror Ehs, grethass apregitedpithiclém ~ brwhetehy thenengor mpre machine volumes
consi stent snapshots corresponding to the one or nore
compsish ppdughity efesachina v lvges irstalled aora dooramic physisalatisk.
snapshots to a mounted virtual hard disk file; and
sendi ng a boot record for the one or nore consistent
snapshots to the nounted virtual hard disk file, such
h RO 3 far. t e -Qr r LSt e .
ShansharaRebhs FRARKTn, Ol 17 ARGl Bef of BRRE b qpe or more

snapshots can e vVir
10 consistent snapshots further comprises the acts of:

identifying used space and free space on the one or more machine volumes;

identifying one or more files in the used space to be avoided during
snapshot or copy operations, the one or more files to be avoided including any one

or more of a diff area file, a page file, a bad cluster, a hibernation file; and

15 copying the data from the one or more machine volumes to one or more

virtual hard disk files, such that the copied data include only one of:
@ the identified used space; or

(i) the identified used space without the one or more files to be

avoided.

20



2. The nethod as recited in claim1l, wherein at | east

one of the one or nore consistent snapshots are sent
woaod7neo2d r t ual machi ne host by transferring tReTAS2007/006021

| east one snapshot as a sebsof one or nore byte

bl ocks. 3. The nethod as recited in claim1, wherein

the machine is a physical nmachine, and the physica

machi ne and the virtual machi ne host are the sane

conmput er system such that the one or nore volunes of

h hysi,c I machj ne. are. tr erred to
& 'op ed}ébha Bl £ e 29t o e b one or more
onput e ten1 4, nmet hod as, recited in claiml,
har??\%%?@f’ﬂ 1 l%ﬁetBPgﬁTéF@eﬁ%WWs "H’ﬁﬁg‘ conpri se a
pluralit%lof machi ne vol unes installed on a dynam
physi cal [gREfying one e mypze @pplicatiopy on the opa OEII%EP% "Pl“meS that are
wher ei_.n tgf act,  of, creating the one or nore consistent

snKFSHSHEEGF PRS- nyayEd SeRpsholpragassesmd | dent i fying
used space and free space on the one or nore machine

5 vol Urmes; send®i3! ahYinkGuoitt % dRheidehlifs | dpplibRidS Y begin writer-
) space to be avoi ded during snapshot or copy

0PEhPSIvEM Snapshét 2B6es8ds. More files to be avoi ded
including any one or nore of a diff area file, a page

file, a bad cluster, a hibernation file; and copyi ng
the data fromthe one or nore machi ne volunes to one
or nore virtual hard disk files, such that the copied
datEhe methad es oevited dm elaph:6, firfher hempdeingithe eds ofed
space; or (ii) the identified used space w thout the
one or nideatifyihgonecohmons @ppliéchtions Thet aretdvactomasdigured for writer-
recited in claiml1, wherein the act of identifying one
10 or inpolzed suapsbwteroossbisgendit i on settings further
conprises the act of: identifying one or nore

| h
o | gur S St Bal S1 0t SRTaHERbTES mintd caBiGaions rpe e not

configured for writer-involved processes.

8. The method as recited in claim 1, further comprising the acts of:
15 sending one or more instructions to the virtual machine host to create the

virtual hard disk file; and

sending an instruction to the virtual machine host to make the virtual hard

disk file writable.

20 9. The method as recited in claim 8, wherein the created virtual hard disk file is

dynamically-sized, such that the size of the virtual hard disk file can change over time.
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15

20

sending an instruction to each identified application
to begin witerinvol ved snapshot processes. 7. The

worbtdtadoms recited in claim®6, further conpri sPagusk®7/006021

acts of: identifying one oronore applications that are

not configured for witerinvol ved snapshot processes;

and shutting down each of the identified one or nore

applications that are not configured for

witer-invol ved processes. 8. The nethod as recited in
ai t . risi f. sending one

307, Dhlmelithled SEoiERTREIH) cobfer BBl EHBSE 1o

create the wirtual hard disk.file; and.sending an .

ot r uct P el B nitrRion < inoRB MRS e ahard disk fite

virt%pl hard disk file witable. 9. The nethod as

recited in claim8, wherein the created virtual hard

disk file is dynam cally-sized, such that the size of

t he vi rt idehtibdngl a degice iddntifiepfor GRaMoented Qirtldl Merdl@sk file.

The nmethod as recited in claim@8, further conprising

the acts of: sending one or nore instructions to nount

the created virtual hard disk file; and identifying a

device identifier for the nmounted virtual hard disk

flit] 'Ehe MibthoBhes reeitdtdih €lsini €0] fuetled CorfipAsifik b act HF {dRBfifying one or
conprising an act of identifying one or nore device

moretitidefil@tHidr© fortthe ofI6r Dbrd WnSisfean Sh=pkEstt. snapshots.

12. The nmethod as recited in claim1, further
conprising the acts of: identifying one or nore system
val ues of the virtual machi ne host; and sendi ng an
instruction to nodify operational information for data
of the one

12. The method as recited in claim 1, further comprising the acts of:

identifying one or more system values of the virtual machine host; and

sending an instruction to modify operational information for data of the one
or more consistent snapshots in accordance with the identified one or more system

values;

wherein the instruction to modify operational information includes an

instruction to modify any one or more of:
(1) the boot record;
(i1) system registry information;
(i11))  one or more drivers;
(iv)  operating system binaries;
%) kernel binaries; or

(vi)  one or more configuration preferences of the virtual machine.



or nore consi stent snapshots in accordance with the
identified one or nore system val ues; wherein the
wonsd7riaeopon to nodi fy operational i nformati onPCnaiSHBEs06021
an instruction to nodify asy one or nore of: (i) the
boot record; i) systemregistry information; (iii) one
or nore drivers; (iv) operating systembinaries; (V)
kernel binaries; or (vi) one or nore configuration
preferences of the virtual machine.13. The method as
'i?.ofﬁeegleh{&ficalsaﬂfemt&g %n X‘ﬂﬁﬁ gl Vt;éllé?eilll Ql’?et {nléﬁ{lbt%h {oo H{B%?f&f%erational
operational T nformation I nCf udes any one or nore of:
. .one.or.more of instructions to replace rivers for one
lnﬁgwaW%?FgB%%§§P¥3Peé@gF%%%Emﬁth drivers for one or nore
virtual devices; ong.or npre of instructiops to . .
di sabl & & PSR Qi BUPEIONS P TRRltee, RS RS PG mpge Physical
correspondjng.virtual device jn e virtua
AT B SYert i G SRS I AEYEEE | ons to di sabl e
one or nore services that depend on one or nore

5 devi ces éhbr dioro@f ifdthitiond td GRakleldavide dBEL TBr AAGivare where
14. The nethod as recited in claim12, further

COMNREfeSE B cBRedondfis WANA d9icenA tRY viFRhEerdvidhfdéat;idPns
to the virtual nachine host to renmove the nount of the

virtual hard disk file, such that the virtual hard

di sk fi | NCANMOE AE BEYYFtAnS ta disebly enaen meEe sATHisep that depend on
not as a physical disk.15. At a virtual machine host

i n erecyperesieyicsd thas dp meherdpitat thshelrtaplmeaehing hestyal

machi ne host is configured to host one or nore virtua

TR AR hs tiEeHdR PR 3, APhEr comprising an act of sending one or
10  more instructions to the virtua! machine host to remove the mount of the virtual hard disk
file, such that the virtual hard disk file can be accessible as a virtual machine but not as a

physical disk.



vol unes, a nethod of converting a physical nmachine to

a virtual machine at the virtual machi ne host w thout
wonewrrso2og si gni ficant downtime on one or norePOYSR@AN06021

machi ne vol unmes, conprisingithe acts of: creating a

virtual hard disk file having a file size; nounting

the virtual hard disk file at a .virtual machi ne host,

such that the virtual hard disk file appears as an

accessi bl e physical disk; receiving one or nore

T5VRY 8 itlaa® RRRANG Bodt Ah! £ ABABIDGd 20RGn AR ferein the virtual

ysi ca e volunes; no operationa
[ 5 : | [ 0 or _nore_consi stent snapshots
o ARt el ied B G b RS L BBRT e B B eme or more
appropriate for an_operating.systemat the virtuyal .
vorfHE, hineftod o Sorfrlecs, PhyPtaaiaeing for iteslympiifiag ot the virtal
ard, di.sk. file, "'such that the, virtual hard disk fjle .
maghing, Bpst et pramng %gfﬁﬁ%}f Eawninag on gie o ORR: PAYtical machine
as recited in claini 15, further conprising an act of
5 volumes, GEMPHSing the 87 Abr e consi stent snapshots in the
virtual hard disk file. 17. The method as recited in
cl ai m 15°Teftng hErtebhpddskleaving2 Ble sizsei vi ng dat a
for the one or nore consistent snapshots on a byte
bl ock | exglntlfe thEhariiEl had @k ARCA LA fladhifeIRst, such that the

further conprising the acts of: receiving an

i NS§RUSIR 1M disk file
wr ﬁlggﬁel?agg ﬁ%ﬁsﬁgﬁéﬁiﬁgﬁg@%g E%lﬁ!faelr or the
mounted virtual hard disk file to a physical conputer
syst em IEQCIVINigeoRRePhDpra sonsgenteshapshoty gomespondingrtohme or more
conpri sing an act of reporting one or

10 physical machine volumes;

modifying operational information for the one or more consistent
snapshots, such that the one or more consistent snapshots are appropriate for an

operating system at the virtual machine host; and

removing the mount of the virtual hard disk file, such that the virtual hard

15 disk file is not accessible as a physical disk.

16. The method as recited in claim 15, further comprising an act of saving the one or

more consistent snapshots in the virtual hard disk file.

20 17. The method as recited in claim 15, further comprising an act of recei\}ing data for

the one or more consistent snapshots on a byte block level.



nore system values to the physical conmputer system

wherein the one or nore systemvalues are used to
woudi7itgozome operational information for the oneCoUSMIB06021

consi stent snapshots.20. As2a machine in a

conmput eri zed environnment that includes a virtua

machi ne host configured to host one or nore virtua

machi nes, wherein the machine includes one or nore

vol unes, a conputer program product having

SR SRl S 5. s LR T,
t f t hod. of th hi
e B Bk A B e 1w

incurying significant downtinme on the one or nore
macti%e vol unes, conprising the acts of: identifying
one or nore hardmare configuration settings for one or
mor e vol sefidingdh devi®s lidonfifief TR I ehRMBOKirfRl Ehard disk file to a
consi stent snapshots corresponding to the one or nore

5 macphyR-al ObrHp®s: sys@Ell Ng the one or nore consi stent
snapshots to a mounted virtual hard disk file; and
sendi ng a boot record for the one or nore consistent
snapshots to the nmounted virtual hard disk file, such
that the boot record for the one or nore consi stent

3papsd fiethddbss RYItODG tiadH 1B ridliger\Wohlp#ing B¢ BENSF RPsting one or
more system values to the physical computer system, wherein the one or more system
values are used to modify the operational information for the one or more consistent

10  snapshots.
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20. At a machine in a computerized environment that includes a virtual machine host

configured to host one or more virtual machines, wherein the machine includes one or

more volumes, a computer program product having computer-executable code stored

thereon that, when executed, cause one or more processors at the machine to perform a
method of converting the machine to a virtual machine at the virtual machine host without
incurring significant downtime on the one or more machine‘volumes, comprising the acts
of:

identifying one or more hardware configuration settings for one or more

volumes of a machine;

creating one or more consistent snapshots corresponding to the one or more

machine volumes;

sending the one or more consistent snapshots to a mounted virtual hard disk

file; and

sending a boot record for the one or more consistent snapshots to the
mounted virtual hard disk file, such that the boot record for the one or more

consistent snapshots can be modified at the virtnal machine host.



