WO 02/ 078249 PCT/ S&1/00051 1 Method of Using Bionetric Information For
Secret Generation Field of the invention The present invention relates to
a met hod woro2%s2sg bi onetric information for secret generatrismol/aovdlref ers
particul arly, though not exclusively, to pattern recognition for
cryptographi c key generation and rranaqerrent of a secret such as, for
exanpl e, a cryptographic key, Definititfons Throughout this specification

"biometric" and its grammati call\fé)[ i dFQE to be taken as nmeani ng sone
aspect of a person, which can be riei(h:)})ﬁ?ée hﬂrg/or measured. It includes,

for exanple, finger fdlﬂbtril‘f‘lhgﬁrltﬂggﬁgﬁﬁﬁ'%é&e?b%%/r?@’a?ﬂih of a body part

i ncluding face), palmprint, per fornmed he person such as, for
exanpl e key strokes on a keyboard; handwiting, and so forth. Throughout
this specification a reference to secret is to be taken as including any
ot her for Migd oftheiaventioth as, for exanple, cryptographic key, password,

passphr ase, s eickf Ron h1aledo l 8moBAEK ALY LG NERLAYEN! bon The

rapi d devel opne ectronic transactrons 5ng demand

for crypt egraplgynaatbre rapdt egferappaticalnay e boughpabt dxchRiveBnf iodeaitéal i ty,
crypt ography addresses t\/\oFﬁPgt her inportant problens: authentication and
digital <$5GoRBHQRder cxplographic key gangrtion ang inanagementrnicn fecstiispchesvi de

confi dent iggl dytih féngcrcyi%gl; -gg ion but not a digital signature. However,
public cryptogrgphy n-satis ?ﬁ’ all three requirenents. In a public key

crypt ogr aphfimitsomst em t he al gorithm and public key are always public but

th rivate key i,s normally. kept.secret, and is only known to the key
ovﬁef. The ptHoRgEhovk g’ﬁf‘)%‘lcﬁtl lﬁorpﬁtﬁﬁoﬁ?‘ﬁﬁﬁﬁ'@maﬁéﬁf(‘?oéuwlsttS%Fenenber.

However, RA&HWShtanRPEoRBISPRE 85 § DelshAIWRLE cARBY rdcBrdef TRARE ke Pf t €N Used
and are therefore correspondi ngly weak. Al so, both the private key and
publ i ¢ ket mekades, for example, fingerprint, voice, image (as in photograph of a body part

including face), palm print, or tasks performed by the person such as, for example

key strokes on a keyboard; handwriting, and so forth.

Throughout this specification a reference to secret is to be taken as including any

other form of secret such as, for example, cryptographic key, password, passphrase,

user]D, code, or the like.

Background to the Invention

The rapid development of electronic transactions has stimulated a strong demand

for cryptography and cryptographic systems. Apart from confidentiality,

cryptography addresses two other important problems: authentication and digital

signatures. A symmetric cryptographic system can only provide confidentiality and

authentication but not a digital signature. However, public cryptography can satisfy

all three requirements.

In a public key cryptographic system, the algorithm and public key are always

public but the private key is normally kept secret, and is only known to the key

owner. The private key should be a random number that is hard to remember.

However, passwords and passphrases that are easy to remember are often used and

are therefore correspondingly weak. Also, both the private key and public key are

often stored on a medium such as a smartcard or a floppy disk. This method has the



often stored on a medium such as a smartcard or a floppy disk. This nethod
has the WO 02/ 078249 PCT/ S&1/00051 2 inherent weakness that the key is

| ost to iwe oawmen9 when the nmediumis damaged, |ost or st@carsGoFaosher nore
it is not convenient. It is known that user keystroke features are highly
repeatable, and are different for different users. (F. Mnrose and A

Rubi n, "Authentication via Keystroke Qdynan‘i cs", Proceedi ngs of ACM

conf erenc QPRKL i.Cat:i Qi%,] i A8 ) .
Keyst rokeqﬁlgér;l%rtﬁi on a‘%’éﬂfag?n eeﬁécé Igﬁpm@eﬂr? efzs\fﬁ g{%gfsé’rﬁ%&\;gm 1%§aerﬁ?%e§31§§t“ gat ed
as feat ur es stolen. Rughaatore Didwent comaniones such as, for exanple, the force of

each keystroke can also be used if_they can, neasuy ed. Keystoke

products ar eﬁﬂ%&_ﬂ@ arzé’tﬂertl_ffd’ét}(’lfe_s@émﬁ%/staﬁ.e /h(‘g%iﬁv_.r%e%tﬁ s %F.ecdééffr.entTher e are
many et hggs qiferbMPLETBNE. DUBHREE Idnd Ul T C@Aﬁtﬂaﬁﬁ}iﬁ&ﬂvﬁ@%&yﬁ’@oke

i ndi vi dual bionetric paraneters. US pat. 5,623,552, for

" Sel f - aut Wynamizal,i Rrpceetings ©f oMo gonfaratcev doh chmpyter @nid ncommudeinatidni cat i on",

and US pat No. 5,761, "Met hod and rat ys, enpl.oyin udi o and
vi deo dat &SFH ¥ B ﬁ%ﬁ&%&%ey@&/&%&rﬁﬁm F’&A&)@?Wﬁy g’ﬁ}“ﬁ%gé@}fl?tm%ﬁ? ﬁa‘_ﬁ:r ovi de a
met hod f Orbegﬁti@sfe@icijgﬁtétg a$ hanasd BEMibebt iR RAuidacukh %',afor_ekfim%fé? tHendi vi dual
speaks a selected phrase and the audio feature matches with that stored,

t he i ndi vifareal ofi eachakayisweltd eat also heSused: if they gan d@7measwréd. | d&eysEdleect r oni ¢

o5 o oMy eel LSRG ML I L BRI IR g o oo, oo
stored patt eThereUpe Madny Bethdds Bl Empleent’ bidhiraic amtlentaiad By usirb&ingSecurity

Handl ing a Personal Identification Nunber or Cryptographic Key Using
Bi onet ri ¢ irékpliemetricpqgaopgterss2 1438 1, for "Bionetric, Personal,.

Aut hent i cat i pg ?B@%,SS%%P “Q?Hf‘&hﬂﬁn{g&ﬂhg H&&it'fdrc];&tiéne 4"\ith Wné%}PﬁHtECi fic
features to identity a human to avolrd an-unauthori séd person®ffom using
speci fi c ddanificaiion”, pad &ffepairNo.of, 76329 tfho fFMedddusdr Appaistusbmpyjirg or art

because. biAgHHR et e Far G h v BRY 6 UG OB PRI S OBGEE & whi h

may be acGRphalks deferAiMag bR MhGERAY of bR IndVRLA M Ohe RN HBIK QD
selected phrase and the audio feature matches with that stored, the individual is
authenticated. US Pat. 4,761,807, entitled “Electronic audio communications system
with voice authentication features”, requires the user to speak their password, and
matches the audio data with the stored pattern. US Pat. 5,712,912, for “Method and
Apparatus for Security Handling a Personal Identification Number or Cryptographic
Key Using Biometric Techniques”, and EP 752,143B1, for “Biometric, Personal,
Authentication System”, both combine non-specific features with specific features to
identify a human to avoid an unauthorised person from using specific biometric

. parameters of an authorised user.

The above prior art cannot generate a private key or secret key from the
biometric parameters because biometric parameters are only stable to a limited
degree, which may be acceptable in a pattern recognition system or authentication
system. To generate a private key, known systems require the parameters to be
generally invariable.

US Pat. 5,832,091, for “Fingerprint Controlled Public Key Cryptographic

System”, uses a random number with a fingerprint, when a private key is needed. An



system To generate a private key, known systens require the paraneters to
be generally invariable. US Pat. 5,832,091, for "Fingerprint Controlled
Publ i ¢ KewyoG@eypt2egr aphi ¢ Systeni, uses a random nunber wpPCh/S&oi/hevger print,
when a private key is needed. An WD 02/ 078249 PCT/ S&X1/00051 3 FFT
transformis applied and Iight nodul atjion is used to re-generate the
private key. It requires a FFT nmoduldtor, which is not generally

avai | abl eFFlPStré?@foerS aohicdCad h%ﬁpfﬁbéﬁﬁtuﬁ} ﬁﬁfsgﬁ)ﬂ) i en&raf%athé Prgveﬁeﬂ bl em
whose sol ution can be ‘a representation o biometric ele oever
provi des ﬂh@qblrmtEFTcmﬂalm,t which| is et gandrelm pezitable. USTBat;rSé&tlelOa

cryptogra hi c, ke uires a f ionmetrics feature. "A Fuz

o ¢ HenPRdeS Rnetbid TR 8, A P EEv B GO HATR S0 2R TeBsAAEAE, ons
Security, atcBetdt clchRAP)WhadRk pRVIRR RS Bl@fneﬁ‘rﬁ* dleabatngiliaRdsitiatientai N a
stable code to authenticate the user. In the paper, the authors propose to

transformTOth%at%amtqgrf@hﬂmk%'s M@qlbwshﬁixédblqmﬁ@@rﬁemeor correcting code,
and a nodifig The thenr-Qr correctin ode and t.he

o oy oA g cORBiS [ Sonehngh NG SRIFLER B8 CORBRN TS | cat e
t hensel ve@onhhmnbatmsemmtp,appam%el@%r@Fhmzf@fdr%rraadlgL@aatd ebtai@gener at e
an error-correcting code. |If the hash value of the new error-correcting

code is t Bestablheodgdo puthentigay Bg usem i the diapere thel avihprypropase todwpserm The
aut hor s h%YeeP [If Sriikioh BRo HAaRA gbﬁgﬁ!{l&‘ang%w@%dta*}%om%{ @fh’é te”p' ate
el1s lesst old. (S

and the sa han a thres sunption seens to
i ncorrect hash whiae cELbhblaﬂmamofheStinglcm&emdNﬂ&nnioﬁﬁiqD&tré @ublitlg mvhddtde. and t he

sanple is reaspnahl e larity neasure ich is generally accepted
wor | dwi de \ﬁh"(ﬂ 1‘6@%@68‘5;"0@&}{%“8%%@ éhwgm%‘iﬁ? BEAMEIFKACRe; t er

and Susanneuid &d useBAsSRG i bl tRoRdoRas s gcoag HaHS hE KRR BEHCS " 6th

ACM conference on Conputer and Communi catio Security, pp.73-82, 1999
T. R N. RA@ewnmroEcoffa¢tingaacde is thersame @s that Gtor@bdnm@dhmduammmhmlcatsyst ens"

Prentice Hall inc 1989 - 28395 S Pat 08 Peter
Kel | ey Peﬁrah?(ﬂ’f hoﬁ%ﬁ’?ﬁsasﬁﬁg\%f @Nﬁgﬁ;{-ias;ma 1staﬁce Btween' the pat?erh% mplate

and the sample is less than a threshold. This assumption seems to be incorrect as the

Euclidean distance between the pattern template and the sample is a reasonable
similarity measurement, which is generally accepted worldwide.
Further prior art references include: |

F. Monrose, M.K. Reiter and Susanne Wetzel, “Password Hardening Based
on Keystroke Dynamics”, 6" ACM conference on Computer and
Communications Security, pp.73-82, 1999;

TRN. RAO and E. Fujiwara, “Error Control Coding for Computer
Systems”, Prentice Hall inc., 1989, ISBN 0-13-283953-9;

US Pat. 5,991,408 Peter Kelley Pearson, Thomas Edward Rowley and
Jimmy Ray Upton, “Identification and Security Using Biometric
Measurements™;

US Pat. 6,021,212 of Heng-Chun Ho, “Electronic Key Device using a
fingerprint to initiate Computer System”; and

BioAPI Consortium at http://www.bioapi.org/

Summary of the Invention



Jimy Ray Upton, "ldentification and Security Using Bionetric
Measurenents"; US Pat. 6,021,212 of Heng-Chun Ho, "Electronic Key Device
using a Wongergament to initiate Conmputer Systeni; and Bi ®8PISGCOM®STti um at
http://ww. bi oapi .org/ Sunmary of the Invention WD 02/078249

PCT/ SG01/ 00051 4 The present inventign therefore provides a nethod for
generating a secret from bionetric ddta obtained of and froma user, the

met hod i ncl uphdgrebdhe ibleRRon BerefBrel pro¢ildbd nfethQPIK RnME(LALY sE&OMRLAE
bionetric data; extracting fromthe bionetric data a nean vector of the

bi onet ri c bihmeiriasldtaa obtained feande ooy aodser, hide binethed rindudiag athe stppmerfat i ng .a

codeword f 1 he n_vector an .random, vect or; .an eperating. the
secret frgir’(#?c]ﬁltgg cao%gauﬁ? &?&étr gr]p &t gﬁ ?Wﬁ‘g%%nex\%&?% %8% eblﬁlinS tric data
and a var idafceny¥eciaiordf the Bleiefid daetul 4 Slridhbevétatdfithe bRAlRIc Nag been
extracted and before_ the secret is created. The codeword nmay be first

mapped i nEeNeAHINZ egdaword Heon Higetern verigr Al a mndamneastary and genstalingf er ence
bet ween t %ﬁﬁépﬁéﬁﬁ?#mﬁhe random vector. The random vector may be

gener ated suc conmponents of the random vector are random The

codewor d Pegfedablyi theaneandebioekf theldometie daalanbaivagaietvetwt aed by the
variance vector. T etgag)pi ng of the _ codeword may _be b%/}l cal cu] ati ng the hash
aerrias

val ue of ldﬁt_@m’é‘%l RHYC VRRior hasdger e*fﬁ?fteééméé’é@r% cHeristidt e t hef seﬁr et .
The gener ald,QR Phe &ﬂggvﬁﬁgf#lﬁfﬁoe RN éxeraZ:PQé/ & B ¥rgér§aeg.gl‘}feh:%d9\9§3i @ e of the

I nteger. A one-way he se IS pre 'y store n-“a dat abase,
nmor e pr ef ebtabded fiving the differen@nishdweansthe arcamnectdhmdvwhe radom weetor.dFhe The

oo vey © Fichovect R amydte ot yeh BardaPutb i Wriehiey MRESHRT a new
secret fokand¥fy. The eaddvtiid Alaytaen BRBASREK Sthe cddBoDEYLAS BERIMInSd g¢ner at ed by
extracting a new feature véctor fromthe new bionetric data, recovering

t he randomiesseipage vector.
The mapping of the codeword may be by calculating the hash value of the

codeword, and the integer may be used to generate the secret. The generation of the
secret may be by generating the hash value of the integer.

A one-way hash of the secret is preferably stored in a database, more preferably with
the random vector and the variance vector.

The biometric data is preferably captured a plural number of times, and the one-way
hash of the secret may be compared to the one-way hash of a new secret for
verification of the new secret. The new secret is generated by extracting a new
feature vector from the new biometric data, recovering the random vector,
generating a new codeword from the new feature vector and the random vector, and
generating the new secret from the new codeword. The new codeword may first be
mapped into a new integer by calculating a one-way hash of the new codeword.
Following verification of the new secret the variance vector and the random vector
are preferably recovered from the database, and a new variance vector calculated
using the variance vector and the new biometric data to form a recalculated variance
vector, and a hew random vector is generated. The recalculated variance vector and
the new random vector may be stored in place of the variance vector and random

vector respectively.



generating a new codeword fromthe new feature vector and the random
vector, and generating the new secret fromthe new codeword. The new
codewor d way2/07$2¢¢ be napped into a new i nteger by cal culPariSeyl/e0osne- way
hash of the new codeword. Follow ng verification of the new secret the
vari ance vector and the random vector . are preferably recovered fromthe
dat abase, and a new vari ance vector caq cul ated wusing the variance vector

and t he nemegbg@ﬁhaygemegcryﬂigrg{dﬁa recal cul ated variance vector, and a
new random vector is generated. The recal cul ated variance vector and the

new r andorhhgauessnt indgntisn alsogrevideha pirapwensieaddide madivamemtairiogor and random
vector re Y . / 49 PCT/SE01/00Q51 5 The secret may be an
g oS R ol B ardpeind

encryptio resen Vi des a conput er-readabl e

medi um comeasdtiptionBPHedrafwghsscti ons for perform ng the above nethod.
Descri ption of ?he drawi ngs In order that the invention may be fully

under st ood ahdordet thanthe ipvertiohaady Béﬁﬁl@rtundbﬁ&{jod aﬁlﬁgiul(tj jmﬂ\yratlﬁ?ﬂ%ﬁfébﬂ bed by
way of non:limtative exanple . qnly a preferred, enbodi ment of the present

i nventi on_,th‘?rﬁgh@@é’@?"’l B‘E ﬁ@?f’r’_@é?l&g WAY I’i’%r@fléﬁ@ﬁ%’é’et%am@ oBlycd RpFaPIyEchg

|11 ustratighghodirAdie WFSthb !})ré@éhpﬁfveﬁﬁcﬂf;’ lthe El?écﬁﬁﬁoﬂ Ibgl‘ﬁécxpﬁﬁ treffentEFl e
registration; Figure 2 is a flow chart of the secrét retrieval process; and
Fi gure 3 iascampdnymgdHusttative dtdvangseinrveticlupdat i ng process. Descri ption of
the Preferregd. Enbpdi ment *1” t€e use of hionetric information to generate a
secret such a¥"% ’rsalreg%‘ﬁﬁ UL O EGTCLFRRISIARORY bt i on or |i ke purposes, there

are three stBRgas 2 ishefl@alhat bfe QbcréthBrRyATRbdSS aninf or mation; the
processing of the bionmetric information; and the generating of the secret.

The present Figuead isonflew charhebthasecretiupdatitgpmiesd] e stage - the processing.

A cryptogr o LS f .secret. having, for exanple, 64 or 128
bits. A s@%%ﬁtlﬁéfthzfv%eg%%@ bé"r%"{)lfn Its, but a secret with only a few

number s of bl the iuse ofbisietidinfitLBtio it cheRBCd flerotishdh &, fitleRhyR] Keyl ar ge
nunber of bits can be obtained . ] )
for encryption or like purposes, there are thr'ee stages: the gathering of the biometric
information; the processing of the biometric information; and the generating of the
secret. The present invention is concerned with the middle stage — the processing.

A cryptographic key is a form of secret having, for example, 64 or 128 bits. A
secret may have any number of bits, but a secret with only a few numbers of bits is
easily broken, and a secret with a relatively large number of bits can be obtained
from a cryptographic key.

This invention includes three processes: registration, retrieval and update. In the
first step, the registrant’s biometric data is sampled a plural number of times and a
biometric feature vector is extracted from one of the samiples. Becaﬁse the sample
value of a.ny feature is random, the mean vector and the variance vector can be
obtained. It then transforms the mean vector into a codeword of a codebook, and
generates a secret with the codeword. In the second step, the system recovers the
secret with biometric samples. This process is similar to the registration procedure
but the biometric data is sampled only once, and it has an additional confirmation
procedure. This confirmation procedure is necessary to establish that the claimant is
not a forger. After obtaining the biometric data a new feature vector is established

from it. A new codeword is then obtained from a codebook using the new feature



froma cryptographic key. This invention includes three processes:
registration, retrieval and update. In the first step, the registrant's

bi onet ri cwoara74289 sanpl ed a plural nunmber of tines and a Poir®e®1/06081 f eat ur e
vector is extracted fromone of the sanples. Because the sanple value of
any feature is random the nean vect or. and the variance vector can be
obtained. It then transforns the nmean-vector into a codeword of a codebook,

and generai6s AMdSEHeR! sdirdtodnBRt&OagND He el ERRWIREOME: %ﬁﬂ?mnéu'afiasyst em

rdt
recovers the 'secret with bionetric sanples. This process is simlar to the
regi st r at peaseduro dhetutakes place.t Hee asbstep ris fordattematic penfpinedconpgradinge, and it

has an addi,tional confjrmati.on rocedure. This.confirpatio rqcedure is
necessary%nggef 56&1%%5&}} it al%h%haglg% ﬁﬁﬁt?l?@eﬁ‘ﬁo@at&ref (’)l{hbsec,:an Qﬂ{‘%ﬁ 8bt ai ni ng
the bi oneisfiash td datababevs E&pt@rﬁmfﬂgk Sich 'cﬁar%%&@ﬁlzstﬁ@%ccésrsﬁmclaimarﬁ‘ new
codeword is then obtained froma codebook using the new feature WO

02/ 078249 cROpitREMIDIEB1 6 vector, and a new secret generated using the

new codewor T i i rocedure then.takes place. The.|ast step
is for aut odng%el ?‘ﬁlﬁ)gﬁﬁérc{r?g%?é%g g af}l%l ﬁog %ev\ﬁélﬁer%}hoé] P gé‘l Er[y Pﬁ’ﬁfapéfcaﬁf?'al |y
changes t Biwevbr, fmedy beeuded a6 perRratd Ahysfog@rnlRecreised to refresh the dat abase

to keep u%}%\ﬁth, any such changes. Only the successful claimnt can
initiate Regisfglionne fol | owi ng description relates to the generation of

a cryptograpki L : t ¢ of
secret. Key RRggri éﬁ%??gﬁl%ﬁ??{et}e rg(ﬁlﬂ{ség)r’bl(ﬁgestﬁgﬁtqt gragggﬁ%g br%erg%ﬁ%&& E{' g] metric
data and ideviba$suchers, dmqenanede, by camputen)i  feafive alttrastionf procedkadehe bea
conputer) a feature extraction procedure can he _applied fo the data to
bt ai n t hebrisdds dhe gatR 6 P heirethe HRESF entBe i fabEReToMED (P he
original dat orpifd dafa. BHBE LB Ry BEMeRSh I, B0 DRI R ngBY NOt. The
nature of the features Is not iInportant because the present invention

concer ns t hellanaturd tof the pfeatwesi Bnnetn dnporting st te. prasstnevdriene are s
features, noted random variable. X; gi + cl,

1,. X2, . ... XS X. X |
where p i50?%8“&‘@%9%%3’5%@811?@08 aﬁﬂf?ﬁ%‘lﬁﬁﬁﬁf’%e A nethod to generate a key

Assume there are s features, noted as X,Xa,..., X;. Xj is a random variable. X;=
Ki * €, where y; is the mean, and ; is a Gaussian noise. A method to generate a key
from biometric data is shown in Figure 1:
o at the first step, a device captures a registrant’s biometric data a total of n
times. A feature extracting process can obtain a feature vector;
e at the second step, for ény feature variable Xj, the values are xi1, Xiz,..., Xin.
Its mean Wi =( X +Xpt.. . Fx)/n and
its variance szli(xﬁ -p,)?
n43
can be calculated.
The mean vector p is (iy Ky ... Ws), and the variance vector o is (6] o3 ...
Os);
o the third step can be divided into three sub-steps:
(1) assume r (0<r<1) is a system parameter and is pre-determined. A smaller r
makes it harder for a forger to generate another’s biometric key, while a legal

individual will fail to generate their key with a higher level of probability.



frombionetric data is shown in Figure 1. at the first step, a device
captures a registrant's bionetric data a total of n tines. A feature
extracti ngoproTe2ds can obtain a feature vector; at the secaorssosv@s) for

any feature variable X1, the values are x11, x;2,..., X;,,. Its nmean Al =(
Xil+xi2+...+x0/n and In its variance7a; =-E(x;, - t1)2 n j=1 can be
cal cul ated. The nean vector g is (i 2° .. s), and the variance vector ais

(al a2 ... as); the third step can be divided into three sub-steps: (i)

assune 1 (0<r <BaséGoRGaUsIHIHiRABMEH AsurdPor J-[Les FElRr Gl esthmael I er 1
makes it harder for a forger to generate anothkr s bi onetric key, while a

| egal indi VIV\EJ;] w il fajl (fi?? enerate their key with a hi gher | evel of
probability 60217@7832%9 P §%‘F’I/}@9¢5We can thh radiuss B ibaseddes ar | but i on

assunption f 1 ﬂ%@en‘@ﬁ rft@n estimate _T 27C the error rate. On the
ot her hand, we can se ect e radius r based on a predetermned error

rate; (ii) S@i)tsemgg up accodobled®K{ Bw{wL, WM, w3, wi=kadi§ i=1,2Ws, iE78 L where
i=1,2,..,s, V\/ner a codeword itself is a vector and (iii)
sel ect i ng a "i‘ Wd,g%q@,sagec;m{gg} b2 . SS) whose al | corrponents are

random suchg: ode gzc codeword_in

codebook B, (1%8%18&(:2 %ﬁrgdo\ﬁ?%g{%% 5é S)f’h‘iﬁ(fs uarlflﬁo@P%’Ben chrc?eword C

i s mapped i nfaadan, suahembo&ewo’fhnvacww:(bfeczdon@) is 4 @de@saipl ®dethok® cul ating
the hash value of c. If there is other information z (such as keyed

charact ers) %?réﬁx—é'an&bé-lu?sedsto generate the key, hi(y,z) is the
biometric key K at the th erl\ll\"stgg, coge\ggl)dms mappe& info gﬂglq%[epycThlg}/nay’be%er ©

for example, by calculating the hash value of c. If there is other information z
(such as keyéd characters) which can be used to generate the key, ‘hl(y,z) is
the biometric key K. Otherwise, hy(y) can be the biometric key K; where
h;(-) and hy(-) are one-way hash functions;
e at the fifth step, the hash value of K is calculated with a one-way hash
function h(-); and
e at the final step, the codeword ¢ and mean vector p are discarded; and
random vector 8 and variance vector o, as well as the one-way hash of the
key h(K), are deposited into a database.
Key retrieval
After an individual has registered their biometric key, they can make use of it. For
example, they may like to encrypt a document with their.‘biometric key. To do that,
their biometric information will again be captured with a device (e.g., camera,
keyboard) and a feature vector will be extracted from this new sample. The

following steps can recover their biometric key, as shown in Figure 2:
e first, the new sample is captured and the feature vector x' = (x] x5 ... x.)

extracted;

¢ secondly, the random vector 8=( 8; 8, ... &) is obtained from the database set

up as shown in Figure 1 and described above;



h1() and h2(.) are one-way hash functions; at the fifth step, the hash
value of Kis calculated wwth a one-way hash function h(.); and at the
final stewooes2apdeword ¢ and nmean vector g are di scar de@CTsed1/0008ndom
vector b and variance vector 6, as well as the one-way hash of the key
h(K), are deposited into a database. gey retrieval After an individual has
regi stered their bionetric key, they Can nmake use of it. For exanple, they
may |ike to engrypt a docunent with their biopetric key, Tqo do that, their
bi ometric into Ys6h° WP%éﬁ(ﬁl Be-'ccggfﬁgé&g%?tﬁﬁcﬁé%f%d(@e@? arecaner a,
keyboard) and a feature vector will be extracted fromthis new sanple. The
fol | owi ng st ep8nlyah caedidate codaveirds, pyhigheean ke goapnerated edstyuif tha chiigante 2:

first, the new, lLe.] ptured _apd.the feature, vector . .= (X; X2 ... XS

) extracted; ls: coﬁlgtllé)hsnﬁﬁe 0?‘ ncgﬂo.‘nﬁ{’/ ctFeorneggft S‘id%?f‘.ﬁ.c. _%g?wi“iy &t ai ned

from the databgs@ps@ie tHePEREASMOBahe: BatOMEES (L-AREd e bResk mbQvse; WO

02/ 078249 PCT/ S@1/00051 8 thirdly, a codeword c'= (C; ¢ 2 ... cs)=arg m

Bnl +x' - 8 - e¢edewards mthelcodeheoleBare only 2S candi date codewords, which

can be enunerated ast'bl X‘é‘#f t he, cl ai rragt is .authentic. Thus, one can find
¢ SR

the nearest to i} EnS|Rankgd UG AT IRICRET tt%_g’rﬁj%ﬁ‘?cé]"édﬁ‘?y } st ance
between (x'-9S) “ﬁfhdotﬁéiqﬁﬁ)rﬂﬁﬁorpiuch@gstﬁe ed%ﬁgt%mfs(.ji’his[égetppg PGeRoRK B;

fourthly, the codeword c¢' Is mapped 1 ntd an I nteger, orma secret key
K with ot her therfiigh step slorwisindfigars ltdnd desyribdd @baweact ers. This step is the

sane as the fif t h in Figure 1 descr.i bed above; fifthly,

the hash of 1hgﬂ.i\&7%ée§%5jﬁ8fﬁ\%%§ie ! }Etkffleag‘af)e‘tglr?té‘ﬁéedlff‘?rﬁﬁl?ec he database,
whi ch is set URafaBadel@hich padet §p %Pth%fﬂ%‘é@stéﬁ‘slﬁv@ﬂhq?i%n@@%@%@&"rfg@@d above;
the penultimate step is used to verify whether or hot the candidate key K

is above;

o the penultimate step is used to verify whether or not the candidate key K’ is
the biometric key. If the hash values h(K') and h(K) are the same, K' is the
biometric key. Otherwise, the user has to try again; and
o finally the biometric key K' is output for use.
Adaptive Upgrade

A feature extraction procedure may not always produce the same feature vector
as a result of distortion of the sample data. This distortion may result from a change
in the individuél’s habit. To be robust, the system should be able to upgrade
adaptively. If the user reconstructs the biometric key successfully, the feature vector
is X', which is generated in the first step of Figure 2. As shown in Figure 3:

e at the first step, the old mean vector L = ¢’ + 8 is recovered. The codeword ¢’
is derived at the third step of Figure 2 and the random vector § can be
obtained from the database produced in the final step of Figure 1. The new
mean vector is :

p'=op+(l-0)x’ where 0.5<u<1
o the old variance vector ¢ = (6 02 ... ©s) is then obtained from the database.

The new variance vector 6'=(c] o) ... 6.)



the bionetric key. If the hash values h(K ) and h(K) are the sanme, K 1is
the bionetric key. Oherw se, the user has to try again; and finally the
bi onet ri cwkeg/or824¢ s out put for use. Adaptive Upgrade A f@am®sGe1/e0stacti on
procedure may not al ways produce the sane feature vector as a result of
distortion of the sanple data. This digstortion may result froma change in
the individual's habit. To be robust, “the system shoul d be able to upgrade

adaptively. If the user econstyucts ;the bi.ometric, key ssf IIy, t he
feature vector is Xi, 'c'lﬁa sg)éce dtidt ed™7 1 h% W’?rgt 03t<§ g?é‘ure 2. As
shown in Figure 3: célfcufa{"é% first step, t he oId mean vector =<c¢' + 8 is.
recovered. The codeword c' - is derived at the third step of Fi gure 2 and

t he random vecttlmerthﬁds’agebalb@dwwedentoft}nreﬂ‘smﬁqstepkat abase produced in the
final step of Figure 1. The new nmean vector is : '= a+(1l-a)x' where
0.5<a<l the old @hﬁ?@ﬁg@pv@@p@b@k—B(ﬁ (wm, Wsh) wiskidien oBi2ai.hed from
t he database. The ne vari ance vector "=(ai 62 ... a ) WO 02/078249
PCT/ SG1/ 00051 9 6KiE }pa~ + (1- (3)(x; - ; )zZi=1,2, ,'S where 0.5<13<1

is then calcul atgﬂd eb&g gt hi {lg?,m}a%mgmc%ctlgp §| v:Ncal ,| n thr ee sHb st eps:
e M

(i) setting-up a TRRE s,
K1EZ}; (ii) sel ecédn%n@n@%yg{aga&ﬁrgu\ggg{a@r 8" .= (8; 82 85 ), Wwhere all

conponents are random such that (ii11) codevvord vector c" is a codeword in
t he codebook B', (uecedewdid veetod,c” ist heodeoslendoindthe” ¢wlebdukn B'raphed i nt o an
i nteger y . For exarrple t he hash value of c"can be calculated. If there

i s other infornat§oH 20 ésuch as the keyed characters) which can be used to

generate-the, k?ﬁld cgh]egv%rd %’) id theft Qnapped into an integer y . For example, the hash
value of c”can be calculated. If there is other information z (such as the
keyed characters) which can be used to generate the key, hi(y ,z) is the
biometric key K” Otherwise, hy(y ) can be the biometric key K”. hy(-) and
hy(+) are a one way hash function. This step is the same as the fourth of figure
'1 described above;

e the hash value of K" is then calculated with a one-way hash function h(-);

and, finally,

¢ the codeword ¢” and mean vector ' are discarded; and the random vector &'

and variance vector ¢’, as well as the hash of the key h(K"), are deposited
into the database in place of those which previously existed. The biometric
key is K.

As can be determined from the above description the present invention is a
method and system whereby a key can be obtained from individual’s biometric
information. It extracts a feature vector from the biometric data and transforms this
vector into a codeword. The codeword is used to construct a key. If the user matches
a commitment, the user is confirmed. To keep pace with gradual change in the
biometric information, the invention can update it adaptively. If the user wants to
have a fixed secret, they can encrypt their secret with the latest biometric key and

store the ciphertext into the database.



bionetric key K O herwise, h2(y ) can be the bionetric key K'. hl(.) and
h2(.) are a one way hash function. This step is the sane as the fourth of
figure Iwoagord2bed above; the hash value of K' is then earsdiav@diwith a
one-way hash function h(.); and, finally, the codeword c" and nean vector
are di scarded; and the random vect OL 8" and variance vector a', as well
as the hash of the key h(K"), are dep Gited into the database in pl ace of
t hose whi ch pgevi hSHedy il I ri Kk i s, K" e
det erm ned f?%lsn %]ﬁgﬁtg o%hdg‘gc?prp%}??oﬁ ?ﬁ%&pﬁglsdeshf%?f}wae%taic%%i g&gm}?’rret hod
and syst emuthiesti@bipnaaideyecreinkdyemabdgeineet] An application i ectamblesisbpasa®dndi ¢

informatiQn., It extracts feature vector fromthe hjonetrjc¢ data and '
t r ansf or nglalfdﬁf’glg \ﬁéy{?@f* ‘?%‘?B%W&BE\RBWB.“GF% n&‘l?&)‘e _’(fileméatl _ ORonst ruct
a key. If Gdﬁﬂnb&??éss%&&ﬁ@&ss RoiRRIThAy REK probiR é&éﬁ%até SeGRi. | MR usdo keep

pace with gradual change in the bicdnetric inforrmation, the invention can
updat e it explaps bicshejric datatsueh ascfor wwamples the useventerinig setr eswatl, thehey can
encrypt their secret with . the |atest bionetri an store. the

ol phor t ex B AHEH SPAE.ER RTTBY o0 e 1f B KFDBkE Srbionring

i nvent i on |gadtybgreaBp! fegttres 0 a M Podrl GIndF/sisSproBrads caAf ¢65sd RO bidhetric.

aut henti cation, and secret key managenment. An application exanple is
password Ustite®ei mesenUinyantign erablesfip alser ooganaraés 2 sodewerdnandha seséti dent i al
I nf or mat i C t DLOVI deguat e
securty. (P THROETROASH IR (SRR i ARioBE A AT ST °: e

user ent erkagplelieiorenpads wpridate kB withadsvmelickes asmasaRithOpricanke made nore
secure. |If the keystroke duration an | atency are the features, a keyboard
anal ysi s probPaRTSaEH MYBHHON PR¥ by srdermed, on @sPorgPYiefe UHRS S APMPRPENT | on
enabl es t r : : . ret key
can, wt hqt dgﬁlgargésﬁglggd}%]{ﬁlﬁg ?)f%?@‘c’métgmgﬂgsl g%jj[% ?f;oghkngyktw'&%%? é?ﬁl%ex anpl e
is to encmyglia mapinchatemnyeypitable fioran fichrast for exdosplet ofloppyadiek tCRREM,vat e key.

The present,invent,ion be. perforped on a cogputer using a conputer-
P or by streaming or Hg\xnloadlgg OVer, H)'% example, t%e ternet. g P

The program instructions include the steps of receiving and recording biometric data
obtained of and from a user. A feature vector is then extracted from the biometric
data, and subsequently a mean vector of the biometric data and a variance vector of
the biometric data are also extracted. The next program instruction step is to
generate a codeword from the mean vector and a random vector; and mapping the
codeword into an integer by calculating the hash value of the codeword. The key is
generated from the integer. The codeword is obtained from the difference between
the mean vector and the random vector. The random vector is generated such that all
components of the random vector are random. The codeword is in a codebook, the
codebook being determined by the variance vector. The generation of the key is by
generating the hash value of the integer.

A one-way hash of the key is stored in a database with the random vector and the
variance vector. The one-way hash of the key may be compared to the one-way hash
of a new key for verification of the new key. The new key is generated by extracting
a new feature vector from the new biometric data, recovering the random vector,

generating a new codeword from the new feature vector and the random vector, and



readabl e nedi um contai ning programinstructions for performng the nethod.
The nedia may include any suitable formsuch as, for exanple, a floppy

di sk, CDRUWB02/008240y stream ng or downl oadi ng over, for ex®PIS&01/00081
Internet. The programinstructions include the steps of receiving and
recording bionmetric data obtained of gnd froma user. A feature vector is

then extracted fromthe bionmetric datl , and subsequently a nean vector of

the bi OMet plftrfifh ity Rey BERARE foW ECdNor® Thel A6 AIRUBII & GrdthbpBi © 8l SO
extracted. The néxt programinstruction step is to generate a ¢6dewor d
from t he ninémanerinegeaby calcnhtidg movestayhaslaoitheapwicadewdrd. codeword into an

i nt eger by | cul ati. t he.hash val of .the codeword. The key is
gener at ed F&gorﬁ'lfl% geﬁlﬁ&é‘ﬁg ro.f. RSV gﬁg}lfﬂlqnge BERten %ﬁ&gﬁf FROAPTECET fFer ence
bet ween tfb@o&&?&i‘fr&%‘%fx?ﬂat%ﬁie}dﬁﬁ ar@ad%a%@&&&for ARGl ANAAP yeCL or 1S

generated such that a conponents of the random vector are random The
codewor d i ¥ariancevesseand dhe navhbiomstiitedrsoto foenngeckdewatad rathnoy vedier, var i ance

vector. Th enerati.on of the key. is e ting the hash,yal ue of the
i nt eger . Agb%el?e\%%nﬁg@h\%&or fsr%nﬁgéf/ed'r Eﬁéf%gl@ﬁﬁfea V&“%‘?ftea"i?ﬁg’é a’i}\?%ﬁ €We random
vect or andranbiém ve&ot aRAGkeVR6e®in thellataBARH@¥chastheQhrihit® Vet BRY be

conpared to the one-way hash of a new key for verification of the new key.
The new kelpnfemyeeter espeftivglyext racting a new feature vector fromthe new

bi onetric . ri ve . g .ating a n codeword
fromthe ng\?vﬁl?teattftieﬁg g}\{a\sselcl:)?%r tdggr?%f btg @gﬂﬁhﬁdgéﬁgé(g% o&%g&étﬁ%m\/\%’ 032/1%%’33

ch/ S& é/ Oaﬁdediméﬂt ofecthe drrmesiemginmetidmew Wity bé nﬂdgarstb@cll B?}Ah&b@%%ﬂdn thoe nﬁw ]
codeword is first pe intQ a new integer by cal cul ating a one-way has
of the newCEHWL®T g‘gppzﬂniyo‘ﬁ“ﬁﬁo%?li m‘)éﬁ}ccagﬂn &1yt b mpde, WithpUt HeParing ance
vector andgbRqhs pRUQIMiINRELGE. are recovered fromthe database, and a new
vari ance vector cal cul ated using the variance vector and the new bionetric
data to forma recal cul ated vari ance vector, and a new random vector is
generated. The recal cul ated vari ance vector and the new randomvector are
then stored in the database in place of the variance vector and random
vector respectively. Wilst there has been described in the foregoing
description in a preferred



enbodi nent of the present invention, it wll be understood by those skilled
in the technology that many variations or nodification my be nmade w t hout
depart i ngwofiom2she present invention. W 02/ 078249 PCT/ S@QI/S0008W05112 THE
CLAIMS: 1. A nethod for generating a secret frombionmetric data obtained of
and froma wuser, the nmethod includi ng the steps of (a) extracting a
feature vector fromthe bionmetric data2 (b) extracting fromthe bionetric
data a nmean vector of the bionetric data and a variance vector after the
feature vector is extracted; and (c) generating a codeword fromthe nmean
vector and aTHHnEdAMMStor; and (d) generating the secret fromthe

. 2. is ' i m. wh i h d dis fi
rmpped i nto ki Treiad (e AAEE skt B dmet R ity SPRERRR A T

random veaiser, thesnegrho@ineluihg/dht bteps bf: conponents of the random vector being
random 4. A nethod as clained in claim1, wherein the codeword may be in a

codebook, the (BbdeFHRCING hipatst wictarfen thedremplaicodats; ance vector. 5. A

t hod | ai i | el i i . f th
i 117 ence. botwebn The e Ot e AR o 00 BB o

e random vec met hod as
clained in claim?2, deeeaslavdrheceregpirndienthetfemtureodetdistkxiractdd; andal cul ati ng
t he hash value of the codeword, 7. A nethod as cl ai ngd ig claim 2, wherein
the integer is @5ed §8°3ERGASPLEWHE fromuthe gpeangectar ﬁg‘?ﬁ?& &8 VeFmed i n
claim7, wherein theggpgeneration of the secret is by generating the hash
value of the integer. 9. A nethod as clained in claim1, wherein a one-way
hash of the seddkt igenetatingthe seeretfroattbbergieword.

2. A method as claimed in claim 1, wherein the codeword is first mapped into an
integer.

3. A method as claimed in claim 2 wherein the random vector is generated with all
components of the random vector being random.

4. A method as claimed in claim 1, wherein the codeword may be in a codebook,
the codebook being determined from the variance vector.

5. A method as claimed in claim 1, wherein the codeword is obtained from the
difference between the mean vector and the random vector.

6. A method as claimed in claim 2, wherein the mapping of the codeword is by
calculating the hash value of the codeword.

7. A method as claimed in claim 2, wherein the integer is used to generate the
secret.

8. A method as claimed in claim 7, wherein the generation of the secret is by
generating the hash value of the integer.

9. A method as claimed in claim 1, wherein a one-way hash of the secret is stored
in a database. |

10. A method as claimed in claim 9, wherein the random vector and the variance
vector are also stored in the database.

11. A method as claimed in claim 1, wherein the biometric data is captured a plural

number of times.



10. A method as clained in claim9, wherein the randomvector and the
variance vector are also stored in the database. 11. A nethod as cl ai ned
in clai mwporoes2ed n the bionetric data is captured a pl ur CT/SGonvb@st of
times. WD 02/078249 PCT/ S&1/00051 13 12. A method as clained in claim9,
wherein the stored one-way hash of the secret is conpared to a one-way
hash of a new secret obtained fromnd# bionmetric data captured of and from

t he user, e_new,hi tric data, bgin bt ained for ,verifjcation of the
new secr e@' rAl'?.e %ﬂd%?ﬁgﬁé&a@ C? lgliagr’revﬁwf%n @Fas? eg?’f'w\%g?%i qgtb%%ecﬁg\ﬁ secret is
gener at ed byompxied &4 bfigway hesH dfRaddw ekt ebRinet T hie biveiétht @art ri c dat a,
recovering the randomvector, generating a new codeword fromthe new

feature vectaptugd@fapd fropeiheysar,the paw bierpetrig datebsingnbiaires foew secret from

t he new cod . l{ga} as claimed in claim 13, wherein the new
codeword i S%Pﬁrlé%nogr}g’ggg I n%ggt'a new i nteger by cal cul ati ng a one-way hash
of the nel.donethodds clhimedinridiimol?, ademlimthemaw sacret Bigendradted\blper ei n f ol | owi ng

verification of the new secret, the variagnce vector and the random vector
are recover 8THHHANGY Tegiireyrglox fraop the\ngiv bigrmgtrigdiaap Fecperiiedht at ed usi ng

the vari anc i Qordbreliind 8 WenRoABRbI Fol MchdvPrhREM G Sl at ed

vari ance vector, a a”new randomvector- 1s generated. 1 net hod as
cl ai med i n cimliom dStonrel generatihge theaea ccoteti freth thanewrcodewadt or and new

random vegcior _are.stored in ste of. the_variange vectar and random vector
respect i vg'ﬁmf{}‘.odﬂs ﬁ'@f’ﬂ?fijmapia”&a]g%’ PP@’ﬁrei“hthflnﬁ?Vrﬁf’, © _lé_?lFFtt"F?Qp%‘g’é‘?%t is an
encryption ke¥w idRgerby IR AROMSD) BasHRE tHEReROYdRWBINY Progr am

instructions for generating a secret” frombionetric data obtained of and

from a uskr A ingthiod @b algimekbinglaips] o whereimfoliospgivarifipatioreobthemewr i ¢ data; (b)
extracting a

R 19, 8B Rk bATYR M RoP R 80 ed Bl 20t 00 Trom

database, the variance vector recalculated using the variance vector and the new
biometric data to form a recalculated variance vector, and a new random vector
is generated.

16. A method as claimed in claim 15, wherein the recalculated variance vector and
new random vector are stored in stead of the variance vector and random vector
respectively.

17. A method as claimed in claim1, wherein the secret is an encryption key.

18. A computer-readable medium containing program instructions for generating a

secret from biometric data obtained of and from a user, including the steps of:

(a) capturing the biometric data;
(b) extracting a feature vector from the biometric data;
© extracting from the biometric data a mean vector of the biometric

data and a variance vector after the feature vector is extracted;

(@) generating a codeword from the mean vector and a random vector;
and
(e) generating the secret from the codeword.

19. A computer-readable medium as claimed in claim 18, wherein the codeword is

first mapped into an integer.



data and a variance vector after the feature vector is extracted; (d)
generating a codeword fromthe nean vector and a random vector; and (e)
gener at i ngotode7Recret fromthe codeword. 19. A conputer-r @adsalogoomsdi um as
claimed in claim18, wherein the codeword is first nmapped into an integer.
WO 02/ 078249 PCT/ S(&1/00051 14 20. A conputer-readable nmedium as cl ai ned
in claim19, wherein the random vecto¥ is generated with all conponents of

i cl ot m 2, <SREpuREAabREATL, & et R o] SRRR B R be g

det ermi ned fisgsndrixed wathialinompoerto of thd 2andbnCasERi belngeadbakl e medi um as
clainmed in_claiml18, gﬂerei n the codeword is obtained fromthe difference
bet ween t K& AreamPylertesabln medien pnelamadia ctaim 18, wheren the spdaverd issadabl e

medi um as cl:ai I 1. Chai i i odeword is by
cal cul ati ng I?ﬁ(ra&ﬁ%ﬁs kvggﬁga%o?mlt(ﬁfgﬁg%%mn%{hgé?%%P{hgglgggn%ﬁb%rapgeadabl e medi um
as cl ai ne@2i A comairer-téddablb eredium bhdainmkddg etaimd Suwhereirt the gedwvad é&s t he

secret. 25. A.co t er:readabl e, nedi um as cl ai ned clajm 24, wherein the
generation o?btalfl‘%ﬁ%@&’t‘%&?g?nﬁ?b@@‘ﬁé?_ i‘ﬂ%%&toﬁé%%ﬂ\?émd@nbﬁcﬁfe i nt eger.
26. A compy! gloompaftaRlAaE HddMndas ShMdiBH clfimboal it th%ﬁingog one-way
hash of the secret is stored in a database. 27. A conputer-ré€adabl e nedi um
as cl ai med ithe codawnrd & bywadeubitimgtthehashivdbwmof detaodewaritd t he vari ance vector
are al so ofed in the tabase. 28.. A .conput er-readabl e.nedi um as cl ai ned
Mt m 288 ihwpliel e BA0E pEaug L S: RSN inlre hseRer of
times. 29. Aogenittteahe §Radabl e nedium as clained in claim26, wherein the
stored one- way hash of the secret is conpared to a one-way hash of a new

secret ob#ai feamppicsisadable biedisn ps elamraddn slgintewheringhe genasatione user, the
new bi omet ri g, 4a5& is BPLARrARE IO RS VRlue bRt nfegld ON Of the new secret.

26. A computer-readable medium as claimed in claim 18, wherein a one-way hash of
the secret is stored in a database.

27. A computer-readable medium as claimed in claim 26, wherein the random vector
and the variance vector are also stored in the database.

28. A computer-readable medium as claimed in claim 18, wherein the biometric data
is captured a plural number of times.

29. A computer-readable medium as claimed in claim 26, wherein the stored one-
way hash of the secret is compared to a one-way hash of a new secret obtained
from new biometric data captured of and from the user, the new biometric data
being obtained for verification of the new secret.

30. A computer-readable medium as claimed in claim 29, wherein the new secret is
generated by extracting a new feature vector from the new biometric data,
recovering the random vector, generating a new codeword from the new feature
vector and the random vector, and generating the new secret from the new
codeword.

31. A computer-readable medium as claimed in claim 30, wherein the new
codeword is first mapped into a new integer by calculating a one-way hash of the

new codeword.



30. A conputer-readable nmediumas clained in claim?29, wherein the new
secret is generated by extracting a new feature vector fromthe new

bi onet ri cwoaka78249 ecoveri ng the random vect or, gener ati ngPaTrséw/o@dewor d
fromthe new feature vector and the random vector, and generating the new
secret fromthe new codeword. 31. A conputer-readable nmediumas clained in
clai m 30, wherein the new codeword i d5first mapped into a new integer by

e/ Seou/ ote St Hsabifas ARNARERER O RS RIARERS o 01 ai 2o

wherei n fol | atifigationerTithd B3t se@betOthe vhande WeBE Rl the tiRoMardcRmaR vect or and
t he random vector are recovered fromthe database, the variance vector
recal cul at ed rersveigdifram therdaiabase, theerarisnceavagtor recalralotest wrg e yadanca to for m
a recal cul at ' : . ' epngrated. 33.
A conputer-r g%ﬁéﬁ%@%gfﬁ%q%@&é gilgfr%ég f?%%’@?@%gdﬁé% \%le%’fog’e&rﬁeac al cul at ed
vari ance vectnmew randbmevctonisgomeraedt or are stored in the database in stead

of the wvarjance vector d random vectar, respectively. 34. A
conput er - " ShdnEpEPHERTRAbe e wharelpimed in cidn 80, Waers the rasalculdiedet i s an

encryption K&¥riance vector and new random vector are stored in the database in stead of the
variance vector and random vector respectively.
34. A computer-readable medium as claimed in claim 18, wherein the secret is an

encryption key.



