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FI ELD OF THE | NVENTI ON The present! i nvention concerns dynanic code
down | oad and |inking in resource constraint Java runtime
environnments, such as in JavaCards fDESCRIBITION 10

BACKGROUND AND PRI OR ART In a conventional Java system references
to class structures (internal and external) are resol ved using

i ndi rect name | o0kyRyyl ﬁUﬁIﬁMES‘*(b?ﬁl\fWﬁ‘fPMOIBﬁQED éﬁﬂ@WP@(ﬁ?Ch can

only be used in a systemproviding sufficient resources in terns of
processi ng power and 15 i nternal resources. In a resource

constraint runtinme system (e.g. _a Java oach i's not prom sing.
I nstead one mi ght use resol vedﬂ%@r%g‘é&h&vg‘lﬁé structures, such that

indirections are obvi ated and nmi ntai ni ng the const ant pooI can be
avoi ded. 20 The resolving of the references (linking) is subject of
t he presentThepteseht invention concerns dynasiniacoddiest loatl andd &nking $© risourey eohstaintt o
achi eve eff| cient, linking in resource constraint Java runtime
envi r onmentJ@dva pimtime envirpRmeR{s, HClyas @é@%ﬁarﬂhéorpwmﬁ i nvention to achieve
space and runtime efficient linking in resource constraint Java
runtinme envir onrrent S.

10 BACKGROUND AND PRIOR ART

In a conventional Java system, references to class structures (internal and external) are
resolved using indirect name lookup via a so-called constant pool. Such an appfoach can
only be used in a system providing sufficient resources in terms of processing power and

15 internal resources.

In a resource constraint runtime system (e.g. a JavaCard) this approach is not promising.
Instead, one might use resolved references to class structures, such that indirections are

obviated and maintaining the constant pool can be avoided.

20
The resolving of the references (linking) is subject of the present invention.
It is an object of the present invention to achieve efficient linking in resource constraint Java
runtime environments.

25

It is an object of the present invention to achieve space and runtime efficient linking in

resource constraint Java runtime environments.



-2- BRI EF DESCRI PTI ON OF THE DRAW NGS

Fig. 1 illustrates the linking with the JavaSoft proposed cap file format.
Fig. 2 illwssorfos the |linking by offset with the herein promsedshibe
format. 5 Fig. 3 illustrates the |inkng by name with the herein
proposed file format. DETAI LED
DESCRI PTION 10 | n t he BRIEFRBDESCRIRPTION OFTHB\DRAWINGS the present

i nvention will be given and inpl enet a- tion aspects will be

addressed. Java is a progranm ng | anguage and environnment devel oped

by Sun M ' | 94043- 1100,
UéA; u? he Crﬁ@'yslt 5 gﬁsr%rak%gl\u/eal%ﬁ?xgg gﬂ{‘ (rﬁlzli%]gnar ft %%?%P?“@gﬁr%g"ﬁ?a lCA 15 Si nce

t he presentFigesrriilpduatdd thd hikineby 6ffvét twithctae Bérein propdsbe fiteolgaient ati on, the
person _ skilled in the art is assunmed to be famliar with the basic
nmechanisns 18- thdllugtatesvhe knking by name wighdhg brseinpoposed filedpsnatnt ati on. A
conpr ehensi ve presentation of the Java | anguage and its

i npl ementation of the JVM was di sclosed by J. Goslin, B. Joy, and G Tele
in "The Java Language Specification” and T. Lindholmand F. Yellin

in "The Java Virtual machi ne Speci- 20 fication", both by Addi son-Wesl ey
Publ i shing Co., 1996. Pl ease notlRER4WNERDESCRIPTON Java- Card

Virtual machine, herein referred to as Java-Card VM is different in
sever al aspects since only a subset and additional bytecodes are

used. 10  In the follBwif 8 SehdralARrVidW Of tHR gBenPhOBRRA!will De given and Ttﬂ@le%ﬁ-f ile

format, as proposed by JavaSoft, divides a cap file into several Sections.
A cap tionfaspecthwill beatddyesseshfanaris a pragramminglanguige and enditonmentdryetoped

' | h | ethod
byt coode | I MOV BRY ST Relng A 5200R R oo e Y, CH SBIi0 8 ey

of the cardkgh *Ja38” is a trademark of this company.

15  Since the present description also deals with details of the implementation, the person
skilled in the art is assumed to be familiar with the basic mechanisms of the Java Virtual
- machine and its implementation. A comprehensive presentation of the Java language and its
implementation of the JVM was disclosed by J. Goslin, B. Joy, and G. Tele in “The Java
Language Specification” and T. Lindholm and F. Yellin in “The Java Virtual machine Speci-
20 fication”, both by Addison-Wesley Publishing Co., 1996. Please note however, that the
Java-Card Virtual machine, herein referred to as Java-Card VM, is different in several

aspects since only a subset and additional bytecodes are used.

1.0 JavaSoft CAP file format proposal

25
The CAP file format, as proposed by JavaSoft, divides a cap file into several sections. A cap
file basically contains a text and a data section. The text section contains the class
structures, method structures and the bytecode instructions. The data section contains the
static fields of the cardlet.

30

The text section references all symbols (classes, methods etc.) whose actual addresses are

not known before link time via an offset into the constant pool. For every such symbol the



The text section references all synbols (classes, nethods etc.) whose

actual addresses are not known before link time via an offset into

t he const aiwOP®d9392 For every such synbol the PCT/IB98/01799

-3 - constant pool contains the AT for the tar get package and the
of fset of that synmbol in that target package (i.e. the package being

| i nked agai ersisiant gowd contairtsaint ARDJbr the dargetgmckigesmd the offset of flmesymbalrin shat

i nported synbols (the, s ol s, def.i ned,.i.n ot her ckages). and for, . al

expor t o ArER Bkt 12 M1 A KSHRRSISE HRRCABA TS e OOS RN PFvideBhese
cardl et bei fygsetORf Qﬁilmg%nﬁadpslymbols &msﬁﬁma“@w SHoEr ﬁéagaéeeﬁno%? ?1(_;) reiapor%t a

section and constant p ovi des sufficien I nf or mati on

executi ng asymaholf @he syaftiods ddfinadiand accessed dvithin thelcardlétileing loadeld)l st ep t hr ough
t he cogétant pool and replace the offsets of the synbols into their target
packages with their real addresses. The linker nerely has to | ook up

the specifi ?h@ix%ﬁﬁ%&ti&%f‘tﬁ@ etk ¥§‘d?ioﬁ‘,' dita 8ot nd cddstan g@@?@ﬂﬂ&@ﬁfﬁ&i@nﬂ he

synbol of f set store this infornmation back 1nto th nstant pool .

The Java- Cainforifidtibh éor exacutingea dandise Adckd icedngs ¢andiet) thedinkst emild preplthfoaght he

i nterpretation. However, the_constant pool,L itse]f is nof needed at
runtime. | nthegenstantpoghandeeplage fhetsis of the Syribgliiniq AL |rge RRckRaes S thelr
indirectio ' ' t :

nter pr ot at Fapdies The BHRHERGCH nad 10 R Ep (i Bine kage by the given AID add
unnecesB@ar i jtystart addresslioahe syuntssl fdffsevgndf stbre this infatmdtioarbatointo tisaonbiantygool.
tables for the_individual_ sections to .renove the requirenment for the
constant pobhe favarardViMthen canise thesg gddrssses incthp canstant popl fo the interpretation.

positions i t gxt i | & e
T nker e 3o Rer Bt cof e SO MR & B heaRE A AERE, 681 LURIE LT ofRC,
posi tion i niddifidiailg anfécessanpindirectionad find theaddrase of a symbol dubipgaltkdr ess  of

that synbol and stores it at the orin?i nal position in the text section. The

i nter- 20 intgsprstasionchoreqysk thy FRRSIANY PoR!dalia dPSPRRFATLISS SITAHNNEERTEAHE- and
therefose tog ?Qrg%f?@%p ARYorfiA therefore uség‘?’x{lﬁ %Yegq'oﬁhg?ﬁc%i&ilaﬁ ) s'eﬁ'tlfddg%
procesS. The onﬁy sections renmal nl g on the car arter e ?I n

process ar erenftrettiiXieqaitemeifor thecohaam. pool after linkingh®hd finkg tableaonrbisciliahs
wi th precal cul ated and hardcoded offsets into target packages allows 25

a conpact sPesitigns ipggdestsection whess arglocptin/hasdo taks phaces Thsdimker majksithyough
forpact 57 . . . o
900 45884y s B o R T R

converted agiaddiess bEthaysinttol ahdsoes iodt thaddigingl position tie firitext seétion. The inter-
JavaSoft is unlikely to run on _a card wwth the systemcardl et from JavaSoft
and t hé0ext Bygter can then diregtly Bsg hew adderssefpt rursime and thereforp theganstaptpead §an or

hisis th : ar BT . o ol d
1St L R e R e e .
i mpl ement at pRidess are the text and data sections.

The linking of cardlets with precalculated and hardcoded offsets into target packages allows
25 a compact system. However, it does not provide enough flexibility for allowing different

implementations of system classes and specified extensions on different cards. For example,

a cardlet which was converted against the system classes of IBM and an extension of

JavaSoft is unlikely to run on a card with the system cardlet from JavaSoft and the exten-

sion cardlet coming from IBM. The primary reason for this is that the offsets of individual
30 classes, methods and the field offsets of instances will differ from implementation to

implementation.



The follow ng invention extends upon the ideas of the current JavaSoft
proposal and enhances it by an additional |ightweight and f|exible
synbol i c | i wao9gsechani sm 2.0 Inventive CAP file foropiBoshi1799

The cap file format according to the preseft- invention also divides the cap
file into different sections. The text section contains the class

structures, TRiGIRsviE] invehtidresxteritd upph eiideas of the cul&itIHeASFNSropbhit afidt 2
section again the static fields. The cap file al so maintains tﬁe necessary
rel ocation icAh¥cest PpAn péditional ghtisiabhs andrijexibleisymbplic kpking meghanisnt.or every
package the cardlet 10 is linked to (i.e. the target package).

The fixup table again contains the position in the text or data section

where a rel ath@atib@EAP file forhmatt ake place. In the sinple case, these
pl aces are also relocated by a precal cul ated of fset into trusted and
wel | known target packages. In this case, the linker will ook up the start

e oo 2 PR 8 B A R,

t he target he "orl

the text sekétns. THeeRf de6@dn tdtitainé R dak §&bictures, methpdGlrastardzaind g de6ad
either in the fixup table or in the text section at the rel ocation address

to keep t he instsugiionsathedatarsgrtion agaimie stati figldso hhe gapofile sdso maintains thy nedsesary
used for nost, of. the . . reference i t.hin d cardlet itself
The conver « aFioruichdftormetion ipSyB LR Tpdlelf bile bR gBRISEe Bl pacizet HiHarate:
br eaki ng conpahlkdditbi(te/ the target packab€). systemintegrity reasons, references
to other external packages should not be |inked by precal cul at ed

offsets. Instead, a nane or identifier should be used for references to

ot her ka during . t.he.link.pracess,. The napes and their .
associ at ed \Bfé%cg‘gpﬁ%i? A § gins the posg{g’gl"gg‘eotﬁx&We£a§%§eﬁg$%W%§c?§g%§t’%P%
are shared RgiiePhcElnith@sighpddPds8] these/Mladeld AkCalt@RllGfated by a prehlcliaRB/orREUe
pairs should be as snmall as possible, this cap file forrnat restricts the

nani ng intogrustedzaod welll knosingazgst packeges. In thig case.gbe Hakertwidl lpols up Bid stary  of
vendor pPec | afdidx(':essi o tlhg gg&ta%tc iw?tri'lsthg ]:given Target %IH, 848 me SHREf inftci> aettiar%gis }:)ackage
and store that value at the original position in the text section. The offset into the target
package can be kept either in the fixup table or in the text section at the relocation address
to keep the fixup table smaller. The relocation by offset can always be used for most of the
references within the loaded cardlet itself. The converter is permitted to precalculate these

20  offsets without breaking compatibility.

For system integrity reasons, references to other external packages should not be linked by
precalculated offsets. Instead, a name or identifier should be used for references to other
packages during the link process. These names and their associated values must only be

25  stored on the card for packages which are shared between multiple applets. As these tables
of name/value pairs should be as small as possible, this cap file format restricts the naming
of class file elements, but still provides the possibility of vendor specific implementations of

different specifications:
30 + public classes: must be named and exportable.

» public static methods and constructors: ditto



30 [err] public classes: nust be naned and exportable. [err]
public static nethods and constructors: ditto [err]
public stawmoeyasbzis: ditto [err] wvirtual nethods: P&riBes/0179%he
interpreter finds a virtual nethod via am®$ndex into the virtual nethod
tabl e. These I ndices and the virtual nethod table would need to
be resolved on the card if the JavaCard environnment wants to
support the standard Java | ate code binding of virtual nmet hods.
Duri ng t he hetyblc siai¢ BeldslittP uction the |inker has to decide if a method
I nherits another method in the nethod table. As these nethods could be

defined in 10 different cardlets, a global nam ng schene for nethods
nmust be i nt+ oditied mathsdsgder to deci de whet her two net hods have
the sanme type. As the |late code binding of virtual met hod cal |'s
required a gl mllntﬁmtﬁgﬁs@mmuah@ea@a ivig ghiadex dgo m%\e§U@ﬁn@th@d tahied These

resol ving and ;nagl g i¥hL Ll NS WiSHd A0 LY Fe bR ATdr o bRl TRfpedoeS

not support It mta rcrent room

for vendor spggiddad emk&m AanbND sefapowme standaleOIfaea m&&&tﬁﬁﬁn@aﬂg of virtual
extensions renmains. The programrer can freely add n&rlvate or static

met hods and clmesheds. Dueing sbhe @P%”@dé@hie ﬁ@nﬁﬂ'ﬁﬁﬁl%tm linkex basde daeidp éfsmethodhey
are not inher- s final. The er,can
Fhen'Tep! oe dabsris prptharantrh6Eing of 2. &S uiesl Frepoai FotiRedlenir il

[err] st anCQhﬁféx@th%rdl@t@ a %Iobal nan:ﬁﬁg sénwmefbr Aethddy RRSt BE intRFILEACER dri&! tesl

in a class are not usual efined by specifica- tions and w |
vary between tdeeide mhiethes Mam&ﬂn@smv@ thefsamenypey ésdbe !ate Wﬂ@rh;ﬂdlng of wigtual

bi ndi f field off dd b the . e f t
P oposal - The Tifbeaf adlie's el ARTREE ey i Aol rrsoifoss b Blieacd forbe
separ at ed i nt GeddMing ahd ﬁxvnﬁ@ dlhﬁﬁenaﬁécﬁ,gmemfennve cap file fonn&t%@l not support it.

precal cul ated field of fsets A get-/put-field instruction
references a fBuwledemmithahis Ihas@uan,osuéfﬁmemmm@mégr speeific implementations of

AL ORI N M EM IR Y
the | oad procegghodsandt$dsSes. Fledana%o9d non private instance méfﬁ&is it bRy atdiforGhh&ct
cl ass does not contain any field declarations a |lot of field
ited and declared as final. The converter can then replace calls to these methods with
direct invocations.
» instance fields:

20 The number and types of instance fields in a class are not usually defined by specifica-
tions and will vary between the implementations of different vendors. Therefore the
binding of field offsets must be addressed by a the CAP file format proposal. The usage
of fields regarding the link process can be separated into the following three categories:

» precalculated field offsets
25 A get-/put-field instruction references a field whose class and all superclasses are
defined in the containing cardlet. The offset of this field can then be precalculated
by the converter and need not be linked during the load process. If there is an agree-
ment that the Object class does not contain any field declarations a lot of field
accesses will fall under this category.
30 * access to fields of cardlet-internal classes with any cardlet-external superclass(es)
This case must be supported by a cap file format to allow the subclassing of classes

defined in separate packages. The converter can calculate the offset of the field



accesses will fall under this category. 30 [err] access to fields
of cardlet-internal classes with any cardl et-external superclass(es)

This case wgsdodossupported by a cap file format to allow t hecTbod/mss ng

of cl asses defined in separ@te packages. The converter can
calculate the offset of the field

-6 - relativet6 k1! in¥t@ndeDsizd16f thD ThAt & xedrifl s@pertlAes £ U thiS ¥AIGE Ehﬂl
superclass and store this value in the cap file. During t

link process thethgsapdile.Suringtthelink processethd anel @f(ﬁsebef thedisid has to be recom-

Mnstance oi zo | boted va%a % e R R ey Bies AR SRE R P P o o Bhaneg e

[err] access toelgtn@hd@f[h@cﬁ-aredirgémgp@@gsnal supercl asses or in any external
cl ass Al though instance fields are rarely declared as

public,5they ar eamss"etn f@&SIlaﬂleE@Xlemai superclasses orprmbe@qtqmal clase access to
protected fields

d.b f
protected set-/- Gg ‘f‘r ’I"ffl[a Sfﬁ.eggss ant Xﬂ@;ﬂ?‘ggﬁig glﬁyﬁq%ﬁef“odreﬁlﬁfedaﬁsso
allows a protected. THE h&cks ﬁﬁﬁ%ﬁa’étédq}é&’scéb@d el ed FPJnté’&W sp%m@ﬁﬁg ar ed

fields. A package which exports a protected or “publi‘c
i nstance field np@tteMsWﬂeaﬁnldnnethqu bhethefprepsed oap Sledhrmatfalssl allows a
to allow for sy orts classes,

h
ot hode o 11 of aiteds BetetS St protected o pRbIRE RIS HEE a SEBGE VSTRGRRS ane
type (g ass etc. ;Smotécffea amBliafddnbe nehl mast Rhtdihahasy ahe! the difsel foF ﬁe s fi félgor

format 15 does not need to support a global nam ng schene, names

t he associ at ed stodilpwsfor aymbolic linkilge easi |y specified. The synbols can be
nunbered fromO to n and can be handed out together with a
specification of the application programmng interface (API). The inple-

ment or of SH?QcI@aaé REfEeH LGRHS Blsdes, @temohs 6Phad5 eoﬁmgracoﬂﬂgﬁttﬂoaﬂaho%:&&fe%s

etc. by choosing new names beginning fromn + gure 3
shows the sgtmwh the thpe@tiasg etsf), the napel and the malne forahataygbol. Pecthegap filefermat
entrie b contal the type of the relocation e
bol ov 15 an %eF 8gtneeflip Syanar oo sefianscheims; wieifigned Torshs apoeticd sygolign
the name ofpd &gy yﬁ@éﬁied( he E)J?nﬁdﬁ cﬁ%&ﬁurﬁﬁérb@ ERREY tdTh Fhd e tRhaARed out
stored at the position to relocate). Wth the proposed nam ng schene the
name can betogestber With a sperification ofl the appﬂxoatﬁdleprogmnmmg anerfacec(fAHIh & ht amplet

T, e R 2D o 10 APk 5 b BB
entries in Mﬂ%sfbbéﬁml %Efmrﬁnqependl ng on the type of the entry: A
met hod has to be TeloCated
20
Figure 3 shows the symbolic binding of an applet against a target package. The entries in
the fixup table contain the type of the relocation (see below), an offset into the text section
where to relocate to, and the name of the symbol (which for space-efficiency might also be
stored at the position to relocate). With the proposed naming scheme the name can be used
25 as an index into the constant pool of the target package. The entries in the constant pool
contain the type of the entry, the name and the associated value. The linker relocates the
entries in the fixup table depending on the type of the entry:
* A method has to be relocated:
The constant pool item of the target package with the given name must be a method
30 type. The value must be an offset into the target package where the method is defined.
The linker calculates the address of the method and fixes the text section at the given

offset.



The constant pool itemof the target package with the given name nust be a
nmet hod 30 - type. The value nust be an offset into the target package
wher e t he .Wé0 bw4b39xs defi ned. The |inker cal cul at esraBISdLtRSS
of the nethod and fixes the text section af-the given of f set.
[err] A class has to be rel ocated: sane as above, except that the
constant poel A tkss hastth behelosatediol i ndex and nane nust be a cl ass
type. [err] static field has to be rel ocated: . ane as
Bhove, except SEMAHS ARGV HEPLITA PsGOn R ORI KemORE G mmbol idex 2uh farie s
nmust bele ic field type, the value is an offset into the data
section of theegxa(%%)asgiél.%t [err] Arelative instance field offset or a
rel ative cl assA sunatt fiskkhasita be velbeatedrust be rel ocat ed: The

constant pool item of the tar&gt package vvi}h t he given nane nhust be a
class t9pe. Same as abovg,gxqeph

_ _ bt PRl RSS! e Wgthhe SEmbp index aad BYDS B1uss s
and gets the '&%&ﬁ%?ﬁ%g{qe}ﬂﬁmji@ an offset infdl B Bath sBRion Ve L phckagll ©l emment

of the class structure nker a the 1 nstance size

t he val ue gbved rdativehasthecetficdd officnor atélaite dagd inamicacize vahe rhadttberelocdtbd:t he
sum [err] An absolute field access to .an_undefined cl ass:

The constant poisiconstaps paol itpm af sheyiareeh Rackage Wikl the ghen gamempstbe aRlass tyre. an

i nst ance The linkef ESEHaksY BE adbRSs Xﬁ#?g&&%&g@tanhtg@gdéezisn_Eﬁ%cgpﬁg loi"[q%f t he

of fset of that |eqk51i| N an 1 nstance o

| oaded 10ar dl etclass (#he $&tter dvardelemagoofahelclassubucfiré) The tihst adds tHedhstende 2%
t he |inker rel ocates their entries in the constant pool, too. Their
real of fsets dhevaleggivgnabithedextsectionifset and replagpnibie latter wdthathe\sami nst ance

field OffSets'AgE%Sg_luta{;g\dl%@ges itg&p?ﬁ&wngégﬁ@ be renmpved once the |ink

process is finis 0 not nee constant pool, only

packages whi clTHzaddnbansHl demfthernzdiphikagt it given mam@ rhiist be an instance
constant pool for future usage. The size of the constant POOl depends on

t he nunber of field type. Ehgyvalueef thatiiam isthe apsolie offsstof ghat figld inaam ingtarceraftitnt
pool fqg t he cctllé?r ent JavaCard system 25 cl asses takes currently about

160 it€ms. A comstant pool itemcontains a type field, a nane and a
val ue which can be stored in 4 bytes (with the proposed nam ng schene this

coul d even be reduced to three bytes). This results in a constant
pool size offthoipaded eardiepis aghared packageandexpprs Brpdected or public fields the linker

relocates their entries in the constant pool, too. Their real offsets ére relocated in the same
manner as relative instance field offsets.
20
The fixup tables can be removed once the link process is finished. Applets do not need a
constant pool, only packages which can be shared between multiple applets need the
constant pool for future usage. The size of the constant pool depends on the number of
exported items and on the size of an item. A constant pool for the current JavaCard system
25 classes takes currently about 160 items. A constant pool item contains a type field, a name
and a value which can be stored in 4 bytes (with the proposed naming scheme this could
even be reduced to three bytes). This results in a constant pool size of 720 bytes for all

system classes.



Differences to the JavaSoft proposal: [err] The JavaSoft constant
pool currently does not differentiate between internally defined

and exter nafioyweddeisned itens. This makes it difficult to rengp¢ g abor7o0

constant pool itenms 5 covering inté&nally defined itens.

[err] The field offsets in the get-/put-field instructions and the

I nstance size field in the class structure are only 8bit w de.
This makes it _current Ia{l i_nmpaossible to use this values as i ndi ces
into the conBiffasencests thadayaSoftarepesalii on coul d be stored to bind the of fset

i mtat i ons, e 2avRe R EohalatR ClPuB BRERE i ehenins bewhf gl g

necessary | i ghtangegtbinallaidefifedsitdiRd) T his thakes it diffickNeo FicieThPEHRRASEFbal items
possi bl e. . 3.0 ﬁq%,?endi x 15 3.1 M nor Extensions . In
sone envd r onnespLeringdpemallydefined ginsieed or no space for any synbolic

i nformati on on . t, al bt i ght .be sufficient to . use
only precal cul éIj[hg leE)df ?fg%?sslﬁg{ﬁjg%dp ?‘h%el? I?nﬁ%umions %8g’re d'&%%nsc.g _Slfﬁgfegd;lﬁ t#“f flgss
format accor di Rgudétare! dte oRIyEBHEWide TS hiaRBs i dirréiflyaiposatad td isedhis ¥hRe2ts
manner in this direction: [err] A package or applet does not only
contai n a ver siieficasintiodhe penstant peolawhess indprmatiopspuld be stored to bindthecoffset afa on -

i d). [ er, The ent.ries in the fixup tables which reference constant
pool itens al sé{eldo%rgﬁgﬁg?hgkpmce&' of fsets which the converter could
cal cul ag@ during conversion tinme 25 [err] At the beginning of the

downl oad process the | oader checks if the packages which are

requi red by Phetwstbpsedwodimitations thasumantdavaSediopropesabneeds enhannements to make a

i npl ementation) as the . . gnes .currently i.nstalled on the card. If
Ly s Tt et oba gl uselaming sorRp e AR e Saperdif posed™ RSBIS, 2o 111
during the link process. O herw se the downl oad process fails. 3.2
Specifications for referred cap file format itens 30 The purpose of the
det ai | ed desZPipppepdiX s not to strictly specify the contents of a cap file.
| nst ead gt provi des a detail ed discussion in what should and what nust be
in the (l,ap file starting with the proposal of JavaSoft.

Nevert hel ess3. 1 VWlifor Ex@énzidbngr OVi di ng nore fornal

In some environments there might be no need or no space for any symbolic information on
the card at all, e.g. it might be sufficient to use only precalculated offsets during the link
process. The cap file format according to the present invention can be extended in a safe
20 manner in this direction: '
* A package or applet does not only contain a version number but also a vendor id (or
implementation id).
» The entries in the fixup tables which reference constant pool items also contain the
offsets which the converter could calculate during conversion time
25 » At the beginning of the download process the loader checks if the packages which are
required by the applet are from the same vendor (e.g. the same implementation) as the
ones currently installed on the card. If this is true, the loader uses the offsets in the
applet cap file during the link process. Otherwise the download process fails.
3.2 Specifications for referred cap file format items
30  The purpose of the detailed description is not to strictly specify the contents of a cap file.
Instead it provides a detailed discussion in what should and what must be in the cap file

starting with the proposal of JavaSoft. Nevertheless, we are also providing more formal



specifications of the cap file format itens nentioned in thi s description
in Clike declara- tions. These are specified here for clarity and in

non opti m aed 96/993932 Il the format of a fixup table Spcr/insbeiob
struct _fixup_table( ul target _aid9cnt; ul target _aid[];
ul entries_cnt; fixup_entry_ t entries[]; 10 }; /'l the

| ayout of @pddificalioROSS te cap file foithRARsShértivhed fri thisdesriptioh id T-like detldrype;
u2 offset; // the offset into the text or data uni on{ u2

t ar get _of f 3iops. Theseare specified kere forgdarity and ingeon optimized foymsy ol _name; //
nanme and index into target constant pool 20 }val ue;
fixup_entry t; /1 the individual fixup entry types 25 /1

rel ocate a//Mfbiférniud @f @ Fixup tbldre text or data section by offset,
//this can cover the addresse of classes, nethods etc. #defi ne

RELO TBXT _twrdsf styurt_fixupstable { #define RELO TEXT_ 16BI T_W TH_OFFSET
ul target_aid_cnt; '

ul target_aid[];

ul entries_cnt;

fixup_entry_t entries[];
10 |

/! the layout of a fixup entry
typedef struct _fixup_entry{
15 ul type;
u2 offset; // the offset into the text or data
union{
u2 target_offset; // offset into target package
u2 symbol_name; // name and index into target constant pool
20 }value;
} ﬁxﬁp_entxy_t;

// the individual fixup entry types
25  //relocate a 16bit address in the text or data section by offset,
// this can cover the addresse of classes, methods etc.
#define RELO_TEXT_16BIT_WITH_OFFSET
#define RELO_TEXT_16BIT_WITH_OFFSET
// relocate the value of a symbol into the text section
30  #define RELO_CLASS_BY_SYM
#define RELO_METHOD_BY_SYM
#define RELO_STATICFIELD_BY_SYM



/'l relocate the value of a synbol into the text section 30 #define

RELO_CLASS BY_SYM #defi ne RELO METHOD_BY_SYM #def i ne
RELO_STATI Y_SYM -

- 10- Q?d%!:‘ ?ﬁé RELO | NSTANCEFI ELD BY18¥M /'l the Ig%lﬂ?gsgpgtghe
constant pool typedef struct _constant_pool { 5 u2 cnt;

cp_itemt hiERGAID INSTANCEFIELD BY SYM the layout of a constant pool
item 10 typedef stTuct cp_itenl unsi gned type: 4 /'l the type of
the item unsi gned nane: 12; // the name if needed at all u2

of f set; [/ the offset 15 /'l the constant pool itemtypes
#def i ne ch@lﬁﬂwut@_fﬁ&es‘-OnS‘a“‘ P9Rlef i ne CONSTPOOL_ METHOD #def i ne

CONSTPOOL_ AT SRLEL RoRfant_pdislef i ne CONSTPOOL_I NSTANCEFI ELD

5 u2 cnt;

cp_item_t items[cnt);

|5

/I the layout of a constant pool item
10 typedef struct _cp_item{
unsigned type:4 /1 the type of the item
unsigned name:12; // the name if needed at all
u2 offset; // the offset
};
15
// the constant pool item types
#define CONSTPOOL_CLASS
#define CONSTPOOL_METHOD
#define CONSTPOOL_STATICFIELD
20  #define CONSTPOOL_INSTANCEFIELD



1. Java runtinme systemconprising a stack based interpreter executing a
program conpris- 5 I ng bytecodes and cl ass structures, said system
further coW@r99%P3 a nodified constant 44 pool with i RCEARY/01799

i nformati on of use only during |Iinking an with external information

to be preserved for |ate code binding, %&Q said internal information is

renoved from ﬂlfied co pool after linking. 10
2. The Java run l“llul Mmm aim1 being a JavaCard. 3. Met hod

for introducing few‘code 1 nt'o & Java runtine system whi ch conprises a stack
based interpreter for the execution of a package conpr|5|ng byt ecodes and
class struc- i nternal |inking)

] t ures, 15, {)errgn %é
sai d new codle Ja¥ BUigesysieR eOIRrsing # stack, bassd ‘%’?&‘@'rﬁx cuting a program compris-
wher eby?t he ofif,$gheOddes2hd cﬂ?é"étﬁ{(lﬂﬁeé""s&h é;ﬁéﬂﬁﬁhhi&oh@ﬁinfg 4 Rodifid thhdtiid

by are nown
wher eby ext er ngbol With kmemabmnfmuitma@f usd ordy Syritplinidng aﬂidawuthtexmmaa irfomsation

cont ai ned a con;t ant pool ,of ;said packag
[err] renovi g bsPresemrsd f?wéte.cmd% w&m&awhﬁw%mﬂeeﬁgf%ﬁ@ummreWﬁV%fr%

used for safm%ﬁedcéxﬁs?%ﬁ??lﬂ%f&?hﬂ a| d references known only at Iink

tinme. wherein also information used for
|l i nking to external packages is renoved fromsaid constant pool.
25 5. The method of claim3, wherein the remaining information in
sai d cdfst aft Hhedavarnsigs system of claim hbejag adavalagds and appl ets, which are
down | oaded later, to properly access said new code (I ate code
bi ndi ng) . 30 6. The nethod of claim 3, wherein said Java runtine
system i s a3Jawvrfidddor introducing new code into a Java runtime system which comprises a stack

based interpreter for the execution of a package comprising bytecodes and class struc-
tures,

15 » linking (internal linking) said new code to said package existing in said system,
whereby the offset of said new code with respect to itself is substituted by a refer-
ence known only at link time,

» whereby external links are resolved using symbolic information (names) contained
in a constant pool of said package,

20 » removing at least the information from said constant pool which was used for

substitution by said references known only at link time.

4. The method of claim 3, wherein also information used for linking to external packages
is removed from said constant pool.
25
5. The method of claim 3, wherein the remaining information in said constant pool allows
other packages and applets, which are down loaded later, to properly access said new

code (late code binding).

30 6. The method of claim 3, wherein said Java runtime system is a JavaCard.



